MHUHOBPHAYKHN POCCUH
SpocaaBckuii rocynapcrBeHHblii yausepceuter uM. ILT. lemugoBa

Kadenpa conmanbHOTo 1 ceMeiHHOT0 3aKOHOIATEIbCTBA

YTBEPXIAIO

Jlekan MaTeMaTH4ecKoro (akymnbreTa

Hectepos I1.H.
20 mas 2025 1.

PaGouasi nporpaMMa TUCHHIINHBI

Oprannsaunouﬂoe U MMpaBoBO€ odecrneuyeHue I/IH(l)OpMaIII/IOHHOﬁ 0€e30IacCHOCTH

Hanpasnenue noaroToBku (CrennaibHOCTH)
10.05.01 KommbproTepHas 6€301acHOCTb

Hanpasnennocts (mpoduin)
«MareMaTHYeCKHE METOIbI 3alUTHI HH(OPMAIIHN)

®opma 00ydeHus: oyHast

[Iporpamma paccMoTpeHa [Iporpamma ono6perna HMK
Ha 3acelaHuu Kadenpsl IOPUAMYECKOT0 (aKysbTeTa
ot 25.04.2025, npotokos Ne 6 npotokois Ne 3 ot 29.04.2025

Spocnasnb



1. Ilean ocBoeHHsI AUCHHUILJINHDBI

HuctmiuimHa «Opranu3aliioHHOE H  TIpaBoOBoe obOecrieueHue WHGOPMAIMOHHON
0€30I1aCHOCTH» IPU3BaHA 00ECIEUNTh OCBOCHHE CTYIEHTAMU TEOPETHUUYECKUX U MPAKTUUYECKUX
HaBBIKOB Pa0OThl C HOPMATUBHBIMH TIPAaBOBHIMH aKTaMHd B 00jacTu oOecreyeHHs
MH(POPMALIMOHHOM 0€30IaCHOCTH KOMIIBIOTEPHBIX CHUCTEM, B TOM 4YMCJIE€ HOPMAaTHUBHBIMHU
Metoaundeckumu 1okymenTaMmu @Cb Poccun u ®CTIOK Poccun, u npuMeHeHUs UX MOJI0XKEHUM
B IPO(ECCUOHATIBHOMN 1A TEIbHOCTH.

JlaHHasi AMCLMILIMHA PAaCKpPhIBAET OCHOBBI IPABOBOIO PETYIUPOBAHUSA OTHOLIEHUI B
nHGOPMALIMOHHON cdepe, KOHCTUTYLMOHHBIE TapaHTHM IIpaB TIPaXKJAaH Ha IOJIy4YeHHUe
uHpOpMAMY U MEXaHW3M UX pealM3alliy, MOHATUS U BHUJIBI 3alIMIAeMOi MH(POPMALUHU IO
3aKoHOJaTenbCcTBY Poccuu, cucteMy 3aluThl IOCYyJapCTBEHHOM TaiiHBI, @ TaKK€ OCHOBBI
OpPraHMU3alMIOHHOTO U IIPABOBOI'O PEryJMpPOBaHUS OTHOLIEHUN B OOJIACTU MHTEIUIEKTYaJIbHOU
COOCTBEHHOCTH M CHOCOOOB €€ 3aluThl. PacKpbIBarOTCs MOHATHE U BUJbI KOMIIBIOTEPHBIX
MPECTYIUICHNH, IPaBOBbIE U OPTaHU3AIMOHHBIE METO Il OOPHOBI C HUMHU.

2. MecTo AUCUMILINHBI B CTPYKTYpe 00pa30BaTe/ibHOIi POrpaMMbl

«Opranu3alMoHHOE M NpaBoOBoe obecreyeHne HH(GOPMAMOHHONW 0e30macHOCTH»
OTHOCHTCSI K 00513aTeIbHON YacTu 00pa30oBaTebHON POrpaMMBl.

Jljis ycnemHoro ycBOeHuUs JaHHON JUCUUIUIMHBI HE00X0AUMO, YTOOBI CTYI€HT OBJaJIel
3HAaHUSIMH, YMEHHSMU W HaBBIKAMH, C(HOPMHUPOBAHHBIMH B TPOIECCE W3YyYCHHS JUCIUTUINH
«OCHOBBI YIpaBIEHYECKON AeATeNbHOCTU» U «OCHOBBI MH()OPMAIIMOHHON 0€30IaCHOCTI Y.

3HaHMST M  HaBBIKM, IIOJy4YEHHbIE B  pe3yjbTaTe M3yYEHUU  JUCIUILIMHBI
«OpranuzallioHHOE W MpaBoBoe  oOecreyeHHe  HMHMOPMALMOHHONW  0€30IacHOCTHY,
UCIOJIb3YIOTCSl CTYJI€HTaMU B JJaIbHEHILIEM MpU pa3pabOTKe KypCOBBIX U JTUIIIOMHBIX paloT.

3. Ilnanmpyemsble pe3yabTaTbl O00y4YeHHS] 1O JAMCHUILUIMHE, COOTHECEHHbIEe C
IUIAHMPYEMbIMH Pe3yJIbTATAMM 0CBOEHHUsI 00pa30BaTeIbHON MPOrpaMMbI

[Tpouecc n3yyeHus: TMCUUILUIMHBI HAallpaBJieH Ha (POPMUPOBAHUE CIEIYIOIINX 3JIEMEHTOB
komnereHuit B coorserctBun ¢ ®PI'OC BO, OOII BO u npuoOpereHus cieayroumx 3HaHuH,
YMEHHM, HaBBIKOB U (WJIH) ONbITA 1E€ATEIbHOCTH:

dopmupyemas Nuaukarop nocTuskeHust Ilepeyenn
KOMIIeTeH LU KOMIeTeHLM I IJIAHUPYEMBIX Pe3yJIbTaToOB
(xoa u popMyJMpOBKA) (xoa u popMyJIMpOBKA) o0y4eHuUs1
YHuBepcajJbHble KOMIIETEHIINH
YK-1 HN-YK-1.3 3HaTh:
Crioco0eH oCyIIecTBIATh IIpu o6paboTke nHPOPMALIMK | OCHOBHBIE HOPMAaTHBHBIE IPABOBHIE
KPUTHUYECKUN aHATU3 oTinyaeT GaKThl OT MHEHHUH, aKTBI B 00J1aCTH O0ECIICUeHHS
MPOOJIEMHBIX CUTyalluid HA | UHTEPIPETAIHii, OILICHOK, MHGOPMAITUOHHONM 0€301MaCHOCTH U
OCHOBE CUCTEMHOI'0 (dhopmupyeT coOCTBEHHBIE HOPMaTHBHBIE METOANYECKHE
MOIX0/1a, BEIPa0aTHIBaTh MHEHUS U CYXKIEHNA, nokymeHTsI @CB Poccnn 1 ®CTOK
CTpaTeruro JeiCTBUI apryMeHTUpPYET CBOM BBIBO/ABI | Poccum B ob6macTw 3amuThl
U TOYKY 3pEHUS UHPOPMALIUH.
YMmers:
MPUMEHATH OCHOBHBIE HOPMATHBHBIE
MPaBOBBIE aKTHI B 00JIACTH
oOecnieyeHust HHGOPMALIMOHHON
6€301acHOCTH M HOPMaTHUBHBIE
Metoamdeckue ToKyMeHTsl DCh




Poccun u @CTOK Poccuu B obnactu
3aIATH HHGOPMAIIHH.

OomenpodeccHoHATbHbIE KOMIIETEHITHH

OIIK- 5

CriocobeH npruMeHSITh
HOPMAaTHBHbIC TIPABOBBIC
aKTbl, HOPMaTUBHBIC U
METOIMYECKUE TOKYMEHTBI,

HN-OIIK-5.1

3HaeT ¥ MMOHUMAaET
HOPMAaTHBHbBIE IIPABOBbIC
AKThl, HODMATHBHEIC H
METOJINYECCKHUE TOKYMEHTHI,

3HaTL:

TpeOOBaHUSI POCCUHCKOTO
3aKOHO/IATENIbCTBA B Chepe 3alUThI
MEPCOHANTLHBIX TAHHBIX, OXPaHbI
pe3yJIbTaTOB UHTEIUICKTYaIbHON

perylaMeHTHpPYIOLIHe peryIaMeHTHPYIOIIHE JIeSATEIILHOCTH.

JIeATeTLHOCTB I10 3aIUTe JEATeITbHOCTD T10 3aIHTe

uHbopmanuu nHGOpPMALIMK B OPraHU3alUU
HN-OIIK-5.2 Baaners HaBBIKOM:
VmeeT HaBBIK IPUMEHEHHS - IPUMEHEHUS] OCHOBHBIX
HOPMATHUBHBIX MPABOBBIX HOPMaTHBHBIX TIPABOBBIX aKTOB B
aKTOB, HOPMATHBHBIX o0nactu obecrniedeHus: 6€30MacHOCTH
METOJIMYECKHUX JOKYMEHTOB, uH(pOpMaUK B OpraHu3aluy
perJIaMEeHTHPYIOIIHX
JESITEBHOCTS 110 3aIUTe
nHGOPMALIMH B OpraHU3aUU
H-OIIK-5.3 Ymers:
YMeer aHaTH3UPOBATH U (dbopMynUpOBaTH OCHOBHEIC
pa3pabaThiBaTh MPOEKTHI TpeOOBaHU K 3auIuTe HHHOpMAIun
JIOKAJIBHBIX TIPABOBBIX aKTOB, | U pa3pabaThIBaTh MPOEKTHI
MHCTPYKIHUH, PETTAMEHTOB | JIOKaJIbHBIX HOPMAaTHBHBIX H
OpTaHU3alMOHHO- OpraHu3aIlMOHHO-
pacnnopAauTECIbHBIX pacrnopAauTCIbHBIX TOKYMCHTOB,
JOKYMEHTOB, perilaMeHTHPYIOLIUX PadoTy IO
periiaMeHTHPYIONIUX PaboTy obecrieueHn0 HHPOPMAITMOHHON
o o0ecrneYeHuto 0€30MacHOCTH B OpraHU3aIINH.
“H(OPMAITMOHHOM (hOopMHUPOBATH TIOIUTUKY
0e301MacHOCTH B OpTaHU3allny; | HH()pOPMAIMOHHON 0€30IaCHOCTH
(hopMyJIMPOBaTH OCHOBHBIE OpraHMU3alu1; KOHTPOJIUPOBATH €€
TpeOOBaHUsI MO 3aIUTE UCTIOJTHEHHE.
KOH(UIeHINATEHOI
WHPOPMAIINH, IEPCOHATBHBIX
JIAHHBIX W OXpaHE Pe3yJIbTaToOB
MHTEIUICKTYaIbHOM
ACATCIIBHOCTH B OpraHu3alluu

OIIK-6 H-OIIK-6.1 3HaTh!

Crioco0eH mpu penreHuu
npohecCHOHAIBHBIX 3314
OpTaHU30BEIBATH 3AITUTY
uHQOpMAaIH
OTPaHWYEHHOTO JIOCTYIIA B
COOTBETCTBUH C
HOPMATUBHBIMHU
MIPaBOBBIMH aKTAMH,
HOPMATUBHBIMHU U
METOIAYECKUMHA
JIOKyMEHTaMU
DenepalibHOM CITyKOBI
Oe3omnacHocTu Poccuiickoi
®Denepauun, enepanbHON
CITyKOBI 110 TEXHHYECKOMY
U DKCIIOPTHOMY KOHTPOJIIO

3HaeT cCUCTeMy HOPMAaTHBHBIX
IIPABOBHIX aKTOB M CTAH/IapPTOB
IO JIMIIEH3UPOBAHUIO B
o0acT 00eCTIeYeHUS 3aIUThI
roCyJapCTBEHHOU TalHBI,
TEXHUYECKOM 3aIIUThI
KOH(UICHIINATBHON
nH(pOpMAaINH, T10 aTTECTAUN
00BeKTOB MH(OPMATH3AIUH U
cepTuUKaLnu CPEACTB
3aIUTHl THPOPMALIHH;

3aJlay¥l OPraHOB 3alTUTHI
rocy/1apCTBEHHOM TallHbI U
CITy’K0 3aIIUTHI UHPOPMAIHN
Ha TPEIPUATUIX

METOJMKH JINIICH3UPOBAHUS B
obnactu obecrieueHus 3aIIUThI
WHPOPMAIUH, aTTECTAIUN 00HEKTOB
WHPOPMATH3AINN U CePTUPHUKALINT
CPEeJCTB 3aIUThl HH)OPMAIIHH.
YmMmern:

MOJATOTOBUTH HEOOXOAMMBIC
JIOKYMEHTBI JJTs1 TIOAPSITIMKA T10
MpoBeIeHHIO paboT B chepe
JTUTIEH3UPOBAHUS B 00J1aCTH
obecrieueHus 3auThl HHHOPMAITUH,
aTTecTaluu 00bEKTOB
WHPOPMATH3AIHNN U CepTHPHUKAINT
CPEJICTB 3aIIUThl HHPOPMAIIUH.




4. O0beM, CTPYKTYpa U COAePKAHNE TUCHUIIIHMHBI

OO01mast Tpy10eMKOCTh TUCIUTUIMHEI COCTaBIIsIeT 3 3aueTHbIe eaunauiibl, 108 akaa. qacos.

Ne Tembl (pa3aeibl) Buabl yueOHbIX 3aHATHI, DopMbl TEKYLIET0
n/n AUCHUILTHHBI, BKJIIOYAS CAMOCTOSITEILHYIO KOHTPOJIsA
HX coJep:KaHue padoTy CTyAeHTOB, ycrneBaeMoCTH
U X TPYI0EMKOCTh
(B akaieMHU4€eCKHX Yacax)
= KonTakTHasi padora ®opma
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1 |Mudopmarms kak 0OBEKT 9111 5 |YcrHsrit onpoc.
MPaBOBOTO PETyJIUPOBAHUSI. [MoaroroBka pedepara.
2 |3akoHomarenbcTBO B oOactu| 9 | 4 | 4 1 5 |YcrHsIi onpoc.
WH(POPMAITIOHHON [Toaroroska pedepara.
0e30MacHOCTH.
3 |IIpaBOBOIi peKUM 3aIUTHI 91212 1 10 |YcrHBIi onpoc.
rOCyJapCTBEHHOU TalHBI. [loaroroBka pedepara.
4 |IIpaBoBble pexumbl 3ammTel| 9 | 2 | 2 1 10 |YcrHBIH ompoc.
KOH(UACHIINATBHON [Toarororka pedepara.
UHPOPMAIUH.
5 |OpranuzannoHHOE 912 |2 1 10 |YcrHBIH ompoc.
obecnieuenue 1b [ToaroroBka pedepara.
6 |3amuTa mHTEICKTYampHOW | 9 | 3 | 3 1 10 |YcTHBIHN ompoc.
COOCTBEHHOCTH. [oaroroBka pedepara.
7 |MexnyHapoaHoOe 91111 10 |YcrHBIi onpoc.
3aKOHOJIATEIECTBO B 00JIACTH [MoaroroBka pedepara.
3alIUTHl HHPOpMAIHN
8 |KomrbroTepHble 9111 10 |YcrHBIi omnpoc.
HpaBOHAPYIICHHS IToaroroBka pedepara.
0,3 0,7 |3auer
Bcero 16 | 16 5 0,3 70,7

ConeprxaHue pa3aeioB THCHUILTMHBI:

Tema 1. Undopmanus Kak 00beKT NPABOBOr0 peryJupoBaHus.

1. CtpykTypa uHpOpMAIMOHHONW cepbl M XapaKTepUCTHKA €€ 3JIEMEHTOB. Bubl
uH(pOpMAIIHH.

2. IlonsiTHe U CTPYKTYpa MHPOPMAITMOHHON OE30MaCHOCTH.

3. CyOBeKTsI 1 00BEKTHI MPABOOTHOLICHH B 00J1aCTH HHPOPMALIMOHHON 0€30IaCHOCTH.
4. dopMupoBaHKe HHPOPMALMOHHBIX PECYPCOB M UX KBATH(UKALIU.

5. KoHCcTUTyIMOHHBIE rapaHTUH MTPaB Ha HH(OPMALIMIO U MEXaHU3M UX pealn3aliu.

Tema 2. 3akoH0AaTEIBCTBO B 00/1aCTH HH(POPMALMOHHOH 0€30IIACHOCTH.

1. TlonaTue 1 BUBI 3alIMIIaEMON HH(OpMAIIMH IO 3aKOHOAAaTeNbcTBY Poccun.

2. OTpacnu 3aKOHOJATENIbCTBA, PErVIAMEHTHPYIOIIKUE ACSITEIbHOCTh 1O  3alluTe
uH(pOpMAITIH.

3. HoktpuHa uHpopmanoHHo# 6e3onacHoctu Poccun.
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4. TlepcneKTHBBI pa3BUTHUS 3aKOHOATENHCTBA B 00JIACTH WH(POPMAIIMOHHOM 0€301acHOCTH.
Tema 3. IIpaBoBoOii pesKMM 3alIUTHI TOCYIAPCTBEHHOM TallHBI.

1. IlonaTue npaBOBOIo peXKUMa 3aIIUTHI TOCYAApPCTBEHHOMN TaliHBI.

2. I'ocynapcTBeHHas TaiiHa Kak OCOOBIN BHUJ 3aluiiaeMoil nH(opmalnuu U ee XapaKkTepHbIe
MPU3HAKU. PEKBU3UTHI HOCUTEJEH CBEICHUM, COCTABIIAIOLIMX TOCYJaPCTBEHHYIO TaliHY.

3. [IpuHUMIIBI, MEXaHU3M U MPOIeypa OTHECEHHs CBEJEHUI K rOCylapCTBEHHOW TailiHe, UX
3aCEeKpPEYMBAHMS U PACCEKPEUHBAHUSI.

4. Oprasbl 3alIUTHI TOCYAAPCTBEHHON TalHBI U UX KOMIIETEHITHSI.

5. Ilopsanok nomycka U JOCTyIa K TOCYAApCTBEHHOM TalHe.

6. Mupie Mepbl 0 00ECIeUEHUI0 COXPAaHHOCTU CBEIEHUM, COCTaBISIONIUX TOCYJapCTBEHHYIO
TaiiHy (peXHUM CEKPETHOCTH KaK OCHOBHOM TOPSIOK JESATEIbHOCTH B cdepe 3amluThl
roCyJIapCTBEHHOM TalHbI).

7. IlepeueHp ¥ CcOAEp)KaHUE OPraHM3ALMOHHBIX MEp, HAINPABICHHBIX Ha  3aIIUTYy
roCyJ1apCTBEHHOW TaHBI.

8. Cucrema KOHTPOJISI 32 COCTOSIHUEM 3aIlUThl TOCY/1apPCTBEHHON TaifHBbI.

9. IOpuanueckas OTBETCTBEHHOCTh 32  HApYyLIEHUS IMPABOBOTO  PEXHUMa  3alIUThI
rOCYJapCTBEHHOH TaifHBI (YTOJIOBHAS, aIMUHUCTPATUBHAS, TUCIUILTHHAPHAS).

Tema 4. IlpaBoBble pe:KUMBbI 32U THI KOHPUAEHIUAIbHOH HHpoOpMaIHH.

1. Konpuaenunansnas uHGOpMaLMs: TEPCOHAIBHBIE JaHHbIE, CilykKeOHas TaiiHa,
KOMMepueckasi TaliHa, OaHKOBCKas TaifHa, TailHa CJCACTBUS U CYAONMPOU3BOCTBA,
npodeccuoHanbHas TalHa.

2. IlpaBoBble peXHMbl KOH(UICHIMATBHOW WH(GOPMALMU: COJEpKAHUE U OCOOCHHOCTH.
OcHoBHble TpeOOBaHUS, MpPEIbSABISEMble K OpraHu3allid 3alluThl KOH(UACHLIHATHHON
nHpOpMaInu.

3. KOpuanueckas OTBETCTBEHHOCTh 3a HapyIIEHHUs MPAaBOBOTO PEeXUMa KOHGUACHIMAIBHOM
nHpopManuu (yrojoBHas, aAIMUHUCTPATUBHAS, TPAXKIAHCKO-TIPABOBAs, TUCIUILIIMHAPHAS).
Tema 5. Opranuzanuonsoe odoecrnevyeHue HHPOPMALMOHHOM 0€30IIACHOCTH.

[TonsTHsT OpraHN3allMOHHON 3aIUTHI HH()OPMALIUH.

Bune! npeacraBineHuss HHQOpMAIIHH.

[Tytn mpoxosxaeHus: HHPOPMAITUH.

OcHOBHbIE KaHaJIbl yTEUKU UH(OpMAIK TPU 00pabOTKe Ha KOMIIbIOTEpaXx.

3amuTa KOMIbIOTEPHON HHPOPMAITUH.

[ToHsITHE «PEKUM 3AIMUTH HHPOPMAITUNY.

[Tonutrka nHPOpMAITMOHHON OE30MACHOCTH.

Mertoabl obecrieueHust Pu3nUecKoil 0€30MacHOCTH.

. TexHonornueckue Mepbl MoAEpKaHUsL O€30MaCHOCTH.

10. [Moapa3nenenus, obecrieunBarone UH(}OpPMaAIMOHHYIO 0€30macHOCTh
NPEANPUATHSA, OPTaHU3aLUH.

11. O6G30p poCCHICKUX HAIMOHAJIBHBIX CTaHIAPTOB B cdepe HHPOPMAIMOHHON
0e301acHOCTH

Tema 6. 3amuTa HHTEIEKTYAJIbHOH COOCTBEHHOCTH.

1. 3akoHomarenbcTBO PD 00 MHTEIEKTyabHass COOCTBEHHOCTH.

2. TlonsiTHEe WHTEIUIEKTYyadbHONH coOCTBEHHOCTH. OOBEKTHI U CYOBEKTBHI aBTOPCKOIO IpaBa.
HckmrountenbHble aBTOPCKUE TpaBa. CMeEKHbIE MTpaBa.

3. IlpaBoBas oxpaHa mnporpamm aias OBM, 06a3 AaHHBIX M TONOJOTHHA MHTETpabHBIX
MHUKPOCXEM.

4. 3ammra aBTOPCKUX M CMEXHBIX MPaB.

5. OCHOBBI NATEHTHBIX MTPABOOTHOLIECHUH. Y CII0BHS MATEHTOCIIOCOOHOCTH.

6. OOBbeKTHl H300peTeHHUs, CBSA3aHHBIE C DJIEKTPOHHO-BBIYMCIMTEIBHOM TEXHUKOW H
MH(OPMALIMOHHBIMU TEXHOJIOTUSMU. ABTOPbHI H300pEeTEHUH U MATEHTOO00IaaTeNu.

7. MexaHM3M MaTeHTOBaHMUSI.

COoONoTA~EWNE



8. 3ammra npaB mareHTOOOIaaTENCH U ABTOPOB.

9. OcoOGeHHOCTH TOTOBOPHBIX OTHOIICHUN B 00J1aCTH MHPOPMAITMOHHON 0€30MacHOCTH.

10. IIpaBoBoe peryiaupoBaHHE B3aWUMOOTHOIICHUH aIMUHHCTPALUMU M MEPCOHajIa B 00JacTu
obecneuenus nHpopManoHHON 6e30macHocTi. OCOOEHHOCTH TPYAOBBIX OTHOLICHHH.

11. O630p nonoxenuit 'OCT P UCO/MBK 56824-2015 «HTemiekTyanbHast COOCTBEHHOCTb.
Hcnonb30BaHue OXpaHSIEMbIX pPE3YJIbTaTOB MHTEJUIEKTYAJIbHON JEATEIbHOCTH B CETH
HNHuTtepHeT».

Tema 7. MexayHapoaHoe 3aKOHOAATEJIbCTBO B 00J1aCTH 3aIUTHI HHGOpMAUK

1. IIpaBoBOii pe:xUM ydacTusi B MEXAyHApOTHOM OOMEHE.

2. CyOBeKThl 1 00BEKTHI MEKIYHAPOHOTO HH(POPMAIIMOHHOT'O OOMEHa.

3. HaumoHnanbHble 3aKOHOJATENIBCTBA O KOMIIBIOTEPHBIX IPABOHAPYIICHUSX U 3allUTe
nndopmanuu. (benapycs, CIIA, EC, Kuraif)

4. MexayHapoJIHO€ COTPYAHUYECTBO B 00J1aCTH OOPHOBI C KOMIIBIOTEPHOM MPECTYIHOCTBIO.
Tema 8. KoMmnbloTepHble NPpaBOHAPYILIEHUS

1. IIpectrymnenus B chepe KOMIBIOTEPHOH HH(POPMAITIH.

2. Ilpu3Haky U 3JIeMEHTHI COCTaBa MPECTYIICHUS.

3. OCHOBBI pacciieZIoBaHus MPECTYILICHUH B chepe KOMITBIOTEPHOH HWH(POPMAIIHH.

4. AQMUHHCTpaTHBHAas OTBETCTBEHHOCTh 3a MpaBOHapylleHus B cdepe UHGOPMALMOHHBIX
TEXHOJIOTHIA.

5. O630p monoxenui ['OCT P HMCO/MDK 18044-2007 «MeHEIKMEHT WHIIMJICHTOB
MHPOPMAIIMOHHON  0e30MacHOCTHY ISl PeUIeHHs 3aJad  Pacciie[OBaHUS HMHIMICHTOB
0€30MacHOCTH.

5. 06p330BaTeJIbeIe TEXHOJOI'MHA, B TOM YUCJI€ TCXHOJOIHHU 3JICKTPOHHOI'0 06yqe}mﬂ Hu
AUCTAHIIMUOHHBbIC 06pa30BaTeJII>HI>Ie TEXHOJOI'MM, HUCIOJb3yE€MbIC NMPH OCYINECTBJICHUU
06p330BaTeJILHOFO nmpouecca nmo 1IMCHUMIIJINHE

B npouecce o0yueHust HCHOIB3YIOTCS ClleAyolne 00pa30BaTeIbHbIE TEXHOIOIHH:

AxkajeMHu4ecKas JEKIHs € JJIeMEHTAMH JIEKIHH-0eceIbl — I10CJIEI0BATEIbHOE U3JI0-
KEHHE MaTepuaia, OCYIIECTBISEMOE NMPEUMYIIECTBEHHO B BHJE MOHOJIOTa IPENoiaBaTesl.
DOneMeHTHl JIeKIMU-0eceibl 00eCneunBalOT KOHTAKT MpenojaBaTenss C ayJuTOpHeH, 4To
MO3BOJISIET MpPHUBJIEKaTh BHUMAaHUE CTYJIEHTOB K HauOojiee BaXKHBIM TeMaM IUCLUIUIMHBI,
aKTUBHO BOBJICKaTb MX B Y4€OHBIH Ipolecc, KOHTPOJIMPOBATH TEMI H3JIOKEHHS y4eOHOTro
MaTepuasa B 3aBUCUMOCTH OT YPOBHS €r0 BOCIIPUSITHS.

IIpakTH4eckoe 3aHATHE — 3aHATHE, NOCBSIICHHOE OCBOCHUIO KOHKPETHBIX YMEHHUH U
HAaBBIKOB 10 3aKPEIJICHHUIO MOJTYYEHHbIX Ha JEKIUN 3HAHU.

KoHcyabTanuu — By y4eOHBIX 3aHATUH, SABJISAIOMMICST OXHOW M3 (HOpM KOHTpOJIS
CaMOCTOSITENIbHOM  paboThl  CcTyAeHTOB. Ha KoHcympTamusix 1o Mpoch0e CTYAEHTOB
paccMaTpuBalOTCsl HauOoJiee CIOKHbIE MOMEHTBI MPH OCBOCHHMH MarepHaja JUCHUIUIMHBL,
MpernojaBaTesib OTBEYAeT Ha BOIPOCHI CTYAEHTOB, KOTOPbIE BO3HHMKAIOT y HUX B Ipoliecce
CaMOCTOSITENTbHON PabOTHI.

6. IlepeyeHb JMIIEH3MOHHOTO W (MJIM) CBOOOJAHO PACHPOCTPAHSIEMOrO0 NMPOrPpaMMHOIO
o0ecreyeHusi, MCIOJIb3yeMOro IPH OCYHIECTBJCHHH 00pa30BaTeIbHOI0 IpoLecca Io
JUCIHMUIIJINHE

B mpouecce ocymiecTBiaeHHs 00pa30BaTENbHOrO Mpolecca MO  JAUCHUIIIMHE
HCIIOJIB3YOTCS:

JUTst QOPMUPOBAHUSL MaTEPUAJIOB JUIsl TEKYIIET0 KOHTPOJISI YCIIEBAEMOCTH U ITPOBEJCHUS
MIPOMEKYTOUHOM aTTeCTalluH, U1 (POPMUPOBAHUS METOIMUECKUX MAaTEPUAIIOB MO AUCLHUIUINHE:



- nporpammbl Microsoft Office;
- Adobe Acrobat Reader.

7. IlepeyeHb cOBpeMeHHBIX NPO(ecCHOHAJBHBIX 0a3 JAaHHBIX M HMHGOPMALHMOHHBIX
CIIPABOYHBIX CHCTEM, HCNOJIb3yeMbIX NPH OCYIIeCTBJIEHHH 00pa30BaTe/IbHOIO Impouecca
10 JMCHHUIIHHE (IIPU HE0OXO0AUMOCTH)

B mpomecce ocymiecTBieHusT  00pa3oBaTENBHOrO  Opolecca IO  JAUCIHIUIMHE
UCTIOJIB3YIOTCS:

- ABTOMaTu3upoBaHHas 6ubmmoreyHo-uHpopmanuonnas cucrema «bYKU-NEXT»

http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

- DnektpoHHas OubanoTeuHas cucrema «Jlauby» https://e.lanbook.com

- DnexTpoHHas oubnmoreuynas cucrema «tOpaiir» https://urait.ru

- DnexTpoHHas 6ubnuoreynas cucrema «KOHCYIIbTaHT CTyJCHTa

https://www.studentlibrary.ru

8. IlepeueHb OCHOBHOH W /ONMOJHUTEJILHOW Y4YeOHOH JUTEepaTypbl, pecypcoB
HH(POPMALMOHHO-TEJIEKOMMYHUKAIMOHHOH ceTH «UHTepHeT» (PH HEOOXOAUMOCTH),
PeKOMEeHyeMbIX /1JIs1 0CBOEHMS TN CIUTIIUHBI

a) OCHOBHAasl JIUTepaTypa
1. OpranuzanuoHHOEe M MpaBOBOE oOecrneueHue HWHGOOPMALMOHHOW O€30MacHOCTH :
y4eOHHUK U IPAKTUKYM 151 By30B / oJ penakiueit T. A. TlomsikoBoii, A. A. Ctpenbiiosa.
— Mocksa : U3narensctBo FOpaiit, 2023. — 325 c. — (Bricuiee o6pa3oBanue). — ISBN
978-5-534-03600-8. — Tekcr : anexTpoHHbIH // OOpa3oBarenbHas miatdgopma FOpaiit
[caiiT]. — URL.: https://urait.ru/bcode/511239
2. BaykoB A. A. 3ammra nHpopManuu: yuyeObHoe mocobue 1 By30B — MoOCKBa:
W3narensctBo IOpaiit, 2022. https://urait.ru/viewer/zaschita-informacii-490277
3. Homukxo, B. K. Opranu3aioHHO-TIpaBOBBIE OCHOBBI HWH(OPMAIIMOHHON
6e3onmacHocTH  (3amuThl  uMHGopmanuu). FOpuauueckas  OTBETCTBEHHOCTh  3a
MpaBOHAPYIIEHUsI B 0071aCTH MHPOPMAITMOHHON 0€301aCHOCTH (3aIUTHl HHPOPMAIIHH )
: yuebHoe noco6ue. / B. K. HoBukoB - Mocksa : I'opsuas munus - Tenekom, 2015. - 176
c. - ISBN 978-5-9912-0525-2. - Texkcrt : anexkrponnsiii / 9bC "KoHcynpranT cryneHTa"
: [caiit]. - URL : https://www.studentlibrary.ru/book/ISBN9785991205252.html

0) 10MOJIHUTEJILHAS JUTepaTypa:
1. Ba3oBas Mozenb yrpo3 0€30MacHOCTH MEPCOHANBHBIX JAaHHBIX MPH UX 00paboTKe B
MH(OPMALIMOHHBIX CUCTEMAax IEpPCOHANIbHBIX JaHHBIX (Bbimucka). PCTIK Poccun,
2008. https://fstec.ru/en/dokumenty/vse-dokumenty/spetsialnye-normativnye-
dokumenty/bazovaya-model-ot-15-fevralya-2008-g?ysclid=1j8zaq9vbh 762206938
2. Meronuueckuil TokyMeHT "MeTojuKa OLleHKH yrpo3 6e3omacHoCTH MH(popmauun"
(yrB. DenepaibHONM CIYyXKO0M MO TEXHHUYECKOMY M SKCIIOPTHOMY KOHTPOIIO S5 ¢eB
2021r.) https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-normativnye-
dokumenty/metodicheskij-dokument-ot-5-fevralya-2021-
g?ysclid=1j8z58t2v2240278685
3. 3. KoBanenko, 0. U. [IpaBoBoii pexxuM JIHIICH3UPOBAHUS U CepTUPHUKAIINN B chepe
uHpOpPMaLIMOHHOM O6e3omacHocTH  : yuebHoe nocobue / Kosanenko FO. U. - Mockaa :
lopsiuast muams - Temexom, 2012. - 140 c. - ISBN 978-5-9912-0261-9. - Tekcr :
anektponuslt  //  OBC  "KoncympranT crymenta" :  [caiit]. - URL
https://www.studentlibrary.ru/book/ISBN9785991202619.html

B) 3aKOHOJAaTeJIbHbIE TOKYMEHThI
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1. «Konctutynus Poccuiickoit @enepanumn» (MpUHATA BCEHAPOIHBIM TI'OJOCOBAHUEM
12.12.1993). http://kremlin.ru/acts/constitution

2. JloktpuHa uHpopMarroHHoi 6e3onacHoctu Poccuiickoit @enepanuu (yTB. YKa3oM
[Ipesunenta PD ot 5 nexadps 2016 r. Ne 646).
http://publication.pravo.gov.ru/Document/View/0001201612060002?ysclid=1j8ys2mmu
0829489602

3. @enepanbubiii  3akoH  oT  27.07.2006 Ne 149 — ®3 «O06 wuHpOpManuy,
MH(OPMALIMOHHBIX TEXHOJIOTHSAX U O 3alIUTe HHPOPMAIUI.
http://pravo.gov.ru/proxy/ips/?docbody&nd=102108264&ysclid=1j8yth8186242636656
4, ®enepanbHblii 3akoH «O mepcoHaNbHBIX JaHHBIX» oT 27.07.2006 Ne 152-@3.
http://pravo.gov.ru/proxy/ips/?docbody&nd=102108261&ysclid=1j8yujvyaq296898133
5. ®enepanpHblii 3akoH ««O KomMmepueckoi TaitHe» ot 29.07.2004 N 98-03.
http://pravo.gov.ru/proxy/ips/?docbody=&nd=102088094 &rdk=&backlink=1&ysclid=lj
8yvize00909304899

6.3akon  P® or 21.07.1993 N 5485-1 «O rocymapCTBEHHOW TailHE».
http://pravo.gov.ru/proxy/ips/?docbody=&nd=102025035&ysclid=1j8yzjexiv816286311
7. ®enepanbHblii 3ak0H  «O  0€30MACHOCTH  KPUTHYECKOH  HMH(DOPMAIIMOHHON
uHppacTpykTypsl Poccuiickoit ®denepauun» ot 26 wutons 2017 roma Nel87-D3.
http://publication.pravo.gov.ru/Document/View/0001201707260023?ysclid=1j8yzzd4w
8369987557

8.Yactp uerBeptas ['paxkmanckoro kogekca Poccuiickoit @exepaunu ot 18 nexadps
2006 1. Ne 230-D3.
http://pravo.gov.ru/proxy/ips/?docbody=&nd=102110716&ysclid=1j8z0wfg5j97732309
6

9. «Konekc Poccuiickoit @enepannn 00 aIMUHUCTPATUBHBIX MPABOHAPYIICHUSAX)» OT
30.12.2001 Ne 195-®@3 (pen. ot 30.12.2021).
http://pravo.gov.ru/proxy/ips/?docbody&nd=102074277&ysclid=1j8yygunoc82769

10. «¥YromoBHbIit kogekc Poccuiickoit @eaepanum» ot 13.06.1996 Ne 63-D3 (pen. ot
30.12.2021).
http://pravo.gov.ru/proxy/ips/?docbody&nd=102041891&ysclid=1j8yxe1zu0699602328
11. TIpukaz ®CTIK Poccun ot 11.02.2013 Ne 17 «O6 yrBepknenun TpeboBaHuii o
3amuTe WH(OPMAIIMU, HE COCTABIAIONIECH TOCYIapCTBEHHYIO TallHy, cojepiKalielcs B
roCy/lapCTBEHHBIX HMHQOpMalMOHHBIX cucTeMaxNe (3aperucrtpupoBaHo B MuHiocTe
Poccun 31.05.2013 Ne 28608). https://fstec.ru/dokumenty/vse-
dokumenty/prikazy/prikaz-fstek-rossii-ot-11-fevralya-2013-g-n-
17?ysclid=1j8z7y36t1594227544

12. Mpukaz ®CTOK Poccum or 18.02.2013 Ne 21 (pen. ot 14.05.2020) «O6
yrBepxkaeHun CocTaBa W COJEp)KAHUS OPraHU3AlMOHHBIX W TEXHUYECKHX Mep IO
o0OecrieyeHn0 0E€30MacHOCTH TEpPCOHAJBbHBIX JAHHBIX MpU HX o0O0paboTke B
MH(OPMALIMOHHBIX CHCTEMaX MEePCOHANBHBIX JAHHBIX) (3aperucTpupoBaHo B MuHIOCTE
Poccun 14.05.2013 N 28375). https://fstec.ru/dokumenty/vse-
dokumenty/prikazy/prikaz-fstek-rossii-ot-18-fevralya-2013-g-n-
21?ysclid=1j8z8nkfzs906813133

13. TOCT P MHCO/MBK 56824-2015 «UHTennekTyanbHass COOCTBEHHOCTb.
Hcnonws3oBanne oxpaHsSEMBbIX PE3yJbTaTOB HHTEIIEKTYATHHOW JEATEIHPHOCTH B CETH
HNuTtepuer» denepalibHOE areHTCTBO MO0 TEXHUYECKOMY PEryIUPOBAHUIO K METPOJIOTUH
Poccuu, M.: «Crangaptundopmy», 2017.
http://gost.gtsever.ru/Data/612/61267.pdf?ysclid=1j8zf7d4n056870327

14. TOCT P UCO/MDBK 18044-2007r., «MudopmanronHas TexHosuorus. MeToasl u
cpenctBa obecrnieueHuss Oe3omacHOCTH. MeHEHKMEHT WHIIMACHTOB WHGOPMAIMOHHON
6e3onacHocTny, denepanbHOE areHTCTBO IO TEXHUYECKOMY pETYJIHPOBAHUIO U
metposorun Poccun, M.: «Crangapturdopm», 2009. - 46c¢.
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https://gostrf.com/normadata/1/4293832/4293832382.pdf?ysclid=1j8zqdpj7r381369825
r) pecypcsbl cetu «AHTEpHET»

1. bauk  gaHHbIXx  yrpo3  Oe3omacHoctd  uHpopmaumu ~ DPCTOK  Poccum.

https://bdu.fstec.ru/threat

2. VHTepHeT-BepcHs CIIpaBOYHOM cucteMsl ['apaHT:

http://ivo.garant.ru/#/startpage:0

3. OdunmanbHbIi MHTEPHET-TIOpTAN IpaBoBoii nH(Gopmanuu: http://pravo.gov.ru

9. MarepuajibHO-TeXHHYeCKAasi 0a3a, HeoOXoMMAas IS OCyLIECTBJICHUSA
00pa3oBaTeILHOIO MPOIEcca MO TUCHHUILINHE.

MarepuajipHO-TeXHU4ecKas 6a3a, HeoOXoquMast ISl OCYLIECTBIEHHS 00pa30BaTEIbHOTO
nporecca Mo AUCHUILIMHE BKIIOYAET B CBOM COCTAB CIIEI[UAJIbHbIE TIOMEIEHUS:

- yueOHbIE ayIUTOPUU AJIs1 IPOBEACHUS 3aHATHH JIEKLIHOHHOTO TUIIA;

- yueOHbIe ayJUTOPUHU AJIS IPOBEJCHUS IPAKTUYECKUX 3aHATUN (CEMUHAPOB);

- yT-I€6HI)IC AyaAUTOPUHN IJIA MMPOBCACHUA I'PYIIIIOBLIX U HHAWBHUAYAJIbHBIX KOHCyJII)TaIII/IfI;

- ydyeOHbIE ayIUTOPUM JUIsl HPOBEAEHUS TEKYLIEro KOHTPOJIs M IPOMEXYTOUHOU

aTTecTaluu;

- IOMELICHUS JJIs1 CAMOCTOSITEIbHON paboThl;

- HOMCHICHUA MJIA XPaHCHHUA H HpO(i)I/IJIaKTI/ILICCKOFO 06CJIY)KI/IB3,HI/IH TEXHUYCCKHUX

CpeACTB O0yUYEeHHS.

[TomemieHust 17151 CaMOCTOATENBHON PabOThl 00YYAIOIIMXCSl OCHAIICHBI KOMITBIOTEPHON
TEXHUKOH € BO3MOXKHOCTBIO HOJKIIOUEHHs K ceTu «MHTepHeT» u obecrieyeHueM J0CTyna K
3JIEKTPOHHON MH(OpMaMOoHHO-00pa3oBaTenbHoi cpeae Apl'Y.

ABTOp:

cTapumii npenojasatens kapenpsl Kb u MMOU A.B. Caxanna
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IIpunoxenne Nel k paGoueii nporpamMme AU CHHUIIIMHBI
«Opranu3anuoHHoOe U IpaBoBoe odecneyeHue HHPOPMANMOHHOK 0€30MACHOCTI)

MoH/1 OLIEHOYHBIX CPEACTB
JJIs1 MPOBe/IeHusI TEKYIeld U MPOMeKYTOUHOI aTTeCTAllMH CTY/IeHTOB
0 JUCIHUILINHE

1. TunoBbIe KOHTPOJIbHBbIE 3aJaHUS I HHbIE MAaTEPUAJIbI,
HCIo0JIb3yeMble B IpoLecce TeKyIllei aTTecTauuu.

B Teuenme cemecTpa KaxIoMy CTYJIEHTY HEOOXOJMMO IOATOTOBUTH pedepaT 1Mo OJHOHW U3
BBIOpaHHBIX TeM W3 HIDKEYKa3aHHOro cmucka. Cmada pedepara sBisieTcss HEOOXOIUMBIM
YCIIOBHEM JIJISI ZIOMYCKaA K 3a4eTy.

IlepeueHb TeM Uil MOATOTOBKHU pedepaToB:
1. ITpuHIMIIBI TOCYIaPCTBEHHON TIOJIUTUKU 00eCTIeYeHUsT MHPOPMALMOHHOM OE30MaCHOCTH.
2. KitoueBble mpo6aemMbl HHPOPMALMOHHONW 6€30I1aCHOCTH TOCYIapCcTBa.
3. OcHOBHBIE O0SI3aHHOCTH OPIaHOB 3aKOHOJATENFHOW BIACTH B cdepe MHPOPMALMOHHOM
0€30MacHOCTH.
4. OcHOBHBIE OOS3aHHOCTH OpPTaHOB HCIIOJIHUTENIHLHOW BJacTd B cdepe MHPOPMALUOHHOM
0€30MacHOCTH.
5. OcHOBHBIE OOSI3aHHOCTH OpraHOB CyJaeOHOW BiacTH B cdepe UHPOPMALNOHHOM
0€30MMacHOCTH.
6. IadopmanimoHHbIe BOWHBI: MPOOJIEMBI IPABOBOTO PETYIIUPOBAHUSI.
7. IlpaBo Ha noctyn K nHpopmanuu B Poccuu: npo6iieMbl TEOPUU U 3aKOHOIATENBCTBA.
8. Ilpobnema mnpaktuuyeckoro mnpumeHeHuss D3 «O0 wuHpopmanuy, HHPOPMALMOHHBIX
TEXHOJIOTUSX U O 3aIUTe UH(DOpMAIUK.
9. IlonsiTie n poib MHPOPMAITUH B KU3HH COBPEMEHHOTO OOIIECTBA.
10. l'apanTn MTHPOPMALMOHHBIX MPaB IPAXK/IaH.
11. [IpaBa rpaxxaan B uH()OpMaAIIMOHHOM cdepe.
12. Opranuszanus 3amThl TOCYAapCTBEHHOM TaliHbl B Poccuu.
13. OTBETCTBEHHOCTH 3a IIMHUOHAX U pa3rialleHue rocy1apCTBEHHON TaliHbI.
14. Coctosinue 1 3PeKTUBHOCTh 3aKOHOJIATEIILCTBA O KOMMEPUECKOI TaiiHe.
15. V3meHeHus B NPaBOBOM PETYJIMPOBAHMM MHCTUTYTa KOMMEPUYECKOW TaWHBI B CBS3H C
BBEJICHUEM B JCUCTBUE YETBEPTON YacTH I 'paxnanckoro kogexca PD.
16. TpeboBanust K 00pabOTKE MEPCOHATBHBIX JAHHBIX U OTBETCTBEHHOCTD 3a HapyIlleHHe padoThl
C HUMH.
17. MexnyHapoaHOE€ W HAIMOHAIBHOE 3aKOHOAATENbCTBO 3apyOeKHBIX CTpaH O 3allUTe
MIEPCOHAJIBHBIX JaHHBIX.
18. IlepconanpHble JaHHBIE B CUCTEME JOKYMEHTOO0OPOTA MPEATIPUSATHS.
19. IlepconanbHblie nanHble B IHTEpHETE.
20. ITpaBoBoe perynupoBanue 60prObl ¢ kubepnpectynHocTeio B CHIA (Mramuu, Kurae,
Snonun, BenukoObputanun).
21. BeisBlIeHHE TEXHUYECKUX KAHAJIOB YTEUKH HH(POPMAIIHH.
22. Vcropus pa3BUTHS KpunTorpapuu.
23. Kpunrorpadus kak cpefcTBO 3alUThl HH(HOPMaLIUH.
24. PaccnenoBanue KOMITBIOTEPHBIX NpecTymiieHuid B PO u 3a pyOesxxom.
25. Ponb monoxenuit 'OCT P UCO/MBK 18044-2007r., «MHpopMalioOHHAs TEXHOJIOTHSI.
Metonsl  u  cpenctBa  obecrieueHuss  06e30macHOCTH.  MEHEKMEHT  MHLUACHTOB
nH(OpPMALIMOHHONW ~ O€30MacHOCTH», B  PAacCIEJOBaHUM  HMHIMJEHTOB  KOMIIBIOTEPHOM
0€30MaCHOCTH.



26. Ponp monoxenuit [OCT P UCO/MOBK 56824-2015 «MuTennekTyanbHas cOOCTBEHHOCTb.
Hcnonp30BaHne OXPAaHAEMBIX PE3yJIbTaTOB HMHTEIUIEKTYaJIbHOM JEATEIBHOCTH B CETH
WHTepHeT» B 3allUTE MHTEIUIEKTYaJbHOM COOCTBEHHOCTH POCCHUHCKHMX TOCYAApCTBEHHBIX U
KOMMEPUYECKHUX CTPYKTYp IpHU €€ nonaganuu B IHTepHeT.

CnucoK BONPOCOB /IJIsl ONPOCA HA MPAKTHYECKHX 3aHATHIAX

1. Kakue B HacTos11ee BpeMs OTMEUAIOTCA OCOOEHHOCTH CTPYKTYphl HH(POPMALIMOHHOH chepbl
U XapaKTEPUCTUKH €€ FIEMEHTOB?

2. B ueM 3aKiIr04aroTCs MapaoKChl MOHATHS U CTPYKTypa MH(POpMaMoHHON 6e30nacHOCTH?

3. Ha kakux mpHHOMOAX CTPOATCS MPABOOTHOWICHHWS B OOJAacTH MH(POPMALMOHHOM
6e3omacHocTu?

4. B yeMm 3aKiIIOYalOTCS KOHCTUTYIMOHHBIE TapaHTHM IpaB HAa JOCTYN K HHPOpPMALUU H
obecreyeHrne COXpaHHOCTH Pa3JInYHbIX BUAOB TalHBI?

5. Uem obecrieunBarOTCsl TApAaHTUU 3alUTHI HH(GOPMAIMK IO 3aKOHONATENLCTBY Poccuiickoii
(benepannu 1 UCKIFOYEHUS U3 NIPElyCMOTPEHHBIX 3aKOHOM MpaBui1?

6. B uemM cyTb W OCHOBHBIC HAIpPaBIICHUS pean3allii HAIMOHAJIBHBIX MHTEpecoB Poccum B
chepe Wb, otpaxenneie B JlokTpuHe wuHpOpManmoHHOW Oe3onmacHOCTH Poccuiickoi
Oenepanun?

7. KakoBbl NEepCHEKTHBBI Pa3BUTUSl 3aKOHOJAATENILCTBA B 00JacTH MHQPOPMALMOHHOM
0€30MMacCHOCTH B HACTOSIIIIUN UCTOPHUSCKUN TIEPHOA?

8. KakoBbl cocTaBISONIIME POCCUNHCKON cHCTEMBbI OOecredeHus: 0e30MacHOCTH KPUTHYECKUX
WH(GOPMAIIMOHHBIX CHCTEM OT KOMITBIOTEPHBIX aTak?

9. KakoBbl (YHKIMM YYaCTHMKOB peaJM3allud CUCTeMbl oOecreyeHus Oe30MacHOCTH
KPUTHYECKHX MH(POPMAITMOHHBIX CUCTEM OT KOMIIBIOTEPHBIX aTak?

10. Ha yTo HampaBiieHO BBEJICHHE IPABOBOI0 PEXHMA 3aLIUThI FOCY1apCTBEHHON TalHbI?

11. Ha3zoBure cocTaB NPHUHLMIIOB, MEXaHU3MOB M TIPOLEAYp OTHECEHMsS] CBEACHUH K
roCyapCTBEHHOM TailHe, X 3aCEKPEUMBAHUA U PACCEKPEUNBAHHUS.

12. Kakue oOpraHum3zaud © CTPYKTYpPhl HEMOCPEACTBEHHO OCYHIECTBISIOT — 3aIIUTY
roCylapCTBEHHOM TailHbl, PErYIUPYIOT U KOHTPOJIUPYIOT?

13. Ha3zoBwuTe M ONUIIUTE MOPSAOK JOMYCKa M TOCTYIa K TOCYAapCTBEHHOM TaifHe.

14. OnumuTe mnpenHa3HAYeHUWE M COCTABIAIOLIME PEXHMA CEKPETHOCTH, KaK OCHOBHOI'O
MOpsAJKa JESITeIbHOCTU B c(epe 3allluThl IOCylapCTBEHHOW TalHbl, OpPraHU3allMOHHBIX H
TEXHUYECKHUX MEP, HAIPaBJIEHHBIX HA 3alUTy FOCY1apCTBEHHON TalHBI.

15. Kakumu opraHaMu M B KaKOM HOpPSJKE pealu3yeTcs CUCTEMa KOHTPOJISI 32 COCTOSTHUEM
3aIUTBI TOCY1apCTBEHHON TallHBI?

16. OnumuTe COCTABISIONIME YCIOBHHA HACTYIUIEHUS OPHINYECKON OTBETCTBEHHOCTH 32
HapyleHus: [PaBOBOIO  peXHMMa  3allUThl  TOCYIapCTBEHHOW  TallHbl  (YroJIOBHOIA,
aIMUHUCTPATUBHOM, TUCIUILUTMHAPHOMN ).

17. Yro oOmiero u B ueM pa3ianuus B XapakTepe KOH(PHUISHIHMATbHON HHPOPMAIIUH pa3InYHbIX
BUJIOB: TEPCOHANBHBIX JAaHHBIX, CIY)KEOHOW TalHBI, KOMMEPUYECKON M OaHKOBCKOI TalHBI,
TalHBI CIEACTBUS U CYIONPOU3BOJICTBA, IPYTUX NMPO(ECCHOHAIBHBIX BHIOB TAHBI?

18. KakoBbl = OCHOBHBIE  TpeOOBaHWS, TPEAbABISEMbIE K  OpPraHU3allMd  3aIIUTHI
KOH(HIeHIIMaTbHON HHpopMaru?

19. OnumuTe COCTABISIONIME YCIOBHHA HACTYIUICHWS FOPHUANYECKONH OTBETCTBEHHOCTH 32
HapylmieHUs  MPaBOBOrO  peXumMa  KOoH(uAeHHManbHON  uHpOpManuu  (YroJIOBHOH,
aIMUHUCTPATUBHOM, TPAXKTAHCKO-TIPABOBON U JUCITUTIIIMHAPHOMN ).

20. B yem oTnuuunsi opraHU3allMOHHON OT TEXHUYECKON 3aIUThl HHpOpMauu?

21. Kak oOmpenensioTcs OCHOBHBIC KaHAbl YTeYKH WH(MOpManmuu mpu o0paboTke Ha
KOMIIbloTEpax?

22. Kak popmupyeTcs 1 Ha 9TO HaINpaBlieHa MOJIMTHKA HH()OPMAIIMOHHOHK Oe30macHoCTH?

23. OnumuTe U JaiTe XapakTepUCTUKY METOAO0B o0ecreueHus (hru3ndeckoit 6e30MacHOCTH.
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24. Jlns 4ero BBOIATCS ¥ W3 HYErO0 COCTOST TEXHOJOTHYECKHE MEphl MOAepKaHuUs
6e3omacHocTH?

25. [losichute Ha mpuMepe cocTaB M (YHKIMM TOApa3AeieHHus, 00eCneunBaroero
MH(OPMALIMOHHYIO O€30MaCHOCTh MPEAIPUATHS.

26. B 1eM 0COOEHHOCTH HACTOALIETO COCTaBa 3aKOHOaTeNbcTBa Poccun 00 HHTEIIIeKTya bHAs
coOCTBEHHOCTHU?

27. TlosicHUTE pa3NU4HMe W CBS3b HCKIIOUUTEIBHBIX aBTOPCKUX W CMEXKHBIX TpaB B chepe
MHTEJUIEKTYallbHOM COOCTBEHHOCTH.

28. Kakas npexycmotpena B Poccuiickoii @enepanuu nmpaBoBasi oxpaHa mporpamm uist 39BM,
0a3 IaHHBIX U TOIMOJIOTUN UHTETPATbHBIX MUKPOCXEM?

29. TlosicHUTE CTIOXKHOCTH B 3aLIUTE aBTOPCKUX M CMEKHBIX IPaB.

30. Kakue B Hacrosiiee BpeMsi yCIOBUSI TATEHTOCIIOCOOHOCTH JCUCTBYIOT B HACTOSIIIEE BPEMsI
B Poccun? B mupoBom coobmiectBe?

31. Kakwue BIenst0TCS 00bEKTHI H300pETEHUS, MOJIE3HON MOJIEIH U MMPOMBIIIIJICHHOTO 00pasiia,
CBSI3aHHBIE C AJICKTPOHHO-BBIUYHCIUTEILHON TEXHUKOW U MHPOPMAITMOHHBIMH TEXHOJIOTUSIMU?
32. Kak ocymiecTBisercs 3aluTa npaB naTeHToo01a1aTesield 1 aBTOPOB MOJIE3HBIX MOJIENIeH?
33. KaxoBbI 0COOEHHOCTH TIOTOBOPHBIX OTHOIIEHUH Poccuu co ctpaHaMu GJIMKHETO U JAJTbHETO
3apy0exbs B 00mactu nHGOPMAIMOHHON O6e30macHoCTH?

34. B uwem cyTh W coOJepKaHWE NPABOBOIO PETYIUPOBAHHUA TPYIOBBIX OTHOIICHHHA
aJIMMHHCTpAIINH U TIepcoHaa B o0acTu odecriedeHust tHPOPMAIIMOHHON 6€301MacHOCTH?

35. HazoBute m oxapakTepu3yil T€ OCHOBHBIC COCTAaBISIOIIME MPABOBOTO PEXHMMa YUaCTHS
POCCHUUCKHX MPENNpPHUITHI OpraHu3aluil U yUpekIeHUN pa3inyHbiX GopM COOCTBEHHOCTH B
MEXTyHApOAHOM HH()OPMAIITHIOHHOM OOMEHE.

36. HazoBute cyOBEKTHI 1 0OBEKTHI MEXKTYHAPOIHOTO HHPOPMAIIIOHHOTO OOMEHa.

37. IlpuBemuTe IpUMEPHI MOJOKHUTEIBHBIX PE3YJIHTATOB MEXITYHAPOTHOTO COTPYIHUYECTBA B
o0actu 60pHOBI C KOMITBIOTEPHOM MPECTYIMHOCTHIO.

38. HazoBuTe ® moOsiCHUTE NpPHU3HAKH M DSJEMEHTHl COCTaBa MpPECTyIUIeHHH B cdepe
KoMIIbtoTepHOU uHpopMmanuu (ct. 272, 273, 274 YK Poccun).

39. Kakue Heo0OX0aUMO 3HATH OCHOBBI PACCIICOBAHMS IPECTYIIICHUN B Chepe KOMITBIOTEPHOM
uHpopmanuu?

40. KakoBbI yCIIOBUS HACTYTICHUS aIMUHUCTPATUBHOW OTBETCTBEHHOCTH 3a ITPABOHAP YIIICHHS
B chepe HHPOPMAIIMOHHBIX TEXHOJIOTUN?

41. Kakue nonoxenuss 'OCT P UCO/M3BK 18044-2007r., «MHbOpMaIimoOHHAs TEXHOJIOTHS.
Metonsl U cpenctBa  obecriedeHuss  0e30macHOCTH.  MEHEKMEHT  MHLUJACHTOB
WH(POPMAIIMOHHOKN 0€30MacHOCTHY MPUMEHUMEBI B pacciieI0BaHUH WHIIMICHTOB KOMITBIOTEPHOM
6e3onmacHocTu?

42. Kakwue nonoxenust [OCT P MCO/M3K 56824-2015 «MHTemekTyabHas COOCTBEHHOCTD.
Hcnonb30BaHue OXpaHSIEMBIX PE3yNbTaTOB HMHTEJUICKTYAIbHON JEATeTbHOCTH B CETH
WNHTepHeT» MNPUMEHUMBI B 3allUTE WHTEIUICKTYAIbHOH COOCTBEHHOCTH POCCHUHCKHX
rOCy/IapCTBEHHBIX 1 KOMMEPUECKHUX CTPYKTYp Mpu ee nonaganuu B Uurepuer?

2. Cnucok BOITPOCOB U (]/IJ'[]/I) 3aJaHuH 13l MPOBEACHUSA l'[pOMe)KyTO‘-lHOﬁ arrecranmumn

Bomnpocsl k 3auery

1. Hudopmanus kak 00bEKT MpaBoBOro perynupoBanus. CTpykTypa HHPOPMaIIMOHHON cdepbl
M XapaKTEepHCTUKa ee dJIeMeHTOB. Buasl mHpOpManuu. dopmupoBanne HHOOPMAITMOHHBIX
pecypcoB U ux KBanu¢pukanus. KOHCTUTYIHMOHHBIE TapaHTUW MpaB Ha HHPOPMALUIO U
MEXaHU3M HX pean3alnu.

2. llonatue wu crpykTrypa uH(pOpMaMOHHON Oe3omacHOCTH. CyOBEKTHI U OOBEKTHI
MIPaBOOTHOLIEHUH B 06s1acTu MHGOopMamoHHo# O0e3onacHocTU. [loHATHE U BUABI 3aMILIAEMOM
uH(pOpMaIMU 10 3aKOHOAATENbCTBY PO.
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3. Ortpacnu 3aKOHOAATENbCTBA, PETIIAMEHTUPYIOLIHE ACATEIBHOCTD 110 3alUTe HHPOPMAIUH.
[TepcniekTHBBI pa3BUTHS 3aKOHOIATEILCTBA B 00J1acTH MH(POPMAITMOHHOM 0€301MacHOCTH.

4. lloHATHE MPaBOBOrO peXKUMa 3alUThl TOCYAAPCTBEHHON TaiiHbl. 'ocynapcTBeHHas TaiiHa
Kak 0coObIi B 3aIlMIIaeMON HHPOPMALIUU U €€ XapaKTepHbIE IPU3HAKH.

5. PexBu3uTHI HOCUTENEH CBEJAEHMM, COCTABIAIOIIMX TOCYAAPCTBEHHYIO TalHy. [IpmHuumsI,
MEXaHM3M U IIPOLeypa OTHECEHMSI CBEIEHUI K TOCYIapCTBEHHOM TaliHe, UX 3aCEKpEeYMBaHUs U
pacceKkpeunBaHusl.

6. Opranbl 3alUTHl TOCYJapCTBEHHOM TailHbI U X KoMneTeHIus. [Topsaaok qonycka u goctyna
K TOCYHapCTBEHHOW TaiiHe. MHbIE Mepbl MO OOECIEUEHUI0 COXPAHHOCTH CBEICHH,
COCTABJIAIOLIMX TOCYAAPCTBEHHYIO TalHy (pEXHM CEKPETHOCTM KaK OCHOBHOH IOpSAIOK
NEeSATeNIbHOCTH B chepe 3alUThl TOCYAapCTBEHHOMN TaliHBbI).

7. Ilepeyenb M colep’KaHWE OPraHU3ALMOHHBIX MEp, HANpPaBICHHbIX Ha 3allUTY
rocyaapcTBeHHOM TaiiHbl. CrcTeMa KOHTPOJISI 32 COCTOSIHUEM 3aIUThI TOCYIapCTBEHHOM TalHBI.
IOpuandeckast OTBETCTBEHHOCTD 3a HAPYLIEHUS IIPABOBOIO PEKHUMA 3aLUTHI TOCYAAPCTBEHHOU
TaliHbl (YroJOBHasl, aIMUHUCTPATUBHAS, IUCLUUIUIMHAPHAS).

8. IlpaBoBble peXHMMBI 3alIUThl KOH(pUAEHUUAIbHOW HH(popMmanuu. KoHbuaeHnumanpHas
nHbOpMaNKA: TePCOHAIBHBIC TaHHBIE, CITy)KeOHasi TaifHa, KOMMepUecKasi TaiiHa, OaHKOBCKas
TaliHa, TaliHa ClIeICTBUS U CYJIONIPOU3BOCTBA, NpodeccuoHanbHas TaiHa.

9. IIpaBoBeie pexUMbl KOH(UIACHIMANbHOW uWHPopManuu B Poccum: conepxanue
ocoOeHHOCTH. OCHOBHBIE TpeOOBaHUS, TpEABABISEMble K OpraHU3alMyd  3alIUThI
KOH(HIEeHIIMaTbHON nHpopManuu. FOpuanueckas OTBETCTBEHHOCTD 32 HAPYUICHHS IPABOBOTO
pexxuma KoH(puIeHIuanbHOW uH(popManuu (YrosoBHas, aAMUHUCTPATHBHAs, I'PakKJaHCKO-
[IpaBoOBast, JTUCIUILINHAPHAS).

10. [IpaBoBasi pernamMeHTalMsl OXPaHHOM JesTenbHOCTH. JIMlleH3upoBaHue U cepTU(UKanus B
nHpopmannoHHoil chepe. [loHATHS NAMIEH3UPOBAHUS 1O POCCHICKOMY 3aKOHOIATEIHCTBY.
Bunsl nesrenpHocty B MHGOpMaMOHHON cdepe, Mo uieKalue JULIeH3UPOBAHUIO.

11. IIpaBoBBIE OCHOBBI 3allUThl HMH(OpPMALMU C HCIHOJIb30BAHUEM TEXHUYECKHX CPEICTB
(3aIUTBl OT TEXHUYECKHUX pa3BElOK, NMPUMEHEHHs] U pa3pabOTKU MMHU(POBAIBHBIX CPEICTB,
MIPUMEHECHHS AIICKTPOHHO-IIU(POBOI TIOITUCH | T.J1.).

12. 3amuTa MHTENIEKTYaIbHOM COOCTBEHHOCTH. 3aKoHOAaTeabcTBO PP 00 MHTENIeKTyanbHas
coOcTBeHHOCTU. [loHATHE MHTENIEKTyalbHOW COOCTBEHHOCTH.

13. O6bexThl U CyOBEKThl aBTOPCKOTro Ipasa. MckmounTenbHble aBTOpckre npaBa. CMexXHbIe
npasa.

14. IIpaBoBast oxpaHa mnporpamMm i OBM, 06a3 AaHHBIX M TOMOJOTHH HHTETpajIbHbBIX
MHUKPOCXEM.

15. 3ammTa aBTOPCKUX M CMEXHbIX NpaB. OCHOBBI MAaTEHTHBIX MPABOOTHOLIEHUH. Y CIOBHUS
MaTEHTOCIIOCOOHOCTH.

16. OO6bexThl H300pEeTEeHUs, CBA3aHHbIE C DJICKTPOHHO-BBIYMCIUTEIBHON TEXHUKOH M
MH(OPMALIMOHHBIMU TEXHOJOTUSAMU. ABTOPBI U300pEeTeHUI U NaTeHTooOIanaTen. MexaHusm
NaTeHTOBaHMUs. 3allKTa MpaB MaTeHToo0agaTeIe u aBTOPOB.

17. OcoOeHHOCTH MOTOBOPHBIX OTHOIICHWM B 00sacTh WH(OPMAIMOHHON O€30MaCHOCTH.
[IpaBoBoe perynMpoBaHue B3aMMOOTHOLICHUH aJIMUHUCTpAllMd M MEpcoHajga B OOJIACTH
oOecnieueHns nHpopManoHHON 6e30macHOCTH. OCOOEHHOCTH TPYAOBBIX OTHOLICHHH.

18. KomnbroTepHsle paBoHapyuieHus. [Ipectymienus B cepe KOMIbIOTEpHONH HH(DOpMAIIH.
[Ipu3Haky W 3JI€MEHTBHl COCTaBa MpPECTYIUIEHUA. AJAMHHHMCTpPAaTHBHAas OTBETCTBEHHOCTh 3a
MPECTYIUICHUs] B MH(POPMAIIMOHHOHU cdepe.

19. MexayHapoIHOE 3aKOHOATENLCTBO B 00MacT 3amuThl nHGopMarmn. [IpaBoBoii pexxum
ydyacTus B  MEXIyHapoaHoM oOmeHe. CyObeKTBl U OOBEKTH  MEXIYHAapOJHOTO
MH(OPMALIMOHHOTO OOMEHA.

20. HarmoHasibHble  3aKOHOJATEIbCTBA O KOMIIBIOTEPHBIX IPAaBOHAPYUICHHUAX M 3allluTe
nH(pOpMaLINH.

21. MexyHapoaHOe COTPYJHHYECTBO B 00JIaCTH OOPHOBI ¢ KOMITBIOTEPHOI MPECTYIMHOCTHIO.
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22. Tlonoxenuss [OCT P UCO/MBK 18044-2007r., « AHDOpMaInOHHAS] TEXHOJIOTHS. METOIBI
u cpeactBa obOecrieueHuss 0€30MaCHOCTA. MEHEKMEHT WHIMIECHTOB WHOOPMAIMOHHON
0€30MaCHOCTH», HMEIONIME 3HAa4YCHHWE ISl PACCIEAOBAaHUS HHIMJCHTOB KOMIIBIOTEPHOM
0€30MacHOCTH.

23. [Monoxenuss TOCT P UCO/MBK 56824-2015 «MHTemnekTyanbHass COOCTBEHHOCTb.
Hcnonp30BaHne OXpaHAEMBIX PE3yJIbTaTOB MHTEIUIEKTYaJIBHOM JEATEIBHOCTH B CETH
WuTepHeT», nMeronre 3HaYeHUe I 3allUThl MHTEJUIEKTYaJIbHONH COOCTBEHHOCTH POCCHICKHUX
rOCyIapCTBEHHBIX U KOMMEPUYECKHUX CTPYKTYp IpHU €€ nonaganuu B IHTepHeT.

24. OcHOBHBIE TONIOKEHUS (enepanbHOro 3akoHa ot 26 urons 2017 roma Nel87 — @3 «O
0e30MacHOCTH KpUTHUECKON HH(popMannoHHOW HHPpacTpykTypbl Poccuiickoit ®deneparum»
JUIE  YKPEIUICHWST HAIMOHAIBHOM CHCTEMBI 3alIUThl KPUTUYECKOH WH(POPMALMOHHOM

UH(PACTPYKTYPHI CTPAHBI.

3. IlpaBusia npuema 3avyera

OreHka 3HaHUH TI0 UTOTY MTPOXOKICHUS Kypca MPOBOIUTCS B (hOpME IPHUHATHS 3a4eTa.

Ha 3auere mpoepsieTcsi c()OPMHUPOBAHHOCTh BCEX YKa3aHHBIX B YUEOHOH Iporpamme
kommnereniui (OITK-1, OIK-5, OITK-6, OTIK-10).

B Owmuter juist 3a4era BKIIFOYAKOTCS JIBA TEOPETHUECKUX Borpoca. Ha moiroToBky k oTBETY
naercs He MeHee | akaeMH4ecKoro Jaca.

Taxke ecThb BO3MOKHOCTh OTBETHTHh HAa KOHTPOJIBHBIC BOIPOCHI B 3JICKTPOHHOM KypcCe
«Opranu3aliioHHOE M TpaBoOBoe oOecreueHne WHGPOPMAIMOHHON Oe3omacHocTH» B LMS
DnexTpoHHBIH yHHBepcuTeT Moodle Spl'Y.

[To uToram OTBETOB CTYICHTY BBICTABIISICTCS OJTHA M3 OLEHOK: «3aYTCHOY, «HE 3aUTECHOY.

OueHka «3a4TeHO0» BBICTABIISCTCS CTYACHTY, €CJIM: OH 3HA€T OCHOBHBIC OIpE/ICICHHS,
MOCIICZIOBATEIICH B W3JIOKEHWW MaTepuaia, JEMOHCTpUPYeT Oa30BbIC 3HAHHS JUCIUIUIAHEI,
BJIaJIe€T HEOOXOAMMbIMA YMEHUSIMH U HABBIKAMU TIPH BBITIOJHEHUH MPAKTHYECKUX 3aaHUM.

OueHka «He 3a4TE€HO» BBICTABIIACTCSA CTYACHTY, €CIM: OH HE 3HAaeT OCHOBHBIX
ompejeNieHul, HemocieaoBaTeieH M CcOMBYMB B U3IIOKEHUM MaTepuana, He oOnamaer
OTpe/IeTICHHON CUCTEMOM 3HaHMI MO TUCIUILIMHE, HE B MIOJTHON Mepe BiIaJeeT HEOOX0IUMBIMU
YMEHUSIMHA U HAaBBIKAMU TPY BBITIOJHEHUH MTPAKTHUYECKHUX 3aJaHHA.

OuneHka «He 3a4YT€HO» BBICTABISICTCS TAaKXKe CTYJICHTY, KOTOPBIA B3I
9K3aMEHAIIMOHHBIN OHUIIET, HO OTKAa3aliCs JaTh Ha HETO OTBET.
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IIpunoxenne Ne2 k paGoueil nporpamMme AUCHHUIIIMHBI
«Opranu3anuoHHOe U IPaBoBoe o0ecnevyeHue HHGOPMAUMOHHOM 0€30MaCHOCTI)

MeToauuecKkue YKazaHus 1Jisl CTYACHTOB I10 OCBOCHUIO JUCHHUIIJIMHBI

M3yyeHnue MUCHUIUIMHBI MPEAIOJIAaracT yBEPEHHOE BIAJACHUE KOMIIBIOTEPOM, YMEHHUE
OCYILLECTBIIATh IIOUCK U OLIEHKY JIOCTOBEPHOCTH HE0OXo1uMol nHpopmanuu B cetu MHTepHerT,
HO CTYACHTY JOCTaTO4YHO CJIOKHO CAaMOCTOSATEIBHO OCBOUTH BOIIPOCHI JHUCLMIUIAHBI
«Opranu3zalioHHOE U MIPaBoBoe obecreyeHne nHpopMalMoHHOH O6e3onacHocT». Ilocemenue
BCEX MPETYCMOTPEHHBIX ayAMTOPHBIX 3aHSATHH SIBISAETCS COBEPIIEHHO HEOOXOIMMBIM B CHILY
0o0y4eHMs Ha HUX yYallluXCs CPaBHUTEJIbHBIM OLICHKaM 3HAaHUM U3 Pa3IUYHBIX MCTOYHHKOB,
KPUTHYECKON MX OIeHKH. Takke 6e3 YHOPHBIX M PETYJISPHBIX CaMOCTOSITEIbHBIX 3aHATHN B
TEYCHHE CEMECTpA, JKEIATEeIIbHO C «YINPEXIAIOIMM 3HAKOMCTBOM» C COACpKAHHEM
MPEACTOALETO 3aHATUSA, KPAaWHE CJIOKHO YCBOUTH JIOTMKY M apryMEHTAlUI0 YIOMSHYTBIX
CPaBHUTEJIBHBIX OLEHOK U KPUTHYECKOTO aHAJIM3a 3HAHUM U3 PA3JIMYHBIX UCTOYHUKOB, YTO HE
IIO3BOJIUT CTYJ€HTaM Pa3BUTh IPOJBUHYTOIO Y BBICOKOT'O YPOBHS KOMIIETEHLIUH.
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