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1. Ienn ocBoEHUS TMCHHMILIHHBI

[enbro n3ydyeHus: JUCHUILIMHBI «3alUTa IPOrpaMM U JIaHHBIX» SIBIISIETCS TEOPETUYECKas
U IPAKTUYECKas IMOATOTOBKA CIELHUAINCTOB K JEATCIBHOCTH, CBS3aHHOW C IPUMEHEHUEM
COBPEMEHHBIX TEXHOJIOTMM aHaJIM3a IPOrpaMMHBIX pealu3alyid, 3allMThl IIporpamMm u
IIPOIPaMMHBIX CUCTEM OT aHAJIM3a U BPEJOHOCHBIX IIPOTPaMMHBIX BO3/ICHCTBUN.

2. MecTo IHCHHUIUTHHBI B CTPYKTYpPe 06pa30BaTeIbHONH MPOrPpaMMBbI

JucnumiuHa «3almra MOporpaMM H  JIaHHBIX» OTHOCHTCS K O00s3aTeNhbHOW 4YacTH
o0pa3oBaTenbHOIl mporpaMMel. J[Jis yCHEIIHOTO YCBOGHMS JAHHON MUCHHUIUIMHBI HE0OXO0IuMO,
9TOOBI CTYNEHT BIAJEN 3HAHUSAMH, YMCHHSIMH M HaBbIKAMH, CPOPMHUPOBAHHBIMH B IPOIECCE
W3YYEHUS TUCIUILINH!

«UHpopmaTukay — 6a30BbIC 3HAHHS O KOMITBIOTEPHBIX TEXHOJIOTHSIX;

«ATIMapaTHbIe CPEJCTBA BRIYUCIUTEIHLHON TEXHUKI — 3HAHHE allllapaTHON apXUTEKTYpPbI
OCHOBHBIX THUTIOB COBPEMEHHBIX KOMITBIOTEPHBIX CHCTEM;

«SI3piku mporpammupoBanus» — accemOiep, C u CH++, sA3bIKM TPOrpaMMUPOBAHUS C
MIPOMEKYTOUYHBIM KOJIOM;

«OrnepaloHHbIE CUCTEMbI» — apXUTEKTypa COBPEMEHHBIX ornepaiioHHbix cucteM (OC),
UCToJIb30BaHue cucteMHOro API, koH(puUTryprupoBaHue U aIMUHUCTPUPOBAHKCE;

«3amura B OMEPalMOHHBIX CUCTEMax» — MEXaHU3MbI Oe30macHoCTH coBpeMeHHbIX OC,
HacTpoiika 6e3onacHocTH JoKaabHBIX OC U IOMEHOB;

«OCHOBBI TOCTPOEHUS 3ALIUIICHHBIX KOMIIBIOTEPHBIX CETE» — CETeBble MEXaHH3MBI
0€30MacHOCTH U UX HACTPOMKA.

«OCHOBBI MOCTPOEHUS 3alUIIEHHBIX 0a3 JAaHHBIX» — MEXaHU3Mbl Oe3omacHocTu 0a3
JIaHHBIX U WX HACTpOMKa.

3HaHUA W TPAKTUYECKUE HABBIKU, IMOJIyYEHHBIE B PE3yJbTaTe M3YUYCHUU UCIUTLIMHBI
«3ammTa mporpaMM M JAHHBIX», UCIOJB3YIOTCS CTYISHTaMH TpH pa3paboTKe KypPCOBBIX U
TUTUIOMHBIX pabOT U HEMOCPEICTBEHHO B MPO(eCcCHOHANBHOMN 1eATeIbHOCTH.

3. [lnanupyembie  pe3yabTaThl O0y4YeHHsT MO JHCHUILJIMHE, COOTHECEHHbIE €
IVIAHNUPYEMBIMH Pe3yJIbTATAMH OCBOCHHUS 00pa30BaTeJbHOM NPOrPaMMbl

[Ipouecc u3yyeHus: TUCHUILUIMHBI HAaIIpaBiieH Ha (OPMUPOBAHUE CIIEAYIOIINX 3JIEMEHTOB
komnereHIMi B coorBercTBUM ¢ PI'OC BO mia cnenmansHoctd Kb, HanpaBieHHBIX Ha
NpUOOpEeTEeHNE CAEAYIOUIUX 3HAHUN, YMEHUH, HABBIKOB U (MJIN) OIBITA JESTEIbHOCTHU:

dopmMupyemasn HNaankaTop 10CTHKEHHUSA
pMupy o P Ilepeyenn
KOMIIeTeH LU KOMIIeTeHLIMH
IUIAHUPYEMBIX Pe3yJIbTaTOB 00y4eHHs
(ko u popMyJIMpPOBKa) (xoa u popMyaMpoBKa)

Oo6menpodeccuoHalbHble KOMIETEHIIUN

OIIK-2 H-0OIK-2.4 Ymern:
CriocobeH npuMeHSITh Crnioco0OeH mpuMeHSITh — [IpyMeHsTh HHCTPYMEHTHI CTATUYECKOTO
NPOrpaMMHBIE CPEJICTBA | MHCTPYMEHTHI CTATUYECKOTO | aHaJIM3a JUIs M3YYEHHUs IIPHHIMIIOB PAOOThI
CHUCTEMHOTO H aHaJm3a Jyis U3yIeHUs HPOrPaMM.
NPUKIIATHOTO MPUHIMIIOB paboThI TPOrpaMMm.
Ha3HAuYCHUH, B TOM YHCIIE

’ H-OIIK-2.5 YMmerb:
OTEYECTBEHHOTO

CriocobeH npuMeHsTh — [IpuMeHSITh HHCTPYMEHTHI

MIPOU3BOJICTBA, JJIS

HHCTPYMCHTBI THHAMHUYCCKOI'O | TMHAMHWUYCCKOI'O aHaJIn3a JUISI M3Yy4CHMSI




peleHus 3a1a4

aHaJIn3a IJ1d U3YUCHHUA

MIPUHILIAIIOB PaObOTHI TPOTPaMM.

podeCCHOHATTEHOM TIPUHITUTIOB pabOTHI TPOTPAMM.
eSITeTIbHOCTH.

A H-OIIK-2.6 Ymern:
CriocobeH MpuMeHsTh — [IpuMeHsTh CKaHEPBI U MOHUTOPBI JJIs
CKaHEPbl 1 MOHUTOPHI JIJIs W3y4YCHHS TIPUHIIATIOB PA0OTHI IPOTPAMM.
W3YYCHUS TPUHITUIIOB PabOTHI
MPOTPaMM.
H-OIK-2.7 Ymern:
CnocoGeH MpUMEHATh — [IpyMeHSTh HHCTPYMEHTHI CUTHATYPHOTO
HHCTPYMEHTBI CHTHATYPHOTO | aHaiM3a JUIs BBISBICHUS BpenoHocHoro [10.
aHaJIM3a JUIS BHISBICHUS
BpenoHocHoro I10.

OIIK-13 H-0OIIK-13.1 Ymers:

CrnocoOeH pa3pabaThiBaTh
KOMITOHCHTBI
NPOTPaMMHBIX U
MPOrpaMMHO-AIIIAPATHBIX
CPEZCTB 3aIIUTHI
nH(pOpPMAITUH B
KOMITBIOTEPHBIX CHCTEMaX
" IMMPOBOJUTH aHAJIU3 UX
0e301macHOCTH.

CriocoOcH MPOBOIUTH aHATTN3
porpamMM Ha HaJIH9Iue B HUX
BPEIOHOCHBIX 3aKIIaJI0K.

— IIpoBoauTh aHAIN3 MPOTPAMM Ha HAITUYHE
B HUX BPEIOHOCHBIX 3aKJIAJ0K.

H-OIK-13.2

CnocoOeH MpUMEeHSATh TaT9u
0e301MacHOCTH Ha MPOTPaAMMBI
1 paboTaroIIHe IPOIEeCcCH.

Ymersn:
— [IpumMeHsTh NaTy 6E30MaCHOCTH Ha
IIPOrpaMMBbl ¥ pabOTaIOIINE TPOLECCHI.

OIIK-2.3

CriocobeH nMpoBOIUTh
CpaBHUTEbHBIA aHATU3 U
OCYLIECTBIIATh
000CHOBaHHBIH BBIOOD
IPOrPaMMHBIX H
IpOrpaMMHO-aMNIapaTHBIX
CPEJICTB 3aIIUTHI
UH()OPMALINH C y4EeTOM
peaNn30BaHHBIX B HUX
MAaTEMATUYCCKUX
METO/IOB.

H-0OIIK-2.3.3

Crioco0eH s KOHKPETHOM
CHUCTEMBI OCYIIECTBIIATh
000CHOBaHHBIN BEIOOD
MIPOrPaMMHBIX M ITPOrPaMMHO-
anmapaTHBIX CPEJICTB,
00eCneunBaroIuX BEICOKYIO
3aIUIIEHHOCTE OT
BpenonocHoro I10.

3HaTh:

— IpOTpaMMHEBIE U TTPOTPAMMHO-
arnmnapaTHbIe CPeCTBa, 00ECIICUNBAIOIITIE
pean3anuio MoIX0A0B K MOCTPOCHHUIO
CHCTEM, 3alUIIEHHBIX OT BPEAOHOCHOTO
I10.

Ymern:

— VI KOHKPETHON CUCTEMBI OCYIIIECTBISATh
000CHOBaHHBII BEIOOP TIPOTPAMMHBIX U
MPOrpaMMHO-aNIapaTHBIX CPEJICTB,
00eCIeYrBAOIINX BBICOKYIO 3alUIICHHOCTh
oT BpenoHocHoro I10.

4. O6beM, CTPYKTYpA U coiepKaHue TUCIHILTHHBI.

OO6mas TpyA0eMKOCTh IUCHHUTUTHHBI COCTaBIsET 4 3a4eTHBIX equHuIlbl, 144 aka. 4acos.

Tembl (pa3aenbl)
AUCIHUTLINHBI,
HX COo/lep:KaHne

n/n

Buapl yueOHbIX 3aHATHIA,
BKJII0Yasl CAMOCTOSITETbHYI0 padoTy
CTY/IEHTOB,
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IAHAITU3 TIPOTPAMMHBIX Bananus s .
1 N A 8 6 1 12 |caMOCTOATEIIbHOM
pear3aruii.
[paboThI
3aimuTa nporpaMm ot
M3yYeHUs, SagaHus Ut
2 |HeCAaHKIIHOHHPOBAHHOTO A 6 4 1 10 |caMOCTOATEIBHOM
KOTTMPOBAHUS U [PaboTHI
MCIIOJIb30BaHMS.
BpemonocHoe Samanvs s
3 |[mporpammHOe A 6 2 1 10 |caMOCTOATEIbHOM
oOecrieueHue. a0O0THI
BHepeHre BpeIOHOCHOTO 3amaHust I
4 [mporpaMMHOIO A 6 2 1 10 |caMOCTOATEIBHOM
o0ecrieyeHusl. [paboTEI
IIpoTuBOACIiCTBUE
SagaHus U
5 ipeHOHOCHOMy A 6 2 2 12 camoCTOsATEILHOM
POrpaMMHOMY paGoTs!
00eCIIeUeHUIO.
2 0,5 | 33,5 Pk3amen
Bcero 32 16 8 05 | 875

Conep:xaHue pa3iesioB JUCHUILIHHBI:

Tema 1. AHAJIM3 NPOrPaAMMHBIX peajiu3anui.

1.1. Beenenue.

1.2. OCHOBBI TECTUPOBAHUS YEPHOTO SIIMKA.

1.3. MonwuTtopunr: goctyn k o0bekTam OC, Bei30oB API OC, cereBasi ak THBHOCTb.

1.4. OcHOBBI cTaTHUECKOTO aHaNMK3a. Accemonep. Apxutekrypsl x86 u x64. JluzaccemOep.

1.5. ®opmar ucnonusiemsix aitnoB PE. Windows API. ITpunosxenust UEFL

1.6. ®opmar ucnonasiemsix daisioB ELF. Linux APIL.

1.7. ®opmar ucnomHsAEMBIX (aiIOB S3BIKOB MPOTPAMMHUPOBAHUS C TPOMEKYTOYHBIM KOIOM:
Java, C#, Python.

1.8. lexomnmsitus.  Mnentudukanms abctpakiuii  s3pika  CH+  1pu IEKOMITHIISIIINAU.
BupryaneHble Tabnuubl. BapuaHThl nepepgaud apryMeHTOB W BO3Bpara pe3yibTaTa U3
MOJMPOTPAMM.

1.9. Iunamuueckuit ananu3. Otnaaka. [IpuHumne! QyHKIMOHUpOBaHUS OTIaa4uKoB. OTinaaka B
peXHuMe MoJIb30BaTens U B pexxume aapa. CHATHE gamma.

1.10. ITomaroBas otiaaka. [IporpamMmHble U anmnapaTHble TOYKH OCTaHOBA.

1.11. MeToauka JUHAMHUYECKOTO aHaJIM3a: dTAlbl 1 METOABI. AHAIN3 ITIOTOKA JaHHBIX.

1.12. HanoxeHue nar4yei Ha MporpamMmbl M IIPOIECCHI.

1.13. UacTpymeHTanu3anus. AHaTUM3 T1OTOKAa JaHHBIX. AHAIUM3 TOTOKa  YIpaBJICHUS.
IIpoTuBOIEHCTBUE AHTUOTIAKE.

1.14. Bupryanuzamus. Omynsnus miaTopMbl Uisl UccienyeMod mporpamwmsel. M3onsauus
UCCJIEyEMOH MPOTrPaMMBl.

Tema 2. 3ammrTa NporpamMm OT U3y4YeHHSI.

2.1. Beenenue.

2.2. OCHOBBI 3aITUTHI OT IN3aCCEMOITMPOBAHUSI.

2.3. O6dycuupyouue npeodpazoBaHHs HCXOIHOTO KOAA.

2.4. O0dycrmpyromue mpeodpa3oBaHus TOTOKa yrpaBieHus. OO0Qyckamus OUOIMOTEYHBIX
BbI30BOB, B ToM 4ncie API OC. Bb13oB OMOIMOTEUHBIX (QYHKIUI 110 UX XelI-3HAYEHUSM.

2.5. O0dycrupyrormire mpeodpa3oBaHus CTPYKTYP JaHHBIX.

2.6. OCHOBBI aHTHOTJIAJIKH.

2.7. Ynakopuuku. llludpoBanue BemonaseMoro koma. CamMopacrnaKkOBBIBAIOIIHECS APXHUBBHI.
Ogeprien. [TonumopdHBIii KO,



2.8. TexHuKH OOHApPYXEHUS OTIATUHKA.

2.9. TexHuku 0OHAPY>KCHUS THUIIEPBU30PA.

2.10. OCHOBBI 3aLTUTHI OT CHSTHS JIaMIIA.

2.11. TexHUKH 3alTUTHI OT KOITUPOBAHUSI.

Tema 3. Bpenonocnoe nporpammuoe odecriedernue (I1IO).

3.1. Knaccuduxanus BpenoHocHoro 110 mo Mozaenu mnoBeneHus: HaOtonaTeNb, MEpPeXBaT U
UCKa)KEHUE.

3.2. Buasl Bpenonocnoro I10. Bupycsl u uepBu. Tposackoe I10. Rootkit, bootkit u backdoor.
BpenoHocHBIE YTHIUTBI: 3KCILIOWTHI, Mmeinikoa, cnyddunrooe I10, cmam u ¢uyn 11O,
¢umunropoe I10, pexnmamuoe I1O, nporpammsei-BeiMorarenu, [IO st pacmpocTpaHeHUs
3anpemeHHo nnpopmarmu, DoS, T1O st co3nanus u MOAU(pHUKALIUN BUPYCOB.

3.3. bunapnoe Bpegonocnoe I10 na Windows.

3.4. bunapnoe BpenonocHoe 10 na Linux.

3.5. Bpenonocuoe I1O0 Ha s3pIkax MpOrpaMMHPOBAaHUS C MPOMEKYTOYHBIM Kojom: Java, C#,
Python.

3.6. Bpenonocnoe I10 Ha si3pikax KoMaHAHBIX HHTEpHIpeTaTopoB: batch, PowerShell, bash.

3.7. Bpenonocuseie [10 B Makpocax JOKYMEHTOB.

3.8. Bpenonocnoe I1O Ha MOOUIIBLHBIX YTPONCTBAX.

3.9. Bootkit. Pacmonoxxenue B IPL, VBR, MBR, BIOS, UEFI. Secure Boot, Verified Boot,
Measured Boot. Intel BootGuard. ARM Trusted Boot Board.

3.10. Texnuku pacrnpocTpaHeHHs BUPYCHOTO BpeaoHocHoro [10.

3.11. Texuuku ckpbiTHs BpegoHocHoro [1O oT o6HapykeHusl.

Tema 4. Bueapenue BpegonoctHoro I1O.

4.1. IlpennocbulKH K BHEIPEHUIO BHEAPEHUIO BpeaoHOCHOro [10: ys3BUMOCTH MPOTrpaMMHOIO
o0ecrieyeHns, yA3BUMOCTH MTOJUTHKH 0€30MaCHOCTH, YeTI0BEYECKHiA (haKkTop.

4.2. Metoasl BHeapeHus BpenoHocHoro [1O : mackupoBka moj «6e3o0ugHoe» I10, monmena,
psSIMOE U KOCBEHHOE aCCOI[MMPOBAHUE.

Tema 5. IlporuBoaeiicreue Bpegonocuomy I10.

5.1. Meroab! BbisiBIeHUs BpenoHocHoro I[1O: curHarypHoe M 3BpUCTHYECKOE CKAaHUPOBAHUE,
KOHTPOJb  LIEJOCTHOCTH, MOHHUTOPUHI  HMH(GOPMAIlMOHHBIX  IOTOKOB,  HM30JHpPOBAHHAs
poTrpaMMHasi cpejia, MPOrpaMMHBIE JIOBYIIIKH.

5.2. [IpyHUMIIBI  TIOCTPOEHUS  MOJUTHKM  O€30macHOCTH, oOecreuyuBaroIieil  BBHICOKYIO
3alIUIIEHHOCTH OT BpemoHocHoro T10.

5. Oﬁpa3OBaTe.]'[bHLIe TEXHOJOIMH, B TOM YHUC/I€ TCXHOJOTUMU IJIECKTPOHHOIO Oﬁy‘IEHI/Iﬂ H
AUCTAHIMOHHbIC 06pa3OBaTe.111>H1)1e TEXHOJOTUH, HCII0JbB3yEMbIC IIPpH OCYIIECTBJICHUU
06p330B3T€J’IbHOF0 nmpounecca mo JTMCuUMIlInHe

B nporiecce 00ydyeHus UCTIONB3YIOTCS Clelylolne 00pa3oBaTeIbHbIe TEXHOIOTHUH:

AxageMHYecKasi JeKIHUsA ¢ 3JIeMEHTAMHU JIeKIIHU-0eceibl — II0CIEI0BATEIBHOE H3JI0-
JKEHUE MaTepuasa, OCYIIECTBISAEMOE IPEUMYILIECTBEHHO B BHUIE MOHOJIOra IPENOJaBaTEls.
OneMeHThl JIeKIUU-Oecenbl 00ecneuynBalOT KOHTAKT MpenojaBareisl C ayAuTOpUeH, 4To
MO3BOJISIET NpPUBJIEKaTh BHUMAHUE CTYJCHTOB K HaubOoyiee BaXKHBIM TeMaM JUCLUIUIMHBL,
aKTHBHO BOBJIEKaTh HUX B Y4YEOHBIN Mpoliecc, KOHTPOJIUPOBATh TEMI H3JIOKEHUS Yy4eOHOro
MaTepuaia B 3aBUCUMOCTH OT YPOBHS €r0 BOCIIPUSTHS.

IIpakTnyeckoe 3aHsATHE — 3aHATHE, MOCBSIIEHHOE OCBOCHUIO KOHKPETHBIX YMEHUN H
HABBIKOB I10 3aKPEIJICHUIO MTOJYYEHHbIX Ha JIEKIIUY 3HAaHUMH.

Koncynbranuum — BuUJ yuyeOHBIX 3aHATUN, SBISIOLIMNCA OAHOM W3 (OPM KOHTPOJISL
CaMOCTOSITENIbHOW ~ paboThl  cTyAeHTOB. Ha KoHCymbTamusx 1o MOpock0e CTYIEHTOB
paccMaTpuBaroTCs HauOojiee CIIOXKHbIE MOMEHTBHI MPU OCBOCHMM MarepHualia JUCIUIUIMHBI,



npenoaaBarcyib OTBEYACT Ha BOIPOCHI CTYACHTOB, KOTOPBIC BO3HUKAKOT Y HUX B IMPOLCCCC
CaMOCTOSITEIIbBHOU PaOOTHI.

6. IlepeyeHb JIMIEH3MOHHOT0 M (MJH) CBOOOJHO PACHPOCTPAHSIEMOr0 NPOrPaAMMHOIO
o0ecrneyeHusi, MCIOJb3YeMOI0 IIPH OCYINECTBJIEHHH OOpPa30BaTeJBLHOr0 Ipolecca o
AUCUHUIINHE

B mpomecce ocymectBieHuss 00pa3oBaTeNBHOTO  Mporecca MO JIUCIUIUIMHE
HCIIOJIB3YIOTCA:
it (opMHUpPOBAHUS MATEPUAIIOB ISl TEKYIIErO0 KOHTPOJISI YCIIEBAEMOCTH M IPOBEICHUS
HpOMG)KYTO‘IHOfI arrecrauuu, ajad (bOpMI/IpOBaHI/IH MCETOANYCCKUX MAaTCpHUAIOB I10 JUCHUILTIMHE:
- nporpammel Microsoft Office;
- u3garenbekas cucrema LaTex;
- Adobe Acrobat Reader;
- TUIIEPBU30PHI U OMYJIATOPHI.
- VirtualBox: https://www.virtualbox.org/;
- Omynsrop Android, wacts Android Studio:
https://developer.android.com/studio/run/emulator;
- MECTHAAUATCPHUIHBIC pe,[[aKTOpLI:
- HxD: https://mh-nexus.de/en/hxd/;
- Bless: https://packages.ubuntu.com/impish/bless;
- MOHHUTOPBI.
- YTunutsl nakera Sysinternals:
https://docs.microsoft.com/en-us/sysinternals/downloads/sysinternals-suite;
- APl Monitor: http://www.rohitab.com/apimonitor;
- strace: https://packages.ubuntu.com/impish/strace;
- Itrace: https://packages.ubuntu.com/impish/ltrace;
- auditd: https://packages.ubuntu.com/impish/auditd;
- inotify-tools: https://packages.ubuntu.com/impish/inotify-tools;
- Isof: https://packages.ubuntu.com/impish/Isof;
- tcpdump: https://packages.ubuntu.com/impish/tcpdump;
- Wireshark: https://www.wireshark.org/;
- cpenbl pa3paboTKH:
- Visual Studio o nporpamme Microsoft Azure Dev Tools for Teaching;
- Visual Studio Code: https://code.visualstudio.com/;
- Android Studio: https://developer.android.com/studio/;
- ,[[I/I3aCCGM6HepBI n L[CKOMHI/IJI}ITOPBI:
- IDA Freeware: https://hex-rays.com/ida-free/;
- IDA Pro (JTuuensus Educational): https://hex-rays.com/ida-pro/;
- Ghidra: https://github.com/NationalSecurityAgency/ghidra;
- Radare2: https://rada.re/;
- dotPeek: https://www.jetbrains.com/decompiler/;
- Java Decompiler: http://java-decompiler.github.io/;
- JADX: https://github.com/skylot/jadX;
- decompyle3: https://github.com/rocky/python-decompile3;
- OTJIIaIYHKU.
- IDA Freeware: https://hex-rays.com/ida-free/;
- IDA Pro (JIuuensus Educational): https://hex-rays.com/ida-pro/;
- Radare2: https://rada.re/;
- gdb: https://packages.ubuntu.com/impish/gdb;
- WinDbg: https://docs.microsoft.com/en-us/windows-hardware/drivers/debugger/;
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- OllyDbg: https://www.ollydbg.de/;
- dnSpy: https://github.com/dnSpy/dnSpy;
- Visual Studio Code: https://code.visualstudio.com/;
- Android Studio: https://developer.android.com/studio/;
- (hpeliMBOpKN HHCTPYMEHTATH3AIIH
- Pin: https://www.intel.com/content/www/us/en/developer/articles/tool/pin-a-
dynamic-binary-instrumentation-tool.html;
- YTUJIUTBI 0OHapyxeHust BpeaonocHoro I10.
- ClamAV: https://www.clamav.net/;
- Yara: https://github.com/VirusTotal/yara;
- OT€YECTBEHHBIE CPE/ICTBA 3AIIUTHI HHPOPMALIUK:
- ITO Dallas Lock 8.0-K;
- ITO ViPNet Client 4;
- ITO ViPNet Administrator 4.5.;
- [Iporpammuo-anmaparusiii kommieke (ITAK) ViPNet Coordinator 4.5.;
- [TAK Co6oub, Bepcus 4,
- [TAK Dallas Lock;
- AnnapatHblii MOYJb IOBEPEHHOM 3arpy3Ku AKKOpA;
- IpyTue yTHIINTHI.
- Apktool: https://ibotpeaches.qgithub.io/Apktool/.

7. IlepeyeHb COBpPeMEHHBIX NPO(ecCHOHAIBHBIX 0a3 JAHHBIX M HH(OPMALMOHHBIX
CIIPABOYHBIX CHCTEM, UCII0JIb3yeMbIX IIPH OCYLIECTBJICHUU 00Pa30BaTeJbLHOIO IpoLecca mno
AUCHHILINHE (MPU HE00X0AMMOCTH)

B mpomecce ocymiecTBieHHs ~ 00pa3oBaTENBHOrO  Tpolecca IO JUCHUTUIMHE
UCTIOJIB3YIOTCSL:

- ABTOMaTH3MpoBaHHas O0MbauoTeyHo-uHpopmannonHas cucrema «bYKU-NEXT»

http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

- DnektpoHHas OubaroTeyHas cucteMa «Jlaup» https://e.lanbook.com

- DnexTpoHHas bubnmorteynas cucrema «fOpaiit» https://urait.ru

- DnekTpoHHast OubimoreyHas cucreMa «KOHCYIbTaHT CTyIeHTa»

https://www.studentlibrary.ru

8. [lepeyeHb OCHOBHOI ¥  [IONMOJHUTEJBHOH Yy4eOHOW JHUTEpaTypbl, PpPecypcoB
HHGPOPMALMOHHO-TEJIEKOMMYHUKANMOHHO ceTn «HWHTepHer» (IpH HEO0XOAMMOCTH),
PeKOMeEeH1yeMbIX /IJIsl OCBOCHUSA U CHUIIIUHbI

a) OCHOBHAasl JIUTepaTypa
1. Ilpockypun B. I'. 3amuTa nporpaMM M AaHHBIX: yueOHOe mocoOue i By30B - M.,
Axanemus, 2012
2. IInatonos B. B. IIporpaMmHo-anmapaTHble CpeAcTBa 3alUThl HH(GOpMAIMK: YIeOHUK
1t By30B. / B. B. IlmaToHoB - 2-¢ u3j1., ctep. - M.: Akagemus, 2014. - 331 c.

0) AOMOJIHUTEIbHAS JIUTEepaTypa
1. Axmag, JI. M. 3amura ot XxakepoB KoprnopaTtuBHbIX ceteil / JIpBug M. Axman, Uno
Hy6pasckuit, Xan ®nunn, Jxo3zed "Kunrnun" I'pann, Pobept I'pom, Hopuc J[xoHcoH,
K2, Iou "Oddyrac" Kamuncku, @. Yuneam Jlunu, CtuB Mansyuk, Paitsn Ilemex, Ken
[Ipenn, Pritn @opect [lanmu, Paiisa Paccenn - Mocksa : JIMK Ilpecc, 2008. - 864 c.
(Cepust  "Mnpopmarmmonnas Oe3omacHocTh") - ISBN 5-98453-015-5. - Tekcr


https://www.ollydbg.de/
https://github.com/dnSpy/dnSpy
https://code.visualstudio.com/
https://developer.android.com/studio/
https://www.intel.com/content/www/us/en/developer/articles/tool/pin-a-dynamic-binary-instrumentation-tool.html
https://www.intel.com/content/www/us/en/developer/articles/tool/pin-a-dynamic-binary-instrumentation-tool.html
https://www.clamav.net/
https://github.com/VirusTotal/yara
https://ibotpeaches.github.io/Apktool/
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
%22
%22

anektponuslt  /  OBC  "KoncymeranT crymenta" @ [caiit]. - URL
https://www.studentlibrary.ru/book/ISBN5984530155.html
2. Kacniepcku K. KommnbrotepHsie Bupychl M3HYTpU U cHapyxu — Cankr-IlerepOypr,
[Tutep, 2006.

B) pecypcbl cetu UHTepHeET
1. Henuc KOpuues. Reverse Engineering mns HaumHammx [DIEKTPOHHBIN pecypc]:
https://beginners.re
2. UepnoB A. B. AHanu3 3anmyThIBalOIIMX MPeoOpa3oBaHUil porpamMm [IJIEKTPOHHBIN
pecypc]: http://citforum.ru/security/articles/analysis/
2. Kypnan «Xakep»: https://xakep.ru

9. MaTepuajbHO-TeXHHYecKas 0a3a, He0OX0AMMasl VISl OCYIIeCTBJIEHUsI 00Pa30BaTeILHOI0
npoiecca no JMCUMUIINHE

MartepuanbHo-TeXHUUYEeCKasi 06a3a, HeoOxoauMas AJsl OCYILECTBICHHS 00pa30BaTEIbHOIO
rporecca 1o AUCHUIUIMHE BKIIOYAET B CBOM COCTAB CIELUAIbHBIE IOMEICHHUS :

- yueOHBbIE ayIUTOPUU IJIs1 TPOBEACHUS 3aHATUH JIEKIIMOHHOTO TUTIA;

- y4eOHBIC ayIUTOPUH JJIs1 IPOBEICHUS MPAKTUYCCKUX 3aHITHIA (CEMHHAPOB);

- yueOHBIC ayIUTOPUU AJIs1 IPOBEJCHUS TPYIIOBBIX M MHAUBUIYaTbHBIX KOHCYJIbTAIIUMI;

- y4eOHBIC AaYAUTOPUH JUISI TPOBEACHHSI TEKYIIETO KOHTPOJSS M IMPOMEKYTOYHON
aTTeCTaluu;

- IOMEIIEHUS Ul CaMOCTOSTENbHON paboThI;

- IOMEIICHUs JUIA XpaHEHUsT M MPOPUIAKTUYECKOTO OOCITYKUBAHUS TEXHHUUECKUX
CpeACTB O0yUYECHHS.

[TomemieHust AJis CaMOCTOSITENIBHON pabOThl O0YYArOMIMXCS OCHAILIECHBI KOMIBIOTEPHOM
TEXHUKOW C BO3MOXXHOCTBHIO TOJAKIIOUEHHS K cetu «MHTepHeT» m obecreyeHueM J0CTymna K
3eKTPOHHOU MH(pOpMaLIMOHHO-00pa3oBaTenbHoi cpene Apl'Y.

ABTOp(BI):

HoteHT Kadenpsl KOMIBIOTEPHON O€30MaCHOCTH U
MaTeMaTHYeCKUX METOJI0B 00paboTku uHpopManuu B.H. KusizeB


https://www.studentlibrary.ru/book/ISBN5984530155.html
https://beginners.re/
http://citforum.ru/security/articles/analysis/

IIpuioxenne Nel k paGoueii mporpamme
AUCHMILIAHBI «3alMTAa NPOrPaAMM M JAHHBIX»

DoHJ OLIEHOYHBIX CpeacTB 1Jisl MIPOBEACHUA TeKyIIIeﬁ H
HpOMe)KyTO‘IHOﬁ aTTeCTAllud CTYACHTOB IO JUCIHUILJIMHE

TunoBbie KOHTPOJIbHBIC 3aIaHUA 1 UHBIC MaTE€PHUAJIbl, HCII0JIB3YyEMbIC B ITIPOLIECCE
TEKYLIEro KOHTPOJIA yCII€eBaeMOCTH.

OneHka TeKylled YCIIEBAEMOCTH BBICTABISETCS B 3aBUCHMOCTH OT pE3yJIbTaTOB
CaMOCTOSITENIbHOM paboOThl CTyJEHTa U €ro padoThl Ha MPAKTHUUYECKUX 3aHATHAX. 3aJaHus IJs
CaMOCTOSITENIbHOW paOOThI BBAAIOTCS yUYAIIUMCS Ha MOCTETHEM 4ace JICKIIMOHHBIX 3aHATUH 10
teMe. OneHKa U 00Cyk/IeHHE BBIITOJIHEHHBIX CTYIEHTaMH 3aJlaHUil IO CaMOCTOSITENILHOM paboTe
IPOM3BOJUTCS HA MPAKTUYECKOM 3aHATUU 10 JaHHOM TeMe M YUYUTBHIBACTCI Ha psny C
pe3ylbTaTaMH MPAKTUYECKUX 3aHSITHI MIPHU BHICTABICHUH OIICHKHU TEKYIIEH yCIIeBaeMOCTH.

Kaxnoe mnpakTuueckoe 3aHATHE pacCUUTaHO Ha 2 akaJemMudeckux uyaca. Ha
MPAKTUYECKOM 3aHSITHM [pENoJiaBaTeleM C TOMOIIbI0 JOCTYMHBIX HH(POPMAIIMOHHBIX
TEXHOJIOTU M COOCTBEHHBIX IOJTOTOBJICHHBIX MATEPUANOB JEMOHCTPHUPYETCS pelIeHHE
NPUKIAIHBIX 3a7a4 AUCUMILIUHBL. CTyIeHThl MOBTOPSIOT XOJI PEUICHHs CaMOCTOATEIbHO Ha
OTJEIIbHBIX YCTPONCTBAX.

Tema 1. AHanu3 DporpaMMHBIX pead3aui.

1. 3aganus a5 caMocTosITEIbHOI padoTh Mo Teme 1.

IIposepra cghopmuposannocmu OIIK-2, unouxamopwer HU-OIIK-2.4 — H-OIIK-2.6 ¢
yacmu yceoeHust 3HAHUll HeoOX0OUMbBIX OJisl NPOBEOCHUS. AHANU3A NPOSPAMMHBIX Pearusayuil Ha
npakmuxe.

Ilposepka cpopmuposannocmu OIIK-13, unoukamop H-OIIK-13.2 ¢ wacmu yceoenus
3HAHUL HEOOXOOUMbBIX O/ NPUMeHeHUs namyeti 6€30NaAcHOCMU Ha NPOSPaMMbl U pabomaroujue
npoyeccwl Ha NPaKmuKe.

1.1. [Touemy 3a7ayua aHaNIM3a MPOTPAMMHBIX PEATU3AIMI SIBISIETCS aKTyalbHOM?

1.2. B yem 3akiIl04al0TCs JTOCTOMHCTBA M HEAOCTATKH METOJIa IKCIHEPUMEHTOB C «UEPHBIM
SIIUKOM»?

1.3. KakoBbI JOCTOMHCTBA U HEJJOCTATKH CTAaTHYECKOTO MeTo1a?

1.4. Kakue npo0seMbl BOZHUKAIOT MPHU 1M3acCEMOIMPOBAHUY NPOrpaMMHBIX (haitinoB?

1.5. Kakue npo6semMbl BOZHUKAIOT MPU U3YYEHUU aHAJIMTUKOM JINCTUHTOB J1-3acceMOnupa’?

1.6. B kakux crnydasx CTaTHYECKMH METOJ aHaliu3a NPOrPaMMHBIX pealu3aluidi SBISETCS
Haubozee 3 HeKTUBHBIM?

1.7. KakuMu oCHOBHBIMH (DaKTOpaMH OTPaHUYHUBAIOTCS BO3MOXKHOCTU OTIAAUYHUKOB?

1.8. ITouemy npu pa3HbIX 3amyckax OJHOW M TOW K€ MpPOrpamMMbl HEKOTOpble Oydepsl MOryT
pacrnojaratbcs o pa3HbIM agpecaM ONepaTUBHOMN maMaTu?

1.9. ITouemy kiaccuyeckas cxema NpuUMeHeHUs Meroaa Step-Trace He roguTcs JUisl aHaiIM3a
rpadpuueckux nporpamm Windows?

1.10. Kakue mpobiembl BO3HHMKAIOT MPU aHaIM3€ JUHAMHUYECKHM METOJIOM MapajieIbHOTO
koja?

2. MpakTuueckoe 3ansaTue Nel. CraTuyeckHii W JUHAMHYECKHH aHAJIU3
nporpamMm Ha si3bikax Java, C# u Python.

Ilposepka cgopmuposannocmu OIIK-2, unouxamopvr HU-OIIK-2.4 — H-OIIK-2.6 s
yacmu cnocoOHOCMU NPUMEHAMb UHCMPYMEHMbl CMAMUYEcKo20 U OUHAMUYECK020 aHAIUu3a OJisl
U3yyeHus nNPUHYUNo8 pabomel npocpamm Ha azvikax Java, C# u Python.

Ilposepka  chopmuposannocmu  OIIK-13, unouxamop HU-OIIK-13.2 6 uacmu
CNOCOOHOCMU NPUMEHAMb Nam4u 6e30NACHOCMU HA NPOSPAMMbL U pabomaroujue npoyeccol Ha
azvikax Java, C# u Python.



3. llpakTuueckoe 3ansTHe Ne2. CraTHYecKMil W JHHAMHYECKHH aHAJIN3
nporpamm st Android.

Ilposepka cgopmuposannocmu OIIK-2, unouxamopvr HU-OIIK-2.4 — H-OIIK-2.5 &
yacmu cnocoOOHOCMU NPUMEHAMb UHCIMPYMEHMbl CIMAMUYEcKo20 U OUHAMUYECK020 aHAIU3a OJisl
u3yueHus nNpUHYUno8 pabomuol npocpamm 0 Andriod.

Ilposepxa  cpopmuposannocmu  OIIK-13, unouxkamop HM-OIIK-13.2 6 uacmu
CNOCOOHOCMU NpUMEHAMb namyu 0e30NAcCHOCMU HA NPO2pammbsl U pabomarouwjue npoyeccol
Android.

4. TpakTuueckoe 3ansiTue Ne3. MOHUTOPHHI aKTHBHOCTH npoueccoB Windows
u Linux.

IIposepka cchopmuposannocmu OIIK-2, unouxamop HU-OIIK-2.6 ¢ uacmu cnocobnocmu
NPUMEHAMb CKAHEPbl U MOHUMOPbL OJ1s U3YYeHUss NPUHYUNOE PAbOmbl NPOSPAMM.

5. IlpakTuyeckoe 3ansitne Ned, CTaTH4eCKHil aHAIN3 OUHAPHBIX MCIOJTHAEMbIX
(daiisioB Windows.

IIposepka cihopmuposannocmu OIIK-2, unouxamop HU-OIIK-2.4 ¢ uacmu cnocobnocmu
NPUMEHAMb  UHCMPYMEHMbl  CIAMUYecKko20 aHamu3a Oas U3ydeHus NpUHYunos pabomol
npoepamm na Windows.

6. MpaxkTuyeckoe 3ausitue NeS. CTaTH4eCKUii AHAJN3 OMHAPHBIX HCIOJHIEMBIX
(paiisoB Linux.

Ilposepka  cpopmuposannocmu  OIIK-2, unouxamopwvr H-OIIK-2.4 6 uacmu
CHOCOOHOCMU NPUMEHAMb UHCMPYMEHMbl CIMAMUYeCcKo20 aHAIUu3a 01 U3YYeHUs NPUHYUNOS
pabomvi npocpamm na Linux.

7. lpaxkTuueckoe 3ansitue Ne6. Otiaaka npoueccos B Windows.

IIposepka cihopmuposannocmu OIIK-2, unouxamop HU-OIIK-2.4 ¢ uacmu cnocobnocmu
NPUMEHAMb  UHCMPYMEHMbl  OUHAMUYECKO20 AHANU3A Ol U3YYeHUs NPUHYUnog pabomol
npoepamm na Windows.

8. MpaxkTuueckoe 3ansitue Ne7. Otiaaka npoueccos B Linux.

Ilposepka cihopmuposannocmu OIIK-2, unouxamop HU-OIIK-2.5 ¢ uacmu cnocobnocmu
NPUMEHAMb  UHCMPYMEHMbl  OUHAMUYECKO20 AHANU3A Ol U3YYeHUs NPUHYUNO8 pabomvl
npozpamm Ha Linux.

Tewma 2. 3anmTa OporpaMm OT U3YYEHUSI.

1. 3aganus a5 caMoCTOSITELHOI PadoTHI MO Teme 2.

IIposepxa cpopmuposannocmu OIIK-2, unouxamopwr H-OIIK-2.4 — H-OIIK-2.6 6
yacmu yceoeHusl 3HaHUli HeoOX0O0UMbIX OJisl NPOBEOEHUs. AHANUZA NPOSPAMMHBIX peanu3ayuil Ha
npakmuxe.

1.1. 3auem npuMeHsieTcs 3aluTa Ko/ia OT aHanu3a?

1.2. [Touemy B OONBIIMHCTBE COBPEMEHHBIX MPOrpaMM 3allUTa KoJa OT aHaju3a He
npuMensiercs’?

1.3. KakoBsl TunuuHbie moOouHble 3G (HEKThl OCHAIIEHUS MPOrpaMMBbl CPEICTBAMU 3aIIUTHI OT
aHainuza?

1.4. B uem 3aKkit04aroOTCsl JOCTOMHCTBA U HEJOCTATKU BCTPOSHHOM 3alTUTHI KO/ OT aHau3a?
1.5. B 4eM COCTOST TOCTOMHCTBA M HEJOCTATKH MPUCTHIKOBOYHOW 3aIIMTHI KOAA OT aHan3a?

1.6. Kak quHamMuyeckoe U3MEHEHHEe KoJla IPOTrpaMMBbl 3aTPYAHIET aHaIH3 IPOrpaMMbl?

1.7. Kakum o6pazom mnonuMopdHbie npeoOpa3oBaHMsl KoJa MPOrpamMMbl 3aTPYIHSIOT aHAJIN3
IIPOrpaMMbI?

1.8. KakoBsI THTUYHBIE TOOOYHBIC 3P PEKTHI MOTUMOP(PHBIX Mpeodpa3oBaHMd Koaa?

1.9. Kak xocBeHHBIE BBI30BBI (DYHKIIUH B TIpOTpaMMe 3aTPYAHSIOT aHATIU3 TPOrPaMMBbI?

1.10. Kak BbI30BBI (QYHKIIMI dYepe3 OOpaOOTUYMKH HCKIIOYUTEIBHBIX CHTYallUd 3aTpYydHSIOT
aHaJIu3 KoJla MporpamMmmsl?

1.11. Kak BBI30BHI (PYHKIIHIA B OTAETHHBIX TIOTOKAX 3aTPYTHSIOT aHAINU3 KOJIa TPOTpaMMbI?

1.12. Kak BBI30BBI ()YHKIIHI TIO TaliMEpPy 3aTPyTHSIIOT aHAIH3 KOJa TPOrpaMMBbI?

1.13. Kak HecTaHAapTHBIE CIIOCOOBI CPABHEHUS JAaHHBIX 3aTPYAHSIOT aHATN3 KOAa MPOrpPaMMBbI?




1.14. Kak ntuHaMHYECKUI UMIOPT CUCTEMHBIX (PYHKUUH 3aTpyIHSACT aHAIU3 KO/Ia IPOTrpaMMBbl?
1.15. Kakne crnocoObl HMCKYCCTBEHHOTO YCJIOXXKHEHHUS QJITOPUTMOB OOpabOTKH JaHHBIX B
nporpaMMme, 3aluinaeMon OT aHaJn3a, BbI 3HaeTe?
1.16. Kak KOHTpOJIb IIEJIOCTHOCTH KOJIa IPOTpaMMbI 3aTPYTHSIET €€ aHaIU3 MOl OTIa4YUKOM?
1.17. Kak reneparus mporpamMmoii HedaTalbHBIX HCKIIOYHTEIBHBIX CUTYallMid 3aTpYyAHSET ee
aHaJIN3 MOJ OTJIATYUKOM?

2. lpakTuyeckoe 3ausTue Ne8. O6dycKanusi HCXOTHOTO KOJIA M €r0 AHAIIU3.

IIposepra cghopmuposannocmu OIIK-2, unouxamopwvr HU-OIIK-2.4 — H-OIIK-2.6 ¢
yacmu cnocoOHOCMU NPUMEHSAMb UHCIPYMEHMbl CMAMUYecK020 U OUHAMUYECKO20 aHAIu3d, a
MaKice MOHUMOPbL, 015 U3YUEHUS. NPUHYUNOB PAbOmMbl 00(YCYUPOBAHHBIX NPOSPAMM.

3. pakTuuyeckoe 3ansitue Ne9. 3anmra UCIOIHsAEMbIX GailjI0B OT H3yYeHHSs.

Ilposepra cghopmuposannocmu OIIK-2, unouxamopwvr HU-OIIK-2.4 — H-OIIK-2.6 ¢
yacmu cnocoOHOCMU NPUMEHSAMb UHCIPYMEHmMbl CMAMUYecKo20 U OUHAMUYECKO20 aHAIU3d, a
Maxaice MOHUMOPLL, OJis U3Y4UeHUss NPUHYUNOE PAOOMbl 3AUULEHHBIX OM U3YYEHUSI NPOSPAMM.

4, Mlpaktuyeckoe 3aHsgTHe Nel). HM3ydeHue 3alIMIIEHHBIX MCHOJHIEMbIX
(paiisios.

Ilposepka cgopmuposannocmu OIIK-2, unouxamopvr U-OIIK-2.4 — H-OIIK-2.6 &
yacmu CnocoOOHOCMU NPUMEHAMb UHCIMPYMEHMbl CIMAMU4ecK020 U OUHAMUYECKO20 aHanu3d, d
MAaKaHce MOHUMOPYL, OJis U3YYeHUsI NPUHYUNO8 PAOOMbL 3AUULEHHBIX OM U3VYUEeHUs NPOCPAMM.

Tema 3. BpenonocHoe nporpammuoe obecnedenue (I10).

1. 3aganus 115 caMoCTOSITEbLHOI PadoThI MO Teme 3.

IIposepra cghopmuposannocmu OIIK-2, unouxamop H-OIIK-2.7 6 uwacmu yceoenus
3HaHUL HeOOXO0OUMbBIX OJis1 NPUMEHEHUST UHCIPYMEHMO8 CUSHAMYPHO20 AHAIU3A O/ 8blA6IeHUs
epedonocnozo 110 na npaxmuxe.

IIposepka cpopmuposannocmu OIIK-2.3, unouxamop H-OIIK-2.3.3 6 uacmu yceoenus
3HAHUL NPOSPAMMHBIX U NPOSPAMMHO-ANNAPAMHbIE CPEOCME, 00eCneuusarowux pearu3ayuio
n00X0008 K NOCMPOEHUIO CUCMeEM, 3auuUyeHHbIX om epedoHocHo2o T10.

1.1. Kakoii KOMITBIOTEpHBI BUPYC TNPUYMHWI HauOONbIIMK ymepd 3a BCIO HCTOPHIO
BBIYHMCIIUTEIILHON TEXHUKHU?
1.2. Kakoii KOMIIBIOTEPHBIH BUPYC BBI3BAI HAN0O0JIEe MACIITAOHYIO SITUIEMHIO 32 BCIO UCTOPHIO
BBIUMCIUTENEHON TEXHUKU?
1.3. ITouemy Hamucatsb Bupyc st Windows ciiokuee, gyem st MS-DOS?
1.4. TTouemy mepBbIE MAKPOBUPYCHI TaK MIUPOKO PACIIPOCTPAHUIUCE?
1.5. [Touemy Jito/1 MUITYT KOMIBIOTEPHBIE BUPYCHI?
1.6. [Touemy KOMIBIOTEPHBII BUPYC HE JOHKEH MOBTOPHO 3apa)aTh OAHH U TE K€ OOBEKTHI?
1.7. B 4eM COCTOSAT JTOCTOMHCTBA M HEJOCTATKH OHJIAIH-BHPYCOB IO CPABHEHHUIO C IMIOYTOBBIMHU
BHUpYycamu?
1.8. [Touemy  OONBIIMHCTBO  OHJIAWH-BHPYCOB  (PYHKIIMOHUPYIOT  IOJ  yIPaBICHHEM
OTEpaLlMOHHBIX cucTeM ceMeiicTBa Windows?

2. IpaxkTuueckoe 3ansitue Nell. O6Hapy:kenune BpenoHocHoro IO ¢ moMoub0
ClamAV u YARA.

Ilposepka cihopmuposannocmu OIIK-2, unouxamop HU-OIIK-2.7 ¢ wacmu cnocobnocmu
NPUMEHAMb UHCIPYMEHMbL CUSHAMYPHO20 AHAIU3A 05 8blasieHUs 8pedonocHo2o 110.

Tewma 4. Buenpenue BperonocHoro 110.

1. 3aganus 1u1s1 caMoCTOSATEIbHOM PadoTHI MO Teme 4.

Ilposepka cpopmuposannocmu OIIK-2.3, unouxamop HU-OIIK-2.3.1 6 uacmu yceoenus
3HAHULL NPOSPAMMHBIX U NPOSPAMMHO-ANNAPAMHbIE CPEOCmE, 00eCneyusaowux pearu3ayuro
n00X0008 K NOCMPOEHUIO CUCMeEM, 3auuLyeHHbIX om epedoHocHo2o T10.

1.1. B uemM 3akitouaeTCsi OMACHOCTh MPOTPAMMHBIX 3aKJIaJOK?

1.2. MOXHO 71 BHEAPUTH MPOTPAMMHYIO 3aKJIaJIKy B aICKBATHO 3alMIICHHYIO KOMITBIOTEPHYIO
cucremy?

1.3. Kakue TUIHYHBIC YSI3BUMOCTH 3aIUTH KOMITBEOTEPHBIX CUCTEM BBI 3HAETE?
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1.4. Kak ycrpoen mexanusm DEP?

1.5. B dyem 3axiouaeTcsi METOJ MAaCKHUPOBKM MPOrpaMMHOM 3aKkiaJku TOJ MPUKIaJIHOE
IporpaMMHO€E oOecriedeHue?

1.6. B yem cocTOUT OCHOBHOI HEIOCTaTOK METOJa MACKHPOBKH MPOTrPAMMHOI 3aKJIaJKH I0J]
NPUKIIAJHOE TPOrpaMMHOe obecrieueHue?

1.7.B uem 3akiioyaercs METOJ MAaCKUPOBKM MPOrpaMMHOM 3akKJIaJKd TMOJ CHCTEMHOE
IporpaMMHO€E oOecriedeHue?

1.8. KakoBO OCHOBHO€ [IOCTOMHCTBO METOJa MAaCKHUPOBKH MPOrPaMMHOM 3aKJIaJKd 0]
CHCTEMHOE IporpaMMHoe obOecrieueHue?

Tewma 5. [IpotuBoneiictBue BpenoHocHomy I10.

1. 3aganus 1151 caMoCTOSITEbHOI PadoTHI MO Teme 5.

IIposepra cghopmuposannocmu OIIK-2.3, unouxamop H-OIIK-2.3.1 6 wacmu yceoenus
SHAHULL NPOSPAMMHBIX U NPOSPAMMHO-ANNAPAMHbIE CPEOCmE, 00eCneyusaouwux pearu3ayuro
n00X0008 K NOCMPOEHUIO CUCMeEM, 3auULyeHHbIX om epedoHocHo2o T10.

1.1. SIBnsercs 1 3a7a4a BBISBIICHUSI KOMIIBIOTEPHOTO BUpYyca aJITOPUTMHYECKH Pa3pelinMoin B
obmeM ciyyae?

1.2. Kak npoBepuTh, HET JIK B TEKYIIEM SIIPE OMEPAIMOHHON CHCTEMBI YSI3BUMOCTEH, MTOT00HBIX
GetAdmin?

1.3. Yem omacHO Hamuyue Ha paboueM CTOJNE TMOJIb30BATENsl OKOH, OOCITYy)KHBAaEMbIX
CUCTEMHBIMU TIpolrieccamu?

1.4. B yem 3aK1I04arOTCsl JOCTOMHCTBA M HEIOCTATKU CUTHATYPHOTO CKAaHUPOBAHMUS?

1.5. KakoBbI JOCTOMHCTBA U HEAOCTATKU IBPUCTUYECKOTO CKAHUPOBAHUS?

1.6. Kakue m0OCTOMHCTBA M HEHOCTATKH HWMEET KOHTPOJb MLEIOCTHOCTH MPOTPAMMHOTO
obecrnieueHus?

1.7. Kakue J1OCTOMHCTBA ¥ HEAOCTATKH UMEET KOHTPOJIb LIETOCTHOCTH KOHPHUTYpAIIUU CHCTEMBI?
1.8. MoxxHo 1 o6ecriednTh 3)(PEeKTUBHYIO AHTUBUPYCHYIO 3alIUTY OJHUMU JIUIIb IPOTPAMMHO-
arnmapaTHBIMH CPEJICTBAMHU?

1.9. Uro OTHOCUTCSI K OCHOBHBIM MEPONPHUATUSAM [0 OPTraHU3ALHOHHOMY COIPOBOXKICHUIO
AHTUBHUPYCHOM 3aIIUTHI?

1.10. O uyeM JAOMWKHBI OBITH TNPOMHCTPYKTUPOBAHBI TOJH30BATENNM CETH, OCHAIEHHOM
KOMIUIEKCHOW CUCTEMON aHTUBUPYCHOM 3alIUTHI?

1.11. Kak mnpoBepsieTcss aJ€KBAaTHOCTb TMOBEACHUS JIHI, OTBETCTBEHHBIX 3a OOecledeHue
AQHTUBHUPYCHOM 3aIUTHI CETH, B CITy4ae yCIEIIHbIX BUPYCHBIX aTak?

1.12. Kak opranu3syeTtcs 3aiinTa OT MPOrpaMMHBIX 3aKJIaJJOK paHee HEU3BECTHBIX TUIIOB?

1.13. Tlouemy mpu pydyHOM OOHApYKEHHUH IMPOTPAMMHBIX 3aKJIaJOK HE CIEIyeT HEMEIJICHHO
OCTaHaBIUBATh OOHAPYKEHHBIE BPEJOHOCHBIE TIPOIECCHI?

1.14. Kak omnpenenuTb, BCe JIU 0OHAPYKEHHBIE BPEIOHOCHBIE MTPOrPaMMbI KOPPEKTHO YIaJIEHBI
U3 CUCTEMBI?

2. TlpakTuyeckoe 3ansitue Nel2. Opranusamnust 30, JMPOBAHHON MPOrPaMMHOIA
cpeanl u aynuta B Windows u Linux cpeacrBaMu o yMoI4aHuio.

Ilposepka  cihopmuposannocmu  OIIK-2.3, unouxamop H-OIIK-2.3.1 6 uacmu
CHOCOOHOCMU 0151 KOHKPEMHOU CUCTNEeMbl OCYUeCmEnsams 000CHOBAHHBIU 8b100p NPOSPAMMHBIX
U NPOCPAMMHO-ANNAPAMHBIX  CPeOCms, 00ecnevyusaruux 6blCOKYI0 3AUWUUWEHHOCMb  Om
spedonocnozo I10.

3. MpakTuuyeckoe 3ausaTue Nel3. OpraHuzanusi H30JIMPOBAHHONW MPOrPAMMHO#
cpeabl, ayaAuTa U AoBepeHHON 3arpy3ku Windows cpeacTBaMHM 0OTeYyeCTBEHHBIX CPeICTB
3alUTHI.

Ilposepka  cihopmuposannocmu  OIIK-2.3, unouxamop H-OIIK-2.3.1 6 uacmu
cnocobnocmu 0Jisl KOHKPEmHOU CUCIEeMbl OCYWeCmBIsAmb 000CHOBAHHbIL 8b100D NPOSPAMMHBIX
U NPOCPAMMHO-ANNAPAMHBIX CPeOCms, 00ecneuusaruux GblCOKYI0 3AUWUUWEHHOCMb Om
spedonocrozo I10.
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2. Cnucok BOmpocoB U (WIN) 3aJaHUil 1Ji51 MPOBEAEHUS MPOMEKYTOUHO
aTTecTalMu.

Cnucok BONPOCOB K 3K3aMeHY.

1. AHanu3 npOrpaMMHBIX pealM3alldil YEPHOTO AUIMKAa. MOHHMTOPUHI JOCTYIOB K
oowexTam OC, Be3oBoB API OC, ceTeBoli aKTUBHOCTH.

2. CTaTnuecKkuil METOJ] aHATTN3a IPOTPAMMHBIX pPeaTr3aIuil.

3. Jlexommuisiiinst OMHApHBIX GaiiiaoB B A3bIK C++.

4. JlnuHaMu4ecKuil METO/ aHaIM3a MPOTPaMMHBIX pean3aliii.

5. AHanu3 NOoTOKa JaHHBIX IPU IOMOIIM HHCTPYMEHTAIN3ALUH.

6. AHanu3 NOTOKA YIPaBJICHUS IPU TTOMOIIH HHCTPYMEHTATU3AIIH.

7. IIpoTuBOAEHCTBHE AaHTUOTIIAKE IIPU IIOMOLIY HHCTPYMEHTAIU3ALIH.

8. Bupryanuzamus. OMymsius wiatdopMbl JUIS UCCIeTyeMOi mporpaMMsbl. M3omsims
UCCIIElyeMO TPOrpaMMmBl.

9. 3amura mporpamMm OT AU3ACCEMOTUPOBAHUSI.

10. O6dycrupyromue nmpeodpa3oBaHUss HCXOIHOTO KOJa.

11. O6dycrupyromme  mpeoOpa3oBaHus ~ TOTOKa  ympaBieHus.  OOdyckamus
OMOIMOTCYHBIX BBI30BOB, B ToM unciie API OC.

12. O6dycuupyromue npeodpazoBaHust CTPYKTYP JaHHBIX.

13. Ocobennoctu ananuza 006(pyCIUpOBaHHBIX TPOrPaAMM.

14. 3amura nporpaMm OT OTJIAJKH.

15. VnakoBmuku. IudpoBanue BbIIOIHSAEMOro Kojaa. (CaMopacnakOBbIBAIOIIUECS
apxuBsl. OBepuien. [TomumopdHbIi KOI.

16. Texuuku oOHapyKEHHS OTJIATUHKA.

17. Texuuku oOHapyX eHUs TUIIEPBU30PA.

18. OcHOBBI 3alIUTHI OT CHATHUS JlaMIia.

19. TexHUKH 3aIIUTHI OT KOITUPOBAHUSI.

20. OcoOeHHOCTH aHaNIK3a MPOrpamMM, 3aIUIIEHHBIX OT OTJIAJIKH.

21. Knaccuduxanus BpegonocHoro 110 mo Monenu nmoBegeHus: HabI0AaTeNb, IEPEXBAT
U UCKaKEHHE.

22. Buner BpenonocHoro I10. Bupycet u wepBu. TpostHckoe I10O. Rootkit, bootkit u
backdoor. BpenoHoCHBIE yTHIIMTBL: 3KCIUIOUTHI, MeUko[, cinyddunrosoe I10, cnam u dayx
[10, ¢ummunrosoe I10, pexnamuoe I10, nporpammsl-BeiMorarenu, 11O mist pacnpocTpaHeHus
3anpeneHHo napopmarmu, DoS, T1O s coznanus 1 MoAU(pUKaLUN BUPYCOB.

23. bunapnoe BpegonocHoe [10 ma Windows.

24. bunapnoe BpegoHocHoe 10 na Linux.

25. Bpenonocnoe 10 Ha s3pIKax MpOrpaMMHPOBAHUS C TPOMEXYTOYHBIM KOJIOM: Java,
C#, Python.

26. Bpenonocnoe IO Ha s3pIkaX KOMaHJHBIX HHTeprperaTopoB: batch, PowerShell,
bash.

27. Bpenonocusie I10 B Makpocax JTOKYMEHTOB.

28. BpenonocHoe I1O Ha MOGMIIBHBIX YTpOMCTBaX.

29. Bootkit. Pacnonoxenue B IPL, VBR, MBR, BIOS, UEFI. Secure Boot, Verified
Boot, Measured Boot. Intel BootGuard. ARM Trusted Boot Board.

30. TexaukH pacrpocTpaHeHUsT BUPYCHOTO BpegoHocHoro [10.

31. Texuuku ckpbiTHs BpegoHocHoro I10 oT oOHapyxeHus.

32. Tlpennocbulki K BHEIPEHUIO TPOTPAMMHBIX 3aKJIAZOK: YS3BUMOCTH MPOTPAaMMHOTO
o0ecreyeHus, yI3BUMOCTH MOJUTUKH O€30MaCHOCTH, YeJIOBEYECKHiA (hakTop.

33. MeToasl BHEOPEHHs MPOTPAMMHBIX 3aKJIaJIOK: MAacCKHpPOBKa TOJ 0e300uaHOe
nporpaMMHoe o0ecrieueHue, IoJMEHa, MPSIMOe U KOCBEHHOE aCCOLIMUPOBAHHE.

34. TIpyHIMTIBI  TIOCTPOCHHUST TIOJIMTHKU OE30MacHOCTH, OO0ECIICYHBAIONIEH BBICOKYIO
3alUIIEHHOCTh OT MPOrPaMMHBIX 3aKJIaJI0K.
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35. MeToapl BBISBICHUS TNPOTPAMMHBIX 3aKJIaJOK: CUTHATYpHOE U 3IBPHUCTHUYECKOE
ckanupoBanue. Mucrpyment YARA.

36. KoHTpoIb 1EIOCTHOCTH MPOTPaMMHOTO OOecneueHHsl, KaK METOJ BBISBICHHS
MPOrPaMMHBIX 3aKJIAJIOK.

37. KoHTposib 1IEJTOCTHOCTH KOH(UTIYpallMu 3alIMIaeMOil CHCTEMBI, KaK METOJ
BBISIBJICHUSI IPOTPAMMHBIX 3aKJIaJI0K.

38. MoHUTOpUHT WH(GOPMAIMOHHBIX TMOTOKOB, KaK METOJ BBISBICHUS MPOTPAMMHBIX
3aKJIaJI0K.

39. MeTo/p! BBISIBIICHHS IPOTPAMMHBIX 3aKJIQJ0K, H30JIMPOBAHHAS MPOrpaMMHasi cpena,
MPOrPaMMHBIE JIOBYIIKH.

40. IlocTpoeHrne HW30JIMPOBAaHHOW MPOTpaMMHON cpeasl ¢  mnomombio  Windows
AppLocker.

41. TITocTpoeHne U30JIMPOBAHHOM MPOrpaMMHOI cpelibl ¢ momonibio SELinux.

42. TloctpoeHre H30JUPOBaHHOW TMporpamMmHOi cpeapl Ha Windows ¢ momompio 10
DallasLock.

43. 3ammuTa nponecca 3arpy3ku OC ¢ momoipio oredecTBeHHbIXx AM/I3.

44. Aynut 8 OC Windows.

45. Aynut B OC Linux.

46. MeporpHsaTHs TI0 OPTaHU3AIMOHHOMY COITPOBOKICHUIO aHTHBUPYCHOMN 3aIIUTHI.

3. IlpaBuia BbICTaBJIeHHsI OIIEHKH HA JK3aMeHe

B sk3ameHanMoHHbIe OMIIET BKIIIOYAETCs ABa TEOPETHUECKUX Borpoca. Ha moaroroBky k
OTBETY JlaeTcsl HE MeHee 14gaca.

Ilo wroram »5K3aMeHa BBICTABJISIETCS OJHA U3 OLEHOK: «OTJIUYHO», «XOPOIIO»,
«YZOBJIETBOPUTEIILHO» UIIA «HEYJOBIETBOPUTEIBLHOY.

Onenka «OTIUYHO» BBICTABISETCA CTYIEHTY, KOTOPBIM JEMOHCTpUpPYET TIIyOoKoe
MOHMMAaHHE TEOPETUYECKON YaCTU TUCLUIUINHBIL, TOJIHbIEC 3HAaHUSI 00 MHCTPYMEHTaX M TEXHUKaxX
UX MPUMEHEHUS IS PELIEHUS IPUKIIAJHBIX 3a7a4 3alUThl IPOrPaMM U JaHHBIX. OCYIECTBISAET
MEXIIpEIMETHBIE CBs3U. JlaeT pa3BepHyThbl€, IIOJHBIE W YETKHE OTBETHI HA BOIPOCHI
HK3aMEHAIlMOHHOTO Ouiera ¥  JIOMOJHUTENbHBIE BOMPOCHI, COONIOAAET  JIOTHYECKYIO
MOCIIEAOBATENBHOCTD IIPU HM3JI0KEHUM MaTepuana. ['paMOTHO HCIONB3yeT TEPMHHOJIOIHIO
JUCLUTUINHBI.

OneHka «Xopomo» BBICTABIAETCA CTYIEHTY, OTBET KOTOPOTO Ha JK3aMEHE B IEJIOM
COOTBETCTBYIOT YKa3aHHBIM BbIIIE€ KPUTEPHUSAM, HO OTIMYAETCS MEHbIIEH OOCTOATENBbHOCTHIO,
rI1yOMHOM, 0OOCHOBAHHOCTBIO U TMOJHOTOW. B 0TBeTe MMEIOT MECTO OTIENIbHbIE HETOYHOCTH
(HecyllecTBeHHbIe  OMIMOKM), KOTOpble  HUCHPABIAIOTCS  CaMUM  CTYJAEHTOM  IOcie
JOTIOJTHUTEIBHBIX U (MJIM) YTOUYHSIOLIMX BONPOCOB dK3ameHaropa. OreHka «XopoIo» MOKET
OBbITH BBICTaBJIEHA CTYJCHTY, UMEIOLEMY MTPOOEIbl B 3HAHUSAX 00 MHCTPYMEHTaX U TEXHUKaX UX
NPUMEHEHHUS JUIsl pelIeHHs MPUKIAIHbIX 337a4 3alUThl IPOTPAMM U JaHHBIX, HO 00J1aAal0IIEMy
II1yOOKUM T€OPETUYECKHM MOHUMAaHUEM YCTPOICTBa COBPEMEHHBIX KOMITBIOTEPHBIX CHCTEM.

OneHka «YIOBIETBOPUTENIBHO» BBICTABIAETCA CTYIEHTY, KOTOPbI JEMOHCTPUPYET
MIOBEPXHOCTHOE NTOHMMAHHUE TEOPHUH, AAET HEAOCTATOYHO IOJIHBIE U MOCIIE0BATEIbHBIE OTBETHI
Ha BOMNpPOCHl JK3aMEHAIMOHHOTO OujieTra M JAONOJHUTENbHbIE BONPOCH, HO TMpPH 3ITOM
JEMOHCTPUPYET YMEHNUE BBIJECINUTD CYIIECTBEHHBIE U HECYILIECTBEHHBIE NIPU3HAKU U YCTAHOBUTH
MPUYMHHO-CIEeICTBEHHbIE CBsI3U. CTyNEeHT 3HAaeT W MPaBWIbHO NPHUMEHSET TEPMHHOJIOTHIO
JUCLUUIUIMHBL, HO JIONyCKaeT OIIMOKH B OIpPEICIEHUH M PACKPHITUHM HEKOTOPBIX OCHOBHBIX
noustuid. [Ipu aprymeHranuu OTBeTa CTYJEHT HE OOOCHOBBIBAE€T CBOM CyxJeHus. Ha wactpb
JIOTIONTHUTEIBHBIX BOMNPOCOB CTYAECHT 3aTPYAHSIETCS 1aTh OTBET WM JA€T HEBEPHBIE OTBETHI.
HmeeT cymiecTBeHHbIE MPOOENBI B 3HAHUSIX 00 MHCTPYMEHTAX U TEXHUKAX UX MPUMEHEHUS IS
pelIeHNs NPUKJIAJHBIX 337a4 3alIUThl IPOrPaMM U JaHHBIX.
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Onenka «HeynoBineTBOpUTENBbHO» BBICTABISIETCS CTYAEHTY, KOTOPBI IE€MOHCTPUPYET
pa3po3HEeHHbIE, OecCHCTEMHbIE 3HaHMS; OECHOPSAA0YHO M HEYBEpEeHHO M3iaraer matepuain. He
yMEEeT BBIACIATH TJIABHOE U BTOPOCTEIIEHHOE, HE YMEET COCAUHATh TEOPETUYECKHUE TIOJIOKEHUS C
MIPAaKTUKOM, HE YCTAHABJIMBACT MEXIIPEAMETHbIE CBs3H. J[aeT HENoJHbIE OTBETHI, JIOTHKA H
IIOCJIEIOBATEIIbHOCTh M3JIOKEHUS KOTOPBIX MMEIOT CYLIECTBEHHBIE U IMPUHLIMIIHMAIBHBIC
HapylEHUsi, B OTBETaX OTCYTCTBYIOT BbIBOJbI. JlONOJHUTENbHBIE M YTOUHSIOIIME BOIPOCHI
DK3aMEHAaTOpa HE MPUBOIAT K KOPPEKLUMU OTBETOB CTyAeHTa. Ha OCHOBHyI 4acThb
JIOTIOJIHUTEIBHBIX BOMNPOCOB CTYACHT 3aTPYAHSETCS N1aTh OTBET WJIM JA€T HEBEPHBIE OTBETHI.
BricTaBnsiercs CTyACHTY, HE MOKA3bIBAIOIIEMY 3HAaHUH 00 HHCTPYMEHTAPHH JUCLIUTUIAHBL.

Ouenka «HeynoBneTBOpUTENBHO» BBICTABIIAECTCS TAaKXKE CTYIEHTY, KOTOPBIA B3sI
9K3aMEHAIIMOHHBIN OMIIET, HO OTBEYaTh OTKA3aJICs.
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IIpunoxenne Ne 2 k padoueii nporpamMmme
AUCUMILIAHBI «3alMTA IPOrPaMM H JaHHBIX)

MeToauuecKkue YKazaHus 1Jisl CTYACHTOB I10 OCBOCHUIO JUCHHUIIJIMHBI

OcHoBHOW (popmoOl H3IIOKEHUS Y4eOHOTO MaTepuaga MO JUCHUIUIMHE <«3amuTa
IPOTpaMM U JIaHHBIX» SABJISIOTCS JEKLHHU. JTO CBA3aHO C TEM, YTO B OCHOBE JlaHHAs TUCLIMITIIMHA
HaxXOoJUTCA Ha CTBIKC MCIKAY AUCHUITIIMHAMU «TexHuueckas 3amiura HH(bOpM&LIHH», <<3am1/1Ta B
OINEPALMOHHBIX CUCTEMax», «OCHOBBI IOCTPOEHMS 3aILMUIIEHHBIX KOMIBIOTEPHBIX CeTeW» M
«OCHOBBI MOCTPOCHUS 3alIUIICHHBIX 0a3 JaHHBIX». I[JISI YCIICHIHOTO OCBOCHUSA AHUCHUITIIMHBI
Ba)XHO YINIyOJIEHHOE U3y4eHHE HEKOTOPBIX Pa3JesioB YKAa3aHHBIX TUCLMIUIMH, KaK B ayJUTOPHUH,
TaK 1 CaMOCTOATCJIIbHO, B KAYCCTBC BbIIIOJIHACMBIX B JOMAIIIHUX YCIIOBHUAX SaﬂaHHﬁ.

OcHOBHas 11eJIb CaMOCTOSTENIBHBIX Pa0OT — IOMOYb YCBOMTH TEOPETHUECKUE OCHOBBI U
MPAKTUYCCKUC MCTOAbI 3allUTHI NPOrpaMM U OAHHBIX OT M3YUYCHHUA, HCCAHKIIMOHWPOBAHHOI'O
UCIIOJIb30BaHUs, OT HAPYILIEHHs UX LEIOCTHOCTU U JOCTYIHOCTH. [[j1st 3T0Oro He06X0MMO 3HaTh
U IIOHUMAThb HGKHHOHHBIﬁ Marcpurall. HOBTOMy, B IpoHecce MH3YUCHUA JUCHUITINHBI,
PEKOMEH/IyeTCsl peryjisipHOe MOBTOPEHHE MPONJIEHHOIo JEKIHMOHHOIO MaTepuana. Marepua,
3aKOHCIIEKTHPOBAHHBIN Ha JIKIUSAX, MMPEICTABICHHBIN B MpejaraeMond ydeOHOH JuTeparype,
HEo0X01MMO JIoMa elle pa3 npopadaThiBaTh U, IPU HEOOXOAMMOCTH, JONOIHATh HH(OpMaIuei,
HOHy‘lGHHOﬁ Ha KOHCYJIbTallUAX, MPAKTUYCCKUX 3aHATUAX W U3 PECKOMCHIOBAHHLIX PECYPCOB
cetu HTEpHET.

JUis mpoBEpKM M KOHTPOJS YCBOEHHSI TEOPETUYECKOrO0 MaTepuasa, MpPHOOPETEeHHBIX
IPAaKTUYECKUX HABBIKOB MCIIOJIb30BaHMsl y4eOHOW JIMTepaTypbl, B TeYeHHE OOy4eHUs
MPOBOJATCS MEPOTIPUSITHS TEKYIEH aTTECTAIllMU B BUJAE CAMOCTOSITEIIbHBIX padOT (B JOMAIIIHUX
ycIoBUAX). BapraHTel 3ajaHMi BBIIAIOTCS yHalIMMCsI Ha [IOCTIEITHEM Yace JIGKLIMOHHBIX 3aHATHH
o MNEpBbBIM IIATH TCEMaM. OHGHKa n O6CY)KII6HI/IG BBIITIOJIHCHHBIX CTYACHTAMU SaIlaHI/Iﬁ I10
CaMOCTOSITeNIbHOW paboTe MPOU3BOAUTCS HA MPAKTUYECKUX 3aHATHAX U YUUTHIBACTCS, HA PAIY C
pe3yabpTaTaMy IIPAKTUYECKUX 3aHATUMN, IIPU OLIEHKE TEKYIIEH ycreBaeMOCTH. Takke IpoBOIATCS
KOHCYJIbTallMM (IpU HEOOXOAMMOCTH) MO pPa30opy 3alaHuil I cCaMOCTOSTENbHOH paboTHI,
KOTOPBIC BbI3BAJIM 3aTPYAHCHU.

B kxoHine cemecTpa H3y4yeHMS JUCLUIUIMHBI CTYJEHTHl CHAIOT 3K3aMEH. OK3aMEH
MNPUHHUMACTCA IO 3K3aMCHAIIMOHHBIM 6I/IJ'I€TaM, Ka)KJII)II\/'I M3 KOTOPBIX BKIKOYACT B ceos JABa
TeopeTu4ecKkux Bonpoca. [IpenycmorpeHna rpynnoBasi KOHCYJIbTaLUS.

[IpoGnembl 3amuTBl MNpOrpaMM M JAHHBIX OCJOXKHAIOTCS HAJIWYUeM «0aroB» u
«OKCIUIOHTOBY», 3aJI0KEHHBIX 3apyOekHBIMH IPOU3BOAUTENIIMH  aNMapaTHO-NPOrPAMMHBIX
pelIeHUi B COOTBETCTBUM CO CBOMM 3aKOHOJATEIbCTBOM IO HAllMOHAIBHOM O€30MacHOCTH.
[TosTOMy, sIBIsSIETCS COBEPLICHHO HEOOXOJMMBIM IOCEUICHHE CTYAEHTaMHM BCEX ayJUTOPHBIX
SaHSITHi/JI, ra€ UM padbACHACTCA HOEJIb W CYThb HCIOJHOIo IMpEAaACTaBJICHUA I/IH(l)OpMaIII/II/I
POCCHIMCKMM TMOTpeOUTENIM O 3amafHbIX MH(OPMAIMOHHBIX TEXHOJOTUSAX M, KOHKPETHO, O
METOJIaX 3allUThl IPOrpaMM U JaHHBIX. B pe3ynbrare Gpopmupyercst naTpuoTudeckas mo3uius,
HEMPUMHUPUMOCTB K JIFOOBIM aclieKTaM MHOCTPAHHOT'O MPOHUKHOBEHHUS K 3amuiaemMoi B Poccun
uH(pOpMallUU U YIPaBICHUS] POCCUUCKUMU HMHPOPMAIIMOHHBIMH CUCTEMAaMHM, HENPUEMIIEMOCTh
UJE0JI0TUHU TEPPOPU3MA, SKCTPEMU3MA.

Jly1s camocTosITeNbHOM paboThl CTYAEHTaM, KpOMe YIiIyOJIEHHOTO OCBOCHHS OCHOBHOM U
JIOTIOJIHUTEIBHON JIUTEpAaTypbl MPU MOJATOTOBKE K JIEKIIMOHHBIM U IPAaKTHUYECKUM 3aHITHSM,
BBITIOJTHCHUH 3a/IaHHUH TSI CAMOCTOSITEILHON pabOThl, PEKOMEHIYETCSl OTCIICKUBATh PETYISIPHO
OOHOBIISIEMBIE ~ MaTepHalibl TOCYAAPCTBEHHBIX CTaHmaproB Poccun 1o ympaBiieHUIO
0e30MacHOCTH Ha oQUIHaTEHOM caiite Poccrannapra Poccun
(http://www.standard.gost.ru/wps/portal, — mara  oOpamenus  19.01.2022) B  pa3zmene
«YBenomiieHus 00 yTBEpkKACHUN HAI[MOHAIbHBIX CTAaHIAPTOB.

15


http://www.standard.gost.ru/wps/portal

