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1. I{esiu OCBOECHUSA TMCHUTNIUHBI

[enssmMu M3ydeHHs AUCIUILTUHBI «3aIlUTa B OMEPAIMOHHBIX CHCTEMaXx» SIBJISICTCS Teope-
THYECKas M MPaKTHYECKas MOJATOTOBKA CIICIUATMCTOB K JICATEIBHOCTH, CBI3aHHON C MPUMEHE-
HUEM COBPEMEHHBIX TEXHOJOTUH MOCTPOCHUS 3alIMIIEHHBIX ONEPAIMOHHBIX CHCTEM, a TaKkKe
CPEJICTB M METOZIOB 00€CIIeUCHUS 3aIMTh HH(POPMAIUK B ONICPAIMOHHBIX CHCTEMAaX.

3amayn JUCLUILIMHEL:

- U3yYCHHE TEPMHUHOJIOTHH, MTOHATHIHOIO aIapara ¥ o0IIUX MOIX00B K 00CCIICUCHHUIO
WH(POPMAIIMOHHON 0E30MaCHOCTH OTICPAIMOHHBIX CUCTEM;

- M3y4eHHUE CPEJCTB U METOJIOB YIPABJICHHS JOCTYIIOM B 3alMINEHHBIX ONMEPAIHOHHBIX
CHCTEMAX;

- U3yYeHHUE CPEJICTB U METOJIOB ayTCHTHU(HUKAIIMH ITOJIH30BATEJICH B 3aIUIIICHHBIX OIlepa-
HUOHHBIX CHCTEMAX;

- U3yYCHHUE CPEJCTB U METOJIOB pean3alliy ayIuTa B 3alIUIICHHBIX ONCPAMOHHBIX CHC-
TeEMax;

- U3YYCHHE CPEJCTB M METOJIOB MHTEIPALMHU 3aIIHMIICHHBIX ONEPAMOHHBIX CHCTEM B 3a-
NIWIIEHHYIO CETh.

2. MecTo IMCUMILIMHBI B CTPYKTYpe 00pa30BaTe/ibHOIi POrpaMMbl

JlaHHas TUCIUITIIMHA OTHOCUTCS K 00s13aTeIbHON YacTH 00pa30BaTeIbHOM POrpaMMBl.

JUi ycrenHoro ycBOEHHUsS JaHHOM JUCHMIUIMHBI HEOOXOAUMO, YTOObI CTYIEHT BIaJell
3HAaHUSMH, YMEHUSIMH U HaBbIKaMU, C(OOPMUPOBAHHBIMU B IIPOLIECCE U3YyUCHMS JUCLUIUINH!

«MupopmaTukay - paboTa ¢ MPOrpaMMHBIMH CPEJICTBAMH OOIIETO Ha3HAUCHUS;

«AInIapaTHbIE CPEICTBA BBIYUCIUTEIBHON TEXHUKN» - 3HAHUE apXUTEKTYPbl OCHOBHBIX
THIIOB COBPEMEHHBIX KOMIIBIOTEPHBIX CUCTEM;

«OnepanyoHHbBIE CUCTEMBI» - 3HAHUE NPUHIIUIIOB IIOCTPOEHUS COBPEMEHHBIX OIlepalu-
OHHBIX CHCTEM M OCOOCHHOCTEH WX NPHUMEHEHUs, BJIaJeHHE HaBBIKAMU KOH(UTYPUPOBAaHUS U
aJMUHUCTPUPOBAHMS OIIEPALIMOHHBIX CUCTEM.

JucuunnuHa «3anmra B ONEPallMOHHBIX CHUCTEMax» SIBIISIETCS MPEIIIeCTBYIOLIEH is
cleyroIMx 06a30BbIX JUCHUIUIMH: «OCHOBBI MOCTPOEHHS 3aILUIIEHHBIX ceTei», «OCHOBBI IMO-
CTPOEHUS 3alIUILEHHBIX 0a3 JaHHBIX», «3allUTa IPOrpaMM U JaHHBIX». 3HAHUS U IPAKTHUECKUE
HaBBIKH, MTOJIYYEHHbBIE B PE3YyJIbTaTe U3yYEHUM TUCLUIUIMHBI «3allUTa B ONEPALMOHHBIX CUCTE-
Max», UCTIOJIb3YIOTCS CTYACHTaMHU NIpH pa3paboTKe KypCOBBIX U IUIIJIOMHBIX PaloT.

3. Illlanupyemble  pe3yJbTaTbl  O0y4YeHHs] 1O JMCHUILUIMHE, COOTHECEHHbIe C
IVIAHMPYEMbIMH Pe3yJIbTaTaMM 0CBOEHHUsI 00pa30BaTe/bHON MPOrpaMMbl

[Ipouecc u3yyeHus: TUCHUILUIMHBI HAaNpaBiieH Ha (OPMUPOBAHUE CIIEAYIOIINX 3JIEMEHTOB
kommnereHMi B coorBeTcTBUM ¢ PI'OC no cnenuanbHocTH «KomnbroTepHas 0€30MacHOCTb» U
pUOOpPETEHUS CIEAYIONX 3HAHUM, YMEHUH, HAaBBIKOB U (MJIM) OMbITA JIEATEIbHOCTH:

dopMmupyemasn HNapnkaTop 1ocTHKEHHUSA Ilepevyenb NiIaHUPYyEMBIX Pe3yJbTATOB
KOMIIeTeHIAS KOMIIeTeHIIN U 00y4eHHs
(xox 1 popMyJIHpPOBKA) (xoa u popMyaupoBKa)

Oo6menpodgeccuoHaIbHbIE KOMIIETEHITHN

OIIK-9 H-OIIK-9.4 3HaTh:

CriocobeH pemaThb CrniocoOeH BbIOpaTh 1 - COBPEMEHHBIE TEHICHIIUN Pa3BUTHUS
3a1a4n ycranoBuTh OC, WHPOPMATUKHU M BEIYUCIUTEIEHOW TEXHUKH,
npodeccuoHanbHON COOTBETCTBYIOLIYIO KOMIIBIOTEPHBIX TEXHOJIOTHI B CBOEH

ACATCIILHOCTH C YYCTOM IIOCTaBIICHHOM 3aga4c HpO(l)CCCHOHaHLHOfI ACATCIbHOCTH, 3HATh KaK




TEKYILEro COCTOSHUS U
TeHJICHIUN pa3BUTHUA
METO/IOB 3aIIIUTHI
MHQOpPMaIUK B
OTIepPAIIOHHBIX
CHUCTEeMaX,
KOMITBIOTEPHBIX CETSIX U
CUCTEMaX YIPaBIICHUS
0a3aMu JaHHBIX, a TAKXKE
METOJ/IOB U CPEJICTB
3alUTHl THPOPMAIIHU OT
YTEYKH IO TEXHUIECKIUM
KaHajaM, CeTeH B CHCTEM
nepeaayy HHPopMaIuu

paboTaTh ¢ IPOrPaMMHBIMH CPEICTBAMU
6e3omacHoctu B OC.

YmMmern:

- YUUTHIBATh COBPEMEHHBIC TCHICHITHH
pa3BuUTHS HHPOPMATHKH U BEIYUCIUTENEHOM
TEXHHUKH, KOMIIBIOTEPHBIX TEXHOJIOTHII B
CBOCH MPO(ECCUOHANBHOM JIEATEIIEHOCTH, a
TakkKe paboTaTh ¢ IPOrPaMMHBIMHU
cpeactBamu Oe3omacHocTH B OC.

Biagern HaBbBIKAMMU:

- y4eTa COBPEMEHHBIX TCHICHIUI pPa3BUTHUS
“H()OPMATHKY U BEIYHCIUTEIHFHON TEXHUKH,
KOMITBIOTEPHBIX TEXHOJIOTHUI B CBOEH
poecCHOHAIBHOMN IEATENBHOCTH, a TAKIKE
HaBBIKaMH pabOTHI C TPOTPAMMHBIMH
cpeactBamu Oe3omacHocT B OC.

H-O0IIK-9.5

CriocobeH BBIOpATH,
YCTaHOBUTH U HACTPOUTH
croponHee 110 B
COOTBETCTBHUU C
[OCTaBJICHHOM 3aaueit

3HaTh!

- COBpEMCHHBLIC TCHACHIIUN Pa3BUTUA
“H()OPMATHKY U BEIYHCIUTEIFHON TEXHUKH,
KOMIIBIOTEPHBIX TEXHOJIOTUH B CBOEH
npoQecCHOHAILHON IEATELHOCTH, 3HATh KaK
paboTaTh ¢ IPOTPaMMHBIMH CPEICTBAMU
00IIIero U CIeruaaIbHOro Ha3HAYCHUS B
cucteMHOM [1O CTOpOHHUX MTOCTAaBIIUKOB
(aHTHBHPYCHI, CUCTEMBI PE3EPBHOTO
KOITUPOBAHUS U IIpoYee).

YmMmern:

- YUUTBIBATh COBPEMCHHBIC TCHACHIINU
pa3BUTHS HHPOPMATHKH U BEIYUCIATEITHHON
TEXHHUKH, KOMIIBIOTEPHBIX TEXHOJIOTHII B
CBOCH MPO(EeCCHOHANBHOM JIEATSIILHOCTH, a
TakkKe paboTaTh C MPOrPAMMHBIMHU
CpeICTBaMH OOIIETO U CHEHATEHOTO
Ha3zHaveHus B cucteMHoM [10 cTopoHHuX
MOCTaBUINKOB (AHTHUBHUPYCHI, CUCTEMBI
pe3epBHOTO KONTUPOBAHWUS U TIpovee).
Baaners HaBbIKAMM:

- y4e€Ta COBPEMEHHBIX TEHJECHIIUMI pa3BUTHUS
“H()OPMATHKY U BEIYHCIUTEILHON TEXHUKH,
KOMITBIOTEPHBIX TEXHOJIOTHI B CBOEH
poQeCcCHOHATLHON IESATETbHOCTH, a TAKKe
HaBBIKaMH pabOThI C MPOrPAMMHBIMU
CpeICTBaMH OOIIETO U CHEHATEHOTO
Ha3zHavyeHus cucteMHoM [10 cTopoHHuX
MOCTaBUINKOB (AHTHUBHUPYCHI, CHCTEMBI
pe3epBHOTO KOMUPOBAHMSI U TIpovee).

OIIK-11

CriocobeH
pa3pabaTeIBaTh
MMOJIUTUKYU 0€30IaCHOCTH,
IIOJIUTUKHU praBHeHI/IH
JIOCTYTIOM U
UHPOPMAITHOHHBIMH
IMOTOKaMH B
KOMHI)I-OTepHI)IX
CUCTEMaXx C y4E€TOM yrpo3
0e30macHOCTH

H-OIIK-11.1

CnocoOeH co3iaTh U
TOJIIEP/)KUBATH B
AKTyaJIbHOM COCTOSTHUH
IIOJIUTUKY
nH(OPMAITMOHHOM
0e30IMacHOCTH, HCXOS U3
IMOCTABJIEHHOH 33134

3HaTh:

KakK Mcronb3ytorcs: coBpemernbie OC u ux
CPEJICTBA HACTPONKH MOJIUTHUK OE30IMaCHOCTH.
YMmers:

HCTONB30BaTh coBpeMeHnHbie OC u ux
CpPEeICTBA HACTPONKHU MOJUTHUK O0€30TTaCHOCTH
MIPY U3Y4YE€HUHU U UCIIOJHEHUH ITOCTABICHHON
33J1a4H.

BnaageTs HaBbIKAMMU:

Hcroabp30BaHus coBpeMenHble OC n ux
CpeACTBA HACTPOMKH HNOIUTHK 0€30MacHOCTH




UHQOpPMaLUH U
TpeOOBaHMIA 110 3aITUTE
HHQOpMaIH

JUIsL peHIeHUs! TPOeCCHOHANBHBIX,
HCCIIEA0BATENbCKUX U IPUKIAIHbIX 33434,

N-OIIK-11.3

CriocobeH 0OHAPYKUTh
MPUYUHY YTPO3BI
0e301MacHOCTH U YCTPAHUTD
eé

3HaTh:

MEXaHHM3MbI, HHCTPYMEHTHI ¥ 0a30BbIC
madJIOHBI 0e30macHOCTH coBpeMeHHBIX OC,
CpeICTBa aIMUHUCTPUPOBAHHS
TI0JIb30BaTENICH, CPEICTBA Ay TUTa COOBITHIA.
YmMmern:

WCTIONB3YS CPEACTBA ayIUTa COOBITHIA,
CpeICcTBa aIMUHUCTPUPOBAHHS U
WHCTPYMEHTHI 0€30ITaCHOCTA COBPEMEHHBIX
OC, HacTPOWTH MOJUTHKH H TI1a0I0HbI
0e30MmacHOCTH ISl YCTPAHEHUS TIPUIHHBI
0OHAPYKCHHOH YS3BHUMOCTH.

Biagern HaBbBIKAMMU:

aHaIIM3a Pe3yabTaTOB Pa0OTHI CHCTEMBI
ayauta coObITHii coBpeMeHHbIX OC, BiaeTh
IITATHBIMH YTUIMTaMHU 0€30MACHOCTH U
IITATHBIME CPEJICTBAMH aIMHUHUCTPHPOBAHHS
OC.

OIIK-12

Criocoben
aJIMHHUCTPUPOBATH
OIEepaliMOHHbIC CHCTCMBI
U BBIIIOJIHATH pa6OTI)I 1o
BOCCTAHOBJICHHIO
paboTocmocoOHOCTH
MIPUKIIAJHOIO U
CHCTEMHOT'O
POrPaMMHOTO
obecrieyeHust

MN-0OIIK-12.3

CriocobeH paboTath ¢
YTHIIMTAMU
aamuHuacTpuposanus OC
JUISL pELIICHUSI
[IOCTaBJICHHON 3a/1a4u

3HaTh.

- 6azoBbIe TpeboBaHusa coBpeMeHHbIX OC, nx
YTUJIATHI IMUHUCTPUPOBAHHS U MIA0TOHBI
HacTporiku OC B COOTBETCTBUU C
MOCTaBJICHHOW 3aa4yei

- coJiepkaHue paboT Mo YCTAHOBKE, HANIAJIKE,
TECTUPOBAHHIO U 0OCTYKHBAHHUIO
COBPEMEHHOI'0 OOIIIETO U CIEIUATIBHOTO
MPOTPAMMHOT0 00ECTICUCHHSI, BKITFOYAs
OTIEPAIUOHHBIC CHCTEMBI.

YMeTh:

- UCIIOJIb30BAaTh YTUJIIUTHI
aJIMUHUCTPUPOBAHUS U MAOIOHBI HACTPOUKH
OC B COOTBETCTBHUU C TIOCTABIICHHOW 3a1aueit
- IIPOU3BOJUTH YCTAaHOBKY, HAIAJIKY,
TECTUPOBAHKE U OOCITy)KUBaHHE
COBPEMEHHOT0 O0IIEro U CIIEIHATHHOTO
POrpaMMHOro 00ecreueHH s, BKITIoYast
OTICPAIUOHHBIC CHCTEMBI.

Baaaers HaBbIKAMM:

- CO3/IaHMs, YJIAJICHUS U HACTPOUKH OOBEKTOB
cucrembl OezomacHocTr OC 151 perneHus
MOCTaBJICHHOM 3a/1a4H.

- [0 YCTAaHOBKE, HAJAJIKE, TECTUPOBAHHIO U
00CTyKMBAaHHIO COBPEMEHHOTO O0IIET0 U
CHENUATBHOTO POrPAMMHOTO 00ECTICUCHHS,
BKITIOYAsl OTIEPAIHOHHBIC CUCTEMBI.

H-OIIK-12.2

Croco6eH BOCCTaHOBUTH
OC BCTpOEHHBIMU
CPEICTBAMH U yTUINTAMU
[10CJIC BO3HUKHOBEHHUS
BHEIITATHBIX CUTYaIlUi
Pa3IUYHOTO XapakTepa

3HaThb:

¢aitnoByto cTpykTypy coBpemeHHbIXx OC,
YTUIATHI ¥ BO3MOKHOCTH BOCCTaHOBIICHHS
OC B cirydae c6os

Ymers:

HCHOJB30BaTh YTWINTHI BoccTaHoBieHHss OC
B cilyyae cOOeB pa3HON NMPUPOIBI, BEIOUPATH
MOJIX OIS METOJT BOCCTAHOBIICHHUS B
3aBHCUMOCTH OT CTETICHH IOBPEXJICHUI U
xapaxTepa c6ost




BiageTn HABLIKAMMU
PE3epBHOTO KOMTUPOBAHWSI, BOCCTAHOBICHIS
OC u3 pe3epBHOI KOIUU

4. O0beM, CTPYKTYpA U cojiepsKaHue TN CHUTITHHbI

OO6mmast TpyI0eMKOCTh TUCIMIUIMHBI COCTABIISIET S 3a4eTHhIX enunuil, 180 aka. gacos.

Ne Tembl (pa3meJibl) Bunbl yueOHBIX 3aHATHH, DopMBbI TEKYLIET0
n/n AUCUHUILIMHBI, BKJIIOYAsl CAMOCTOSITEJILHYI0 | KOHTPOJISI yCIIeBAeMOCTH
HX cofepiKaHue padoTy CTY/IEHTOB,
H UX TPYAOEMKOCTh DopmMa NPOMEKYTOYHOM
(B akaileMHUYeCKHX Yacax) aTrrecTaluu
= KonrtakTHas padora (no cemecmpam)
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1 ITongrue 3amumnieHHON ome- 7 4 3
PalMOHHOW CHUCTEMBI
Omnpoc no 3agaHuaM A
2 |YmpapneHue 10CTyIIOM 7 6 6 2 10 P .
CaMOCTOSITETLHOU PabOTHI
3 Wnentudukanys, ayTeHTH- 7 6 6 2 10 Onpoc 1o 3aganusaM s
(buKanys ¥ aBTOpU3aLHs CaMOCTOSITETIbHOM PadOThI
4 Aynut u oOHapyKeHHe 7 6 6 2 10 Ormpoc 1o 3agaHusM AJis
BTOP>KECHHI CaMOCTOSITETLHOU PabOTHI
5 PesepBupoBanue u 7 5 4 10 Omnpoc 1o 3aganuaM s
pe3epBHOE KONIMPOBAHHE CaMOCTOSITETIbHOIN padoThI
6 Orpanndenune 7 5 5 10 Omnpoc 1o 3agaHusIM 115t
I0JIb30BATENIEH CaMOCTOSITEIIbHOM PadOThI
7 MynbTH3arpy3uuKy U 7 5 4 10 Omnpoc 1o 3aganuaM s
mudpoBaHne CaMOCTOSITETIbHOMN padoThI
8 JononHuTensHbIe BOIIPOCHI 7 4 4 1 10 Omnpoc 1o 3agaHusIM 115
oOecrnedeHus: 6€30MacHOCTH CaMOCTOSITEIIbHOM PabOTHI
2 | 05 | 33,5 | 9k3amen
Bcero 32 | 32 9 105 |106,5

Conep:xanue pa3iesioB IUCHUIIIHHBI:

Tema Ne 1. [lonsiTHe 3a1MIICHHON ONIEPAMOHHON CHCTEMBI.
1.1. Yrpo3s1 6e30macHOCTH onepannoHHO cucteMbl. Kiaccudukanus yrpos, Haubosee pacmpo-
CTpaHEHHBIE YIPO3bI.
1.2. [TonsATHE 3aNIMIICHHONW ONIEPAIMOHHON CUCTeMBI. [10/IX0/IbI K OPTaHU3AIMH 3aIIUTHI. DTAITbI
MOCTPOEHUS 3alIUThl. AIMUHUCTPATUBHBIE MEPHI 3AILIUTHI.

Tema Ne 2. YnpaBJieHue 10CTYIIOM.

2.1. CyObexTbl, 00BEKTHI, METO/IbI M IIPaBa JIOCTYIA, MPUBWIEIHH cyObekTa noctyna. TpeGosa-
HUS K TIPaBIJIaM YTIPABJICHUS JOCTYIIOM.
2.2. JIucKkpenlMoHHOE yIpaBJieHHUe JOCTYOM. MaTpulia 10CcTyma.
2.3. M3onupoBanHas mporpaMMHasi cpeja.




2.4. ManpatHoe ynpaBieHue AoctynoM. Metku aoctyna. KoHTponbs MH()OpMaMOHHBIX MOTO-
koB. [Ipo6reMbl peasinzalyii MaHJATHOTO YIIPABJICHUS TOCTYIIOM B ONEPALIMOHHBIX CHCTEMAaX.
2.5. Ympasienue 1ocTynoM B onepaninoHHbIX cucreMax cemerictBa UNIX. CyObeKThl, 0ObEKTHI,
meroasl U mpaBa goctyma. UID, EUID, GID, EGID. Atpu0OyThl 3amuThl 00BEKTOB JIOCTYTIA.
CpencTBa ITMHAMHYECKOTO W3MeHeHHs mnosHoMmouni cyobektoB: SUID/SGID. Pacmmpenus
CTaH/JapTHOU CUCTEMBbI YIIPABJICHUS TOCTYIIOM.

2.6. YmpaBiieHHe JIOCTYIIOM B ONEPAaIMOHHBIX cucTteMax cemeiictBa Windows. CyObeKThI, 00b-
€KThbI, METOJIbl U MpaBa JIOCTYIA, MPUBWIETHN CyObekTa. Mapkepbl AoCTyna CyObeKTOB, ECK-
pUNTOpHI 3aUTHl 00BEKTOB. [1opsAI0K MPOBEPKU MPaB IOCTYMA, MOPSAOK Ha3HAYCHUS JIECKPHUII-
TOPOB 3alllUTHl cO3/1aBaeMbIM oObekTaM. CpeAcTBa AMHAMUYECKOTO W3MEHEHUS MOJTHOMOYUN
CyOBEKTOB: OJUIIETBOPEHUE CYOBEKTOB JOCTyMa. PacimpeHus AMCKPEIMOHHON CUCTEMBI yIIPaB-
JICHUS TOCTYIIOM: aBTOMAaTUYECKOE HAcJIeJ0BaHNEe aTpUOYTOB 3allUThl 0ObEKTOB, OTPaHUUYEHHBIE
MapKepsl JOCTYIa, MaHIATHBIH KOHTPOJIb ETOCTHOCTH, KOHTPOJIb YUETHBIX 3aIHCEeH, SIEMEHTHI
M30JIMPOBAHHON IPOrPaMMHOM Cpeibl.

Tema Ne 3. UnenTupukanus, ayrTeHTHPUKANNA M aBTOPU3ALMA.

3.1. Ioustust uaeHTudUKaMK, ayTeHTUPUKAUU U aBTOpHU3AlMU MoJib3oBateneil. CpencTea u
METO/BI XPaHEHUS ITAJOHHBIX KOMUH ayTeHTU(UKAMOHHOW nHpopManuu. [IpoTokossl nepea-
Yl ayTeHTU(UKAIUOHHOW MH(OpPMAIIMK MO0 KaHalaM BBIYMCIUTENbHON cetu. Kpunrorpaduue-
CKoe ofecrieyeHne ayTeHTU(UKAIMKN TOJIb30BaTeNed. AyTEHTU(HUKAIMS Ha OCHOBE MapoJieil.
CpenctBa U METO/IBI 3aIIUTHI OT KOMIIpOMETAINK U noadopa naposieil. OcOOEHHOCTH MTPOBEPKU
ayTeHTH()UKAIMOHHON MH(OPMAIUK JUTsl pa3IMYHBIX THUIIOB HOCHTENeH kiova. [Ipobiemsr re-
HEepalluU, PACCHUIKH U CMEHBI Kitoueil. buoMerpuueckas ayTeHTudUKaus: odmas cxema, mpe-
UMYIIECTBA, TPoOIeMbl. JIOCTOMHCTBA M HETOCTATKU PA3IMYHBIX CXEM OMOMETPUYECKOH ayTeH-
TUdUKaINN.

3.2. ITaponsHas ayrentudukanus B UNIX, 6ubimorexku PAM.

3.3. [TaponbHas ayrentudukanus B Windows, cpelcTBa ynpaBlieHUs TapaMeTpaMu ayTeHTH(U-
Kaluu. AyTeHTH(HUKAK Ha OCHOBE BHEITHIX HOCUTEJIEH KITI0Ya.

Tema Ne 4. Ayaur.

4.1. HeoOX0auMOCTh ayAuTa B 3alIMIIEHHON crucTeMe. TpeboBaHus k moacucreMe ayaura. Crc-
TeMa KOHTPOJIS IEIOCTHOCTH JAaHHbIX Tripwire.

4.2. Cucrembl 0OOHapyXEHUS U NPEAOTBPAILEHUS] BTOPKEHUM

4.2. Peanuzanus ayaura 8 OC Windows.

4.3. Peanuzamus aynura B OC UNIX.

Tema Ne 5. PezepBupoBanue u pe3epBHOEe KONIMPOBAHUE.

5.1 OcHOBHBIE oOmpeneNeHus, MEXaHW3Mbl pealu3alud, TMPUIUHBI HEOOXOIUMOCTH
pE3epBUPOBAHMS U PE3EPBHOIO KOMMMPOBAHUS

5.2. PezepBupoBanue mraTHeIMH cpeactBamMu OC

5.3. Pe3epBHoe konupoBanue Ha npumepe BareOS

Tema Ne 6. OrpanuyeHue noJab30BaTeNei.

6.1. JInCKOBBIE KBOTBI

6.2 OrpaHuyeHue NpoIeccoB B NOTPEOIAEMBIX pecypcax

6.3. llItarapie Mexanu3mbel Windows u Linux

Tema Ne 7. MyJabTu3arpy34nku u mim¢poBaHue.

7.1. 3agaunm W YCIIOBHS  peaIM3alud MYJbTHCUCTEMHOTO HCIHOJIb30BAHUS KOMIIBIOTEPOB.
MynbTH3arpy34nkd, UX OCOOCHHOCTH, MPEUMYIIECTBA U HenocTaTku. [IpuMepsl opraHu3anuu
paboThl HeckoNMbKUX pa3zHbIX OC Ha OJHOM KOMITBIOTEPE.

7.2. BupryanpHBIE MallMHBI, MX OCOOEHHOCTH, NpEUMYyIIecTBA WM HemoctaTku. [Ipumepsl
opraHu3any padoTel HecKONbKHX pa3Hbix OC Ha OJHOM KOMIbIOTepe Ha 0a3e BUPTYaJbHBIX
MaIluH.

7.3. O030p 1 NpUMEHEHHUE MTATHBIX MeXaHu3MoB Mmudposanus OC.

Tema Ne 8. /lonosiHUTEILHBIE BONIPOCHI 00ecrieyeHus 6€30MacCHOCTH.

8.1. CpencTBo M30IMPOBAHUS OTEHIIMATIBHO OMACHOTO KOJIa - KOHTEHHEPHI.



8.2. CpeacTBo M30JUPOBAHUS TOTEHIIMAIBHO OMACHOT0 Koja - SeLinux

5. O0pa3oBaTe/ibHbIe TEXHOJIOTHMH, B TOM 4YHCJIe TEXHOJIOTHU IJIEKTPOHHOIO O0y4eHUsl H
AUCTAHIHOHHBIE 00pa3oBaTeibHbIE TEXHOJIOTHMHU, HCHOJb3yeMble MPHU OCYIIEeCTBICHUH
00pa3oBaTeIbLHOIO Mpolecca Mo JUCIUNIHHE

B npornecce 00ydeHns UCIONB3YIOTCS CIeAYyIOIINEe 00pa30BaTeIbHbIE TEXHOIOIHHU:

AxageMHuyecKas JeKIHUs ¢ 3JIeMEeHTaMH JieKIuH-0ecebl — [10CIEA0BATEIbHOE H3JI0-
JKEHUE MaTepuasa, OCYLIECTBISIEMOE IPEHMYILIECTBEHHO B BUJIE MOHOJOra IpEnojaBaTelIs.
DneMeHThl JIeKIMU-Oecenbl 00eCneunBalOT KOHTAKT TpenojaBarest ¢ ayIuTopuei, 4YTo
IO3BOJISIET TNPUBJIEKaTh BHUMAHUE CTYJCHTOB K HauOosiee BaKHbIM TeMaM JUCLHUIUIMHBI,
aKTUBHO BOBJIEKaThb MX B Y4eOHBIH mpolecc, KOHTPOJIUPOBATH TEMI H3JIOKEHHUS Y4eOHOTO
MaTepuaia B 3aBUCMMOCTH OT YPOBHS €0 BOCIIPUATHS.

IIpakTHYeckoe 3aHATHE — 3aHATHE, MTOCBALIEHHOE OCBOCHUIO KOHKPETHBIX YMEHUH M
HaBBIKOB I10 3aKPEIUICHUIO ITOIYYECHHBIX Ha JICKIIUY 3HAHUMH.

Koncynbranum — Buj yduyeOHBIX 3aHATUMN, SBISIOLIUICS OJHOM U3 (QOPM KOHTPOJI
CaMOCTOSITENIbHOW  paboThl  cTyJeHTOB. Ha KoHCymbTamusx 1o mOpock0e CTYIEHTOB
paccmarpuBaroTcs HauOoJiee CIOXKHBIE MOMEHTBHI IPU OCBOCHHMM MaTepHasia JUCUUIUIMHBI,
IpenojaBaTesib OTBEYAaeT HAa BOIPOCHI CTYIEHTOB, KOTOPbIE BO3HHUKAKOT y HUX B IIpoLEecce
CaMOCTOSITENIbHON pabOThI.

6. [lepeyeHb JHIEH3HOHHOT0 W (WJIH) CBOOOIHO PACHPOCTPAHSIEMOr0 IPOrPaMMHOIO
ol0ecrieyeHusi, HMCNOJb3yeMOro IPH OCYLIEeCTBJIeHHH 00pa3oBaTebHOIO Ipouecca II0
AUCHUILINHE

B mpouecce OCYILICCTBJICHUA 06pa30BaTCJ'ILHOI‘O Imponecca 1o JUCHUITIIUHE
HACTIOIB3YIOTCS:

151 (1)OpMI/IpOBaHI/I$I MaTCepUuaJIOB JIA TCKYILICTO KOHTPOJISA YCIICBACMOCTU U IIPOBCACHUA
IIPOMEXKYTOUHOM aTTecTauu, Juist GOpMUPOBAHUS METOAMUECKUX MAaTEpUANIOB 10 IUCLHUIUIMHE:

- nporpammbl Microsoft Office;

- u3nareabckasg cucteMma LaTex;

- Microsoft Windows (B cocrae Microsoft Imagine Premium Electronic Software
Delivery);

- Dr. Web Desktop Security Suite;

- Kaspersky Endpoint Security;

- ViPNet Administrator 4.x (KC3);

- Cers 11565. ViPNet Client for Windows 4.x (KC3);

- XSpyder 7.8.;

- C31 HC/J] Dallas Lock 8.0-K;

- Cpencta 3amutsl nHpopmarmu Secret Net 7;

- Linux (GNU GPL v.3);

- OpenVPN;

- BareQS;

- Adobe Acrobat Reader.

7. IlepeyeHb CcOBpeMeHHBIX TNPO(ecCHOHAJBHBIX 0a3 JAaHHBIX U HH(OPMANMOHHBIX
CIIPABOYHBIX CHCTEM, HCI0JIb3YyeMbIX NPH OCYLEeCTBJICHUH 00pa30BaTeIbHOIO NMpo1ecca 1no
AUCHHIIMHE (MPU HEO0X0IMMOCTH)



B mpomecce ocymiecTBieHus  00pa3oBaTENFHOrO — Mpolecca IO JAMCIUILIHHE
UCTIONB3YIOTCS:

- ABTOMaTu3upoBaHHas 6nbianoTeyHo-uHpopmannonnas cucrema «bYKNU-NEXT»

http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

- DnekrpoHHas OubroTeyHas cucreMa «Jlaup» https://e.lanbook.com

- DnekTpoHHas oubnmroreunas cucrema «kOpaiir» https://urait.ru

- DnekTpoHHas 6ubnuoTeyHas cucreMa «KOHCYIbTaHT CTyIeHTa»

https://www.studentlibrary.ru

8. [lepeyeHb OCHOBHOI ¥  [ONOJHUTEJbHOH Yy4eOHOWH JMTepaTypbl, PpecypcoB
HH(OPMANMOHHO-TEJIEKOMMYHUKANMOHHON ceTH «HMHTepHeT» (NIPM HEOOXOAMMOCTH),
PeKOMEeHIyeMbIX /1JIsl OCBOEHHS 1M CHUITHHbI

a) OCHOBHAasl JIUTEpaTypa
1. B. II. MensaukoB, C. A. KieiimenoB, A. M. IlerpakoB Wupopmarmonnas
0€30IMMacHOCTh U 3aluTa HHPOpMaIiH: yued. mocodue s By30B - M., Akagemusi, 2009
https://djvu.online/file/hvClkvorGh6YU?ysclid=ljwumiligq852853313
2. [InaronoB B. B. [IporpamMHo-anmapaTHble CpeICTBA 3aIIUTHI HHYOpMAIUK: yu4eOHUK
1uist By30B. / B. B. Ilnatonos - 2-e u3., crep. - M.: Akagemus, 2014. - 331 c.
3. Wlenyxun, O. W. OOHapyXeHHE BTOPKEHHA B KOMIBIOTEpHBIE CETH (CETEBBIC
aHoMmanuu) : yuyebHoe nocobue ans By3oB / Iloxn pen. mpodeccopa O. U. llenyxuna. -
Mocksa : I'opstuast muaums - Tenexkom, 2013. - 220 c. - ISBN 978-5-9912-0323-4. - TekcrT :
anektponusid  //  OBbC  "Koncymerant crymenta" @ [caiit]. - URL
https://www.studentlibrary.ru/book/ISBN9785991203234.html

0) 1OMOJIHUTEIBLHASA JIUTEPATypa
1. Ilanerun, B. @. 3ammra uHGOpMAaNMU B KOMIBIOTEPHBIX CHCTEMax U ceTsx  /
[Manprun B. @. - Mocksa : JIMK Ilpecc, 2012. - 592 c. - ISBN 978-5-94074-637-9. -
Texct : oanekrponnsii // OBC "KoncympranT crymenta" : [caiit]. - URL
https://www.studentlibrary.ru/book/ISBN9785940746379.html
2. Bayrpennee ycrpoiictBo Windows. / M. Pycunosuy, [I. Comomon, A. Nonecky, I1.
Wocudosuy; [mep. ¢ anrn. E. Matseesa] - 7-¢ u3a. - CI16.: TTutep, 2018. - 942 c.
3. C. B. Cunnnsie, A. B. Baraes, H. 10. Hamorun OnepaninoHHbIE CUCTEMBI: y4eOHUK
JUIs By30B. - M.: Akagemus, 2010.
4. Lehey, G. FreeBSD Operating System / Lehey G. - Mocksa : HarponanbHbIi
Otkpeiteiit  Yausepcuter "MHTYUT", 2016. - Tekcr : snextponssii // 3BC
"KoHcynpTaHT cTyneHTa" : [caiiT]. - URL
https://www.studentlibrary.ru/book/intuit006.html
5. Po66wunc, JI. Otnagka Windows-nipusnosxxenuii / Po66unc JI. , mep. ¢ anri. - Mocksa :
JMK Ilpecc. - 448 c. (Cepus "lns nmporpammuctos") - ISBN 5-94074-085-5. - Tekcr :
anektpouusid  //  OBC  "Koncymprant crymentra" @ [caiit]. - URL
https://www.studentlibrary.ru/book/ISBN5940740855.html
6. Momkos, M. E. Beenenne B cuctemuoe agmuanctpupoBanue Unix / Momkos M. E.
- Mocksa : Haumonansnbeii OtkpsiTelii YHusepcurer "MHTYUT", 2016. - Tekcr :
anexktporusid  //  OBC  "Koncymprant crymenta" @ [caiit]. - URL
https://www.studentlibrary.ru/book/intuit_084.html
7. "TpeboBanusa Oe3zonmacHOCTH WHGOPMAlMU K ONEPallMOHHBIM cuctemMam" (IpuKa3
®CTDIK Poccun Ne 119 ot 19.08.2016): http:// www.fstec.ru.

B) pecypcsbl cetu « MHTEpHET)
1. bubnuoreka nokymeHTanuu noprana «Tauner» kopnopauu Microsoft, Bkirouaromas
oduIManbHble PYKOBOJICTBA, OMMCAHUS U UHTEPAKTUBHbBIE TOKYMEHTHI [0 0€30MacHOCTH



http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
%22
%22
https://djvu.online/file/hvClkvorGh6YU?ysclid=ljwumiligq852853313
https://www.studentlibrary.ru/book/ISBN9785991203234.html
https://www.studentlibrary.ru/book/ISBN9785940746379.html
https://www.studentlibrary.ru/book/intuit006.html
https://www.studentlibrary.ru/book/ISBN5940740855.html
https://www.studentlibrary.ru/book/intuit_084.html

OOJIBIITMHCTBA POTPAMMHBIX MPOJYKTOB: https://technet.microsoft.com/ru-
ru/library/aa991542.

2. ITopran «TexHOIOTMU MPOTPaMM C OTKPBITBIM KOAOM JIMHYKC» M €ro MOCTOSHHas
pyOpuKa «Oe3omacHoCThY 110 aapecy: https://losst.ru/security.

3. HoBoctu B cdepe yrpo3 0€30MacHOCTH M 3alIUTHl KOMITBIOTEPHOW WHGOpMAIUU
poccHiickux kypHaima «Xakep»:https://xakep.ru/tag/news u xxypuana «HbopmanroHHas
Oe3omacHocThy: http://itsec.ru/main.php.

4. Hoseiimwue naHHble 00 yrpo3ax pa0OTBl ¢ MOIKIIOYEHHEM K cetu HTepHer
poccuiickoii komnanuu «Jlaboparopust Kacniepckoroy:http://www.kaspersky.ru/internet-
security-center.

5. Marepuanst exeroguoro (¢ 27 mo 30 gexaOpsi) BCEMHPHOTO KOHIpPECCAa XaKepOB
«ChaosCommunicationCongress» B T'amOypre (Ha aHIJIMICKOM  SI3BIKE), TJC
pacckas3biBaeTCs O HOBBIX BBISBJICHHBIX YSI3BUMOCTSAX B allllapaTHBIX PEHICHUAX U
nporpamMmHoM obecrieucHun: https://events.ccc.de/congress/2015/wiki/Static:Main_Page,
BUJIEOMATEPUAIIBI c cyoTuTpamMu KOHI'pecca CCC:
https://www.youtube.com/user/CCCen/videos.

6. Paznensr «/lokymenTs» u «TexHuveckas 3ammra HHPOpMALUN 0PHUINAIBHOTO caiiTa
®CTIK Poccun: http:// www.fstec.ru.

9. MaTepuajbHO-TeXHHYeCKas 0a3a, HeOOX0AMMAsI IJIsI OCYIeCTBJIEHUsI 00Pa30BaTeIHLHOIO
npoiecca no JUCUUIINHE

MarepuanbHO-TeXHHUECKas: 0a3a, HeOOXOAUMast JIJIsl OCYIIECTBICHUSI 00pa30BaTEIHLHOTO
mporecca 1o JUCIUTUIMHE BKIIFOYAST B CBOM COCTAB CIICIIUATbHBIC TIOMCIICHHS:

-y4eOHbIC ayIUTOPUH [T IPOBEICHUS 3aHITUH JICKIIMOHHOTO THUIIA,

-yueOHble ayAUTOpUU JJI1 TPOBEJACHUS MPAKTUUYECKUX 3aHATHH: Jaboparopuu
WHPOPMALIMOHHBIX  TEXHOJIOTMH M  MPOrPaMMHO-AIApPaTHBIX  CPEACTB  OOCCICUYCHUs
nH(pOpMaIMOHHOM 0€3011aCHOCTH;

- yueOHBIE ayIUTOPUU AJISl IPOBEJCHUS TPYITIOBBIX M HHIUBUIYATbHBIX KOHCYIbTAIUH,

- y4yeOHbIE ayJIUTOPUU JUIsl TPOBEACHMS] TEKYLIEro KOHTPOJS W IMPOMEXYTOUHOU
aTTecTalluu;

- IIOMEIIEHUS JIJIsl CAMOCTOATENLHON pabOTHI;

- TOMENICHUS JUIsl XpPaHEHHS U MPO(PUIAKTUYECKOTO OOCTY>KMBAaHUS TEXHHUUYECKUX
CpenCTB OOyUEHHS.

[TomemeHust A7is CaMOCTOSITENBHON pabOThl OOYYArOIIMXCS OCHAIEHBI KOMITBIOTEPHON
TEXHUKOW C BO3MOXKHOCTBIO TMOJKIIOUEHUS K ceTh « HTepHeT» m oOecredyeHrueM JoCTyrna B
AIIEKTPOHHYIO WH(OPMALIMOHHO-00pa30BaTEeNbHYIO CPEAY OpTaHHU3aIIH.

ABTOp(BI):

CTapIIMi MpenoaBaTesb . A. CaBuHoB
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IIpunoxenne Nel k paGoueii nporpamMme AU CHHUIIIMHBI
«3amuTa B ONEPALMOHHBIX CHCTEMAX»

DoH/1 OLIEHOYHBIX CPEICTB
JJIS1 TPOBe/IeHNUs] TeKYylIeld ¥ MPOMeKYTOUYHOI aTTeCTAlIMH CTYIeHTOB
Mo AUCHUILINHE

1. TunoBbie KOHTPOJIbHBIC 3a/IJaHUA WX UHbIC MaTCpPHUAJIbI,
HCII0Jb3yEMbIE B IIPOLIECCE TeKymeﬁ aTrecranum

3aganus 18 camocrositesibHoi padorsl (U-OIIK-2.3.1, U-OIIK-2.3.2):

1. Haiitu caMocTOATENFPHO B PEKOMEHJOBAHHOW JIUTEpaType M B AIIEKTPOHHBIX
UCTOYHUKAX MH(pOpMaIK onrcaHue nojacucreM o6esonacHoctd OC U CONOCTaBUTH C OMUCAHUEM
THUIIOBOW apXUTEKTYpPHI, JaTh MOSCHEHUS.

2. Pazpabortath cnenudukanuu 3agaHust 1o 0€30MacHOCTH JUIS TOACUCTEMBI pa3rpaHuye-
HUSI JOCTYIa OnepaoHHoi cucremsl Windows, pyHKIIMOHHPYIOIIEH B COCTaBe JTOKAIBHON BBI-
YHCITUTEIBHON CEeTH, TOCTPOSCHHON Ha OCHOBE «JIECHOW» TOMEHHOW apXUTEKTYphl U (PU3HUECKH
U30JIMPOBAHHOM OT TJI00aTbHBIX BHIYUCIUTEIBHBIX CETeH OOLIETO MOIb30BaHUS. .

3. Pazpabotars crienudukanuy 3a1aHus Mo 0€30MaCHOCTH JJIS TOJICUCTEMBI ayIUTa OIle-
pannroHHo# cucteMbl Windows..

4. Pa3zpabotarh crienupuKanuy 3aqaHus M0 0€30MaCHOCTH IS TTOJICUCTEMBI ayTeHTU(DU-
KalliH [0JIb30BaTelel onepauuoHHoN cucteMbl Windows..

5. Pazpaborath cnenudukanuy 3amanust 1o 0€30MaCHOCTH JUIS TIOACUCTEMBI pa3rpaHuye-
Hust goctyna B Linux- Unix-momgo0Ho#t onepalinoHHON cucTeme..

6. Paspaborath cnenmdukanuu 3amanust 1o 0€30MaCHOCTH LIS TIOACUCTEMBI pa3rpaHuye-
HHSL IOCTYIIa onepanuoHHoi cucrembl Windows Server..

7. PaspaOotath criermdukaimu 3aganus mo OezomacHocTu ayaura jaias Windows Server
st Bepeun 2008, ncrnonb3yeMoii B KauecTBe (aiii-cepBepa BHIYUCIUTEIBHOM CETH, TOCTPOCH-
HOM Ha OCHOBE «IECHOW» JTOMEHHON apXWUTEKTYpbl, IIPUYEM JOCTYI K YIAJIECHHBIM JOMEHaM
OCYILIECTBIIsIETCS yepes ceTb VIHTepHeT.

8. Pazpaborath cueHapuii mocienoBarenpHoil yecraHoBkn OC Windows, Linux u MacOS
IOCPECTBOM MYyJbTH3arpy3unka Ha eAuHH4YHyro OBM ¢ Tpems XKecTKMMHU JAMCKaMU U
HACTPOWKHU TIOJICHCTEM HX 0€301acHOCTH JUIst paboThl B IHTEpHET M 3aIIUTHI OT BHEITHUX yIPo3.

9. Paszpaborath cueHapuii nocienonarenbHoil ycranoBkn OC Windows, Linux u MacOS
C HMCIIOJIb30BAaHUEM BUPTYaJIbHBIX MAIIMH HA €IMHUYHYI0 DBM ¢ IBYMS JKECTKUMH TUCKaAMH U
HACTPOMKHU MOJICHCTEM UX 0€30MacHOCTH JUIsl paboThl B IHTEpHET U 3aIUThl OT BHEIIHUX yIPo3.

IlepevyeHnb BONPOCOB 1151 KOHTPOabHO# padoTsl (U-OIK-11.1):

1. CyOmbexTbl, 00BEKThI, METO/IbI, ITpaBa u npusmieruun OC Linux.

2. CyObekTbl, 00bEKTHI, METOIbI, TipaBa u npusmwierud OC Windows.

3. CpencrBa oOHapy>KEHHsI ¥ TIPOTUBOJCHCTBHS aTakaM M BTOP)KEHUSM B COBPEMEHHBIX
oneparuoHHbix cuctemax OC Linux.

4. CpencrBa oOHapy>KEHHsI ¥ TPOTUBOJCHCTBHS aTakaM W BTOPKECHUSM B COBPEMEHHBIX
omneparoHHbIx cucremax OC Windows.

3. OcoOEHHOCTH pe3epBUPOBAHUS U BOCCTAHOBIICHHS ITOCIIE COOEB COBPEMEHHBIX OIlepa-
nroHHbIX cucremax OC Linux.

4. OcoOeHHOCTH Pe3epBUPOBAHMS M BOCCTAHOBIICHHS TOCIIEe COOEB COBPEMEHHBIX Olepa-
LUOHHEIX cucTeMax Linux u Windows.

5. OcobeHHOCTH ayauTa B ONEPAIIMOHHBIX cucTeMax Linux.

6. OcoOeHHOCTH ayMTa B OTIEPAllMOHHBIX crucTeMax Windows.

7. llltaTHBIC CPE/ICTBA PE3EPBUPOBAHKS U PE3EPBHOTO KomupoBaHus Linux.

8. llITaTtHble cpecTBa pe3epBUPOBAHUS U pe3epBHOTO KonupoBanus Windows.



9. IlonsiTHE M IPUMEPHI CPEACTB U30JIMPOBAHUS MOTEHIIUAIEHO OITACHOTO KO/Ia .
10. ratueie cpenctea mudpoBanus OC Windows.
11. HlTarHbie cpeacta mudposanus OC Linux.

IlepeyeHb BOMPOCOB /IUISI ONMPOCOB HA MPAKTHYECKHUX 3aHATUSIX:

1. Ba3zoBble cpencTBa ympasieHUs AocTynoM B Windows: MapKepsl IOCTyTa, IECKPHIITO-
poi 3amuThl. (M-OI1K-9.4).

2. Ocobennoctu ympasienus pgoctynom B UNIX-LINUX OC kmaccuueckux u
COBPEMEHHBIX PELICHUM.

3. OxapakTepu3oBaTh Ha3HAYCHUE U COCTaB CPEICTB YIPABICHHS JOCTYIIOM, TOJOOHBIX
npumensiemMbix B OC Windows.

4. HasnaueHue aTpuOyTOB 3alIUTHI BHOBb CO3/1aBacMbIM 00bekTaM Windows, HacienoBa-
Hue neckpunTopoB 3ammutel. (M-OI1K-9.5).

5. Vmpasnenue cpeacTBaMu ayTeHTU(UKAIMU B Linux.
VYupasnenue cpeacTBaMu ayreHTudukamu B Windows.
VYupasienue cpeactamu ayauta B Linux. (M-OITK-12.3).
Yupasienue cpenctamu ayauta B Windows. (U-OITK-12.3).
Cpencrsa pesepsHoro komnuposanust (M-OITK-12.2)

10 Cpencrsa pesepBupoBanus (M-OI1K-12.2)

11. CpenctBa mmdpoBaHus yCTpOUCTB

12. lIudposanue Ha ypoBHE (HAHIOBON CHCTEMBI

13. Pa6ora c systemd B Linux. OcHOBHas 1ieJib — OOHAPYKUTh CEPBUC, BBHIMOIHSIIOUIHIA
oIpe/ieTICHHBIC JIeiicTBUS B niporecce 3arpy3ku. (U-OIMK-11.3).

14. Bei6op cmoco6a BoccraHoBieHuss OC Windows mociie c0osi. MCXOIsd W3 THIA
CIIyYMBILIETOCS CHCTEMHOTO cOos. BripaboTka pexomenmanuii mo Beidopy [0  mis
IpeI0TBPAIICHUS M MUHUMH3AINHU TOCIeACTBUH mocienyomux uuimaentos (M-OI1K-9.4)

©w~No

2. Cnucok BOITPOCOB U (I/IJ'[I/I) 3aJaHuH 13 MMpOBEACHUSA HTOrOBOM aTTeCTAIMH

Cnucox BOIIPOCOB K 3K3aMEHY

1. TunoBas apXUTEKTypa MOJICUCTEMBI 3alUThI 3amuineHHoi OC.

2. @YHKIMM HU3KOTO M BBICOKOI'O YPOBHSI MOJCHUCTEMBI oOecreueHusi 0e30MacHOCTU
samuienson OC.

3. Pasrpannuenue nocryma 3ammmeHHOd OC (00BEKTHI W CYOBEKTBHI JTOCTYIA, METOJ

JIOCTYINAa U pa3rpaHUyYEHHE JOCTYyNa, MPaBO JOCTyNa M MOJHOMOYHUS JOCTyna (IpUBUIIETHS),
MaTpulia J0CTYIa, AMCKPEIMOHHBIA U MaH/IaTHBIM METOJI JOCTYIIA).

4. Wnentndukanus, ayreHTUGHUKaMsS 1 apropusanus B 3amuinienHod OC (aBropuzainus
MOMOIIbI0 TapoJiel, BHEIIHMX HOCHUTEJEeM KIIoueBON HHQpOpManUH, MO0 OHOMETPUUYECKUM
napameTpam, KOMIUIEKCHasi aBTOpU3aLus ).

S. CpenctBa agmuHHCcTpupoBaHus B 3amuinieHHoM OC (cucreMa yrpaBi€HHs] CIIHCKOM
MOJIb30BaTENeH U MOJIMTHKONW O€30MaCHOCTH, MEHEIDKEP PECYPCOB, ayIUT, CEPBUCHI)
6. Kpunrorpaduueckue gpynkunn odbecrneuenus 6e3omnacHocty B 3amuiieHHon OC (3amura

danoB cpexnctBamu B3auMozelcTBus  ¢aitnmoBoit cucrembl u  OC, 3amuTa MapoJIbHON
uHboOpMallMl TpU aBTOPHU3ALMM, 3alldTa [epeJaBaeMol HHQOpMAIMU M MHOJAEpHKKa
KPHUITOMPOTOKOJIOB).

7. CpenctBa 3amuThl cereBbIX (QyHkumii B 3ammmieHHo OC (cpeacTBa MacKHUpOBaHUS
pecypcoB ceTH, (uiIbTpalnMs MAKeTOB, CPEICTBa MEXKCETEBOI'O AKPAHUPOBAHMS, CpPEICTBA
KpUNTO3AaIIUTEl MHGOpPMAIMU TPH MEXKCETEBOM B3aUMOJICHCTBUHU, CPEJICTBA MOAJNEPKKU
pasrpaHUYeHMs] JOCTyNna JJIs PpaclpeleleHHbIX CETEBBIX pECYpCOB Uil CETEBBIX U
pacnpeieieHHbIX HH(GOPMAllMOHHBIX CHCTEM W CHUCTEM YIAJIEHHOTO XpaHEHUs MJaHHBIX,
CpeACTBa CETEeBOro AyONUPOBaHMS W  apXUBUPOBaHMS HUHPOpPMALMU, a TakkKe ee
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pe3epBUpOBaHusi, cpeacTtBamu cucteM ceprtudukatroB u LI, cpeacTBa CHHXpOHU3ANUU
BPEMEHH).

8. CepBucHble pynkuuu 3amumeHHod OC ans obecredeHus yCTOMYMBOCTH PabOTHI U
3alIUTHl OT HECAaHKIIMOHUPOBAHHOIO JOCTYTIA.
9. Merons 1 ipaBa noctyna B OC Windows.

10.  IIpusuneruu cyonekroB mocryma B OC Windows.

11.  Mapkep nocrymna nons3osarens B OC Windows.

12.  Jleckpumrop 3ammmuthl 006ekTa B OC Windows.

13.  Tlopsimok mpoBepKu mpaB JocTyna cyobekra k oobekTam B OC Windows.

14. HasuaueHue AECKPUITOPOB 3aIIUTHI Co31aBacMbiM 00bekTam B OC Windows.

15.  Manpgarseiii KoHTpOJIb HenoctHoctd B OC Windows.

16.  DreMeHTHI H30JUPOBAHHOM mporpammuoii cpeabl B OC Windows.

17.  ATpuOyThI 3aIIMTHI U BEKTOPHI JocTyna cemeiicrea OC Unix.

18. Meroabl MPOBEPKH IPaB AOCTyIA CyOBbeKTa K 00bekTy cemeiictBa OC Unix.

19. Mexanmsm SUID/SGID cemeticta OC Unix.

20. Tlomp3oBarenb rOOt, MOBBIINICHHE W MHHUMH3AIUS MMOJHOMOYMH, YTWIMTHI SU u Sudo
cemeiictea OC Unix.

21. IlaponmpHas ayreHTH(UKALKMs W OCHOBHBIC YrpO3bl IMAPOJBHON ayTeHTHU(UKAIUU -
KOMITIPOMETAIMsT ¥ TMOA00p MapoJiei, METOABl yYMEHBIICHUS YIPO3bl OT KOMIPOMETAIMH M
moa0opa mapoJiei.

22.  AyreHtu(uKanus ¢ UCIOIH30BAHNEM BHEITHUX HOCHTEIICH.

23.  buomerpuueckas ayTeHTUUKAIHS.

24.  Ayrentudukanus 8 OC UNIX.

25. Ayrentudukanus 8 OC Windows.

26.  OOmme cBeneHUS 1O ayauTy 3amuiieHHbx OC.

27.  Aymut B OC Windows.

28.  Aymut B OC UNIX.

29.  Cucremsl oOHapyxenus BTopskenuid B OC.

30. TloHsaTHus pe3epBUPOBaHUS M pe3epBHOrO KomupoBaHws. CrocoObl, OCOOCHHOCTH U
IpEeuMyLIeCTBa Pe3epPBUPOBAHUS

31. PesepBHOe KOIMpOBaHHE: CIIOCOOBI, OCOOCHHOCTH M TPEUMYIIECTBA Pa3HBIX METOIOB.
OO1m1ast cxema cUCTEMBI pe3epBHOrO KonupoBaHus Ha mpuMepe BareOS.

32. Tlousatue cpeasl OKpYKeHHS ToJIb30BaTenst. OrpaHUYCHHE TI0JTb30BaTeNIel B pecypcax Ha
npumepe MS Windows u Linux.

33.  Opranmzamus ©Heckompkux OC Ha ogHOM (DHU3WYECKOM KOMITBIOTEpPE: CIIOCOOBI
peanu3anyy, 0cOOEHHOCTH U MIPEUMYIIECTBA KaXJI0ro U3 crocoboB. HeoOxoauMocTs u criocoObl
obecnieuenus 6ezonacHoctu OC.

34. Iludposanue B OC : cnocoObl pealnzaluy, MPEUMMYIIECTBA KaXJO0ro M3 CHOCOOOB.
[Tpumepbl MEXaHN3MOB UG POBAHHSL.

35. KoHTteiHeppl W U30JUPOBAHHBIE OKPYKEHHUS: Ha3HA4YeHHE, MPHUMEphI, OTIUYHSI
KOHTCHHEPOB ¥ M30JIUPOBAHHBIX CPEJl, OTIMYHS OT BUPTYAIBHBIX MAIIHH, TPUMEPHI

36.  Cucrembl H30JSALMH IPOIIECCOB HA OCHOBE IpaBuJI Ha npumepe SELinux

3. MeTtoanyeckne peKOMeHIAllMH MPeNnoiaBaTesIo
110 NMpoueaAype OLeHNBAHUS 3HAHUH, YMEHHN, HABBIKOB M (MJIM) ONBITA 1eSATEIbHOCTH,
XapaKTepu3yIIMX 3Tanbl POPMHUPOBAHUSA KOMIIETEHLUH

HGJ'IBIO mnpoucaypbl OOCHUBAHUSA ABJIACTCA OIPCACICHUEC CTCIICHU OBJIAJACHUA CTYACHTOM

OXXKUJAeMBIMU pe3yabTaTaMH OOYy4YeHHs (3HAHHSIMH, YMEHHUSIMH, HaBBIKAMU U (WMJIH) OMBITOM
JIEeSATETLHOCTH).

11



[Iporienypa olleHUBAHMS CTEIICHW OBJIAJCHHUS CTYICHTOM OXKHIAEMBIMH PE3yJIbTaTaMH
OO0yYeHHUS] OCYIIECTBISICTCS C IMOMOIIBI0 METOAMYECKUX MATEepPHUAIOB, MPEACTaBICHHBIX B
pazneine «TUMoBbIe KOHTPOJIbHbBIC 3aJaHMs WJIM WHBIC MaTEpHUaibl, HCOOXOAUMBIC ISl OLICHKU
3HAHWH, YMEHH, HAaBBIKOB M (MJM) OINbBITa JCATCIBHOCTH, XapPaKTEPU3YIOIIMX ITallbl
(bopMUPOBAHUS KOMITETEHITHIN)

3.1 Kputepuu onleHUBAHUS CTENEeHH OBJIA/ICHUSI 3HAHUSIMU, YMEHUSIMH, HABBIKAMH U
(WIH) ONBITOM JIeSITeJIbHOCTH, ONPeAe/Aolue YPOBHU C)OPMUPOBAHHOCTH KOMIIETEH Ui

IloporoBelii ypoBeHb (00IIHE XapaKTEPUCTUKH ):

— BJaJ€HHE OCHOBHBIM 00bEMOM 3HAHUI IO MIPOrpaMMe AUCHUIUINHBI;

— 3HaHME OCHOBHOM TEPMHUHOJIOTMU JAaHHOW 00JaCTH 3HAHWM, CTUJIMCTUYECKH TPaMOTHOE,
JIOTUYECKH MPaBUIBHOE U3JI0’KEHUE OTBETA Ha BOIIPOCHI 0€3 CYIECTBEHHBIX OIIUOOK;

— BJAQJICHUE HMHCTPYMEHTAapUEM JAMCLMILIMHBI, YMEHHE €ro HCII0JIb30BaTh B pPEIICHUU
CTaH/AapPTHBIX (TUIIOBBIX) 33]1a4;

— CIIOCOOHOCTh CaMOCTOSITEJILHO TPUMEHSATh THUIIOBBIE pEHICHHS B pamMKax paboueid
IpOrpamMMbl TUCHUILINHBI;

— YCBOGHHE OCHOBHOW  JUTEpaTypbl, pPEKOMEHJIOBaHHOW pabouedd  mporpamMMmon
JUCUUTLTAHBI;

— 3HaHHEe 0a30BBIX TEOPUI, KOHIICTIHUNA M HAMpaBJICHUH MO M3y4aeMOl IHUCHUIIINHE;

— caMocTosiTelibHasg paboTa Ha NPAKTHUECKUX 3aHATUAX, MEPUOIUYECKOE YydacTue B
IPYHIOBBIX 00CYX/IEHUSAX, 10CTATOYHBIN YPOBEHDb KYJIbTYpPbl UCIIOJTHEHUS 3a1aHUM.

IIpoaBuHYTHII ypoBeHb (00IIME XapaKTEPUCTHKN):

— JOCTaTOYHO IIOJHBIE M CHUCTEMAaTH3UPOBaHHbIE 3HAaHUS B O00BEME MPOrpaMMbl
JUCLUIINHBL,

— HCMOJB30BaHUE OCHOBHOW TEPMHUHOJIOTHMU JaHHOW 00JacTH 3HAHWUN, CTUIMCTHYECKU
IrPaMOTHOE, JIOTUYECKU IIPaBUIIbHOE U3JI0’KEHNE OTBETA Ha BOIIPOCHI, YMEHUE JI€TaTh BHIBOJIbI;

— BJIAQJCHHE HMHCTPYMEHTAapUEM JAMCLMIUIMHBL, YMEHHUE €ro HCIOJIb30BaTb B PEIICHUU
y4eOHBIX U MPo(hecCHOHAIBHBIX 3a/1a4;

— CIIOCOOHOCTH CaMOCTOSITENIBHO PellIaTh CIOKHbBIE 3a1aul (Ipo0JIeMbl) B paMKax paboueit
MPOrpaMMbl TUCHUIUINHBI;

— YCBOGHHME OCHOBHOM M JIOTOJHUTENIBHOW JMTEpaTyphl, PEKOMEHJIOBaHHOM paboueit
IIPOrpaMMOil TUCLUIUIMHBI;

— YMEHHME OpUEHTUPOBAaThCA B 0a30BbIX TEOPUAX, KOHUENIUSAX U HAMpPaBICHUSIX IO
M3y4aeMol TMCUUIUIMHE U AaBaTh UM CPABHUTEIBHYIO OLICHKY;

— caMmocTosiTeNbHas pa0oTa Ha MPAKTHMYECKUX 3aHATHUAX, y4yacTHe B TPYIMIOBBIX
00CYKJI€HUSX, BBICOKUI YpOBEHb KYJIbTYpPbl UCIIOJHEHHS 3a1aHUH.

Bbicokuii ypoBeHb (001111€ XapaKTEPUCTUKH ):

— CHCTEMaTM3MpOBaHHbIE, TIJyOOKME W  TIOJIHbIE 3HAHHMA 10 BCEM pa3jeiam
JUCLUIINHBL,

— TOYHOE MHCIOJIb30BaHHE TEPMHUHOJOTHUU JaHHOM 00JacTH 3HAHUM, CTUIMCTUYECKU
rPaMOTHOE, JIOTHYECKM IIPaBUJIIBHOE W3JI0)KEHHE OTBETa Ha BOIPOCHl, yMEHHUE JeNaTh
000CHOBaHHbIE BBIBOJIBI;

— 0Oe3ynpedyHoe BIIaJIEHUE MHCTPYMEHTApUEM JCLUTIINHBL, yMEHUe €ero
MCIIOJIb30BaTh B IOCTAHOBKE M PEIICHUH HAy4YHBIX M MPOQPECCHOHANBHBIX 3a/1aY;

— CHOCOOHOCTh CaMOCTOATENBHO W TBOPYECKH pelIaTh CIIOKHBIE 3a7a4ydl (MpoOsieMbl) B
paMKkax pabodell mporpaMMbl JUCIUIUIMHEI,

— MOJIHOE U TJyOOKOE YCBOGHHE OCHOBHOM W  JIONOJHUTENIBHOM JIUTEpaTyphl,
PEKOMEHI0BaHHOW pabouel MporpaMMoil IUCHUIUIHHBI;
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— YMEHHME OpPHUEHTUPOBATHCS B OCHOBHBIX TEOPHAX, KOHLENLUAX M HAINpPaBICHUAX IIO
M3y4aeMOM TUCLUUIUIMHE U AaBaThb UM KPUTHYECKYIO OLICHKY;

— aKTHUBHAs CaMOCTOSITENIbHAsI paboTa Ha MPAKTUYECKUX 3aHATHUSAX, TBOPUECKOE YHACTUE B
IPYNIIOBBIX 00CYKICHUSAX, BRICOKUN YPOBEHb KYJIbTYPbhI HCIIOTHEHHS 33 JaHHA.

3.2 Onucanue npoueaypbl BbICTABJICHUS] OLCHKHU

B 3aBucumocTH OT ypoBHA C(HOPMUPOBAHHOCTH KaXJA0H KOMIIETCHLIMH 0 OKOHYAHUHU
OCBOCHMS AMCLUIUIMHBI CTYIEHTY BBICTaBJIAETCS  oOLEHKAa. JlJId JUCUUIUIMH, U3y4aeMbIX B
TE€YEHHE HECKOJIBKHUX CEMECTPOB, OLIEHKA MOJKET BBICTABIATHCA HE TOJBKO 10 OKOHYAHHUU €€
OCBOCHMS, HO U B IPOMEKYTOUHBIX ceMmecTpax. Bux OHEHKM («OTIMYHO», «XOPOLIO»,
«yJIOBJIIETBOPUTEILHO», «HEYIOBICTBOPUTEILHOY») oOmpernenseTcs pabouyeil mporpammoit
JUCLUIUIMHBL B COOTBETCTBUU C YYEOHBIM IIAHOM.

OneHka «OTJIIMYHO» BBICTABJIAETCA CTYAEHTY, Yy KOTOPOro KaKJIas KOMIIETEHIIUS
(TTOJIHOCTBIO MJIM YAaCTHYHO (popMupyemasi JaHHOH IUCHMILIMHOIN) chOpMHUpPOBaHA Ha BBICOKOM
YPOBHE.

OrmeHka «XOpOILO» BBICTABISETCA CTYIEHTY, y KOTOPOro KakJIas KOMIIETEHIIMS
(TTIOJTHOCTBIO WJIM YaCTUYHO (OpMHUpYyeMasi JaHHOW JUCHUIUIMHON) C(OPMHUPOBAHA HE HIXKE, YEM
Ha MPOJIBUHYTOM YPOBHE.

OneHka «yJOBJIETBOPUTENIbHO» BBICTABISAETCS CTYINEHTY, y KOTOPOIrO KaxKias
KOMIIETEHIUS (ITOJTHOCTBHIO WIIM YaCTUYHO (popMUpyeMast JaHHON JUCHUINIMHON) c(OopMHUpOBaHa
HE HIKE, YEM Ha MIOPOrOBOM YpPOBHE.

O1eHKa «HEyIOBJIETBOPUTEIBHO» BBICTABISAETCS CTYICHTY, Y KOTOPOro XOTs Obl OjHa
KOMITETEHIHS (ITOJTHOCTHIO WIIM YaCTUYHO (OpMHUpYyeMasi JaHHOW JUCHUTUIMHOW) chOopMHUpOBaHa
HIDKE, YeM Ha TIOPOrOBOM YPOBHE.
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IIpunoxkenne Ne 2 k paGoueil mporpaMme M CUHUIIIMHBI
«3amuTa B ONEPALMOHHBIX CHCTEMAX»

MCTOIII/I‘-ICCKI/IC YKazaHudd 1Jisl CTYACHTOB 110 OCBOCHHIO JTUCIHTUIIJINHBI

OcHoBHOI (opMOH H3TOKEHHUsI Y4eOHOro MaTepuaia IO IUCHUIUIMHE «3ammra B
OTIEPALIMOHHBIX CHCTEMAax» SIBISIOTCS JICKIMH, IPUYEM B JIOCTaTOYHO OONIBIIOM o0beMe. DTo
CBS3aHO C TE€M, YTO JaHHAs JUCIUIUIMHA HAXOJUTCS KaK Obl HA CTHIKE MEXIY AUCHUILTUHAMU
«AnmapaTHble CpPEICTBA BBIYMCIUTEIBHON TEXHUKNW» U «OIlepaliOHHbIE CUCTEMBI» B YacTH
anmapaTtHoro o0ecrevyeHUs 3allUThl BHIYMCIUTENIBHBIX MPOIECCOB M HMCIOJIb30BAaHUS IMaMSTH,
METOJIOB XPAHEHWsS JAaHHbIX, W JAUCHUIIMHAMH «OCHOBBI IOCTPOEHMS  3aIMILEHHBIX
KOMIIBIOTEPHBIX ceTei» U «OCHOBBI MOCTPOEHUS 3alIMIIEHHBIX 0a3 naHHbIX». Kpome Toro,
OUYEBHUJIHO, YTO JaHHbIE O MexaHu3Max Oe3zomacHocTH OC eXerogHo MOMOJHAIOTCS CEPHIMU
naTdel mojcucTeM 0€30MaCHOCTH K aKTyallbHbIM OINEPAI[MOHHBIM CHCTEMaM U JIOTIOJHSIOTCS C
BBIX0JI0M HOBBIX Bepcuit OC.

JUjis yCHenrHoro OCBOEHUS TUCIUIUIMHBI Ba)XXHO YIIIyOJE€HHOE H3y4yeHHE HEKOTOPBIX
pazzenoB «3amuTa B ONEpalMOHHBIX CUCTEMAax)» CaMOCTOSITENIbHO, B KAUE€CTBE BBIINOIHIEMbIX B
JOMAIITHUX YCJIOBUAX 3agaHuil. OCHOBHAs 11e€Jb CAMOCTOSTEIbHBIX PabOT — MOMOYb HE TOJIBKO
YCBOUTH TEOPETUUYECKNE OCHOBBI U IPAKTHUUECKHUE METO/bI 3aIUTHI B ONEPAIIMOHHBIX CHUCTEMAX,
HO U paCIIUPUTh CBOM 3HAHUSA JO MOJHBIX U CUCTEMHBIX. [[1s 3TOro HEoOXOAMMO 3HATH U
NOHMMATh JIEKIMOHHBIN MaTtepuasl. Marepuai, 3aKOHCIIEKTUPOBAHHBIN Ha JIEKLIMSIX, JONOJIHSAET
MpE/ICTaBICHHBIN B mpeanaraeMoil yueOHoi nuteparype. HeoOxonumo aoma mpopabarbiBaTh
3TOT MaTepuall ¥ JONONHATh HOBEWIIEeH aKTyalbHOW uWH(OpManued, MOJy4eHHOH Ha
KOHCYJIbTAIMX, TPAKTHUECKUX 3aHATUSAX U U3 PEKOMEHIOBAaHHBIX pecypcoB ceTu MHTepHeT.

JUis mpoBEepKH M KOHTPOJS YCBOEHHSI TEOPETUYECKOrO0 MaTepuasa, MPUOOPETEeHHBIX
MPAKTUYECKUX HAaBBIKOB HCIOJIB30BaHUS Yy4eOHOH JuTepaTyphl, B TEUEHHE OOYUYCHHUS
NPOBOJSTCS MEpPONPUATHS TEKYIIeH aTTecTallii B BHJAE KOHTPOJIBHOW paboThl W psaa
CaMOCTOSITENIbHBIX Pa0OT B JOMAIIHUX YCIOBUSAX. BapuaHThl 3aaHuil BBIJAIOTCS yJalluMCs Ha
NOCJIEIHEM Yace JIEKLIMOHHBIX 3aHATHH M0 KaxIoW u3ydaemon Teme. OLeHKa U oOCyKIEHHE
BBIMOJIHEHHBIX ~CTYAEHTAaMM 3aJJaHUH IO CaMOCTOSTEIbHONH paboTe NPOM3BOAMUTCS Ha
IMPAKTUYECKHUX 3aHATHSAX M YUUTHIBACTCS, HA Py C pe3ysbTaTaMu MPAKTUYECKUX 3aHATUH, IIPU
OLIEHKE TEeKyIIeH ycmeBaeMocTH. Takke MpH HEOOXOJUMOCTH MPOBOASTCS KOHCYJBTAIMH T10
pa3z0opy 3alaHuUil A7 CaMOCTOSATEIbHOW pPAabOTHI, KOTOPbIE MOTYT BbI3bIBaTh Yy CTYICHTOB
3aTpyJHEHUS.

B kxoHme cemectpa H3y4yeHUS IUCLUIUIMHBI CTYJIEHTBI CHAIOT 53K3aMEH. OK3aMeH
NPUHUMAETCS MO 3K3aMEHALMOHHBIM OMJIeTaM, KaXJbli M3 KOTOPHIX BKJIOYaeT B ceds JBa
TEOpeTUYECKUX Bompoca. Ha caMocTosTeNbHYIO IOJATOTOBKY K SK3aMEHY BhIJIENsieTcs 3 JIHs, BO
BpEMs MIOATOTOBKY K DK3aMEHY NPEAYCMOTpPEHA IPYIIIOBasi KOHCYJIbTALINS.

CaMoCTOSATENBHO OCBOUTH BOMPOCH! JUCIUIUIMHBI «3aIlUTa B ONEPAIIMOHHBIX CHCTEMaX»
CTYACHTY KpaiHe CI0XXHO. DTO 00YCIIOBIEHO TE€M, YTO CTYJEHTHI cl1ab0 MPEACTABISAIOT 00BEMbI
U XapakTep MOCTOSHHO MpoBoAuMOil pazpadboTunkamu OC paOoTsl B MHTEpecax 10padOTKH Koja
OC st COBMECTHMMOCTH C DPAa3JIMYHBIMU amlapaTHbIMU pelIeHUsSMH M Ooyiee aJeKBaTHOTO
COOTBETCTBHUSl 3alIUTHBIX MEpP IIOCTOSIHHO PAcTyIMM IO YPOBHIO M XapakTepy yrpo3am
0€30IacCHOCTH.

[IpoGneMbl 3amUTHl B ONEPAIIMOHHBIX CHCTEMax OCJIOXKHSIIOTCS HAaTU4YUEeM «0aroB» u
«OKCIUIOHTOBY», 3aJI0KEHHBIX 3apyOeKHBIMH MPOM3BOJUTEISIMH  allapaTHO-IPOrPAMMHBIX
pelIeHuit B COOTBETCTBUH C 3aKOHOIATEIHCTBOM I0 HallMOHAIbHOM Oe3omacHocTu. [loatomy,
SBISIETCS COBEPILICHHO HEOOXOUMBIM IMOCEUICHNE CTYIEHTAMU BCEX ayAMTOPHBIX 3aHATUH, TIe
UM pa3bsACHSAETCS 1edb W CYTh HEIOJIHOTO IMpeACTaBiIeHUs HH(OpMalUU POCCUMCKUM
NOTPEOUTENAM O 3amagHbIX HMH()OPMAIIMOHHBIX TEXHOJOTHMSX M, KOHKPETHO, O COCTaBe U
Ha3HAYeHUM 3allUTHBIX MexaHu3MoB wuHocTpaHHbix OC. B pesynbrare ¢opmupyercs
NaTPUOTUYECKAss  TMO3UIUS, HENPUMHUPUMOCTh K  JIIOOBIM  acmekTaM  HHOCTPaHHOTO



NPOHUKHOBEHHUs K 3amuiiaeMoi B Poccum uHpOpManuMu ©  yHpaBieHUS POCCUHCKUMHU
MH(POPMALIMOHHBIMH CUCTEMaMHM, HETEPIMMOCTb K HJICOJIOTMH TEPpOpU3Ma, 3KCTPEMU3MA,
WHOCTPAHHOIO  IPOMBIINIEHHOIO M TOCYJapCTBEHHOIO  IINHOHaxa. B pe3ynbrare
apryMeHTHPOBAaHHO (OpMUpYETCs YOEKIAEHHOCTh B HEOOXOJUMOCTH HPOQEeCCHOHATBHOIO
IIPOTUBOAEHUCTBUS METOJaM KOMIIBIOTEPHON DPa3BEIKU U CTpeMJIEHMsI 0oJjiee IOJHO BIIAJIEThH
UMEIOIMMHUCS B ONEPAlIMOHHBIX CUCTEMAX CPEeICTBAMU KOMIIBIOTEpHOM OezomacHocTu. ViMeHHO
Ha ATOH OCHOBE M Pa3bsCHAIOTCS OCHOBHBIE Y4eOHBIE BONPOCH «3aIIUTHl B ONEPAIIMOHHBIX
CUCTEMAX».
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