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1. I{esiu OCBOECHUSA TMCHUTNIUHBI

Hucuummua "MeTtoasl u cpelncTBa KpHUNTOrpaduyeckod 3amuTbl  MHGOpManuu'
obOecnieunBaeT npuoOpeTeHne (PyHIAMEHTAIBHBIX W MPO(EecCHOHANBHBIX 3HAHWN, YMEHHH H
HaBBIKOB B COOTBETCTBHH ¢ DeiepaibHbIM roCy1apcTBEHHBIM 00pa30BaTeIbHBIM CTAaHAAPTOM 10
crenuansHocTd  "10.05.01-KomnbroTepnast ~ Ge3omacHOCTh"  (YPOBEHB  CHCITHAIHMTETA),
coneiicTByeT (yHIAaMEHTAIM3aUuU O00pa3oBaHUs, pPAa3BUTHIO JIOTHUECKOT'O MBIIUICHUS U
(GbOopMUPOBAHHIO MATEeMAaTUYECKOTO U OOIIEHAyYHOro MHUpPOBO33peHus. Llenbio u3ydeHus
JUCUMIUIMHBL ~ SIBJISIETCS  OBJIQZICHWE Oa30BBIMH TMOHATHUSMH M METOJAaMH B 00JIaCTH
Kpuntorpauueckoil 3amuThl HMH(QOpPMAlMM, OBJAJCHHE COBPEMEHHBIM MAaTeMaTUYECKUM
amnmapaTtoM, HCIONB3YeMbIM B KpunrTorpadguu s JaJbHEHIIEr0 HCIOJNb30BaHUS B
MPUIIOKEHUSX.

2. MecTO AMCHUIIUHBI B CTPYKTYpe 00pa30BaTe/IbHON MPOrpaMMbl

HuctmrumHa «MeToabl M cpeicTBa KpUNTOrpaduyeckod 3ammThl  HH(DOpMAIUm)
OTHOCUTCSI K 00s13aTeNIbHOM YacTh 0Opa3oBaTenbHOM nporpammbl. OHa UTpaeT UCKIIOUUTENBHO
BaXHYIO pOJb s Npo(ecCHOHATBbHOM MOATOTOBKM creuuanucra. llpu ee wusyueHum
CYILIECTBEHHO MCIIOJIb3YIOTCS 3HaHHUS, ITOJIyYCHHBIE IIPU U3YYEHUU MAaTEMaTUYECKUX JUCLIUILINH
"Anrebpa", "Teopus uncen", "/luckpernas maremaruka', "Muapopmaruka" u "Maremarndyeckas
JIOTUKAa W TEOpHsl anropuTMoB". 3HAHMS, YMEHMsS WU HABBIKU, IIOJYYECHHBIEC I[P H3y4YEHUU
JUCIUATUTHHBL "MeTO/IbI U CpeAcTBa KPUMITOTpahuuecKon 3auiuThl HHQOpMAIH'", HCTIOIB3YIOTCS
00yyaeMbIMH IIPU U3YYEHUH MTPO(HECCUOHABHBIX U CIELUANIbHBIX IUCIHUILINH.

3. [lnanupyeMble  pe3yJbTaTbhl OOy4YeHHS] 1O  JUCHUIJIHHE, COOTHECEHHbIE C
IUIAHUPYEMBIMH Pe3yJIbTATAMH 0CBOEHHUSI 00Pa30BaTe/JbLHOMH MPOrpaMMbl

ITponiecc u3ydyeHus AUCUUILIMHBI HAlIpaBieH Ha (JOPMUPOBAHUE CIEAYIOIIUX HJIEMEHTOB
komneTeHMi B coorBercTBUU ¢ ®PI'OC BO, OOII BO u npuoOpeTteHust cieayomux 3HaHuM,
YMEHUH, HaBBIKOB U (WJIM) OIBITA 1A TEbHOCTH:

Dopmupyemas
KOMMNeTeHIHs
(koa u opmyIHpPOBKA)

HNaankaTop 10CTHKEHUSA
KOMIeTeHIIN U
(kox M popMyJIHpPOBKA)

Ilepeyenn
IUIAHMPYEMBIX Pe3yJIbTATOB 00y4YeHus

OowenpodgeccuoHaJbHbIe KOMIIETCHIHH

OIIK-3

CriocobeH Ha OCHOBaHUH
COBOKYITHOCTH
MaTeMaTHYeCKUX
METO/IOB pa3padaThiBath,
00OCHOBBIBATH H
peann3oBHIBATH
MPOLEAYPHI PEIICHUS
3a1a4

HU-OIIK-3.2
OcymiecTBIsSET MOCTAHOBKY
3aJla4d, BEIOUpaeT crocod
ee pelieHus

3HaTh:

OCHOBHBI€ TIOHSITHS, TPUHIIMTINATILHEIC
PEe3yJIBTAaThl K METOIbI KPUNTOTpaduiecKoi
3aIIUTHl HHPOPMALIUH

Ymersn:

pemiats 3aa4u, CBI3aHHbIE C aHATH30M
CTOMKOCTH aJITOPUTMOB KPHITOTpahUIECKOI
3alUTHI THPOPMAITUH

npodeccnoHaNbHON H-OIIK-3.3 Bnagers HaBBIKaAMM:

JeSITeTbHOCTH [Ipumensier 000CHOBaHUS CTOMKOCTH B PaMKax Pa3inYHbIX
MaTeMaTHYECKHI anmapar | MOJX0/I0B K OTPENIEIIEHUIO CTOWKOCTH
JUISL pELICHUs! TPUKIIATHBIX
U TEOPETHUYECKUX 3a1a4

OIIK-10 H-OI1K-10.1 Ymetn:

Cnocoben Croco6eH UCIob30BaTh ctpouts JIPII MakcuMansHOTO TIEPHOA;

AHAJIM3UPOBATH

METOABI ajdredpanyeckoi

BBIYUCIIATH JII/IHefIHyIO CJIOKHOCTD




TEHJCHIIUU Pa3BUTHS
METOJ/IOB ¥ CPEJICTB
KpunTorpahudeckon
3alUThl HTHPOPMAIIUH,
UCIIOJIb30BaTh CPEICTBA
Kpurrorpadgudeckoi
3alUTHl HTHPOPMAIIUU

AJITOPUTMUKH, OCHOBHBIC
(baKTI)I U IIOHATHUA IJIA
pelICHUA MPUKIAAHBIX
3aga4

IOCICaOBATCIBbHOCTH.

H"-OIIK-10.2
Croco0eH UCIoIb30BaTh
TEOPETHUKO-YHCIIOBBIC

3HaTh:
TpeOOBaHMsI K MapaMeTpaM aCCUMETPUIHBIX
KPHUIITOCUCTEM M METOJIbl UX TCHEPAIUU

MIPH PEIICHUM 33184 METO]IbI, OCHOBHBIC ()aKThl | YMeETh:

npodecCHOHANTEHON M IOHSTHS IJIS1 PEIICHHS TeHepUPOBATh MTApaMETPHI ACCUMETPUIHBIX
JIESATEIIbHOCTH MPUKIIAJIHBIX 33]1a4. KpPHUIITOCUCTEM

OIIK-2.1 H-OIK-2.1.2 Baaners HaBbBIKAMM:

Cnocoben CnocobeH pa3padaTsiBaTh | pa3pabOTKH M IPOrPaMMHON pearn3ainu
pa3padaThIBaTh ITOPHUTMBI, HCTIOJB3YEMbIE | AJITOPUTMOB KPHIITOrpapHUECKON 3aIUTHI
AITOPUTMBI, B COBPEMEHHBIX nH(pOpMaIuu

pealu3yIoNue MaTeMaTHYECKUX METOJIaX

COBpPEMCHHBIE 3alUTHI THPOPMAITIH

MaTeMaTHYECKAE METO/IBI
3alIUThl HHPOpMAIHN

H-OIlK-2.1.1

IIpumensier 3HaHue
(dbyHIaMeHTaIbHBIX
pa3zesioB MaTeMaTHKH JUTS
pa3paboOTKu METO/I0B
3alIATH THPOPMAIIH

Baanerb HaBbIKaMM:

UCIIOJIb30BAHMS CHCTEM KOMITHIOTEPHOM
anreOphl T TeHepaIuy TapaMeTpOB
ACCHMETPUYHBIX KPUIITOCUCTEM,;
pa3paboTKH M MPOrpaMMHOMN pear3aliu
AITOPUTMOB aHaJIK3a KPUIITOrpadhuIeCKn

CTOHKNX S-0JI0KOB.

4. O0beM, CTPYKTYpa U coJep:KaHue TUCHUTIINHBI

OO01mmast Tpy10eMKOCTh TUCIUTUIMHBI COCTABIISICT / 3a4STHRIX eIUHUIL, 252 aKaj. 9acoB.

Ne Tembl (pa3aenbl) Buapl yueOHBIX 3aHATHIA, DopMbI TEKYLLIET0
n/m AUCIUILIMHBI, BKJIIOYASI CAMOCTOSITEJILHYI0 | KOHTPOJISI yCIIeBAeMOCTH
HX Cco/iep:KaHHe pPabGoTy CTY/A€HTOB,
H X TPYI0EMKOCTh dopMa NpPOMeKYTOYHOM
(B akajileMH4YeCKHX 4acax) aTTecTanuu
& no cemecmpam
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Bopnas nexiust. OCHOBHBIE
1 |moHsATHS M 3a1a4u 6 2 VYeTHBIi onpoc
KpunTorpadhun
3amanus ans
5 [Ipocreiimne uctopuyeckue 6 2 4 1 6 CaMOCTOSITENTFHON PaboTHI,
MUQPEI U UX KPUTITOAHAIN3. YCTHBII OIpocC,
npakTHaeckas padora Nel
3amanus ans
3 |CroiikocTh mudpoB. 6 | 10 | 10 3 8 |camocTrosTensHOI PadoTHI,
YCTHBIN OIIpoC
[ToTounsie mudpsI 1 Samauns mis
4  |renepanus 6 | 10 | 10 3 10 |camocTosTeNnbHOM paboTHL,
TICEBI0CITYYaiHbBIX YCTHBIH OIpoc,




MIOCJIE0BATENBHOCTEN. mpakThyeckas padora Ne2
Samauus mis
8 CaMOCTOSITEITEHOM paboTHI,

5 |bio4Hble HIHQPHI. 6 8 8 3 N
YCTHBIN OMpoc,
npakTuueckas pabora Ne3
03| 1,7 3auer
Hroro 3a 6 cemecTp 32 | 32 10 | 03| 337

108 akan. yacoB

3aganus amus

6 |Xem-¢pyHKIuU. 7 4 4 6 |caMOCTOSTEILHOM PaboTHI,

YCTHBIH OIIPOC.
3aganus amus

AcuMMeTpu4Has CaMOCTOSTENIbHOMN padoTHI,
7 716 6 1 8 .
KpHITorpagdusi. YCTHBIH O1Ipoc,
mpakTuieckast padora Ned
8 |YmpasneHue KIOYaMH. 7 2 2 VYcTHBIl onpoc.
3anaHus nus
9 |Dnements! kpunroananuza. | 7 | 10 | 14 1 14 | CAMOCTOATEILIION padoret,
YCTHBIH O1Ipoc,
npakTuieckasi pabora Ne5
Hekotopsie coBpeMeHHbIE
HAaIpaBICHUs 3anarus L
10 7 110 8 1 11 |camocTosiTenbHOM paboTHL,
KpUNTOrpadhuaecKux N
. YCTHBIH OTIpoc
HCCIIeIOBaHUH.
2 105 335 JK3aMeH
Bcero 3a 7 cemecTp 32 | 32 5105 745
144 akan. yaca
HUTOI'O 64 | 64 15 | 0,8 | 108,2

Copneprxanue pa3aeioB THCHUILTHHBI:

Tema 1. BBognas jexkuusi. OCHOBHBIC IOHATHSA M 321a4¥ Kpunrorpagum.

Kparkas wuctopus kpunrorpadguu. 3amaun B oOnactu obecriedeHus HH(POpMAIMOHHON
0e30MacHOCT M MeTonAbl 3amuThl HHQopMmanuu. Kpunrorpapuueckre MeTOIbl 3aIIUThI
uHpopMalnu, UX 0coOeHHOCTb. Mojenb cucteM nepenaun MHpopmaruu. CUMMETpUYHBIE U
acUMMeTpu4Hble KpunrocucreMbl. Kpunroananus u kpunrocunres. Ilpunnun Kepxroddea.
Tumnbl atak Ha Kpunrtocuctemy. @opmanbable Mojenu mugppoB. Knaccudukanus mudppos mno
Pa3IUYHBIM NpU3HaKaM. Moenu OTKPBITHIX TeKCTOB. OlIeHKa YMCIIa OCMBICIIEHHBIX TEKCTOB.
Tema 2. IIpocreiimue ncropuyeckne MuGpbl ¥ KX KPUNTOAHAJIN3.

Mudp Le3aps, apdunnsiit mmdp, mmdp npocroit 3amensl, mudp Xuia, mudp nepecTaHoOBKHY,
mmdp Buwxkunepa, mmmdp rammupoBanus. X kpuroanamus.

Tema 3. CroiikocTb IH(pPOB.

Anrebpanueckasi U BEpOATHOCTHas Mojenb mudpa. Teoperuueckas CTOMKOCTh HMIM(POB IO
[lTennony. Teopema lllennona. llludp Beprama u ero coBepieHHasi CTOMKOCTb. DHTPOMHS U €€
cBoiictBa. M30bITOuHOCTH s3bIKa. OllEHKAa 4YHUClAa JIOKHBIX KIIOYEH M paccTosHue
€AMHCTBEHHOCTH. Jlpyrue mnoaxoAbl K OIpeneneHuio croiikoctu mmudpa. OTHOCTOPOHHUE
(GyHKIMH W OAHOCTOPOHHME (YHKIUM C «iazeifkoil»y. CeMaHTHuYecKass CTOHKOCTb H
MOJIMHOMHAJIbHASI CTOMKOCTb.

Tema 4. Ilorounbie LUGPbI K TeHEPANMSA MCEBAOCTYYANHBIX M0CJIE0BATEIbHOCTEH.
[Torounsle mudpel u npuHnunbel ux noctpoenus. ['eneparopsr TICII. Kpunrtorpaduuecku
croiikue ITICII. JluneliHble pekyppeHTHbIE mnocienoBarenpbHocTH. OueHka nepuoxa JIPIL
Munumanesbiidi MHOTOwieH JIPII. JIuHeiHas CIOXHOCTh MOCIEI0BATEIBHOCTH. AJTOPUTM
Bbepnexamma-Meccu. Mertoasl  ycnoxknenuss JIPIT:  unpTpytomme u  komMOMHHpYROIUE
rereparopsl. [Ipumepsr motounsix mmppos: A5, RC4, CSS (Content Scramble System).



Tema S. birounbie mu@psbl.

brounsle mmdper 1 npuHnunel ux mnoctpoeHus. Cerp Dedicrens. Amroputm DES u ero
Bapuantel (3DES, DESX). Anroputm «Marmay» (I'OCT 28147-89). SP-cetb. Anroputm AES.
Anroput™ «Ky3ueunk» (ITOCT 34.12-2015). Pexxumbl HCIIOIB30BaHuUs OJ0YHBIX MIH(POB.
Tema 6. Xem-pyHKuuu.

beckitoueBbie U KitoueBble Xenl-pyHkuuu. Mertonsl noctpoenus xem-pyHkuuid. [Ipumenenue
xem-¢pynkuuit. [pumepsr xem-¢pynknuii: «Ctpudor» (FOCT P 34.11-2012), MDS5, SHA,
HMAC, ¢yHK1IMM Ha OCHOBE OJIOYHBIX IIH(POB.

Tema 7. AcuMMeTpHYHass Kpunrorpagus.

BreruncnurensHo cnokHble 3amauyd MateMaTukd. Cxema RSA u ee aganus. Cxema Dnp-I"amaist.
Cxema Mepkisa-Xemmana. ['ubpunnas cxema mmudppoBanus. Hudposas moanuce. Cxembl
nudposoit moanucu Ha ocHoBe RSA. Cxema mudpooit noanucu Inb-I'amansa: 'OCT 34.10-
2012, ECDSA. Cxewmsl crienoit nognucu. CepTugHKaTsl 1 HHPPACTPYKTYpa OTKPHITHIX KIFOUEH.
Tema 8. YnpaBiieHue KJI09aMH.

KittoueBas cucrema. JKXuzHeHHbIH UK Kiroueid. [lorsTre kpunrorpadguueckoro mpoTokoa.
[Tporoxoinbl BeipaboTKH o6mIero kitoya. [IpoTokomnsl mepemaun kimoyeil. Cxembl pasjelieHus
CeKperTa.

Tema 9. Jj1eMeHTbl KPUNITOAHAIH3A.

Kpunrorpaduueckue cBoiictBa otoOpakenuii. Henuneitaeie OyneBsl Gpynkiun. beHT ¢yHKumy,
KOPPEJSIIIMOHHO-UMMYHHBIE M anredpandyecku-uMmyHHble GyHKuu. [luddepenuunansHo-
paBHOMepHBIE (QYHKIMM W uX cBoiictBa. APN oToOpakeHusi. AHamIM3 M IOCTPOCHUE
Kpuntorpadguuecku cToiikux S-61okoB OmouHBIX MmUGPoB. OOIIME METOABl KPUIITOAHATU3A
mmdpoB. MeToasl KOMIpoOMECCa BPEMEHM M TAaMATH: METOJ BCTPEYH MOCEPEIHHE, METO
Xennmana. Ilpumenenue mnapagokca AHeW poxaeHus. AnreOpanueckue METOIbl aHalu3a
mmdpoB. Merox nuHeapu3anmu. CTaTHCTHYECKHWE METOMAbI aHanu3a MHUQpoB. JIMHEWHbI u
muddepeHIManbHbI KpunToananu3. KoppensinoHHble aTaku Ha MOTOYHbBIE MU (PHI.

Tema 10. HexoTopble coBpeMeHHbIe HAIPABJIEHUS] KPUNITOrPaguYeCKUX Hcciel0BaHHUil.
KBantoBeie Bbluncienus. KsanTtoBoe pacmnpenenenue  kmoueid.  Anroputm  Iopa.
[ToctkBanToBast kpuntorpadus. Kpunrorpadus, 6azupyromasics Ha pemerkax. Kpunrocucremsl
GGH u NTRU. OOGyuenue c¢ ommbkamu (LWE). VMcnonp3oBanue Teopuu KOTUPOBAHUS B
kpunrorpaduu. Konsr I'onmel. Kpuntocucrema McEliece. Kpuntorpadus, 6azupyromiasics Ha
rpynmnax. Kpunrorpadguueckue npoTokossl Ha 6a3e KOMOMHATOPHOM Teopuu rpymil. ['pynmsl koc
U TIPOTOKOJIBI HA X ocHOBE. Kpunrorpadus Ha OCHOBE JUIMIITUYECKUX KPUBBIX.

5. Oﬁpa3OBaTe.]'[bHLIe TEXHOJOIMH, B TOM YUC/I€ TCXHOJOIMM IJECKTPOHHOI'O Oﬁy‘leHI/Iﬂ H
AUCTAHIUOHHbIC 06pa3OBaTeJ'll)Hble TEXHOJOI'MH, HCHOJIbL3YEMbIC IIPH OCYHIECTBJICHUH
06p330B3T€J’IbHOF0 nmpounecca mo JTMCuMIlJIinHe

B nporiecce 00ydeHuns: UCTIONB3YIOTCS cielylolue 00pa3oBaTeIbHbIe TEXHOJIOTHU:

BBoaHasi Jeknusi — 1aeT NEpBOE LIEJIOCTHOE NPEJACTaBICHHE O JUCHUILUIMHE U
OPUEHTHUPYET CTYACHTA B CUCTEME M3YYEHUs NAaHHOW JUCHMIUIMHBL. CTYyAEHTHI 3HAKOMSATCS C
Ha3HAYeHHEM U 3aJayaMy Kypca, €ro poJibl0 U MECTOM B CHUCTEME Y4YEOHBIX JUCLMIUIUH U B
cucTeMe IMOATOTOBKM B 1ejoM. Jlaercs kpaTkuii 0030p Kypca, UCTOpHS pa3BUTHS HAyKU U
MPAKTUKHU, TOCTHXKEHUS B 3TOU cdepe, MMeHa U3BECTHBIX YUEHBIX, N3JIaraloTcs NepCreKTUBHbIC
HampaBlieHus uccienoBaHuil. Ha 93TOM  JneKnuM  BBICKA3bIBAIOTCS  METOJUYECKHE U
OpraHU3al[IOHHbIE OCOOEHHOCTH paboThl B paMKax NaHHOW AWCHUUIUIMHBI, a TaKXKe JIaercs
aHaJIN3 PEKOMEHIyeMOol y4yeOHO-METOJUUECKOM JTUTEepaTypHl.

AKkajieMHYecKas JIeKIHs ¢ 3JeMeHTaMH JeKInu-0ecelbl — IOCIeA0BaTEIbHOE U3JIO0-
KEHUE MaTepuasa, OCYIIECTBISEMOE IPEUMYIIECTBEHHO B BHUIE MOHOJIOra IPENOJaBaTEls.
DOneMeHThl JIeKIMU-0ece bl O00eCHeurnBalOT KOHTAaKT TMpENojaBaTeNis € ayauTOpueHd, uTo
MO3BOJISIET TNPUBJIEKaTh BHUMAHUE CTYJACHTOB K HambOoyee BaKHBIM TeMaM JUCLHUIUIMHBI,



aKTUBHO BOBJIEKaTb MX B Y4eOHBII Mpolecc, KOHTPOJIUPOBATH TEMI H3JIOKEHHUS Y4eOHOTo
MaTepHuaya B 3aBUCUMOCTH OT YPOBHS €r0 BOCIIPUSATHSA.

IIpakTnyeckoe 3aHsiTHE — 3aHATHE, IOCBSILIEHHOE OCBOEHUIO KOHKPETHBIX YMEHUH U
HAaBBIKOB I10 3aKPETUICHUIO TIOJYY€HHbBIX Ha JIEKI[UU 3HAHUM.

KoncynbTanum — BuJ y4eOHBIX 3aHATUH, SBISIONUACS OMHON W3 (GOPM KOHTPOJIS
CaMOCTOSITENIbHOM ~ paboThl  CTyAeHTOB. Ha KOHCynmpTamusx MO Mpock0e  CTYIEHTOB
paccMaTpuBaIOTCSl HauOoJiee CIOXKHBIE MOMEHTHI HpPHU OCBOSGHHHM MaTrepuana JUCIHILINHEI,
IIpEenoiaBarelib OTBEYAaeT Ha BOIPOCHI CTYJIEHTOB, KOTOpPbIE BO3HUKAIOT Y HUX B IpoLecce
CaMOCTOSITENIbHON PaOOTHI.

6. [lepeyeHb JHIEH3HOHHOT0 W (WJIM) CBOOOJHO PACHPOCTPAHSIEMOr0 MPOrPaMMHOIO
ol0ecrieyeHusi, HMCHOJb3yeMOr0 IPH OCYLIECTBJIEHHH O00pPa30BaTeJBbHOI0 Ipouecca IIo
AUCHUILINHE

B npomecce ocymectBieHHs ~—00pa3oBaTENBHOIO — Tpolecca MO  JAUCHUIUIMHE
UCTIOJIB3YIOTCS:

st GOPMHUPOBAHUST MATEPHAJIOB JIJIsl TEKYIIErO KOHTPOJIS YCIIEBAEMOCTH M MIPOBEICHUS
MIPOMEKYTOYHOM aTTeCTAINH, U1 (OPMUPOBAHUS METOAMYCCKUX MATEPHUAIIOB IO TUCIUTIIHHE:

- mporpammbl Microsoft Office;

- u3zareabckasa cucrteMa LaTex;

- Adobe Acrobat Reader;

JUTSL IPOBEICHUST IPAKTHYSCKUX 3aHATHIH:

-CHCTeMa KOMITBIOTEPHOH anreopsl SageMath

7. IlepeyeHb COBpPeMEHHBIX NPO(ecCHOHAIBHBIX 0a3 JAHHBIX H HMH(OPMAIMOHHBIX
CIIPABOYHBIX CHCTEM, HCII0JIb3yeMbIX IIPH OCYHIECTBJIEHHH 00Pa30BaTeJIbHOIO MpoLecca 1no
AUCHHILINHE (PU HE00X0IMMOCTH)

B mpomecce ocymecTBieHHs ~00pa3oBaTENBHOIO  Tpolecca MO  JAUCIUIUIAHE
UCTIOJIBb3YIOTCS:

- ABTOMaTH3MpoBaHHasa O6nbauoTeyHo-uHpopmannonHas cucrema «bYKNU-NEXT»

http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

- DnekTpoHHas OubroTeyHas cucteMa «Jlaub» https://e.lanbook.com

- DrnekTpoHHas OubaroTeynas cucrema «fOpaiir» https://urait.ru

- DnekTpoHHast OubimoreyHas cucreMa «KOHCYNbTaHT CTyJIEHTa»

https://www.studentlibrary.ru

- O6mepoccuiickuii mopran Math-Net.Ru _http://www.mathnet.ru/

8. [lepeyeHb OCHOBHOI ¥  [ONOJHHUTEJbHOH Yy4eOHOW JHMTepaTypbl, pecypcoB
HH(POPMANMOHHO-TEIEKOMMYHUKAIIMOHHOH ceTH «MHTepHer» (IPH HE00XOAMMOCTH),
PEKOMEHIYEeMBIX AJISl OCBOCHUS IMCUHUIINHBI

a) OCHOBHasI JIUTEpPaTypa
1. Jlocs, A. b. Kpunrorpadpuueckne MeToapl 3amuThl HHOOPMALIUK IJI1 U3YHAIOIIUX
KOMIIBIOTEPHYIO 6e30macHOCTb : yueOHuK a7 By30B / A. b. Jlock, A. FO. Hecrepenko, M.
W. PoxkoB. — 2-¢ u3n., ucrp. — Mocksa : U3narensctBo HOpaiit, 2023. — 473 ¢. —
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0) 10MOJTHUTEJIbHAS JIUTEepaTypa
1. A. II. Andepos, A. 1O. 3y6oB, A. C. Ky3pmun, A. B. Uepemymkun. OCHOBBI
kpunrorpaduu. YuebHoe mocodue. - M.: 'enmuoc APB, 2005.
2.0. A. JloraueB, A. A. Canpaukos, B. B. fmenko byneBsl QyHKUIUU B Teopuu
KOJMpOBaHuA U kpunrosoruu. - M.: MITHMO, 2004.

B) pecypcbl cetn «AHTEepHET»
1. https://cryptography.ru/ - mpeacraBisieT co0O0# CaliT, MOCBSAMICHHBIH MaTEMaTHYECKOM
kpunrorpaguu. CoOAEpPKUT CIIOBaph KPUNTOTPaQUUECKHMX TEPMUHOB, CIPABOYHYIO
MHPOPMAIIMIO TI0 MAaTEeMAaTUYEeCKON Kpumnrorpaguu, a TakKe YdeOHbIE MaTepHalbl,
pEeKOMEHAyeMbIe Ui 3HAKOMCTBA C OCHOBHBIMHM HANpPAaBJICHUSMH HCCIEIOBAaHUNA B
00JIaCTH MaTeMaTUYECKON KpUITorpaduu.
2. https://cryptobook.us — mpencrasiser coOoii caiiT, Ha KOTOPOM BBIKJIAIBIBACTCSI
IIOCTOSIHHO OOHOBIIsIOIIasAcs diekTpoHHas kuumra «A Graduate Course in Applied
Cryptography» oT u3BeCTHBIX HcciefoBaTeneil B oonactu kpunrorpaduu Dan Boneh u
Victor Shoup.

9. MaTepuajbHO-TeXHHYecKas 0a3a, He0OX0AMMasl VIS OCYIIECTBJIEHUsI 00Pa30BaTeIHLHOI0
npoiecca no JUCUUIINHE

MarepuanbHo-TeXHHUEeCKas 0a3a, HeoOXoaAUMas JUIsl OCYIIECTBIEHUS 00pa30BaTEIbHOIO
npolecca 1o AUCUUIUIMHE BKJIIOYAeT B CBOM COCTaB ClleUaIbHbIE IOMELICHUS:

- yueOHble ayTUTOPHUHU ISl IPOBEJICHHS 3aHATUH JIEKIIUOHHOTO THIIA;

- yueOHbIE ayIUTOPUH AJIs1 IPOBEJCHUS MPAKTUYECKUX 3aHITUN (CEMHUHAPOB);

- yueOHble ayTUTOPHUHU ISl IPOBEICHUS TPYNIOBBIX U MHAWBUYAIbHBIX KOHCYIbTAIIUMN;

- yueOHBIE ayAUTOPUU JUIsI TPOBEACHUSI TEKYIIEro KOHTPOJSI M MPOMEXYTOUHOU
aTTecTaluu;

- IOMEIIEHHUS Il CaMOCTOSTENbHON paboThI;

- IOMEUICHUsT s XpaHeHHs U TNpOo(UIAKTUYECKOTO OOCITYKUBaHHUS TEXHUYECKUX
CpenCTB OOyUEHHS.

ITomerieHust A CaMOCTOSITETLHOM pabOThl O0YYAIOIIUXCS OCHAIIEHBl KOMIBIOTEPHOM
TEXHUKOW C BO3MOYKHOCTBIO MOJAKIIOUEHUs1 K ceTH «MHTepHeT» M obecrneuyeHueM AO0CTyna K
3NIEKTPOHHOM MH(pOopMaIoHHO-00pa3oBaTensHOU cpese SAplY.

ABTOp:
Accuctent kapeapst KbuMMOU A.P. benos

Homuent xadpenpst KbuMMOMW, kaug. ¢us.-mMat. HayK .M. Mypun
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IIpunoxenne Ne 1 k paGoueil nporpaMme AU CHUILINHBI
«MeToabl u cpeacTBa Kpunrorpadpuveckoi
3alMThHl HHPOPMALNID)

DoH/1 OLIEHOYHBIX CPEACTB
JJIs1 MPOBe/IeHUs] TEKYIIero KOHTPOJIsl YCIIeBaeMOCTH
U IPOMEKYTOYHOM aTTEeCTAIUM CTY/IeHTOB
o JUCHHUILJINHE

1. TunoBbie KOHTPOJIbHBIE 32JaHUSI U UHBbIE€ MATEPHUAJIBI,
HCHOJIb3yeMble B MPoliecce TEKYIero KOHTPOJIs YCIeBaeMOCTH

IIpakTuyeckas padora Ne 1
(nposepra cipopmuposannocmu OIIK-3, unouxamop HU-OI1K-3.2)

IIpumeps! 3aganmii:
Bapuanr 1

1. Pacumdpyiite mmdprekct, 3ammdpoBaHHbINA TH(POM IMPOCTOM 3aMEHBI:
HMaeJTHOHBOPEUNbATPOUTCPEHTTIIAMIIAKBI003ba/ICOPIIH30IIOBKILTHBIDKCTTPPHMAETHO
KJITH30yaBalHTJIMKCTTPOYBaMaIanHHTOOCpacTCPIDK (PHIOKecakecHIaTAHI003baicopOeca
KYOTCBOSIHKYBEPHJICKJIOSHIHAT010pbPOMEHOLICHIOTPOYTCPPbPOMI CTI MBIISIHAHTCHUHMbA
TPOUYTCPECAOBAKBIICECAOBHIPTOPOAITYHOTCHO3BEOIaCKECAaKECHHAT IIKKOMAIBIHTTJIAMIT
aKO0s1003ba/ICECEHKO3BE00KYaBPOUEHENbINOHTIOOMIHOYBOTCBEUTCPAaUHbIOHI0JTHIATCP
aMMBIOTOOCHOXaNHYKECAKECHCYOIIITHeac301aae3TCBEeICHbaTOOCHOXaHHI HOTHanHA10C
OBBIOCE/IIIArPIIracTTyBAMKaCOKTOPBaKaMMOYKECAKECHJTHCBEMHYHOMUOKECAKECH 1EMaTH
CTTUECA0BACHUATAIDKPDYOIUT K PIDKISUII3ITHHbYEHETHOPUIICBHKECAKECHAAT THIOTCBIIIC
NBHYBH/JIEMHUIDKYBaMOTCEPINHK(IKTPOHKOMAITHMBIITHKU €T IEKHHUIIIaaBUBKMHTIH YT
HUEKYBHIKHaJ0COBbaHOMHIOOEMHKEKCYOSIBEHHIMOATKECAKECHJ0UyOIOIIanHAPHETCHO
TCHIIIOBKEJIBIMETIIOAHIEKOIIACBETTKECBHPECHITIHAEC AN ETCHIIHIOTOLITIHIOUEI TH I e
TChIKECAKECHUATIHIOMETIKat0EHIEHITHOH IEHKECaKECH ACHUIIIOBKECHIEIOKYbIKCaBUb
acaroMOJIOSIHHHEIIIOBHCKHIEOCHOTI CTI 1€ IHAIIaHaBHHCE THIKECAKECHUATAHKUET IEKH
CMPJIHCABECIBA3bJI0yBAMIIONIANOKHNOSI0BEOIHIMBIO0OYBaMaIanHYKECAKECHIH

2. Pacum¢pyyiite mudprekct, 3amudppoBanHbii mmdpom Bruxuaepa:
X Y.IIOMHDBIO.100 MIIUPEOYBIFOC3 IKMT
NCIIFOIOANIONEIA3C3UACTIIKCOA I TIATBOKIE, SIM,JIISBId(HED) .. )KIONIL (B
CBILLPIIIOIOTKPII 3/TFOBKOKICOAE HKCIXCH ITIO b.03a9MOMA00(D
.CIIIDKBICTT, MBI PCENMCX IO DT CIKCIKIL K, IPCIBBIB , IO B SYIIITMBKTIIIACE3
MOHIEBCOCHIAIKIIIIMAMHKHEIMUM/DK. K, PIOebEAPHCHANUILAHCOB. EAITIOL
IIHBM.,CK,BBIL. .M, ITMEKIIICM. e HIOHK . CKY. CCOECA DU MY TCUTITHID TN E 3K ICFOO I,
CUBDK.KMBJI(IL,0.rICicHaail0rayHCHAKBBUCHIK, ITHIIIN. al0n0Ka’dHuaed, bl ,I bi0ad3,
ckau Gurr
byChIrAIABIbCX QHIATTITIO. OLIIKIICKC3MIPE, aatiiie. Icpaa3.IbIoNoic. §.cTim3prpB
HK.JTIIIML.MIEPTIIIPIOBI OJKBIZCINTKAOMSIIIIIOK,
,JI(AITI0F0CBAMIIICK. CHIITN. AFOFOC. BBI3(IIL,ANIIIO YMb,BBI,aKB(I0. BIIOBIITHHBKOIII,
TIUIBIK (pecaumcunruai. obaac3i JaramepnsBMIIOK30IICHINII, )KMapCe 1T
910r1II00, (13 Heh(IISC3BB SUTTHEKMHMIIOATITH
BIYHTIOMIONTH. BMIOMIOeE protormoaed coda. Bbl. . MIKIOKBITUIT
ciicoBBOadBrIaadbraéMeEE. bIBALIIOCIHKHAEMO03 €11l M,, /T HAIIIICHIIANIBYMII00



MIIAPEOYI. CHCPEIIOCET, TUBIBIKOBIICA I, ITYEIYbIbI 33YCIHPHABD 6.MBMIIT
YCAABDK.IIIBI BIPHKOKCH.BMIKIICH (PUCEBCECHITH. AMM(IO0.BIDX
y.MI'KE€COMB,II003EIOTPAMIKII(GTPMBI,bI. HIO. BIOIT .MITHI(H KM CHIOKCETIITBO
(hraro0xkiia. H o1, AT yIEI0SHKKH O . HIOSUTHTIICCC. 0. 1M, PIIKBYIT (&, yX
YJICMC.BBKC(YTII3aKIOBIIIIIIMBOAMPKIBEIYIIOX AE BT ITKIOTKKPIIIICBEEB TIIT
GIDKUHEMAMIIIPAXGOUP TTUMITIO. BIAIIU ). JKAIIPX 0. HIOOWII3 31470PCIININH, I.JIKCE
JBICOIOWBYIILIISANC. BIAASTIBIC TCA]. bUBIACK.CIIIIA TAABIT. EMDKIL, 10

.Ouic.esapAIb. PIUMEICMAKKAIM T PIIIyIAS PBSIIIICH. KX IIBOCMIIE SHKMapIH K
93TCTISHUION, IDKHenn G aEnIc. MihI0KY. K, bIBAAICACAPH
MYTBXbC3FOTHIIITPIIO YT JKAAIIIIILOTE 11K,0M,0K(EmproanionK, ammonny3rce
bmudpmHba mad nramape. K,JHKCrIBbIpIAd

HaBMIIMCHHAIIN. SIS ABMKIAT YO i pcenmuitpaitHEE K cceXx0.
.CPa3IBKbCIIIIIIIATUIMCIO IITAMIOTK BICASLTIOCEIOCKC TCAIOXOCIIOCT apsuTBICHPTPBID
OoudamkpTuIMBIO0(EIarol] H.IICHCTTIBCAOMAADUITINAYIOUITOAEME3IITY?.
YPKIIIB.E3,CKKC3 PXITKIOKBIUIIEKA MITFOTPUBIIIL. M, IITATIA. IISCS bI
M.TCKYIIEMIIIOIIIONCH. 2K, 0100

Bapuanr 2

Pactumdpyiite mmdprekcr, 3amudpoBaHHbIi mUGPOM MIPOCTOM 3aMEHBI:
BUTIOTYBIAYCHIOOBUB3IOTAHIBTOHIb bOBBICT A BBIOb OB UIIIITIObYIbHHB3KBUIIUT
BIBSIHTBIIOHIIHI030KANTHIIBPI TIIOBI[UX CIBBIBITEObKUYHBHTIKUIICKIBIBITY b HAHTHIZ b
BOBKIIBIDIOIOT O THITYICHHIKBID IOKIUITIT(HIT I WK ML (DK TB 00 IOITBIbAYIH
eSTHISUTYbIOMIICHHTBIOHTH (AT Oy LIIYTAX I IIITHIRaH0 bUBbA B3 IHIYIreOLIMOTBIII (P
HIBITUYIIIYTIYbbUTKHTPIOBBINTHBTOOIIOKHBTOOIIONTEBb Y ESTHTH(DIKHI 02095191
HATHIBITYMOKHTBIIOHK I BT OLUTHK(DIATIBIBITYTAX AU b 10N ICHHIIBEBAIOIIH
YXISTHBTOOOBITHTBII3IO TUT OIIB3 Y b UTHKULICKB LK I ObBIb MU TIIAIIIZYIT 0D YO
XBILBI YU ESSTHIIMATHK YT IO bAB(DIITHTI0BBX20bI0 b M TUB JOUIICKITHTBIIBSIOTH
BIYUAIIAIObYYBBHT 03y IIIEHIIIBIFI0KBI0BYBTYHTHIBOIIIYBUHBHHIBIIO0K TUITBIBAIIKITE
HIbH20303 (3103114 AP 0H0303 (P3bI30MIY 1 HI3UIIIUBbHHOXK DIBIy3 e HbIIIIEe U/ Ie
babI00bOIIOX I

Pacmmm¢pyyiite mudprekct, 3ammdppoBaHHblii mmdpom Bruxunepa:

€0’KHBX, KO IIIAIIPEK3,,00 (D JamIEbp YbbUOPTHIIObKIAPKIINA
OBINXXEO0.EbKAOTTYXKKb.3TB3b3)K0b).a.B OIOYIUK CXbIOHOOMIbaII
BBIOTHMSABSBIIOUS, YD yIKb,CHEBITXXb. KPOBINTEUOIKYBMKIO ,a3KITi

bIOObBEIOTBHKOIO IITHUATTHAIL, ETBION, 19K CXEATIIKHIII

bar, s, APyTII3EBIIONAEATIAAM3MTOEbBIPETaITHITCIIII b

JOKIIIL. , pUIIe3To. ACpPEUM. bIUNTbYUMb,aHKIITYOUbIFOSS A0 AL
,S1,BB.IIEBHPPIIE3N33€08, HHADB3MONOWKbbYari ,H
UBIPBrOKIUAIANDKKITHMOKEOPBITKI YHbb(PPKT ITOHECTIIIEKD, INMKITBX IMMT OHKTPKb
9,1 bIKME3,M JanbXbXK,I301Beesaéaned. xKes, H1.I0yKBKIOCO. KI0OJ
KJIOKOKEbI1aenyeh0010,0bciokeo X/100€a bub.paMToIIbl baPCKBHEK, XX

C1030H0(Q YBII0MOTA]H,, baT3BanbIIIPaco0KbPpeborc

PMXPIKIIEBCEASbSAIOPK. EIIBBIUC.b.€ . bBY3,,IHUUIIIIATKEONY03 BITKBEMBIBYSL, K. B
OI1 bObAYXK.KHINEK,XPObK,/I NU3LIHOS, YIIKIIL.T

BMEIIL., per3d,blakIyiideMysId, BObamiiéaen, ¢, HI3k0ma o B33, MBI MIOOIIEN3UOIIIIEH
cen,0mBQKPrM X4,, bH,K,eI13,. MOTO00TX eKBHKKSTIAE ,iEK
OBPIBKIOIAIINYEBIFOTILIH, PTTHPIBKAOSIIIOA, YIIOBITb, AW BAIUIBBI 00
BKSITIBIITOONMOKUKIIIX IMT TOPJTFOIIT bl
T'KD,allIBYbMBOOSITX X BIOIDK, IICTI, 10000 CIOBI I UbH (DT EUITH

GIUMMATUBILX AKIE3E3MUNBBIOTEUABILIEPBS, THKBIBKT @)K YbHO3b3b3bOKBb, PITYHIEHEOCPO
3KOBP3BI3IIBOI



b.BASIIOPEBKATOMIEKMMINIKED. bUbK, HITHHCX . KPIIMITEIT IKBAJIK, Ul 3bISH, 1T b b
006104BBI'BO3.K,aBIJII, X bIIOMIIKBXETTOMIIBO. IISSUIOUBE bOBEIOHATIOaAMY (if,,0aKIaIM?
CabHKII,PhbCBO1aTO3EBIIOTE(DEOT IKOFOIB,3TIICKBTO.OTIOTT (3K, €9H, 3UIIIHPT TILIOTIBIBEIIT
€dHTYCHIO ,e€. YTBY3,HAJL,bIICKK,3PTbI,X XT'YhOJI,BIIIEMPKHKKB3PbOOH3KIOMT

KMTSI3, 0T, ITHOOOTEMBK, M 040,INIMT3BA b.()OTHB.MU IBOK.b.1H,XCHKUDOE, T
uepE3Ii, mxroxrod pIdKp,

UEBI0,HRI0PMEC, U, KU, HITHUTX3bJIEBIOb. IEBHPIIE, 311 (11, pK.OLIMX BOIOPMB3H(D 1B103TO. 1T
bCX XTYBJIMIIBEYHT O€Bb,IXBOABIITHBI

TbKIOTIaé, 39001031, pIKUH,, HITHOPTbbMEEKKI YU (DKIOBMMBIL,IE3,, HB
opb(drrco.mmouIbIcr0eMp. bIEX BKATaKIepIIespI0. bbIP)KbHPKMIOBTPTbbBCIIacEePEU K, HB
OCX.5IU,0TB0. IBHTEHEKCPOT MIIIIENBAE000a HBIIIX. b.MEEXKBI TI(,TCsI, T
LAKTIEMOCUPIIIT.,, K, ITbUBIELMKIbbY3K,0TIOIT. TYHX O
OBpEraXMippUXIIIB.T'MIIOKBIIIXEO0OTHKER, PPIHUCOXO b,(PCONHIKAPOU,CHIIOb
YbbBIBKAM3UBIKIONE. bOX IbEH03€EUBITX bOON BANYPUBI TYHbBI XObYb,aB,THa3bJIOII3Y.IT
,JUICHBbYBITHUTUAKIX OUH PUBKIPHEOK, UPMTX D, IDKIKHIOSAM UIIKbJIA
“bEOKENKKIIB3EYITUICITBIAITHObAY T

HOYBHBITIII(M, THKII3IL,,.Ka,, KKPMX AMKIIKOEBpahIMCc pEMBIOT(
CEONBYIXIIONPK3KOBCRKIOT,JIBSIP WKiiOaBIomxérar,

Ib, IHa0X KUKIbPEYTOTT,JIMIT. X THKIIKUKX b, (DIIOEHITIL.,,.Ka,,9K,, IbbUITHYKPPbT,MECTIbH, 1T
MITIOEKIHYOBBKOMBOMKXIIXBK,KKb. . MIKEIOTIOSIITX ED.
bO3YYTIISIPEIBIIONBEYH,E090X. XBOM3EOS , IbBBMBI, OTIKPIIOHAKS BI],F0¢ EEOrBBHHCKYO
T'0 TII,U 300IIPYKIKIKBIT

IIpaBujIa BHICTABJIEHHS OIEHKH 110 PE3VJbTATAM NPAKTHUYECKOH PadoThI:

HpaKTI/I‘leCKaﬂ pa60Ta CUMTacTCA BbIHOJ'IHGHHOfI, €CJIM CTYACHT YCIICIIHO paCH_II/I(l)I)OBaJ'I

TCEKCThI

U  OpOACMOHCTPUPOBAI TMOHUMAHHUE MATCMATHUYCCKOI'0 arllrnapara, KOTOpBII\/JI OH

HCIIOJIB30Ball.

IIpakTnyeckas padora Ne 2
(nposepra cpopmuposannocmu OITK-10, unouxamop HUJ]-OI1K-10.1)

IIpumeps! 3aganmii:

Bapmuanr 1

Jokaxure, 4o MUHUMaIbHBIA MHOTOUIeH JIPII nenut mo0oil e€ xapakrepucTuueckuit
MHOT'OWIECH

Haiinnte MUHUMAaIbHBINA MHOTOWIEH TociaeqoBareabHoct 110111011011001
Bapmuanr 2

HpI/IBI/I,Z[I/ITe MMpUMEP KOHCUHBIX HOCHCHOB&TCHBHOCTCﬁ, KOTOPBIC UMCIOT HCCKOJIBKO
MHUHHMAaJIbHBIX MHOI'OYJICHOB

Haiinnre MUHUMAIBHBIN MHOTOWIEH TTocienoBareisHoctr 101101111110000

HDaBI/IHa BBICTABJICHHUS OIICHKH I10 PE3YyJbTaTaM HDaKTquCKOfI Da6OTI)II

[TpakTuyeckas paboTa CUNTAETCS BHITOJTHEHHOM, €CITU CTYIEHT MPUBEN MATeMaTUYECKH
KOPPEKTHOE pelIeHNe 33Ja4ul U IPOJAEMOHCTPUPOBAJI BiajieHre anroputmMom beprexamna —

Mbcecen

IIpHU BBIYUCIICHUHY MUHHUMAJIbBHOI'O MHOT'OYJICHA IMMOCJICIOBATCIILHOCTH.



IIpakTnyeckas padora Ne 3
(nposepra cihopmuposannocmu OIIK- 2.1, unouxamop H/-OIIK-2.1.2)

Peanuzyiite anroputm 6s04uHoro mudposanus «Ky3Heunk» u pacmuppyiTe JaHHbBIC.
key: 60539dc97e74a98ae8748cc32051af360ecf5e2e04c67549f0c4045f6b3f4f1d
data:
n7Qoj+ZP/mGfOuUHhNY c871dwO/mx0dOMD+EPCUTKH9s6qv6Z293d+AYo0YO0uvvBps/dDIKJZ
UA9W+tvzUgibouKMI8mLNjbIEDi7Fze25DQfBvuVSBqwxGZRs2QfeKCp6h6mtDJ386inAC+
Ge56c3N7Arbk/ZILx0Z51pTgl+MjwNpA//IH8EzShdA1j6UfK/SQLh2U5A5gyaU3HGY ZcW1
MSPJIxziXxxDXc4luv8giQbKi9VpApvTPI/X0IIPPLNpwFAmM8Bvdu3zepmviubOD+bLbgfWES
SHLOvnb7DiXSvpP9GMafGLgREewPWbEOL3Hy+WFWGOUhPrdQDdO9wWOMTHAWIG1Rt76
MmnA3wWFTQHNNoqlbSVJYSGZD+eWBtKDL40xHMyOrMXZKKEQLQgINASISTn0Q4i/uYR
KF5DMQY 1b3wz9x9UCZXFZY Ho41brbXfhrAO9kP2zUH5hIp3LcytTP3cy+9bbiNU30iB70C
IBE2NHRGFpzEC098k052M8WZY bIWJeFPsfdvyWMJ+ZpBSvfGHOjLN5vJjR054+91IM/AG]
OengB3PaoELfAdIg77uJRngrt7YJODbKkg58+5P7duV Xc4FB0eZSYVKEVxv520zoy8dpZelW
BLVh9xHigQY4/GgOQIprNoXtS+KIOnoWpCAWW1XebGCBHQWUS5SROQgs9bLZAeLKJIvZd
UMCeQaKIRiZDIQNSfeTyvH8xaK4wdUFJ7WPbO3UifPPi6t+KefdwhURHO0ae+PQaT+Yug7
WtQ6D55TVVIAoWZZarjW4M8SW+UWxskRyu20uGOGPgtFxmMfauhrJY BNm3e58vKhbXc5l gBoodgbHBs3/Y Ku8xx0
No2FPNxeTgLU5sluahvZdACOsQBIY 1pd3MOsqgWNy3KiR5C3zksbNEtcZTqJjT334hSBmZI
702706 LF/ftQWbRqWBrH7ba2ljgDjyO9UsMgh8W/9sleSETFEctkIQUIW/Vk4e/jmtIHIWmdY
2VUulR1eOCsou+ylng6NQKcr6Qd6d4C1lmxqYDYwIMpPfZT4hVCKLVVYVHDBkoyQuYN6
XZ3UHv6VaQGJofwPNDOIi3f+ZX4erWKg8Ej1gfRFAIPinZngxbhY5y+4wYyyBfGVVKZXV0
bHvKzMHC1Buc4dj3mzG3kix+bLeDf6PQp6A/09z004ji+DJ/GjGXFAHA4aVZImpxgTiShcM
BiLoL80pES6NHpRWmM10xvs6wXyYUW3vvmapyaRNCoLTAdvUERR3S3BvJXOWQriy3eu
JGFo5p8WEV8CSjL5F1IPbzsGTMPUybZCywOxwTAZtqzaUY ADPfPZXN4errgzPaealbW2f4
ewpR3i0ROxbZbLjgANW1hRpIpGWES1BSXQtTZIvuacd9PSEAALIfIqWIwy4dgMB3cdpmTOi
ANj5XxOXRWGW36Qx18ZTa2Fr6DSDY 7yunisY 6Zj+JsO00dk9Th+AXJLtTiCzc+EQpOi93Ue
BuNFjOtrd+RI3500Gyy/Ofnvg8jujPEy+VrFXECct1Xc5dU9Rjpgl+uSOAVBLQWegUh2LD
MM29QNsKsV1xcePD1zg5fGLpL9vvOOf3tWdVgCbHVMDAVVKA4D2iwl9ApUetrOgwsZAEj
5XEUNHIf0a3+pB/h0G1cvAfZbFUONXRbfpclRFk20TH/KVQ6XChGsm5MW2rNbxGiVjalSB
uVszGVbVkBfmelydNItpznYcgCVHegvkHO5iuJTDadWa7pp4x2DFhYepEDmuvrEPrStBPzic
2c9vaB+/g45WwMVmVJIQZgOovJIFI201QRwhyROgBQX4JOiTkFV5A4xRmuyjda5X BHIQKA
41i3iq7d+iIMrkCqWxD//MrgH/FebGfO2keEBvVb1pLvG2YoKuetLT1bDUX1rGGSmY 3fjoR5U
Uz0WeKjABSC6FMeRH+1/9BW7GaD/PZdvhEKt+QYRIXcZw40QiTPNYNTLGzxSJ2¢cfXJIR
NjQ9dpBJIEDYH1g55tMrMIE70Y MG4xOkR09X20s37rOMsN1CC+j1lo719nmxA2fuve55NMa
p+TGzbb+pyGjefh9YkSk4+gel7u9CyDITeoWapPbvnhXySQKVRAMSIEXDkv8OndoTEbvhy
WGGQgN]DjYp40kJooS+mgNjInX77PNNTB0cSS8WX1h3imZoD/RAY KTASfO5A002U4L11Q
g2BdfjEalgQ4RgSC+Iw4dbCIlrSGsMHF30nVi6ql TzE3moJLBluesOdN7zyy5NWS1MON2N5
RUQ9GU4Iglb291qyIP9FP1vGFa5sQruojynhFkDPAPXiIHP5Hy+m+9gpX9Ld9FbvcI5MrS9Ua
7Z+H7zDSKQtIPEb02euGqqGIKMtmKGnkZfNKigEVQDXEMWL jedDcCJIEOFY 13a2Ti9HECcoe
XIWBg4613g48yk2A8RgpbgRVJI9QIS+gkC7H3Z1gsBAgIPiIQXxrsk7KvRyuw4a3clTFevAcc
CsJcOQwSIV8Falw6ZK9h+yT1/DlIshc31Z200ldalVMjwbIx0kocK5G3hrYbplWHql5y3Cfvx5
mMEC/UfsnGpCmkXPM8bwDsM+Bj3eu9D/Nv390kl+ypHs1wAE/z58K9ipz591bvGB21X9r/jUq



RVIBC2DSANG6SIdHhvKWYibRcwzu+uFvTGswLCTsfChhgKTxt3p5dw6eFiyInRXnSFmMsxG/5
LMZWyuC1IhTOM+tPCIkmw++ydRzV3i5ZUOuTJvpuhyGOval6hOdAIDgmWulcdOoPgUIbl
UuU800JtSJIztZ+AAelOghGTKsRSO7dclZqSTR/1Bp4HuU0c9zwE2rvh6V2zCUeLCXGPLELYym
2Hr3QL7t2kvh8iKJbtmgeaiURelr9TuabK4hzDAQHOEWpuUhFyOHXy11LNZT3iMW96pnL86t
0G7BaLR4+f7mmplju6LoXoesIniUfizlhz6Eamr5gLKMXhHZgbitOBnM8h95V/usvqWneGs4l
Hk/4Y103a7bTYGSXIVgVHFFUE0bOQY Us1t90j8rtTZpkk1PG3MID9Dj+0WGzixG03By3iQ
VeguVshHMjIXGz2x8W8nghsV8zT80UblImungl XGPWuyriFqFu2UPvIb65Diiqr7DT8uvOXiL
sIx+FG/T2zxH8CSVF03+tpLT/02hVIDuilHUyTvZN5u04TD047h8HZnCUSGFUMAqad4eE1Llli
Z/U+KuTA/cVFV701g/efxYifvhyVVKsPM70moTrkPM4WoRSQnOY TgrRb5EjKNLLtLO5hZ
UczMx0u7yt1Hy4VrDy317IGKDFjM8Hkk2dgNaOSeBUIg6utiYq50usOzMZGCoMcwPOdvC
E8SL2AbpEGrNmAujyi3R860iDnVecmF+zrlfVQrxI9OfNBfDaRrbdt54L2C8RW+pa7gWbDQY
4J2AdXTPTvD1K9SGt1uuL19ZIVIpbmbLzX9IXxC+GF+Pp3TUk301nTntkZMi9L33igOcPqqGl
0E4PL2e+THRmMWrOmcFNLfjZq0fwU5iyedxfTsOpwqJAa9+SXzZrWu/SMuvSY0dLDcR/Zkvc
IQYYXBWX5kA/jIRdfgizKXdoD22gAAebb5Z06xSn/w8zvSahOuQ8zhahFJCc5hOCtFvkSOQ
0su0s7mFIRzMx5Mie7HgBa5+kV8DkmSJIP4A5LgyWGX0OZRZnNUEZQT69XbBjbvbUGBIXNrq
CcVlylqc2u2RWIWG5glIbhx5ER86i0Pmdi31UOo0tuFUN/e79Sp8REOiIrLvwpOXoOYnlIEVXMI
mL41lkeFNKWzRuiaOydabImsnmwMJkaWemY GjX8jB3iVPelEmyOjIR9/VtQY7ZNk37U8Rn
yYTO0+qwGvWODpTo3IngKpEltbYJlu7sW3d3f4ksgA9zb4JSBDd/Ic8PxCxds2Inwz/wcrY 1BVr
gP1oNWI8Xg5Kpj554pBR4z7dAoY Aaul4WUIEONGRdh/erMVUR1XLngLHdsSqrP4K X717
W250vzI9gMWCvIT+bTZ0T3hfDqYPk/polEzrZBpVoV6hs4+JiBpONmMWEPSDdrohXTul5JB
ou6x5n6/sbhBbzFv/KIEjbDpuMPK59UY OVThUEV7/QJyealfW6 A7TkwwBUNF9OV8Rq24WDtC
MbQRYDSKSg6Y GbUs61/+r6dEEVUfkgA4Tg3nc0Xnq7kBZaXQUgzsRZxKsbvT1V8QiBefaC
4JOEYyCFsgQ96ZVr+IhS1J/sSWP8JdIVIVBfakkf21oddxrtpBahYF/qlQKgh6J4Y Spg/VZWE9FE
COKCUU8BwWKo0c3AJEOeYN6fdfLIkzRE+8Sb+3IBwM/Alcefsm9TqgqzOKMshUM+TEWUjQc4
+LOMYDr7T6XdpayT6Dp/qyMYbUcGpISbGhti5atMLY 4pcq290PbbjV6HDag6VmH5f1L6KsS
OltULZwWHNsepAAwWDUXfi6FaelyC/IFYxM/I8Y 6uudhyhY8NkelR5tm1IJmDnk92/Bo7IgNDJN
foH4jUhjDoB6XNgVOi7beV1/MLWV8yhA3KbAdKoOYjO6vymVdbgKYtyoOX/jUrTpld0ZzZ
DNd4xzPfAFAK1KLhknuhie+57E0910z9p+iZxcSy42sdkhnY ss8wD2kqlf7R0/8XEaGKNpWGO
ADrcOMRCSMsUFG4txAajhPY gKf1G8wtQUP4v4rwh60ONCb6tEFFX/AJ+BNHIWvhcp2Aga
Y 3/8ASNX0GCEM2hnNs43QJRtcGLDWN6NVYM+JCoKw31G3n/WTo8KYy+réwcCS+d0févD
UENLIS5w/un6WTKNpmC8jbnwRBj05s0SzUdN5srUVEBMQuniialidoshJjRVikbTLjeHuBM+
gevGJc6fY2goD9YbdldXwtw8RHmMdAqu83tZtBza/6HNNNIN3IfUNSIOAVXxxx19AJw90+XeQeRa
vmif39+QiQSnkJ8onpT5snztUPTB04z0EL13YBVNtWV2NDUGLOSgLrDu0xUQga8fNaBO7S
cHbP4PSR+dTkFotPY/Z2807t1139eACs3X4E9HD4grVhHucQiS4110xQx+30YryQeiEKOGMK+
gc7ASukU+dvwowSoHyeGRcNQfqYfnxJlIEah1nbZcT1ygAqtkOQwrgHCSxRpL5hw8wfgOUL
VIP7rOMsN1CC+j10719nmxA2blUMNzaigli51uuwj94VSIPs3+iLISXUEhdnA/OOHWysVcXn
Cu61V4sGyORC/YB4afNO9UFgEVIgXBCricaWCIwQGD99BbB6320IMzSwY ct2790m3VZz
w8C2hLxtjM14G8V3Psh2z4FMqlxDtFa+/7QEoa8sabcL/UMNcVddfbGHeCB2fdCONQgLPsY
GB6XCII71h2QA1U3DY +26VBplOzvlI/mWIiR50VI9pOFmMuVRJofYegt1in6YdQbVtSTcxulS
Cornro57dD5gL ziibD9Gtps+6yyzS9w2j0L08AXrZo6nAAhRN9BjO+nkTPggImR8ziaBqmpWYK
gZRMWgIXWUKXKRLW6W85JHZ7WtsfSxnD4l/x3kLiiSjSoOPGEGghb2IM19Q2DBBUpyUEr
h4nFHOF175yCPM2xaFM4hcOkO5WiA23U2Jayo+uuRL1uP2uWR5dvLS0zdbm/xNYwBIulS
k3ErD5b86bAWEd/WojNmMODASBSCY KNOEIwzQmkcIBIXY Dt4r+Y S27PsMGWrryPX2+JItcV
WdAYm47bFs5sinhYiUOpdl47QZIRB5UH1+ufGbQvcevg/4dFzv4IHY m21txgj9nil1XIgOfGHI1
KACT4CnPs/Seqk36B334ZHMG7PJPpljPqjCL3cfctkqRy7+wiUBfgwBm1GESN9iUyVCPgkW
GVI2F61WtCGsLUttS06ZtWz7hQoS/odvIF5YVbI/XIWFD/GIroCyAE+sFkrYwr+yUQi3H35am
QYRc08iMZyLEXMPnSKQH9extDHNtUgPNeRZGE9FECOKCUU8wWKoc3AJEOe Y N6fdfLIkz
RE+8Sb+3IBwfnFle6rvVwgrQlQgcSrgjQvQ4dhDvQ5dEHIhbRMgJT61yWv3mygMWUOIK XJH
DKhE3hXrL0OZx+3LSofCLI3V98D/z049vy901J0kpmMxGBOHYpKHNt3NC36KLMY 1rgaF
gF9eP1mqgsS21waokOTv6bbl/ki5668s0zb61KIWsdzQBx0Z55q11jxslVrta3D9Zgqfxq9qro08al7
bnTVYCZ+2LXDOjr2XEONLTg6wCK7zaY'YYwLsUBB9yqxGYBHd83dwDiaPKMKFNZ9jY |
HZe8KrM9XES8i7gA9a0pn41aK1LTDgSajCX8pqlwZ/McJ80KG+6zjLDdQgvo9a05fZ5sQNo



UcrsNDOmV/wxk9paorCo6qBaks5zSht5Gx2reSTzFkrFXF5wrutVelL BsjkQv2AeGnzTvVBYBF
ZalwQg4nGlgipSFYmydhHIleqBcXGaOX66eAFN2qLmkbX/RM++77zX0ONeU1SgpUDWvD5
gD73wck8PmNuUTJuHKS5+SSaMgBoPTIvIIMZmyEzOP3fp74shfzsyMHK9808gEwWRsWmNd1
LhzUII7za6eWwT5jIMV4BglTuvVHehi9eRxuCV XfxatAgoRtljcdRMRhIffYFLQfCAQqyl1/J1JB
VG/XjOVRUPYwoOquWqg+30b5Q5sTyGjcV/Zxtnah4opIN3/IMvTqLrb1BglJ62ZWWLON/fJ2
cUMcUewqLBQk6Asg8MIcrwK6Fx4z3KCGVJY 3Sbhgh08xQH8CbPNI/CV7AT7Y467y2FvHHO
eyCncZICp737UG6rOPhGf5A0UVT8AN4EOeVa+FynY CppjetRuOD+SXCASAOLtBWWzwFy
XEDHPWAIO+9YK2/i3xmeVImr+XPNe+fWOWu25/cfSvBKY 6Q+5cpl TnohM6K8nv2vBCulLt
pP3L7qsMPyRuXaOCo+KSd1NBvXpUPAOMKRGEHtfTK5kSabcOoUp1Ls9c/0lS19r1gZqW3m
wBQQVZhrY+acwTcpeOw8xZ3wmOHdT2gTNeNZGePFWwi5+3bm8FF38HOmMUNNa0jMul5x
w1n4tH3Tn6wof5O00QIVDG8EIDzwWX8MagAvhXkm1ly/tO1kTTHu5Ty6woXhztZnQ/LWhctl
OwK1jlgvQvMASIrmLYyXs9N8hYni8X4ME+J6Fv02De699Vex/2jKmobwZ1mD40i6Q0e6Kam
xSBc3cGkll+yiV)jz8/JY AWUSWASIY Bp6BtVN7GIxFmasmuXpxK+lyuTYOmHw5e3133/011+
gYnFEnoYQ9iNV7H5V1IXAwyBC1WIY OegylL 356qMxtgGDinilUyaEtg9197Lysa8fc7HexIfBf
bZK6VIGupOi/tG51XbbUT7vIx6VZKPEUVIgNa2zO1ohhivgDvXQgjaRENCHmM6nOCNnG9X25
MUWIBVFXG+TWUTNGKMvjmGsKOaRxHomMfd8IKgArcwVOBHxJCUMWHP/cwW8p9z
OLPhLmMbFNQpZVNTFJR440hQP975SEItcwgxa8vBTflUZ11Ut2/11k67H1INjKOkQN7/HhmD
VT/i0zCm+0SD02YexNdTmFcZ5TUBLBKKHRgRUCKQOzmw98ToDyL5PZ70QcKuU9KLE;j
hvo7RbObdvknVW3nB1f2Hc3+fk/4C7Y 05tHaLQtHUfc9Z+XIjDCvZgdoze2c95P6JOdATKLz
1SU1ZynRhrP/LWya900kkLTPNFadxqglRt5RbZuso/Lto+Lj1cEFg+gfmY 1i6Sx+wO3nK29DPU
LF6WTtEIVVAMU/bCsmnO+S/3cpaiyGePkZfPY4BZ0DF7eLsexxDk+h8Hxx2POkN8vqzv0IBj
HeLa79BCVIKURXJNWIEQ/iGAKIKKRXginawY jPusMGK/p2/wK/aGHSin/EOBroNeKwhZDO0h
hDSt6oHMOZEsSQBHWRAFQSR8q7/0nY EiygnaJPFdf4mh/HZJEWreoFmJjkaiFbYcf6\VVdooJ7h
Er2zJ77ZnP2XSLjXglIEWL6buipONCjOHSr1r2JiynCgd6kfphLQ1i8jfR17+DwDnBtgo22Wrwb
hTpA2KgsNySN/Xw45P3vsxY WenI368XEkGeXVmdIQ3/7cPUOVIiIIT7KAJEjhO93uDKn9esTx
gGjRYFtCWNDO9IkXKGKTEZv2wbg5U7SuaTf/7HeNXqgqEVAbXEyLKHUUboniei4OoUEP8/J4i
Jgd4yGA29Aud6bochtL2ieo TnQCA4JIrpXHTqD4FJWYFFPNNCbUIZc7BOPXT7T21zSeWtg20
UKERpmMcxX51UXe3aNpdD9/JTBD60RLE6gAPZO0WKVOBZ+2yzrthiLPeKUUr63jH6WNKD8
QZUyenV+KBTrMol17YTAYKGW/pUgdK5XAOtLPLXY 1kqBJZ9QSuW6xPKG+tQPvgXld5a
vkOE3V(qQ2k1HgjctK3QFggnNj/4AREmmMt2E5OAdAgLRSW3vWxJhjtVSbK2rdrghfFodbaHQm
sbvAcX63/MNi61jlgvQvMASIrmLYyXs9IN8hYni8X4ME+J6Fv02De699VeCUtkQTzX80IcUM/J
0Jrwg+CmTHFEQtIktf TAOBz+BIM7SA9s2fcQox6 TkwF7sCoyTNHmMINhY SelWOR1uBYaF2ly
DrN/nuhY ZpeVgfXDf0/eNWmMcERpMaB8xdOGGkRkrobpQvanLupTf8SLEWNJHJO+tDYsov
LISXTMplrTJb3h/10a5DIAmMkyAuulaXIEZ447invEVONYAGR6QSVLLouReSgO4/XTLKMOITE])
sITyFdY6000qZSKMXhyrgSCvYKI2y1fYFLOMD5zgrOnmAWgluF6A2racn9zTCx2zd7POqi
4+HQ9/RyJarFMk7UroOgHuP/4g122MAI511ZcMX8iBOJESROxxy0iPQGCPCDCCZZW73CeT
KOvVGu2fh+8wOpELZTxGINNrhgghiCjLZihp1n457t+ZqxVJI2SDwulpKiW5kH5leNzuoJsY 96
wMO+YqO88WhbFPOiMtg0/zNMDBFkOZTaa/4egO2uNVVIrSE2SXWELwdrdmCpn77WhbeaQ
URsm+pFgdOqB8sONgHK50rI490jNVXxUnYs69AKY zEmfBSHIPSVE6QLpwSC30+D/vQWwWYV
IZhTqWR5UF3Tp+vBxqW12B6pw/YSUIHLMGUKV+0KZNLUdiIUXTRcAz13GDxd8tch6ZAT
v200S31f2KU5drBUZ9nXb8ZyTq8UMBYywsMd7TCHTMc730mG4hSq3qqe05FCzh3A7+bH
R3QwWP4Q8JRMof281IMIn6 TWhf6 TINXLX2vqJOOUolm4D1b62/NSqJui4oLjB+mOioBXINN
abs2Ei+AUp270m1bnall1g5FmgQXzQO05N;jjYivvihlavi77YxIIZiltnpdZFODTj+6iXelt9F4gR27
BO4WSjbrkTdFzVYEynMBAT9S0gmWOBZ5wHAWTgrtGdOPtAIGIf6Ptogkw4NDzejrL9HO
W+DZEvC58RFmrzlyh7NuYI18uLoDnrGdXTH8IuX+jSRzefspM5mr43oks15hmJPZrQEa4CsK
TQAEGueAgkSW1tgmW7uxbd3d/iSOyGCjcisrAgsdvarnjpWhzaWfDP/BytjUFWuo/WglaXPP
AUARASsK00ea8XVDZeXKPRJ000aQN8TWKcgbiJ4S4Qqog697j0JX6JNapl TISAQIQTOdDm
LEPb68J7sBQKbdITOWE7wMO05b1fdyfoWOt+gcIJH7v4cabQwsR57E/9AIOKm1dU9RygHnNdfa
NBXHmMHWoiKEc8hxvéclGaJWEafjJwl4NUkxeSD1UN6UMCIAM+0Oxe5pBxvQhDOTWD]C
B5GcePV6U7kD30sgDVEcju+1MkqtJRIjfbohwe2UefNOa/gwFUZgWemf1t9EK6 T8sO+mvT5
MASGZRSxP4WBQgKaxYzv/jBrlbonGDfBeZzwWQIC762DiWbdFTWZn46HxSf8GsOeqW+9
PACUwBU7zy8MXCvw9vOBPNHSEdRdhlgOzOxiHhAdgAIMGig/VUTG9EZzuj9G6bochtL 2ie



0TnQCA4JIrpXHTgD4FIWYFFPNNCbUiIZc7BMLghTTM2S22/EC4b0ON4+IFuBmffpmaOTtkV
dhXogC+AXEIOYy6SOWOA8W2gWBFNPDBNFGjEepJCwL/QaytUfzGKrugpmdoxdIfK6BAA
HOKcf7S1I8cWivFThgwGFtfn3cY zadx7ilcU2Mxwg4b45k8GYPGIICeLM1rgIKW4Ar42bZ+R
qdmDb72HFJTetlIFRJU2x7cgkNKNir209snBUQJu3FUFRtcGucagHCX9S091ej5Vv3U0cn3EOp
/ZnvQrirYclXoleUgvyAY+0SsVb8hD5NeVgRxQgHIO5rC+A3wYyUaM4vKERISN7gz75wT
xrKocGCnb//5vz2IXSDpy61mTGHG96/53NN/oTIK5wAKtWp1jZidOeTX+b200rn+6ale+cgjz
NsWhTOIXDpDuVogqO/T4QWotJv7upROlcgKhnbyOtM3W5v8TWMASLtUpNzzfSmLIMHJ
mEIljBJf4FDOh+ZuZSZDulH+UsJUh5SHLYVVVIwMVo08mIMGC9zgni+jCnHOIjhSQsXFgUz6l
bFBaBoNKo7VItRZEYsE/lodUKIfZpQ1vJOV4fEpg478pf/Gjfw8RHC2wOK1AJ4fF180Dxq3zkk
yOB/zrfpt/SIBufspFnyQL6Hp/3NFewgVPErEsUSQDe5xbWrtIJKzJwu8lY 8xrpEsiARtQ1DgBo
UB/8jrJ7+8TqjGBmpm+jznfle6gl+2yEZ235NVg7wnL+FZ44HF2Y XQO9+FCKkIrLJKQ+VvP5n
m3kpFEUXTA7jIXxKhchmGUgnL/48hU+dEDEnnX1UNmMjGTp/Fb9ditAaGx+c7Y IMI4dwO/mx
0dOMD+EPCUTKH9vGgamv4D5gvJROqtujQU8sdDIKJZuA9IW+tvzUqibouKMuTdvAXY2Jnd
XjAFVHEX5/5ANzuwD1sgozA9iimOxY2DO0KfADmM+xho3h55GHySnt400G36VZ251loeKuoxd
z27aTwZFDoMcplIHQQX26 XMOKMP3HOPAPLmMmqtJh1Pd0iP3I18JCxMFcZleikbbx8SA9V28
rx2f94BoC6zvBGk31yAKmPY S7/rAwU9gfgFEy9onmgD33UgqObcqc3D7wCPMeb1HXOrz1
WGH+rz/LUNhTZAgx10EAVOvzBC25TMSrbG5gXprxQ0VJIHKIM/tNFPv85w6UJpZ86L zt/an
NECRsJvOu8uYwFppcLTvStCV4c+ucEUUlUK5Dzsp005XL6zAMES/aOKhuCV26NXd/yprpfT
e+PaRKUXF3EQMGV2GG6Cm60Y o+ptg5cp/zjifoDbjzJHKoI8MjIHTPXbqiye/Seb8W1sIVzf8a
V46w5c/kDGTJzKt28/fgdeuMccPXBQYwS3dzDGfm94SeP6aCz7NNJa0tiQv7ubMQOTEIg90
QJegjbP6xsCt4DZ3k8LYyRJ+U3bGqQDEGELMNnTQLge8mRVEOthanHPGyjohrSGdDyzKLmk
Ej1zFxgCFcZNz1Zy5Eqxuam90CD95¢cnV26BJt8BDtt1x7ISN3BDmMQI7ealcuMBSf2SsipCXPZ
AUmMEkchjM06qqdLXs/m53/3C8K9EIth14XGshY3UrjAbnO/AynuZPIVsCubpUXhSz7Xhg/KE
UI9EZVcyOMGAU6RfLII+rul/UW33eZI6MfxBYVaVJdACNKOUL1L2zvAzosBAYEHRvVVDSR
+7Pu/WeSwwwQofoH+rAb2VNOI/o7ckyjrGCHUKfKtaey/sab1TrvTmrH4CVaHpulJCEJVNXu
d9XeLmkVtSRDmMjZXWDA4CttIP8sLNPvMnOgn28NDaFPiY FeiXPITXX2/DzYVGrNQDALLA
3GJG46zfD3j0G3ifBm6qGKRrolS/IFGovI9KnwakFkSHE7knsIDp9ftayY byuaBzTe/iJ2whS06z
yCDDQq9Y/2hmUvniXqRw8i3yXJrdhdhwknMtXv2IxDyeh1WT2LNtY MOLTnofcK/h+ZBInxk
aFeHNyxwCqOFauTQIi5Xg+wQJvQoXjMellinzokIXFEGyfuleMc4epFE8ImhIXxQfSGSMFyo
aP3r2E4pEEVTjLKASBMX1TOhsmEt8SFHQ1ZWQxvBJpQjPNBBcKKkyALOIOPZp0qj7yzEconuod
wO/mx0dOMD+EPCUTKH9u1UEGOEXSEHqvo6vSAbJStdDIKJZuA9W+tvzUgibouKLHtIw0a
KI+IEOG1TNnKF7K+MBfle/m5wHizohJdwO4fPPIEfNMhZF31fjo7UDJXZgglxfRIvBrDmhQn
xXROaalMfAandObDMTpRHzt3gJ7Sdr6116ySkY ubsaxweprmQboWXR5REglavCf9g20Q5tIB3
CESflu+yHZcz6iVcGkiy/jrhlaCZ8UNIIp/tbY mEDmy5xjTgnMiVpcleN7GfV/oCk1JaA/mUsTiv
V36RI+DQco02ZyIxgAoax770DXShX3M4s+EuZsU1ClIIU1MUIHjgzWoinczvi2ggbwTKEEz
EHJs2Pm35dJR+VoEzXXnwW5RA3v8ee Y NVP+LTMKDb45IPTZh7E110Y VXnINQESEqQAGHj
VGkbRd4P/50BZkfRr+O0rkMD7sNWhszMaX1hRla/rztX60HgvrIQCNgsUu2sqril7 AtAXjxzg7
yfser8y9Alr3atXIpLLUcbFZLB9AORVUpPAYJiCBs3X8LzTWh+MM72U96mbgO8Vvh9z0PW
Mvtgq47S8WPxnb3HFcu3jhz+z0fcY6apTEAHpPY +f70yR/9J+20Q+NVJIDBIi3Y1S3JzNorFY Gpf
ZgJB44tpZgmEMcUVDKavsYVEFNn70A4ymVIsQenuV1jAFRQ2rQQvSD3ik4LTodNOCekUP3
+0JHYMDUW5x5FX/AJ+BNHIWvhcp2AgaY 3UA7i6miN/oHQg3sdx2/QSWY XnASIEVuJrf+Gb
4WObz1g843gAfMC/29Z00LdLI8GpnwutlLPL0e613A42Tswhuft71fGJIAoluaVzEfgKODQQ2
2jQ1rn/UIVFIInTdtmHNnrMzFMI14waepSDTDVWUK2r/hNHI9NofUUI6eUEXtM XLksaDB1kF3
ppvZp3m12kUdZWTSQ7LoNoAxpdhy4h9+bbYrK3J9hYayp5HxXWRBUwFirlYR/ntjPLRrbtSNv
LUomf7mhkkrgJWSHyFOlwkiaN/rHCVApgMEZdIDOyutY vsW/DNtb8wu6xanz1 AJDFiCPKC
mz4wgCrKgllgtplréBzAicKNiWzvnabolHW244le+cgjzNsWhTOIXDpDuVogzhOkZv53dMFV
mTw63MhhKHby0tM3W5v8TWMASLtUpNwWWKIXOIKi6/mvCpir25W0Oc5e0OVCrdHImL4Jux
+9THrEGTBS57aWEAUrrsy4l+cukbTxw3L4grdnx2ssIMwUfd4SiOkUdxUI700dVIe+L1tBXs4S
VIR4dTghfSmWTbugrrd+9kbDGYU1D0g9xMZIQJTgPJIxkJAdVhufwin+ZBs3AuDs7kN8nj50
V3JpEPNXIRHWOOEVXjFrKxULZ/JFWu3w8I/f3CPSP4BB47TjRDN5KbE5SrIPNWJIMkPd58
mvOcQXHPsI/LAJkxauOgDAIDtEITEUmapW6HKgLWUNFCRWxuwIT4HNJgTp35gKzMLW
mh5c/FwMsgaxDLys0767TLhS6bochtL2ieoThnQCA4JIrpXHTgD4FJWYFFPNNCbUIZc4Lm3P



PW/9VzLIOjVedbJRHNrBv+kudkQWH9/AMaQAbtqdhCFQnz8ZdJOTdt2VulKJu3tB65NeE9q
GYO1+HEOLRGYa2ebx40SVa/oHH7nbuMxiChfgq/Hz1MGFNINNuVI8Y Q5NAVmM1ILV+y9A9
0B2glvigkNuLgVOKxmWOFeoAbxEOmgixShmF5laozMDxxW/dWEMgyWUf7H3QVi70Aw3
+kROIVYZVFqyOwfTighB7JEDz106ai5ngooZrL7G046COMS5+r0aB/3orbCDIR+7AU9drZKNT
ZtEoS8ijfug9fWHPLi/4Flu003WtsWTPpWOvVI2bnN19VWDT90J6KrfFOUHangKpEItbY Jlu7swW
3d3f4ksSKuavdBfv+AXMJU3faz5k2Inwz/werY 1BVrgP1oNWIABSU9AKM1sPOMzKOIlugN1
WXEKiZ/Q2UXq2SgA9/yMY mvJiPys6r7vy4pnK/G44nBOIAJzPdkc83aFUAZTXiLT7htWv4ixU
FzMexJoE1Gpu53fMY197PyKSo8zmll+ix/DhuofUc+AnYbF/FID6MZXp0qL+vagHpQIlg3viv0
dJ7Z/3McBUNt4w/rGD1GhrpD8VEOdyBZ16gnVeGclC7ZWj7420LiBUfvaO9GI6xJ1t4CXsn
AWLCILGIRR/NAYmMKWw8zvSahOuQ8zhahFJCc5hOCtFvkSOQO0su0s7mFIRzMxGV+dmOf
KrewM8+nMv0XzTWDaSw4alkeMtwRb5hTHGVT+AIX59VYxyBYiTQjqHESIHURZKKTMR
hm1iWpCkg9beAapuloQl4cZcl+oKZL8s3k60SzkB1m6+JC55FVHZNfZ9zOLPhLmMbFNQpZV
NTFIR4ywlv7FI7iTEf+G6f2/2/NAR8CjksOMOU9gg2flzcvwUQN7/HnmDVT/i0zCm+OSD02
YexNdTmFcZ5TUBLBKKHRN/qL2P6RQ+VKFVRcgTNp4KAINSHC+RDDpDQPHYdME233+/
gbkpBEHCcpug/QthSoQxxzAfZkCQ4q52UfTkt)/SRWFhG7FXroM85dTKtQH69YrcQnsgDm5NI
mE53nrsd+Zgfusdyw3UIL6PWjuX2ebEDbp6radHE2kAY 9Q/1aJ584dcJtBaGPAe29V3dhMGz
WO9igxVxecK7rVXiwbI5EL9gHhp8071QWARWWpcEKuUJxpY IbUVfCwD9wyvHMCICYyQUE
KEYgzlhm9udTTKvzOBIDta+shjBxCnylhUv7mdgRZD78wrU81BvJwwkAlefMxaWsskexcrC1l
QZrXFu6aDi4aPDY JrEvhhDKEbuyPxXzquN8vdz08izZW1b5w0gY FUE2/xZV X/NytUzVp9GpC
XVFWPEBY4IHeyqi/SX+VS7cqpYuVUNS8ttUVY8iVeNoAUMOwWzIEIMQJY oY DSHsNLsy+f0
oStr//YmVhHOUDalD9gsIVVRfqWjPs79Jn23WolDMquwvm39j3mH1Ny6xxfVAeC/nBLpLe
MovyM25at5f9uJIXHIZLISIFUBIYA+7hUJNna8N6mCrSHdw6cS0dkyNFOOJBriNKfz9AIS1B
UBuch1Ms4iQXZEWUP59Q9h0102yG5a97zkZXM7UOUNTGA8Cdm7koeWzBFIWMULS+IVR
j81zZWG1HPsoxwWplckHw2axiJl4jgxuk67zFOTmC6dTBQP8Ed4HV8kuSh8QhD+y7pa89860
WaeyqFu8HXY63/VvWKk/hckVOD6eZ08R7MgBtXN7J+DIlcepb5fHUfxnM8kOI8yv325/rJTz)
QBgVPypECTmM1ZY +f6yU8yUAY FT8gRAUSIWWPN+sIPMIAGBU/KKQLuUbVIj5/rJTzJQBgV
PypEC7m1ZY +feyU8yUAY FT8qRAUStIWWPN+sIPMIAGBU/KKQLubVIj5/rJTzJQBgVPypEC
7ml1zZY+feyU8yUAY FT8qRAUStIWWPN+sIPMIAGBU/KkQLuUbVIj5/rJTzJQBgVPYypEC7m1Z
Y+f6yUByUAYFT8qRAUSIWWPN+sIPMIAGBU/KkQLuUbVIj5/rJTzJQBgVPYpEC7m1ZY +f6y
UByUAYFT8gRAUStWWPN+sIPMIAGBU/KKQLubVIj5/rJTzJQBgVPYpEC7m1ZY +f6yU8yU
AYFT8gRAuUStWWNyedQPNV/Un9CqVGd60o/gW5/rJTzJQBgVPYpECTM1ZY +f6yUSYyUAYF
T8qRAUStWWPN+sIPMIAGBU/KKQLubVI1j15ct3kKTKB+94z6V9FeKGqP/PbHSIPY 3pQRmMB
ICxmAyIdB+QWpEfUBZEoLIE0a3Mj/JlixBfxVaV4G3q0GD9oVISIFhImnSWs3ZdV0iX3FGp
SyCb2zm4KIfOgeb/g50sVS5v60JVXEjgPfGOAXicrSsc5eRIIPriw/OmHQT+QHZXrAQagR/wB
COLBb1W5pctCwI9Kg/dQQyYF1Jy44H9y7Sx7yqTXTUILttebS0sO6fGjrO1yi9aShXQds000Drg
w7rQpY SwQoKNdUOIOxsHIpbKc3+v4L8I1ImjXhR+Z2/2kUTmtDNytAWGViOyawmAC/r9s
dPmnIHb5N5SmMbT1SMC+TD49h4C17kZrVnySaoFfF03tsO5Dku68HmptaE7IkmgEfktMinY AH
7Q6/1EtPdc0sFg0lwbVVD0a0O9P4SryJ+/qc7JwlchezQ16s9hCvb30OELopy5ulKTZYjaQULbB
Lsb+dcaYiaZKV4qONiPJOxiof4+07zpQ8QkGg5pEVNefoC2jJAIPMK8Zy8+xmKxH/cclgPitD5
nalyc4agntHbdQKU-+hvfY/vKIly2VSWIeUiY 1Re710juLhSDoV+S6ZQw6k7DCCAGLP7paMRv
AMQeQopCIoll0xxy88Vg0S4sY SzPjgMNe3uHIZpY ZdRgpEz3b5HshZjY pX0scDbfJutREUk6H
tGSGHI9VFa66ulUDdDXOtiQY SkO/p7J48KxMMS8/IQcPNi3wwuwzaREY Ogcu7rX3LVCkk2z
EC/SDJOaoZux3Ynld+4RqlsGcRYh2JhbziCKtihx9L1x0B4chdsrENcrlpudPMWSINUXZjEzcl
XG+GEdkUd6sxXaoK+47F2cF3wFmt6tCGficOOWHRypB/a2pl/hDMIpvcU5kaD2gq3Z15szB
eEmFEPdNZkPQQVI8yF2jdeT6uneGrePP8POX72v31gJrDD2PTxKaC4ldao3pis9+zWKMvjsK
T1/s1EV1FnbnloC4uluNcwlQrGWP4AWVvd/gFI3EZ5X1aBI9CB+dmfOljGerDj6p5J5RA6NZL jk
Xn2Qc+kMzDypKRKaYWGTt9Wh33nzfnsEJIWRXw4CPMNInaZyal WAY 1UCHUkvO8JkVP
CawaMuWHx6+KmgLeQZ71PilsgvHjQpjl1MdR+uNEOBYTfEfOnyAccP3cOZANGIMS6dBG+3
PXDMvVKIT62SN3teQqciY KWaST/QK+npEQx4vgiwqgHg6Joo32Trkfc7EmVbtrTdj1UJPgZ
xdV2yOkldcn/vVjHUDNnwK33YO+Ywlru6vrZUZEsDaGhHHbKmMSX96E9TP3SkY L3hepds1O
tR8wWOLV215Yd7Ndy5aE2wISRvryb6h2NBMfwr09Pgmel510m24fgwnBnPwkIAASt/sbdisM8
WVxYo0eLFMORUDBIVIOFE7rJIMOfdKAAAICKsvsMelgxIGefdrsgNdtfpaMnww7DKYS/ORCI



5hQUcVxYgs6eTqDtONABOhMCdcOjydD/9U8wr3becX2QCiJMyre6vIIOCLEVIQjOhDYyAwnY
h9DKcPyxQa7ZTO4TBQf21hQSOpW906yZv/JeU96fRA1aFfpPGQIEPiG3wK3ax819rCU3NZ
W9d2P9KO0H5Tao06yJalY 1+HMQBo+ce3WCSOg/U708ut06t73hbrGrS16eD8magplbM/BuAX9
GmIDhfpRx5763cpfz20ROQatfpLf80QDoAMhYWFZN2RLD2/4RU0ZROIZoxWG5nr2XeMsJt
qaTGDgGtQic/fQRkeHFdQZXrk+uBN30O2EXyezkOAd2PZBC+DYDI7+aLbINWpFNRiZg5T
JwB5WknWZFLBJ2y1BNhMgpKOE0oAObTieyOGgPDg5W8H+i79FGeQbckbe3nrnlOXRnVV
DxLjes+xdMgaGkeys+dlIs++40es0L6Z92Vjcl4108nSS81MY 2qGYezWSjhW3UhFFaK8IEN1jy
XRWOWNnvctll/MiPxO2DDYh8cwqt28siuWLLzP4Rzf9Y9ANQa7SghgXx3SKmbkX5fHKo7ye
taLm/liwtlkYzZzEK33lge25eHhycns1imqrTrLbepk719ZMMAMILZPasH46rO59hMZMKLhE
HmgX6gCECV2SqlqgVRXOEeFkDpiFniYRZY 7rBGPa0qY 7N7ahd9caUpsZ+VIACWJI7D1Xp IKIU8gjKjhTP
BI9R7bjZvzi53yrUhc04+00SAeyUBpodmoeEGY DuDKMFAtOU6ONYYEQgNRFHN3wkSzOx
M67pgE6Q4g2NFV7woxjqlevTcKrXKgZjZRTOkjo8omAObvsypyMjt+inggQtA7XWbZsTvD
E/mId8B6NaNKLCRADMVEe9dFtg=

HDaBI/IJIa BBICTABJICHHUS OLICHKH 110 PE3yJbTaTaM HDEIKTI/I‘-IGCKOI;'I ‘[)a6OTI)II

[TpakTudeckasi paboTa CYMUTACTCS BBITIOJHEHHOW, €CIIH CTYACHT YCIEIIHO paciudpoBai
JlaHHBIE, TPOJEMOHCTPUPOBAI TOHUMAaHUE CTPYKTypbl ainroputma «Ky3Heuwk» u cmor
apryMEHTHPOBAHO OOOCHOBATh BHIOOP HCIOJIB30BAaHHBIX CIIOCOOOB MPOTPAMMHOMN peain3aliuu
KpunTorpaduueckux mpeoOpa3zoBaHuit

IIpakTnyeckas padora Ne 4
(nposepka cpopmuposannocmu OIIK- 2.1 u OIIK-10, unouxamopwr U-OIIK-2.1.1 u HJ]-OIIK-
10.2)

C  WChmoJab30BaHMEM  CHUCTEMBI  KOMIBIOTEpHOM  anreOpel  SageMath — crenepupyiite
LTUNITHYECKYIO KPUBYIO, YAOBIETBOpsONIyio TpeboBarmsiM crangapra DI T'OCT P 34.10-
2012

IIpaBuja BEICTABICHMS OIICHKH 110 pEe3YyJIbTaTaM NPaKTHISCKOM Da60TBII

[IpakTuueckast paboTa CYMTAETCS BBHIIOJHEHHOW, €CIM CTYICHT YCIEIIHO CTeHEPHUPOBAIl
AJUTATITUYECKYIO KPHUBYIO, YIOBJIETBOPAIONIYI0 TpeboBaHusiM cranmapta DI TOCT P 34.10-
2012, npoiIeMOHCTPUPOBAJ YBEPEHHOE BJIaJICHHE CHCTEMOM KOMITbIOTEpHOM anreopsl SageMath
¥ TIOHUMaHUE TEOPETUUYECKUX MTPUINH BO3HUKHOBEHHS TPEOOBAHUN K SJUTHIITHYCCKON KPHUBOM

IIpakTHyeckas: padora Ne §
(nposepxa cgpopmuposannocmu OIIK- 2.1 u OIIK-10, unouxamoper U-OIIK-2.1.1 u MJ]-OIIK-
10.1)



HccnenyyiiTe kpuntorpadpuieckue CBOMCTBA CIEAYIONNX BEKTOPHBIX OYIEeBBIX (DYHKIIHIA:
y37e1 3ameH mudpa DES, yzen 3amensr mudpa AES, y3en 3amens mmdpa AES 6e3
npuMeHeHus apGUHHOTO peodpazoBaHus, y3ei 3aMeHbl mudpa Ky3Heuuk, y3iasl 3aMeH
mu¢ppa Marma. Pezynbrat U1 Kax 101 BEKTOpHOH (pyHKIIMU MPEICTaBUTH B BUJIE BEKTOpa
(deg, deg_m, N, D, Al), rae deg — anreOpanueckas crenenb, deg_M — MUHUMAJIbHAS
anreOpamyveckas crenenb, N — HenmmHeHOCTh, D — nuddepeHmanpHas paBHOMEPHOCTh, Al —
anreOpanyeckast UIMMYHHOCTD. [t Kaxknoi pyHKIIUHM MOnpoOyiTe MOMTydnuTh GYHKIUU TOTO
K€ THIIA, HO C JIYYIINMHU KPUOTOTpahuIecKuMH napaMeTpaMH.

[IpaBuia BEICTaBICHHS OLICHKH IO PE3YJIbTaTaM MPAKTUYECKON pabOThI:
[TpakTrdeckast paboTa CUUTAETCS BBIIOJIHEHHOM, €CITH CTYICHT YCIEITHO BBIUHCITHI
XapaKTEPUCTHKH BEKTOPHBIX (PYHKIIUH, MPOJEMOHCTPHPOBAII BIAJICHUE METOIaMHU
BBIYMCIICHHSI TUX XaPaKTEPUCTUK U TPEUIOKIII UICH ONTHMH3AINH XapaKTEPUCTHK OJTHOU U3
MPUBEIECHHBIX PYHKIUN (YHKIIAN.

2. Cnucok BONPOCOB M (MJIH) 3aJaHMIi 1JIS MPOBEAeHHsI MPOMEKYTOYHOH aTTeCTAIIUH
Cnucok BONPOCOB K 3a4eTy

Ha 3adere u »5Kk3ameHe mpoBepsieTcss cdopmupoBaHHOCTh KommereHmn OIIK-
3,(unaukaropst U-OTIK-3 3 u U-OI1K-3_2).

3aueT U SK3aMEH BBICTABJISIETCS IO pe3yJibTaTaM cOOecel0BaHUs M0 TeMaM U3 CIIMCKa
BOIIPOCOB U IO pe3y/bTaTaM MPaKTHUECKUX PadoT, BHIOJHEHHBIX B TEYEHUU CEMECTPA.

1. BBenenue. OcCHOBHbIE MOHSITUS U 324U Kpunrorpaduu.

Kpatrkas wuctopus kpunrorpadguu. 3amaun B oOnacté obecrieueHus HH(POPMAIMOHHON
0€30IIacCHOCTM W MeTOJbl 3amuThl HHpopMmanuu. Kpunrtorpadpuyeckue MeTOAbI 3alUThI
uHpopManuu, UX 0COOeHHOCTb. Mojenb cucteMm mepenaun uHpopmaruu. CUMMETpUYHBIE U
acUMMeTpu4Hble Kpunrocuctembl. Kpunroananus u kpunrocunte3. Ilpunnun Kepkroddea.
Tunsl atak Ha kpuntocuctemy. @opmanbhbie Moaenu mugpos. Knaccuukanus mudpos mno
pa3IMYHBIM NpU3HaKaM. MoJenu OTKpBITEIX TEKCTOB. OLEHKa YHMCiIa OCMBICIEHHBIX TEKCTOB.

2. TIpocreiimue ucropuyeckne MuPpPbI 1 UX KPUNTOAHAIU3.

HIudp Uezaps, apdunnsiit mudp, mmdp npoctoit 3amensl, mmdp Xusuia, mudp nepecTaHOBKH,
umdp Buwxunepa, mmdp rammupoBanus. Ix kpuroaHanus.

3. Croiikoctb mugpos.

Anrebpanyeckass U BEpPOATHOCTHas Mojenb wmudpa. TeopeTrueckas CTOMKOCTh MIHUQPOB IO
lennony. Teopema Illennona. lllu¢gp BepHama u ero coBepieHHas CTORKOCTb. DHTPONHUS U €€
cBoicTBa. M30bITOuHOCTH si3bika. OIllEHKAa 4YHCIA JIOKHBIX KJIIOYEH W paccTOsHUE
€IMHCTBEHHOCTU. /[Ipyrue mnonaxoisl K oOINpenaeneHuto croikoctd muppa. OIHOCTOpOHHUE
(GYHKIMM W OJHOCTOPOHHME (YHKIMHU C «iIa3eikoi». CemaHTHYecKas CTOMKOCTb H
MOJINHOMMAJIbHASL CTOUKOCT.

4. Tlotounble mmGpbI U reHepalus MCeBIOCTYYAHHBIX N0CIe10BaTeIbLHOCTEI.
[Torounsle mudpsl U npuHunsl ux noctpoeHus. I'eneparopsr IICII. Kpunrorpadpuuecku
croiikue ITICII. JluneliHble pekyppeHTHbIE mocienoBartenbHocTH. Onenka nepuona JIPIL
Munumanssbiii MHOrowieH JIPIL. JlunelHas ClOXHOCTh IOCIENOBATEIBHOCTH. AJITOPUTM
bepnexomna-Meccu. Meronbl  ycnoxnenuss JIPII:  ¢unbTpyromme u  koMOMHUpYHOIIHE
renepatopsl. [Ipumepsl motounsix mmdpos: A5, RC4, CSS (Content Scramble System).

5. BuiouHble WU PPBI.
bnounbie mmdpel U npuHuMnel ux noctpoeHus. Cerb @eiicrensa. Anroputm DES u ero
Bapuantel (3DES, DESX). Anroputm «Marmay (I'OCT 28147-89). SP-cetb. Anroputm AES.
Anroputm «Ky3neunk» ('OCT 34.12-2015). PexxuMbl UCIIONIb30BaHUS OJIOYHBIX HTU(PPOB.



CnHcok BONIPOCOB K IK3aMEHY:

1. Beenenue. OCHOBHbBIC IOHATHS U 3a]a4u Kpunrorpaduu.

Kparkass wuctopus kpunrorpadguu. 3amaun B oOnactu obecnedeHus HMH(YOpMaMOHHON
0€30MaCHOCTH W MeTOHbl 3amuThl uHpopMmanmu. Kpunrorpadpudeckue MeTOAbI 3allUThI
uHpoOpMaLnu, UX 0COOeHHOCTb. Mojenp cucteM nepenaud uHpopmanuu. CUMMETpUYHBIE U
acMMMeTpUYHbIe Kpunrocuctembl. Kpunroanamus u kpunrocunted. Ilpunmun Kepkroddea.
Tunsl atak Ha kpunrocucremy. @opmanbable Mojenu muppos. Kinaccudukanus mudppos mno
pa3IMyYHbIM Npu3HakaM. MoJienu OTKpBITEIX TEKCTOB. OlLieHKa YKcila OCMBICIIEHHBIX TEKCTOB.

2. Ilpocreiimme ucropudeckue mu@ppbl 1 HX KPUNTOAHAIH3.

HIudp Uezaps, ahdunnsiii mmdp, mmdp npocroii 3amensl, mmdp Xwuuia, mudp nepecTaHOBKH,
mmdp Bwxkunepa, mudp rammupoBanus. X kpuroanamus.

3. Croiikoctb mugpos.

Anrebpanueckas U BEepOATHOCTHas Mozenb wmudpa. Teopernueckas CTOHKOCTh MHE(POB MO
[ennony. Teopema lllennona. ludp Beprama u ero coBepiieHHass CTOWKOCTh. DHTPOIHUS U €€
cBoiictBa. M30bITOouHOCTh s3bika. OlEHKa YuCla JIOKHBIX KIIOYeH M paccTosHue
€IMHCTBEHHOCTH. J[pyrue momxoisl K ONpeAeneHuto croikoctd mmppa. OTHOCTOpOHHHE
GyHKIMM © OAHOCTOPOHHME (YHKIUM C «iazeikoil». CemaHTHuyecKas CTOHKOCTb H
MOJIMHOMMAJIbHASI CTOUKOCTD.

4. Tloro4Hble IH(PLI U TeHePAL U NCEBIOCTYYANHBIX N0C1e10BATEIbLHOCTEH.
[Torounsie mudpsl u npuHnunel ux nocrpoeHus. ['eneparopsr TICII. Kpunrorpadpuuecku
croiitkue [TICII. JluneliHble pekyppeHTHbIE MocienoBarenbHocTd. Ouenka nepuona JIPIL
Munumanbabiii MHOrowieH JIPIL. JIuHelHas CIIO)KHOCTh MOCIIENOBATENBHOCTU. AJITOPUTM
bepnexommna-Meccu. Meroabt  ycnoxkuenust JIPII:  dunbTpyromme u  KOMOMHUpYIOIIHE
rereparopsl. [Ipumepsr motounsix mmppos: A5, RC4, CSS (Content Scramble System).

5. BbJounble muppHI.
bnounsle mmdpsr 1 npuHmMnsel uX nocrpoeHusd. Cerbp @eiicrens. Anroputm DES u ero
Bapuantel (3DES, DESX). Anroputm «Marmay» (I'OCT 28147-89). SP-cetb. Anroputm AES.
Anroput™ «Ky3ueunk» (I'OCT 34.12-2015). Pexxumbl ucmionb30BaHus 0JI0YHBIX MH(POB.

6. Xem-pyHkuuu.
beckitoueBble U KitoueBble Xenl-pyHKIUU. MeTonbl noctpoeHus xem-pyHkuuid. [Ipumenenne
xeur-pyaknuit. [pumepsr xem-dynkiuii: «Ctpudor» (IOCT P 34.11-2012), MD5, SHA,
HMAC, ¢ynkuuu Ha ocHOBE OJI0YHBIX IIU(POB.

7. AcMMMeTpHYHAsi KPUNITOrpagusi.

BoruncnuTenbHo cnokHble 3anaun MatemaTku. Cxema RSA u ee ananus. Cxema Onb-I'amans.
Cxema Mepkisa-Xemnmana. ['ubpunnas cxema mmudpoBanus. Hudposas noanucs. Cxembl
nugposoi noanvicu Ha ocHoBe RSA. Cxema uudposoit noanucu Onb-I'amana: TOCT 34.10-
2012, ECDSA. Cxewmsl cienoii noanucu. CepTudukaTsl 1 HHOPACTPYKTYpa OTKPBITHIX KIHOUEH.

8. ¥Ymnpasiienue KJII0YAMHU.

KnroueBas cucrema. Xuznennstit nuki kmoueil. [Tousatue kpuntorpadmuueckoro mpoTokoia.
[Ipotokonbl BepaOoTKH 00mIero kiroda. [IpoTokonsl nepegaun kimoued. Cxembl paseneHus
CEeKpeTa.

9. DyieMeHTBHI KPUNTOAHAIN3A.

Kpunrorpaduueckue cBoiictBa otoOpaxkenuil. Henuneitnsie 0yneBs! GpyHkiun. beHT ¢pyHkumy,
KOPPEJSILIMOHHO-UMMYHHBIE U airedpandecku-uMMmyHHble GyHKiuu. [duddepenunansHo-
paBHOMepHble (yHKIMM M uX cBoiictBa. APN oroOpakeHus. AHaiM3 W TOCTPOCHHE
Kpuntorpaguuecku cTroikux S-070koB OJ0uHBIX HmMGpPoB. OOIIME METOABl KPUIITOAHATIU3A
mudpoB. MeToasl KOMIOpoMmHcCca BPEMEHM M NHaMATH: METOJ BCTPEUYH MOCEpEHHE, METO
Xemnmana.  AnreOpanueckue  MeToAsl  aHanmu3a  mudpoB. Meroxg — IuMHeapu3alUu.
CraTucTuyeckue MeTo/bl aHanu3za mu@pos. JlunelHsit 1 1uddepeHIaIbHbI KPUIITOAHAINS.
Koppensionnslie aTaki Ha TOTOYHbIE MU PBHIL.
10. HexkoTopble cOBpeMeHHbIe HANPABJIEHUS] KpUNTOrpagpuyecKux uccjie0BaHuUIl.



KBanroBbie  BblumcieHus. KBantoBoe pacnpenenenue  kmroueid.  AnroputMm  Ilopa.
[TocTkBanToBas kpunrorpadus. Kpunrorpadus, 6azupyromiascs Ha pemetkax. Kpunrocucremsl
GGH u NTRU. OO6yuenue c ommbkamu (LWE). Hcnonp3oBanue TeopuM KOAWPOBAaHUS B
kpunirorpaduu. Koxer 'onmel. Kpuntocucrema McEliece. Kpunrorpadusi, 6asupyromascs Ha
rpynmnax. Kpunrorpaduueckue npoTokoibl Ha 6a3e KOMOMHATOPHOM TeOpHH Ipymil. I'pynmsl Koc
U TIPOTOKOJIBI HA X ocHOBE. Kpunrorpadus Ha OCHOBE 3JUIMIITUYECKUX KPUBBIX.

3. HpaBnna BBICTABJICHHUA OLICHKH HA 3K3aMCHC.

B sx3aMeHanmoHHbIe OMIIET BKJIIOYAETCS J1Ba TEOpEeTUUYEeCKUX Borpoca. Ha moAaroTosky k
OTBETY JaeTcsl He MeHee luaca.

Ilo wroram »5K3aMeHa BBICTABISIETCS OJIHA M3 OLEHOK: «OTJIMYHO», «XOPOILIO»,
«yJIOBJIETBOPUTEIILHOY» UIIH «HEYI0BIETBOPUTEIBHO.

Ounenka «OTJMYHO» BBICTABISIETCS CTYICHTY, KOTOPBIM JEMOHCTPUPYET IIyOOKoe U
MOJTHOE BJIQJICHUE COACp)KaHUEM Marepuajga ¥ TOHATHHHBIM ammapatoM KpUITOrpadwuu,
OCYILIECTBIISIET MEKIIPEIMETHBIE CBSI3H; YMEET CBA3BIBATH TCOPHUIO C MPAKTUKOM. CTyneHT naer
pa3BepHyTble, IIOJIHBIE M YETKHE OTBETHl Ha BOIPOCHI H3K3aMEHAIMOHHOIO Oujera u
JIOTIOJIHUTEIbHBIE BOMPOCHI, COOJIIOJAET JIOTMYECKYIO IOCJIEAOBAaTEIbHOCTh MPU H3JI0KEHUU
MaTepuaia. ['paMOTHO UCHIOIB3YET KPUIITOTPaPUUECKYIO0 TEPMUHOJIOTHIO.

Onenka «Xopomo» BBICTABIAETCS CTYIEHTY, OTBET KOTOPOTO Ha JK3aMEHE B IIEJIOM
COOTBETCTBYIOT yKa3aHHBIM BBILIE KPUTEPUSAM, HO OTJIMYAECTCS MEHbILIEH O0OCTOSTENbHOCTHIO,
rJ1yOuHON, 00OCHOBAaHHOCTBIO M TOJHOTOH. B OTBeTe MMEIOT MECTO OTIENbHblE HETOYHOCTH
(HecyllecTBEHHblE  OMIMOKM), KOTOpbIE  MCIPABISIOTCA  CaMHM  CTYJEHTOM  IIOCIE
JIOTIOJTHUTEIBHBIX U (WIM) YTOUHSIOIUX BOIPOCOB 3K3aMEHATOpa.

OneHka «Y10BJ1eTBOPUTEIbHO» BBICTABISETCS CTYAEHTY, KOTOPBIH 1aeT HEAOCTATOYHO
HOJHBIE M IOCJIENOBaTENbHbIE OTBETHI HA BOIPOCHl 3K3aMEHALlMOHHOro Owiera U
JIOTIOJTHUTEIIbHBIE BOIPOCHI, HO MPHU 3TOM JEMOHCTPUPYET YMEHUE BBIACIUThH CYLIECTBEHHBIE U
HECYLIECTBEHHBIE TPU3HAKN U YCTAHOBUTH IPUYUHHO-CIIEJCTBEHHBIE CBA3U. OTBETHI U3JIaraercs
C HCIOJIb30BAaHUEM TEPMHMHOJIOTMM MPUHATON B KpUOTOrpaduu, HO IPU ATOM JOIMYCKAIOTCS
OIMOKM B ONpPEIENCHUM W PACKPBITUM HEKOTOPBIX OCHOBHBIX HOHATHH, (opMymupoBke
MOJIO’KEHUH, KOTOpBIE CTYJEHT 3aTpyAHSETCS UCIPaBUTh camocTosTenbHo. [Ipu aprymeHnTanumn
OTBETa CTYACHT HE OOOCHOBBIBAE€T CBOM CYXJeHHMs. Ha uyacTb JOMOIHUTENBHBIX BOMPOCOB
CTYJEHT 3aTpyAHSAETCS AaTh OTBET WU AA€T HEBEPHbBIE OTBETHI.

Onenka «HeynoBi1eTBOPHUTEIBHO» BBICTABISETCS CTYACHTY, KOTOPBIN I€MOHCTPUPYET
pa3po3HEHHbIE, OECCUCTEMHBIE 3HAHUS; OECHOPSIOYHO U HEYBEPEHHO H3J1araeT MaTepHal; He
YMEET BBIIEIATH INIABHOE U BTOPOCTENIEHHOE, HE YMEET COEIUHATh TEOPETUUECKUE MTOJIOKEHHUS C
MPAKTUKOM, HE YCTAHABIMBAET MEXIIPEIMETHBIE CBS3M; JOMYCKaeT TrpyOble OLIMOKH IpHU
OINpEACIEHNUN CYIIHOCTH PAcCKpPbIBAEMBIX IOHSTHH, SBICHHWH, BCIEICTBUE HEIOHUMAaHHUS HX
CYILIECTBEHHBIX M HECYIIECTBEHHBIX NPU3HAKOB U CBA3€H; JaeT HENOJHbIE OTBETHI, JIOTUKA U
MIOCJIEA0BATENBHOCTD H3JIOKEHUS KOTOPBIX HMEIOT CYIIECTBEHHBIE M NPHUHLUUNUAIBHBIE
HapyIICHHs, B OTBETAX OTCYTCTBYIOT BBIBOJbI. J[ONOJHUTENbHbIE M YTOYHSIOIIME BOIPOCHI
JK3aMEHATOpa HE TMPUBOAAT K KOPPEKLUUH OTBETOB CTyldeHTa. Ha OCHOBHyrO 4acTb
JIOTIOTHUTEIbHBIX BOIIPOCOB CTYJEHT 3aTPYIHAETCS AaTh OTBET UJIU Ja€T HEBEPHbIE OTBETHI.

Onenka «HeynoBIeTBOPUTENBHO» BBICTABIAECTCA TAaKXKE CTYAECHTY, KOTODPBIA B34
HK3aMEHALlMOHHBIA OUIIET, HO OTBEYATh OTKAa3aJCs.



IIpunoxkenne Ne 2 k paGoueii mporpaMme M CUMIIIMHBI
«MeToabl 1 cpeacTBa KpUunTorpaguyeckoii 3amuThbl HHPOPMATHUID)

MeToauuecKkue YKazaHus 1Jisl CTYACHTOB I10 OCBOCHUIO JUCHHUIIJIMHBI

OcHoBHOU (opMOI H3IOKEHHSI Y4eOHOTO Marepuaia Mo AUCHUIUTHHE «MeETonasl U
cpeAcTBa KpunTorpadu4eckoi 3amuThl HHGOPMALIMU» SBISIOTCA JIEKIUH, YTO CBS3aHO, IPExXIe
BCETr0, C HOBHM3HOM Martepuana Uit oOy4daeMmbiX. [lo OOJBIIMHCTBY TEM MPEIyCMOTPEHBI
IPAaKTUYECKHUE 3aHATHS, LEJIbI0 KOTOPBIX SBJSETCS 3aKpeIICHUE JIEKIIMOHHOTO MaTepuana myremMm
peLIeHHs CIeIMaIbHBIM 00pa3oM MOJ00PaHHBIX 3a/1a4 U YIPAKHEHUH.

JUis  yCHEeUIHOrO OCBOEHHUS JUCLMIUIMHBI BaXHO CaMOCTOSATEIIBHOE HM3y4eHHE
TEOPETUYECKOT0 MaTepHaja, pelIeHHe JOCTaTOYHO OONBIIOro Habopa XOpOoIIo MOA0O0paHHBIX
3ajjay, Kak B ayJUTOpUHU, TaK U CAMOCTOSATEJIBHO B KauecTBe JOMAIIHUX 3anaHuil. [Ipumepsl
peleHns 3a/1a4 pa3ouparoTcs Ha JISKUUAX U MPAKTUYECKUX 3aHATHUAX, IPU HEOOXOJUMOCTH IO
HauOoyiee TPYIHBIM TEMaM IPOBOAATCS JONOJHUTEIbHbIE KOHCYJAbTalMU. OCHOBHas IEllb
peleHus 3a1ad — NIOMOYb YCBOUTH (DyHIIaMEHTaIbHbBIE TIOHATHS ¥ OCHOBBI KpUNITOTpadUIECKUX
METOI0B o0ecrneueHus HH(OpMaIMOHHON Oe3onmacHocTU. Jlis perieHus 3agady HEOOXOIUMO He
TOJIbKO 3HaTb, HO WU IOHUMAaTh JIEKUMOHHBIM Matepuan. IloaToMy B mpolecce H3ydeHHUS
JUCLUIUIMHBI PEKOMEHIYeTCsl peryisipHas paboTa ¢ KOHCIIEKTaMH JICKIUI U peKOMEHJ0BaHHOU
JIUTEPATYpPOl.

bosibioe  BHMMaHUE JOJKHO OBITh YIEJNEHO BBHINOJIHEHUIO JOMallHed paboTsl. B
KauecTBE 3aJlaHui JJIs CaMOCTOSATENbHOM padoThl JOMa CTYAEHTaM Npe/JlararTcs 3ajau,
aHAJIOTUYHBIE PAa300paHHBIM Ha JEKIHUSIX M MPaKTHUECKUX 3aHATUSAX WIM HEMHOro Ooiee
CJIO’KHBIE, KOTOPBIE SIBIISIIOTCS Pe3yIbTaTOM 00beIMHEHHS HECKOIBKUX 0a30BbIX 3ajad.

JUis MpOBEPKM M KOHTPOJISI YCBOCHMSI TEOPETUYECKOro Marepuana, NpUOOpEeTEeHHbIX
NPAaKTUYECKUX HABBIKOB PabOTHI ¢ OCHOBHBIMH TMOHSATHSAMU B TeUCHHE OOYUYCHHs MPOBOMAATCS
MEpONpPUATHS TEKYLIEH aTTecTalliyl B BHJE YCTHOTO ONpPOCa HA MPAKTUYECKUX 3aHATUAX U
KOHTpOJIbHOM paboTbl. Takke mNpoBOAATCS KOHCYJIbTalMM (IIpM HEOOXOAMMOCTH) IO
JEKIIMOHHOMY MaTepHally U pa300py HEKOTOPBIX 3a/laHUil ISl CAMOCTOSATEIbHOM paboThI.

B koH1e mepBoro cemectpa M3y4eHHUs AMCLUMILIMHBI CTYJEHTHI CHAAIOT 3a4€T, B KOHLE
BCEr0 Kypca — 9K3aMeH. 3a4eT BBICTaBIISETCS HA OCHOBAaHMU BBIMOJIHEHHS JOMAIIHUX 3aJlaHHM,
KOHTPOJIbHBIX paboT M cobeceoBaHMs MO TeMaM M3 CIHMCKa BOIPOCOB K 3a4eTy, KOTOPBIN
OXBaTBIBAET MEPBYIO YAaCTh MPOTrPAMMbI JUCLHUIUINHBL.

B kxoH11e BTOporo cemectpa U3ydyeHus: JUCHUIUIMHBI CTYJEHTHI CIAI0T dK3aMeH. JK3aMeH
OPUHUMAETCS MO 3K3aMEHALMOHHBIM OMJIeTaM, KaXJbli M3 KOTOPHIX BKJIKOYaeT B cels /Ba
TeopeTu4ecKuXx Borpoca. Ha camocTosiTenbHyI0 MOATOTOBKY K 3K3aMEHY BbIIENseTCS 3 JHS, B
3TO BpeMs MPeAyCMOTpPEHa U IPYINoBas KOHCY/IbTAIUS.



