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1. I{esiu OCBOECHUSA TMCHUTNIUHBI

LenssMu OCBOEHHUS NUCHMIUIMHBI «3ammra MH(GOpPMAUK OT yTEUYKH MO TEXHUYECKUM
KaHajam» SBJSIIOTCS (PU3UYECKHEe OCHOBbI 00pa30BaHUS TEXHUYECKHX KaHAJIOB YTCUKH
UH(OPMALIUU U TPUHLIHUIBI pAa0OTHl TEXHUYECKUX CPEICTB 3alUTH HH(POPMAIIH.

OcHoBHasl 3afjaua Kypca 3akKJI04aeTcsi B BBIPAOOTKE Yy CTYIEHTOB HABBIKOB U yYMEHHUS
OLIEHKH BO3MOYKHOCTH BO3HUKHOBEHHUS YTEUKH MH(POPMAIUH 110 TEXHUYECKUM KaHalaM, a TaKKe
3¢ (peKTUBHOCTH CPEJCTB U METOI0B 3alIUTHl HHGOPMAIUH.

2. MecTO AMCHUILIUHBI B CTPYKTYpe 00pa3oBaTe/IbHOM MPOrpaMMbl

JuctumuimHa «3amuTa “HQOPMAIK OT YTEUKH 110 TEXHUYECKUM KaHallaM» OTHOCUTCS K
00s3aTeNnpHOM YacTH 00pa30BaTeIbHON MPOrPAMMBI.

JUis  ocBOEHHs  JaHHOW  JAMCUMILIMHBI  CTYIAEHTBHl  JOJDKHBI ~ 3HaThb  OCHOBBI
3JIEKTPOJAMHAMMUKH, DJIEKTPOHUKM U  CXEMOTEXHUKH, TEXHUYECKOIO IPOTHUBOJECHCTBUS
KOMIIBIOTEPHON pa3Be/Ke, UMETh IPEACTaBIECHNE 00 OCHOBHBIX MOHATHUSAX aKyCTHKH, MEXaHUKU
Y DJIEKTPUYECTBA.

3. [lnanupyeMble  pe3yJbTaThl OOy4YeHHS] 1O JUCHUIJIHHE, COOTHECEHHbIe C
IUIAHUPYEMBIMH Pe3yJIbTATAMM 0CBOEHUSI 00Pa30BaTeJbLHOMH MPOrpaMMbl

IIponiecc u3ydyeHus AUCUUILIMHBI HAlIPaBieH Ha (POPMUPOBAHUE CIEAYIOIIUX JIEMEHTOB
kommereHmii B cootBerctBuu ¢ ®I'OC BO, OIl BO u mpuoOpeTeHus CleAyOUMX 3HAHHM,
YMEHUH, HaBBIKOB U (WJIM) OIBITA 1EATEIbHOCTH:

Dopmupyemas NHaukaTop 10CTHKEHUSA Ilepeuennb
KOMIeTeHIHs KOMIIeTeHIN U IUVIAHMPYEMBIX Pe3yJIbTATOB 00y4YeHus

(xkoa u opMyJIHPOBKA) (xox M popMyJIHpPOBKA)

OowenpodgeccuoHaJbHbIe KOMIIETCHIHH

OIIK-9 H-OIIK-9.8 3HaTh:

CriocobeH pemaTh [IpoBOAUT UCTOYHMUKOBBIN | - OCHOBHBIE ATAIbI IOATOTOBKU HAYYHOT'O

3a7a4u MOUCK B CBOEU MPEAMETHON | OTYETA U KOHCTPYKTOPCKO-TEXHOJIOTUYECKOM

npohecCHoHaNBHON obnactu JIOKyMEHTALUH.

JIESITEIIBHOCTU C YYETOM YMmerTh:

TEKYILEro COCTOSHUS U - UCMOJIb30BATh 3IEKTPOHHBIE

TEHJECHUUHN pa3BUTHUS npoeccuonanbHble 0a3bl TAaHHBIX U 3HAHUH

METO/IOB 3aIllHUTHI JUTSI TIOATOTOBKY HAYYHBIX OTYETOB.

UHQOpMAIUH B Braagers HaBbIKaAMM:

ONEPALMOHHBIX - MIOUCKA TOAXOAAIIEeH HH(OPMAITHH C

cucTemax, UCIoJIb30BaHueM 0a3 rutupoBanus elibrary,

KOMITBIOTEPHBIX CETSX U google.scholar u mip., naTEpHET-COOOMIIECTB

CHCTEMax YIpaBJICHHUS stackexchange u mp.

0azamu JaHHEIX, a Takke | M-OIK-9.9 3HaTh:

METOJIOB M CPEJICTB [Ipennaraet pemenus mo - (hu3HvecKre OCHOBBI YTEUKH UH(POpMAIN

3aLIUThI OT YTEYKH 10 3aIuTe 00HEKTOB 110 TEXHUYECKUM KaHaJIaM B 00bEKTaxX

TEXHUYECKUM KaHaJlaM, nHPOPMATU3ALHIH OT rH(pOpMaTU3aINY;

CeTeH U CUCTEM NIEpeNadt | yTeYKu HH(pOpMALUU 1O Ymersn:

UHQOPMAIIH; TEXHUYECKUM KaHaJlaM - paccUMTHIBATh ApaMeTPhI 3aIIUIIIEHHOCTH
00BEKTOB HH(POPMATU3ALMHU OT YTCUKH T10
TEXHUYECKUM KaHajaM;
- aHAIM3UPOBATh U OCYIIECTBIATH
000CHOBaHHBIN BBIOOpP TEXHUUECKHUX CPE/ICTB




3aIIUThl HHPOPMAIIUH;

BJjiaieTh HABBIKAMM:

- KOMITHJISIIIUK HH(OPMALIUH C
ucnonp3oBanreM GitHub u Google —
JIOKYMEHTOB.

4. O0beM, CTPYKTYpA U CO/iepPKaHMe TN CHUTITHHbI

OO01mmast Tpy10eMKOCTh TUCIUTUIHHBI COCTaBISIeT 4 3a4eTHRIX equHuIl, 144 akaja. 9acoB.

Ne Tembl (pa3aesnbl) Bunsbl yueOHbIX 3aHATHI, DopMBbI TEKYLIEr0
n/n AUCUMILTHHBI, BKJIIOYAsI CAMOCTOSITETbHYIO KOHTPOJIA
HX co/iep:KaHue paboTy CTY/IeHTOB, ycneBaeMocTH
U UX TPYI0€MKOCTh
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1 |BBoxHas Jekus 8 2 1

2 |TexHuueckue KaHaJbl yTeuku| 8 4 6 |10 | 1 7 |oT4er mo
peueBoii nHGopMaUn nabopatopHoii paboTe

Nel;

3 |Texnwmueckue KaHAIBI yTeuku| § 6 6 |12 | 1 8 |oTueT mo
uHGpOpMAITUH, JabopaTopHOi padoTe
0bpabaTsiBacMOif No2;

TEXHHYECKUMH CPEJICTBAMHU
00paboTKu U mepeaadn
unpopmaiun (TCIIN)

4 |TexHudeckue KaHAIIBI yTeUKH| 8 8 6 |10 | 1 8 |oTueT mo
nHGOpPMAIUH TIPH TIepeade nmaboparopHoii paboTe
€€ 10 KaHajaM CBs3U Ne3;

5 |Meponpusrtus o 8 8 6 1 8 |oTueT mo
BBISBJIICHUIO KaHAJIOB YTEYKU nmaboparopHoii paboTe
MHQOpMALIH Ned;

6 |Opranuzanys UHXECHEPHO- 8 4 8 1 8 |3amuTa KOJIJICKTHBHOIO
TEXHUYECKOM 3aIUThI MPOEKTA
nHpOpMAIUH

0,3 | 2,7 |3auer
Bcero 32 132132 |5 |03 ]427

Conep:xanue pa3aesoB TUCUUILIUHBI:

1. BBogHast jiekuust

1.1 Beenenue. Buapl, HCTOYHUKY U HOCUTEIH 3alllMIaeMOl HHPOPMALIUH.

1.2 Texnuueckue KaHaibl yreukd HHPopmanuu. CTpykTypa, KiacCUPUKalus ¥ OCHOBHBIE
XapaKTEPUCTUKH.

2. TexHu4eckre KAaHAJBI YTEYKH pedyeBOd HH(POpMaLuu




2.1. KpaTkue cBeneHus Mo akycTuke. 3ByKOBO€ Iouie. JInHeliHble XapaKTEpUCTUKHA 3BYKOBOTO
1oJs. DHEPreTUUeCKue XapakTepUCTUKU 3ByKoBoro nods. I[Inockas Bosnna. Cepudeckas BosHa.
AKYCTHYECKME U DJJIEKTPUUYECKHE YPOBHU. 3BYKOBBIE CHUTHajibl. MacKMpOBKa 3BYKOBBIX
CUTHAJIOB.

2.2. TIoHATHOCTH M Pa300pPUMBOCTh peur. YacTOTHBIN JHana3oH ¥ CHEKTPhl. 3BYKOBOE MOJE B
IOMEIIEHUH. 3BYKOBOM (DOH B MOMELIEHUH. XapaKTePUCTUKH TOMELEHHs. 3BYKOMOIJIOAt0I1e
MaTepuaibl 1 KOHCTPYKIUH. 3BYKOU30JIALUS TIOMELICHUM.

2.3. AkycTuyeckne KaHaJlbl yTEUKH peueBOr HH(OpMaIuy.

2.4. BubpoakyCTHUECKUE TEXHUYECKHE KaHAJIbI YTEUKH pPe4eBOil HH(pOpMAIIHH.

2.5. ONTUKO-3JIEKTPOHHBIN KaHAJl YTEUKH peueBOr HH(OpMaIUH.

2.6. [TapameTpuueckre KaHaJbl yTEUKH PEUEBO HH(POPMAIIHH.

3. TexHu4eckne KaHAJIbI YTeUYkH HH(popmanuu, oopadarsiBaemoii TCIIU

3.1. ®usnueckas npupoga MOOOUYHBIX UIEKTPOMATHUTHBIX M3Iy4eHHH. OCHOBHBIE YpaBHEHMS
3JIEKTPOMArHUTHOTO TIOJISl.  DJIEMEHTAPHBIA AIEKTPUYECKUM HW3JIydaTelb. JIEMEHTapHBIN
MAarHUTHBIN U3J1y4aTellb.

3.2. DnexkTpoMarHuTHBIC KaHabl yTeuku nHpopmanuu TCITU

3.3. DnexTpuyeckne KaHaibl yTeukd HH(POpManuu. HaBoAKH 3JIEKTPOMAarHUTHBIX W3IY4eHUH
TCIIN

3.4. IlapameTpruecKuii KaHall yTeUKH HHPOPMAIIUH.

4. TexHn4yecKHe KAaHAJIbI YyTeYKH HHGOPMaLMU NIPH Nepeaaye ee M0 KAHAJIAM CBA3U

4.1. DnexTpuueckue JMHUU cBsA3U. CpeacTBa nepeiadn dJIEeKTPUUECKUX CUTHAJIOB.

4.2. Kananbl yTeuku HHPOPMAIIMH 32 CUET Mapa3UTHBIX CBS3EH.

4.3. Dnextpuueckre KaHaibl yreukn uHpopmarym. KoHTpons u npociymuBanue TenedoHHBIX
KaHaJIOB CBSI3H.

4.4. DnekTpoMarHuTHbIE KaHAJIbl YTEUYKU HH(OPMALIUH.

4.5. UHAyKUMOHHBINA KaHaJl yTeYKH UH(OPMALHH.

4.6. be30macHOCTh ONTOBOJIOKOHHBIX KaOCIBHBIX CHCTEM.

5. MeponpusiTisi 10 BBISBJICHHI0O KAHAJIOB YTeYKH HH(OpMaLMU

5.1. OOume npuHUMIIBI BbISBICHUS. MHAMKATOPBI 371€KTPOMarHUTHOroO mnoiisd. CKaHUpYHOLIUe
paiMONpPUEMHUKH. AHaIM3aTOpPbl CHEKTPa, paguodacToToMepbl. HenuHeilHble JIOKAaTOpPHI.
Mertannonerexropsl. [logaBurenu 1MKTO(HOHOB.

5.2. TexHuueckue cpejacTBa 3alluThl MHPOpManuu. 3ammTa WHGOPMAIMU B CETAX CBS3H.
Arnmnaparypa KOHTpOJIS JIMHUN CBSI3U. AMMaparypa 3aliuThl JUHUHN cBsa3u. CpencTBa co3aHus
AaKyCTHMUYECKHMX MAacKUpyroummx noMex. CpeacTsa CO3laHUs 3JIEKTPOMATHUTHBIX MAaCKHPYROIIHUX
MOMEX.

5.3. be3sxoBeie kameps! (BIK). DkpaHupoBaHHBIE TOMEILIEHHS.

6. Opranusanusi HHKeHEPHO-TEXHMYECKOH 3alMTHI HHPOPMALMHU

6.1. 3amaum HMHXXEHEPHO-TEXHUYECKOM 3ammrbl uHpopManuu. [IpuHIMNBI HMHXEHEPHO
TEXHUUYECKOH 3aiuThl nHpopManuu. OCHOBHbBIE METObI 3alUThl HHOOPMALIUK TEXHUYECKUMU
CpEICTBaMH.

6.2. CiocoObl 1 cpe/icTBa MHKEHEPHOU U TEXHUYECKOM OXpaHbl 0ObEKTOB.

6.3. CriocoObl U cpeacTBa MPOTUBOACHCTBUS MOICTYIINBAHUIO.

6.4. CriocoObl W cpencTBa TPENOTBpAIICHUS YTEYKH HHQPOPMAIMH C TOMOIIBIO 3aKJIaJIHBIX
yCTpOMCTB. JlemMacKkupyrolme Npru3HaKky 3aKjIaJHbIX YCTPONCTB.

6.5. OCHOBBI METOJI0JIOTHH HUHKEHEPHO-TEXHUUECKOHN 3alIUThl HTHPOPMAIUH.

5. Oﬁpaf‘lOBaTeJIbele TEXHOJOIMH, B TOM YHUCJIEC TCXHOJOIMM IJICKTPOHHOIO oﬁyqennﬂ H
AUCTAHIHUOHHbIC 06pa3OBaTe.11bele TEXHOJOIMH, HCII0Jb3yEMbIC IIPpH OCYINECTBJICHUU
05p33OBaTeJII>HOFO nmpouecca mo JTMCUMIIMHEe

B nporiecce 00ydeHus: UCTIONB3YIOTCS Cleylolue 00pa3oBaTeIbHbIe TEXHOIOTUH:



BBoaHasi JieKuMA — 1aeT IEPBOE LEJIOCTHOE IMPEACTaBICHUE O JIUCLMIUIMHE U
OPUEHTHUPYET CTYACHTAa B CHCTEME M3yYEHUS NAaHHOW OUCHMILIMHBL. CTYyIEHTBI 3HAKOMSTCS C
Ha3HAUYEHUEM W 33/1a4aMU Kypca, €ro pojbl0 M MECTOM B CHUCTeME yYEOHBIX AWUCIUILIUH U B
cucTeMe IMOATOTOBKM B LieioM. Jlaercs kpaTkuil 0030p Kypca, UCTOpHs pa3BUTHUsS HAyKU U
NPaKTUKH, TOCTHXKEHUS B 3TOH cdepe, NMeHa U3BECTHBIX YUYEHBIX, U3JIaraloTcs MepCHeKTUBHBIE
HanpasJieHus1 uccienoBanuii. Ha 92ToM  JeKIMM  BBICKAa3bIBAIOTCS  METOJUYECKHE WU
OpraHu3alMOHHBIE OCOOCHHOCTH pabOTHl B paMKaxX [IaHHOM JUCLUUIUIMHBL, a TaKXKe HaeTcs
aHaJIu3 PEKOMEHIyeMOH yuyeOHO-METOJMUECKOM JIUTEPaTypHl.

AxajgeMHuyecKasi JJeKIHUs ¢ JIEeMEHTAMH JIeKIMH - 0ece/bl — [10CIEI0BATEIbHOE
U3JI0’KEHUE MaTepHala, OCYIIECTBIIEMOE IPEUMYILECTBEHHO B BUIE MOHOJIOTrA IIPENOAABATEIA.
DneMeHThl JIeKIMU-Oecenbl 00eCneunBalOT KOHTAKT TpenojaBarest ¢ ayIuTopuei, 4YTo
IO3BOJISIET TNPUBJIEKaTh BHUMAHUE CTYJEHTOB K HauOosiee BaXKHBIM TeMaM JUCLUIUIMHBL,
aKTUBHO BOBJIEKaThb MX B Y4eOHBIH mpolecc, KOHTPOJIUPOBATH TEMI H3JIOKEHHUS Y4eOHOTO
MaTepuaia B 3aBUCUMOCTHU OT YPOBHS €TI0 BOCIPHUATHS.

IIpakTHYeckoe 3aHATHE — 3aHATHE, MTOCBALIEHHOE OCBOCHUIO KOHKPETHBIX YMEHUH M
HaBBIKOB I10 3aKPEIUICHUIO ITOIYYECHHBIX Ha JICKIIUY 3HAHUMH.

Koncynbranum — Buj yduyeOHBIX 3aHATUMN, SBISIOLIUICS OJHOM U3 (QOPM KOHTPOJI
CaMOCTOSITENIbHOW  paboThl  cTyJeHTOB. Ha KoHCymbTanmusx 1o mOpocb0e CTYJEHTOB
paccmaTtpuBaroTcs HauOoJsiee CIOKHBIE MOMEHTBHl NpU OCBOEHMM Marepualla JUCLUILIMHBI,
IpenojaBaTesib OTBEYAaeT HAa BOIPOCHI CTYIEHTOB, KOTOPbIE BO3HHUKAKOT y HUX B IIpoLEecce
CaMOCTOSITENIbHON pabOThI.

JlaGopaTopHoe 3aHAATHE — 1aeT BO3MOXHOCTb ITOJIyYUTh HABBIKU MIPAKTUYECKON pabOThI
C JIabOpaTOPHBIMU MAaKETaMU JIEKTPOHHBIX YCTPOMCTB, a TAK)KE C COBPEMEHHOW N3MEPUTEIILHOMN
annaparypou U CuCTeEMaMH KOMIIBIOTEPHOT'O MOJEINPOBAHUS.

6. IlepeueHb JIMIIEH3MOHHOT0 M (MJIH) CBOOOJHO PACHPOCTPAHSIEMOr0 MNPOrPaAMMHOIO
ol0ecreyeHusi, HMCNOJb3YyeMOr0 IPH OCYLIECTBJICHHHM 00pPa30BATEJBHOIO Ipouecca Io
AUCHHILIMHE

B nmporecce ocyrecTBiaeHus 00pa3oBaTeIbHOTO MPOIECCa UCTIONB3YIOTCS:

i (popMHpPOBAHUS MATEPHATIOB AJISl TEKYIIEro KOHTPOJISI YCIIEBAEMOCTH M MPOBEICHUS
IPOMEXKYTOUHOM aTTecTauu, Ui GOpMUPOBAHUS METOANUECKUX MAaTEPUAJIOB MO TUCIUILINHE!

- nporpammbl Microsoft Office;

- u3maTeabckasg cuctema LaTex;

- Adobe Acrobat Reader.

7. IlepeyeHb COBpPeMEHHBIX MNPO(ecCHOHAIBHBIX 0a3 JAaHHBIX W HMH(OPMAIMOHHBIX
CIIPABOYHBIX CHCTEM, HCIIOJIb3yeMbIX IIPH OCYLIECTBJICHUU 00pa30BaTeJIbHOIO MpoLecca 1no
AUCHHIINHE (MPU HE00X0IUMOCTH)

B mpomecce ocymecTBieHHs ~00pa3oBaTENBHOTO — Tpolecca MO  JAUCHIUIUIAHE
UCTIOJIBb3YIOTCS:

- ABTOMaTH3MpOBaHHasA OnbIuoTeyHo-uHpopmannonHas cucrema «bYKU-NEXT»

http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

- DnekTpoHHas OubaroTeyHas cucteMa «Jlaub» https://e.lanbook.com

- DnektpoHHast OubroTeuHas cucrema «fOpaitr» https://urait.ru

- DnexTpoHHas onbnnoTeyHast cucreMa «KOHCYIbTaHT CTyIeHTa»

https://www.studentlibrary.ru



http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
%22
%22

8. IlepeyeHb OCHOBHOI ¥  [ONOJHHUTEJbHOH Yy4yeOHOW JMTepaTypbl, pecypcoB
HHPOPMALMOHHO-TEJIEKOMMYHUKAUMOHHOH ceTH «MHTepHeT», HEOOXOAUMBIX IS
OCBOEHHUS TUCHUILINHBI

a) OCHOBHAsI JIUTEpPaTypa
1. B. II. MenpaukoB, C. A. KieiimenoB, A. M. IlerpakoB WudopmarmonHas
0e30macHOCTh U 3amuTa nHpopmanmn: yaed. mocodue ais By30B. - M.: Akagemust, 2009.
2. 3enkoB A.B. HHpopmanuonHas 06e30macHOCTh M 3amiuTa WHGOpMAIHMH: Y4eOHOE
nocobue — Mocksa: U3natensctBo FOpaiit, 2022.
https://urait.ru/viewer/informacionnaya-bezopasnost-i-zaschita-informacii-497002
3. by3oB, I'. A. 3amura wuHpOpMaIMKM OTrPaHUYEHHOTO JOCTYNA OT YTEYKH IO
TexHuyeckuM kanainam /I'. A. By3oB - Mocksa : ['opsiuast munaust - Tenexkom, 2015. - 586
c. - ISBN 978-5-9912-0424-8. - Texkcr : anektponHsiii / DbC "KoHcynbTaHT cTyneHTa" :
[caitr]. - URL : https://www.studentlibrary.ru/book/ISBN9785991204248.html
4. Cxpunnuk, /1. A. OOuire Bompocsl TEXHUYECKOH 3auThl nHGopMauuu / CKpUITHUK
. A. - Mockga : Hattmonanenbiid OtkpbiTeiii Yausepcuretr "MHTYUT", 2016. - Teker :
anektponueii  //  OBC  "KoncymbranT crymenta" @ [caiit]. - URL
https://www.studentlibrary.ru/book/intuit_163.html

0) 10MOJIHUTEJIbHAS JUTepaTypa
1. Parosun 1O. H. HWmxenepHo-texHudeckas 3amuTa uHPOpMaluu Ha OOBEKTax
nHpopmatuzanuu: ydeOHoe mocobue - Cankr-merepOypr: WML HMurtepmemms, 2019.
https://www.studentlibrary.ru/ru/doc/ISBN9785438301820-SCN0000/000.html
2. Topokun A. A. MHxkeHEepHO-TeXHUYECKas 3ammuTa nHpopmanuu: yaed. mocodue s
By30B. / A. A. Topokun; VYwueb.-mMeTon. coBeT M0 o0Opa3oBaHHIO B 00JacTu
nHpopManMoHHO# 6e3omacHocTH - M.: ['enmnoc APB, 2005. - 959 c.
3. Spoukun, B. N. UndopmannonHas 6e3omacHocTh : yueOHUK 11 By30B / SIpoukun B.
W. - Mocksa : Akanemudeckuii [Ipoekr, 2020. - 544 c. (Gaudeamus) - ISBN 978-5-8291-
3031-2. - Tekcr : anexkrponnsii / ObBC "Koncynbrant crymenrta" : [caiit]. - URL :
https://www.studentlibrary.ru/book/ISBN9785829130312.html
4. Hlansrun, B. ®. MNudpopmanmonHas O0e30MacHOCTh M 3alUTa HHPOPMALUU /
Hanerun B. ®@. - Mocksa : JIMK Ilpecc, 2014. - 702 c. - ISBN 978-5-94074-768-0. -
Texct : osnexktponnsii // 3BC "KoucynpranT crymenrta" : [caiitr]. - URL
https://www.studentlibrary.ru/book/ISBN9785940747680.html
5. 3asropoauuit B. . KommiekcHas 3ammTa nHGOpMAIK B KOMIBIOTEPHBIX CHCTEMaX:
VYueb.mocobue nns By3oB. / B. W.3aBropomnuii; VYueb.-meTon.00beIUHEHHE 10
o0pa3oBaHHI0 B OOJ.CTATUCTHKH,IPUKIAAHON HHDOPMATUKH U MaT.METOJOB B
skoHOMHKeE - M: Jloroc, 2001. - 263c.

B) pecypchl cetu «MHTEpHET»
1. HopmaTuBHBIC TIPaBOBBIC aKThl, OPTaHHU3AIMOHHO-PACTIOPSAIUTEIBLHBIC JTOKYMEHTHI,
HOPMAaTUBHBIE U METOJUYECKHE TOKYMEHTHI M MOATOTOBICHHBIE MPOEKTHI JOKYMEHTOB
1o TEXHUYCCKON 3aIuTe uH(pOpMaIIH B OTKPBITOM JIOCTYTIC:
(http://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty)
2. basa mannsix marentoB (https://rospatent.gov.ru/ru)
3. baza nanubeix [OCToB denepalbHOTO areHTCTBA MO TEXHUYECKOMY PEryIUpOBAHUIO
u metponoruu (https://www.gost.ru/portal/gost/)

9. MaTepuanbHO-TeXHHYecKas 0a3a, He0OX0AMMasI IJIsl OCYIIeCTBJIEHUsI 00Pa30BaTeILHOI0
npouecca no AUCHHUILINHE

MarepuanpbHo-TeXHUYECKas 0aza, He0OXoauMast JJIsI OCYIIECTBICHHUsI 00pa30BaTEIHLHOTO
mpoliecca 1o AUCHUUTIIMHE BKIIFOYAeT B CBOM COCTaB CIEUaIbHbIC TOMEIEHUS:


https://urait.ru/viewer/informacionnaya-bezopasnost-i-zaschita-informacii-497002
https://www.studentlibrary.ru/book/ISBN9785991204248.html
https://www.studentlibrary.ru/book/intuit_163.html
https://www.studentlibrary.ru/ru/doc/ISBN9785438301820-SCN0000/000.html
https://www.studentlibrary.ru/book/ISBN9785829130312.html
https://www.studentlibrary.ru/book/ISBN9785940747680.html
http://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty
https://rospatent.gov.ru/ru
https://www.gost.ru/portal/gost/

- y4eOHbIC ayAWTOPHH ISl TPOBEACHHS 3aHATHHA JIEKIIMOHHOTO THIA U MPAKTHYECKUX
3aHATHH (CEMHHApPOB);

- yueOHBIC ayIUTOPUU JJIs1 TPOBEICHUS 3aHATHI Ta00OPATOPHBIX padoT;

- yueOHbIC ayTUTOPHH ISl TIPOBENICHHSI TPYIIIOBBIX M WHAWBUIYAIBHBIX KOHCYJIbTAIINH,

- y4eOHbBIE ayIUTOPUU JUISI TPOBEACHHS TEKYHIErO0 KOHTPOJIS W MPOMEKYTOUYHOMN
aTTeCTAIlHH;

- MOMEUICHHUS JJISl CAMOCTOSITENIbHON pabOThI;

- TMOMEUICHUs Il XpPaHEHUS M NPOPUIAKTUYECKOTO OOCITYKMBAHUS TEXHHUYECKUX
CpeAcCTB O0yUYCHHS.

[TomenieHust st CaMOCTOSTENLHONH paOOThl 00YYArOIIUXCS OCHAIICHBI KOMIBIOTEPHOU
TEXHUKOW C BO3MOXKHOCTHIO MOAKIIOUEHUS K ceTH «VHTepHeT» M oOecrneueHueM JO0CTymna B
AJIEKTPOHHYIO0 WH(POPMAIIMOHHO-00Pa30BaTEIbHYIO CPEly OpTaHU3aIINH.

ABTOp:

JOLIeHT Kadeapsl ”HHOKOMMYHUKALUN U paguopu3uKu Ounpos A.A.



IIpunoxenne Nel k paboueil nporpaMme AUCHHUIIIMHBI
«3amuTa nHGOPMALMH OT YTEUKH 110 TEXHUYECKUM KaHAJIaM»

DoH/1 OLIECHOYHBIX CPEICTB
JJIs1 MPOBeleHUsI TEKYIeld U MPOMeKYTOUYHOI aTTeCTAlIMH CTY/IeHTOB
10 JUCIUILINHE

1. TunoBbIe KOHTPOJILHBIE 32/IaHNUS WIH UHBIE MATEPHUATBI,
HCIoJIb3yeMble B Mpoliecce TeKylleil aTrecTaluu

JlaGopaTopHBIN TPAKTUKYM

1. Jlaboparopnasi padora Nel. HccrnegoBaHue TEXHHYECKHX KaHAJIOB —YTEUYKHU
aKkyctuueckoil mapopmanuu. MccnenoBanue >QGEeKTUBHOCTH CPEICTB 3aIIUTHI aKyCTHYECKOU
uHpopmanuu.

2. JlaGopaTtopnass paGora Ne2. UcciemoBaHue TEXHHYCCKUX KAHAJIOB YTEUYKH
uH(popMalnu, oOpabaTeiBAeMON TEXHUUYECKUMHU CPEICTBAMU MpHeMa, 00pabOTKU U Tepenayu
uHpopmanuu. VccrnenoBanue >PQPEKTUBHOCTH CPEACTB 3aIIUTHl MH(YOpMAIMH OT YTEUKH II0
kaHany [IDOMU.

3. JladopaTopHasi pabGora Ne3 lccrnemoBanwe 5(G(GEKTUBHOCTH CPEICTB 3allUTHI
uH(pOpMallMd OT YTEYKH 3a cyYeT MOOOYHBIX 3JIEKTPOMArHUTHBIX HaBOAOK. lccrmemoBaHue
TEXHUYECKOTO KaHajla yTeUKH HHPOPMALIMH MIPH MIepeiade ee Mo KaHaiaM CBSI3H.

4, JlaGopaTopHasi padora Ned4 lccnenoBanue crocoO0B OOHAPYKEHHUS 3aKIaJT0YHBIX
TEXHUYECKHUX YCTPOUCTB, MPeIHA3HAYEHHBIX JUIsi OECIIPOBOIHON Nepeaadd HH(pOpMaIum.

KoHTpo/ibHbIE BONPOCHI N0 pPe3yJIbTATaM BbINOJHEHHs JadopaTopHoii padoThl Ne 1

1. Kak peanuzyercs METO/ «BbICOKOYACTOTHOTO HaBS3bIBAHUS»?

2. Hagewm ocHOBaHa peayiM3anus Ja3epHOro KaHaja yTeuku nH(popMmamm?

3. Kak peanuzyercst METO «BBICOKOYACTOTHOTO OOITydeHUsI»?

4. KaxoBbI OCHOBHBIEC aKyCTHYECKHE TTAPAMETPHI PEYEBBIX CUTHAIOB?

5. Ot yero 3aBUCUT 3BYKOU3OJISIIIHS OCHOBHBIX CTPOUTENBHBIX KOHCTPYKIHI?

6. UYro sBisercs  HamOoyiee  pacHpOCTPAHEHHBIMH  TPUYMHAMH  CHIDKEHHS
3BYKOU3OJISIUU CTPOUTEIBHBIX KOHCTPYKIIHIA?

7. Kakwue srmeMeHThl CTPOUTEIbHBIX KOHCTPYKIIMI HanOosee OMacHbl C TOYKU 3PSHUS
HECaHKIMOHUPOBAHHOTO chema nHpopmaruu?

8. Kakwue ocHOBHBIE KaHAJIBI YTEUKH aKyCTHIeCKON HHpopMarumn?

9. Bunasl pa30opuMBOCTH peyH.

10. Onumure  AKCHEPUMEHTATBHO-PACUETHYI0 ~ METOAWKY  OICHKH  pPEeueBOU
pa3zdopUMBOCTH.

11. TpuHIUIBI TOCTPOCHUS TEHEPATOPOB aKYCTHYECKOTO W BHOPAIIMOHHOTO IITYMOB.
OCHOBHBIE Pa3HOBUIHOCTH.

12. VkaxuTe OCHOBHBIE XapaKTEPUCTUKH BHOPOAKyCTHYECKOTO KaHAllAa YTEUKH
uHpOpMaLUH.

13. OcHOBHBIE XapaKTEPUCTUKH 3BYKOBBIX BOJIH.

14. TlosicauTe TpUHIMI  BbIOOpPa  KOHTPOJBHBIX  TOYEK I MPOBEACHHS
BHOPOAKYCTHUECKUX N3MEPEHUH.

15. ITaccuBHBIE METOMBI 3AIIUTH HHPOPMAITHH.

16. AKTHBHBIC METOJIBI 3AIIUTHI HH()OPMAIIUH.

KoHTpoJibHbIE BONIPOCHI 110 pe3y/ibTaTaM BbINOJIHeHHs JadopaTopHoii padoTsl NeNe 2, 3
1. [laiiTe onpeneneHne TEXHUUECKOTO KaHala yTeUKH UH(OPMAIIHH.



2. B uem omnmume ocHoBHBIX TexHmueckux cpeactB (TCIIN) ot BcrmomorarenbHBIX
texuudeckux cpencts u cucrem (BTCC)?

3. JlaiiTe onpenenenne KouTponupyemoit 30161 (K3).

4. HazoBuTe OCHOBHBIC BU/IbI KAaHAJIOB YTeUkH HHpopMauu, oopadateiBacmoit TCITH.

5. OOmwscHUTE PU3NIECKYIO CYIIHOCTh BOSHHKHOBEHUS MOOOYHBIX AJIEKTPOMATHUTHBIX
W3JTyYEHUM.

6. Kakue npuuyuHBI TPUBOIAT K BO3HHUKHOBCHHIO JJICKTPHUECKUX KAHAIOB YTCUKHU
uHpopmanuu?

7. Yro mpenctaBisioT co00il 3akiannbie ycrpoiicta (3Y)?

8. HazoBuTte OCHOBHBIE BH/IbI KAHAJIIOB YTEUKU PEUEBOI HH(POpMALIUH.

9. Ha3oBuTe OCHOBHBIC BHJIBI KAaHAIOB YTCUKH HHPOPMAIUHU, TEpeIaBacMON 110
KaHajaMm CBSI3U.

10. Kakue kaHambl yTeukd HHGOpMAIMM MOTYT BO3HUKAaTh NpU pPabOTE CpEeACTB
BBIYHMCIIUTEIILHON TEXHUKHU?

11. Kaxkue u3nydeHHsI OTHOCATCS K AJICKTPOMArHUTHBIM KaHAJIaM yTeYKH MHGOopMaIuu?

12. 3a cuer yero BO3HUKAIOT 3JIEKTPUUECKUE KaHaIbl yTeUKH HHPopManun?

13. Kakum napameTpoM OIpeesisieTcsi 30Ha BO3MOXKHOTO IepexBaTa nHpopmanun?

14. TlepBuuHbIC U BTOPHYHBIEC TAPAMETPhI TUHHI CBSI3U

15. HazoBuTe BO3MOXHBIC KaHAIBI YTCUKH HHPOPMAIUH TPU Meperade ee 1Mo KaHajaam
CBSI3H.

16. B3aumHas HHIYKTUBHOCTH JICKTPOMOHTAKHBIX JIMHUN CBS3H

17. Ilapa3uTHBIE CBS3H.

18. MuxkpodoHHBIH d3PPeKT

19. IIpocnymuBanue yepe3 MUKPOQOH TesieOHHOTO amnmapara.

20. VHIyKIMOHHBIN KaHAT YTeUKH WH(OPMAIIUH.

21. HazoBuTe BO3MOXHBIE CPECTBA KOHTPOJIS IMHUN CBS3H.

22. Ha3oBuTe BO3MOXHBIE CPEIICTBA 3AIUTHI IMHUHA CBS3H.

KoHTpoJibHbIE BONIPOCHI 110 pe3y/ibTaTaM BbINOJHeHH JadopaTopHoii padoTsl Ne 4
Onwumute 001IMe TPUHIMIBI BHISIBICHUS 3aKJIaJI04YHBIX TEXHUYECKHX YCTPOMCTB.
[TpuHIMIIBI paOOTHI UHAUKATOPOB 3JIEKTPOMATHUTHOTO MOJIS.

[TpuHIMIBl pabOTHl HEMTUHEWHBIX JIOKATOPOB.

[TpuHIMIIBI paOOTHI METAIIOIETEKTOPOB.

[TpunIMIB paboTH NOAABUTENEH MUKPO(DOHOB.

BricokouacTOTHOE HaBsSI3bIBACHHUE.

[TapameTpuueckuii KaHall yTeUKd HHPOPMALIUH.

OcoOeHHOCTH peann3alluy pa3HbIX TUIOB 3aKJIAJ0YHBIX YCTPOMCTB U MPUHLUIBI UX
OOHapy>KEHHUS.

NGO~ wWdE

IIpumepHBbIe TEMBI 3aJaHUI 1JIs1 KOJUICKTHBHON padoThl 00y4aromuxcs

=

CoOpatb UHAUKATOP IEKTPOMATHUTHOTO TMOJIS.

2. TlpoBecT MOJEIMPOBAHWE PACTPOCTPAHEHHUS 3BYKOBOW BOJHBI B Pa3IMYHBIX
MaTepuasax U OLIEHUTh 3BYKOU3OJISLMIO UCCIEAYEMOTO MaTepHuaa

3. TlpoBect MonaenHpOBaHWE DJIEKTPUYECKON CETH KaK AHTEHHOTO JJIEMEHTa W

OLIEHUTh TEXHUYECKHE MapaMeTpbl MOOOYHOrO FJIEKTPOMArHUTHOTO CUTHAJA OT

TaKoro pojia aHTEHHBI.

2. Cniucok BONPOCOB M (WJIM) 3a/IaHMI /151 TPOBEAEHUS TPOMEKYTOYHOM aTTecTalluu

Cnucok BONPOCOB K IK3aMEHy



1. Texuuueckue KaHanbl yTedkd uHPopmanuu. OOmme mnousatus. CTpykTypa.
Knaccudukanms. OCHOBHBIC XapaKTEPUCTHKHU.

2. Texnudeckue KaHaJIbl yTeukd nHpopMaimu, oopadarsiBaemoit TCITH.

3. ®dusnueckas npupoaa MoOOUYHBIX FIEKTPOMATHUTHBIX U3TyYCHHH.

4. DnexTpoMarHUTHbIC KaHaibl yTeuku uHpopmanuu TCIIN.

5. DOnexTtpuyeckue KaHajbl yreuku uHPopmarmu. [lapamerpuyeckuil kKaHald yTEUKH
uHpOpMaLnH.

6. Texuuueckue kaHallbl YTeUKH MHGOpPMAlMU IpU Iepelaye ee Mo KaHajaM CBS3U.
DIIEKTPUYECKHUE JIMHUM CBSI3U.

7. Texuuueckue KaHallbl YT€UKHd HHGOpMAIMU IpU Ieperadye ee Mo KaHajdaM CBS3U.
Kanasbl yreuku 3a c4er napasuTHBIX CBS3CH.

8. Texuuueckue KaHaJbl YTEUKU peueBOil HHPpOpMaIK. 3ByKOBOE TOJIE.

9. TexHuueckue KaHalIbl YTEUYKH peueBOW HMHGPOpPMALUU. 3BYKOBBIE CHUTHAJBI.
MackupoBKa 3ByKOBBIX CUTHAJIOB.

10. Texuuueckue KaHajbl yTeukd pedeBoil nHpopmaruu. Buasl mrymos. [ToHsaTHOCTD 1
pa3z0opUMBOCTh PEUH.

11. YacroTHblil AMANa30H U CIIEKTPbI. 3BYKOBOE 10JI€ B IOMELICHUH.

12. 3BykoBO#i (OH B MOMENIEHUU. XaPAKTEPUCTUKU MMOMEIIECHHUS. 3BYKOIMOTIOMIAIOIINE
MaTepuaibl 1 KOHCTPYKIIUH.

13. 3Bykou30ALMSA TOMEIICHUI.

14. AkycTudecKkue KaHaJIbl YTEUKH pedeBor nHpopManuu. MUKPO(DOHBIL.

15. T'mppoakyctuyeckue natunku. CBY- u UMK- nepemarumku. Bubpoakyctuueckue
TEXHUUYECKHE KaHaJbl yTEUKU PeUeBOil MHPOpMAIIIH.

16. AKycCTO3NEKTpHUUECKHE KaHaJlbl yTeYKW pedeBod  uHpopmanuu. ONTUKO-
DIIEKTPOHHBI TEXHWYECKH KaHal yTeukn uHpopmanuu. [lapamerpudeckne TeXHHUYECKUE
KaHaJbl yTeYKU HH(OPMALIUU.

17. KoHuemnmus u METOAb HHXEHEPHO-TEXHINUECKOW 3alIUThI HHPOPMALINH.

18. DxkpanupoBaHHUE TEKTPOMATHUTHBIX BOJIH.

19. DxpanmpoBanHbie TOMemIeHH. BOK

20. be3onmacHOCTb ONTOBOJOKOHHBIX KaOEIBHBIX CUCTEM.

21. MeTtoapl ¥ IPUHIIUTIBI HHXKEHEPHO-TEXHUUECKOW 3alIUThI HH()OPMAIIHH.

22. OO0uue NpUHLKIBI BBISABICHHUS TEXHUYECKUX KaHAJIOB YT€UYKH HH(OpPMAIHH.

23. Vaaukatopsl 2IeKTpOMarHuTHOTO 1ostst. CKaHuPYIOIIre paguoTpUEMHHIKH.

24. Amnanuzartopsl CHEKTpa, paguoyacToTromMepsl. HenmuHelHble 10KaTOpHI.

25. Meramtonerekropsl. [TogaButenu qukTo)OHOB



Ipuioxenne Ne2 k padoyeii nporpaMme JHCHHUIIHHBI
«3amuTa nHGOPMALMH OT YTEUKH 110 TEXHUYECKUM KaHAJIaM»

MCTOIII/I‘-ICCKI/IC YKazaHudd 1Jisl CTYACHTOB 110 OCBOCHHIO JTUCHUIIJINMHBI

OcHoBHOI (popMO#l 3aHATHH MO AUCHMIUIMHE «3anuTa WHPOpMalUM OT YTEYKH II0
TEXHUYECKUM KaHajaM» SBISIOTCS JabopaTopHble 3aHsaTHs. Ha nabGopaTOpHBIX 3aHATHIX
u3JIaraeTcss HeoOXOIMMBIM MUHUMYM TE€OPETHUECKHUX CBEICHHM, CTaBIATCSA BOIIPOCHI, HA KOTOPhIE
HA/I0 HAWTH OTBET CaMOCTOSATENBHO, JAIOTCA PEKOMEHIAIMH 10 MOO0pY JUTEpaTyphl, NAIOTCS
OTCBUIKH K HOpMaTUBHOM 0aze. TeopeTrueckuii MaTepuai IpeacTaBiIseT cO00H KOMIMIALIUIO U3
OTPOMHOTO KOJIMYECTBA HCTOUYHUKOB, I103TOMY MaTepuall, 3aKOHCIEKTUPOBAaHHBIA HA JIEKLMSX,
HEOOXOIUMO JOoMa elle pa3 mpopalaTeiBaTh W JOMOJHATH HMH(OpMaluel, MOITYy4eHHOH Wu3
yueOHOW U HAyYHOU JIUTEPaTYpBHI.

Jljis ycrenrHoro oCBOGHUs AUCHUIUIMHBL 0053aTeIbHO BBIMOJIHEHHUE BCEX J1a00paTOPHBIX
paboT, OHU SABISIFOTCS POPMOI TEKYIIIEH aTTeCTAIlUN.

N3ydyenne pAuCUMIUIMHBI 3aKaHYMBAETCS 3a4yeToM. buier cocTour u3 OJHOro
TEOPETUYECKOI0 BOIpOca 110 MaTepuaiam Kypca.

e Teoperuueckuii Borpoc B OHMIeTe Ha 3aUeTe olleHuBaeTcs B 4 Oaia:

— 2 Oamn, ecnu BOmpoc packpeIT Oosiee uem Ha 50%, HO MeHee uem Ha 70% oOT
TpedyeMoro o0bEMa.

— 3 Oama, ecnu Bompoc packpbIT Oosiee ueM Ha 70%, HO meHee, yeM Ha 90% oOT
Tpebyemoro oobéma.

— 4 Gayta, eciii BOIPOC packpseIT 6osee yeM Ha 90% oT Tpedyemoro oobEMa.

OmneHka 3a 2K3aMEH CKJIQJIBIBACTCS W3 OIEHKH 3a JIA0OpaTOpHBIC 3aJaHMs, OICHKH 3a
KOJUIEKTUBHBIN MPOEKT, OIICHKHU 32 OTBET Ha BOMPOC Ha IK3aMEHE.

banb «I» W@2» «3»
Bun
JESITEIIBHOCTH
Jlabopatopubie | JJaboparopusie padboTsl | [lomHOCTBIO Bce naboparopusie
3a/laHus CYMMAapHO BBITMIOJIHEHB! | BBIIOJIHEHbI U CAAHBI | paOOTHI BHIIOIHEHBI U
U C/IaHbl HE MEHee, YeM | Bce JlabopaTopHbIe C/IaHBI LIETUKOM U
Ha 70%. paloThI KAauECTBEHHO.
KomnexruBuslii | KosuiekTuBHbIN POeKT | KoJuteKTUBHBIM KosnexkTrBHBINA MPOEKT
IIPOEKT BBITIOJIHEH C OLICHKOM IIPOEKT BBITIOJIHEH C | BBIIIOJIHEH C OLEHKON
«YZOBJIETBOPUTENBHOY. | OIEHKOM «XOpOHIO. | K\OTIUYHON.

HToroBas orieHKa BBICYMTHIBACTCS UCXOJI M3 CYMMapHOTO Oajia 1mo BceM BuaaMm pador,
OTIPEIeNIIEMOT0 M0 CIEAYIOIIeMY MPaBHIIy: K OIIEHKaM 3a TEOPETHUYECKU BOMPOC B OHIIeTe Ha
HK3aMEHEe CYMMUPYIOTCS OAJITBI 3a JIA0OpAaTOPHBIE 3aJaHUs U KOJUIEKTUBHBIN MPOEKT.

B pesynbTare 1 monydeHUs OLUEHKU «3auTE€HO0» HE0OX0AUMO, YTOOBI CyMMAapHBIN Oast
OBLIT HE HIKE 7.
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