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1. I{esiu OCBOECHUSA TMCHUTNIUHBI

Hensto kypca «Baenenne B DevSecOps» SBISIETCS O3HAKOMJIEHHUE CTYJIEHTOB C
OCHOBOIOJIAralOIIMMHU TPUHIUIAMH 3alUThl UHPOPMAIMH C MOMOIIBI0 KPUNTOrpapUUecKux
METOJIOB ¥ MPUMEpaMH peau3allii dTHX METOJIOB Ha mpakTuke. CopaeiicTBre (GOpMUPOBAHUIO
MPAKTUYECKUX  HABBIKOB  IOCTPOCHMSI CHCTEM  3allUThl  MHpOpMAIMHM, MpUMEHEHUE
MaTeMaTHYECKUX METOJIOB B MH(POPMALMOHHOM O€301IaCHOCTH JIEKTPOHHOTO OHU3Heca.

2. MecTo TMCHUIIMHBI B CTPYKTYpe 00pa30BaTe/ibHOI MPOrpaMMbl

JlanHast AMCUUILIIMHA OTHOCUTCS K 0053aTeIbHON YacTH 00pa30BaTEIbHON MPOTrpaMMBbl U
SBIISICTCSA JJIEKTHBHON auciuiinHoi. OHa sBISETCS 4YacThbio siipa OOpa3oBaHHMS B CHCTEME
oOydeHuss MeTojgaM Kpunrorpapudeckod HHGPOpPMAIUMU, COCTOSIIETO W3  JTUCHUILUIUH
«Kpuntorpapuueckue Meronsl 3amMThl HHGOpMaNMKU», «TEeOpEeTHKO-YHCIOBBIE METOIbl B
kpuntorpadpuu», «lIporpammHo-anmapaTHble  cpeacTBa  oOecrieueHUs:  Oe30MacHOCTHY,
«Kpunrorpapudeckne mpoTokonb. M3ydeHue AMCUMIUIMHBI OazuMpyeTcs TakkKe Ha Kypcax
«Anrebpay, «Teopus BepoaTHoCTe», «Teopus uncemn».

3. [lnanupyeMble  pe3yJbTaThl OOy4YeHHS] 1O JUCHUIJIHHE, COOTHECEHHbIe C
IUIAHUPYEMBIMH Pe3yJIbTATAMH 0CBOEHHUSI 00Pa30BaTeJbLHOMH MPOrpaMMbl

IIponiecc um3ydeHUs JAUCLUUIUIMHBI HampaBleH Ha (OPMHUPOBAHUE  CIIEAYIOIIMX
komneTreHMi B coorBercTBUU ¢ ®PI'OC BO, OOII BO u npuoOpereHus clieyrolux 3HaHUMH,
YMEHUH, HaBBIKOB U (WJIM) OIBITA 1EATEIbHOCTH:

Dopmupyemas NHaukaTop 10CTHKEHUSA Ilepeuennb
KOMIIeTeHLHUs KOMIIETeHIIHH IUVIAHMPYEMBIX Pe3yJIbTATOB 00y4YeHus
(xkoa u opMyJIHPOBKA) (xox M popMyJIHpPOBKA)

OodwenpodgeccuonaJbHbIe KOMIIETCHIHH

OIIK-10 H-0OIIK-10.11 3HaTh:

CrniocobeH CriocoOeH ycTaHaBiuBaTh | - OCHOBHBIC 3a1aun DevSecOps;
aHaAJTM3UPOBATh MPUYMHBL, LIETN U YCJIOBHUSL | - IPUHLUIBI Oe30macHoi paspadotku [10;
TEH/ICHIINY Pa3BUTHS HN3MEHEHUS CBOICTB - METO/bI aHAJIN3a KoJa Ha 0€3011acHOCTb;
METO/IOB U CPEJICTB ITOPUTMOB U MPOTOKOJIOB | - IEPEX0 OT MOJICTH Oe30MaCHOCTH “‘3aIuTa
KpunTorpahudeckon MPUMEHUTENBHO K nepuMeTpa’’ K MOJENH “TIOCTPOEHUE

3aLIUTHl HHPOPMALUH, KOHKPETHBIM YCIIOBHSIM. 0e30macHOCTH mpolecca pa3padoTKu”.
UCIIOJIb30BaTh CPEACTBA YwMmers:

KpHunrorpaduaeckon - BBISIBIISITH U YCTPAHSITh YSA3BUMOCTH Ha BCEX
3alIUThl UHPOPMALTUH JTanax OT NPOCKTUPOBAHUS apXUTEKTYPHI 10
NIpY pelIeHUN 3a1a4 BBIBOjIa B production;

npodecCHOHANTEHON - uaterpupoBars B CI/CD u ucnonb3oBaTh
JesITeIbHOCTH; uHCTpyMeHTHl Vb U3 cieryronmx KaTeropuid:

aHanu3 Bo3MOkHBIX aTak (Threat Modelling),
aHaJIN3 UCXOJ/IHOTO KOJIa Ha 0€301acHOCTh
(SAST), npumenenwue 3amutsl aust REST-API
BHYTPH MHKPO-CEPBUCHBIX MIPUIOKEHUH U Ha
back-end, npumenenrie Web-Application
Firewall (WAF), MmexcereBble 3KpaHbl HOBOT'O
nokosienust (NGFW), pyunoe u
aBTOMAaTH3UPOBAHHOE TECTHPOBAHHUE Ha
nponukHoBeHue (Penetration Testing),
MOHUTOPHHT 0€30MIaCHOCTH M PEeaKLus Ha




coositust B b (SIEM).

H-OIIK-10.12
Bnaneer naBbikamu
peanu3aiuy aropuTMOB, B
TOM YHCIIe
KpHUNTOTpaMIeCcKuX, B
COBPEMEHHBIX
MIPOrPaMMHBIX
KOMIDIEKCaXx.

YMmeThb:

3aIIUTHI,
Baaaern:

- ucronb3oBaTh Docker koHTeiHEPEHT;

- HactpauBaTh Kubernetes;

ANTOPUTMBI Ha MPAKTHKE P PEIICHNH 33134
KpUnTorpaiaecKuMHI METOJIaMU;

- OCYUIECTBIISATh MEPBI TPOTUBOIEHCTBUS
HapYLICHUSM CETEBOW OE30MaCHOCTH C
HCTIONTE30BAaHUEM Pa3TMIHBIX

MIPOTPaMMHBIX U allllapaTHBIX CPENICTB

- HaBbIKaMH pa6OTLI C H&y‘lHO-TCXHH‘ISCKOﬁ
JIHTGpaTypOﬁ 110 TCMAaTHUKC JUCIUIIIUHEI.

4. O0beM, CTPYKTYpA U cojiep KaHue TN CHUTITHHbBI

OO61mas TpyA0eMKOCTh IUCHHUIUIMHBI COCTaBsAeT 3 3a4eTHbIe enuHulibl, 108 akaza. gacos.

n/n

Tembl (pa3aebl)
AUCHUILINHBI,
HX cojJep:KaHue

Cemectp

Buapl yueOHbIX 3aHATHIA,

BKJIIOYAsl CAMOCTOSITEIbHYI0 padoTy

CTY/J€HTOB,
H UX TPY10€eMKOCTh
(B akaieMHU4€eCKHX Yacax)

KonrakTHas paGora

JIEKIIUN

MPAKTUICCKUE
nmabopaTopHbIe
KOHCYJIbTaIliy

aTTeCTAIMOHHBIC

HCTIBITAHHS

CaMOCTOATEIIbHAaA

pabota

DopMBbI TEKYLIET0
KOHTPOJIs1 yCIIeBaeMOCTH

DopmMa NPOMEKYTOYHOU
arrecTanuu
(no cemecmpam)

BBonanas nekmnus.
TepMuHbL, CTAaHAAPTHI U

meTonuku Ub. Prinok Ub:

OCHOBHBIC TEHJICHIIUU U
WHCTPYMEHTHI 1151
MoHuTOpHHTa. OCHOBHBIE
NPUHIMITEL 00eCTIeYeHNUS
UHQOPMAaIMOHHOH
0e30macHOCTH cTeKa
MIPWIOKEHUN U

UHPPACTPYKTYPHI.

Pazbop ys3Bumocreit
OWASP Top 10 Web u
OWASP Top 10 - REST
API

VY CTHBIN OIpoc Mo TeMe
3aHATUA

Besonacnas pa3zpaboTka u
YSI3BUMOCTH
POTrPaMMHOTO KOJia

YCTHBII OIIPOC 110 TEME
3aHATUA

Bsenenne B Docker
PabGora ¢ maHHBIMH U
cetsimu B Docker. Coopka
u ornrrummsanusa Docker-

[IpakTnueckas padora Nel




o0pa3oB. ObecrieucHue
6e3omacHoctu B Docker
KOHTENHEpax

OCHOBHBIE KOMIIOHEHTBI
Kubernetes.O6ecneuenne
0€e30I1aCHOCTH B
Kubernetes

[Ipaktuueckas padbora Ne2

OOecneuenue
0€e3011aCHOCTH
HEIPEPBIBHON HHTETPALIMH
1 HETIPEPHIBHOM TOCTABKH

(CI/CD)

Y CTHBIN OIIpoc IO TeEME
3aHATHUS,

AHanu3 UCXOIHOTO KOoJia
Ha 6e3omacHocTh (SAST/
DAST/IAST)

[Tpaktuueckas padora Ne3

[Ipumenenre 3amuThl 1
REST-API BayTpu Mukpo-
CEPBUCHBIX ITPUWIOKECHUN U
Ha back-end . [Ipumenenue
Web-Application Firewall
(WAF) nns 3ammter Web,
REST API, Bot protection

[Mpaktuueckas padbora Ned

CoBpeMEHHBIE CPEACTBA
MEPUMETPATILHOMN
0e30MacHOCTH CETH

Y CTHBIN OIpoc 0 TeMe
3AHATUSL

10

CpencTBa 00HapyKeHUS
JIEUCTBUNA BHYTPEHHETO
HapyLIUTENs

YCTHBIN ONpoc 1o TeMe
3aHATHS,

11

MoOHUTOpPUHT
0€30MacHOCTH U PEaKITHsI

Ha coObITusa B UB
(SIEM/SOAR)

Y CTHBI OIpoc 0 TeMe
3aHATHUSA

12

MoaenupoBaHue yrpo3 u
TECTUPOBAHHE HA
MPOHUKHOBEeHHE. PydHOe u
aBTOMATH3UPOBAHHOE
TECTUPOBAHUEC Ha
MIPOHUKHOBEHHE
(Penetration Testing)

YCTHBIH OIIPOC 110 TEME
3aHATHUSA

0,3

5,7

3avdyer

UTOIro

32

32

0,3

37,7

5. 06p330BaTeJII)HbIe TEXHOJOI'MHA, B TOM YHCJI€ TEXHOJOIHHU IJIEKTPOHHOI0 oﬁyqe}mﬂ Hu
AUCTAHIIHOHHBIC 06p330BaTeﬂbeIe TCEXHOJOIMH, HUCHOJb3yEMbI€ IPH OCYIIECTBJICHUUA

06pa30BaTeJII)HOF0 npoumecca mo JTMCHUMIJIMHE

HaIpaBJICHUS

B npouiecce 00yueHust HCMOMB3YIOTCS ClleAyrole o0pa3oBaTelbHbIe TEXHOIOTHH:

BBoaHas Jieknusi — 1a€T NEPBOE LEJIOCTHOE NPEIACTABICHHE O JUCHUIUINHE U
OPUEHTHUPYET CTYAEHTAa B CHUCTEME H3yueHHUs NaHHOW AUCHMIUIUHBL. CTYAEHTHI 3HAKOMSTCS C
Ha3HAuYEHUEM U 33/1adaMU Kypca, €ro pojbl0 M MECTOM B CHUCTeME YYeOHBIX AUCIUIUIUH U B
CHUCTEME MOATOTOBKHM B IenoM. [laercs kpaTkuil 0030p Kypca, UCTOPHS pa3BUTHS HAyKU U
NPAaKTUKH, TOCTHXKEHUS B 3TOH cdepe, NMeHa U3BECTHBIX YUEHBIX, U3JIaraloTcsl NepCHeKTUBHBIE

HCCIeNOBaHUN.

3TOH

BBICKA3bIBAKOTCA

METOJHUYCCKHE u




OpraHu3allMOHHBIE OCOOCHHOCTH pabOThl B paMKax JAaHHOM IUCLUUIUIMHBL, a TaKXKe JIaeTcs
aHaJIN3 PEKOMEHIyeMOH y4eOHO-METOAMYECKOU JTUTEPATYPHI.

AxkageMuyecKas JeKIus ¢ 3J1eMEeHTAMM JIeKIMHU-0ecebl — II0CIIE10BAaTEILHOE
M3JI0KEHUE MaTepHasa, OCYIECTBIAEMOE IIPEUMYILECTBEHHO B BUI€ MOHOJIOIA IIPENOAABATEA.
OneMeHThl JIeKIMu-Oecenbl 00eCHeunBalOT KOHTAKT TNpenojaBareist ¢ ayIJuTopuei, d4To
NO3BOJISIET TNPUBJIEKaTh BHUMAHUE CTYJEHTOB K HauOosiee BaXKHBIM TeMaM JUCLUIUIMHBL,
aKTUBHO BOBJIEKaThb MX B Y4eOHBIH mpolecc, KOHTPOJIUPOBATH TEMI H3JIOKEHHUS Y4eOHOTO
MaTepuaia B 3aBUCUMOCTH OT YPOBHS €TI0 BOCIIPUATHS.

IIpakTHyeckoe 3aHsiTHE — 3aHATHE, IOCBSILEHHOE OCBOEHUIO KOHKPETHBIX YMEHUH U
HaBBIKOB I10 3aKPEIUICHUIO ITOJIYYCHHBIX Ha JICKIIUY 3HAHUMH.

KoncyabTanum — BHJ y4eOHBIX 3aHATHH, SBISIOMIMKACA OXHOW M3 (QOPM KOHTPOJIS
CaMOCTOSITENIbHOW ~ paboThl  cTyneHToB. Ha KoHCymbTamusx 1o mpockOe CTyIEHTOB
paccMaTpuBaIOTCS HauOoJiee CIOXKHBIE MOMEHTHI P OCBOCHHHM MaTepuasia JHCLUUIUIMHBL,
IIpernojaBaTesib OTBEYaeT Ha BOIPOCHI CTYIEHTOB, KOTOPbIE BO3HHUKAKOT y HUX B IIpoLecce
CaMOCTOSITENIbHON PaOOTHI.

6. [lepeyeHb JHIEH3HOHHOT0 W (WJIH) CBOOOIHO PACHPOCTPAHSIEMOr0 IPOrPAMMHOIO
ol0ecrieyeHusi, HMCNOJb3yeMOr0 IPH OCYLIEeCTBJIEHUM O00pPa30BATeJBLHOIO Ipolecca o
AUCHUILINHE

B mpouecce ocymectBieHuss 00pa3oBaTeNpHOrO  Mpolecca MO JUCIUIUIMHE
UCIIOJIB3YIOTCSA:

i (popMHpPOBAHUS MATEPHATIOB AJISl TEKYIIEro KOHTPOJISI YCIIEBAEMOCTH M MPOBEICHUS
POMEKYTOYHOU aTTECTAINH, 51 JOPMHUPOBAHUS METOIMICCKAX MATEPUAIIOB 110 IUCIUILTNHE:

- mporpammbl Microsoft Office;

- u3zareabckasa cucrteMa LaTex;

- Adobe Acrobat Reader.

- MikTeX (cBoboanO pacmnpoctpansemoe [10).

7. IlepeyeHb COBpPeMEHHBIX MNPO(ECCHOHAIBHBIX 0a3 [JaHHBIX U HHGOPMALMOHHBIX
CIIPABOYHBIX CHCTEM, HCII0JIb3yeMbIX IIPH OCYLIECTBJIEHHH 00pa30BaTEJIBbHOIO0 IpoLecca 1no
AUCHHILIMHE (IPH He00X0AMMOCTH)

B mpomecce ocymecTBieHHs  00pa3oBaTENFHOrO — Mpolecca IO AMCHUIUIHHE
UCTIONB3YeTCS:

- ABTOMaTu3upoBaHHas 6noaoTeyHo-uHpopmannonsas cucrema «bYKN-NEXT»

http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

- DnexTpoHHas GubnmoTevHas cucrema «Jlanpy https://e.lanbook.com

- DnektpoHHas OubroTevHas cucrema «fOpaiir» https://urait.ru

- DnekTpoHHast OnbmroTeyHas cucteMa «KOHCYIbTaHT CTyIeHTa

https://www.studentlibrary.ru

8. [lepeyeHb OCHOBHOI ¥  [IONOJHHUTEJbHOH Yy4yeOHOW JMTEepaTypbl, pecypcoB
HH(POPMALMOHHO-TEJIEKOMMYHUKAMOHHOH ceTH «UHTepHer» (IPH HEO0XOAMMOCTH),
PEKOMEHyeMBbIX JJIsl 0CBOCHHS JHCUHUILIHHbI

a) OCHOBHasl JIUTEpaTypa:
1. Moysr D. HUcnons3oBanue Docker - Mocksa: JIMK Ilpecc, 2017. - 354 c.
https://www.studentlibrary.ru/book/ISBN9785970604267.html



http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
%22
%22
https://www.studentlibrary.ru/book/ISBN9785970604267.html

2. O.B. Kazapun, W. b. lllyounckuit HanexxHocTh u 06€30MacHOCTh MPOTPAMMHOTO
obecnieueHus: yueObHoe mocodue st By3oB — Mocksa: U3natensctBo HOpaiit, 2022, —
342 c. https://urait.ru/bcode/493262

0) 1OMOJIHUTE/IbHAS JIUTEepaTypa
1. Kpakosckuii FO. M. MeTos! 3amuThl HHGOpMALUK: y4eOHOE TOCOOHE IJIsk By30B —
Cankr-IlerepOypr: Jlans, 2021. — 236 c. https://e.lanbook.com/book/156401

9. MarepuaibHO-TEeXHUYECKas 0a3a, He0OX0AUMAas IJIsl OCYIIeCTBJIeHHsI 00pa30BaTeIbHOI0
npouecca no JMCUMIINHE

MarepuanbHO-TeXHUUYECKas: 06a3a, HeoOXoquMas Il OCYIIECTBICHHS 00pa30BaTEIbHOTO
npoliecca 1o AUCHUILIMHE BKIIOYAET B CBOM COCTaB CHELMAIbHbIC TOMELCHHUS:

- yueOHbIe ayTUTOPHH ISl IPOBEICHUS 3aHATUH JIGKLIMOHHOTO TUIIA;

- yueOHbIe ayTUTOPUHU 11l IPOBECHHSI TPAKTUUECKUX 3aHATUH (CEMUHAPOB);

- yueOHbIe ayTUTOPHH ISl IPOBEICHHSI TPYIIIOBBIX M WHAWBUYAIBHBIX KOHCYIbTAIINN;

- yueOHble ayIUTOPUM [UIl MPOBEAEHUS TEKYILEro KOHTPOJS M IPOMEKYTOUHOM
aTTeCTAllHH;

- IOMEUICHHUS JJIsl CAMOCTOSITENIbHON paboThI;

- MOMEUICHUST ISl XpaHEHWs W TNPO(UIAKTHYECKOTO OOCITYKMUBAaHHUS TEXHUYECKUX
CpeAcTB O0yUYEeHHS.

CrienanbpHble TIOMEIIEHHUSI YKOMIUIEKTOBAHBI CPEACTBAMU OOYYCHUS, CIYKAIIUMHU IS
npezcTaBieHus yueOHoi nHpopmanuu 60JIbLION ayAUTOPUH.

[Tomemienust 111 caMOCTOSITENIBHON pabOThl O0YYarOIIMXCs OCHAILEHBI KOMIIBIOTEPHOU
TEXHUKOH C BO3MOXKHOCTBIO MOAKIIOUEHMS K ceTu «V/HTepHeT» M obecreyeHueM JocTyna K
AIIEKTPOHHOH HH(pOopMaIoHHO-00pa3oBaTensHOU cpee SAplY.

ABTOp:

JIOLICHT, K.()-M.H. SAxumosa O. II.


https://urait.ru/bcode/493262
https://e.lanbook.com/book/156401

IIpunoxenne Nel k paGoueii nporpamMme AU CHHUIIIMHBI
«Beexenune B DevSecOps»

DoH/1 OLIECHOYHBIX CPEICTB
AJIsl IPOBe/IeHUs TeKylleil U MPOMeKYTOYHOI aTTecTalliu CTY/AeHTOB
N0 AUCHUIIHHE

1. TunoBbie KOHTPOJIbHBIC 3aIaHUA WJIN UHBIC MaTEepUaAJIbI,

Heo0XoauMbIe J1JI51 OLleHKH 3HAHWI, yMEHU I, HABBIKOB M (WJIH) ONBITA 1eATeJILHOCTH,

XapaKTepU3yIIHUX 3Tanbl GOPMHUPOBAHUS KOMIIETECHIIUH

1.1 KOHTpOJ’[LHbIe 3alaHusl U UHbIE€ MaTEpHuaJbl. 33)13H]/Iﬂ JJI1 CAMOCTOSITEIbHOM

padoThI, MCcoJIb3yeMble B NPoLecce TeKyei aTrecTanun
(OIIK-10)

[IpaxTuueckas padora Ne 1.
Ycranouts Docker Ha cBoeM kommbroTepe. Pa3zBepHyTh BeO-CaliT B JOKep-KOHTEHHEpe

[IpakTuueckas padborta No 2.
[Momyunts GecrutatHeiii cepTudukar. Hacrpouts Kubernetes

[IpaxTuueckas padora Ne 3.
[TpoBeputs ckanepamu KoJ BeO-caiiTa. Y CTpaHUTh HaliICHHBIC YSI3BUMOCTH.

[IpakTuueckas padorta Ne 4.
HactpouTts Firewall mst 3amuTs! BeO-caiita.

2. CniucoK BONIPOCOB M (MJIM) 3aiaHMIi /151 IPOBeAeHUsI IPOMEKYTOYHON aTTecTAUM

Bomnpocsi k 3auety (OIIK-10)

Tepmunel, crangaptsl U Metoauku Ub.

PriHOok B OCHOBHBIE TEHJICHIIMY U MHCTPYMEHTHI JIJI1 MOHUTOPHUHTA.
OcHOBHBIE TPUHIMIBI 0OecrieueHus] MH(POpMaIMOHHON 6€30aCHOCTH CTeKa
IPUIIOKEHUN U UHPPACTPYKTYPHI.

Paz6op ys3Bumocteit OWASP Top 0 Web

Pazoop yazsumocteit OWASP Top 0 - REST API

be3onachas pazpaborka B HTML/CSS u PHP

besonachas paspabotka B Java/Node.js

be3onachas pazpaborka B .NET

besonacnas pa3pabotka B Python

. OcHOBHBIE KOMITOHEHTHI Kubernetes

. Ob6ecnieuenue 6e3omacHocTH B Kubernetes

. O6ecneuenue 6e3omacHoctr B OC Linux u OC Windows

. Ob6ecneuenue 6e3omacaoct CI/CD

. AHau3 ucxoaHOrO Kosa Ha 6e3onacHocTh (SAST/ DAST/IAST)

. IIpumenenne 3amutsl 111 REST-API BHyTpr MUKPO-CEPBUCHBIX NPUIIOKEHUN U HA

back-end IMpumenenne Web-Application Firewall (WAF) nns 3amuter Web, REST API,
Bot protection

. CoBpemeHHbIe cpeCTBa nepuMeTpanbHoil 0ezonmacHocTu cet (NGFW/Sandbox)



17. CpenctBa oOHapyxeHus AeHCTBHI BHyTpeHHero Hapymmrens (PAM u apyrue pemieHus)
MonuTopuHr 6e3onacHocty u peakuus Ha coobitust B Ib (SIEM/SOAR)

18. MogenupoBaHue yrpo3 ¥ TECTUPOBAHNE HA MPOHUKHOBEHHE. PyuyHoe u
aBTOMAaTHU3MPOBAHHOE TECTUPOBaHUE Ha MpoHuKHOBeHHE (Penetration Testing)

3. Onucanue nmpouecaypbl BbICTABJICHUS OLHCHKHU

OreHKa OTBETa Ha 3aueTe B 3HAYUTCIILHOW CTENCHHM 3aBUCUT OT PaOOTHI CTYJACHTAa B TECUCHHUE
ceMecTpa.

O1icHKA «3a4TE€HO0» CTABUTCS B CIydae, €CJIU BBIOIHSIIOTCS 2 YCIOBHS:

1) CTyAeHT OTBETHJI Ha 3a4eTe Ha OICHKY, COCTaBISIONIYIO He MeHee 60% OT MaKCUMAaIbHO
BO3MOXKHOTO KoytmuecTBa 6amioB (6 6amios u3 10).

2) CTYAEHT BBIIOJHHUI TECThl He Hudce, 4YeM HA OYEHKY «y0oeiemeopumenvhoy (cxema
BBICTABJICHUS OIICHKH I10 TECTaM IpHUBECHA BhIlIe B HacToswel [Iporpamme).

basibl 10 OTBETY Ha 3ayere
MuHuManbsHbIH TIopor 6 6amios u3 10.

- 10 GayoB BBICTABISAETCS 3a MOJIHBIA OTBET HA NIOCTABIEHHBINA BOIPOC C BKIOYEHUEM B
coJiepKaHHWEe OTBeTa JEKIHMH, MaTepuajoB Y4eOHUKOB, JOIOJHHUTEIbHON JHUTEpaTypsl 0Oe3
HaBO/ISIINX BOIPOCOB.

- 8-9 OamioB BBHICTaBIsETCA 3a IOJHBIA OTBET HA IOCTABJIEHHBIN BOIPOC B 0OBEME
JICKIIMH C BKJIIIOYCHHEM B COJIEp)KaHHE OTBETAa MATEPUATIOB YYCOHHMKOB C YETKUMH OTBETaMH Ha
HaBO/IAIIIME BOIIPOCHI IIPENojaBaTesl.

- 6-7 6ayIOB BBICTABIISIETCS 32 OTBET, B KOTOPOM O3BYUYEHO O0Jiee OJIOBUHBI TPEOyeMOro
MaTepHaa, ¢ MOoJI0KUTEIbHBIM OTBETOM Ha OOJIBIIYIO YAaCTh HABOJIAIIMX BOIIPOCOB.

OreHKa «He 32a4TEeH0» CTaBUTCA B CIydae, €CJIM BBIMOIHACTCS XOTS ObI OJJHO U3 YCIOBHIA:

1) cTynmeHT OTBETHJI Ha 3a4eTe Ha OLEHKY, COCTABIIONIYI0 S0% u MeHbute OT MaKCHMAJIbHO
BO3MOYKHOT'O KoJinyecTBa 0ansos (5 1 MeHsble 6amioB u3 10).

2) CTYHOEHT BBIIOJHWI TECTBl Hudce, YeM HA OYeHKY «yooeiemeopumenvHoy (cxema
BBICTABIIEHUS OLICHKH 10 TeCTaM IpHBeIeHa BhIle B HacTosiei [Iporpamme).

5 u MeHee 0alIOB BBICTABISIETCS 32 OTBET, B KOTOPOM O3BYYEHO MEHEE MOJOBUHBI
TpeOyeMoro Marepuana, HE O3BYYEHO TIJIaBHOE B COJAEpPKaHMM BOIIPOCAa C OTPHUIATEIbHBIMU
OTBETaMU Ha HABOJSIINME BOMPOCHI WU CTYIEHT OTKa3alics OT OTBeTa 0e3 MpenBapUTEbHOTO
OOBSICHEHUS] YBAXKUTEIbHBIX TIPUYHUH.



IIpunoxenne Ne2 k paGoueil nporpamMme AUCHHUIIIMHBI
«Beexenune B DevSecOps»

MeToauuecKkue YKazaHus 1Jisl CTYACHTOB I10 OCBOCHUIO JUCHHUIIJIMHBI

OcHoBHOU (hopmoOii M3IIOKEHUsT Y4eOHOTO MaTepuana 1Mo JUCHUIUMHE «BBeneHue B
DevSecOps» siBisitoTes aekiuu. 110 O0NbIIMHCTBY TEM NMPelyCcMOTPEHbI IPAKTUUYECKUE 3aHATHSL.

Jlist yCHemHoro OCBOSHMS IUCIHUILIMHBI OYeHb BaKHO pEIIEHHE JOCTATOYHO OOJIBIIOro
KOJINYECTBA 3aJjay, Kak B ayAUTOPUH, TAK M CAMOCTOSITEIbHO B KaueCTBE JOMALIHMX 3aJaHUU.
[Tpumepsl pemieHust 3agad  pa3OMparOTCs HA JIEKIMAX M NPAKTUYECKUX 3aHATUSAX, TNPU
HE00X0MMOCTH 110 Haubosiee TPYJHBIM T€MaM IMPOBOASATCS JONOJHHUTENbHbIE KOHCYJIbTAILIUU.
Jnist perieHust Bcex 3a7ay HEOOXOJMMO 3HATh W MOHUMATH JICKIMOHHBIN MaTtepuai. [loatomy B
nporecce M3y4yeHMs TUCLMIUIMHBI PEKOMEHIYETCsl peryijsipHOe IOBTOPEHHE IPOHIEHHOIro
JEKIIMOHHOTO Marepuaia. Marepuai, 3aKOHCIEKTHUPOBAHHBIA Ha JEKIHAX, HEOOXOJUMO J0Ma
eme pa3 mpopadarbiBaTh M IpU HEOOXOAMMOCTH JOIOJHATh MH(OpMaLUel, MolTydyeHHOH Ha
KOHCYJIbTAIHSIX, IPAKTHUECKUX 3aHATHIX WM U3 YIeOHOH JINTepaTyphl.

bosibioe  BHMMaHUE JOJKHO OBITh YIEJIEHO BBINOJIHEHUIO JOMallHed paboTsl. B
KauecTBE 3aJlaHuM JJIsl CaMOCTOSTENbHONM paboThl JOMa CTYAEHTaM Ipe/UlararoTcs 3ajau,
aHaJIOTUYHBIE Pa300paHHBIM Ha JICKIUAX U NPAKTUYECKUX 3aHATUAX U 00Jiee CI0XKHbIE, KOTOpbIe
ABJIAIOTCS PE3YJIBTaTOM OOBEIMHEHNSI HECKOIBKUX 0a30BBIX 3a/]au.

JUis pOBEPKHM M KOHTPOJISL YCBOGHMS TEOPETUYECKOro MaTepuaia, HpHOOpeTeHHBIX
NPAaKTUYECKUX HABBIKOB pAaOOTHl B TEUEHHE OOYYCHHS MPOBOISATCS MEPOIPHITHS TEKyIleH
aTTeCTallud B BHJE KOHTPOJIBHBIX palboT. Takke MPOBOAATCS KOHCYJIbTAllMM IO pazbopy
3a/laHui JJIs CaMOCTOSITENIbHOM pabOThl, KOTOPBIE BBI3BAIH 3aTPYAHEHUS.

B koHIle cemecTpa n3yuyeHus IUCIMILIIMHBI CTYICHThI CAI0T 3a4eT.

OcBoUTH BOIIPOCHI, U3JIaraéMble B IPOLIECCE U3YYEHUS TUCLUIUIMHBI, CAMOCTOSTEIBHO
CTYACHTY KpaiHe CIO0XHO. DTO CBA3aHO CO CJIOKHOCTBIO M3yyaeMoro marepuana. Ilostomy
BBICOKUI YPOBEHb ITOCEUICHHUS ayAUTOPHBIX 3aHATHUN SBIISIETCS HEOOXOIMBIM.



