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1. I{esiu OCBOECHUSA TMCHUTNIUHBI

Jucuumnmna «KoMnbloTepHbIe CeTH» UMEET 1eNbi0 (POPMUPOBAHUE Y CTYIEHTOB 3HAHHUM
[0 OCHOBHBIM NpPHUHIMUIAM  IPOEKTUPOBAHUS  JIOKAJIbHBIX M  IJIOOAIBHBIX  CETEH,
AJIMUHUCTPUPOBAHUIO CETEBBIX CIYKO M KOMIIOHEHTOB, M TEXHOJOTUSAM JIOKAJIbHBIX U
[J100aNbHBIX CETEH.

JlucuuruiiHa — TMOCBSIIEHA TEXHOJIOTHUSM KOMMYTAllMd M NPUHOUIAM  PabOTHI
MapIIPyTU3aTOPOB Ul INOAJEP)KKH CEeTEeHd MalblX M CPEeJHUX OpraHm3auui. B Hell Taxke
paccmaTpuBatoTcsi  O6ecripoBonHbie  JokanbHble cethm (WLAN) u Bompockl oOecriedeHus
6e3omacHocTH. B paMkax BTOpOH yacTu TUCHMIUIMHBL, CTYJ€HThI Hay4aTcs MPOBOAUTH 0a30BYIO
HACTPOMKY CpEeAHMX CEeTel, HaXOIUTh U YCTPAaHATH HEIOJIAJKU, BBISIBIATh U YCTPAHATh yIPO3bI
6e3onmacHocTy LAN, a Taxke HacTpauBaTh M 3aIuInaTh 0a3oBbie cpeabl WLAN.

2. MecTO AMCUUILIMHBI B CTPYKTYpe 00pa30BaTe/ibHON NPOrpaMMbl

Hucunmmaa  «KomnberoTepHbie OTHOCUTCS K  00fA3aTeIbHOH  YacTu
00pa3oBaTeNbHON IPOTrPAMMBI.

Jucununnuza «KoMIbIOTEpHBIE CETH» SBIAECTCS NPEIIIECTBYIOIIEH I HW3YyYEHHUs
6a30B0il nucHUIIMHBI «OCHOBBI IOCTPOEHUS 3aIMIICHHBIX KOMIBIOTEPHBIX CeTel». 3HaHUS U
IIPAaKTUYECKUE HABBIKM, IOJYYCHHBIC B PE3YJIbTATE OCBOCHMS IUCLHHUILIMHBI «KOoMIbIOTEpHBIE

CCTU»» MOT'YT HEIIOCPCACTBCHHO UCITIOJIB30BATHCA ITPU pa60Te 10 CIICHUAJIBbHOCTH.

CECTHU»

3. [lnanupyeMble  pe3yJbTaTbhl OO0y4YeHHS] 1O  JUCHUIJIHHE, COOTHECEHHbIE C
IUIAHHUPYEMBIMH Pe3yJIbTATAMM 0CBOEHHUSI 00pa30BaTeIbHOM MPOrpaMMbl

IIponiecc u3ydyeHus AUCUUILIMHBI HAapaBjieH Ha (OPMHUPOBAHUE CIETYIOIUX 3JIEMEHTOB
komneteHMit B coorBercTBUU ¢ ®PI'OC BO, OOII BO u npuoOpeTteHust cleayomux 3HaHuM,

YMGHI/Iﬁ, HaBBIKOB U (I/IJ'II/I) OIIbITa JCATCIIbHOCTH .

dopMupyemasi NHaukaTop 10CTHKEHUSA Ilepeyennb
KOMITeTeHIIUSsI KOMIIETeHIIHH IVIAHUPYEMBIX Pe3yJIbTAaTOB
(kox M popMyJIHpPOBKA) (kox M popMyJIHpPOBKA) o0yuyeHust

OomenpodgeccnoHaJIbHbIC KOMIIETCHIMH

OIIK-2

CriocobeH nMpuMeHsTh
nH(GOPMAITMOHHO-
KOMMYHHKAIIMOHHBIE
TEXHOJIOTHH, TIPOTPaMMHEIE
CpeICTBa CUCTEMHOTO U
MPUKJIQIHOTO Ha3HAYCHUS, B
TOM YHCJIe OTEYECTBECHHOTO
MPOM3BOJCTBA, JUISI PELICHUS
3aja4 npoecCHoOHaIbHOM
JIeSITETbHOCTH

H-OIIK-2.1

BribupaeT napopMamoHHbIe
TEXHOJIOTHH U MPOTPaMMHBIC
Cpe/CTBa, B

TOM YHCJIE OTEUECTBEHHOT'O
MIPOM3BOJICTBA, JUIS PEIICHUS
3a71a4

npohecCHOHATBHON
JeSITeTbHOCTH

Ymersn:

- BBISIBJISITH U YCTPAHSITh YTPO3bI
0€30MacHOCTH JIOKaJIbHOM
KOMITBIOTEPHOH CeTH;

- IPOBOJUTH 0A30BYIO0 HACTPOUKY
ceTew;

- KCIIOJIB30BaTh Bo3MoxkHOCTH CiSCO
IOS nuist CHUKEHUS YTPO3BI
0€301MacHOCTH CeTEeBOM
UHPPACTPYKTYPE;

- HAXO/IUTh U YCTPAHSITh HETOJIAIKH,
BBISIBJISATh U YCTPAHSTh YTPO3bI
6e3onacHocti LAN




OIIK-1.2

Cnocoben
aJMHHHACTPHUPOBATH CPECTBA
3aIUThl THPOPMAIIHH B
KOMIIBIOTEPHBIX CUCTEMaX U
ceTsx

H-OIIK-1.2.1

3HAET MOPSAOK peaTu3allni
METOJIOB U CPEJICTB
MEXCETEBOTO SKPaHUPOBAHUS,
METOJIBI N3MEPEHHN, KOHTPOJIS
Y TEXHUYECKHUX PacdeTOB
XapaKTEPUCTUK
MPOrpaMMHO-aNIapaTHBIX
CPEJICTB 3aIIUTH HH(OPMAITIH

3HaTh:
- TUITBI CETEBBIX aTaK U METOJIbI
00pBOBI C HUMY,

- TUTIBI OpaHMaydPOB, UX OTIIHYUS H
BapHUaHTHI HCIIOJIH30BAHUS,

- IPOTPaMMHBIE | alapaTHbIe
BO3MOXHOCTY aHAJIH3a CETEBOTO
Tpaduka;
- IPOTPaMMHBIE U amapaTHbIe
BO3MOYXHOCTH 3aIIUTHI CETEBON

UHPPACTPYKTYPHI

4. O0beM, CTPYKTYpPA U co/iepKaHue THCHUTITHHbI

OO61mast TpyI0eMKOCTh TUCIMIUIMHBI COCTABIISIET 4 3a4eTHBIX enunuil, 144 akaJ. 4acoB.

Ne Tembl (pa3aenbl) Buapl yueOHBIX 3aHATHIA, DopMbI TEKYLLIET0
n/n JUCIUILINHBI, BKJIIOYAsl CAMOCTOSITEILHYI0 | KOHTPOJISI YCIIEBAEMOCTH
HX CO/Iep:KaHHe PadoTy CTY/A€HTOB,
H UX TPY0eMKOCTh @DopMa NPOMeKYTOUHOM
(B akajieMH4Y€CKHX Yacax) aTTrecTaluu
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Samanus i
1 OCHOBEI CETEBOTO 4 2 4 2 1 6 CaMOCTOSITENNLHON 1
MOJKJIFOUYEHHS U CBSI3H. COBMECTHOM MPaKTHIECKOH
paboTHI
Samganus I
CaMOCTOSTEIHLHON U
2 |Ocuossl Ethernet. 4 4 4 2 1 6 o .
COBMECTHOM MPaKTHIECKOH
paboThI
Samanus s
3 OOMeH JaHHBIMHU MEXITY 4 2 4 2 1 6 CaMOCTOSTEILHON 1
CETSAMMU. COBMECTHOM MPaKTHIECKOH
paboThI
Samganus I
CaMOCTOSTEILHON 1
4 |IP-ampecanusi. 4 4 8 2 2 6 . .
COBMECTHOM MPaKTHIECKOH
paboThI
Samanust s
5 CBs3b C CETEBBIMU 4 2 5 2 1 6 CaMOCTOSATENLHON 1
MIPWIOKEHUSIMHA. COBMECTHOM MPaKTUYECKON
paboThI
Saganus mis
[TocTpoenune u obecnieueHme caMocioaTenLHOﬁ u
6 |0e30macHOCTH HEOOJIBIION 4 2 10| 6 2 6 o "
COBMECTHOM MPaKTHIECKON
CETH.
paboThI
2 | 05| 33,5 |pk3amen




| | Beero], |16 [32]16[10]05] 695 |

Conep:xaHue pa3ieioB U CHUTLTHHBI

Pa3nen 1. OcHOBBI ceTeBOro MOAKJIIOYEHHUS H CBSA3H.
1. CoBpeMeHHBIe ceTeBble TEXHOJIOTHH.
1.1. Brenenue. Bausinue cereii Ha )u3Hb Jtojel. Cetn 6e3 rpaHull.
1.2. Komnonentsl cetu. OpHopaHroBble ceTu. OxoHeuHble ycTpoicTBa. I[IpomexyrouHbie
ycTpolicTBa. CpelicTBa CETEBOr0 MOIKIFOUEHHS
1.3. IlpexacraBnenus 1 TOMOJOTHUH ceTeil. Tormomornueckue cXemeol.
1.4. OcuoBubie Tumbl cereil. Cetn pazmmunoro pasmepa. Cetu LAN m WAN. Hutepner.
BHyTpeHHUE CEeTH U BHELITHUE CETH.
1.5. Tloakmouenne k Mutepuery. Texnonoruu goctyna B MutepHer. MHTepHET-MOAKIIOUEHHE
Ui tomMa u HeOonbioro oduca. HTepHEeT-MoAKII0OYeHNe i npennpuatuii. KonseprenTHas
CETb.
1.6. Hanmexusie ceru. CereBas apxutekTypa. OTKa30ycTOWYMBOCTH. MacmTabupyeMOCTh.
KauectBo 06cnykuBanus. besonacHocTh ceTH.
1.7. Tenpenmuu pazsutus cereil. [locnegnue Tenaennuu. Konnenmus BYOD. CoBmectHas
pabota yepe3 Murepuet. BuneocBs3zp. O6naunbie BeIYUCIEHUS. TEXHOIOTHUECKUE TEHICHIINH B
JoMamHuX ceTsax. CeTu 1o JUHUAM 3JIeKTPOIIUTaHus. becnpoBoiHas MIMPOKONOIOCHAS CETh.
1.8. OOGecnieuenue cereBoil Oe3omacHocTU. YTpo3bl OezomacHocTu. Pemienus obGecrieueHUs
0€30MacHOCTH.
2. ba3zoBas koH}uUTrypanusi KOMMYTAaTOPa U OKOHEYHOTI'0 YCTPOIicTBA.
2.1. Nocryn k Cisco 10S. Oneparnmonnsie cuctemsl. ['paduueckuii mHTEpQEIC MOIB30BaTENS.
Haznauenne OC. Crioco6s! noctyna. [IporpaMmmbl sMyJsSIiuu TepMUHAIA.
2.2. Hauramms no 10S. OcHOBHBIE KOMaHHBIE PEKUMBI. PeXUM KOH(GUTYpaIMK U BIOKEHHBIE
pexxumMbl KoHpurypanuu. [lepexmouenue mexay pesxkumamu [0S, Komnonents! cipaBku [0S.
2.3. Ctpykrypa komana. basosas crpykrypa komana 10S. ITposepka cuntakcuca komanz 1OS.
["opsiuve KIaBUIIM U KJIABUIIH OBICTPOTO BHI30BA.
2.4. bazoBas HacTpoiika yctpoicTB. Mmena ycrpoticts. [IpaBuia Beibopa maponeit. Hactpoiika
napoeil. llupposanue naposeit. banuepHsie cooOLIIEHNUS.
2.5. Coxpanenue koHpuryparuii. @aitner koHpurypaun. 3mMenenne texymeil kKoHGurypanuu.
3anuch KOH(QUTypauy B TEKCTOBBIN (haii.
2.6. Ilopte! u anpeca. IP-agpeca. MaTEpdeiics u mopThI.
2.7. Hactpoiika IP-ampecannn. Hactpoiika IP-agpecoB OKOHEUHBIX YCTPOWCTB BpYUYHYIO.
ABTOoMarnueckass HacTpoiika [P-anpecoB oxoHe4yHBIX ycTpoicTB. HacTpoiika BHUPTyaTbHOTO
uHTepdeiica kommyraropa (SVI).
2.8. Tlposepka mnoaxmtoueHus. [IpoBepka HazHaueHuss uHTepdeiica. IIpoBepka CKBO3HOTO
MOJIKJIFOUEHUS.
3. TIpoTOKOJIBI U MOJEH.
3.1. IIpaBuna. OcHOBEI KOMMYyHUKaIui. [IpoTokosnsl cBa3u. Y craHoBieHue npaBui. TpedoBaHUs
K cereBomy npotokony. KoaupoBanue cooOmenus. @dopmartupoBaHue W HHKANCYISLUSA
coobumienuit. Pasmep cooOmenuii. CuHxpoHuzanus cooOumieHuil. BapuaHTbl J0CTaBKH
COOOILIEHUH.
3.2. IIpoTtokonbl. O630p ceTeBBIX MPOTOKOIOB. DYHKIIMU CETEBOTO MPOTOKOJIA.
B3anmoneiicTBre MpOTOKOJIOB.
3.3. Haboper mportokonoB. CTEKH CETEBBIX MPOTOKOJIOB. DBOJIOLUS MPOTOKOJOB. Ilpumep
npotokona TCP/IP. Ha6op nmpotokonoB TCP/IP. Oomen nanasivu TCP/IP.
3.4. Opraumzaumuu 1o crangaptuzaimu. OTKpeITbie cTaHgapThl. CTaHIapThl WHTEpHETA.
Opranuzanuy no cTaHAapTU3ALUHU JIEKTPOHUKH U KOMMYHUKAIIUH.
3.5. Dranonnsie Mozenu. [IpenmyiecTBa UCTIONB30BaHUS MHOTOYPOBHEBOM MOJIENH. DTallOHHAS
moaenb OSI. Moaens npotokonioB TCP/IP. CpaBuenue mozaeneit OSI u TCP/IP.



3.6. Mukancynsmus  nanueix. CermeHranus coobmenuit. [locnenoBarensHocTh. Enununa
nauHbIX mpotokojia (PDU). [Ipumepbl HHKANCYIAIUNA U JEUHKATICYIISIUH.
3.7. Hoctyn k manHbM. Anpeca. IP-anpec (sormueckuil aapec 3-ro ypoBHs). YCTpolcTBa B
oaHoit cetu. Ponb aapecoB kaHanbHOro ypoBHs: OnHa [P-cetb. Ponb agpecoB ceTeBoro ypoBHs.
Ponb anpecoB kananbHOro ypoBHs: Pa3zubie IP-ceTu. Anpeca kaHaIbHOTO YPOBHS.
Pa3gean 2. OcnoBbl Ethernet.

4. Pu3suvecKUil ypoBeHb.
4.1. Haznauenue ¢uznyeckoro ypoBHsa. @usnyeckoe nojaxiouenue. Gusndeckuii ypoBeHb.
4.2. Xapakrepuctuku ¢usndeckoro yposHs. Cranmaptel (usmueckoro ypoBHs. Dusmueckue
komrnoHeHTol. KoaupoBanue. CrnocoObl mnepemauu curHaioB. IIpomyckHasi crocoOHOCTb.
TepMHHOIOTHS IPOITYCKHOW CIIOCOOHOCTH.
4.3. Mennbiii  kabenb. XapaKTEepUCTHUKH MEIHBIX KaOenei. Tumbl MeaHbIXx —Kabenei.
HeskpanupoBannas Buras napa (UTP). DxpanupoBannas Butas napa (STP). Koakcuanbbiit
Kaleb.
4.4. Kabemn tuma UTP. CpoiictBa kaGeneit UTP. Cranmaptel npoxmanku kabeneir UTP.
[Ipsimbie u mepekpectHbie kabeau UTP.
4.5. TIpoknmamka ONTOBOJIOKOHHBIX KaOened. CBOWCTBa ONTOBOJOKOHHBIX KaOenmei. Twurbl
ONTOBOJIOKOHHBIX KaOeneidl. ONnToBOJIOKOHHBIE pa3beMbl. COeNMHUTENbHBIE ONTOBOJIOKOHHBIE
kabenu. ONTOBOJIOKOHHBIE Ka0el U MEIHbIE KaOelln: CpaBHEHHE.
4.6. CpenctBa  OecnpoBomHOrO — moakimroueHusi.  CBoiicTBa  CpeACTB  OECIPOBOIHOTO
nojkJtoueHus. Turbl cpecTB GeCIpoBOIHOTO NOAKIOYEHHs. becripoBoHas T0OKanbHAasI CETh.
5. CucremMbl CUHC/ICHHS.
5.1. JIBouunsie anpeca u aapeca [Pv4. J[BonuHas MO3UIIMOHHAs CHCTeMa CUMCICHHUs. Anpeca
IPv4.
5.2. lllectnaamarepuunas cucrema cuucieHus. lllecTHannarepuunsie aapeca u agpeca IPvo6.
[IpeoOpazoBanue  JeCATHYHBIX  4YMced B ImecTHaauarepuunele.  [IpeoOpazoBanue
HIECTHAIIATEPUYHOI0 YHCIIa B IECATUYHOE.
6. KaHaJabHbI YPOBEHbD.
6.1. Hasnauenne kaHaibHOTO YpoBHsA. KaHanpHBIA ypoBeHb. [lomypoBHM KaHama mepenaqu
nanueix [EEE 802 LAN/MAN. IlpenocraBieHue 1octyna K cpele IMepenadd JaHHbBIX.
CraHgapThl KaHAJIBHOTO YPOBHSL.
6.2. Tormonorun. dusnyeckas ¥ JOrudecKas TOmonorus. Tomosoruu riaodansHex cereit (WAN).
Tomnonorust «rouka-roukay (point-to-point) cetu WAN. Tomnosnorun nokanbubix ceteit (LAN).
[TomynyruiekcHass M TOJHOILYIUIEKCHAs CBSA3b. YIPABIEHUS JOCTYIIOM K Cpele Ieperadu
nanubix. Konkypentasiit noctyn — CSMA/CD. Konkypenthsbiit qoctymn — CSMA/CA.
6.3. Kanp xanana nepenaun nanusix. Kaap. [Toxs kaapa. Anpec ypoBus 2. Kagpst LAN u WAN.
7. Kommytauus B cersix Ethernet.
7.1. Kagpel Ethernet. Mukancynsanus Ethernet. IlogypoBHu kananeHOro ypoBHA. IlogypoBeHb
MAC. Ions xaapa Ethernet.
7.2. MAC-anpec Ethernet. MAC-anpec u miecTHaanarepudHas cuctema cuncieHus. MAC-
aapec Ethernet. OOpabGoTka kanpoB. MunuBuayansHelil (oanoanpecHsiil) MAC-agpec. MAC-
aZipec MHPOKOBelaTeNbHON paccbikn. MAC-aapec MHOr0aIpecHON pacChlUIKH.
7.3. Tabmuua MAC-anpecoB. OcHoBHast nH(popMaIys 0 KoMMmyTaTopax. KomMmyrarop B pexxnme
oOyuenus. @unbtpanus kaapos. Tabmuusl MAC-anpecoB Ha MOJIKIIOYEHHBIX APYr K JAPYry
koMMmyTaTopax. OThpaBKka KaJpa Ha ILII03 10 YMOITYaHUIO.
7.4. CKOpoCTb U CIIOCOOBI MEpechlIKM Ha KoMMyTaTtopax. CrocoObl mepeajapecaluu Kajapa Ha
kommytaropax Cisco. CkBo3nast kommyTanust (Cut-Through). Bbydepuszanms namstu Ha
KommyTaropax. Hactpoiika gymiekcHoro pexxuma u ckopoctu. @ynkuus Auto-MDIX.

Pa3znen 3. O0OMeH 1aHHBIMHU MEXKAY CETAMU
8. CereBoii ypoBeHb.



8.1. Xapakrepuctuku cereBoro ypoBHs. IIpoTokomnbl cereBoro ypoBHs. Mukancymsmus IP.
Xapakrepuctuku npotokona [P. be3 ycranoBnenus coenuHeHus. HerapantupoBaHHas
nocraBka. He3aBUCUMOCTB OT cpelibl.
8.2. [Taker IPv4. ITons 3aronoska makera [Pv4.
8.3. Ilaker IPv6. Orpanuuenus IPv4. O630p IPv6. Ilons 3aromoBka makera IPv4 B 3aromoBke
nakera [Pv6. 3aronoBok nmakera [Pv6.
8.4. Meronpl MapuipyTH3auuu y3ioB. Pemienne o mnepenanpasienud y3ia. llmo3 1o
YMOJTYaHUI0. XOCT-MapIIPyThI K IUTIO3Y MO yMOTYaHU0. TabauIsl MapIpyTU3aluy y3ia.
8.2. BBeaenue B MapupyTu3anuio. Pemenne o nepecbuike nakeToB Mapuipytuszaropa. Tabnuma
mapupytuzauun  [P-mapmpyruzatopa.  Crartuyeckas — MmapuipyTuzauus. JuHamudeckas
MapIIpyTHU3aLIHsL.
9. Pa3pemnieHue ajgpecos.
9.1. MAC u IP. YcrpoiicTBO Ha3HAUCHUS B TOW K€ CETH. Y CTPOMCTBO HA3HAYCHUS B YAAJICHHOM
CeTH.
9.2. Ilporokon ARP. O630p ARP. ®@ynkiun ARP. [Ipunuun padotsr nporokona ARP — ARP-
3anpoc 1 ARP-otBet. Poiis ARP B 0OMeHe TaHHBIMU ¢ yIaJleHHBIMU CETSAMHU. Y JaJICHHUE 3anucei
u3 T1abmunsl ARP. Tabmumst ARP  Ha cereBbix ycrpoiictBax. IIpoGmemsr  ARP
mmpokoBearenbHas pacebiika ARP u ARP-ciiydunr.
9.3. Obnapyxenue coceguux IPv6 ycrpoiictB. Coobmenus o6 oOHapykeHHH coceneir [Pvo.
Ob6napysxenue cocezeit [Pv6 - pasperenne agpecos.
10. Bba3oBasi koHuUrypanusi MapupyTu3aTopa.
10.1. IlepBonauanpHass HacTpoiika MapuipyTu3atopa. Illaru 6a3oBoii  KoH(uUTrypauuu
MapuipyTtusaropa. bazosas koHduryparusi.
10.2. Hactpoiika wuHTepdeiicoB  Mapmipytuszaropa. I[lpumep HacTpoiiku wuHTEpdeiicoB
mapiipytusaropa. [IpoBepka konpurypanun natepdeiica. Komanasl npoBepku KOHQHUTypamuy.
10.3. Hactpoiika numo3a mo ymomuanuto. [Ilmo3 mo ymomuanuto ans xocra. o3 mo
YMOJIYAHHUIO JUIsl KOMMYTaTopa.

Pa3nen 4. IP-agpecanus
11. 1Pv4-aapecaumus.
11.1. Ctpykrypa IPv4-ampeca. CereBas u y3noBas yacTu ajpeca. Macka moxacetu. J[nmnHa
npedpukca. Omnpenenenne cetu: Jsorumdeckoe WM. CereBoit anmpec, ampec xocta U
HIMPOKOBEIATEIbHBIN ajipec.
11.2. OnHoanpecHasi, MUPOKOBEMATEIbHAT U MHOTOaApecHas pacceuika [Pv4. OmHoampecHas
pacceuika. llIupokoBemarensHas pacceuika. MHOroaipecHast pacchblika.
11.3. Tumsr amgpeco IPv4. OOGmenoctynHble w yacTHele anpeca I[Pv4. Mapmpyruzamus B
WNurepner. [Pv4-agpeca crnenuanbHOrO Ha3HAUEHHUs. YCTAapeBIIas KIaccoBas aJpecanusi.
Haznauenue [P-agpecos.
11.4. Cermenrtanuss cetu. lllupokoBemaTenbHbIi JTOMEH U cerMmeHrtauusa. I[IpoGrnemsr ¢
KPYIHBIMH IIAPOKOBENIATEIHFHBIMH JOMEeHaMU. [[pUIrHBI cerMeHTaluu ceTen.
11.5. Paznenenue cetu IPv4 Ha nmoaceru. Paznenenue Ha mojceT Ha rpaHuile okTeToB. [loaceTs
B IIpeJieax OKTETa.
11.6. Iloncets: /16 u /8. Co3manue moxacereir ¢ mpeduxcom /16. Cozmanmne 100 moxacereii ¢
nomoinbio npedukca /16. Cozganue 1000 moxacereit ¢ momombio npedukca /8. Opranuzarus
MOJICETEeH MO HECKOJIBKUM OKTeTaM. PacueTr Macku mo/iceTH.
11.7. Pa3nenenne Ha TONCETH JJIS COOTBETCTBUSI TpeOoBaHUsM. YacTHas TOACETh W
o0me1ocTymHoe afpecHoe npoctpancTBo [Pv4. Munumu3zanus HEMCoIb3yeMbIX aapecos [Pv4
y37I0B ¥ MaKCUMH3anus nmojceteit. dddextuBHOe pasaeneHue Ha nojacetu [Pv4.
11.8. VLSM (Macka mnoncetu nepemenHoi muHb). OcHOBEl VLSM. CoxpaHeHue aapecoB
[Pv4. VLSM. Ha3znauenwue anpeca tononoruu VLSM.
11.9. CtpykrypupoBaHnHOoe mpoekTupoBanue. [lmanupoBanue anapecanuu cetd. Ha3zHadyeHwue
aJIpECOB YCTPOUCTBAM.
12. IPv6-aapecanus.



12.1. IIpo6nemsr ¢ mpotokosnom I[Pv4. Tlotpebnocts B IPv6. CoBMmecTHOE HCHOIB30BAHUE
npoTokooB IPv4 u IPv6.
12.2. TlpencraBnenne IPv6-anpecos. @opmatsl anpecoB IPv6. Ilpomyck HavadbHBIX HYJIEBBIX
paspsiaoB. J{BoitHOM qBOETOYME.
12.3. IPv6-anpeca: tumbl. OQHOAIPECHBIN, MHOTOAIPECHBIN, TPOM3BOILHBINA. [[mnHa mpedukca
IPv6-anpeca. JIpyrue tunsl [Pv6-anpecoB oHOAIPECHONW PAacChUIKU. YHHUKAIbHBIM JIOKAIBHBIN
anpec. ['mob6anbubie nanuBuayansusie [Pv6-anpeca (GUA). Ctpykrypa GUA IPv6. JlokansHbii
IPv6-anpec kanana.
12.4. Cratnueckass HacTpoiika TI00adbHBIX TUHAMHYECKHX aJPECOB JUIS OJHOAIPECHOM
pacchUIKM M JWHAMHYECKM HAcTpauMBaeMble JIOKalbHblE ajpeca KaHana. CraTudeckas
koHpurypauus GUA na wMapmpyruzarope. Cratudeckass KoH(UTypamusi T100aJIbHOTO
yHukanbHOro IPv6-anpeca Ha yznme Windows. Ctarnueckas KoH(GUTypalus JOKaILHOTO ajapeca
OJIHOAJPECHOU PACCBHUIKHU.
12.5. lunamudeckas agpecauus i TNI00ATbHBIX JTUHAMUYECKUX aJPECOB ISl OAHOAAPECHOM
pacceuiku [Pv6. Coobmennss RS u RA ICMPv6. SLAAC. SLAAC u DHCPv6-cepBep 6e3
coxpaHneHust coctostHust aapecoB. DHCPv6 ¢ mommepkkoit cocrosuus. Ilpomecc EUI-64.
Crny4aiiHO CreHepHpOBaHHBIC UACHTU(PHUKATOPHI HHTEpderica.
12.6. lunamuyeckas anapecanus JIOKaJbHBIX ajpecoB KaHana IPv6. Junammueckue LLA.
Junamudaeckne LLA B Windows. Junamuueckue LLA Ha mapmpyruzatopax Cisco. IIpoBepka
koH(urypauuu [Pv6-aapeca.
12.7. I'pynmoBeie IPv6-anpeca. IlpucBoennsie rpymnmoBeie [Pv6-anpeca. M3BectHble ajipeca
MHoroaapecHou pacceuiku IPv6. I'pynnossie IPv6-anpeca 3anpammBaeMbIX y3J10B.
12.8. Pa3nenenue cetn IPv6 Ha mojaceTu ¢ ucnoiib3oBaHueM uaeHTudukaTopa nojceru. [Ipumep
coznanus mnoncereid IPv6. Pacnpenenenne [Pv6-agpecoB moacetu. Mapupyruszarop,
CKOH(HUTYpHPOBAHHBIN ¢ moaceTsiMu [Pvo.
13. ICMP.
13.1. Coobmenust ICMPv4 u ICMPv6. JloCTHXKUMOCTh y371a. Y3el Ha3HaueHHsl WA CEPBUC
HepoctyneH. [IpeBbiien nntepsan oxuganus. Coodmenus [CMPv6.
13.2. TectupoBanue mpu mnomomu ping u traceroute. Ping - Tect cBs3aHHOCTH. ping [0
untepdeiica loopback. IIpoBepka cBA3M CO LUIIO30M IO YMOJYaHHUIO. YCTaHOBKA CBSI3U C
yIaJeHHBIM Y3JIOM C MOMOUIbI0 KOMaHJbl ping. Traceroute — tectupoBanue mytH. IIpoBepka
anpecauuu [Pv4 u IPv6.

Pa3nes 5. CBs13b ¢ ceTeBbIMU NPUJIOKEHUAMH
14. TpaHCHOPTHBII YPOBEHb.
14.1. Tlepenaua panHbIX. Ponb TpaHcmopTHOro ypoBHs. DYHKUMU TpPaHCIOPTHOTO YPOBHS.
[TpoTtokonbl TpancnopTHoro ypoBHs. [Ipotokon ympaBnenuss nepenaueir (TCP). Ilporoxon
nosib3oBarenbekux Aenrarpamm (UDP). CooTBeTcTByrOMUN MPOTOKOI TPAaHCHOPTHOTO YPOBHS
JUISL COOTBETCTBYIOLIETO MPUIIOKEHUS.
14.2. O630p mpotokona TCP. @ynknuu nportokona TCP. 3aronoBok u mons 3aronoBka TCP.
[Tpunosxenus, ucnomns3yromue nporokos TCP.
14.3. O630p nporokona UDP. ®ynkuuu npotokona UDP. 3aromoBok u mons 3aronmoBka UDP.
IIpunoxenus, ucnons3yromue nporokon UDP.
14.4. Homepa mnoprtoB. Heckonbko OTIENbHBIX CEAaHCOB Nepenauyd AaHHbIX. llapbl cokeTos.
['pynnier HOMepoB nopToB. Komana netstat.
14.5. O6men mamapiMu 1o Tipotokony TCP. Ilpomeccet TCP-cepBepa. VYcranoBnenue u
npekpamenue TCP-coequnenns. Ananus TpexcroponHero ksuruposanus TCP.
14.6. HamexxHOCT, W yIpaBJIICHWE TIOTOKOM Tiepenadd JaHHbIX. HanexsHocts TCP -
rapaHTUpOBaHHAs M YHOpsAJOYEHHas jaocTaBka. lloreps naHHBIX M MOBTOpHAas Iepenaya.
Vnpasnenne norokoM TCP. Pazmep okHa u nmoaTrBepkaeHNA. MakCUManbHBIN pa3Mep CErMEHTa
(MSS). [IpenoTBpareHue neperpysox.



14.7. Obmen nanubiMu 1o npotokony UDP. Huskue HaknamHble pacxoIbl WIM HAIEKHOCTb.
Coopxka neitrarpamm UDP. Tlponeccer u 3ampocet UDP-cepsepa. IIponeccs u 3anmpocst UDP-
cepsepa.
15. YpoBeHb NpUJI0KEHUIA.
15.1. YpoBeHb MNpHIIOKEHUH, YPOBEHb IIPEICTABICHMS, CEaHCOBBI YpoBeHb. IIpoTOKOIIBI
ypoBHsi ipusioxkeruit TCP/IP.
15.2. Mogens «kiaueHT-cepBep». Onnopanrossie cetu. OgHOpaHTOBBIC MpHiiokeHus. Hanbonee
pacrpoCTpaHEHHbIE OJIHOPAHTOBBIE MPUIIOKEHUS.
15.3. IIpoTokonbl BeO-Tpaduka M SIEKTPOHHOM mMOUYTHL. [IpoTOKON mepemayn TUIEpTEKCTa
(HTTP) u s3b1x runeprekcroBoid pazmetkn (HTML). TIpotokonst HTTP u HTTPS. IIpoTokosbr
anekTponHoi noutsl (SMTP, POP, u IMAP).
15.4. Cepucel [P-aapecanmu. Cnyx6a momenHbix umeH (DNS). ®@opmar coobmenuii DNS.
Hepapxuss DNS. Komanna nslookup. IIpoTokon auHaMHYeCKOW HACTPOWKH CETEBOrO Yy3iia
(Dynamic Host Configuration Protocol, DHCP). IIpuniun pa6otst DHCP.
15.5. CepBucel coBmecTHOTO foctymna K ¢ainam. [Iporokon nepenaun daitios (FTP). [Iporokon
SMB.

Pasnen 6. [locTpoeHue u odecrieyeHne 6€30MaACHOCTH HeOOJIBINOI ceTH
16. OcHoBBI ceTeBOIi 6€30MACHOCTH.
16.1. Tums! yrpo3s. Tumsl ys3BuMocteil. @u3zndeckas 3amra.
16.2. CereBble araku. Tumbsl BpenoHocHoro I1O. Pa3penpiBarenbHble aTakd. ATaku JOCTYIA.
Araku THTIa «OTKa3 B o0cimyxuBanum» (DoS-arakmn).
16.3. YroyOnennslii moxaxon k 3amure. CoxpaHeHue pe3epBHBIX Konuil. PesepBHoe
KOTIMpPOBaHUE, OOHOBJICHHE M YCTAaHOBKA MCIpaBICHUH. AyTeHTU(UKALNS, aBTOPU3AIHS U YUeT
(AAA). MexcereBble 3kpaHbl. Tunbl OpanMay poB. be3omacHOCTb OKOHEUHBIX YCTPOMCTB.
16.4. O6ecnieuenue Oe3omacHocTu yctpoiictB. Cisco AutoSecure. Ilapomu. Pacmmpennas
3amuTa napois. AktuBanus nojaxiatoyeHus no SSH. OTkioueHne Hencnoab3yeMbIX CIyxkO.
17. Opranuszanus He6OJIbIION CeTH.
17.1. YerpoiictBa B pamkax HeOobIoi cetu. Tomonorun HeOonbIMX ceTeil. BriOop ycTpoiicTs
Uil cetr HeOoupmoro pasmepa. IP-anpecamnust B pamkax HeOOIbIIOH ceTH. Pe3epBupoBanue B
HeOOoJIbIION ceTu. YpaBiaeHue TpadhuKoM.
17.2. PacipocTpaHeHHBIE TPHUJIOKEHHUS B HEOOJIBIIOW ceTH. PacmpocTpaHeHHBIE MPOTOKOJIBI.
[TpunoskeHus 1 nepeadu rojioca U BUIEO.
17.3. Paciupenne  HeOONBIIOW CeTH. AHanmM3 MPOTOKOJNOB. lcmonp3oBaHWE — ceTH
COTPYIHUKAMH.
17.4. TlpoBepka moakiItoueHUs1 ¢ mnomoibio Ping. Pacmmpennas xomanaa ping. Ilposepka
MOJIKJIFOUEHHUS ¢ TIOMOIIBIO KoMaHAbl Traceroute. PacmmpenHas koMmaHzaa traceroute. bazoBblii
YPOBEHbB CETH.
17.5. Komans! xocta u 10S. Hactpoiika [P-koHpurypanumn xocra noa ynpasienueM Windows.
Hactpoiika IP-xonpurypauuu xocra nox ynpasieHuem Linux. Hactpoiika [P-xondurypauun
xocta moj ympasiaeHueM macOS. Komanna arp. IloBropHoe paccMmoTpeHue Haubosee
pactipoctpaneHHbix komann show. Komanga show cdp neighbors. Komanna show ip interface
brief. Komanna show version.
17.6. OcHOBHBIE TOIXOABI K TIOMCKY W YCTPAaHEHHWIO HEMOJAJoK. UTOo ciemyer caenath ¢
npobaemoit. Komanna debug. Komanaa terminal monitor.
17.7. Bonipochl pabOTHI 1 HECOOTBETCTBUS HACTPOEK Ayryiekca Ha unrepdeiice. [Ipodaemst ¢ IP-
aapecamu Ha yctpoiictBax lOS. IlpoGnemsl ¢ IP-aapecaMn Ha OKOHEUHBIX YCTpPOMCTBax.
Henonaaku, cBsi3aHHBIE CO INUIO30M MO yMoh4aHuio. [IoMCK M ycTpaHeHuEe HENOoNaJoK,
cBs3aHHbIX ¢ DNS.



5. O0pa3oBare/ibHble TEXHOJOTMH, B TOM 4YHCJE TEXHOJOTHH 3JIEKTPOHHOIr0 O0y4YeHUsl W
AUCTAHIIHOHHBbIE 00pa3oBaTe/ibHbIE TEXHOJOIHM, WCIOJIb3yeMble NPH OCYIIeCTBJIECHUHU
00pa30BaTeILHOIO MPoOIEecca MO TUCHUILINHE

B niporiecce 00yueHust UCTIOMB3YIOTCS CIIEAYOINE 00pa3oBaTebHBIC TEXHOIOTHH:

AxkageMuuecKkasi JEKIHUA ¢ 3JIEMEHTAMH JeKIUHU-0eceabl — I10CIeI0BaTeIbHOE
U3JI0KEHUE MaTepuaia, OCYLIECTBIsIEMOE MPEUMYIIECTBEHHO B BUJIE€ MOHOJIOTA IIPENO/1aBaTEIIsl.
DJIEMEHTHI JICKIIUHU-0ecelbl 00CECIEeYMBAIOT KOHTAKT TMperojaBaTeNsi C ayaAuTOPHEH, dTO
MO3BOJIICT TIPUBIIEKATh BHUMAHUE CTYIEHTOB K HaWOoJiee BAXKHBIM TeMaM JIUCHUILINHBI,
aKTHBHO BOBJIEKaTh HMX B YYE€OHBIH MPOIECC, KOHTPOJIUPOBATH TEMIT HM3JIOKECHHS Y4eOHOTO
MaTrepuaia B 3aBUCUMOCTU OT YPOBHS €r0 BOCIIPUSTHUSA.

IIpakTHYecKkoe 3aHSITHE — 3aHATHE, MOCBAIMICHHOE OCBOCHHUIO KOHKPETHBIX YMEHUU M
HABBIKOB I10 3aKPETUICHUIO TIOJYYCHHBIX Ha JICKIIUU 3HAHUMN.

KoncyabTauuu — BuJ y4eOHBIX 3aHATHH, SBISIONIMICA OAHOM W3 (GOPM KOHTPOJIA
CaMOCTOSITENILHOM  paboThl  CTYACHTOB. Ha KOHCyNIbTalMsX IO MPOChOe CTYACHTOB
paccMaTpuBalOTCs HanOoOJIEe CIIOKHBIE MOMEHTHI TPH OCBOCHUH Marepuajga JUCIUTLIUHBI,
MpEernoiaBaTelib OTBEYAaeT Ha BOMPOCHI CTYJIEHTOB, KOTOPBHIE BO3HUKAIOT Y HUX B TIpoliecce
CaMOCTOSITCIIBHOW PaOOTHI.

JlabopaTopnasi padoTa — opranuzaius yueOHoU paOOThl ¢ peaTbHBIMU MaTEPHUATbHBIMU
U WHPOPMAIMOHHBIMA OOBEKTaMH, JKCIIEpUMEHTaJIbHas paboTa ¢ aHAJOTOBBIMH MOCIISIMHU
pEATBbHBIX 0OBEKTOB.

6. [lepeyeHb JHIEH3HOHHOT0 W (WJIH) CBOOOIHO PACHPOCTPAHSIEMOr0 IPOrPaMMHOIO
ol0ecrieyeHusi, MCNOJb3yeMOr0 IMPH OCYLIEeCTBJIEHUH 00pa3oBaTeJbHOIO Ipolecca Io
AUCHUILINHE

B mpomecce ocymiecTBieHus  00pa3oBaTENFHOrO — Mpolecca IO AMCHUILIHHE
UCTIONB3YIOTCS:

i GOPMHUPOBAHUS MAaTEpPHUAJIOB JJISl TEKYIIErOo KOHTPOJIS YCIIEBAaEMOCTH M MPOBEACHUS
IPOMEKYTOYHOU aTTeCTAINH, sl POPMUPOBAHUS METOJMYECKUX MAaTEPUAIIOB 110 TUCIUILTIHHE:

- Linux Ubuntu (GNU GPL v.3);

- OpenOffice (GNU LGPL);

- Cisco Packet Tracer 8.1.0 (moctynen 6ecruiaTao it yuacTHUKOB [Iporpammer CeTeBoii

Axanemun Cisco);

- Cisco SDM (noctynen 6ecruiatHo Juist yuacTHHKOB IIporpammel CereBoil AkagemMuu

Cisco);

- Cisco Network Assistant (joctynen 6ecratHo /i ydacTHHKOB IIporpammelr CeteBoit

Axanemuu Cisco);

- Cisco Configuration Professional (octynen 6ecriatHo it ydacTHUKOB [Iporpammbl

CereBoit Akagemuu Cisco);

- Google Chrome (freeware).

7. IlepeyeHb CcOBpeMeHHBIX NPO(ecCHOHAJBHBIX 0a3 [JaHHbBIX M HH(OPMALMOHHBIX
CIPABOYHBIX CHCTEM, HCI0JIb3YyeMbIX NPH OCYLIECTBJICHUH 00pa30BaTeIbHOIO NMpomecca 1no
AUCHHIINHE (MPH HEO0X0IMMOCTH)

B mpouecce ocymectBieHuss o0Opa3oBaTeNpHOrO  Ipolecca MO JUCHUIUIMHE
UCIIOJIb3YIOTCS:

- ABTOMaTH3MpoBaHHas O0MbIuoTeuHo-nHpopmannonHas cucrema «bYKU-NEXT»

http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php



http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

- DnekrpoHHas OubnroTeyHas cucreMa «Jlaup» https://e.lanbook.com
- DnekTpoHHas oubnnoTeunas cucrema «kOpaiir» https://urait.ru

- DnekTpoHHas 6ubmoTeyHas cucreMa «KOHCYIbTaHT CTyIeHTa»
https://www.studentlibrary.ru

8. [lepeyeHb OCHOBHOI ¥  [ONOJHHUTEJbHOH Yy4eOHOW JMTepaTypbl, PpecypcoB
HH(OPMANMOHHO-TEJIEKOMMYHUKANIUOHHON ceTHu «HHTepHeT» (IPH HEOOXOAMMOCTH),
PeKOMEeHIyeMbIX /1JIs1 0CBOEHHS 1M CHUIITHHbI

a) OCHOBHAsI JIUTEpPaTypa
1. 1. Omudep B. I'. KomnbproTepHble CETH: MPUHIUIIBI, TEXHOJIOTHH, TIPOTOKOJBL.: y4eO.
nocobue s By3oB. / B. Onudep, H. Onmudep; M-Bo o6pazoBanus u Hayku PO - 5-¢ u3.
- CII6.: ITutep, 2017. - 991 c.
2. Yuebno-metoquueckoe mocodue B LMS NetAcad. Pexum gocrtymna: cBOOOMHBIN AJist
yuacTHukoB [Iporpammer CereBoit Akagemun Cisco (https://www.netacad.com/)

0) 10MOJIHUTEIbHAS JTUTEPaTypa
1. Onudep B. I'., Onudep H. A. OcHoBbl cereii mepenaun naHHbX. - MockBa: HOY
"UHTYUT", 2016. https://www.studentlibrary.ru/ru/doc/intuit_225-SCN0000/000.html
2. TlpockypsikoB A. B. Kommbrotepubie cet. OCHOBBI MOCTPOSHHSI KOMITBIOTEPHBIX
ceTeil M TeJIeKOMMYHHUKaluii: ydeOHoe mocobue. — Pocros-Ha-/lony: M3a-Bo IODY,
2018. https://www.studentlibrary.ru/ru/doc/ISBN9785927527922-SCN0000/000.html
3. 3amsarnaa O.M. BbelUHCITUTENBHBIE CHCTEMBI, CETH U TEJICKOMMYHUKAIIUU.
MopenupoBaHue ceteil: ydeOHoe mocoOue s By3oB. — Mocksa: M3maTenbcTBO
IOpaiir, 2022. https://urait.ru/viewer/vychislitelnye-sistemy-seti-i-telekommunikacii-
modelirovanie-setey-490257

B) pecypchbl ceTtu «HTEepHET»
1. http://netacad.com
2. http://cisco.com
3. http://learningnetwork.cisco.com/

9. MaTepl/IaJII)HO-TeXHI/I‘{eCKaH 6338, HeoOXoaMMan IJis OCYHIECTBJICHUSA 06pa3OBaTeJII)HOF0
nmpoumecca nmo 1TMCumMIinHe

MarepuanpHO-TeXHUYeCKas 0a3a, HeoOXoauMas sl OCYIIECTBICHHUST 00pa30BaTEIILHOTO
npoiiecca Mo JUCIUTUIMHE BKJIFOYAET B CBOM COCTAB CIHEIUATBHBIC TOMEIICHHS:

- y4eOHbIE ayTUTOPUH JUIS TIPOBEACHUS 3aHATHI JIEKIIHOHHOTO THIIA;

- yueOHbIE ayIUTOPUH AJIs1 IPOBEJCHUS JIaDOpaTOPHBIX padoT;

- y4yeOHbIE ayTUTOPUH JUIS TIPOBEACHHS TPAKTHUECKHUX 3aHATHH (CEMHHAPOB);

- y4eOHbIC ayTUTOPUH ISl IPOBEICHHS TPYIIIOBBIX U HHIMBUIYAIbHBIX KOHCYIbTAIIHIA;

-KOMITBIOTEPHBIN Kiacc, obopynoBanHbiii [IDBM kiacca He Hinke Intel i15-7400 , 8gb

RAM, 1Th HDD c¢ ycraHoBiIeHHBIM HporpaMMHbIM obecrieueHneM: Windows 7/8/10,

Linux, Packet Tracer 8.0 (u noBee), Cisco SDM, Cisco Network Assistant, Cisco

Configuration Professional. 3 pacdera ogra [I9BM Ha ogHOTO YemoBeka.

- ydeOHBIE ayJUTOPUM JUIS TIPOBEACHHS TEKYIIEro KOHTPOJS W TPOMEKYTOYHOM

aTTeCTalluH;

- IOMEILEHHUS JIJIsl CAMOCTOSITEIbHON paboThI;

- IOMEIIEHUsST JUIS XpaHCHHs W TNPODUIAKTHYECKOTO OOCTYKHMBAHUS TEXHHYCCKUX

CpeAcTB 00yUYeHHUsL.


%22
%22
https://www.netacad.com/
https://www.studentlibrary.ru/ru/doc/intuit_225-SCN0000/000.html
https://www.studentlibrary.ru/ru/doc/ISBN9785927527922-SCN0000/000.html
https://urait.ru/viewer/vychislitelnye-sistemy-seti-i-telekommunikacii-modelirovanie-setey-490257
https://urait.ru/viewer/vychislitelnye-sistemy-seti-i-telekommunikacii-modelirovanie-setey-490257

[TomereHust Al CaMOCTOSITETLHON pabOThl O0YYAIOIIUXCS OCHAIIEHBI KOMITBIOTEPHOM
TEXHUKOM C BO3MOXKHOCTBIO NMOAKIIIOUEHHS K ceTu «VIHTepHeT» M obecredeHueM JI0CTyna K
AIIEKTPOHHON MH(POPMAIMOHHO-00pa3oBarenbHoM cpeae Apl'Y.

ABTOp:

AccucTteHT Kadeapsl HETMHEHHON THHAMUKH O. E. buzun



IIpunoxkenne Ne 1 k paGoueii mporpaMme M CHMIIIMHBI
«KomnbloTepHbie ceTH»

DoH/1 OLIECHOYHBIX CPEICTB
7151 TIPOBe/IeHUsI TEKYIIero KOHTPOJISl yCIIeBAeMOCTH
U IPOMEKYTOYHOM ATTECTAIUM CTY/IEHTOB
10 JMCIHUIIHHE

1. TunoBwbie KOHTPOJIbHBIC 3aIaHUA U HHBIC MaTepHUaJibl,
HCII0JIB3YEMBIEC B IIPOLECCE TEKYIIEIN0 KOHTPOJIA YCIIEBAEMOCTH

IIpumep 3a1aHus 1JIs1 CAMOCTOATEIBHOM MPAKTHYECKOI PaGoThI
(3amanus pasmemarorcs B DYK «Kommbrorepusie cetr» B LMS Moodle u BeimonHstoTcst B
nporpamme smyssiun cetu «Cisco Packet Tracer (moctynen OecrutatHo sl y4aCTHHKOB
[Tporpammer CereBoit Akagemun Cisco)» )
Bo Bpewmst BBITIOJIHEHUST PAa0OTHI CTYACHT MOKET BUIETh CBOW ITPOTPECC B MPOIICHTHOM
COOTHOILICHUH. BOJILIIIMHCTBO PabOT COMPOBOKAAOTCS METOAUYCCKHUMU MaTepPHaIaMH.

Tema: be3onacHOCTH ceTeBbIX YCTPOHCTB
(mpoBepka cpopmupoBanHocTi OIIK-2, U-OIIK-2.1(B yacT npuMeHEeHNsT YMEHHS
UCnob30BaTh Bo3MokHOCTU Cisco 10S i1t cHuKeHus yrpo3sl 6€301aCHOCTH CETEBOM
UHPPACTPYKTYpE)
Lenu:
- YCTaHOBHTH 3aIlpeT Ha MCIOIb30BAHUE MTApOJIel JMUHHON MeHee 10 CHMBOJIOB.
- YCTaHOBHTH MapOJIM HA KOHCOJIb U JIMHUU VY.
- ammdpoBath Bce Mapoiu.
- AKTUBHpOBATH MOAKIIOUeHHE 110 SSH.
- 3aIUTUTh YCTPOMCTBA OT aTaK METOJIOM IpyOOii CHIIBI.
- Jln1st IOBBILIEHUST O€30MaCHOCTH OTKJIIOUUTh BCE HEUCIIOIb3yEeMble IPOTPaMMHBIE U
anmaparHble QYHKIIMHA yCTPOHCTB.

Tabnuua agpecayum B
Yetponcteo | UHTepdpenc Appec Macka LWnio3 IF;'&i_ i — _g
- SW-2 ——
RTR-A G0/0/0 192.168.1.1 | 255.255.255.0 | — RTfA Remote PC
G0/0/1 192.168.2.1 2552552550 | — ’
SW-1 sV 192.168.1.254 | 255.255.255.0
PC Cetesoit 19216812 | 2552552550 5(
agantep
Laptop Cetesoit 192.168.1.10 | 255.255.255.0 \
agantep / \
Remote PC | NIC 192.168.2.10 | 255.255.255.0 g ./
£ ==
PC Laptop
TpeboBaHun

IIpaBuia nHTEpNpeTanyu pe3yJbTAaTOB BHINOJHEHUS] CAMOCTOSATEIbHOM MPAKTHYECKOH

padoThI:

IIpakTnyeckasi padbora cUMTAETCHA BBHINOJHEHHON (32CYMTHIBAETCS), €CJIU JOCTUTHYTHI BCE
ITIOCTaBJICHHBIE LEIH.



IMpumep TecTa 115 CAMONIPOBEPKH
(tect mpoBoautcsa B YK «KomnbioTepubie cetu» B LMS NetAcad)

B Tecte npencrasiensl 3a1aHus Ha IPOBEPKY 3HaHMIM 1o TeMe «ba3zoBas KOHpUrypanus
KOMMYTaTopa ¥ OKOHEYHOI'0 yCTpolcTBa». B Tecte o ka0l TeMe B cpeHeM 15 BOIIpoCcoB.

KomruecTBo MONBITOK BBIOIHEHHS HE OTPAHHYEHO.

Bpems Ha npoxoskieHue Tecta He OrpaHUYEHO.

Wtoru mpoxoxaeHus TecTa He OLICHUBAIOTCS.

Bonpock! Tecra:

Bompoc 1. Kakoe yrBepkIeHne BepHO UL UCIIOIHIeMOro (daiia KOHGUIYpalliy Ha YCTPONCTBE
Cisco 10S?

1) Ero ciiefyeT yaaauTh ¢ OMOIIbI0 KOMaH bl erase running-config;

2) OH aBTOMaTHYECKU COXPaHSIETCS NP Tiepe3arpy3Ke MapiupyTu3aTopa.;
3) Oto BiuseT Ha paboOTy YCTPOUCTBA Cpa3y MOCIE U3MEHECHHUS;

4) On xpanutcs B NVRAM.

Bompoc 2. Kakue aBa yIBep:KIaeHMsA 0 mMoJib3oBaTeabckoM pexkuMe EXEC BepHbl? (Brioepure
JIBa BapHUaHTA.)

1) JlocTym K pexuMy Tri00albHOW KOH(PHUTYPAIMH MOYKHO TOJYYHTh C TOMOIIBIO KOMAHJIbI
enable;

2) B 3TOM PEXHMME MOYKHO HaCTpauBaTh HHTEP(HEHCHI U MPOTOKOJIBI MAPILIPYTH3ATOPA;

3) TOJIBKO HEKOTOpPBIE aCMEKThl KOH(MUTYpaIMK MaplIpyTH3aTopa JOCTYIHBI JJIs MPOCMOTPa B
3TOM PEKUME;

4) nocTynHbI Bce KOMaH /1bl MapLIpyTU3aTOpPa;

5) KoMaH/IHasA CTPOKA YCTPOMCTBA B 3TOM PEXKHUME 3aKAaHUYUBAETCS CUMBOJIOM ().

Bompoc 3 Kakoif Tun jocTyna 3amiieH Ha MapuipyTrusaTope winm kommyratope Cisco ¢
HomoIero enable secret komanpI?

1) BupTyasbHbie TEpMHUHAIBI,

2) lMopt AUX;

3) [pusunerupoBanublii pexkum EXEC;

4) KoHconbHas JTHHUS.

Bomnpoc 4  Kaxkoii unrepderic siBiusiercs uarepdericom SVI mo yMoa4aHUI0O Ha KOMMYTATOPE
Cisco?

1) VLANLI,;

2) VLANO99;

3) VLAN100;

4) VLAN999;

Bonpoc 5 Kakux Tpex mpaBuil cieiyeT NpUIepKHUBAThCsA MPHU HACTPOMKEe MMEHHU y3Jia dyepes
KOMaHIHYIO CTPOKY Ha ycTpoiictBax Cisco? (Beibepute Tpu BapHaHTa.)

1) umst y311a TOIKHO COCTOSITH TOJNBKO U3 CTPOYHBIX CHMBOJIOB;

2) UM y3J1a IOJDKHO 3aBEPIIAThCS CIEeIUATLHBIM CHMBOJIOM;

3) uMs y371a He JOJDKHO COJIEPKATh MPOOEIIOB;

4) M4 y371a JOJKHO HAUMHATHCS C OYKBBI;

5) uMs y3711a JOJKHO COCTOSTh MEHbLIE, YeM U3 64 CUMBOJIOB.

Bompoc 6 B yem HazHaucHHE 000JI0YKH OIIEPAIMOHHON CUCTEMBI?




1) obecnieunBaeT pabOTy CrCIUATU3NPOBAHHBIX CEPBUCOB MEKCETEBOIO IKPAHA,
2) B3aMMOJICHCTBYET C allapaTHBIMU CPEICTBAMH YCTPONCTRA,

3) obecrieurBaeT B3aUMOICHCTBUE MEXK/TY MTOJIb30BATEIISIMHU U SAPOM;

4) obecrieurBaeT pabOTy CEPBUCOB 3AIIUTHI OT BTOPIKECHUSI.

Bompoc 7 Ha wmapuipytuszatope ¢ pabodell  OoImepaldoOHHON CHCTEMOW HMMeeTcsa  hai
koHdurypanuu, coxpaneHuslii B NVRAM. B daiine xoHQUrYypaLUHU €CTh CEKPETHBIN ITapoib
NPUBIJIETMPOBAHHOIO PEXKMMA, HO HET mapoyis KoHcoau. Kornma MaplupyTH3aTop 3arpy3uTcs,
KaKOW Ha HEM OYJIET PEKUM?

1) pesxum ri106anpHON KOHGUTYpaIny;

2) npusBwiierupoBanHblii pesxxuM EXEC;

3) nosp3oBarenbekuii pexum EXEC;

4) peXxUM HaCTPOMKH.

Bompoc 8 AamuHucTpaTop Toabk0 uto u3Menuia [P-aapec uarepdeiica va yerporictse 10S. YUrto
ele HY)KHO CcAeJIaTh, YTOObI IPMMEHNUTD 9TU U3MEHEHUS K YCTPOUCTBY?

1) Ckonmpyiite uadopmanuio B (aitie KOHPHUTypaIuK 3amycka B pabodyro KOHPHUTYPaIHIo;

2) Ilepezarpy3ute yCTpPOMCTBO M BBEIUTE YES MpH TMOSBICHHU 3alpoca Ha COXpPaHCHUE
KOH(UTYypaluu;

3) Huuero He Hano aenats. M3Menenus B koHpurypaiuu Ha ycrpoiictse [0S BcTymaroT B cuity,
KaK TOJIbKO KOMaHJja HaOpaHa MpaBUJIbHO M Ha)kaTa kiaBuiia Enter;

4) CronupyiitTe TeKyIIyo KOHPUTypanuio B Gailsl 3arpy304HOi KOH(PUTYpAIIH.

HpaBI/IJ'[beIe OTBCTbI

Bonpoc Ne | Bapuant Bonpoc Ne | Bapuant
OTBETA OTBETA
1 3 5 3,45
2 3,5 6 3
3 3 7 3
4 1 8 3

CamocrosiTesibHbIe pa00Thl B BH/l€ TECTOBBIX 3aaHUIA.
Tectol npoBoasitest B YK «Komnbrorepusie cetm» B LMS NetAcad
B ka:kiom Tecte B cpeHem 60 BONpocoB 1o npoiiieHHbIM TeMaMm (2-4).
KosamuecTBO NONBITOK BHINOJIHEHHS - 5. Bpemsi Ha npoxoxkaeHnue tecta - 1,5 yaca.
IIpu 3aBepuIeHUHU TeCTAa MOKA3BIBAIOTCHA OMMOKH (€C/IU €CTh) M KAKYI0 TeMY U pa3je
CMOTpeTh, YTOOBI Pa300paThcs U HCNIPABUTH OINOKY. UTOrM IpoXoxKaeHns TecTa
OLIeHUBAKOTCH.
(mpoBepka chopmupoBannoct OIIK-1.2, namukarop U-OIIK-1.2.1 u OIIK-2, unaukarop U-
OIIK-2.1 B yacTH 3HaHUS THIIOB CETEBBIX aTaK U METOJIOB OOPHOBI C HUMH M THITHI
OpaHIMay’pOB, UX OTJINYMS U BApUAHTbI HCIOIB30BAHNUA)

IIpumeps! BONIPOCOB:

1. Bo BpeMs IJIaHOBOI NMPOBEPKH TeXHMK OOHAPYKWJI, YTO MPOrpaMMHOe olecleyeHme,
YCTAHOBJICHHOE Ha KOMIIbIOTEpe, TAWHO cOOMpAaJ0 JaHHbIe O Bed-caiiTax, KOTOpbIE
nocemiaid MOJb30BaTe I KoMmnbloTepa. Kakomy Tumy yrpossl moaseprcs 3TOT
KOMIIbIOTEpP?

- DoS-araka

- Kpaxxa JJMYHBIX TaHHBIX



- mimonckoe 110
- aTaka HyJICBOTO JTHS

2. Kakoii TepMHH OTHOCHTCH K CeTH, KOTOpasi ol0ecneuynBaeT 0e30MACHBIA JOCTYNl K
KOPNOPATHUBHBIM 0(HCcaM VISl NOCTABIIUKOB, KJIMEHTOB U COTPYAHUKOB?

- UnTepuer

- UHTPAHET

- OKCTpaHeT

- pacuIMpeHHas CeTh

3. Kpynuas kopnopaunus Moau(puuupoBaja CBOK Ce€Th, YTOObI MOJB30BATEJH MOIJIH
MOJIy4aTh JOCTYNl K CeTeBbIM pecypcaM €O CBOMX JUYHBIX HOYTOYKOB M cMapT¢OHOB.
Kakas cereBasi TeHIeHI[USl ONMCHIBAET 3TO?

- 00J1a4YHbIC BBIYUCIICHUS

- OHJIaH-COTPYIHHUYECTBO

- mpuHecH cBoe ycrpoiicTBo (BYOD)

- BUJICOKOH(EPEHITUU

4. YTo Takoe HHTEepPHeT-NIpoBaiiiep?

- 3TO OpraH IO CTaHJAapTH3allMM, KOTOPBIA pa3pabaThiBaeT CTaHIAPThl Kabejael M NMpPOBOAKH
JUIS CETEM.

- 9TO MPOTOKOJ, KOTOPBIM yCTaHABIMBACT, KAK B3aMMOICHCTBYIOT KOMIIBIOTEPHI B JIOKAIBHON
CETH.

- 3TO OpPraHu3alys, KOTOpas NO3BOJIAET OTACIBHBIM JIMIIAM U MPEANPUATUAM MOAKIIOYATHCSA K
WHTephery.

- 3TO CETeBOE YCTPOMCTBO, KOTOpOEe coyeTaeT B cebe (YHKIHMOHAIBHOCTh HECKOJIbKUX
Pa3IUYHBIX CETEBBIX YCTPOUCTB B OJIHOM.

5. Kakue nBa KpuTepusi IOMOralT BbIOpPaTh ceTeBOH HOCUTEb U3 PA3JIMYHBIX CeTeBbIX
cpea? (Boidoepure nBa.)

- TUIIbI JaHHBIX, KOTOPLIC JOJI’KHBI OBITH IMPUOPUTCTHBIMU

- CTOMMOCTb KOHEUHBIX YCTPONUCTB, UCIIOJIb3YEMBIX B CETH

- paccTosiHuE, Ha KOTOPO€E BHIOpaHHas Cpe/la MOXKET YCIEIIHO epeaaBaTh CUTHAI

- KOJINYECTBO MPOMEKYTOUHBIX YCTPONCTB, YCTAHOBJICHHBIX B CETH

- cpefa, B KOTOpO# OyAeT yCTaHOBJIEH BEIOPAHHBINA HOCUTEIb

6. ConocraBbTe KaKIYI0 XapaKTEPUCTUKY € COOTBETCTBYIOIIMM THUIIOM NOAKJIIOYEHHUS K
HNurtepnery. (He Bce BApHAHTHI HCIIOIB3YIOTCS.)

HE NIOAXOAHT ANA NECHCTEIX 30H DSL

ANA NEPENaYN AaHHbIX MCTIONb3YET KoaKCAMNEHBIA Kabenb

KaK NpaBuno, UMEET HU3RYIO NPONYCKHYED CNOCOBHOCTL

noAKMoMeHWe No TenedoHHON NMHKUK
BbICOKOCKOPOCTHOE COEIMHEHHE NO TENEMOHHON MUHUK

00bl4HO HCnonbayeT cxemy T1/E1 unu T3/E3

CNyTHWKOBad nepega4a

kabenbHoe nogknYeHne

7. ConocraBbTe omucanue ¢ TUnoM ¢uiabTpanuu Opanamayspa. (He Bce BapmaHTBhI
HCIOJIB3YIOTCS.)



VHCNIEKLS! NaKETOR C YETOM COCTORHYS COEAUHEHMI 3anpeLyaeT unu paspeLuaet 4oCTyr Ha OCHOBE ornepaLWoHHON CUCTEMBI
NCXOAHOrO UMK KOHEYHOTO YCTPOMCTBA
cunsrpauus URL-aapecoB

DUNETRPALMA NPUNOKEHUIA

UnLTPaLMS NaKeToB 3anpeLlaeTr unn paspellaeT OCTyn Ha OCHOBE HOMEPOB NOpPTOB,
MCNoNb3yeMblX B 3anpoce

3anpellaeT Unu paspeLuaeT JOCTYN B 3aBUCUMOCTH OT TOTO, OTBEYAET Nk
TpacuK Ha 3anpPockl OT BHYTPEHHVIX Y3M0B

3anpetlaet nnu paspellaeTt 4ocTyn Ha ocHoBe Beﬁ—aupecoa mnm
KNO4eBbIX CNoB

3anpellaeT unu paspeluaet AocTyn Ha ocHoBe IP-unu MAC-agpecoB
MCTOYHIIKA 1 HasHa4eHA

8. KakogBa poJas IPS?

- 0OHapy»keHue 1 OJOKMpPOBAHUE aTaK B PEXKUME PEAIbHOTO BPEMEHU

- MOJKJIIOYeHNE MH(OPMALUK O TIO00ANBHBIX Yrpo3aX K YCTPOMCTBaM CETEBOM 0€30MacHOCTH
Cisco

- ayTeHTU(HKALUS U IPOBEpKa Tpapuka

- (pubTpanys BPeIOHOCHBIX CATOB

HpaBI/IJ'[a BBICTABJICHUS OLICHKH 110 pe3yjabTaTaM CaMOCTOSITENbLHOM paﬁoTbl:

OreHka 1o pe3yabTaTaM CaMOCTOSTENIbHOW PabOThl CYUTASTCS B Oaijiax Mo CIEAYIOmeMy
NPUHIUITY: IPABUJILHO BBITIOJTHEHHOE
- 3a7aHue ¢ 1 BapuanTom orBeta — 1 Oa,
- 3aJ1aHUe C MHOXECTBEHHBIM BbIOOpOM — 2 Oanna, 1 6at - eciiy TOJbKO OJIUH OTBET BEpHHBIid, ()
0aJJIOB — €CIU HeT MPaBUIIbHBIX OTBETOB MJIM BBIOPAaHO OOJIbIIE BAPUAHTOB, YeM HEOOXOAUMO;
- 3aJlaHME C COIIOCTAaBJIEHUEM — 2 Oajiia.
[TonHOCTBIO HEMPABUIIBLHO BHIMIOTHEHHOE 3aaHue — () 6ayoB.
B cpennem, MakcuMaabHOE KOJMYECTBO OAJUIOB 110 HTOTAM CaMOCTOSTENbHOMN padoTsl — 100
HaGpanHoe koauuecTBO OayuloB MHTEPHPETHPYETCS B HPOLEHTHOE COOTHOIIEHUE U
onenuBaercs. Ot 70-100% - pabora 3acunrana, meHee 70% — paboTa He 3acuuTaHa (3HAHUS U
YMEHHsI Ha JJAHHOM DTare OCBOCHUS JUCIUILIMHBI He COPMHUPOBAHBI).

2. Cnucok BOIIPOCOB U (I/I.J'II/I) 3aJaHui 1Jas MPOBEACHUSA l'[pOMC)KyTO‘IHOﬁ aTreCcTalumn

Ha MomeHT mpoBeneHus MPOMEKYTOYHOW AaTTECTAIlMH JOHKHO OBITH BBHITIOJIHEHO M
3acuuTtaHo He MeHee 70% TomamrHuxX pador.

HpaBnna BBICTABJICHHA OLICHKH HA 3K3aMCHE.
DK3aMEH COCTOHT U3 ABYX JacTeH.

1 gacTs:
Boinosinenue npakruyeckoii padorsl B mporpamme Cisco Packet Tracer.
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Host-B

Last host address in LAN 2 subnet

Public Information.

Kaxngass menp BKIOUaeT B ce0sl ONPENENICHHOE KOJIMYECTBO HACTPOEK, KOTOpBIE
HEO0XO/MMO BBINOJIHUTG. 332 KaXK[yl0 BEPHO BBIIIOJHEHHYIO HACTPOWKY HAYMCISIOTCS Oalljibl.
MaxkcumansHOe KonmdecTBo OaymioB — 78. HaOpaHHbIe 0ayuibl HHTEPIPETUPYIOTCS B POICHTHI
0T MaKCHUMAaJIbHOT'O KOJIMYeCTBa OaJljIoB.

Pabora cunTaercst BBIOIHEHHOH ecii cTyeHT HaOpan 70% u BbIIe OT MaKCUMAaJIbHOTO
KOJIN4YecTBa OajioB.

BpemenHoe orpaHrueHue Ha BHIIOJHEHUE MPaKTHYeCKo paboTsl — 90 MUHYT.

IIpu ycioBuM yCHEUIHOTO BBINOJHEHHsS! paOOThl CTYJAEHT NEPeXOAUT KO BTOPOW YacCTH
IK3aMeHa.

2 4acTh:
HTrorosslii TecT
B Tecte npeacrasiensl 3aaHus Ha IPOBEPKY 3HAHUU 110 Kypcy «KOMIIBIOTEpHBIE CETI.
B tecte B cpeanem 60 BOIpocos.
KonnuecTBo noneITOK BbIMOIHEHUS - 1.
Bpewms Ha npoxoxaenue tecra — 90 MUHYT.

IIpumeps! BONIpocos:

1) Kakoii TunI cepBepa HCIOJIb3yeT TaKMe THIbI 3anmuceil, kak A, NS, AAAA u MX, nias
NpeaocTaBJIeHus yCayr?

- CepBep IOMEHHBIX UMEH

- [TouroBblii cepBep

- MaitnoBeIi cepBep

- Beb-cepBep

2) Yo Takoe nponpueTapHbie NPOTOKOIbI?



- IIportokonbl, pa3zpaboTaHHBIE YAaCTHBIMM OpPTaHU3ALUSAMH JUIsi paboThl Ha 00OpYJOBAaHUU
JIFOOOT0 MOCTaBIINKA.

- IIpoToKOBI, KOTOpPBIE MOTYT CBOOOJHO WCIOJNB30BATHCS JIOO0H oOpraHu3amuei wiu
HOCTABIIUKOM.

- IIporokomnbl, pa3paboTaHHbIE OpPraHU3ALMSIMU, KOTOPHIE KOHTPOJIHPYIOT HX OINpENeIeHUE U
pabory.

- HabGop npoTokoi10B, N3BECTHHIN Kak cTek mpoTokono TCP/IP.

3) Kakyw komanay moxHo ucnosb3oBatb Ha IIK ¢ Windows, uro0sbl yBuaerb IP-
KOH(QUIrypauuio 3Toro KoMmnsorepa?

- show ip interface brief

- ping

- show interfaces

- ipconfig

4) Ilocmorpute Ha kKapTuHkKy. I[P-agpec uHTepdeiica Kakoro ycTrpoulcrBa ciexyer
HCIO0JIB30BATH B KaUecTBe HACTPOMKH LLII03a 110 YMOJTYaHUIO 1Jis xocta H1?

ISP )

S0/0/1

$0/0/0
$0/0/0

- R1: S0/0/0
- R2: S0/0/1
- R1: G0O/0

- R2: S0/0/0

5) CeteBoii agMuHHCTPATOP 100aBJisieT HOBYI JIOKAJLHYI0 ceTh B ¢uauaia. Hosas
JOKAJIbHAAL CeTh JO0JIKHA MNOJAEP:KMBaTh 25 MOAKIIYeHHbIX YycrpoicTtB. KakxoBa
HaAMMEHbIAsSl ceTeBasi MacKa, KOTOPYI0 CeTeBOWl aJMHMHHMCTPATOP MO:KeT HCNO0Jb30BaTh
IJIS1 HOBOH ceTH?
- 255.255.255.128
- 255.255.255.192
- 255.255.255.224
- 255.255.255.240

6) AIMUHHCTPATOpP NBITaeTCs HACTPOMTb KOMMYTATOP, HO IOJYy4YaeT cooOumeHue 00
omuoKe, NMOKa3aHHoe HA KapTHHKe. B yem npooJema?

Switchl> config t

A

% Invalid input detected at """ marker.

- Heo6xoa1Mo ncnosbp30Bath BClo KoMaHay configure terminal.

- AIMUHUCTPATOpP YK€ HAXOAUTCS B PEKUME TI100aTbHON KOHPUTYpALIUH.

- Ilpexxne yem BBOOUTH KOMAaHIy, aJIMUHUCTPATOP AODKEH BOWTH B INPUBUIIETUPOBAHHBIN
pexum EXEC.



- AIMHHHCTPATOp JOJDKEH MOAKIIOYUTHCA 4Yepe3 MOPT KOHCOJHM, YTOOBI MONYyYUTh AOCTYN K
peKUMY T100aTbHON KOH(PUTYpAITUH.

7) Kakue nBa yTBep:KJaeHHs] ONUCHIBAIOT, KAK OIEHUBATH CXeMbl NMOTOKOB Tpaduka u
THIIBI CeTeBOro Tpadguka ¢ MOMOILIbI0 AHATU3ATOPa NPOTOK0JI0B? (BbiOepuTe nBa.)

- Beimonnute 3axBaT Tpaduka B BBIXOAHBIE JHH, KOTJa OOJBIIMHCTBO COTPYIHHKOB HE
paboTaror.

- Bemonnute 3axBar Tpaduka B 4Yackl NUKOBOM 3arpy3ku, 4TOOBI MOJYYUTh XOpoOILIee
NpEeJCTaBICHUE O PA3ITUYHBIX TUIIAX Tpaduka.

- BoimonuuTe 3axBat Tpaduka TOJIBKO B TeX 00JaCTIX CETH, KOTOPHIE MOIYy4atoT OOJIBIIYIO YacTh
Tpaduka, TaKMX KaK HeHTp 00pabOTKH TaHHBIX.

- BrinmonHuTe 3aXBaT B pa3HbIX CETMEHTAX CETH.

- BemmonnuTe 3axBat Toibko Tpadpuka WAN, moromy uto Tpaduk B MHTepHETE OTBEHaeT 3a
HauOoybINK 00beM TpaduKa B CETH.

8) Kakoil Tum yrpo3pl 0€30MaCHOCTH BO3HHUKAET, €CJIM HAaJACTPOMKAa IJA PpadoThl C
3J1eKTPOHHBIMH TA0JIMIAMH OTKJII0YAeT JOKAJIbHbIN NPOrpaMMHBIH Opanamayap?

- OpyTdopc

- TPOSTHCKMI KOHb

- DoS

- mepenoHeHue Oydepa

JK3aMeHANMOHHAS OLIEeHKA BBHICTABJISETCH MO0 UTOraM TeCTa 10 MPaBUWJIaM:
B cnyuae HeBBINIONIHEHUS MpPAaKTHYECKOW palboThl (YacTh 1 »dK3aMeHa) CTYACHTY
BBICTaBJISICTCSL OIIEHKA «HEYIOBJIECTBOPUTEIILHOY.

WToru mpoxoKIeHHsI TECTa OLIEHUBAIOTCS CIICIYIOIINM 00pa3oM:

- 3aaHue ¢ 1 BapuaHTom oTBeTa — 1 Oam;

- 33J]JaHUe C MHOXECTBCHHBIM BBIOOpOM — 2 Oayia, | Oaymn - eciiM TOJIbKO OJMH OTBET
BepHbIif, 0 OalJI0B — €ciM HeT MpaBWIBHBIX OTBETOB WJIM BbIOpaHO OOJIbII€ BapUaHTOB, YeM
HEOOXO0INMO;

- 3aJ]JaHKE C COTNOCTaBJIeHUEM — 2 OaiJa.

[TonHOCTBIO HEMPaBUIILHO BHINOJIHEHHOE 3aaHue — 0 6aysioB.

B cpenneM, MmakcuManbHOE KOJIMYECTBO OAIIOB 1Mo uToram (punansHOro Tecta — 100,

HaGpanHoe konmuecTBO OasIOB WHTEPIPETUPYETCS B TPOIEHTHOE COOTHOIICHUE W
ouenuBaercsa. Ot 90-100% cooTBeTCTBYET OLleHKE «O0TIMYHOY, 80-90% — oreHke «xoporoy, 70-
80% — olleHKe «yIOBJIETBOPUTEILHO», MeHee 70% — OlleHKa «HEeYIOBJIECTBOPUTEIBHOY» (3HAHUS
Y YMEHHUS Ha JTAHHOM JTarle OCBOCHHUS TUCUUILIMHBI He CHOPMUPOBAHBI).



IIpunoxkenne Ne 2 k paGoueii mporpaMme M CUMIIIMHBI
«KomnbloTepHbie ceTH»

MeToauuecKkue YKazaHus 1Jisl CTYACHTOB I10 OCBOCHUIO JUCHHUIIJIMHBI

OcHoBHOM (hopMOH H3IOKEHUS Y4eOHOro mMarepuaia mo aucuuiumie « KommbroTepHbie
CETHY SBJISIOTCS JICKIIUU U MPAKTUYECKHe paOOThI, IPUUEM B JOCTATOYHO OOJIBIIOM 00BbEME. ITO
CBSI3aHO C TeM, YTO B OCHOBE KOMIIBIOTEPHBIX CETEl JIekKaT caMble COBPEMEHHBIE TEOPETUUECKHE
U MIpaKTHYeCcKHe 3HaHMs 1 HaBbIKH. [1o BceM TeMaM mpeaycMOTpEHbl MPAKTUYECKUE 3aHATHUS, Ha
KOTOPBIX MPOMCXOTUT 3aKpEIUICHUE JIEKIIMOHHOTO MaTepualia IyTeM TIPHUMEHEHHs €ero K
KOHKPETHBIM 3aJ]auaM U 0TpabOTKa HaBBIKOB PAOOTHI C CETEBBIM 000PYIOBAHHUEM.

JUist yCHemHoro OCBOSHUS TUCIUIUIMHBI OY€Hb BaKHO PEIICHHE JOCTATOYHO OOJIBIIOTro
KOJIMYECTBA TEOPETUUECKUX U MPAKTUYECKUX PadOT, KaKk B ayJIUTOPUH, TAK U CAMOCTOSITENILHO B
KayecTBE JOMAIIHUX 3aaaHuil. Ilpumepsl pemenuss paboT pa3duparoTcs Ha JEKIUSIX U
MPAKTUYECKUX 3aHATUSX, IPU HEOOXOJUMOCTH TO Hambosee TPYAHBIM TeMaM MPOBOJISTCS
JIOTIOJTHUTEIIbHBIE KOHCYNbTAali. OCHOBHASI LIEJIb PEHICHUS TEOPETHUECKUX M TPAKTHUYECKUX
paboT — MOMOYb YCBOUTH (PyHAaMEHTaIbHbIE TOHATHUS U OCHOBBI KOMITBIOTEPHBIX CETEH.

3amaHust U1 CAMOCTOSATENBHOTO perIeHus (GOpMyIUPYIOTCS Ha JIGKIUAX U MPAKTUYECKUX
3aHATUAX. B KadecTBe 3aaHuil Al CAaMOCTOSITENILHOM paboOThl JOMa CTYJAEHTaM MPEAaratoTcs
3aJ1a4, aHAJOTMYHbIE pa300pPaHHBIM Ha JICKIUAX U MPAKTUYECKUX 3aHATHUAX MM HEMHOTO Ooee
CJIOHBIE, KOTOPBIE SABIIAIOTCS Pe3yIbTaTOM O0BEAMHEHHSI HECKOIBKUX 0a30BBIX 3a1a4. [lomHbiii
CIIMCOK 3aJJaHUM JJI1 CaMOCTOSATENbHON pabOThI 10 TeMaM (pa3zenaMm) IMCHUIUIMHBI IPUBE/IEH B
OVK B LMS Moodle «Kommnbrorepusie cetr» 1 DYK B LMS NetAcad. Bonpochkl, BO3HUKAIOIIHE
B IIpOIECCEe WM 0 MTOTaM PEUICHHs STHX 3aJad, MOKHO 33/1aTh Ha KOHCYJbTALUAX WU B
dopyme (uare) B IYK B LMS Moodle.

Jlia camocTOSITENbHOM pabOThl, B TOM YHKCJIE W MOBTOPA, pa300paHHOIO Ha JIEKUMSIX U
MPAKTUYECKHUX 3aHITHUSIX MaTepuasa MepBOro ceMecTpa U3yuyeHus: TUCIUILUINHBI, PEKOMEHIyeTCs
UCIIOJIb30BaTh yueOHO-MeToandeckoe mocoone B LMS NetAcad. Matepuan Kaxaoro pasjiena
BKJIIOYAET B ce0s M3JI0KEHHE TEOPETHMUECKOro MaTepuana 1o 3aJlaHHOH Teme, KOTOpBIH 3aTeM
WITIOCTPUPYETCS. TOAPOOHBIM pEIICHHEM THITMYHBIX 33a]ad. B 3aKiIroueHue KakIoro pasjerna
IPUBOJAATCS 3aJjaHUs U1l CAMOCTOSITENIEHOTO PEIICHHsI, OTBETHI K 3TUM 33/IaHUSIM M YKa3aHUs 110
UX PEIICHHIO MTOKA3bIBAIOTCS TIOCIIE UX BBITIOJHEHHS.

B koHIIe epBoOro cemecTpa U3y4eHus: TUCHUIIMHBI CTYIEHTBI CAAl0T 3K3aMeH. DK3aMeH
NPUHUMACTCS B BHJEC TeCTa M NpakTHYecKoil paboTel B mporpamme Cisco Packet Tracer.
[TpoBepsitoTcst 3HAHMS, TOJIYYEHHbIE B XOJ€ MPOXOXKAEHUS Kypca, HaBBIKM U YMEHMS,
MpUMEHsIeMbIE JJI TIOCTPOCHHS CETH, oOecrieueHus ee OecrnepedoitHoi paboThl M o0ecreueHus
6a30BOT0 YpoBHs 0€30MaCHOCTH.



