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1. I{esiu OCBOECHUSA TMCHUTNIUHBI

Henstmu u3ydeHus: JUCHUIUIMHBL «be30nacHOCTh ONEPaLMOHHBIX CUCTEM» SIBIISETCS TEO-
peTnyeckas U MpakTU4ecKas NOJArOTOBKA CIELMAIUCTOB K JeSTEIbHOCTH, CBA3aHHON C IPUMEHe-
HUEM COBPEMEHHBIX TEXHOJIOTUH MOCTPOEHUS 3aIIMILEHHBIX ONEPAllMOHHBIX CHCTEM, a TaKKe
CPEZICTB U METO/I0B 00eCIeYeHNs 3aIUThl UHPOPMALIMU B ONIEPALIIOHHBIX CUCTEMAX.

3anauu TUCUUIUIMHBIL

- U3y4eHHE TEPMHUHOJIOTUH, TIOHATUMHOTrO annapara ¥ oOIUX MOAXO0J0B K 00eCIeUEeHUI0

MH(POPMAIIMOHHOM 0€30MaCHOCTH ONEPAIIHOHHBIX CUCTEM;

- U3Y4YEHHUE CPEACTB U METOAOB YIPABJIEHUS JOCTYIIOM B 3allIMIIEHHBIX ONEPALMOHHBIX

CUCTEMAX;

- U3y4YEeHHE CPEICTB U METOJOB ayTEHTU(HUKAIMHU [10JIb30BaTEICH B 3aILUIIEHHBIX Olepa-

LIUOHHBIX CUCTEMAX;

- U3y4YEHHUE CPEACTB U METOOB pPeaIn3alMy ayIuTa B 3aIlUIIEHHBIX ONEPAUOHHBIX CHUC-

TEMax;

- U3y4eHHE CPEACTB M METOJI0B MHTErpally 3aIlUIICHHBIX ONEpPallMOHHBIX CUCTEM B 3a-

LIUIICHHYIO CETh.

2. MecTo IMCUMILIMHBI B CTPYKTYpe 00pa30BaTe/ibHOIi NPOrpaMMbl

JlaHHas TUCIUITIIMHA OTHOCUTCS K 00s13aTeIbHON YacTH 00pa30BaTeIbHOM POrpaMMBl.

I[JI?I YCIICHIHOIO0 YCBOCHUSA I[aHHOﬁ JUCHUITIIMHBI HGO6XOI[I/IMO, YTOOBI CTYACHT BJIaACII
3HAaHUSMH, YMEHUSIMH U HaBbIKaMU, C(OOPMUPOBAHHBIMU B IIPOLIECCE U3YyUCHMS JUCLUIUINH!

«MupopmaTukay - paboTa ¢ MPOrpaMMHBIMH CPEJICTBAMH OOIIETO Ha3HAUCHUS;

«AnnapaTHble CpeACTBAa BBIYUCIUTEIBHON TEXHUKU» - 3HAHUE apXUTEKTYpbl OCHOBHBIX
TUIIOB COBPEMCHHBIX KOMITBIOTCPHBIX CUCTCM;,

«OnepalnoHHbIe CUCTEMBbI» - 3HAHUE MPUHIIMIIOB TIOCTPOEHUS COBPEMEHHBIX ONEPALUOH-
HBIX CUCTEM M OCOOCHHOCTEH NX MPUMEHEHHMSI, BIIaJICHHE HABBIKAMHU KOH(UTYPUPOBAHUS U aJIMH-
HUCTPUPOBAHUS ONIEPALIUOHHBIX CUCTEM.

HucuunnuHa «be3omacHoCTh onepanoHHBIX CUCTEM) SIBIISETCS MPEILIeCTBYIOIEH s
CIeYIOUIMX 0a30BbIX JTUCHMIUIMH: «be30macHOCTh KOMIBIOTEPHBIX ceTeil», «CHucTeMsl
ynpaieHus 6a3aMu JaHHBIX», «be3onacHocTh cucteM 0a3 JaHHBIX». 3HAHUS U MPAKTHUYECKHE
HaBBIKH, ITOJIyYEHHBIE B PE3YJIbTATE U3YUYEHUH TUCIUIUINHBI «be3011acHOCTh ONEepalMOHHbIX CHC-
TEM», UCIIOJIb3YIOTCS CTYIEHTaMH MPU pa3pabOTKe KYpCOBBIX U JUIUIOMHBIX padoT.

3. [Inanupyemble pe3y/bTaThl 00y4eHHs 10 AUCHHUILINHE, COOTHECEHHBIE ¢ IUIAHNPYEeMbIMH
pe3yJbTaTaMi 0CBOEHHS 00pa30BaTeIbHOI IPOrpaMMBbl

[Ipouecc u3yyeHus: TUCHUILUIMHBI HAaNpaBiieH Ha (OPMUPOBAHUE CIIEAYIOIINX 3JIEMEHTOB
kommnereHui B cootBeTcTBUU ¢ PI'OC OOII BO 1 npnobpereHus cneayromux 3HaH|i, yMEHHH,
HAaBBIKOB U (MJIM) OMbITA JIEATEIbHOCTH:

dopmupyemasn HNapnkaTop 1ocTHKEHHUSA Ilepedyens miIaHUpyeMbIX
KOMIIeTeHIAS KOMIIeTeHIIN U pe3yJbTaTOB 00y4eHnsl
(xox 1 popMyJIHpPOBKA) (xox M popMyJIHPOBKA)
Oo6menpodgeccuoHaIbHbIE KOMIIETEHITUT
OIIK-1.1 HN-0OIIK-1.1.1 3HATh!
CniocoOeH paspabateiBath | CriocoOeH co3aath U KaK MCIoNb3yroTcsl coBpeMeHHble OC u
Y pPeaJn30BBIBATH MIOAJIEPKUBATH B aKTYAJIbHOM WX CPEeICTBA HACTPOUKH MOJTUTHK
MTOJINTUKHU YIIPaBJICHUSA COCTOSTHUH MOJIUTHKY 0e30macHOCTH.
nHGOPMALMOHHON YMers:




JOCTYIIOM B
KOMITBIOTEPHBIX CHCTEMaX

0e30IMacHOCTH, HCXOS U3
MOCTaBJICHHOM 3a4a4Hn

UCTIONB30BaTh coBpeMeHHble OC U ux
CpelCTBa HACTPOUKH MOITUTHK
0e30MacHOCTH MTPU U3YUCHUH U
WCTIOJIHEHNH TIOCTAaBJICHHON 3aa4H.
Baagers HaBbIKAMM:
HCITONTB30BaHus coBpeMeHHble OC 1 ux
CpEeACTBAa HACTPOMKHU MOJIUTUK
0e30MacHOCTH IS PEIICHUS
podeCCHOHATILHBIX,
UCCIIEIOBATENbCKUX U TPUKIATHBIX
3ajad.

H-OIIK-1.1.2

Crioco0eH co31aBaTh U
MOJIJICPKUBATH YUCTHBIC 3aITUCU
MOJL30BaTENEH B COOTBETCTBUHI
C BBIOpAHHOM TTOTUTHKOM
Oe3omacHoCTH

3HATh!

MEXaHU3MbI, THCTPYMEHTHI 1 0a30BbIe
11aGJIOHBI GE30MaCHOCTH COBPEMEHHBIX
OC, cpencTBa aIMUHUCTPUPOBAHUS
HOJTB30BATENCH, CPEICTBA ayauTa
COOBITHIA.

Ymers:

UCIIONIb30BaTh MEXaHU3MBI,
WHCTPYMEHTHI U 0a30BbIe MAaOIOHEI
0e3omacHoctu coBpeMeHHbIX OC,
Cpe/CTBa aIMHUHUCTPUPOBAHHS
MIOJTB30BATENCH, CPEICTBA ayuTa
COOBITHI.

Buaaners HaBbIKaAMM:

aHaJIM3a pe3yIbTaToOB PAaObOTHI CHCTEMBI
ayurta coobITHid coBpeMeHHbIX OC.

H-0OIIK-1.1.3

CriocobeH 0OHapYKUTh
MIPUYHMHY yYTPO3bl 0E30MaCHOCTH
1 yCTPaHUTh €€

3HaThb!

MEXaHU3MBbl, HHCTPYMEHTHI U 0a30BbIE
m1abJI0HBI 6€301MaCHOCTH COBPEMEHHBIX
OC, cpencTBa aIMUHUCTPUPOBAHUS
MOJIb30BaTENEH, CpeicTBa ayIuTa
COOBITHIA.

Ymers:

WCTIONB3YSl CPEJICTBA ayJUTa COOBITHH,
CpeacTBa aIMUHUCTPUPOBAHUS U
MHCTPYMEHTHI O€30IaCHOCTH
coBpeMeHHbIX OC, HaCTPOUTH
MOJIMTUKYU M 11a0JIOHBI 0€3011aCHOCTH
JUIS yCTPaHEHHS IPUYHHBI
0OHApYKCHHOHN YA3BUMOCTH.

Baaners HaBbIKaMM:

aHaIu3a pe3yabTaToB PabOTHl CHUCTEMBI
aynurta coobITuii coBpeMeHHbIX OC,
BJIaJIETh MITATHBIMH yTHIINTAMU
0€301acHOCTH U IITAaTHBIMU
cpeactBamu agMunHuctpupoBanus OC.

IIpodeccnonaJbHbIe KOMIIETEHIIUU

MK-3

Cniocoben obecrnieunBaTh
KOHTPOJIb HaJl
coOuroIeHneM TpeOOBaHMIA
1o 3anmTe HHpOopMaIuu

H-MK-3.1

3HaeT ¥ HOHUMaEeT
HOpMAaTUBHBIE TPEOOBAHUS 110
3anure HHGOpMaIuu

3Haer:
HOpPMAaTUBHBIE TPEOOBAHUSI MO 3AIINTE
UHPOPMaLTH

H-MK-3.2

YMeeT ocylecTBIATh OLUEHKY U
KOHTPOJIb UCTIOHEHUS
TpeOOBaAHMIA 10 3aITUTE
nHpOpMaLIUH

Ymeer:

OCYILIECTBIISITh OLIEHKY U KOHTPOIIb
WCTIOJIHEHHS TPEeOOBaHUH 110 3aIUTe
HHpOpMAIUH




H-TIK-3.3

Buitaneer HaBbIKaMu
OCYILECTBJICHUS] KOHTPOJISI HAJ
co0utoieHreM TpeOOBaHUi 1o
3amuTe HHOOpMAaITN

Baaneer HaBbIkKamu:
OCYILIECTBIICHUSI KOHTPOIISI HAJT
coOroIcHrEM TPeOOBaHUH 110 3aIUTE
HHpOpPMaIH

4. O0beM, CTPYKTYpA U CO/iepPKaHMe TN CHUTITHHbI

OO01mast Tpy10eMKOCTh JUCIUTIINHBI COCTaBISIeT 4 3a4eTHRIX equHuIl, 144 akaj. 9acoB.

Ne Tembl (pa3aesnbl) Bunsbl yueOHbIX 3aHATHI, DopMbI TEKyLIEro
n/n AUCUUILUIMHBI, BKJIIOYAsI CAMOCTOSITEIBHYIO KOHTPOJIA
HX cofepiKaHue padoTy CTY/IeHTOB, ycneBaeMocTH
U UX TPY0eMKOCTh
(B akajeMU4YeCKUX 4acax) dopMa NpOMeKYTOUHOM
= KonTakTHasi padora arrecTanuu
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1 [TonsiTHe 3amuIeHHON ome- 5 5 1 2
paLIOHHOM CHCTEMBI
Onpoc 1o 3a7aHusaM JJis
2 |YmpaBneHue 10CTyIIOM 516 6 1 6 P AAHIIM A
CaMOCTOSITETILHON paboTHI
3 Wnentndukanus, ayreHTH- 5 8 6 1 6 Onpoc no 3agaHuaM s
(duKanys ¥ aBTopU3anus CaMOCTOSITENTLHOU PabOTHI
4 AynuT U oOHapyKeHHue 5 6 6 1 6 Onpoc 1o 3aJaHusaM JJis
BTOPKECHUH CaMOCTOSITETILHON paboTHI
5 PesepBupoBanue u 5 5 4 1 4 Onpoc 1o 3aAaHusIM UIs
pe3epBHOE KOMPOBAHNE CaMOCTOSITETIbHOM padoThI
6 OrpanuueHue 5 2 2 1 4 Ormpoc 1o 3a7aHusgM IS
oJIb30BaTeNen CaMOCTOSITETIbHOM padoTEhI
7 MynbTU3arpy34iKy U 5 5 4 1 4 Onpoc 1o 3aAaHusIM JUIs
mudpoBanue CaMOCTOSITENILHON paboThI
8 JlononHuTeNbHBIE BOIPOCHI 5 4 4 1 4 Onpoc no 3aJaHusaM JJis
oOecriedeHus: 6€30MacHOCTH CaMOCTOSATENHHON paboThI
2 | 05| 33,5 |px3amen
Bcero 32 | 32 10 | 0,5 | 69,5

Tema Ne 1. [lonsiTHe 3a1IMIIIEHHON ONEPALIMOHHON CHCTEMBbI.
1.1. Yrpo3sl 6e30nacHOCTH onepanMoHHOM cucteMbl. Kinaccugukamus yrpo3, Haubosee pacipo-

CTpaHEHHbIE YTPO3BI.

ConeprxaHue pa3aejioB THCHUILTMHBI:

1.2. [TonsTHE 3aMMIIEHHON ONEPAallMOHHON CUCTeMbl. [101X0/IbI K OpraHU3aluK 3aIIUThL. DTaIlbl

MMOCTPOCHUS 3allIUTEHI. A)IMI/IHI/ICTpaTI/IBHBIe MCPBI 3allIHUThI.

Tema Ne 2. YnpaBieHue 10CTyOM.
2.1. CyObeKThl, 00bEKThI, METOIBI U TIPaBa JIOCTYIIA, IPUBIIIETHN CyObeKTa focTymna. TpeGoBaHus
K [IpaBWJIaM YIIPABJIEHUS 1OCTYIIOM.

2.2. INCKpeMOHHOE yIIpaBIIieHUE TOCTYIoM. MaTpuIia J0CTyTIa.
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2.3. N3omupoBaHHast IpOTrpaMMHasi Cpea.

2.4. MannaTtHoe yrnpaBieHue ocTynoM. Metku noctyna. KoHTposias nHpopMalnoHHBIX TOTOKOB.
[TpoGiieMbl peanu3alii MaHJaTHOTO YIIPABJIEHUS IOCTYIIOM B OIIEPAllMOHHBIX CUCTEMAX.

2.5. YupapieHue J0CTyIOM B onepanoHHbIX cuctemax cemeiictBa UNIX. CyObekThl, 00BEKTHI,
MeTo el ¥ ipaBa goctymna. UID, EUID, GID, EGID. Atpu0yTsl 3amuTsl 00beKTOB noctymna. Cpe-
CTBa IMHAMHUYECKOTO U3MEHEHHS ToJiHoMouni cyobekToB: SUID/SGID. Pacmmpenus cranmapt-
HOM CHUCTEMBI YIIPABIEHUS JOCTYIIOM.

2.6. YrpaBieHue JOCTYIIOM B OINleparlMoOHHBIX cucTemMax cemerictBa Windows. CyObeKThl, 00BbeK-
TBI, METOJIBI ¥ ITPABa JIOCTYIA, IPUBHIIETHH CyObeKTa. MapKepsl 10CTyna CyObeKTOB, JECKPUITO-
pbI 3aUThl 00BEKTOB. [lopsiiok mpoBepKU NpaB JOCTYyNa, MOPAJOK Ha3HAYECHUS JECKPUITOPOB
3alUTHI co3/jaBaeMbIM oO0bekTaM. CpefcTBa JMHAMUYECKOTO M3MEHEHUS TIOJTHOMOYHMA CyOBeK-
TOB: OJIULIETBOPEHHE CYOBEKTOB MocTyna. PacmupeHuss AUCKPEHUMOHHONW CHCTEMBI YIIPAaBJICHUS
JOCTYTIOM: aBTOMaTHYECKOE HACJIeI0OBaHUE aTpUOYTOB 3alUThl 00BEKTOB, OTPAaHUYCHHBIE MapKe-
PBI 1OCTYIIa, MaHJATHBIA KOHTPOJIb LIETIOCTHOCTH, KOHTPOJIb YYETHBIX 3aMUCEH, 3JIEMEHTHI U30JIH-
POBAHHOUW IPOTrPaMMHOM CPEBI.

Tema Ne 3. UnenTudgukanus, ayreHTUGUKANUA 1 ABTOPU3ALUS.

3.1. Ilonstus uneHtudukanum, ayTeHTU(HUKAIUN U aBTOPH3AIMHU ToJib3oBaTeneil. Cpencrea u
METO/Ibl XPAaHEHHUSI 3TATOHHBIX KOMUH ayTeHTU(uKannoHHoi nudopmanuu. [Iporokonsl nepena-
Yi ayTeHTU(UKAMOHHOW MH(OpMAIMK 10 KaHalaM BBIYMCIHTENbHON cetn. Kpunrorpaduue-
cKoe obecrieueHre ayTeHTU(UKAIMK TOoJIb30BaTenei. AyTeHTU(UKAlUd Ha OCHOBE MapoOJIeH.
CpencTBa U METOJIBI 3AIIUTHI OT KOMIIPOMETAIMH M 1o100pa mapoieid. OcoOeHHOCTH MPOBEPKH
ayTeHTU(UKAIIMOHHON MH(OPMaLIUU AJIs PA3IMYHBIX TUIIOB HOocUTeNel kitoua. [Ipobnemsl rene-
panmu, pacChUIKH B CMEHBI KiIfoueld. bBuoMeTrpuieckas ayreHTHQHUKAIMS: 00IIas cxema, Ipeumy-
1iecTBa, mpoosieMbl. JJoCTOMHCTBA U HEAOCTATKU PA3IMYHBIX CXeM OHOMETPUUYECKON ayTeHTU(U-
KallUU.

3.2. [Taponbuas ayrentudukanus B UNIX, 6ubnuorexu PAM.

3.3. [TaponbHas aytentudukamus B Windows, cpeacTBa ynpaBieHHs TapaMeTpaMy ayTeHTU(H-
Kauuu. AyTeHTU(UKALKs HA OCHOBE BHEIIHUX HOCUTENICH KITIoYa.

Tema Ne 4. Ayaur.

4.1. Heo6xoauMocCTh ayauTa B 3allUIIEHHON cucTeMe. TpeGoBaHus K MOACUCTEME ayTUTA.

4.2. Cucrembl 0OOHapyXEHUS U NPEAOTBPAILEHUS BTOPKEHHM

4.2. Peanuzanus ayaura 8 OC Windows.

4.3. Peanuzamus aynura B OC UNIX.

Tema Ne 5. PezepBupoBanue u pe3epBHOEe KONIMPOBAHUE.

5.1 OcHoOBHBIE oOmpeneyeHus, MEXaHW3Mbl pealu3alud, TMPUIUHBI HEOOXOIUMOCTH
pPE3EPBUPOBAHUS U PE3EPBHOIO KOMMMPOBAHMS

5.2. PezepBupoBanue mraTHeIMH cpeactBamMu OC

5.3. Pe3epBHoe konupoBanue Ha npumepe BareOS

Tema Ne 6. OrpanuyeHue noJab30BaTeNei.

6.1. JInCKOBBIE KBOTBI

6.2 OrpaHuyeHue NpoIeccoB B NOTPEOIIEMBIX pecypcax

6.3. llItarapie Mexanu3mbel Windows u Linux

Tema Ne 7. MyJabTu3arpy34nku u mim¢poBaHue.

7.1. 3agaunm © YCJIOBUS pealu3alidl MYJbTHCUCTEMHOTO MHCIOJIb30BAHUS KOMIIBIOTEPOB.
MynbpTH3arpy34uku, UX 0coOEHHOCTH, IPEeUMyIlecTBa U HenocTaTku. [Ipumepsl opranuzanuu
paboThl HeckoNMbKUX pa3zHbIX OC Ha OJHOM KOMITBIOTEPE.

7.2. BupryanpHBIE MallMHBI, MX OCOOEHHOCTH, NpEUMYyIIecTBa W HemoctaTku. [Ipmmepsl
opraHu3any padoTel HecKONbKHX pa3Hbix OC Ha OJHOM KOMIbIOTepe Ha 0a3e BUPTYaJbHBIX
MaIluH.

7.3. O030p 1 NpUMEHEHHUE MTATHBIX MeXaHu3MoB Mmudposanus OC.

Tema Ne 8. lonosiHUTeILHBIE BONPOCHI 00ecnevyeHust 0€30MacHOCTH.

8.1. CpencTBo n301MpOBaHMSI TOTEHIIMAIBHO ONIACHOTO KOJA - KOHTEHHEPHI.
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8.2. CpeacTBo M30JUPOBAHUS TOTEHIIMAIBHO OMACHOT0 Koja - SeLinux

5. Od0pa3oBaTe/ibHbIe T€XHOJIOTHH, B TOM 4YHCJIe TEXHOJOTHMHU JIeKTPOHHOIO 00y4YeHUSI H
AUCTAHIHOHHBIE 00pa3oBaTeibHbIE TEXHOJIOTHMHU, HCHOJb3yeMble MPHU OCYIIEeCTBICHUH
00pa3oBaTeIbLHOIO Mpolecca Mo JUCIUNIHHE

B npornecce 06y4eHuns UCIONB3YIOTCS Ceylolue 00pa3oBaTeIbHbIE TEXHOIOTUU:

AxkageMuyeckasi JIeKIHUsl € 3JIeMEHTaMM JIeKHMH - Oecelbl — I0CJIEI0BATEIbHOE
M3JI0)KEHUE MaTepHasa, OCYILECTBIAEMOE IIPEUMYILECTBEHHO B BU/I€ MOHOJIOIA IIPENOAABATEIA.
DneMeHThl JIeKIMU-Oecenbl 00eCneunBalOT KOHTAKT TpenojaBarest ¢ ayIuTopuei, 4YTo
II03BOJISIET IIPUBJIEKATh BHUMAHUE CTYJJCHTOB K HanboJiee Ba)KHbIM TEMaM JIUCLUILIIMHbI, aKTUBHO
BOBJICKAaTh UX B Y4EOHBIN IpoIecC, KOHTPOIUPOBATh TEMIT U3JIOKEHHS Y4eOHOro Marepuaia B
3aBHCHUMOCTH OT YPOBHSI €T0 BOCIIPHATHS.

IIpakTHYeckoe 3aHATHE — 3aHATUE, IOCBALICHHOE OCBOCHUIO KOHKPETHBIX YMEHUH U
HaBBIKOB I10 3aKPEIUICHUIO ITOIYYCHHBIX HA JICKIUU 3HAaHUMH.

Koncynbranum — Buj yduyeOHBIX 3aHATUMN, SBISIOLIUICS OJHOM U3 (QOPM KOHTPOJI
CaMOCTOSITENIbHOW  paboThl  cTyJeHTOB. Ha KoHCymbTamusx 1o mOpock0e CTYIEHTOB
paccmaTtpuBaroTcs HauOoJsiee CIOKHBIE MOMEHTBHl NpU OCBOEHMM Marepualla JUCLUILIMHBI,
IpenojaBaresb OTBEYAaeT Ha BOIPOCHI CTYIEHTOB, KOTOPbIE BO3HHUKAKOT y HUX B IIpoLecce
CaMOCTOSITENIbHON pabOThI.

6. IlepeyeHb JHMIEH3HOHHOT0 M (MJIH) CBOOOJAHO PACHPOCTPAHSIEMOI0 IPOrPaMMHOIO
ol0ecrieyeHusi, MCNOJb3yeMOr0 IPH OCYLIEeCTBJIEHUM O00pPa30oBATEJBLHOIO Ipolecca 0
AUCHUILINHE

B mpouecce OCYLICCTBJICHUA O6pa3OBaTeJ'ILHOFO mponecca 1o JUCHUITIIUMHE
HACTIOIB3YIOTCS:

151 (1)OpMI/IpOBaHI/I${ MaTCepUuaJIOB JIA TCKYILICTO KOHTPOJISA YCIICBACMOCTU U IIPOBCACHUA
IPOMEXKYTOUHOM aTTecTauu, s GOopMUPOBAHUSI METOAMUYECKUX MAaTEPUAIIOB IO JUCIUILINHE!

- nporpammbl Microsoft Office;

- u3gareabckasa cucteMa LaTex;

- Microsoft Windows (B coctaBe Microsoft Imagine Premium Electronic Software

Delivery);

- Microsoft OfficeSTD 2013,

- Dr. Web Desktop Security Suite;

- Kaspersky Endpoint Security;

- ViPNet Administrator 4.x (KC3);

- Cetp 11565. ViPNet Client for Windows 4.x (KC3);

- XSpyder 7.8.

- C31 HCJ] Dallas Lock 8.0-K;

- Cpenctna 3anuThl uHpopManuu Secret Net 7;

- Linux (GNU GPL v.3)

-BareOS.

-OpenVPN;

- Adobe Acrobat Reader.

7. IlepeyeHb cOBpeMeHHbIX HPO(QeCCHOHAIBbHBIX 0a3 JaHHBIX U HHGOPMANMOHHBIX
CIIPABOYHBIX CHCTEM, HCII0JIb3yeMbIX IIPH OCYLIECTBJIEHHH 00pPa30BaTEJIbHOIO IpoLecca 1no
AUCHHILINHE (PU He00X0AMMOCTH)



B npormiecce ocymecTBiieHUs1 00pa3oBaTENIBHOTO poIiecca Mo AUCIUTUINHE UCTIONB3YETCS:

- ABToMaTH3upoBaHHas OubOnmoreyHo-unpopmanuonHas cucrema «bYKU-NEXT»
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

- DnekrpoHHas OubnroTeyHas cucreMa «Jlaup» https://e.lanbook.com

- DnekTpoHHas oubinoTeunas cucrema «kOpaiir» https://urait.ru

- DnekTpoHHas 6ubnuoTeyHas cucreMa «KOHCYIbTaHT CTyIeHTa»

https://www.studentlibrary.ru

8. IlepeyeHb OCHOBHOW ¥ /IONMOJHHUTEJIbHOW Yy4eOHOIl JHUTepaTypbl, pecypcoB
HH(OPMANMOHHO-TEJIEKOMMYHUKANUOHHON ceTH «HMHTepHeT» (NPHM HEOOXOAMMOCTH),
PeKOMEeHIyeMbIX /1JIsl OCBOEHHS 1M CHUITHHbI

a) OICHOBHaﬂ JuTeparypa
1. M. B. Tymbunckas, M. B. IlerpoBckuii. 3ammra uHbOpPMAIMH Ha MPEANPHUATHU:
yuebHoe nocodue — Cankr-IlerepOypr: Jlans, 2020.
https://reader.lanbook.com/book/130184
2. Kazapun, O. B. IIporpamMHo-anmapaTHbIe CpeICTBA 3alIUTHl HHPOPMAIUHU. 3alIuTa
IPOTPaMMHOTO oOecTiedeHns : ydeOHUK 1 mpakTukym ais By3oB / O. B. Kazapun, A. C.
3a0a0bypun. — MockBa : WsparensctBo Opaiit, 2023. — 312 c. — (Bsicmee
obpazoBanme). — ISBN 978-5-9916-9043-0. — Tekctr : DIEKTpOHHBIA //
Oo6pasoBarenbHas wiatdopma KOpaiir [caiit]. — URL: https://urait.ru/bcode/513300
3. 0. . lenyxun, M. XK. Cakanema, A. C. ®unuroBa. OOHapyKeHHE BTOPKECHUN B
KOMIIBIOTEpPHBIE CeTH (CeTeBble aHOMaluu): yuyeOHoe mocodme — Mocksa: [opsuas
muaug-Tenexom, 2013, https://www.studentlibrary.ru/ru/doc/ISBN9785991203234-
SCNO0000/000.html

0) 10MOJIHUTEJIbHAS JUTepaTypa
1. [Manerun B. @. 3amura nHGOpMauy B KOMIBIOTEPHBIX CUCTEMAX U CETAX: yuyeOHOoe
nocoone — Mocksa: JIMK Ilpecc, 2012.
https://www.studentlibrary.ru/ru/doc/ISBN9785940746379-SCN0000/000.html
2. Lehey G. FreeBSD Operating System : yue6Hoe mocodue — Mocksa: UHTYUT, 2016.
https://www.studentlibrary.ru/ru/doc/intuit006-SCN0000/000.html
3. Momkor M. E. Beenenue B cucremaoe agmuHucTpupoBanne Unix: yaeOHOe mocobue
—  MockBa: HWHTYMUT, 2016. https://www.studentlibrary.ru/ru/doc/intuit_084-
SCNO0000/000.html
4. M. PyccunoBuu, JI. Conomon Buyrpennee yctpoiictBo Microsoft Windows: Windows
Server 2003, Windows XP nu Windows 2000.: mactep-kinacc. - CI16.: [Tutep; M.: Pycckas
Pemaxmus, 2008.
5. C. B. Cununplig, A. B. baraes, H. }O. Hantotun OnepaiiioHHble CUCTEMBI: Y4€OHUK 15
BY30B. - M.: Akagemus, 2010.
6. "TpeGoBanus Oe3omacHOCTH WHGOpPMAIMKA K OMNEPAIHOHHBIM cucTeMaM" (TpuKas3
®CTDIK Poccun Ne 119 ot 19.08.2016): http:// www.fstec.ru.

B) pecypcsbl cetu « MHTEpHET)
1. bubnmmoreka nokymeHTanuu noprana «Tagner» xoprnoparmu Microsoft, Bxitogaromias
o(unmanbEHBIe PYKOBOACTBA, ONTMCAHUS U HHTEPAKTUBHBIC JOKYMEHTHI TI0 O€30MTaCHOCTH
OOJIBIIMHCTBA MPOrPaMMHBIX IPOIYKTOB: https://technet.microsoft.com/ru-
ru/library/aa991542.
2. IToptan «TexHOIOTUM MPOTPaMM C OTKPBITBIM KOAOM JIMHYKC» M €ro MoCTOsSHHas
pyOpuKa «Oe3omacHoCTh 1o aapecy: https://losst.ru/security.
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3. HoBoctu B cdepe yrpo3 0€30MacHOCTH W 3aIIUThI KOMITBIOTEPHOW WHGOpMAITUU
poccuiickux kypHama «Xakep»:https://xakep.ru/tag/news u xxypuana «MHbopmanroHHas
Oe3omacHoCThY: http://itsec.ru/main.php.

4. Hogetime nanHbie 00 yrpo3ax paboThI C MOAKIIOUEHUEM K ceTh THTepHET poccuiickoit
kommanun  «Jlabopatopust  Kacmepckorox:http://www.kaspersky.ru/internet-security-
center.

5. Marepuansl exeroguoro (¢ 27 mo 30 gexaOpsi) BCEMHUPHOTO KOHIpPECCAa XaKepoOB
«ChaosCommunicationCongressy B T'amOypre (Ha aHIJIMICKOM  SI3BIKE), TIC
pPacCcKa3bIBAaeTCSI O HOBBIX BBISBICHHBIX YSI3BUMOCTSIX B allllapaTHBIX PEIICHUSX W
nporpaMmmHOoM obecrieucHun: https://events.ccc.de/congress/2015/wiki/Static:Main_Page,
BUJIEOMATEPHUAIIBI c cyoTuTpamMu KOHI'pecca CCC:
https://www.youtube.com/user/CCCen/videos.

6. Paznensr «/lokymenTs» u «Texnudeckas 3ammra HHPOPMALUN) 0PHUIUAIBHOTO caifTa
®CTOIK Poccun: http:// www.fstec.ru.

9. MaTepuajbHO-TeXHHYeCKas 0a3a, HeOOX0AMMAsI IJIsI OCYIIECTBJIEHUsI 00Pa30BaTeIHLHOIO
npoiecca no AUCUUIINHE

MarepuanbHO-TexXHHUECKas: 0a3a, HEOOXOAUMAast JIJIsl OCYIIECTBICHUS 00pa30BaTEILHOIO
nporiecca 1Mo JUCIUILTMHE BKIIOYAeT B CBOM COCTAB CHEIMAIbHBIE ITOMEICHHS

- yueOHbIC ayTUTOPHH ISl TIPOBEIICHHSI 3aHATUH JICKIIUOHHOTO THIIA;

- y4yeOHble ayJUTOPUM JJs NPOBEIACHHUS NPAKTUYECKUX 3aHATUH: Jaboparopuu

WH(POPMAIIMOHHBIX TEXHOJIOTUH W MPOrPaMMHO-AIIAPAaTHBIX CPEACTB OO0ECICUCHUS

nH()OPMAIMOHHON 0E30MaCHOCTH;

- yueOHbIC ayTUTOPHH ISl TIPOBEIICHHSI TPYIIIOBBIX M WHAWBUIYAIbHBIX KOHCYJIbTAIINH,

- y4yeOHbIE ayJIUTOPUU JUIsl TPOBEACHMSI TEKYLIErOo KOHTPOJIS U IMPOMEXYTOUHOMN

aTTeCTalllu;

- IOMCIICHUA JIA CaMOCTOSITEIILHON pa6OTI)I;

- TOMEIEHUS JIUIsl XpaHEeHUs U MPOPUITAKTHUECKOTO 0OCTYKUBAHUS TEXHUIECKUX CPEICTB

oOy4eHus.

[TomemieHust AJis CaMOCTOSITENBHON pa0OThl OOYYArONIMXCS OCHAIEHBI KOMITBIOTEPHON
TEXHUKOW C BO3MOXKHOCTHIO MOJKIIOUEHHUS K ceTH «VHTepHeT» M oOecleueHueM JO0CTyma B
AIIEKTPOHHYIO WH(OPMALIMOHHO-00pa30BaTEeNbHYIO CPEAY OpTaHHU3aIIH.

ABTOp(BI):

CTapUIui MpenoaBaTesb . A. CaBuHOB
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IIpunoxenne Nel k paGoueii nporpamMme AU CHHUIIIMHBI
«be30nacHOCTb ONEPALIMOHHBIX CHCTEM»

DoH/1 OLIECHOYHBIX CPEICTB
AJIsl IPOBe/IeHUs TeKylleil U MPOMeKYTOYHOI aTTecTalliu CTY/AeHTOB
N0 AUCHUIIHHE

1. TunoBbIe KOHTPOJILHBIE 32/IaHNUS WIH UHBIE MATEPHUATBI,
HCIoJIb3yeMble B Ipolecce TeKylleil aTrecTaluu

3agaHus 1151 CaMOCTOSITEJIbHOI PadoThI

1. HaiiTu caMmOoCTOSITENIEHO B PEKOMEHI0BAaHHOW JINTEPATYPE U B JJIEKTPOHHBIX UICTOYHUKAX
uHpopmauuu onucanue nojacucreM O6eszomnacHoctd OC U CONMOCTaBUTH C ONUCAHUEM THUIIOBOM
APXUTEKTYPHI, AaTh TOSCHCHHS.

2. PazpaGotath cnenudukanuu 3ajaHust 1o 0€30MacCHOCTH JUIsl OACUCTEMbI pa3rpaHuye-
HUSI JOCTYyIa onepaioHHoit cucrembl Windows, GpyHKIIMOHUPYIOILEH B COCTaBE JTIOKAIBHON BbI-
YHCITUTEIBHON CEeTH, OCTPOSCHHON Ha OCHOBE «JIECHOW» TOMEHHOW apXUTEKTYphl U (PU3HUECKH
U30JIMPOBAaHHOM OT IN100aIbHBIX BEIYUCIUTENBHBIX CETEH 0OIIEro MOJIb30BAHMUS. .

3. Pazpabotars crienudukanyuy 3a1aHus Mo 0€30MaCHOCTH JJIS TOJICUCTEMBI ayIUTa OIle-
pannoHHO# cucteMbl Windows.

4. Pa3zpabotarh crienupuKanuy 3aqaHus M0 0€30MaCHOCTH IS TTOJICUCTEMBI ayTeHTU(DH-
KalliH [0JIb30BaTelNell onepauoHHol cucreMbl Windows.

5. Pazpaborath cnenmdukanum 3amanust 1o 0€30MaCHOCTH JUIS TIOACUCTEMBI pa3rpaHuye-
Hust goctyna B Linux- Unix-momxo6Ho#t onepalimoHHON cucTeme..

6. Paspaborath cnenmdukanuy 3amanust 1o 0€30MaCHOCTH JUIS TIOACUCTEMBI pa3rpaHuye-
HHSL IOCTYIIa onepanuoHHoi cucrembl Windows Server..

7. PaspaOotath crienmdukaimu 3aganus mo O0esomacHocTu ayaura jaias Windows Server
i Bepcuu 2008, ncnonb3yeMoil B kauecTse (aiii-cepBepa BEIYUCIUTENBHOM CETH, TOCTPOCHHOM
Ha OCHOBE «IECHOW» IOMEHHOW apXUTEKTYphl, MpHYeM MJOCTYN K YAAJICHHBIM JOMEHaM
OCYILECTBIIsIETCS yepes ceTb VIHTepHeT.

8. Paszpaborath cuieHapuii mocienoBarenpHoil yecraHoBkn OC Windows, Linux u MacOS
MOCPEICTBOM MYJIbTU3Arpy3unKka Ha eTuHIHUHY0 OBM ¢ TpeMs )KeCTKUMU JUCKaMU M HACTPOUKH
MOJICKCTEM HX 0e30macHOCTH sl paboThl B IHTEpHET M 3alUTHI OT BHEIIHUX YTPO3.

9. PaszpaGorath cueHapuii nocnenosarenbHoil ycranoBku OC Windows, Linux u MacOS ¢
UCTIOJIF30BAaHUEM BUPTYAJIbHBIX MAIllMH Ha enuHUYHYI0 DOBM C IByMs JKECTKUMH JTUCKaMH U
HACTPOMKHU MOJICHCTEM UX 0€30MacHOCTH JiIsl paboThl B IHTEpHET U 3aIUThl OT BHEIIHUX yIpo3.

ITepeyennb BOPOCOB /I KOHTPOJILHOM padoThI

1. CyOBeKTbl, 00bEKThI, METO/IbI, TpaBa u npuBmieruu OC Linux.

2. CyObekTbl, 00bEKTBI, MeTObI, paBa u npusmwierud OC Windows.

3. CpencrBa oOHapy>KEHHsI ¥ TPOTUBOJCHCTBHSI aTakaM M BTOP)KEHUSM B COBPEMEHHBIX
oneparuoHHbix cuctemax OC Linux.

4. CpenctBa oOHapy>KEHHS] M TIPOTUBOJICHCTBHS aTakaM W BTOPKECHUSM B COBPEMEHHBIX
omneparoHHbIx cucremax OC Windows.

3. OcoOeHHOCTH pe3epBUPOBAHUS U BOCCTAHOBIICHUS MTOCIIE COOEB COBPEMEHHBIX OIepaIlu-
onHbIX cuctemax OC Linux.

4. OcoOEHHOCTH Pe3epBUPOBAHMS U BOCCTAHOBIICHUS TTOCIIE COOEB COBPEMEHHBIX OIepaIl-
OHHBIX cucTeMax Linux u Windows.

5. OcobGeHHOCTH ayuTa B ONEPAlMOHHBIX crucTeMax Linux.

6. OcoOeHHOCTH ayMTa B ONIEPAlMOHHBIX cucTeMax Windows.

7. llltaTHBIC CPE/ICTBA PE3EPBUPOBAHKS U PE3EPBHOTO KomupoBaHus Linux.
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8. llltaTHBIE CpeCTBA pe3ePBUPOBAHMS U Pe3epPBHOTO KonmupoBanus Windows.
9. [oHsiTHE M PUMEPHI CPEACTB N30JIMPOBAHUS MMOTSHIIMAIEHO OTTACHOTO KO/IA .
10. IITarueie cpeactra mudposanus OC Windows.

11. IlItaTaeie cpenctra mudpoanus OC Linux.

IlepeyeHb BOMPOCOB /IISI ONMPOCOB HA MPAKTHYECKUX 3aHATHUSIX:

1. basoBble cpencTBa ynpasiieHus 1octynom B Windows: Mapkepbl JOCTyNa, 1€CKPUIITOPHI
3aIUTHL.

2. Ocobennoctu ympasienus pgoctynom B UNIX-LINUX OC kmaccuueckux u
COBPEMEHHBIX PELICHUM.

3. OxapakTepu3oBaTh Ha3HAUECHUE U COCTAB CPEJCTB YHPABICHUS JOCTYIOM, MOJAOOHBIX
npumensiembix B OC Windows.

4. HasnaueHue aTpuOyTOB 3alIUTHI BHOBb CO3/1aBacMbIM 00bekTaM Windows, HacienoBa-
HUE JICCKPUTITOPOB 3aIIUTHI.

5. Vmpasnenue cpeacTBaMu ayTeHTU(UKAIMK B Linux.
VYupasnenue cpeactBamu ayreHTudukammu B Windows.
VYmpasnenue cpefcTBamMu ayauta B LinuX.
Yupasienue cpeacrtsamu ayauta B Windows.
CpenctBa pe3epBHOIO KOIMUPOBAHUS
10 CpenctBa pe3epBUpOBaHUS
11. CpenctBa mmdpoBaHus yCTpOUCTB
12. lIndposanue Ha ypoBHE (HAHIOBON CHCTEMBI

©oN®

2. Cnucok BOITPOCOB U (I/IJ'[I/I) 3aJaHuH 13 MMpOBEACHUSA HTOrOBOM aTTeCTAlMH
Choucokx BOIIPOCOB K 3K3aMEHY

1. TunoBas apXUTEKTypa MoAcUCTEMBI 3aIuThl 3amuiieHHon OC.

2. OYHKIMUM HHU3KOTO U BBICOKOTO YPOBHS TMOACHUCTEMBbI obOecredeHus 0e30MacHOCTH
samuiesnoi OC.

3. Pasrpanuuenue nocryna 3amuineHHONH OC (00bEKTHI M CyOBEKTHI JOCTYIA, METO JJOCTYIa
U pa3TpaHWYCeHHE JOCTYIA, MPaBO JOCTYIa M TOJHOMOYHS JOCTyma (MPHUBHIIETHS), MaTpHIA
JIOCTYTA, TUCKPELMOHHBIA U MaHAATHBIA METO/ JOCTYIA).

4. Wnentudukanus, ayreHtudukanus u apropuzanus B 3amuuieHHod OC (aBropusainus c
IOMOIIIO TapoJiei, BHEIIHUX HOCUTENeH KIoYeBOH HH(OpPMAIMK, MO OHOMETPHUYECKUM
napameTpam, KOMIUIEKCHAs! aBTOPU3aIIHs ).

5. CpeactBa aaMuHUCTpupoBaHMs B 3amunieHHo OC (cucteMa ynpaBieHUS CIHCKOM
M0JIb30BaTENNEeH U MOJUTHKOM 0€301aCHOCTH, MEHEIKEP PECYPCOB, ayJUT, CEPBUCHI)

6. Kpunrorpadpuueckue ¢pyHkuuu odecneueHuss 6e3onacHocTH B 3amuineHHod OC (3amuTa
¢anoB cpeacTBamu B3auMoaecTBus ¢ainoBoit cuctemsl 1 OC, 3amuTa napoabHOU HHPOpMAIH
IpY aBTOpH3AllMY, 3alUTa epeaaBaeMoil nHpopMaluy U MOAJEPKKA KPUTITOIPOTOKOJIOB).

7. Cpenctsa 3ammThl ceTeBbIX PyHKIMH B 3anuiieHHon OC (cpeacTBa MAaCKUPOBAHUS PECYPCOB
ceTH, (GUIbTpalus MaKeTOB, CPEACTBA MEKCETEBOI0 SKPAaHUPOBAHUS, CPEICTBA KPUIITO3AIIUTHI
UH(POPMAIIAH TTPH MEKCETEBOM B3aWMOJICHCTBHH, CPEJICTBA MOIEPKKHU pa3rpaHUUEHHS JOCTYIIa
JUIS pacrpeieTICHHbIX CETEBBIX PECYpCOB ISl CETEBBIX U PACHpEAETICHHBIX HH(OPMAIIMOHHBIX
CHCTEM W CHCTEM YIAJICHHOTO XpaHEHHs MaHHBIX, CPEICTBA CETEBOTO AYyOJIMpPOBAHUS U
apXUBUPOBaHUS MH(OpPMAIIMHY, a TAKXKE €€ Pe3epPBUPOBAHMUS, CPECTBAMU CUCTEM CEPTU(PUKATOB
u DIIII, cpeacTBa CHHXPOHU3AIUN BPEMEHH ).

8. Cepsucnsle pyHkiun 3amuimeHHon OC as obecriedeHus: yCTOWIMBOCTH pabOThI M 3alIUThHI
OT HECAHKIIMOHHPOBAHHOTO JOCTYTIA.

9. Meroas! u ipaBa goctyna B OC Windows.



10. TIpuBuneruu cyowekToB poctyna B OC Windows.

11. Mapkep nocrymna nonb3oBarens B OC Windows.

12. Jeckpumnrop 3ammtel o0bekra B OC Windows.

13. Tlopsmok mpoBepKH IpaB AocTyia cyobekTa k oobekTam B OC Windows.

14. Ha3naueHue JAECKPUNITOPOB 3alIUTHI cO3/aBaeMbIiM o0bekTam B OC Windows.

15. MangatHblit KoHTpOIIb eaocTtHocTH B OC Windows.

16. DneMeHTHI H30JIMPOBaHHOM TiporpammHoii cpeabl B OC Windows.

17. AtpuOyThl 3aIIUTEI K BEKTOPHI 10cTyma cemetictea OC Unix.

18. Mertoabl IPOBEPKH IMpaB J0CTyIa CyObeKTa K 00bekTy cemeiicta OC Unix.

19. Mexanusm SUID/SGID cemeiictea OC Unix.

20. Tlonp3oBarenb rOOt, MOBBINICHWE W MUHHMHU3AIMS MOJHOMOYMH, yTWiIMTHI SU u Sudo
cemeiictea OC Unix.

21. TlaponbHasi ayTeHTU(UKAIMS W OCHOBHBIE YIpO3bl NApOJbHOW ayTeHTU(UKAIUH -
KOMITPOMETAIMST ¥ TOM00p MapoJiei, METOAbl YMEHBIICHUS YIPO3bl OT KOMIPOMETAIlUH U
no0opa mapoJieH.

22. AyTeHTH(UKAIHS C UCIIOJIH30BAaHHEM BHEIIHUX HOCUTEICH.

23. buomerpuueckas ayTeHTU(UKAIUS.

24. Ayrentuduxanus B OC UNIX.

25. Ayrentudukarms B OC Windows.

26. OOume cBenenus o ayauty 3amuuieHHsx OC.

27. Aymut B OC Windows.

28. Ayaut B OC UNIX.

29. Cucremsl o0HapyxeHus Brop>kenuii B OC.

30. ITonsiTuss pe3epBUpPOBaHUS M pe3epBHOrO KomupoBaHus. CrocoObl, OCOOCHHOCTH U
PEeUMYIIECTBA PEe3EPBUPOBAHHUS

31. PesepBHOE KOUpOBaHKE: CIOCOOBI, 0OCOOCHHOCTH U IPEUMYIIIECTBA Pa3HbIX MeTO10B. O0IIas
cXeMa CHCTeMBI pe3epBHOTO KONMpoBaHus Ha mpumepe BareOS.

32. Tlonsitue cpenbl OKpYXeHHs Tojb3oBarens. OrpaHUYCHHE TIOJIB30BATENICH B pecypcax Ha
npumepe MS Windows u Linux.

33. Opranuzanus Heckoiabkux OC Ha 0THOM (U3UYECKOM KOMITBIOTEPE: CIIOCOOBI peaan3alii,
O0COOEHHOCTH | MPEUMYIIIECTBA KX I0r0 U3 crmocoboB. Heo6XoaumMocTs 1 criocoObl oOecriedeHust
6e3onacnoctu OC.

34. Hludposanue B OC : criocoObI peaan3aiuy, IpeuMyIIecTBa KaKI0To 13 crroco0oB. [IpumMepsl
MEXaHU3MOB IIHU(PPOBAHUSI.

35. KonTeitHeps! 1 H30JMPOBAHHBIE OKPY)KEHUS: Ha3HAUEHHE, TPUMEPHI, OTIINYHS KOHTCHHEPOB
Y U30JIMPOBAHHBIX CPEJI, OTJIMYKSI OT BUPTYAIbHBIX MAIIHH, TIPUMEPBI

36. CucteMbl H30IISIIUH MTPOIIECCOB Ha OCHOBE MpaBmil Ha mpumMepe SELinux

3. MeToanyeckue peKOMeHIalHH MPENnoIaBaTe 0
10 Npoueaype OleHUBAHUS 3HAHUI, YMeHHUIi, HABBIKOB M (MJIM) ONbITA /1eSITeJIbHOCTH,
XapaKTepU3yKIIUX 3Tanbl POPMUPOBAHUS KOMIIETEHIIUH

[lenbro mporueaypbl OLICHUBAHUS SBIISIETCS ONPEICIICHUE CTENIEHU OBIAJECHUS CTYJECHTOM
OXXKUJAeMBIMU pe3yabTaTaMH OOy4YeHHs (3HAHHSIMH, YMEHHUSIMH, HaBBIKAMU U (WMJIH) OMBITOM
JIeSTETLHOCTH).

[Iponienypa olieHUBaHMS CTENEHU OBJAJCHUS CTYAECHTOM OKHMJIA€MbIMU pPE3yJbTaTaMU
00yYeHUsT OCYIIECTBIISETCS C IIOMOIIHI0 METOIMUYECKUX MAaTEPUAIIOB, TIPEJICTABICHHBIX B pa3jieiie
«TurnoBble KOHTPOJIbHBIE 33/IaHUs WM MHBIE MaTepUalibl, HEOOXOIUMBIC IJIsi OLIEHKH 3HAHUH,
YMEHUM, HABBHIKOB U (WJIM) OMBITA NEATEIBHOCTH, XapaKTEPU3YIOIUX ATambl (OpMUpPOBAHUS
KOMIICTCHITHY
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3.1 Kputepuu onleHUBAHUS CTENEHH OBJIA/ICHUS] 3BHAHUSIMU, YMEHUSIMH, HABBIKAMH W
(WIH) ONBITOM JIeSITeJIbHOCTH, ONPeAe/AIIue YPOBHU C)OPMUPOBAHHOCTH KOMIIETEH Ui

IloporoBelii ypoBeHb (00IIHE XapaKTEPUCTUKH ):

— BJaJCHHE OCHOBHBIM 0ObEMOM 3HAHUI MO MTPOrpaMMe JUCHUIUINHBI;

— 3HaHME OCHOBHOM TEPMHUHOJIOTMU JAaHHOW 00JACTH 3HAHWM, CTUJIMCTUYECKH TPaMOTHOE,
JIOTUYECKH MPaBUIBHOE U3JI0’KEHUE OTBETA Ha BOIIPOCHI 0€3 CYIECTBEHHBIX OIIUOOK;

— BJAQJICHUE HMHCTPYMEHTAapUEM JAMCLUMIUIMHBI, YMEHHE €ro HCII0JIb30BaTh B pPEIICHUU
CTaH/apTHBIX (TUIIOBBIX) 33]1a4;

— CIIOCOOHOCTH CaMOCTOSITEJIbHO TPUMEHSATh THUIIOBBIE pEHIEHHs B pamMKax pabouei
IIpOrpamMMbl TUCHUILINHBI;

— YCBOGHHE OCHOBHOM  JUTEpaTypbl, pPEKOMEHJIOBaHHOW paboueld  mporpamMmMmon
JTUCUUTLTAHBI;

— 3HaHHe 0a30BBIX TEOPUI, KOHILIEMLIUNA M HAMpaBJIEHUH MO M3y4aeMOll IUCUUIIINHE;

— caMmocTosiTelibHasg paboTa Ha NPAKTHUYECKUX 3aHATUAX, [EPUOJIMYECKOE YydacTue B
IPYIIOBBIX 00CYXK/IEHUSAX, 1I0CTATOYHBIN YPOBEHDb KYJIbTYpPbl UCIIOJTHEHUS 3a1aHUH.

IIpoaBuHYTHII ypoBeHb (00IIME XapaKTEPUCTHKN):

— JIOCTaTOYHO TOJHBIE M CHCTEMaTU3UPOBAHHBIE 3HAHUS B O00BEME MPOrpamMmbl
JUCUHUILIHBI;

— HCMOJB30BaHUE OCHOBHOW TEPMHUHOJIOTMU JaHHOW O0JacTH 3HAHWUN, CTUIMCTHYECKU
IrPaMOTHOE, JIOTUYECKU IPaBUIIbHOE U3JI0’)KEHNE OTBETA HAa BOIIPOCHI, YMEHUE JI€1aTh BHIBOJIbI;

— BIJIAJICHUE WHCTPYMEHTAPUEM AUCLUIUIMHBI, YMEHHE €ro HCIO0JIb30BaTh B PEUICHUU
yueOHBIX U MPOPECCUOHANBHBIX 33/1a4;

— CHOCOOHOCTH CAMOCTOSITENIFHO PelaTh CIOXKHBIE 3a1a4H (IpoOeMbl) B paMKax paboueit
POrpaMMbl TUCHUIUIUHBI;

— YCBOGHHE OCHOBHOW U JOIOJHUTEIBHOW JHUTEpaTyphbl, PEKOMEHJIOBaAaHHOW paboueii
pOrpaMMoOil TUCLUILIMHBL;

— yYMEHHE OpUEHTHPOBAThCS B 0a30BBIX TEOPUSAX, KOHLEMIHMIX M HAIMPABICHHUIX II0
M3y4aeMOM TUCLUUIUIMHE U 1aBaTh UM CPABHUTEIBHYIO OLICHKY;

— caMmocTosiTelibHasg paboTa Ha MPaKTUYECKUX 3aHATUAX, Y4YacTUE€ B TPYIIOBBIX
00CYKJI€HUSX, BBICOKUI YpOBEHb KYJIbTYpPbl UCIIOJTHEHUS 3a/1aHUH.

Bbicokuii ypoBeHb (001111€ XapaKTEPUCTHKH):

— CHCTEMaTM3MpOBaHHbIE, TIJyOOKME W  TIOJIHbIE 3HAHHMA 10 BCEM pa3jeiam
JUCLIUIIVHBL,

— TOYHOE MHCIIOJIb30BAaHUE TEPMHUHOJIOTHMU JIAaHHOM 005acTH 3HAaHUM, CTUIMCTUYECKU
rPaMOTHOE, JIOTHYECKM IIPaBUJIIBHOE MW3JI0)KEHHE OTBETa Ha BOIPOCHl, YMEHHME JIeNaTh
000CHOBaHHbIE BBIBO/IBI;

— 0e3ynpeyHoe BiIaJIecHUe HWHCTPYMEHTapueM JUCUUIUIMHBI, YMEHHE €ro UCI0JIb30BaTh
B [IOCTAHOBKE U PELICHUH HAy4YHBIX U MPOPECCHOHANbHBIX 3a/1a4;

— CHOCOOHOCTh CaMOCTOSATENbHO M TBOPYECKH pelaTh CIIOXKHBIE 3aja4yd (MpoOseMbl) B
paMKkax pabodel mporpaMMbl JUCIUILIHHBI;

— MOJIHOE U TIyOOKOE YCBOGHHE OCHOBHOM W  JIONOJHHUTENIBHOM JIUTEpaTyphl,
PEKOMEHI0BaHHOW pabouel MporpaMMoil IUCHUIIIHHBI;

— YMEHHE OPHUEHTHUPOBATHCS B OCHOBHBIX TEOPHUAX, KOHLEMUUAX M HAIPABJICHUSAX I10
M3y4aeMOU TUCIMIUIMHE U JaBaTh UM KPUTHUYECKYIO OLICHKY;

— aKTUBHAas CaMOCTOSITeNIbHAsE paboTa Ha MPAKTUYECKUX 3aHATHUAX, TBOPUECKOE Y4acTHe B
IPYNIIOBBIX 00CYKICHUAX, BHICOKUN YPOBEHb KYJIbTYPbI HCIIOTHEHUS 33 JaHUMH.

3.2 Onucanue npoueaypbl BHICTABJICHUS] OLCHKHU
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B 3aBucumocTty OoT ypoBHA C(HOPMUPOBAHHOCTH KaX10M KOMIIETEHLMH I10 OKOHYaHUHU
OCBOEHUS IUCLUIUIMHBI CTYJIEHTY BBICTABJISIETCS OLEHKA. [lJI IUCHUIUIMH, U3yYaeMbIX B TEUEHUE
HECKOJIBKUX CEMECTPOB, OLICHKA MOYKET BBICTABIIITHCS HE TOJIBKO [0 OKOHYAHUU €€ OCBOCHHUS, HO
U B IPOMEKYTOUYHBIX ceMecTpax. Bua oleHKH («OTIMYHO», «XOPOLIO», «yIOBIETBOPUTEILHOY,
«HEYJIOBJIETBOPUTEIBHO») onpeenseTca paboyeld mporpaMMoi AUCHUILIUHBI B COOTBETCTBUH C
y4€OHBIM IIJIaHOM.

OneHKka «OTJIMYHO» BBICTABISETCA CTYIEHTY, y KOTOPOro Kaxaas KOMIIETEHIIHs
(TTOJIHOCTBIO WJIM YaCTHYHO (popMupyemas JaHHOHM TUCIMILIMHON) cOPMHpPOBAaHA HA BHICOKOM
YPOBHE.

OneHka «XOpOLIO» BBICTABJIAETCA CTYAEHTY, y KOTOPOrO KayKJaasi KOMIIETEHIUS
(TOJIHOCTBIO MIIM YACTUYHO (pOpMHUpYyeMasi JaHHOW JUCLUIUIMHON) COPMHUPOBAHA HE HUXKE, YEM
Ha MPOJABUHYTOM YPOBHE.

OneHka «yAOBJIETBOPUTEJIBHO»  BBICTABIAETCS CTYIEHTY, Yy KOTOpOTo KaKias
KOMITETEHIHS (ITOJHOCTBHIO MIIM YaCTHYHO (popMUpYyeMast TaHHOW JUCUUIUIMHOW) COPMHUpPOBaHA
HE HUXeE, YEM Ha [IOPOTOBOM YPOBHE.

OneHka «HEyIO0BIETBOPUTEIIBHO» BBICTABIISIETCS CTYAEHTY, Y KOTOPOro XOTs OBl O/iHA
KOMIIETEHIMS (ITOJTHOCTBIO MJIM YaCTUYHO (popMupyemast TaHHON AMCHUIUIMHON) chopMHUpOBaHa
HUKE, YEM Ha IOPOTOBOM YPOBHE.
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IIpunoxkenne Ne 2 k paGoueil mporpaMme M CUHUIIIMHBI
«be30onacHOCTb ONEPALIHOHHBIX CHCTEM»

MCTOIII/I‘-ICCKI/IC YKa3aHuA QJId CTYACHTOB I10 0OCBOCHHIO JTUCHUIIJINHBI

OcHoBHOI (hopMOi M3NIOXKEHUs ydeOHOro marepuaia mo aucuuiuinHe «be3omnacHOCTb
OTEPALIMOHHBIX CHCTEM» SBISIOTCS JIEKIUH, MPUYEM B JOCTATOYHO OONBIIOM o0ObeMe. DTo
CBSI3aHO C T€M, YTO JIaHHAs JAMCLUIUIMHA HAXOIUTCA Kak Obl HA CTBIKE MEXIY AUCLUILUIMHAMU
«AnmapaTHble CpPEICTBA BBIYMCIUTEIBHON TEXHUKNW» U «OIlepaliOHHbIE CUCTEMBI» B YacTH
anmnapaTHoOro oOecleyeHUs 3allUThbl BBIUMCIUTENBHBIX IPOLECCOB M UCIOJIb30BAaHUS NaMSTH,
METOJIOB XPAHEHWsS JAaHHbIX, W JAUCHUIIMHAMH «OCHOBBI IOCTPOEHMS  3aIMILEHHBIX
KOMIIBIOTEPHBIX ceTel» U «OCHOBBI NOCTPOEHUS 3alllMIIEHHBbIX 0a3 naHHbIX». Kpome Toro,
OYEBHUJIHO, YTO JaHHbIE O MexaHu3Max OezomacHocTH OC eXerogHO MOMONHSAIOTCS CEpUsSMHU
natyeil moacucteM 0€30MaCHOCTH K aKTyalbHBIM OINEPALMOHHBIM CUCTEMaM M JIOMOJHAIOTCS C
BBIX0JI0M HOBBIX Bepcuit OC.

JUis yCHENIHOTO OCBOEHMSI AMCLUUIUIMHBI BAXKHO YIJIyOJIEHHOE H3Yy4€HHE HEKOTOPBIX
pazzenoB «be30macHoCTh ONEePallnOHHBIX CUCTEM) CaMOCTOSITENIbHO, B KAUECTBE BINOIHSIEMBIX B
JIOMAIIIHUX YCJIOBUSX 3aJaHui. OCHOBHAs 1IeJIb CAMOCTOSITENIbHBIX PabOT — MOMOYb HE TOJBKO
YCBOUTH TEOPETUUECKHUE OCHOBBI M IIPAKTUUECKUE METO/bI 3aIUTHI B ONEPAIMOHHBIX CHCTEMAX,
HO M pAaCIIMPUTh CBOM 3HAaHUS 0 IMOJIHBIX UM CUCTeMHBIX. [ljis 3TOro HEOOXOOMMO 3HATh U
NOHMMATh JIEKIMOHHBIN MaTtepuasl. Marepuai, 3aKOHCIIEKTUPOBAHHBIN Ha JIEKLIMSIX, JONOJIHSAET
IpeCTaBICHHbI B mpeanaraeMoil yueOHoll nutepatype. HeoOxoaumo noma mpopabaThiBaTh
3TOT MaTepuall ¥ JONONHATh HOBEWIIEeH aKTyalbHOW uWH(OpManued, MOJy4eHHOH Ha
KOHCYJIbTAIUSIX, PAKTHUECKUX 3aHATHIX U U3 PEKOMEH/I0BaHHbBIX pecypcoB ceTu MHTepHeT.

JUis mpoBEpKH M KOHTPOJS YCBOEHHMS TEOPETUYECKOrO0 Marepuaia, NpUuOOpETEHHbIX
IPAaKTUYECKUX HAaBBIKOB UCIIOJIb30BAaHUS yUe€OHOH IUTEpaTyphl, B TCUEHUE 00yUEHUS TPOBOAATCS
MEPONPUITHS TEKYIIEH aTTeCTalliU B BUI€ KOHTPOJIbHOM pabOThI U psAJia CAMOCTOSTENIbHBIX padoT
B JOMAIlHUX YCJOBUsAX. BapuaHThl 3agaHMii BBIIAIOTCS YdYallMMCS Ha IOCIETHEM 4Yace
JEKUMOHHBIX 3aHATHM MO Kaxaod u3ydaemoil Teme. OneHka U OOCYKIEHHE BBITOJIHEHHBIX
CTYAECHTaMHM 33/IaHUH TI0 CAMOCTOATENBbHOM paboTe MPOU3BOJUTCS HA MPAKTUYECKUX 3aHATHAX U
VUNTBHIBAE€TCS, HAa pALy C pe3yabTaTaMM HPAKTHUECKUX 3aHSITUN, MpPH OLEHKE TeKylel
ycrieBaeMocTH. Taxoke mpu He0OXOJUMOCTH POBOATCS KOHCYJIBTAIMK TI0 pa30opy 3a1aHuil uis
CaMOCTOSITENIbHOM pabOThl, KOTOPHIE MOTYT BBI3bIBAaTh y CTYJIEHTOB 3aTPyIHEHUS.

B koHIIe M3y4eHMS AMCLUIIIMHBI CTYJEHTBI CHAIOT K3aMEH. DK3aMEH NPUHUMAETCS I10
HK3aMEHALMOHHBIM OMiieTaM, KaskKJIblii U3 KOTOPBIX BKJIIOUAET B ce0s1 1Ba TEOPETUUECKUX BOIIPOCA.
Ha camocTosTeNbHYIO NMOATOTOBKY K 9K3aMEHY BbIAEIAETCA 3 IHS, BO BpPEMsl NOJITOTOBKH K
9K3aMEHY MPEeyCMOTpPEHa TPYIINoBasi KOHCYIbTallHsl.

CaMOCTOSATENIBHO OCBOUTH BOIIPOCH JUCLUIUIMHBI «be30macHOCTh  ONeparMOHHBIX
CUCTEM» CTYJIEHTY KpailHe CII0)KHO. ITO 00yCIIOBJIEHO TEM, YTO CTYJAEHTHI c1a00 MPeICTaBIsIOT
00BbEeMbl M XapakTep MOCTOSHHO MpoBoAMMON pa3paboTunkamMu OC paboTel B HHTEpecax
nopabotku koga OC i COBMECTUMOCTH € Pa3MYHBIMU allapaTHBIMU pEIHIeHUsIMH U Ooiee
aJIcKBaTHOTO COOTBETCTBUS 3alIUTHBIX MEp IIOCTOSHHO PAacTyIIMM IO YPOBHIO U XapakTepy
yrpo3aMm 0€30IacHOCTH.

[Tpo6nembl 3alUThl B ONEPALMOHHBIX CHUCTEMaxX OCIOXKHSIOTCS HaludyueM «0aroB» u
<OKCIUTIOMTOB», 3aJI0’)KEHHBIX 3apyOeXHBIMU IPOU3BOJUTENSIMU  almapaTHO-MPOrPaMMHBIX
pelIeHni B COOTBETCTBHM C 3aKOHOJATEIbCTBOM I10 HAI[MOHANBHOW Oe3omacHocTH. IlosTomy,
SBJISIETCSl COBEPIIEHHO HEOOXOAMMBIM MOCEIICHUE CTYJEHTAaMH BCEX ayJUTOPHBIX 3aHSATHM, Tne
UM DPa3bACHSETCS Iedb U CYTh HEMOJHOI0 NpeJCTaBiIeHUs HHGOPMAIMM POCCUHCKUM
NOTPEOUTENSIM O 3amagHbIX HH(OPMALMOHHBIX TEXHOJOTHSX M, KOHKPETHO, O COCTaBe U
Ha3HAUEHUM 3aIIUTHBIX MexaHu3MoB wuHocTpaHHbIXx OC. B pesynbrate ¢opmupyercs
NaTPUOTHYECKAs TTO3ULIMSI, HEIPUMHUPHUMOCTH K JIFOOBIM aclieKTaM HHOCTPAHHOTO TPOHUKHOBEHUS
K 3amuuiaeMoil B Poccum mHpopmanuum u ymnpaBieHHs POCCHMCKMMHU HH(OPMAIMOHHBIMU



CUCTEMAMM, HETEPINUMOCTb K HJEOJOTMU TEppopuU3Ma, HSKCTPEMHU3MA, HMHOCTPAHHOTO
MPOMBIIIJIEHHOTO W TOCYJapCTBEHHOrO IIMHOHaXka. B pe3ynpTraTe apryMeHTHPOBAHHO
dopmupyercsi yOSKICHHOCTb B HEOOXOAMMOCTH MPO(GECCHOHATBFHOIO MPOTHBOACHCTBUS
METOJIaM KOMIIBIOTEPHOI pa3BeIKU U CTpeMJIeHHsI OoJiee TOJHO BIAJAETh HUMEIOIIUMUCS B
OTIEPALIMOHHBIX CUCTEMAaX CPECTBAMU KOMITBIOTEPHOM Oe30nmacHOCTH. FIMEHHO Ha 3TO# OCHOBE U
Pa3bSACHSIOTCS OCHOBHBIE yUeOHbIE BOIPOCH! «3alIUThI B ONIEPAIIMOHHBIX CUCTEMAX».
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