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1. Ileaun ocBoeHUsI AUCHUILJINHDBI

[lenpro ocBOeHUS TUCHUIUIMHBI «OCHOBBI MH(DOPMAIMOHHONW 0€30MaCHOCTHY SIBISICTCS
TEOpEeTHYECKass M IpaKTHYecKas MOJArOTOBKAa K JEATEIbHOCTH, CBSI3aHHOW C KOMIUIEKCHBIM
AQHAJIM30M BO3MOXHBIX YIpO3 M CO3JlaHHEM aJCKBAaTHOM MOJENIM HapyLIUTENs, MOCTAaHOBKOMN
KOHKPETHBIX 3a/lad 3a/laHHOM CTENeHH CIIOXKHOCTH B paMKax MoJeIu Juis oOecredyeHus
nH()OPMAIMOHHOKW  OE30MaCHOCTH  aBTOMATU3UPOBAHHBIX CHCTEM, a TaKXKe COJACHCTBHE
¢dbyHIaMeHTanu3au 00pa3oBaHus U Pa3BUTHIO CHCTEMHOTO MbBIIIICHUSI.

JlaHHBIA KypC, Ha OCHOBE HCIIOJIb30BAHUS MEXIYHAPOJIHBIX POCCUUCKUX CTAHAAPTOB U
HopMmatuBHbIX TpeboBanuit ®Ch Poccun, ®CTIOK Poccun 1 Pockomuanzopa B cepe obecnieueHus
nH()OpPMAIIMOHHONW 0€30MacHOCTH, BBIPAOATHIBACT Y CTYACHTOB 3HAHUS, HABBIKM M YMCHHS
OpPraHU30BBIBATH CUCTEMBI 3alUThl HH(POPMAIIH, aJIEKBATHbIE BOSHUKAIOIINIM YIpO3aM.

2. MecTO AMCUMIIUHBI B CTPYKTYpe 00pa3oBaTe/IbHOM MPOrpaMMbl

«OcHOBBI MH(GOPMAIIMOHHON OE30MAaCHOCTH» OTHOCHTCA K 00s3aTeNbHON 4YacTH
00pa3zoBaTeNbHON IPOTrPaMMBI.

Jlns ycremHoro ycBO€HMsI JaHHOW JAMCLUILIIMHBI HEOOXOJUMO, YTOOBI CTYJIEHT OBJIAZEI
3HaHUSIMH, YMEHUSMH U HaBbIKaMU, C(HOPMUPOBAHHBIMH B IIPOLIECCE U3YUCHMS] JUCLUIUINH!

«upopmaTuka» — pabora ¢ MPOrpaMMHBIMH CPEICTBAMU OOIIETO HA3HAUCHHS,

«Teopust H”HPpOPMALIUU» — 3HAHUE OCHOB M COZIEP KaHUS COBPEMEHHBIX METO/IOB ITOJIy4EHUS,
00pabOTKH, XpaHEHUs, UCTIOIB30BAHUS M YHUUTOXKCHUS HHPOPMAITUH.

3HaHMS W HAaBBIKM, IIOJIYYECHHBIE B pE3yJNbTaTe€ HU3YYEHHUU IUCUMILIMHBI «OCHOBBI
MH(POPMAIIMOHHON 0€30MaCHOCTHY, MCIIOJIB3YIOTCS CTYACHTAaMH B JalbHEHIIEM NpH pa3paboTKe
KYpPCOBBIX U JAUIIJIOMHBIX pa0oT.

3. [lnanupyemble pe3yJbTaThl 00yYeHHs N0 AUCHUILINHE, COOTHECEHHbIE ¢ MVIAHUPYEMbIMHU
pe3yJibTaTaMH OCBOCHHMS 00pa30BaTeJIbHON MPOrpaMMBbI

[Tponiecc M3ydeHus: TUCHMIIMHBI HampaBieH Ha (OPMUPOBAHUE CIEAYIOUIMX 3JIEMEHTOB
koMmmereHIMit B cootBerctBUU ¢ OT'OC BO, OOIl BO u npuobpereHus clieayroomux 3HaHU,
YMEHUH, HaBBIKOB U (WJIM) OMBITA JIeATENTbHOCTH:

dopMupyemasi Nuaukarop 10CTHKEHUSA Ilepeyennb
KOMITeTeHIIUSsI KOMITETEHLIUH IVIAHUPYEMBIX Pe3yJIbTaTOB
(kox M popMyJIHpPOBKA) (kox u hopMyJIIPOBKA) o0yuyeHust

OodwenpodgeccnonaJbHbIC KOMIIETCHIHMH

OIIK-1

CriocobeH O1eHUBaTh POJIb
nH(pOpMAaIIH,
UH()OPMALTMOHHBIX
TEXHOJIOTUM U
MH(POPMAITMOHHON
0e30MacHOCTH B
COBpPEMEHHOM 001IIeCTBE,
WX 3HAYCHUE JJIst
o0ecrieyeHns1 0ObEKTUBHBIX
MOTPeOHOCTEH TUIHOCTH,
oO11ecTBa U TocyJapcTBa

N-OIK-1.3

3HaeT MOHATHUS HPOPMALIUH,
MH(POPMAITMOHHOW OE€301TaCHOCTH,
MECTO M POJIb HHPOPMAIIMOHHOMH
0e30I1acHOCTH B CUCTEME
HaIlMOHAJIBHOM Oe30MacHOCTH
Poccuiickoit denepanum, OCHOBEBI
roCcyJIapCTBEHHOMH
WHPOPMAITMOHHON MTOTUTUKA

3HaTh:

- OCHOBHBIC HOPMAaTHUBHbBIE
MIPaBOBBIE AKThI B 00JIACTH
obecrniedeHus: THPOPMAITMOHHOH
0e30MmacHOCTH M HOPMAaTHUBHBIE
Meroaudeckne JokymMeHTs OCh
Poccun 1 ®CTIK Poccun B
00JacTH 3auThl HHPOPMAITHH.
Ymersn:

MIPUMEHSTH OCHOBHBIE
HOpPMAaTHUBHBIE IPABOBbIC aKTHI B
o0iactu obecrieueHust
nHGOPMALMOHHON 0€30MacHOCTH
1 HOPMAaTHBHbIE METOANYECKHE




noxkymeHTsl @CB Poccun u
DOCTDK Poccun B obimactn
3amUTHl THPOPMAIIHH.

H-OIIK- 1.5

Ywmeer kinaccupumupoBaTh
3aIUIIAeMYyT0 HH(POPMAIIHIO IO
BUJIaM TalHBI U CTEIICHSIM
KOH(UACHIUATBHOCTH

3naer:

- HallMOHAJIFHBIX CTAaHAAPTOB
Poccun B chepe xputepres
OLIeHKH 0e30MacHOCTH
“H(OPMAITMOHHBIX CHCTEM

- METOJTbI HAPYIICHUS
KOH(PHUICHIINATLHOCTH,
LIEJIOCTHOCTH ¥ JIOCTYITHOCTH
nHpopMaIun

Ymeert:

- KJIACCU(UITPOBATH
3aMUIIaeMy0 HH(POPMAIIHIO 1O
BHJIaM TallHBI U CTETICHSAM
KOH()UICHIINATHHOCTH

H-OIIK- 1.6

YwMmeeT knaccuuIpoBaTh U
OLICHUBATh YTPO3BI
WHPOPMAIMOHHOH 0€30MaCHOCTH
Ut 00beKTa HH(pOpMaTH3AN

3naer:

- KJIacCCU(UKAIUIO YTPO3 U
OCHOBHBIC BUJIBI aTaK
Ymeer:

- KJIACCU(UITUPOBATH U OIICHUBATh
YTPO3bl HHPOPMAITHOHHON
0e30macHOCTH [T 00bEKTa
uHpOpMaTH3aIUU

OIIK-6

Crioco0eH mpH perreHuu
po(heCCUOHAIBHBIX 33/1a4
OpraHU30BHIBATH 3AIIUTY
nHpOpMAITUN
OTPaHUYEHHOTO JOCTYIA B
COOTBETCTBHH C
HOPMAaTHUBHBIMHU
MPaBOBBIMH aKTaMH,
HOPMATHUBHBIMHU U
METOIUYECKUMU
JIOKyMEHTaMHU
®DenepalibHON CITYKOBI
6e3omacHoctu Poccuiickoit
Oepnepaunn, OenepaibHOU
CITy’KOBI 110 TEXHUYECKOMY
Y 9KCITIOPTHOMY KOHTPOITIO

N-OIIK-6.1

3HaeT CUCTEeMYy HOPMATHBHBIX
MPABOBBIX aKTOB U CTAHJIAPTOB 110
JIUIICH3UPOBAHHIO B 00JIACTH
obecrevyeHus 3aluThl
rOCyJ1apCTBEHHOM TalHBI,
TEXHUYECKOM 3aIUThI
KOH(HICHIIMATLHON
WH(POPMAITUH, TI0 ATTECTAIMH
00BeKTOB HH(MOPMATHU3AINH U
CepTU(PUKALINYU CPEJICTB 3aIUTHI
nH(pOpMAaIUH;

3aJla4y OPTaHOB 3aIUThI
roCyJIapCTBEHHOM TalHBI U CITYkKO
3al[UThl HHPOPMAITUH HA
MPEITPUITUIX

3HaTh:

- METO/IUKH JINIICH3UPOBAHUS B
o0nacTi 00eCTIeYeHUS 3aIUThI
UHQOPMAITUH,

- aTTeCcTallu OOBEKTOB
UHQOPMAaTH3AIHNN 1
cepTU(UKALUU CPEACTB 3alUThI
rH(pOpMaIun.

Ymers:

MOJITOTOBUTH HEOOXOIMIMbIC
JIOKYMEHTBI JJ1s1 IIOJIPSITIMKA TIO
MIPOBEIEHUIO paboT B chepe
JIUIICH3UPOBaHMsI B 00JIaCTH
o0ecTieYeHus 3aIUThI
HHPOPMAIIUH, ATTECTAIUH
00BEKTOB HH(POPMATU3AIMN 1
cepTu(UKALUU CPEACTB 3alUThI
nH(pOpMAaITUH.

4. O0beM, CTPYKTYpa U COAep KaHue UCIHUTIHHBI

OO01mast TpyA0€MKOCTh JUCIUILINHBI COCTABIISET 2 3aUeTHBIC SIMHUIIBI, /2 akaJl. Jaca.

Tembl (pa3nenbl)
AUCIUNJIMHBI,
HX coJep:KaHue

n/n

CemecTp

Buabl yueOHbIX 3aHATHI,
BKJIIOYAsi CAMOCTOSITETbHYIO
padoTy CTyAeHTOB,

H X TPYI0E€MKOCTh
(B akaieMHUYEeCKHX Yacax)

®opMBI TEKyIIET0

KonTakTHasi paGoTa

| aTrecTaluu

KOHTPOJISI yCIeBaeMOCTH

DopMa NPOMeKYTOUHOI
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Mupopmannonnas Onpoc Ha IPaKTHIECKUX
1 |6e3omacHOoCTh Poccuiickoii 4 2 8 P P
3aHATUAX
denepaunn
besonacnocth Onpoc Ha IPaKTHIECKUX
2 |(3alIUIIEHHOCTD) 4 4 4 2 9 P P
3aHATUAX
KOMITBIOTCPHBIX CHCTEM.
3 Monenu HapyIIUTENS U 4 4 8 2 8 Onpoc Ha MPaKTHYSCKUX
TUIIMYHBIE ATAKHU. 3aHATUAX
4 BpenonocHoe mporpaMMHOe 4 6 4 8 Ompoc Ha MPaKTHYECKUX
oOecrieyeHue. 3aHATUAX
0,3 | 2,7 |3auer
Bcero 16 | 16 4 103|357

Conep:xaHue pa3iesioB JUCHUTIIHHBI:

Tema 1. Undopmanuonnas 6e3onacHocth Poccniickoit @enepanun.

1.1. Yrpo3sl unpopmannonaoi 6e3omacHoctu Poceniickoit depepanuu.

1.2. JloxtprHa nH(pOpMaIrmoOHHOM 0€30IMacHOCTH.

1.3. O0mme MPUHIIKITE 3aIIUTH HHPOPMAaIIHH.

1.4. Knaccudukanus yrpos.

1.5. O630p MatepuasioB enepabHOTO OaHKa TAaHHBIX YTPO3 OC30MACHOCTH, BEAYIIETOCS B pa3Jieie
«Texuunueckas 3ammra uHbopmarmn» (https://bdu.fstec.ru) ma odunmamsaom caiite ®CTOK
Poccun u cemeiicTBa HAIIMOHABHBIX CTAHIAPTOB 3AIIUTHI OT YIPO3, PEATU3YEMBIX Yepe3 CKPBITHIC
KaHaJbl.

Tema 2. Be3onacHoCTh (3AIIMIIIEHHOCTH) KOMIIBIOTEPHBIX CHCTEM.

2.1. O630p cpeaCTB U METOAOB HH(POPMALMOHHOW/KOMIIBIOTEPHON OE30MaCHOCTH.

2.2. NnTerpupoBanHas porpaMMHo-anmnapaTHas 3ammra napopmarmu Trusted Platform Module
(TPM).

2.3. MeTtonpl HapylIeHUs! KOH(QUICHIIMAIBHOCTH, IEJIOCTHOCTH U IOCTYITHOCTH UH(POPMAIIHH.

2.4. Mojenu ynpaBieHUs JOCTYIIOM.

2.5. KoHTpoms npaB qocryra.

2.6. OO030p cemMeicTBa HaIMOHAJIBHBIX CTaHAapTOoB Poccum B chepe KpuUTEpHUEB OLEHKH
6e3onacHoct nHpopmarmoHHsix cucteMm ('OCT P UCO/M3BK 15408-1-2012 «YacTts 1. Beegenue
B 00m1yto mozenby, [OCT P UCO/M3K 15408-2-2013 «YHacTb 2. @PyHKINOHATIBHBIE KOMIOHEHTHI
6esonmacaoctn», ['OCT P HMCO/MDBK 15408-3-2013 «Yacte 3. KommoHeHTHI n0BepHs K
0€30MacCHOCTH).

Tema 3. Moaenn HAPYLIUTEI M TUNIMYHbIE ATAKH.

3.1. Mozenp 1efCTBHI BEPOSTHOTO HAPYIIUTENS U MOJIENb TIOCTPOCHHUS 3aIIUTHI.

3.2. Knaccugukarus OCHOBHBIX BHJIOB aTak.

3.3. CereBast pa3Beka.

3.4. CpencTBa ¥ METO/IBI HEUTPAJIM3AINN aTaK.

Tema 4. BpenonocHoe nporpaMMHoe odecredeHue.

4.1. Knaccuduxarusi BpeZJOHOCHBIX IIPOTPaMM.

4.2. ITpuznaku npucyrcTBus BpeaoHocHoro I10.

4.3. Metonpl o0HapyxeHus BpenonocHoro [10.

4.4. Crioco6s! BHeipeHus BpegoHocHoro [10.


https://bdu.fstec.ru/

4.5. IIpumepsl CETEBBIX aTak.

4.6. TpostHCKHE TTPOTPaMMBI, JIIOKHU, YKCIIJIOUTHI.

4.7. Mertoabl 3aumThl 0T BpepoHocHoro IIO. Texnosmoruum camoszamurtbl. MecTto U poib
MEXCETEBBIX IKPaHOB B obecrieueHun 6e3onacHocTd pecypcoB AC. Bo3MOKHOCTH U OrpaHUYEHUS
AHTUBUPYCHBIX MTPOTPAMM.

4.8. Crienmain3upoBaHHbIE CPEJICTBA U METO/bI BBISBJICHUS BPEIOHOCHBIX IIPOTPAMM.

4.9. O630p momoxennit ['OCT P HMCO/MDOK 18044-2007 «MeHEIKMEHT WHIIMICHTOB
MHGOPMALIMOHHOM 0e30macHOCTU» JUIsl pPELIeHMs 3ajad  MPOTUBOJAEHCTBHUS BpPEIOHOCHOMY
IPOrPaMMHOMY 00€CIICUEHHIO.

5. O0pa3oBaTesibHbIe TEXHOJOTMH, B TOM 4HCJ€ TEXHOJOIHHM IJIEKTPOHHOr0 O0y4YeHHS U
AUCTAHIMOHHBbIE 00pa3oBaTe/ibHbIe TEXHOJIOTHH, HCHOJIb3yeMble NPH OCYIIEeCTBJICHUH
00pa30BaTeIbHOIO NMpolecca Mo JUCHUIIUHE

B nponecce 06yueHns UCIONB3YIOTCS clelyrolue 00pa3oBaTeabHbIC TEXHOIOTUH:

IIpakTH4Yeckoe 3aHsATHE — 3aHATHE, ITOCBAIECHHOE OCBOCHUIO KOHKPETHBIX YMEHHMU H
HABBIKOB I10 3aKPEIJICHUIO MTOJIY4YEHHBIX Ha JIEKIUN 3HAaHUMH.

Koncyabranum — Buja ydeOHBIX 3aHSATHH, SBISIOIIMACSI OHOM W3 (opM KOHTpOIS
caMOCTOsITeNIbHOW ~ paboThl  cTyAeHTOB. Ha  KoHcynpTanmuax 1o Hpocb0e  CTYACHTOB
paccMmarpuBaroTCs HauboJiee CIIOXKHBIE MOMEHTBI [P OCBOEHUM MaTepuana JAUCLUIUIMHBI,
IIpenojaBaTeslb OTBEYAET Ha BOIIPOCHI CTYIEHTOB, KOTOpPbIE BO3HHUKAKOT Y HHMX B IIPOLECCE
CaMOCTOSITENTLHON PaOOTHI.

6. IlepeyeHb JIHIIEH3HOHHOT0 M (MJIH) CBOOOJIHO PACHPOCTPAHSIEMOr0 MPOrPaMMHOIO
ol0ecrieyeHusi, MCNOJb3yeMOro IPH OCYLIECTBJICHMH 00pa30BaTeJIbHOIO Ipouecca 110
AUCHUILINHE

B mporiecce ocymiecTBieHus 00pa30BaTeIbHOro Mpolecca Mo AUCHUTIINHE UCIOIB3YIOTCS:

Uil (GOPMHUPOBAHKS MATEPHAIIOB ISl TEKYIIET0 KOHTPOJS YCIEBAEMOCTH M MPOBEICHUS
MIPOMEXYTOUHOM aTTecTaluu, 1yist GOpMUPOBAHUS METOAMUECKUX MATEPUATIOB MO TUCIUILINHE:

- nporpammbl Microsoft Office;

- u3gaTeabckas cucteMa LaTex;

- Adobe Acrobat Reader.

7. IlepeyeHb COBpeMeHHBIX NPO(QECCHOHAIBHBIX 0a3 JAaHHBIX M HMH(OPMALMOHHBIX
CIIPABOYHBIX CHCTEM, HCIOJIb3yeMbIX NPH OCYLIECTBJIEHUH 00pPa30BaTeJILHOIO Mpouecca 1o
AUCHMILINHE (IPH HE00X0AMMOCTH)

B nporecce ocymiectBiaeHnst 00pa3oBaTeIbHOTO Mpoliecca 1Mo AUCIHUILTNHE UCTIOIb3YIOTCS:
- ABTOMaTH3UpOBaHHas 6ubaMoTeuHo-uHpopMarmonHas cuctema «bYKU-NEXT»
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

- DnektponHas OubanoTeuHas cucrema «Jlaupy» https://e.lanbook.com

- DnektponHas Oubnanoreunas cucrema «fOpaiir» https://urait.ru

- DnexTpoHHas oubnmmoredyHas cucrema «KOHCYIIbTaHT CTyJIeHTa
https://www.studentlibrary.ru



http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
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%22

8. IlepeueHb OCHOBHOW ¥ [IONMOJIHUTEJbHOW Yy4eOHOH JUTepaTypbl, pecypcoB
UHGOPMALMOHHO-TEJIEKOMMYHUKANIMOHHON ceTn «HMHTepHer» (IpH HEOOXOAMMOCTH),
PeKOMEeHyeMbIX /ISl 0CBOEHMS TN CHUTNIIUHBI

a) OCHOBHasl JINTepaTypa
1. 3enkoB A. B. Hudopmanmonnas Oe30macHOCTh W 3amuTa HHGOPMANUH: ydeOHOE
nocodue JUISL BY30B — Mockaa: N3 parenscTBO HOpaiir, 2022.
https://urait.ru/viewer/informacionnaya-bezopasnost-i-zaschita-informacii-497002
2. Hectrepos C. A. OcHOBBI HHPOPMAITMOHHOM Oe30macHOCTH: yaeOHOoe mocoone — CaHKT-
[TerepOypr: Jlans, 2019. https://reader.lanbook.com/book/114688
3. lanprun, B. ®@. 3amuTa nHdopMaiyy B KOMIBIOTEPHBIX cucTeMax u ceTsx / [llanbrun
B. ®. - Mocksa : JIMK IlIpecc, 2012. - 592 c. - ISBN 978-5-94074-637-9. - Tekcr :
anektpornslt  //  OBC  "KoncymeranT  crymenta" @ [caiit]. - URL
https://www.studentlibrary.ru/book/ISBN9785940746379.html
4. llanwrun, B. ®. Unpopmannonnas 6ezomacHocTs U 3amurta uHGopmauuu / Lllanbrun
B. ®. - Mocksa : JIMK IlIpecc, 2014. - 702 c. - ISBN 978-5-94074-768-0. - Tekcr :
anekrporaslt  //  OBC  "KoncymeranT — crymenta" @ [caiit]. - URL
https://www.studentlibrary.ru/book/ISBN9785940747680.html
5. Tamatenko B. A. Crangaptsl mH(pOpManmoHHONH Oe3omacHOCTH: Kypc Jekuuid. / B.
A.TI'anatenxo; Ilox pen. B. b. berenuna; YMO B 06i1. npukiaaHoil uapopmatuku - M.:
Wntepuer-Yuusepcurer  Mudpopmanmonnsix  Texwomormii, 2004. - 322 c.
https://www.studentlibrary.ru/ru/book/ISBN5955600531.html

0) 10MOJIHUTE/IbHASA JIUTepaTypa
1. E. b. benos, B. II. Jlocs, P. B. MemepsikoB, A. A. IlllemymanoB OCHOBBI
UHGOPMALMOHHOM 0e30macHOCTH: yuyeOHoe mocodue Uit By30B - MockBa: ['opsiuast TuHHS
- Tenekom, 2011. https://www.studentlibrary.ru/ru/doc/ISBN5935172925-
SCNO0000/000.html
2. llessinuH 11. H. Monenu 6e30macHOCTH KOMIBIOTEPHBIX CUCTEM. Y TIPaBIEHHUE JIOCTYIIOM
1 nH()OPMAIIMOHHBIMH MTOTOKaMH: yueOHoe mocobue /i By30B - MockBa: ['opstuast TuHMSA -
Tenexom, 2013. https://www.studentlibrary.ru/ru/doc/ISBN9785991203289-
SCNO0000/000.html
3. Kazapun, O. B. TlporpammHo-anmnapaTHble CpeICTBa 3alIUThl HHPOPMAIMH. 3alluTa
IPOrpaMMHOr0 o0ecrieueHus : yueOHUK U mpakTUKyMm Juist By3oB / O. B. Kazapun, A. C.
3a6a0ypuH. — MockBa : I3garensctBo FOpaiit, 2023. — 312 c. — (Bsiciiee oOpa3oBanue).
— ISBN 978-5-9916-9043-0. — Texkcr : amektponHbIi // OOpa3zoBaTenbHas maTdhopma
FOpaiit [caiit]. — URL: https://urait.ru/bcode/513300
4. Menyxun, O. . OOHapyxeHHe BTOpKEHUI B KOMIIBIOTEPHBIE CETU (CETEBbIE aHOMAJIUN)
: yaebHoe mocobue ans By30B / [loa pen. mpodeccopa O. U. Hlenyxuna. - Mocksa : ['opsiuas
muHus - Tenexom, 2013. - 220 ¢. - ISBN 978-5-9912-0323-4. - Tekcr : anekrponnsii / 9BC
"KoHCynbpTaHT cTyneHra" : [caiT]. - URL
https://www.studentlibrary.ru/book/ ISBN9785991203234 html
5. Ipockypun B. T'., «3ammra mporpaMM M AaHHbIX» - M., W3naTenbckuil LEHTp
«Axagemusy, 2012.
6. PykoBomsamue nokymentsl ®CTOK Poccun «TpeboBanus k cuctemMaM OOHApYXKEHUs
BTOpKeHUI», BBeneHHbIX npukazoM PCTIK Poccum ot 6 nexabpst 2011 r. Ne 638
(3apeructpupoBad Muntoctom Poccun 1 ¢espans 2012 r., per. Ne23088) nist 4, 5 u 6
knaccoB MC. https:/fstec.ru/dokumenty/vse-dokumenty/informatsionnye-i-analiticheskie-
materialy/informatsionnoe-pismo-fstek-rossii?ysclid=1j93ci3hfz197158689
7. bazoBas Mojenb yrpo3 0€30MacHOCTH TMEPCOHAIBHBIX JAaHHBIX NPH UX 00paboTKe B
UH(POPMALIMOHHBIX CHCTEMax MepcOHaNbHbIX AaHHBIX (Bbimucka). PCTIK Poccun, 2008.
https://fstec.ru/en/dokumenty/vse-dokumenty/spetsialnye-normativnye-
dokumenty/bazovaya-model-ot-15-fevralya-2008-g?ysclid=Ij8zaq9vbh762206938
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https://www.studentlibrary.ru/ru/book/ISBN5955600531.html
https://www.studentlibrary.ru/ru/doc/ISBN5935172925-SCN0000/000.html
https://www.studentlibrary.ru/ru/doc/ISBN5935172925-SCN0000/000.html
https://www.studentlibrary.ru/ru/doc/ISBN9785991203289-SCN0000/000.html
https://www.studentlibrary.ru/ru/doc/ISBN9785991203289-SCN0000/000.html
https://urait.ru/bcode/513300
https://www.studentlibrary.ru/book/ISBN9785991203234.html
https://fstec.ru/dokumenty/vse-dokumenty/informatsionnye-i-analiticheskie-materialy/informatsionnoe-pismo-fstek-rossii?ysclid=lj93ci3hfz197158689
https://fstec.ru/dokumenty/vse-dokumenty/informatsionnye-i-analiticheskie-materialy/informatsionnoe-pismo-fstek-rossii?ysclid=lj93ci3hfz197158689
https://fstec.ru/en/dokumenty/vse-dokumenty/spetsialnye-normativnye-dokumenty/bazovaya-model-ot-15-fevralya-2008-g?ysclid=lj8zaq9vbh762206938
https://fstec.ru/en/dokumenty/vse-dokumenty/spetsialnye-normativnye-dokumenty/bazovaya-model-ot-15-fevralya-2008-g?ysclid=lj8zaq9vbh762206938

8. Meroanyeckuii JOKkyMeHT "MeToHKa OLEHKH yrpo3 6e3omnacHocTd nHpopMauu" (yTB.
®denepanbHON CIYyKO00H MO TEXHUYECKOMY M AKCIOPTHOMY KOHTpoito 5 ¢ger 2021r.)
https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-normativnye-
dokumenty/metodicheskij-dokument-ot-5-fevralya-2021-g?ysclid=1j8258t2v2240278685
B) 3aKOHO/IaTeJIbHbIE TOKYMEHThI
1. Nokrpuna wmHpopmarmonHoi Oe3omacHoctu Poccuiickoit denepanun (yTB. YKazom
[Ipesunenta P® ot 5 nexkadpst 2016 r. Ne 646).
http://publication.pravo.gov.ru/Document/View/0001201612060002?ysclid=1j8ys2mmuo8
29489602
2. TOCT P UCO/MBK TO 19791-2008r., «MabopmanioHHas TEXHOJOTUsA. MeToabl 1
cpeactBa obecneueHus: Oe3omacHocTH. OrneHKa O€30MaCHOCTH aBTOMATHU3MPOBAHHBIX
cucrteMy», DenepallbHOE areHTCTBO IO TEXHHUYECKOMY PETYIMPOBAHHUIO M METPOJIOTHUHU
Poccun, M.: «Crangaptunadopmy», 2009. - 126¢.
https://gostrf.com/normadata/1/4293822/4293822466.pdf?ysclid=1j92Imnfl9657701603
3. TOCT P HNCO/M3BK 18045-2013r., «MudpopmanmonHas TEXHOIOTHS. MeTOIbl H
cpeactBa  obecrieueHuss — Oe3omacHOCTH.  MeETOJOJIOTHS  OIEHKM  0€30MacHOCTH
WH(MOPMAIIMOHHBIX ~ TEXHOJOrui», denepallbHOE AareHTCTBO IO  TEXHUYCCKOMY
perynupoBanuio u Merpoioruu Poccuu, M.: «Cranpaptundopm», 2014. - 250c.
https://docs.cntd.ru/document/1200105309?ysclid=1]92t4wzs4116415112
4. TOCT P UCO/MDBK «MupopmarimonHas TEXHOIOTHsA. METOIbI U CpeJIcTBa 00ecIIeueHUs
uH(pOpManMoOHHOK Oe3omacHocTH. Kputepun omeHKH 0e30macHOCTH WH(OPMAIMOHHBIX
TeXHOJoruily, deaepanbHOE areHTCTBO MO TEXHUYECKOMY PETYIMPOBAHUIO U METPOJIOTUU
Poccun, M.: «Crannaptuadopm», 2014
15408-1-2012r. «Yacte 1. BBenenue u o01ias MOI€eIb»
https://ohranatruda.ru/upload/iblock/857/4293781374.pdf?ysclid=1j]92qnuo6m156525020
15408-2-2013r. «Yactp 2. OyHKIMOHATbHbBIE KOMIIOHEHTHI 0€30MaCHOCTH
https://docs.cntd.ru/document/1200105710?ysclid=1j92rinibr90314821
15408-3-2013r. «Yacts. 3. KoMmoHeHTHI 1o0BepHUs K 6€30MacHOCTHY
https://docs.cntd.ru/document/1200105711?ysclid=1j92se0uk0508150400
5. TOCT P HCO/M3BK 53113-1-2008 «MH(popManMOHHbIE TEXHOJIOTMH. 3aluTa
WHOOPMAIMOHHBIX ~ TEXHOJOTMA W  aBTOMAaTHU3WPOBAHHBIX  CHUCTEM  OT  yIpo3
nH(GOPMaIIMOHHON 0€30MacHOCTH, Pealu3yeMbIX C TIOMOIIBIO CKPBITHIX KaHaioB. Yacts 1.
O6mue monoxxeHus», defepanbHOE areHTCTBO 1O TEXHHYECKOMY PETYIUPOBAHUIO H
metposoruu Poccun, M.: «Cranaaptundopm», 2009. - 12c¢.
https://ohranatruda.ru/upload/iblock/47a/4293825688.pdf?ysclid=1]920fd8dd451359224
6. TOCT P HNCO/MIK 53113-2-2009 «HpOpMaLlMOHHBIE TEXHOJOTHUU. 3aluTa
WHOOPMAIIMOHHBIX ~ TEXHOJIOTHMA W aBTOMAaTU3MPOBAHHBIX  CHUCTEM  OT  yIpo3
UH(GOPMaIIMOHHON 0€30MacHOCTH, Pealu3yeMBbIX C TIOMOIIBIO CKPBITHIX KaHaioB. YacTp 2.
Pexomenmaruun 1o  3ammre  wHQOpMAIMK, HWHPOPMAIIMOHHBIX  TEXHOJOTHH U
ABTOMATHU3MPOBAHHBIX CUCTEM OT YTpo3 WH(MOPMAIMOHHON 0€30MacHOCTH, PEATU3yEMBIX C
MTOMOIIBIO CKPBITHIX KaHATIOBY DeiepaibHOEe areHTCTBO 110 TEXHUYECKOMY PETYJIMPOBAHUIO
u metponoruu Poccun, M.: «Crannaptunadopm», 2010. - 12c.
https://ohranatruda.ru/upload/iblock/f8a/4293824168.pdf?ysclid=1]92nmtbgm468719509
B) pecypchl cetn «MHTEpHET»
1. bank  paHHpIx  yrpo3  OesomacHoct  uHpopmammu ~ DCTIK  Poccum.
https://bdu.fstec.ru/threat

9. MarepuajbHO-TeXHUYECKas1 0a3a, HeOOX0AUMAasi I OCYIIECTBJIEHHS] 00Pa30BaTeILHOTO
npouecca no JMCUMIInHe.


https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-normativnye-dokumenty/metodicheskij-dokument-ot-5-fevralya-2021-g?ysclid=lj8z58t2v2240278685
https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-normativnye-dokumenty/metodicheskij-dokument-ot-5-fevralya-2021-g?ysclid=lj8z58t2v2240278685
http://publication.pravo.gov.ru/Document/View/0001201612060002?ysclid=lj8ys2mmuo829489602
http://publication.pravo.gov.ru/Document/View/0001201612060002?ysclid=lj8ys2mmuo829489602
https://gostrf.com/normadata/1/4293822/4293822466.pdf?ysclid=lj92lmnfl9657701603
https://docs.cntd.ru/document/1200105309?ysclid=lj92t4wzs4116415112
https://ohranatruda.ru/upload/iblock/857/4293781374.pdf?ysclid=lj92qnuo6m156525020
https://docs.cntd.ru/document/1200105710?ysclid=lj92rinibr90314821
https://docs.cntd.ru/document/1200105711?ysclid=lj92se0uko508150400
https://ohranatruda.ru/upload/iblock/47a/4293825688.pdf?ysclid=lj92ofd8dd451359224
https://ohranatruda.ru/upload/iblock/f8a/4293824168.pdf?ysclid=lj92nmtbqm468719509
https://bdu.fstec.ru/threat

MarepuanpHo-TeXHHUECKasi 0a3a, HeoOXoauMas JJsl OCYLIECTBICHHS 00Opa3oBaTEIbHOTO
mporecca o AUCHUILIMHE BKIIOYAET B CBOM COCTAB CHEIMAIbHBIC TOMEILCHHSL:

- yueOHbIE ayIMTOPUU AJIsl IPOBEACHUSI IPAKTUUECKUX 3aHATUN (CEMUHAPOB);

- yueOHbIe ayTUTOPUHU AJIs IPOBEACHMSI IPYIIIOBBIX U UHIAMBUAYAIbHBIX KOHCYIbTALINH;

- ydeOHbIe AayIUTOPHHM JUIS TPOBEACHUS TEKYIIEr0 KOHTPOJII W IPOMEXYTOYHOH
aTTeCTalluu;

- IOMEUICHUS JJIS1 CAMOCTOSITEILHON pabOThI;

- IOMELLEHMSI IIs1 XpaHEHUs U POPUIAKTUYECKOTO 00CITYy)KUBAHUS TEXHUUECKUX CPENICTB
o0OydeHusl.

[ToMemienuss A CaMOCTOSITENBbHONM PabOThl O0YYarOIIMXCsSl OCHALIEHbI KOMIIBIOTEPHON
TEXHUKOM C BO3MOXHOCTBIO TOJAKIIOYCHHUS K ceTH «MHTepHeT» M obecredeHueM J0CTymna K
AJICKTPOHHOU MH(OpMaIIMOHHO-00pa3oBaTeabHOM cpeae SApl'Y.

ABTOp:

cTapumii npenonaasatens kageapst Kb u MMOU A.B. Caxanna



IIpunaoxenne Ne 1 k paGoyeii nporpaMmme M CHMIIIMHBI
«OcHOBBI HHPOPMALITMOHHOW 0€30ITACHOCTH»

MoH/1 OLIEHOYHBIX CPEACTB
AJIsl IPOBe/IeHUs TeKylleil U MPOMeKYTOYHOI aTTecTalliu CTY/AeHTOB
1O JUCHUIJINHE

1. TunoBbIe KOHTPOJILHBIE 32/IaHNUS WM HHBbIE MATEPHAJIBI,
HCIoJIb3yeMble B Npouecce TeKyuieil arrecranuu

Ilepeyens BOMPOCOB /17151 ONPOCOB HA MPAKTHYECKUX 3aHATHIX:

1. Ha ocHoBe wmarepuanoB ¢enepanpHOro OaHKa JaHHBIX Yrpo3 O€30MacHOCTH,
BeAymierocss B pasgene «TexHudeckas 3ammra uHpopmanun»  (https:/bdu.fstec.ru) na
odpunmaasHoM caiite ®CTIOK Poccun u cemelicTBa HAIIMOHAIBHBIX CTAHIAPTOB 3aIUTHI OT yIPo3,
peanuzyembix uepe3 ckpwithie kaHanel (TOCT P MCO/MDBK 53113-1-2008, 53113-2-2009)
copMynupoBaTh U OOOCHOBaTb, - B YE€M CYTh OTIIMYMM POCCHUICKON KiIacCUpUKALMHU Yrpo3
0€30MaCHOCTH OT MPUHATON B 3alaIHBIX CTaHAApTaX?

2. YeM OTIMYAIOTCS ONHUCAHHBIE YS3BHUMOCTU OT TaK HA3bIBAEMBIX YSI3BUMOCTEH
«aynesBoro aus»? O60CHOBATH OTBET.

2. B 4ueM COCTOMT CyTh 3allUTHl OT HApYIIEHUs KOH(PUIECHIHMATBHOCTH, I[EIOCTHOCTU U
JOCTYITHOCTH HH(OpMAIHH?

3. B uem coCTOUT CyTh Pa3IMYHbIX OOLICYNOTPEOMMBIX MOJeNell ypaBIeHHs! 10CTYIIOM K
KOMIIBIOTEPHON HH(pOpMAITN?

4. Ha ocHOBe MaTepuaJoOB ceMelcTBa HAIMOHAIbHBIX cTaHaapToB Poccum B cdepe
KpUTEpHeB OleHKH Oe3omacHocty nHpopmannoHubix cucreM ('OCT P UCO/MDK 15408-1-2012
«Yacte 1. Benenue B o6myw ™mozaens», ['OCT P MCO/MDBK 15408-2-2013 «Yacts 2.
OyHKIIMOHANBHBIE KOMIIOHEHTHI O6e3onmacHoctny, 'OCT P NCO/MOBK 15408-3-2013 «Yacts 3.
Komnonentsl noBepust k Oe3omacHocTH») chopMmynupyiite U 00OCHYHTEe Mmapagurmy
(YHKIIMOHATIBHBIX KpUTEPUEB MHPOPMAIIMOHHOM Oe3onacHocTu B Poccuu.

5. Kak onpenenuth BeposTHBIE LI€IM KOMIBIOTEPHOH aTaku MO Npu3Hakam (opMbl ee
peanuzanuu?

5. Kakue BbI 3HaeTe MoJiesId B3aUMOECHCTBUS TPOrPaMMHOM 3aKJIaIKK C aTaKyeMOW KOM-
MBIOTEPHON CUCTEMOM?

6. Ha3oBuTE Npennocbulki K BHEAPEHUIO U METO/IbI BHEJPEHUS IPOrPaMMHBIX 3aKJIa/10K.

7. B 4eM 0COOEHHOCTHM KOMITBIOTEPHBIX BHPYCOB, BBIIEISIEMBIX B OTIENBHBIA Kiacc
BPEJIOHOCHBIX ITporpamm?

8. OxapakTepu3yiTe *KU3HEHHBIA LUKI, 0COOEHHOCTH (PYHKIMOHUPOBAHUS, OCOOEHHOCTH
MPOTUBOJICHCTBUS KOMITBIOTEPHBIM BUpYCaM TOTO WJIM MHOTO Kjacca.

9. KakoBbI COCTABIISIONINE POCCUICKON CUCTEMBI 00eCTIeYeHUsT 0€30TTaCHOCTH KPUTHYECKIX
MH(GOPMAIMOHHBIX CHCTEM OT KOMITBIOTEPHBIX aTak?

10. Ha ocuose nonoxernuii TOCT P UCO/MDK 18044-2007 «MeHEIKMEHT UHIIAIEHTOB
MH(POPMAIIMOHHON 0e30macHOCTH», CchOpMYyIUpyHTe M OOOCHYWTE aNrOpuTMBbl JIEHCTBHIA,
PEKOMEHIyeMbIe [T PEIICHHsI 3a/1a9 TPOTHBOICHCTBUS KOMITBIOTEPHBIM aTaKaM.

11. Ha ocnose nonoxenuit [OCT P MCO/MBK 18044-2007 «MeHemKMEHT UHIUICHTOB
nHpopMalMoOHHONW Oe3o0macHoCTH», cHOopMyIUpyiiTe U OOOCHYHTE alrOpuUTMbl JAE€UCTBUH,
peKOMEeHAyeMble Uil pelleHus 3ajady MPOTHUBOJACHCTBUS BpPEIOHOCHOMY MPOTPAMMHOMY
00ecrneueHuIo.

12. Ha ocuoe marepuamoB ['OCT P MCO/M3K 53113-1-2008 «HpopmanmoHHbIe
TEXHOJIOTUH. 3aluTa HHPOPMAIMOHHBIX TEXHOJOTHI M aBTOMATH3MPOBAHHBIX CHUCTEM OT YIpo3
MH(OPMAIMOHHOM 0€30MaCHOCTH, peaIn3yeMbIX C MOMOIIBIO CKPBITHIX KaHaioB. Yacts 1. O0mue



https://bdu.fstec.ru/

nonoxeausn» u [OCT P UCO/M3BK 53113-2-2009 «Mu(popMaiMOHHBIE TEXHOJIOTHH. 3alluTa
MH(OPMALIMOHHBIX TEXHOJOTUH M aBTOMAaTU3WPOBAHHBIX CHUCTEM OT Yrpo3 HHQPOPMAIMOHHOM
0€30MaCHOCTH, PEeaTU3yeMBbIX C MOMOIIBIO CKPBITHIX KaHaOB. YacTh 2. PexoMeHnganuu no 3ammre
uHpopmanuy, UHGOPMAIMOHHBIX TEXHOJOTUH U aBTOMATU3MPOBAHHBIX CHUCTEM OT YIpo3
MH(POPMAIIMOHHOHN O€30MaCHOCTH, PEATU3yEMBIX C IIOMOIIBIO CKPBITBIX KaHAJIOBY, CHOPMYIHPYHTE
U OOOCHYHTE OCHOBBI 3alllUThl OT KOMIBIOTEPHBIX BHPYCOB M APYroro BpPEIOHOCHOTO
MIPOrpaMMHOT0 00€CTICUCHUS.
13. Ha ocnoBe MmarepuanoB TpeOGoBaHus mo mpodwissM 3amuThl MHPOPMAITMOHHBIX

cucreM 4-10, 5-r0 1 6-ro KiaccoB U3 HopMaTtuBHBIX J0KyMeHTOB PCTIK Poccun «TpeboBanus k
cucTeMaM OOHapyXEeHHUs BTOpKEHUI», BBeeHHbIX nmpukazoM ®CTIK Poccun ot 6 nexadbps 2011
r. Ne 638 (3apeructpupoBan Muntocrom Poccun 1 ¢espans 2012 r., per. Ne 23088), npuBeaure
000CHOBaHUE pa3NuyMii B TpeOOBaHUAX K ykazaHHBIM kiiaccam MC asist 3a1IUThl OT KOMITBIOTEPHBIX
aTaK U BTOP>KCHUM.

14. KakoBbl (h)YHKIMH YYaCTHHKOB peaIU3allMd CUCTEMBbI oOecreueHuss Oe30macHOCTH
KPUTHYECKHX MH(POPMAITMOHHBIX CUCTEM OT KOMIIBIOTEPHBIX aTaK?

2. Cnucox BONPOCOB M (MJ1H) 3a1aHMil /1 MPOBeeHHs IPOMEKYTOYHOU aTTecTaAluN
CnHcoK BONIPOCOB K 3a4eTy

1. [lepeuncaure u oxapakTepusyiiTe yrpo3sl HHPOPMaLMOHHON 6e30nacHocTu Poccuiickoit
denepanyn, ykazanuble B «JlokTpuHe nHpopMannoHHoii 6e3onacHoctn» Poccuiickoii depepannu.

2. HazoBuTe u onumuTe 1€y, 3aJja4d U HalpaBJIEHHOCTh «J{OKTpuHBI HH()OPMAIIMOHHON
6e3onacuoctn» Poccuiickoit denepanuu.

3. Chopmynupyiite u 060cHyiiTe 00IIMEe MPUHIUIBI TOCTPOSHUS 3aIUTHI HH(OpPMALUK B
Poccun. IlpuBenurte Ha3BaHMsd M Ha3HAUYEHHWE W3BECTHBIX BaM HalMOHANBHBIX CTaHAAPTOB,
PEryIupyroIuX JaHHYIO TEMY.

4. B uem CyTh pOCCHIACKOH Kiaccu(uKaius yrpo3 U €e OTIIMYUe OT IPUHATON B 3ara HbIX
cranaaprax. IlpuBennure Ha3BaHUs M Ha3HAYEHHE M3BECTHBIX BaM HalMOHAIbHBIX CTaHIAPTOB U
HOPMAaTHBHBIX MPaBoOBbIX ToKkyMeHTOB PCTIK Poccuu, perynupyronumx 1aHHYIO TEMY.

5. Jlaiite 0030p CpeACTB M METOJ0B HMH(GOPMAIMOHHON/KOMIIBIOTEPHOM 0€30MacHOCTH,
npuHAThIX B Poccum. IlpuBenuTe Ha3BaHMS M Ha3Hau€HUE HM3BECTHBIX BaM HallMOHaIbHBIX
CTaHJapTOB, PETYJIUPYIOIIUX JaHHYIO TEMY.

6. [laiiTe onricaHne OCHOBHBIX METOIOB HAPYIICHUSI KOH(DUICHIINAIEHOCTH, IIEIOCTHOCTH U
JOCTYITHOCTH UH(OPMAIIH.

7. HaszoBuTe U oOXapakTepu3ylTe OCHOBHbIE MOJEIU YIOPABIEHUS JIOCTYIIOM K
KOMIIBIOTEPHON MH(pOpMAIIH.

8. HazoBuTe 1 0xapakTepu3yiiTe 00IIeT0Ib30BaTeIbCKAE CUCTEMBI KOHTPOJIS IPaB I0CTYTIA
K KOMIIBIOTEpHON HH(OpMAIIH.

9. Ha nro60M NpOW3BONBHOM TMpHMEpe ONHUIIUTe MOJelb BEpOSTHOTO HAPYIIUTEINS,
Monenb AefcTBHI BEPOSTHOTO HAPYIIUTEINS, COOTHECUTE X ¢ MOZIEIBbIO TOCTPOCHHUS 3aIMTHI Ha
OCHOBE JIBYX MPEAbIIYIIUX.

10. ITpuBeauTe M OXapakTepU3ylTe U3BECTHbIE U3 y4eOHOW JIUTEpaTyphl Kiaccu(uKaluu
OCHOBHBIX BUJIOB KOMITBIOTEPHBIX aTak.

11. OnmmmuTe M KpaTko OXapakTepu3yiTe METOJbl M TAaKTUKY IPOBEICHHUS CETeBOH
pa3BeIKU.

12. Onummre M KpaTKO OXapaKTepU3yHTe CpeIACTBa M METOAbl MPOTHUBOJACHCTBUS
KOMITBIOTEpHBIM aTakaM. [IpuBenuTe Ha3BaHUS W Ha3HauY€HHE M3BECTHHIX Bam HalMoOHaIbHBIX
CTaHJIapTOB, PETYIUPYIOLIUX JaHHYIO TEMY.

13. TlpuBenuTe W3BECTHBIE WX YYEOHOH JHTEpaTyphl KIACCU(PUKAIMH BPEIOHOCHBIX
IIPOrpaMM.



14. OnummTe 1 KpaTKo OXapakTepu3ylnTe NpU3HAKU NpUCYTCTBUS BpegoHocHoro [10.

15. HazoBute u oxapakrepusyiTe criocoObl BHeIpeHUs BpeaoHocHoro [10.

16. HazoBute u oxapakTepu3yiTe MeTonbl ooHapyxenus: Bpegonocuoro [10. Ilpuseante
Ha3BaHMs W Ha3HAYCHHE U3BECTHBIX BaM HallMOHANBHBIX CTAHAAPTOB, PETYIUPYIOIUX JAHHYIO
TEMY.

17. B uem cocTOUT OTIMYME YTE€YKH MH(DOPMALMHU MO TEXHUYECKUM KaHajlaM OT JIPYTHX
BUJIOB?

18. B ueM coCTOUT CyTh YHUKAaJIbHBIX HJEHTU(HUKATOPOB HHTEPHET-II0Jb30BAaTEICH U
AJIEKTPOHHBIX "OTHEYaTKOB" pabOTHI B COIMATBHBIX CETSIX?

19. B uem coctout cyTh 1 1ienu «MHbopMarmoHHOM BOWHB)?

20. Kakwue BbI 3HaeTe BUIBI «MTHOOPMAIITHIOHHOTO OPYXKHSI»?

IIpaBusa BbICTABJIEHUS OLEHKH.

OrneHka 3HaHUN IO UTOTY MPOXOKICHUS Kypca MPOBOIUTCS B GopMe IPUHATHSA 3a4eTa.

Ha 3agere mpoBepsiercsi c()OPMHUPOBAHHOCTh BCEX YKa3aHHBIX B y4eOHOW mporpamme
KOMIIETEHIIUH.

B Ouner muist 3auera BKIIIOYAIOTCA JIBa TEOPETUYECKUX Bompoca. Ha moaroroBky K oTBeTy
JlaeTcsl He MeHee | akaJeMU4ecKoro vaca.

Takke ecTb BO3MOKHOCTb OTBETHUTb HA KOHTPOJIBHBIE BOIPOCHI B JJIEKTPOHHOM Kypce
«OcHoBBI HH(pOpManOHHOM Oe3onacHocT» B LMS Dnextponnsiii yauepcuteT Moodle Spl'Y.

I1o uToram OTBETOB CTYJEHTY BBICTABIISIETCS OJIHA U3 OLIEHOK: «3aY4TEHO», «HE 3aYTECHOM.

OueHka «3a4YTEHO» BBICTABISETCA CTYIAEHTY, €CJIM: OH 3HAET OCHOBHBIE ONpPEEICHUs,
[IOCJIEZI0BATENIEH B M3JI0)KEHUU MaTepuaa, 1eMOHCTpUPYET 0a30Bbl€ 3HAHUS TUCLUIUINHBIL, BIaJEET
HEO0OXOIMMBIMU YMEHHUSIMH U HABBIKAMU TPU BBIMOTHEHUH MTPAKTHYECKHUX 3aaHH.

OueHka «He 3a4YTEHO» BBICTABISIETCS CTYACHTY, €CIM: OH HE 3HAaeT OCHOBHBIX
onpeseNieHUul, HEeMocle0BaTeleH U COMBYMB B M3JIOKEHMHM MaTepuana, He obiamaer
OIpe/IeIEHHOW CHCTEMOM 3HAHMU MO TUCLUIUIMHE, HE B MOJHOW Mepe BIIaJieeT HEOOXOAUMBIMU
YMEHUSIMU U HaBbIKAMU IPH BBINOJIHEHUU IPAKTUYECKUX 3aJaHUH.

OueHka «He 32Y4TEHO0» BBICTABJISACTCS TAKXKE CTYACHTY, KOTOPBIA B3sUI 3K3aMEHALIMOHHBIN
OuseT, HO OTKAa3aJCs JaTh HAa HETO OTBET.
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IIpunoxenne Ne2 k paGoueil nporpamMme AUCHHUIIIMHBI
«OcHOBBI HHPOPMALIMOHHON 0€30MTACHOCTH»

MCTOIII/I‘leCKI/Ie YKazaHudd 1Jisl CTYACHTOB I10 OCBOCHHMIO JTUCITUIIJIMHBI

W3ydyeHne NUCHUIUIMHBI IMIPEAINIONATacT YBEPEHHOE BJIAJEHUE KOMIIBIOTEPOM, YMEHHUE
OCYILIECTBIISATH MOUCK M OLIEHKY IOCTOBEPHOCTH HE0OX0AnMOM nH(opMariu B cetu IHTEpHET, HO
CTYIEHTY JOCTAaTOYHO CJIOXKHO CaMOCTOSITEIbHO OCBOWUTH BOIPOCHl JUCHUILUIMHBL «OCHOBBI
uHpopMaMOHHOM Oe3omacHocTHY. Tlocemenue Bcex MpeayCMOTPEHHBIX ayIUTOPHBIX 3aHATUI
ABJISICTCS COBEPLIEHHO HEOOXOAMMBIM B CHJIy OOydeHMs] Ha HHUX Y4YallMXCSl CPaBHUTEIIbHBIM
OLIEHKaM 3HaHWW M3 Pa3IMYHBIX UCTOYHHUKOB, KPUTHUECKON MX OleHKU. Takxke 0e3 YyHOpHBIX U
PETYJIIPHBIX CaMOCTOSITEIbHBIX 3aHATHN B TEYEHHE CEMECTPA, JKEIATEIIBHO € «YNPEXKAAOMUM
3HAaKOMCTBOM» C COJEPKaHUEM IIPEACTOAILEIO 3aHATHSA, KpPallHE CII0)KHO YCBOWTH JIOTHKY U
apryMEHTalUI0 YIOMSHYTBIX CPAaBHUTENBHBIX OLIEHOK M KPUTHYECKOTO aHaJIW3a 3HAHUU W3
pPa3IMYHBIX HMCTOYHMKOB, YTO HE IO3BOJIUT CTYJAEHTaM pa3BUTh IIPOJBHUHYTOTO U BBICOKOIO
YPOBHS KOMIIETCHIIUMN.



