MHUHOBPHAYKHN POCCUH
SpocaaBckuii rocynapcrBeHHblii yausepceuter uM. ILT. lemugoBa

Kadenpa nnrennexTyanbHbIX HHPOPMAITMOHHBIX PaInO(PU3NUECKUX CUCTEM

YTBEPXIAIO

Jlekan MaTeMaTH4ecKoro (akymnbreTa

Hectepos I1.H.
20 mas 2025 1.

PaGouasi nporpaMMa TUCHHIINHBI

SamnTa I/IH(l)OpMaII]/I]/I OT YTCYKH 10 TEXHHYCCKUM KaHa/laM

Hanpasnenue noaroToBku (CrennaibHOCTH)
10.03.01 NudopmannonHas 6€301acHOCTh

Hanpasnennocts (mpoduin)
«be3onacHOCTh KOMIBIOTEPHBIX CUCTEM (B chepe HHPOPMAIIMOHHBIX TEXHOIOTHIA)»

®opma 00ydeHus: oyHast

[Iporpamma paccMoTpeHa [Iporpamma ono6perna HMK
Ha 3acelaHuu Kadenpsl (U3HKO-TEXHUYECKOTO (paKyapTeTa
ot 24.04.2025, npotokosn Ne 9 npotokois Ne 4 ot 28.04.2025

Spocnasnb



1. I{esiu OCBOECHUSA TMCHUTNIUHBI

LenssMu OCBOEHHUS NUCHMIUIMHBI «3ammra MH(GOpPMAUK OT yTEUYKH MO TEXHUYECKUM
KaHajam» SBJSIIOTCS (PU3UYECKHEe OCHOBbI 00pa30BaHUS TEXHUYECKHX KaHAJIOB YTCUKH
UH(OPMALIUU U TPUHLIHUIBI pAa0OTHl TEXHUYECKUX CPEICTB 3alUTH HH(POPMAIIH.

OcHoBHasl 3afjaua Kypca 3akKJI04aeTcsi B BBIPAOOTKE Yy CTYIEHTOB HABBIKOB U yYMEHHUS
OLIEHKH BO3MOYKHOCTH BO3HUKHOBEHHUS YTEUKH MH(POPMAIUH 110 TEXHUYECKUM KaHalaM, a TaKKe
3¢ (peKTUBHOCTH CPEJCTB U METOI0B 3alIUTHl HHGOPMAIUH.

2. MecTO AMCHUILIUHBI B CTPYKTYpe 00pa3oBaTe/IbHOM MPOrpaMMbl

JuctumuimHa «3amuTa “HQOPMAIK OT YTEUKH 110 TEXHUYECKUM KaHallaM» OTHOCUTCS K
00s3aTeNnpHOM YacTH 00pa30BaTeIbHON MPOrPAMMBI.
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QJICKTPOJAUHAMUKU,
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CTYJEHTBI
CXEMOTEXHUKH,
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KOMHBIOTepHOfI pa3BCaKE, UMCTh MMPEACTABIICHUC 00 OCHOBHBIX ITOHSTHAX AKYCTUKH, MCXaHUKHU

H JJICKTpUYCCTBA.

3. Illianupyembie

pe3yJIbTaThl

o0yuyeHusi 1O

AUCHHUIIIMHE, COOTHECCHHbIC C

IUIAHUPYEMBIMH Pe3yJIbTATAMM 0CBOEHUSI 00Pa30BaTeJbLHOMH MPOrpaMMbl

IIponiecc u3ydyeHus AUCUUILIMHBI HAlIPaBieH Ha (POPMUPOBAHUE CIEAYIOIIUX JIEMEHTOB
kommereHmii B cootBerctBuu ¢ ®I'OC BO, OIl BO u mpuoOpeTeHus CleAyOUMX 3HAHHM,
YMEHUH, HaBBIKOB U (WJIM) OIBITA 1EATEIbHOCTH:

Dopmupyemas
KOMIeTeHIHs
(xox M popMyJIHpPOBKA)

HNaankaTop 10CTHKEHHUSA
KOMIIeTeHII U
(kox u popMyJIIPOBKA)

Ilepeyenn
IUVIAHMPYEMBIX Pe3yJIbTATOB 00y4YeHus

OowmenpodgeccuoHaJbHbIC KOMIIETCHIHH

OIIK-9

CriocobeH MprUMEeHSITh
cpeacTBa
KpHIITOrpaduuecKon u
TEXHUYECKOM 3aIUTHI
WHGOPMAITUH JUTS PEIICHUS
3a1a4 mpodecCHOHATBHOM
JIeSITeJIbHOCTH,

H-OIIK-9.3

[TIpoBOAUT UCTOUYHUKOBBIN
MIOUCK B CBOEH IPEIMETHOM
obnact

3HaTh:

OCHOBHBIC 3Tallbl IOATOTOBKU HAYYHOI'O
0T4Y€Ta U KOHCTPYKTOPCKO-
TEXHOJIOTHYECKON JJOKYMEHTAIIHH.
Ymern:

HCIIONTE30BATh 3JIEKTPOHHBIE
npoeccuoHaIbHbIE 0a3bl TAaHHBIX U
3HAHUN JJI1 TOATOTOBKHU HAYYHBIX
OTYETOB.

Baaners HaBbIKAMM:

MOKCKA MOAXOIAIICH HHPOPMALIUU C
UCIIOJIb30BaHUEM 0a3 IIUTUPOBAHUS
elibrary, google.scholar u ap., uaTepHert-
coobmectB Stackexchange u ap.

N-OIK-9.4

IIpenyaraeT pemieHus o
3alnTe 0OBEKTOB
WHPOPMATHU3AIHN OT YTCUKU
UHPOPMAITUH TTI0
TEXHUYECKUM KaHaiaM

3HaTh:

-(pu3Hyeckre OCHOBHI YTEUKH
nH(pOpMaLUK 0 TEXHUYECKUM KaHallaM B
00beKTax HHPOPMATH3AIINY;

Ymern:

- PacCUHMTBIBATh TAPaMETPhI
3aLIUIIEHHOCTH 00BEKTOB
nH(pOpMATU3AIUH OT YTEUKH TI0
TEXHUYECKUM KaHAJIaM;




- aHATM3UPOBATh U OCYIIECCTBIISTh
000CHOBaHHBIN BRIOOP TEXHHUECKHUX
CPEJICTB 3aIUThHI HHPOPMAIHH;
Baagers HaBbIKaMu:

KOMITHJISIIIAY TH(OPMAIIHN C
ucnonp3oBanreM GitHub u Google —
JIOKYMEHTOB.,

OIIK-11

CrocoOeH MpOBOIUTH
SKCIIEPUMEHTHI TI0
3a1aHHON METOAUKE U
00paboTKy UX pe3yabTaToOB

MN-0O1IK-11.2

Crioco0eH 00HApYKUTh
MPUYHHY yYTPO3BI
0C30MMacCHOCTH U YCTPaHUTh €6

3HaTh:

(u3HNvecKre OCHOBBI YTEUKU
WHPOPMAIIUH IO TEXHUYECKUM KaHAJIaM B
o0BbeKTax HHPOPMATH3AIIHH;

Ymersn:

- 00HAPYKUTh PUIHHY YIPO3BI
0€301MacCHOCTH U YCTPAHUTh €&

- aHATM3UPOBATh U OCYIICCTBIIATh
000CHOBAaHHBIN BEIOOP TEXHHUECKHIX
CPEJICTB 3aIIUTHI UH)OPMAITUH.

IIpodeccnonabHble KOMIIETEHIIUN

MK-3

Crioco0eH obecrieunBaTh
KOHTPOJIb HaJ[
coOumoieHneM TpeOoBaHui

HU-MIIK-3.1

3HaeT ¥ TOHUMaeT
HOpMaTI/IBHBIe Tp€6OBaHI/I$I 110
3ammtTe HHGOpMaLuU

3HaTh:
- HOpMaTHBHBIE TPEOOBAHUS IO 3aIUTE
uHQOpMaIUH

1o 3amuTe HHHOPMAITUN

N-MK-3.2

YMeer ocymecTBISTh OLEHKY
1 KOHTPOJIb UCIIOJTHCHUA
TpeOOBaHUIA 11O 3aIIUTE
nH(pOpMAITUI

Ymern:

- OCYIIECTBIIATB OLEHKY U KOHTPOJIb
UCTIOJIHEHHS TPEOOBaHUH 110 3aIUTe
uHQOpMaIUH

H-11K-3.3

Bitaneer HaBpikamu
OCYILIECTBIICHNSI KOHTPOJIS HaJ
coOroienreM TpeboBaHuil o
3ammtTe HHOPMaLUU

Bnagers HaBBIKAMM:

- OCYILECTBIICHHUS KOHTPOJIS HaJl
coOJroIeHrneM TpebOoBaHUil 0 3aIInTe
nH(pOpMaIuu

4. O0beM, CTPYKTYpa U coJep:KaHue TUCHUTLIUHBI

OO01as TpyA0eMKOCTh TUCHHUIUIHHBI COCTaBIsIeT 5 3a4eTHhIX equHuil, 180 akaz. gacos.

Ne Tembl (pa3nesibl) Buabl yueOHbIX 3aHATHI, DopMBbI TEKYLIET0
n/n AUCUMILINHBI, BKJIIOYAsl CAMOCTOATEIbHYIO KOHTPOJIA
HX coJep:KaHue padoTy CTy/AeHTOB, ycrneBaeMocTH
H UX TPY/10E€MKOCTh
(B akaieMHUYeCKHMX Yacax) dopma
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1 |BBonxnas nexuus 7 2 5
2 |TexHuueckue KaHaJbl yTeuku| 7 4 5 5 1 20 |oTuer mo
peueBoii nHpopMan nabopaTopHoii paboTe
Nel;




3 |TexHuueckue KaHaJbl yTeuku| 7 4 6 4 1 20 |oTuer mo
nHbOpMaIUH, nmabopaTopHO# paboTte
o0OpabaTeiBaeMOi Ne2;

TEXHUYECKUMH CPEICTBAMH
00paboTKM U Iepeaadn

nHadopmaruu (TCIIN)

4 |TexHuYeCKUE KaHAIbI yTEUKH| [ 2 5 5 2 20 |oTuer mo
MHQOpMaIUK NIPU TIepeaayde nabopaTopHoii paboTe
€e 10 KaHajaM CBS3U Ne3;

5 |Mepomnpusarus mo 7 2 6 2 2 20 |otueT mo
BBISIBJICHUIO KAHAJIOB YTCYKU naboparopHoi paboTe
nHDOpMaIuu Ned;

6 |OpraHuzanys HHXEHEPHO- 7 2 | 10 2 20 |3amUTa KOJJICKTHBHOI'O
TEXHUYECKOW 3aIUThI HPOEKTA
uHQOpMaIH

0,3 | 2,7 |3auer

Bcero 16 | 32 |16 | 8 | 0,3 |107,7

Conep:xkaHue pa3iesioB U CHUTITHHBI

1. BBoanas Jekuus

1.1 Benenne. Bupl, MICTOUHUKU U HOCUTEIIU 3aIIUIAEMOI HH(DOPMAITUH.

1.2 TexHuueckue KaHanbl yreuku uHpopmanuu. CTpykTypa, Kiaccuukanus U OCHOBHBIE
XapaKTEPUCTHUKHU.

2. Texnuveckne KAaHAJIbI YTEYKH pe4yeBOd HH(POpMaLuu

2.1. KpaTtkue cBeneHus Mo akycTuke. 3ByKoBoe€ mouie. JIuHeliHble XapaKTepUCTUKU 3BYKOBOTO
1oJ1s. DHEPreTHUecKue XapakTepucTUKY 3ByKoBoro nods. I[Inockas Bosnna. Cepudeckas BosHa.
AKYCTHYECKME U DJEKTPUUYECKHE YPOBHU. 3BYKOBBIE CHUTHajibl. MacKMpOBKa 3BYKOBBIX
CUTHAJIOB.

2.2. IIoHATHOCTb M Pa300puYMBOCTh peud. YacTOTHBIA TUaNa3oH U CHEKTpbl. 3ByKOBOE IOJE B
MOMEILEHUH. 3BYKOBOU (POH B MOMEIIEHUHU. XapaKTePUCTUKH MOMEIIEHUSI. 3BYKOIIOTIOMAOIIIE
MaTepraibl ¥ KOHCTPYKIUH. 3BYKOU30JIALUSA IOMELICHH.

2.3. AKycTu4ecKue KaHaJbl YTeUKH pedeBoi nH(opMaluu.

2.4. BubpoakycTrueckue TeXHUYECKHe KaHalbl YTeUKU pedeBoi MH(OopMaIum.

2.5. ONTHUKO-2JIEKTPOHHBIIN KaHAJl yTEUKU peueBOil HHPOpMaIIIH.

2.6. [TapameTpuueckre KaHallbl yTEUKH peueBOi HH(POPMAILIHH.

3. Texunuyeckue KaHaJIbI yTe4Kd HHGopmanuu, odpadarsiBaemoii TCITH

3.1. ®usndeckas NpUpoAa MOOOYHBIX HJIEKTPOMArHUTHBIX M3IydeHuH. OCHOBHbBIE YpaBHEHUS
AIIEKTPOMAarHUTHOTO TOJS. OJIEMEHTAapHBIA 3JIEKTPUUYECKUH H3JIydaTenlb. OJEMEHTapHbII
MarHUTHBIN U3J1y4aTelb.

3.2. DnekTpoMarHuTHbIE KaHanb! yTeuku nHpopmanuu TCIINA

3.3. DnekTpuyeckue KaHaibl yTeuku HH(opmanuu. HaBoAKM 37€KTPOMAarHUTHBIX W3Iy4EeHUH
TCIIN

3.4. IlapameTpuueckuil KaHaJ yTeUKU HHPOPMALIUH.

4. TexHnyecKkHe KaHAJIbI YTeYKH HH(OPMALMU NPH Nepeaye ee M0 KAaHAJIAM CBSA3H

4.1. DnexTpuueckue JIMHUU cBA3U. CpeacTBa nepenadu dJIEKTPUUECKUX CUTHAJIOB.

4.2. Kananbl yTeuku HHPOPMAIINH 32 CUET Mapa3UTHBIX CBSA3EH.

4.3. DnexTpuueckue KaHaibl yTeuku uHpopMarmu. KoHTpoibs U mpociymuBaHue TenedOoHHbIX
KaHaJIOB CBSI3U.

4.4. DneKkTpoMarHUTHbIE KaHAJbl YTEUKU HH(DOpMAIUH.

4.5. IHnyKIMOHHBIN KaHaJl yTeUYKH HH(DOPMALIUU.

4.6. be3omacHOCTbh ONTOBOJOKOHHBIX KAOEIbHBIX CUCTEM.

S. MeponpusiTUs 10 BBISIBJICHHIO KAHAJIOB YTEYKH HHPOPMALUT



5.1. O6mue mpUHIUNBI BbIsIBIEHUS. MHIUKATOPHI 35eKTpoMarHuTHoro noisi. CkaHupyromue
paauONPUEMHUKH. AHaIU3aTOpbl CIEKTpa, paguoyacToTomMephl. HenuHelHble JOKaTOpPHI.
Mertamnonerextopsl. [logaButenu AUKTOPOHOB.

5.2. TexHuueckue cpeacTBa 3amUThl MHGopManuu. 3ammra HHGOOPMALKUU B CETSIX CBSI3U.
Anmnaparypa KOHTpOJI JIMHUN CBSI3U. AmIaparypa 3aliuThl JUHUI cBsa3u. CpencrBa co3laHus
aKyCTHMUYECKHX MacKHpyrommx noMex. CpeacTBa co3AaHUs 3JIEKTPOMATHUTHBIX MAaCKUPYIOIIUX
IIOMEX.

5.3. besaxoseie kamepsl (BOK). DxpanupoBaHHbIC TOMEIICHUS.

6. Opranu3zanus MHKeHEPHO-TeXHMYECKOI 3alMThI HH(pOPMALUH

6.1. 3amaun MHXEHEPHO-TCXHMYECKOW 3amuThl HHGoOpManuu. [IpuHIMOBI HHXXEHEPHO
TEXHUYECKOH 3amuThl nHPopMannu. OCHOBHBIE METOJIBI 3alIUTHl HH(POPMAIIMN TEXHUYECKHUMU
CpeICTBaMHU.

6.2. CriocoObI U CpeAcTBa MHKEHEPHOW U TEXHUYECKON OXpaHbl 00HEKTOB.

6.3. CriocoObI ¥ CpeICTBA MPOTHBOACUCTBHS TOICTYIINBAHHMIO.

6.4. CriocoObl M cpeacTBa MPEAOTBPALICHUS YTEYKM WH(POPMALUU C TOMOIIBIO 3aKIIaJHBIX
ycTpoiicTB. JleMackupyrouye Npu3Haky 3aKIa{HbIX YCTPOUCTB.

6.5. OCHOBBI METOOJIOTUY MH)KEHEPHO-TEXHUYECKOM 3alUThl HH()OPMAIIHH.

5. Odpa3oBareibHbIe TEXHOJOTHH, B TOM YHCJI€ TEXHOJOTHU YJIEKTPOHHOr0 O0Oy4eHHs W
JAUCTAHIHOHHBbIE 00pa3oBaTe/JibHbIe TEXHOJOIHHM, HCIOJIb3yeMble TNPH OCYIIeCTBJIEHHH
00pa30BaTeJILHOIrO MPoIecca Mo AUCIHIJIHHE

B nporecce 00yueHus: UCTIONB3YIOTCS cielyrolue 00pa3oBaTeIbHbIe TEXHOIOTUU:

BBoanasi JieKIHMS — 1a€T NEPBOE LEIOCTHOEC INPEIACTABICHHE O JUCLHUILUIMHE U
OPUEHTHUPYET CTYAEHTAa B CUCTEME M3yYEHUS NaHHOW OUCUMILIMHBL. CTYIEHTBHI 3HAKOMSTCS C
Ha3HAuYEHHEM W 33/1a4aMy Kypca, €ro pojbl0 M MECTOM B CHUCTEME y4YeOHBIX JWCIHILINH U B
cucTeMe IMOATOTOBKM B LeioM. Jlaercs kpaTkuil 0030p Kypca, UCTOpHs pa3BUTHUS HAyKU U
IIPAKTUKHU, TOCTUKEHHUS B ATOU cepe, MMEHA U3BECTHBIX YUYEHBIX, U3J1araloTcsl NepCreKTHBHbBIE
HalpaBjeHUs HccienoBaHuid. Ha 23TOM  JeKUMM  BBICKA3bIBAIOTCA  METOAMYECKHE U
OpraHM3al[MOHHbIE OCOOCHHOCTH pabOThl B paMKax JaHHOM IMCUUIUIMHBI, a TakXKe JaeTcs
aHaJIU3 PEKOMEHIyeMol yuyeOHO-METOJUUECKOM IUTEepaTypHl.

AxajeMHYecKasi JeKIHUSA ¢ JJIeMEHTAaMH JIeKIUH - Oecelbl — [10CJIEI0BATEILHOE
U3JI0KEHUE MaTepuana, OCyIEeCTBIIEMOe IPEUMYILIECTBEHHO B BUJIE MOHOJIOTA IIPETIO1aBATEIIs.
OneMeHThl JIeKIMU-0ecebl O00eCHeurBalOT KOHTAaKT MpEenojaBaTesis € ayauTOpueHd, uTo
NO3BOJISIET TNPUBJIEKaTh BHUMAHUE CTYJEHTOB K HaubOosiee BaXKHBIM TeMaM JIMCLUIUIMHBL,
AaKTUBHO BOBJIEKaTh HUX B Y4YEOHBIN MpoOLECC, KOHTPOJIUPOBATh TEMI H3JIOKEHHUS Y4eOHOTO
MaTepHuaa B 3aBUCUMOCTH OT YPOBHS €r0 BOCIIPUSATHS.

IIpakTHYeckoe 3aHSATHE — 3aHIATHE, MTOCBAIIEHHOE OCBOCHUIO KOHKPETHBIX YMEHUH M
HaBBIKOB I10 3aKPEIJICHUIO ITOJYYEHHBIX Ha JIEKIIUY 3HAaHUH.

Koncynbranuum — BuJ yduyeOHBIX 3aHATUN, SBISIOLIUNCA OAHOM W3 (OPM KOHTPOJISA
CaMOCTOSITENIbHOW ~ paboThl  cTyneHTOB. Ha KoHCymbTamusx 1o mpock0e CTYIEHTOB
paccmaTpuBaroTcs HauOosiee CIOKHBIE MOMEHTBHI MpPU OCBOCHMM MarTepuallia IUCLUIUIMHBI,
[IPENOJaBaTellb OTBEYAaeT HAa BOIPOCHI CTYIEHTOB, KOTOpPBIE BO3HHUKAIOT Y HUX B IIpoLEcce
CaMOCTOSITENIbHOM pabOTHI.

JlaGopaTopHoe 3aHsAATHE — Jae€T BO3MOXHOCTb IMOJIYYUTh HABBIKU MPAKTUYECKON pabOTHI
C JJabopaTOPHBIMU MAaKETaMU AJIEKTPOHHBIX YCTPOMCTB, a TAK)KE C COBPEMEHHOU N3MEPUTEIIbHOM
arnmnapaTypou U CUCTeMaMu KOMITBIOTEPHOI'O MOJECIIMPOBAHHUS.



6. IlepeyeHb JIMIIEH3MOHHOT0 M (MJIH) CBOOOJAHO PACHPOCTPAHSIEMOr0 NPOrPAMMHOIO
o0ecrneyeHusi, MCIOJb3YeMOI0 IIPH OCYIIECTBJIEHMH O00pa30BaTeIbHOr0 Impoluecca Mo
AUCHUILINHE

B nporecce ocymiecTBiaeHus 00pa3oBaTeIbHOTO MPOLIECCa UCTIOIB3YIOTCS:

JUisi POPMHUPOBAHUS MATEPUAJIOB JIJISI TEKYIIIETO KOHTPOJISI YCIIEBAEMOCTH W MPOBEICHUS
IPOMEXYTOUYHON aTTeCTaluu, 1751 OPMUPOBAHUSI METOUIYECKUX MAaTEPUAIIOB 110 TUCIUILIMHE:

- mporpammbl Microsoft Office;

- u3areiabckasa cuctema LaTex;

- Adobe Acrobat Reader.

7. IlepeyeHb COBpPeMEHHBIX MNPO(ecCHOHAIBHBIX 0a3 JAAaHHBIX W HWHGOPMALMOHHBIX
CIPABOYHBIX CHCTEM, HCIIO0JIb3yeMbIX MPH OCYIIeCTBJIEHHH 00pa30BaTeJIbLHOI0 MpoLecca mno
AUCHHILINHE (MPU He00X0AMMOCTH)

B mpomecce ocymecTBieHHs ~00pa3oBaTENBHOIO  Tpolecca MO  AUCHUIUIAHE
UCIIOJIb3YETCS:

- ABrtoMaTm3upoBaHHas OubOmuoTeuyHo-uHpopmanmoHHas cucrema «bYKU-NEXT»
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

- DnektpoHHas OubaroTeyHas cucreMa «Jlaup» https://e.lanbook.com

- DrektpoHHas OubaroTeyHas cucrema «fOpaiir» https://urait.ru

- DnexTpoHHas oubnmnoTeyHas cucreMa «KoHCYIbTaHT CTyIeHTa»

https://www.studentlibrary.ru

8. [lepeyeHb OCHOBHOI ¥  [ONMOJHUTEJBHOH Yy4eOHOWH JHMTepaTypbl, PpecypcoB
HHG(POPMALMOHHO-TEJICKOMMYHUKAUMOHHOH ceTn  «/HTepHeT», HEO0XOAUMBIX LISl
OCBOCHUS M CHHUIINHBI

a) OCHOBHAasl JIUTepaTypa
1. B. II. MenbaukoB, C. A. KueiimenoB, A. M. IlerpakoB WHpopmanmoHHas
0e30macHOCTh | 3amuTa nHpopMaIun: y4ued. mocodue s By30B. - M.: Axagemus, 2009.
2. 3enkoB A.B. HudopmanmonHas 6e30macHOCTh W 3amuTa WHGOpMALUU: ydyeOHOe
nocoone — Mocksa: U3natensctBo FOpaiit, 2022.
https://urait.ru/viewer/informacionnaya-bezopasnost-i-zaschita-informacii-497002
3. byso I. A.3ammra naHpopManuy OTPaHUYCHHOTO  JIOCTyNla  OT  YTE€YKH
II0 TEXHUYECKUM KaHatlaMm - MockBa: Topswas snuHus -  Temekom, 2015.
https://www.studentlibrary.ru/ru/doc/ISBN9785991204248-SCN0000/000.html
4. Ckpunauk JI. A. OOume Bompochl TEXHUYECKOH 3aUThl HHpopManuu - Mocksa:
HannonanbsHbIi OTKpBITHII YHusepcurer "MHTYUT", 2016.
https://www.studentlibrary.ru/ru/doc/intuit_163-SCN0000/000.html

0) 10MOJIHUTEIbHAS JIUTepaTypa
1. 3aiines, A. I1. Texuuueckue cpencTBa U METObI 3aIIUTHl HHPOPMALIUU  : Y4EOHUK
st By3oB / A. II. 3aiine, A. A. llenymanos, P. B. Memepsikos. [log pex. A. IL.
3aiieBa u A. A. Illenynanosa. - 7-e u3f. , ucrp. - Mocksa : ['opsuas nunus - Tenexom,
2012. - 442 ¢c. - ISBN 978 5-9912-0233-6. - Tekcr : anekTpoHHbI // DBC "KOHch'IBTaHT
cTyneHra" [caiiT]. - URL
https://www. studentllbrarv ru/book/1ISBN9785991202336.html
2. A. A. Topokun MHxeHepHO-TeXHUUYECKas 3aliuTa MHPOpManuu: yue0. mocodue asst
BY30B. - M.: I'enmnoc APB, 2005.



http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
%22
%22
https://urait.ru/viewer/informacionnaya-bezopasnost-i-zaschita-informacii-497002
https://www.studentlibrary.ru/ru/doc/ISBN9785991204248-SCN0000/000.html
https://www.studentlibrary.ru/ru/doc/intuit_163-SCN0000/000.html
https://www.studentlibrary.ru/book/ISBN9785991202336.html

3. Spouxkmn B. U. UndpopmannonHas 6e30macHOCTh: YI€OHHK JUII BY30B -  M:
AxaneMu4ecKkuit [Ipoekr, 2020.
https://www.studentlibrary.ru/ru/doc/ISBN9785829130312-SCN0000/000.html
4, lllanprun B. ®@. UndopmanmonHas 6e3onacHoCcTh W 3amurta nHpopmarnuu - M: JIMK
Ipecc, 2014. https://www.studentlibrary.ru/ru/doc/ISBN9785940747680-
SCNO0000/000.html
5. 3aBroponanuii B. M. KommuiekcHas 3amuTa HHGOPMAIIUN B KOMITBIOTEPHBIX CUCTEMAaX:
VYuyeb.mocobue s By3oB. / B. HW.3aBropomuuii; VYueb.-meTon.00beauHEHHE 10
00pa3oBaHMIO B  OOJ.CTATUCTHKH,IPUKIATHON HWHPOPMATUKA U MaT.METOJOB B
sKoHOMHEKe - M: Jloroc, 2001. - 263c.

B) pecypchl cetu «AHTEepHET»
1. HopmaTuBHBIE MpaBOBbIE aKThl, OPraHU3AIOHHO-PACHIOPSAUTENbHBIE JTOKYMEHTHI,
HOPMATUBHBIC U METOJUYECKUE TOKYMEHTHI M MOJTOTOBICHHBIC MPOEKTHI IOKYMEHTOB
1o TEXHUUYECKON 3aIuTe uH(popMauu B OTKPBITOM JIOCTYTIE:
(http://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty)
2. Baza nannsix narentos (https://rospatent.qov.ru/ru)
3. ba3a nanupix [[OCToB ®enepaqbHOTO areHTCTBA 10 TEXHUUECKOMY PEryJIUPOBAaHUIO
u metponoruu (https://www.gost.ru/portal/gost/)

9. MaTepuajbHO-TeXHHYeCKas 0a3a, HeOOX0AMMAsI IJIsI OCYIeCTBJIEHUsI 00Pa30BaTeIHLHOIO
npoiecca no JUCUUIINHE

MarepuanbHo-TeXHHUECKas 0a3a, HeoOXoaAuMas JUIsl OCYIIECTBIEHUS 00pa30BaTEIbHOIO
npoliecca 1o AUCLUILIMHE BKII0YAET B CBOM COCTAB CHELMAIbHBIE IOMEICHHUS:

- y4eOHble ayAUTOPUM JUIsl MPOBEICHUS 3aHATHH JEKIMOHHOI'O THIA U NMPAKTHUECKUX
3aHATUH (CEMUHAPOB);

- yueOHble ayTUTOPUHU JJIsl IPOBECHMSI 3aHATUI 1a0OpaTOPHBIX PaboT;

- yueOHbIe ayTUTOPHUH ISl IPOBENICHHSI TPYIIIOBBIX U MHAWBUIYAIBHBIX KOHCYJIbTALINH,

- ydeOHblE ayIUTOPUU JIi MPOBEACHUS TEKYLIEro KOHTPOJIS M IPOMEXKYTOUHOM
aTTecTaluu;

- IOMEUICHHUS JJIsl CAMOCTOSITENIbHON pabOThI;

- TOMEIICHUs [UIsl XpPaHEHHS U MPO(PUIAKTUYECKOrOo OOCITYKMBAaHUS TEXHUUYECKUX
CpeACTB O0yUYEHHS.

[TomemieHust AJi1 caMOCTOSITENIBHON pabOThl O0YYaromMXCs OCHALIEHbl KOMIBIOTEPHOU
TEXHUKOM C BO3MOXKHOCTBIO MOAKIIOUEHHs K ceTu «/HTepHeT» M obecreyeHunem AoCTyna B
JIEKTPOHHYIO0 HHPOPMALMOHHO-00pa30BATENbHYIO CPEly OpPraHU3ALINN.

ABTOp:

JOTIEHT Kadenpbl THPOKOMMYHHUKALIUNA U paaruoPU3UKN OunpoB A.A.
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I[Mpuaoxenne Nel k padoyeil nporpamMMe TUCHHUILTHHBI
«3amura nHPOPMAIMHU OT YTEUYKH M0 TEXHUYECKHUM KaHAJIaAM»

DoH/1 OLIEHOYHBIX CPEACTB
JJIs1 MPOBe/IeHUs] TeKYIIel U MPOMeKYTOUYHOI aTTeCTAIIMH CTYIeHTOB
o AUCHUILINHE

1. TunnoBbIe KOHTPOJIbHBIC 3a/IJaHUA WX UHbIC MaTCepHUHAJIbI,
HCII0Jb3yEMbIE B IIPOLIECCE TeKymeﬁ aTTeCTaluu

JlaGopaTopHbIii MPaAKTUKYM

JlabopaTopnass paGora Nel. lccienoBaHue TEXHMYECKHX KaHAJIOB YTEUKH aKyCTHUECKOMN
uHpopmauuu. Mccnenopanue 3h(peKTHBHOCTH CPEICTB 3AIUUTHI aKyCTHUECKON MH(OpMAIIH.
JlaGopatopnas pabora Ne2. lccnenmoBanwe TEXHHYECKHX KaHAJIOB YTEUKHM HH(pOpManuy,
o0pabaTbiBaeMOl TEXHHUUYECKUMH CPEJICTBAMM IpHeMa, 00pabOoTKU U mepenayd WHGOpMalUH.
HccnenoBanue 3pGEKTUBHOCTH CPEACTB 3aIIUTH HHPOPMAIIUK OT YTeUKH 1o KaHamy [IDMU.
JlaGopaTopnas padora Ne3 lccnenoBanue 3ppeKTUBHOCTH CPEACTB 3aIlIUTHl HHPOPMALUU OT
YTEUKH 3a cueT MOOOYHBIX 3JIEKTPOMAarHUTHBIX HAaBOJAOK. lcciaenoBaHue TEXHUYECKOrO KaHaa
yTe4YKd MH(OpMAIMK [IPU Nepeaaye ee Mo KaHajlaM CBS3H.

Jladopartopnasi padora Ne4d UccnenoBanue crmocoOOB — OOHApy»XEHUs — 3aKJIAJOYHBIX
TEXHUYECKUX YCTPOUCTB, NpelHa3HAYEHHBIX JUIs OeCIIpOBOIHON Nepeaayu HH(GOpMaIum.

KoHTpoJibHbIe BONPOCHI 10 pe3y/ibTATaM BbINOJIHEHUs J1adopaTopHoii padoTsl Ne 1

1. Kak peanuzyercs MeTO/1 «BbICOKOYACTOTHOI'O HaBSA3bIBAHUS»?

2. Hayewm ocHoOBaHa peanu3anus J1a3epHOro KaHajla yTeuku uHpopmauu?

3. Kak peanusyercst METOI «BBICOKOYACTOTHOTO OOTYICHUS»?

4. KaxoBbl OCHOBHBIE aKyCTHYECKHE MTApaMETPhl pEYEBbIX CUTHAIOB?

5. Ot yero 3aBUCUT 3BYKOM3O0JIALINMS OCHOBHBIX CTPOUTENIBHBIX KOHCTPYKIIUN?

6. UYro sBusgercs  HaubOosiee  pacpOCTPAHEHHBIMM  NPUYMHAMH  CHMKEHHS
3BYKOU3OJISLIUN CTPOUTEIBHBIX KOHCTPYKIIMIA?

7. Kakwue s51eMeHTbI CTPOUTEIbHBIX KOHCTPYKIIUHA HanOoJiee OMAacHbI C TOUKH 3pEHUs
HECaHKIIMOHMPOBAHHOIO cheMa nHpopmanun?

8. Kaxkue ocHOBHBIE KaHAIbI YTEUKH aKyCTHYeCKoW nHpopManuu?

9. Bugast pa3dbopunBOCTH peyH.

10. OnwumuTe SKCHEepPUMEHTATbHO-PACUETHYIO METOIUKY OLIEHKH pPedeBOil
pa3bopUUBOCTH.

11. ITpuHIUIBI TOCTPOEHUS T€HEPATOPOB aKyCTUYECKOTI0 M BUOPALIMOHHOTO IITyMOB.
OCHOBHBIE Pa3HOBUIHOCTH.

12. VkaxuTre OCHOBHBIE XapaKTEPUCTUKHU BUOPOAKYCTHUECKOTO KaHalla YTEeUKH
uH(pOpMaLIUH.

13. OcHOBHBIE XapaKTEPUCTUKU 3BYKOBBIX BOJIH.

14. TlosicHuTe NPUHIMI BBIOOPA KOHTPOJBHBIX TOUYEK JJISl IPOBEICHUS
BUOPOAKYCTHUECKUX N3MEPEHUH.

15. TlaccuBHBIE METOIBI 3aITUTHI HH(GOPMAIIHH.

16. AKTHBHBIC METOJIBI 3AIIUTHI HH(OPMALIUH.

KoHTpoJibHBIE BONIPOCHI 110 pe3yJibTaTaM BbINOJHEHHs JadopaTopHoi padoTel NeNe 2, 3
1. JlaiiTe ompeneneHrne TEXHUISCKOTO KaHalla yTeUKH HHPOPMAITHH.



2. B uem omnmume ocHoBHBIX TexHmueckux cpencts (TCIIH) oT BcrmomoraTenbHBIX
texuudeckux cpencts u cucrem (BTCC)?

3. JlaiiTe onpenenenne KouTponupyemoit 30161 (K3).

4. HazoBuTe OCHOBHBIC BU/IbI KAaHAJIOB YTeUkH HHpopMauu, oopadateiBacmoit TCITH.

5. OOBsicHUTE PU3NIECKYIO CYIIHOCTh BOSHUKHOBEHHUS MOOOYHBIX AJIEKTPOMATHUTHBIX
W3JTyYEHUM.

6. Kakue npuuyuHBI TPUBOIAT K BO3HHUKHOBCHHIO JJICKTPHUECKUX KAHAIOB YTCUKHU
uHpopmanuu?

7. Yro mpenctaBisioT co00il 3akiannbie ycrpoiicta (3Y)?

8. HazoBuTte OCHOBHBIE BH/IbI KAHAJIIOB YTEUKU PEUEBOI HH(POpMALIUH.

9. HaszoBuTe OCHOBHBIC BHJIBI KaHAJIOB YTCUKH HHPOpMAIUU, TepeaBacMoON I10
KaHajaMm CBSI3U.

10. Kakue kaHambl yTeukd HHGOpMAIMM MOTYT BO3HUKAaTh NpU pPabOTE CpEeACTB
BBIYHMCIIUTEIILHON TEXHUKHU?

11. Kaxkue u3nydeHHsI OTHOCATCS K AJICKTPOMArHUTHBIM KaHAJIaM yTeYKH MHGOopMaIuu?

12. 3a cuet yero BO3HUKAIOT 3JIEKTPUUECKUE KaHAIbl YTEUKH HHPOpMauu?

13. KakuMm napameTpoM oIpeesseTcsi 30Ha BO3MOKHOTO IepexBaTa nHpopMaun?

14. TlepBuuHbIC U BTOPHYHBIEC TAPAMETPhI TUHHI CBSI3U

15. HazoBuTe BO3MOXHBIC KaHAIBI YTCUKH HHPOPMAIUH TPU Meperade ee 1Mo KaHajaam
CBSI3H.

16. B3aumHas HHIYKTUBHOCTH JICKTPOMOHTAKHBIX JIMHUN CBS3H

17. Ilapa3uTHBIE CBS3H.

18. MuxpodonHbIi d3PPeKT

19. IIpocnymuBanue yepe3 MUKPOQOH TesieOHHOTO amnmapara.

20. VHIyKIMOHHBIN KaHAT YTeUKH WH(OPMAIIUH.

21. HazoBuTe BO3MOXHBIE CPECTBA KOHTPOJIS IMHUN CBS3H.

22. Ha3oBuTe BO3MOXHBIE CPEIICTBA 3AIUTHI IMHUHA CBS3H.

KoHTpoJibHbIe BONIPOCHI 110 pe3y/ibTaTaM BbINOJHEHHUs JIadopaTopHoii padoTsl Ne 4
Onwumute 001IMe TPUHIMIBI BHISIBICHUS 3aKJIaJI04YHBIX TEXHUYECKHX YCTPOMCTB.
[TpuHIMIIBI paOOTHI UHAUKATOPOB 3JIEKTPOMATHUTHOTO MOJIS.

[TpuHIMIBl pabOTHl HEMTUHEWHBIX JIOKATOPOB.

[TpuHIMIIBI paOOTHI METAIIOIETEKTOPOB.

[TpunIMIB paboTH NOAABUTENEH MUKPO(DOHOB.

BricokouacTOTHOE HaBsI3bIBACHHUE.

[TapameTpuueckuii KaHall yTeUKd HHPOPMALIUH.

OcoOeHHOCTH peann3alluy pa3HbIX TUIOB 3aKJIAJ0YHBIX YCTPOMCTB U MPUHLUIBI UX
OOHapy>KEHHUS.

NGO~ wWdE

IIpumepHbIe TeMBI 3aJaHUH 1JI51 KOJUICKTHBHOI padoThl 00y4aromuxcs
1. CobpaTh MHAUKATOP MEKTPOMArHUTHOTO MOJIS.
2. TlpoBecTH MOJEIMPOBAHUE PACIPOCTPAHEHUS] 3BYKOBOW BOJHBI B pa3IMYHBIX
MaTepHajax U OLICHUTh 3BYKOU3OJIALMIO HCCIEAYEMOTO MaTepHaa
3. ITlpoBecT MOJENMPOBAHUE 3JIEKTPUUYECKOM CETH KaK aHTEHHOrO 3JIEMEHTa MU
OLICHUTh TE€XHUYECKHE MapaMeTpbl MOOOYHOIO AJIEKTPOMArHUTHOTO CHUTHalla OT
TaKOIr'0 pOJia AaHTCHHBI.

2. Cniucoxk BONPOCOB M (WJIM) 3a/IaHMI /151 TPOBEAEHUS IPOMEKYTOYHOM aTTecTalluu
Cnucok BONPOCOB K IK3aMEHy

1. Texnuyeckue KaHaibl yreukn wuHbopMmammu. OOmme noHsATHA. CTpyKTypa.
Knaccugukarus. OCHOBHbIE XapaKTEPUCTHKH.



2. TexHuueckue KaHajbl yTeuku uHpopmanuu, oopadarsiaemoit TCIIN.

3. ®uznyeckas IpUpo/ia MOOOYHBIX JIEKTPOMArHUTHBIX U3ITy4EHUH.

4. DnexTpoMarHUTHbIC KaHaibl yreuku uadopmarun TCIIN.

5. DnexTpuueckue KaHaibl yTedku uHpopmauuu. [lapamerpuueckuii KaHam YTEUKH
uHpOpMaLnu.

6. TexHuueckue KaHalbl YTEUKHM HH(POpPMAIMHM IMPH Iepefade ee MO KaHajlaM CBS3H.
DIIEKTPUYECKUE JINHUM CBSI3U.

7. TexHuuyeckrue KaHalbl YTEUKH HH(QOpPMAIMH IPH Ieperaye ee MO KaHajlaM CBS3U.
Kanasbl yreuku 3a c4er napasuTHBIX CBS3CH.

8. TexHuueckre KaHaibl yTeUKU peueBoil nH(opManuu. 3ByKOBOE MOJIe€.

9. TexHuueckue KaHaJdbl YTEUYKH peueBO HWHPoOpManuu. 3BYKOBBIE CUTHAJBI.
MackupoBKa 3ByKOBBIX CUTHAJIOB.

10. Texuuueckue KaHajbl yTeukd pedeBoil nHpopmaruu. Buasl mrymos. [ToHsaTHOCTD 1
pa3z0opUUBOCTh PEUH.

11. YacroTHblii AMANAa30H U CIIEKTPBI. 3ByKOBOE I10JI€ B IOMELICHUH.

12. 3ByxoBoii QoH B moMeneHNH. XapaKTePUCTUKU MOMEIEHHUs. 3BYKOIMOTIOMIAIOLINE
MaTepuaibl 1 KOHCTPYKIIUH.

13. 3Bykou3oALMS TOMEIICHHI.

14. AkycTudecKkue KaHaJIbl YTEUKH pedeBor nHpopManuu. MUKPO(DOHBIL.

15. T'mppoakyctuyeckue natunku. CBY- u UMK- nepemarumku. Bubpoakyctuyeckue
TEXHUYECKHUE KaHAIIbI YTEUKH PEUEBO HH(POPMAIIHH.

16. AKycCTO3NEKTpHUUECKHE KaHaJIbl yTeYKh pedeBod  uHpopmanuu. ONTUKO-
DIIEKTPOHHBIA TEXHWYECKH KaHall yTeukn uHpopmanuu. [lapamerpudeckne TeXHHUYECKUE
KaHaJbl yTeYKU HH(OPMALIUU.

17. KoHuemnus u METOAB HHXEHEPHO-TEXHINUECKON 3alUThI HHPOPMALIHH.

18. DxpanupoBaHUE JIEKTPOMATHUTHBIX BOJIH.

19. DxpanupoBanHbie TOMemIeHM. BOK

20. Be3onacHOCTh ONTOBOJIOKOHHBIX KaOEIbHBIX CUCTEM.

21. Metoapl ¥ IPUHIUIIBI HHKEHEPHO-TEXHUUECKOW 3l ThI HH()OPMAIIHH.

22. OO0uue NPUHLKIBI BBISABICHHUS TEXHUYECKUX KaHAJIOB YT€UYKH HH(OpMAIHH.

23. Vaaukatopsl 2IeKTpOMarHuTHOTO 1ostst. CKaHUPYOIIUe paJuoOTPUEMHNAKH.

24. Ananuzartopsl CIEKTpa, paguoyacToTroMepsl. HenmuHelHble 10KaTOpHI.

25. Merammonerekropsl. [TogaButenu qukTo)OHOB



Ipuioxenne Ne2 k padoyeii nporpaMme JHCHHUIIHHBI
«3amuTa nHGOPMALMH OT YTEUKH 110 TEXHUYECKUM KaHAJIaM»

MeToauuecKkue YKa3aHusd 1Jisl CTYACHTOB 110 OCBOCHUIO U CIHHUIIJINHBI

OcHoBHOW (hopMOl 3aHATUH MO NUCHMIUIMHE «3ammra WHPOpPMAIMKU OT YTEUKU IO
TEXHUYECKUM KaHajaM» SBIAIOTCS JlabopaTopHble 3aHATHs. Ha 1mabopaTOpHBIX 3aHATHAX
u3JaraeTcs HeoOXOAUMBI MUHUMYM TEOPETHUECKUX CBEICHH, CTaBsITCS BOIPOCHI, HA KOTOPHIE
Ha/l0 HAaliTU OTBET CaMOCTOSITEIbHO, JAIOTCS PEKOMEHJAMM 0 MOOO0pY JUTEepaTyphl, JAIOTCSI
OTCBUIKM K HOPMAaTUBHOM 0a3e. TeopeTnueckuii MaTepual mpeacTaBiIsieT co00i KOMIMIALUIO U3
OrPOMHOI'0 KOJIMYECTBA MCTOYHHMKOB, [TO3TOMY MaTepHaj, 3aKOHCIIEKTUPOBAHHbIN Ha JIEKLUSX,
HEOO0X0MMO JoMa eme pa3 mnpopabaThiBaTh W JOMOJIHATH WHGpOpManued, MOJyYeHHOW H3
y4eOHOM 1 HAyYHOH JIMTEPaTypHI.

Jlist yCTIeTHOTO OCBOCHUS TUCIUITIIMHBI 0053aTEIbHO BHIMOJIHEHUE BCEX JIA0OPATOPHBIX
paboT, OHU ABJIAIOTCA GOPMOH TEKYyILEH aTTeCTalluu.

W3ydyenne paMCUMIIMHBI 3aKaHYMBAeTCs 3adyeToM. buier cocTtour U3  OJHOrO
TEOPETUYECKOI0 BOIIpOca 110 MaTepuaiaM Kypca.

Teopernueckuii Bonpoc B OuseTe Ha 3a4eTe olleHuBaeTcs B 4 Oana:

— 2 Oamna, ecnu BOIpoc packpbIT Oonee yem Ha 50%, HO MeHee yem Ha 70% oOT
Tpebyemoro oobéma.

— 3 Oaura, ecnu Bompoc packpheIT Oonee yeM Ha 70%, HO MeHee, yeM HA 90% oOT
Tpebyemoro oobéma.

— 4 Gayuta, eciii BOIPOC packpseIT Oosee yeM Ha 90% oT Tpedyemoro oObéMa.

OmneHka 3a 2K3aMEH CKJIQJIBIBACTCS M3 OIEHKH 3a JIA0OpaTOpHBIC 3aJaHMs, OICHKH 3a
KOJIJIEKTUBHBIH ITPOEKT, OLICHKH 32 OTBET HA BONPOC Ha SK3aMEHE.

b «1» «2» «3»
Bun
JIESTSIIbHOCTH
Jlaboparopubie | JlabopaTopHubie paboTsl | [lomHOCTEIO Bce naboparopHsbie
3a/1aHus CYMMApHO BBITIOJTHEHBI | BBIMOJTHECHBI M CJIAHBI | pa0OTHI BBIITOJIHEHBI U
U C/IaHbl HE MEHee, YeM | Bce TJabopaTopHbIe C/IaHBI IIETUKOM U
Ha 70%. paboThI KaueCTBEHHO.
KonnextuBnbiii | KomnekTuBHBIN mpoekT | KomnekTUBHBIM KomnekTuBHBIN TPOEKT
MPOEKT BBITIOJTHEH C OI[CHKOM MIPOEKT BBHITIONHEH C | BBITIOJIHEH C OIEHKOM
«YAOBIETBOPUTENHHOY. | OIEHKON «XOPOMIO. | K\OTIUYHOY.

HToroBas oreHKa BBICYMTHIBAETCS UCXOJIS M3 CYMMapHOTo Oaia 1o BceM Buaam padoT,
OTIPEICIIIEMOTO TI0 CICAYIONIEMY MPABIUTY: K OIICHKAM 3a TEOPETHYSCKH BOIIPOC B OWIeTe Ha
HK3aMEeHE CyMMHPYIOTCs Oaslibl 3a JIabopaTOpHBIC 3aJaHUS M KOJUIEKTUBHBINA MTPOEKT.

B pesynbTare s OyYIeHUS OIEHKH «3a4TEHOY» HE0OX0MMO, YTOOBI CyMMAapHBIA Oasut
ObLT HE HIKE 7.
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