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BBenenue

Peasiin COBpEMEHHOTO HCTOPHUYECKOIO 3Tama TaKOBBI, YTO
MOAABJISOIIAST 4acThb TEIEKOMMYHUKAIIMOHHBIX TEXHOJIOTUH,
amnmnapaTHbIX PENICHUM, MPOrpaMMHBIX CPEICTB W CPEACTB CBS3H,
KOTOPBIE MBI BBIHYXJIEHBI HCIIOJb30BaTh B Poccuiickon dDenepanuu,
CO3/laHbl 3a PyOEXOM. DTH KOMIBIOTEPHBIE, KOMMYHHUKAIIMOHHBIE U
CBSI3HBIC PEIICHUSI TMOCTABJISAIOTCA HaM B TOTOBOM BHjE, 0€3 mpaBa
JOCTYNa K HUM HECEePTU(PUIMPOBAHHBIX (HUPMaAMU-TIPOU3BOAUTEISIMU
POCCHUUCKUX CHENUATUCTOB. DUPMBI-MIPOU3BOJIUTENIM TIPU MOJATOTOBKE
CepTUDUIIMPOBAHHBIX CHEIUATIUCTOB HE MPOBOJIAT MOJITOTOBKU POCCUSH
N0 3HAYUTEILHOMY KpYTy BOINPOCOB, CpPeAu KOTOPHIX OOecreueHHe
0€30I1acHOCTH, YJIaJICHHOE YIIpaBjieHUuE W Hajaaka. [[mns stux pabot B
Poccun mnpuriamaroTcss WHOCTPaHIBI, KOTOPBIE TMPOWU3BOJAT 3aMEHY
00Opy/IOBaHUS W aNrpedT NPOrpaMMHOIO OOECIEeUeHUs] Ha HOBBIE
BepcuM 0e3 TmpaBa JOCTyHa POCCHUUCKUX  CHEHUAIUCTOB U3
AKCIUTYaTUPYIOIIUX OpPraHu3anuid. AJIBTEPHATUBOM 3TOMY 3a4acCTyIO
ABJSICTCSI OTKPBITUE MEXIYHAPOAHOTO KaHajga MOJHOrO J0CTyna K
00OpyZIOBaHMIO W YyJHaJICHHas OTJaJKa BCEX CHCTEM u3-3a pyOexa
bupMON-TIPOU3BOIUTETIEM. JoxymeHTanus K WHOCTPAHHOMY
000pYyZIOBaHHI0O U MPOrpaMMHOMY OOECIEUYEHHUIO BCETa HOCHUT
dbparMeHTapHbIi XapakTep M COACPKUT Ooiblue JakyHbl. [Ipu aTom
OHa MpeAHA3HAYEHA TOJBKO JJISl SKCIUTYaTUPYIOIIMX OPTraHU3alvil U He
OTBEYAET KPUTEPUSM JOBEpPUS HU MEXKAYHAPOIHBIM, HU POCCUUCKUAM
CTaHJlapTaM 0€3011acHOCTH.

Takxe Ha/lo y4ecTh, UTO HallMOHAJIbHOE 3aKkoHOoaTenbcTBO CIIIA
U CTpaH HX COK3HUKOB COJIEPKHUT SKCIIOPTHBIE OrPaHUYCHHS Ha
MPOU3BOJICTBO  YIOMSIHYTBIX CPEACTB IS CBSI3M M MAacCCOBBIX
KOMMYHHMKalIUM 0€3 TPEeIOCTaBICHUS HAIMOHAIBHBIM CIEICTYy)O0am
OPEAYCMOTPEHHBIX pa3pabOTYMKaMH CpPEICTB 00X0Ja MPOTOKOJIOB
0€30IMMaCHOCTH W KOJIOB BCKPBITHS KPHUMNTO3AIMMUTBL. DT OCOOECHHOCTH
(OKCIUIOWTHI) W MOPUCYIIUE aNlapaTHO-MPOrPaMMHBIM  CPEICTBaM
YSI3BUMOCTH AKTUBHO BBISICHAIOTCS XAKEPCKHMHM TPYHIHMPOBKAMM,
AKCIUTYaTUPYIOTCSI B KOPBICTHBIX IEISAX KaK KOHKYpPEHTaMHu B OM3HEcCE,
TaK W OTAECIbHBIMHU TPyINIIaMU ISl COBEPIICHUS MPOTHUBOMPABHBIX
nesiauii. IMeHHO €l1a00CTH 3allIUTHBIX MEXAaHU3MOB U «3aJI0KCHHBIC)
pa3pabOTUUKaMHU  YSA3BUMOCTH TMOPOXKJIAIOT B CBOIO O4YEpeab B



XaKepPCKOM Cpejie IeIbIe «BOJIHBDY CO3JIaHMS BPEIOHOCHBIX MPOrpPaMM,
«MpPOrPaMM-IIIUOHOB» W CPEICTB  IepexBaTa  YINPaBICHUS
KOMITBIOTEPAMH U CPEJICTBAMH CBSI3H.

Taxke crmemyeT WMeTh BBHJY CIEKTpP Yrpo3 0€30MacHOCTH,
IPOUCTEKAIOMINX U3 CO3JIJaHHBIX HCKYCCTBEHHO COIMAJbHBIX CETEH,
MECCEHIPKEPOB, MEKTyHAPOIHBIX OOJAYHBIX TEXHOJOTHH, OCHOBAHHBIX
Ha OOIIENOCTYIHBIX M «cia0bix» Web-TexHomorusax. JIBoHCTBEHHBIM
XapakTep ATUX CPEJICTB KOMMYHHUKAIUWA, C OJHON CTOPOHBI, MO3BOJISET
3apabaTbiBaTh HAa peKJIaMe TaKMX CEpPBHCOB, a C JIPyroil CTOPOHHI,
MO3BOJIACT Pa3bICKMBATh W  ONOCPEJOBAHHO JICTAJIbHO M3ydYaTh
MHTEpPEChl M MPUCTPACTUS JIIOACH, XapakTep U HAMPaBICHHOCTb
JUYHOCTH, CJa0Oble W CHJIbHBIC CTOPOHBI IIOJIB30BaTENIed TaKHX
CEPBUCOB. DTH TEXHOJOTUHM AKTUBHO HCMOJB3YIOTCA JJISl MpOTaraHjibl
UCOJIOTMH IKCTPEMU3MA U TEPPOpHU3Ma.

OpHako B MmoclieHre TOAbl PYKOBOJACTBO Poccum B3so Kypc Ha
UMIIOpTO3aMeIlleHre B cdepax HCIOIb30BaHUS CPEICTB CBSI3U U
MaCCOBBIX KOMMYHHUKAIINI, HanOoyiee YyBCTBUTENIbHBIX J1JI1 OOOPOHBI U
Oe3omacHOCTH CTpaHbl. [Ipu 3TOM, 0COOEHHO TOCIIe BBEACHUS NPOTHUB
OTHIENbHBIX TOCCTPYKTYP MEXKIYHAPOJHBIX CAHKIUM, TPOUCXOIUT
OypHBIII pPOCT OTEUYECTBEHHBIX HAYYHO-TEXHUYECKUX pPa3pabOTOK
CpeACTB  O€30MacCHOCTH, DJEMEHTHOM ©0a3bl W MPOTPaMMHOTO
oOecrieueHHs. YKpEIUIsieTCsd 3aKoOHOAaTeNlbHass W BEJOMCTBEHHAs
HOpPMATHUBHO-TIpaBOBasi 0a3a  oOecredeHus 3alluThl HHTEPECOB
rocyJ1apcTBa, JUYHOCTH U 00IIecTBa B MH(POpPMAIIMOHHOU cdepe.

[lenpto  HacTOSIIETO  y4€OHO-METOAMYECKOTO  IMOCOOMS  TIO
TUCHUIUIMHE  « TeXHMYeCKO€  MPOTHUBOJACUCTBHUE  KOMIIBIOTEPHOU
pa3BeqKe» SBISIOTCS TeopeThuecKkas M TPaKTUYECKasl IOJrOTOBKA
CIEIUAIMCTOB K  JIESITEIHHOCTH, CBSI3aHHOW C  MPUMEHEHHEM
COBPEMEHHBIX TEXHOJOTHUW BBISABJICHUS M MPOTUBOJACUCTBUS (dopmawm,
MEeTOJaM W TpHUeMaM TPOBEJCHHUS KOMITBIOTEpHON pa3Beaku. B Hem
paccMaTpuBarOTCs €U, POJIM M CIOCOOBI MPOBEICHUSI COBPEMEHHOMU
KOMITBIOTEPHON pa3BElIKH, a TAaKXKE OCHOBaHHUA, (POPMBI, METOIBI U
MPUEMBbl TEXHUYECKOTO MPOTHUBOJICUCTBUS B YCIOBUSIX HWHOCTPAHHOTO
TEXHUYECKOTO JIOMUHUPOBAHUS B TEJICKOMMYHUKAITUOHHBIX
TEXHOJIOTHSIX M CEeTAX CBs3U. B MocoOMM Takke UCCIeayroTCs
MEXKIyHapOJIHbIE W  POCCHMCKHE CTaHAApThl W  HOPMAaTUBHBIE
TpeboBaHus B cdepe yrpaBiieHus UHOOPMAIMOHHONW 0€30MacHOCThIO,
YTO CHOCOOCTBYET BBIPAOOTKE Yy CTYJIEHTOB 3HAaHMM U HaBBIKOB



OpraHu3ali TEXHUYECKOTO0 MPOTUBOJAEHUCTBUA METOAAM U CPEICTBaM
MPOBEJICHUST  KOMIIBIOTEPHOM  PAa3BEIKH, MPUMEHSIEMON  IPOTHUB
POCCUICKNX 00BEKTOB HH(POPMATU3ALINH.

CtpyKTypa nocoous:

B nmepBoMl rnaBe paccMarpuBarOTCI  LEIM M 3aJa4M
KOMIBIOTEPHON  pa3Beaku, GOpPMbI U YCJIOBUA  MPOBEACHUS
KOMIBIOTEPHON KOHKYPEHTHOM pa3BEIKH, WCIIOIb30BAaHUSI METOJIOB
KOMIIBFOTEPHOM Pa3BEJKU B MEPKAHTUIILHBIX TPOTUBOIIPABHBIX LENSX, &
TaKX€ B IPOTUBOIPABHBIX TMOJUTHYECKUX IEIAX I peau3aluu
WJICOJIOTUM  TEppopuU3Ma W  OKCTpemMu3Mma. Takxke B HEH
paccMaTpuBarOTCs  poJib, MECTO W (QOpMbI  OpPraHU3AIMOHHO-
IOpUIMYECKOT0 W TEXHMYECKOr0  MPOTUBOACHCTBUS  METOJIaM
KOMITHIOTEPHOM pa3BEIKH, OCYIIECTBISIEMOTO Ha 00BEKTaX POCCUMCKOMN
uH(popmMaImoHHOW HHGPACTPYKTYPHI.

Bo BTOpoii riaBe gaercst 0030p METOJ0B BBISIBIICHUS MTPHU3HAKOB
U (aKTOB MPOBEACHUS KOMIBIOTEPHON Pa3BEAKU B IIUPOKOIMOJIOCHBIX
CEeTSIX, CETAX OOIIEro JOCTYIa, COBPEMEHHBIX OECHpPOBOAHBIX CETIX
CBSI3U, WCIIOJIb30BAHHUE JJISI 9TOT0 HAa KPUTHUUYECKH BAXKHBIX OOBEKTaX
uHOOpMalIMOHHONW ~ MHMPACTPYKTYphl  IITAaTHBIX, OOIIEJOCTYIMHBIX
WHOCTPAHHBIX U CIIEIUAJIBbHBIX POCCHIUCKUX TEXHOJOTHMH MOHUTOPHHTA
(KaK 4acTU «ayJuTa» U B Ka4ECTBE CAMOCTOSATEJIbHBIX MHCTPYMEHTOB).
Taxxe o6o03HayaroTcs npaBwia ohopmiIeHUS U npoBeneHus B Poccun
OPOBEPOK HA BO3MOXXHOE HAIMYKME 3aKIAJHBIX AaNlapaTHbIX WIH
POTPaMMHBIX CPEACTB KOMITbIOTEPHON Pa3BEIKH.

Tpetbsi TiaBa mocoOWsl TOCBAIEHA MpaBWIaM W CTaHIapTaM
OLICHKU YSI3BUMOCTH CHUCTEM [UJI1 KOMIIBIOTEpPHOM pa3Beaku. B Hew
paccMaTpUBAIOTCSI COBPEMEHHBIE METOJbI BBISIBICHUSL YS3BUMOCTH
00beKTOB MH(MOpPMATU3AIUU JIA CPEICTB MPOBEACHUS KOMITbIOTEPHOMN
pa3BelKH,  TOPSAJOK  TPOBEACHUS  OIEHKH  3(PpdeKTHBHOCTH
MPUHUMAEMBIX 3AIUTHBIX MEP. J[OMOTHUTENBHO MPUBOASATCS MPUMEPHI
U3 UCTOPUHU WHIIMICHTOB 0€30MaCHOCTH, JaeTCsl 0030p UX MPOTEKAHUS U
YCTPAHEHUS MTOCIEICTBUN TAKUX WHIIHICHTOB.

['maBa deTBepTas mMOCBAIIEHA O0030py CPEIACTB U METOJIOB
OOHapyXeHUs BTOPKEHUH B HWH(POPMAIIMOHHBIE CHUCTEMBI. 37€Ch
paccMaTpUBAKOTCS METOAbI BBISIBJICHHS W OTPAXKEHHS KOMIIbIOTEPHBIX
aTak, NOpoOJeMbl U TPHUEMBbl «AHTUXAKUHTa» KAaK 4YacTU MEpP MO
BBISIBJICHUIO TPU3HAKOB  3JIOHAMEPEHHOIO M3YYEHHS  OTKPBITHIX



CEPBUCOB U 3alIUTHBIX MEXAHU3MOB CHUCTEMBbI. OTAEIbHOE BHUMAaHHUE
YAEJIEHO COBPEMEHHBIM CHUCTEMaM OOHapY>KEHHs BTOP>KEHUI U aTak.

'maBa msATas  mOCBAIIEHA  CUCTEMaM  MPOTUBOJICHCTBUSA
MPOTPAaMMHBIM 3aKJIajIKaM, TJIe¢ paccMaTpuBaOTCS (GOPMBI U METOJIbI
OPOTUBOJCHUCTBUS MTPOTPAMMHBIM 3aKJIaJIKaM, AHTUBUPYCHBIE CPEICTBA,
JaeTcsl HEOOXOIUMOE TIOHSITUE O CUCTEMAaX-JIOBYIIIEK.

[IlecTas riaaBa mocoOusi MOJTHOCTHIO MOCBSIIIEHA KOMIUJIEKCY MEP
TEXHUYECKOTO TMPOTUBOAECHUCTBUSA KOMIBIOTEPHOUW pa3Benke. B Hee
BXOJUT pa3pab0TKa BapHUAHTOB COBEPIICHCTBOBAHUS MMEIOIIUXCS MEP
TEXHUYECKOTO  IIPOTHUBOJCHUCTBUA  KOMIBIOTEPHOM  pPa3BEIAKE  Ha
POCCHUUCKUX 00OBEKTaX HWHpopMaTU3aluk. Takxke gaeTcs 0030p
COBPEMEHHBIX M  TEPCIEKTUBHBIX  POCCUMCKHUX  amllapaTHBIX,
MIPOrPaMMHBIX Y aNNapaTHO-MPOTPAMMHBIX KOMIUIEKCOB TEXHUYECKOTO
MPOTUBOJICUCTBUASL  KOMIIBIOTEPHOW  Pa3BEIKE, OINMCHIBAIOTCS  HX
Ha3HaueHHE U (YHKIIMOHAJIbHBIE BO3MOKHOCTH.

1. Heau 1 321241 KOMIBIOTEPHOH pa3BeAKH, POPMbI U YCJI0BHS ee
nposeaenus. Pojb, MecTo 1 (pOPMBbI IPOTUBOAECHCTBUA
KOMIILIOTEPHOM pa3BeaKe

CoBpemeHHass KOMIIbIOTepHas pas3Benka (mamee - KP) He
ABJISIETCSL B HacTosimiee Bpems (M Ha JaIbHIOI MEPCIEKTUBY)
CaMOCTOSITEIbHBIM BHUJIOM JEATEILHOCTH Kakux-mubo rpymm. OnHa
UCIIONIb3YETCS JUIh Kak Hauboee 0€3yJIMKOBBIH,
BBICOKOA()(PEKTUBHBIN, HO BCE-TAKM MHCTPYMEHT JUIsl peallu3allid TeX
WJIM WHBIX IJIAHOB KaKMX-THOO TPYMI, OpraHu3anuil 1 oObeIUHEHUN B
WHTEpecax  JOCTHUXKEHUA  TOJUTHYECKUX, HOKOHOMUYECKUX  WJIHU
OpPEeCTYNHBIX  1esnel  (0OIIEeyroJIOBHBIX,  AKCTPEMHUCTCKUX  WJIU
Teppopuctuueckux). KP He nmokanusyeTcss TOJIbKO BHYTPHU TOCYIapCTB,
a B HamOoJiee OIMACHBIX €€ TNPOSABJICHUSAX aKTUBHO MPUHUMAET
MEXTOCYJJAPCTBEHHBIM XapakTep TEICKOMMYHUKAIMOHHBIX CUCTEM U
CeTel CBs3M, a TakkKe pas3JeicHUue HOPUCIUKIINN HAIMOHAIBHBIX
criercayk0 u cuwioBbIX CTpyKTyp. KP ucnonb3yer B kadecTBe cpefibl
OOILIEIOCTYMHBIE CHUCTEMbl TEICKOMMYHUKAIMA W CETH  CBS3M,
CTaHJApPTHBIE CEPBUCHI M  TPOTOKOJBI  OOIIETO  IOJIh30BAHUS.
[TopaBistonias 4aCcTh TEXHUYECKUX PEHICHUNA 3THX CUCTEM M CETEU HE
TOJIBKO CO3/aHa 3a pyOeKOM, HO U HOCHUT TJI00aIbHBIN XapaKTep.



1.1. Hesu, 321241 1 0COOCHHOCTH NMPOBEACHUSA KOMIIbIOTEPHOI
KOHKYPEHTHOM pa3BeAKH, UCIOJb30BAHUA METOA0B KOMIILIOTEPHOM
pa3BeIKM B MEPKAHTHJIbHBIX MPOTHBONPABHBIX LEJIAX, 4 TAKKE B
MPOTHUBONPABHBIX MOJUTHYECKHUX LEJIAX Il Peau3aluu
U/1€0JIOTHH TEPPOPU3MA U IKCTPEMMU3IMA

Hacrosimuii  3Ttanm  pa3BUTHUS MACCOBBIX TEIEKOMMYHUKAIIUN
XapaKTepeH I100aJIbHOM CBA3bIO0 HAIMOHAJIBHBIX KOMIBLIOTEPHBIX CETEH
IIMPOKOITOJIOCHOTO JIOCTYNa K CETEBBIM pecypcaMm, KOTOPBIE B CHUITY
ATOM JOCTYMHOCTH U OTCYTCTBUSI TpaHUI] B TJOOAIBHBIX CETAX
CTAHOBATCS  MEXKAYHApoAHbIMH.  [[md  cOBpeMEHHOro  3Tama
XapakTEpHbIMU  SIBIIFOTCSI ~ MAcCCOBBIE dakThl  NpPUMEHEHUS
roCy/1apCTBEHHBIMH, KOMMEPYECKUMU KOMITAHUSMH U KOPHOPALUSIMHU, a
TaKKE€ DKCTPEMUCTCKUMH, TEPPOPUCTUYECKUMH W KPUMHUHAIBHBIMU
CTPYKTYpaMHl HH(POPMAIIMOHHBIX omepanuii 1 WHPOPMAIMOHHBIX aTak
(manee - MOA). KP ucnonb3yercs Juillb Kak HanOosee 0€3yJIMKOBBIM,
BBICOKOA()(PEKTUBHBIN, HO BCE-TaKU MHCTPYMEHT Jyis peanuzanuun MOA
B MHTEpecax JOCTHKEHHS TMOJUTHYECKUX, OSKOHOMUYECKHX WIIH
NPECTYNHbIX  Ieje  (OOIIeYroJoBHBIX,  BKJIIOYAs  XaKEPCKHE,
AKCTPEMUCTCKUX WIIM TeppopucThueckux). ExxerogqHo B mupe (U B
Poccun) pacter umMcio MpecTyINICHWH KOPBICTHOM HaINpaBJICHHOCTH,
COBEPIIIAEMBIX C HCTOJIb30BAHUEM nH(pOpMaIMOHHO-
TEIEKOMMYHHUKAIIMOHHBIX TEXHOJOTHM, KOTOpPHIE MOYTH HEBO3MOXKHO
COBEpIINTh (KpoMe (PU3MYECKOr0  XWIIEHUS  HOCUTENeH  WIH
(U3UYECKOT0 YHUYTOXKEHUS MH(OpPMALIUM BMECTE CO CPEJCTBAMHU €€
aBTOMAaTHU3UPOBAHHON 00pPabOTKM) 6e3 MpeaBAPUTEILHOTO TPUMEHEHUS
cpeactB u MerofoB KP. 3HauuTenbHbId psifi MpecTyIUIeHUH B cdepe
MH(POPMAIMOHHO-TEICKOMMYHHUKAIIMOHHBIX ~ TEXHOJOTHUI MPOCTO
HEBO3MOXKEH 0€3 MPOTHUBOMPABHOTO MPUMEHEHHUSI CPEJCTB U METOJ0B
KP.

Takum oOpazom, Oosee nojiHoe TosikoBaHUE TepmMruHa KP MoxkHO
chopMyaupoBaTh ciaeayomuM obpazoMm. KommbpioTepHas pa3Beaka -
3TO JIeATENIbHOCTb, HAMNpaBJICHHAash Ha IMOJydyeHHe HHPOpPMALUU U3
MH(MOPMAIMOHHBIX CHUCTEM, MOJKIIOUEHHBIX HANpSIMyI0 WIU uepes
CPEACTBA CBSI3M K KOMIIBIOTEPHBIM CETSIM OTKPBITOTO THIIA, BKJIHOYas
uH(pOpMaIMIO W3 COIICETEH, CAaWTOB, MOPTAJIOB W CETEBBIX CPEJCTB
KOMMYHUKaIUi (4aTOB M BUAEOYATOB, MECEH]IKepoB, (opymoB, [P-
teneoHnn w 1ap.), uHPopMmaruu 00 OCOOCHHOCTSX IOCTPOCHUS U



(YHKIIMOHUPOBAHUS 3aIUIIEHHBIX W OTKPBITHIX HH(OPMAIIMOHHBIX
CUCTEM M CeTe KOHKYpPEHTOB, TOCCTPYKTYp U JPyTruX OOBEKTOB
MIPOHUKHOBEHUS.

[lenbt0 KOMIBIOTEPHOM pa3BElIKU, KaK MPABUIIO, SIBIISIETCA
n0ObIBaHUE CBEACHUM O MpeaMETe, KOHEUHBIX pe3yibTaTax, popmMax u
croco0ax JesITeIbHOCTU CYOBEKTOB, SBISIOUIUXCS IOJb30BATEIISIMU
MH(POPMAaIMOHHO-BBIUUCIUTENBLHON CETH, a TaKKe 00 HCIOJIb3yeMOM
anmnapaTHOM U IIPOTPaMMHOM OOECIIEYEHHUH, MPOTOKOJIaX yIpaBICHUS
U MHPOPMAIMOHHOTO B3aMMOJICUCTBUS M UCIIOJIb3YEMBIX CPEACTBAX U
METO/JIax 3alUThl HH()OpMAITUH.

KoMneroTepHass pas3Belka - HOBEUIIMW BHUJ TEXHUYECKOU
pasBenku. Ee mosiBIeHHE CBSI3aHO C Pa3BUTHEM B COBPEMEHHOMU
BOCHHOM HayKe KOHIENIMU WHPOpMAIIMOHHOW BoMHBL. Hampumep, B
CHJA BeimymieHsl aBa mojeBbix yctaBa FM-100-5 u FM-100-6,
U3JIararolne OCHOBbI MH(GOPMAIMOHHON BOWHBI U MHPOPMAILIMOHHOM
onepamnuu. llens mHbOpMAIIMOHHON BOMHBI - 00ECTIEUEHHE CBOEMY
rocyJapcTBy MH(POPMAIMOHHOTO TOCHOJCTBA, KOTOPOE B HAll BEK -
BeK MH(OOpMAIIUU - MPEJCTABISAETCS HEOOXOAUMBIM YCJIOBHUEM TOTO,
9TOOBl BOEHHO-DKOHOMUYECKHI TOTEHIMal ToCyAapcTBa CMOT
NPUBECTH K peanbHON mobene. Baxkuelmas ponab B JIOCTHKEHUU
MH(POPMAIMOHHOTO TOCIOJCTBA OTBOJUTCS KOMITBIOTEPHON pa3BeKe,
BeIylIeiicss B WH(POPMAIIMOHHBIX TOTOKAaX, KOTOPhIE B THUTAHTCKHUX
KOJIMYECTBAX MPOU3BOIATCS BCEMH TOCYJIAPCTBEHHBIMU W YaCTHBIMHU
OpraHu3alusIMM, a TakXKe OTACIbHBIMU HWHAUBUAyyMaMu. OHa
BKJIFOYAET B c€0s1 TPU OCHOBHBIX HAINPABIICHHUS:

- pa3BelKy B MH()OPMaLIMOHHO-BBIYUCIUTENBHBIX
KOMIIBIOTEPHBIX ceTsiX (BKJIoUas coicetd, Web-cepBuchl yaneHHbIX
KOMIIBIOTEPHBIX ~ PECYpPCOB), MOTOKax CBS3M JJIsI  JOCTyna K
COJIEp)KaHUIO TIepeaBacMoi HHPOPMAIIUKU B COOOIICHU;

- pa3BeJKy B OYMaXKHBIX W DJICKTPOHHBIX CPEJICTBAX MAacCOBOM
uHdopManuu;

- pa3BeAKy B HENEPUOAUYECKUX W3JaHUAX, B TOM YHUCJIE B
OTKPBITBIX W TaK Ha3bIBAEMBIX «CEphIX» (T.e. HE HMEeIuX Trpuda
CEKpPETHOCTHM, HO  HE  TMPEJAHA3HAYEHHBIX JJISI  MacCOBOrO
pacnpoctpaHenust - orderax o HHWP, ananurmueckux chnpaBkax,
JIEJIOBOM MEPENUCKe, TUCCEPTALUSIX U T.11.).

KoMmmbloTepHas pasBeika TMpeACTaBiIseT COO0M KOMILIEKC
B3aMMOCBSI3aHHBIX  JEUCTBUU  OINMEPATHBHOIO M  TEXHUYECKOTO



xapaktepa. lHorja BcTpedaeTcsi BaXKHbIA JJIsI IOHUMAHUSI TTyOHHBI
npoiieccoB TepMuH «Corno-Texunueckue cucteMmsl» (maiee - CTC),
KOTOpBIE HCHOJIB3YIOTCS U Kak 00BeKT mnpoHukHOBeHUs KP, u kak
cpena, B kotopou npousBoautcs KP.

KoMmnbioTepHyto pa3BeiKy pa3lefsiioT Ha J0OBIBAIOIIYIO U
oOpaOarbiBaromytro. B mnoneBom ycrae CIHIA «FM  100-6»
MPUBOJIUTCSl UEpPApPXUs CUTYallMOHHOW ocBeaomyieHHOCTU (puc. 1.1.),
MpEeJCTaBIAIONIas coO0OM MUpaMHay, B OCHOBAaHWM KOTOPOM JiexKat
JTaHHBIC.

MoHkmanee :.

WHdopmauma

daHHbIe

L : J

Puc. 1.1. Mepapxusi cuTyallmOHHOM OCBEIOMJICHHOCTH Kak 1eiau KP.

Ha BtOpoM ypoBHEe HaxoauTcs HWH(opMamms, mojydacMas
nyTeM 00paboOTKH pa3BeaaHHBIX. M3ydeHue nHbopmanuu npuBOIUT
K (OPMUPOBAHUIO 3HAHUU (CIEAYIONIUNA YPOBEHb OCBEIOMJICHHOCTH),
a 3HaHMS TIOCPEJICTBOM CYXKIEHHUS CIIOCOOCTBYIOT ITOHUMAaHUIO
(BepxHMI ypoBeHb). CUTyallMOHHBIC 3HAHUE W MOHWMAHHUE CUTYyallMU
ABIIAIOTCS ogHOM 13 neiueit KP.

3amada q0OBIBaOIEH pa3BEIKH COCTOUT B MOJYYEHUU JaHHBIX,
a oOpabartpiBatolell - B MpeoOpa3oBaHUM JAHHBIX B MH(POPMAIUIO U
npuBeacHue ee B hopMy, YI0OHYIO IS TOJIH30BaTENS.

JloObIBaro1as pa3Be/ika MojpasaeisieTcss Ha MPeIBaApUTEIbHYIO
Y HETIOCPEICTBEHHYIO.

3ajadya mpeaBapuTEIbHON pPa3BEIKH - MOJYUYEHUE CBEACHUM O
caMOM aBTOMAaTHU3UPOBAHHOW CcHUCTEeME O0pa0OTKM JaHHBIX (Janee-
ACOJ), COCTaBe nH(pOpMaIMOHHON CHUCTEMBI 00BbEKTa
NPOHUKHOBEHUS! M OCOOEHHOCTAX €€ 3alllUTHBIX MEXaHU3MOB.
[IpomexxyTouHas LENb 3TUX ACUCTBUU MPEABAPUTEIBHON Pa3BEAKU -



nogo0parh JIaHHbIE, HEOOXOAUMBIE ISl MOCJIEAYIOIIEr0 HE3aMETHOTO
npoHukHOBeHUs B 1eneByro ACOJl wnu OnoxupoBaHusi e€e paboThI.
[lenu mpeaBapuUTENIbHON pa3BEJKU JIOCTUTAIOTCA IyTEM J0ObIBaHUS
OTKPBITHIX W 3aKPBITHIX CBeIeHUM. K OTKPBITHIM CBEACHUSM MOXKHO
OTHECTH JaHHble O Xapaktepe u pexume padotel ACOJ] oObekTa
pa3BelIKy; KBIM(UKALIUK €ro IEPCOHaa; COCTaBe U CTPYKTYypPE CaMOu
ACO/I, ucnosib3yeMOM MpOrpaMMHOM OOECIEUYEHUH; MPOTOKOIaX
yOpaBiCHUST W B3aUMOJCHCTBHUS; CPEICTBAX U METOJAX 3alUThI
uHpopmauuu, wucnoiabdyembix B ACOJ. Jlng mnoiaydeHus 3TUX
CBEJICHUM HET HEOOXOJMMOCTH MpuOeraTb K IMpUeMaMm OIEepaTUBHOMN
paboThl (MOAKYMY IMepcoHana, Kpaxe AOKYMEHTallUd U T.I.). OTH
CBEJICHUS, KaK TPABUJIO, HE SIBJISIOTCS 3aKPHITBIMH M MOTYT OBITH
MOJIyYEHBI MPHU mepexBaTe cereBoro tpaduka muatepecyromein ACO/]
amb0  TpU  TONBITKE  YCTAaHOBUTh  CETEBOE  COCIUHEHHE
HenocpeacTBeHHO ¢ camoit ACO/I, korma mo xapakrepy moiay4aeMoro
OTKJIMKA MOYKHO CJI€TIaTh COOTBETCTBYIOIIME BHIBOJIBI.

YcranoBnenue mnepBuyHOro konrakrta ¢ ACO/l mpoTuBHHKA,
KaK MpaBujo, €IIe HEe JaeT JA0CTyna K MHTepecyloiel uHdopmaimu
WJIM BO3MOYKHOCTH 3axBaTa yIpaBiieHUs] HHPOPMAITMOHHON CHUCTEMOIA.
Jist 3Toro HeoOXOAMMO TMOJYYUTh JOTOJHUTEIbHbIE CBEICHUS
«3aKpBITOro» xapakrepa. K TakuM 3alluIIaeMbIM  «3aKPBITHIM»
CBEJICHUSM OTHOCSTCS TApOJIM, KOJbI JOCTyma, HHPOpMaIus O
npuHATEIX B ACO/l mpaBunax pa3rpaHAYeHHUs] AOCTyNa, CETEBbBIC
afgpeca BBIYMCIUTEIBHBIX CPEACTB aTakyeMoW cuctemsbl. [l
MOJIy4eHUs TOJOOHBIX CBEICHUM CYIIECTBYIOT Ppa3HOOOpa3HbIC
nporpaMMHbIe cpeacTBa. K HUM OTHOCSITCS, HalpuMep, NporpaMmmbl-
cHU(eprI - MPOCITYIIMBAOIINE CETH, CUMTHIBAIOIIME MEpBbIe 128 OUT
Kaxgaoro (aitia, B KOTOPBIX HEPEAKO TIOMEIIAeTCs Ciy>KeOHas
undopmanust o camom ¢aiisie u 00 ACOJ/I, a Takke aBTOMaTH4YECKU
aHAJIM3UPYIOIIUE COCTAaB MH(POPMAIIMOHHOIO OOMEHa M MOIydaroIue
JaHHbIC 11 JajbHeumen araku. CylieCTBYIOT TakKe CHEUAIbHBIC
porpaMMBbl TOA00pa MapoJeH.

[Tomumo KIIIOUEH, HMHTEPEC IMPEACTABISAECT IEPEXBAT KYCKOB
3al(PpPOBAHHOTO TEKCTAa C 3apaHee W3BECTHBIM COJCpP>KaHHEM. ITO
MO3BOJISIET BBIJCTUTh U3 MIUAPPOrpaMMbl CEKPETHBIN KIIIOY, KOTOPBIM
UCIIOJIBb3YETCS JIJIs JabHEHIIIEro KpUITOAHAIN3a BCEro TEKCTA.

VYcenexy mogoOHbIX MpOrpaMM COCOOCTBYIOT MHOTOYHCIICHHBIE
OIMMOKA B COBPEMEHHOM IIPOTPAMMHOM OOECIICUeHHH, YTO, Kak
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BBISICHSETCS, SIBJISIETCSI CIICICTBUEM IIOCTOSIHHOTO BO3JICMCTBUSA Ha
Pa3pabOTYMKOB CO CTOPOHBI HAIIMOHAJIBHBIX CIELCTY>XKO HA OCHOBaHUU
HallMOHAIBHBIX 3aKOHOB (TenexkoMMyHUKaIMOHHBIA akT 1996 rona,
nornpaBka [[xkeiicona-Beinuka u [latpuortnueckuit akt 2001 roma B
CIHIA u nap.), mpu3BaHHBIX OOECIEUUTHh HAIMOHAJILHBIE MHTEPECH U
0€30I1acHOCTh TOCyJapcTBaM, Ie pa3padaThIBAIOTCS CPEJCTBA CBSI3HU U
MaCCOBBIX KOMMYHHKAIIUH.

Ceenenusi, coopannbie mog00HBIM 00pazom 00 ACOJI oO6bekTa
aTaKu, OTKPBIBAIOT MyTh K JTOOBIBaHUIO MH(OPMAIIMHU, HHTEPECYIOIIEH
3aKa3yuKa, T.€. K BEJICHUIO HEMOCPEICTBEHHOW pa3Belku JHOO K
COBEpIICHUI0  WH(POPMAIMOHHOW  aTakW,  3aKJIIOYAloIeHcs B
MCKaXEHUU JaHHBIX WM OJIOKHPOBAHUHU HOPMAJIbHOU pabOThI CETEBBIX
cepBUCOB. Takxke 0COOBIM, MOJYYUBIIUM IIHUPOKOE PACTPOCTPAHEHUE
mMeTtogoM KP sABisgeTcss mNpuMEHEHUME KOMIUIEKCA CPEICTB IS
HE3aMETHOr'0 BJaJeibliamM nepexsara yrpasieHus OBM. Hmerorcsa B
XaKepCKOW CpeAe CTaHAapTHhIE CPEICTBA M  OPUTHMHAIIBHBIC
pa3pabOTKU MPOTrpaMM-IIEMOHOB, HEBUJIMUMBIX JI1 AHTUBHPYCOB U
MEepEXBATHIBAIOIIUX BCE KOMaH/bl ynpaieHus MC mig nanpHEUIIero
HETJIACHOTO HCHOJIb30BAHUSI €€ PECYPCOB B MHTEPECAX AaTaKYOUIEH
CTOPOHBI, MHOTJIa CO3/1aBasi yIpaBiIsieMble U3 €AUHOTO IIEHTpa «poOo-
cetn» (boTr-ceTn), KOTOphIE MOTYT HE3aMETHO [JIsi BJAJEIbIICB
BBITIOJIHATh HETJIACHBIE COIVIACOBAHHBIE NEUCTBHS. M3BECTHBI cllyyau
apeHabl boT-ceTen Tt MPOTUBONPABHBIX JEUCTBUN.

Ha craguu HemocpencTBEHHOW pa3BEAKH, KaKk W Ha BCeEX
OCTAJIbHBIX, JIOOBIBAIOTCS HE TOJIBKO 3aKpPBITHIE, HO TaKXKE OTKPBITHIC
CBEICHUSA. BaXHeWMIMM JIOCTOMHCTBOM MEPEXBATa  OTKPBITHIX
CBEJCHUM IMPU BEACHUU KOMIBIOTEPHOW Pa3BEAKHU ABJISECTCA TO, YTO
9TH CBEICHUS MOTYT OBITH TMOJIy4eHbI 0€3 HApYIICHUS MPHUHSATHIX B
ACO/] npaBun pazrpaHu4eHus JOCTyIa K HH(QOpPMAaIIUH.

COopoM ¥ aHaIW30M OTKPBITHIX CBEJICHUN B CETSIX cenlyac
opuIMaTBbHO 3aHUMAETCS MHOXXECTBO OpraHMU3alliid, KOTOphIE 3a
ONPEACIICHHYIO IIJIATy BBINOJHSIIOT 3aKa3bl Ha MOUCK TOW WIIM WHOU
uHopmanuu. JIro0ol monb3oBaresb ceTu MHTEpHET TakkKe MOXKET
CaMOCTOSITEILbHO BECTH TMOMCK W aHaiM3 TpeOyeMoil uHpopMaiuu ¢
MOMOIIbI0 M3BECTHBIX TMOMCKOBBIX MAIlIMH TOMyJApHbIX Web-
CEpPBUCOB.

JloObIBaHWE  3aKpBITBIX  CBEACHWM  BCETJa  CBSI3aHO  C
HECAHKIIMOHUPOBAHHBIM JIOCTYNIOM K HWH(OpMaluu MPOTUBHUKA H
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UMEET CBOMM CJICJICTBUEM YTEUKYy 3allldIllaeMoil HMH(OpMaIuu.
[TonydeHue 3aKkpbITBIX CBEACHUN OcylecTBisieTcs Kak B camoit ACO/]
00bEKTa, TaK U B HHPOPMAIIMOHHO-BBIUUCIUTEIBHBIX CETSIX, BHEITHUX
no otHomeHWIo K ACO/I. Bo BHEIIHUX CETSAX IMEPEXBATHIBAKOTCI TE
COOOIIIEHUSI, KOTOpPhIE OOBEKT pa3BEAKH MEPEChUIACT BHEIIHUM
aapecaraMm, Ju0O, B Clydyae BHUPTyalbHOM C€THU, T€ COOOLICHUS,
KOTOPBIC [IUPKYJIHUPYIOT MEXTY OTAeHbHbIMU cerMeHTamMu ACO/I.

MO>XHO BBIIEIUTH CIIEIYIONIUE CIOCOOBI MepexBaTa 3aKpPbhIThIX
CBEJICHUI BO BHEIITHUX CETSIX:

- U3MEHEHUE MapUIpyTU3AIMU TIPU NEPECHUIKE COOOIIECHUM, YTO
MO3BOJISIET OTIPaBIATh HMHPOPMAIMIO Yepe3 «CBOW» cepBep, Ha
KOTOPOM ITPOU3BOAUTCS MEPEXBAT U 3alMCh TaHHBIX;

- YTEHUE JIEKTPOHHOW MOYTHI, KOTOPasi, KaK MpPaBuilo, SIBISETCS
JerKod JoObIYelt MW Ha cepBepe OTHpaBUTENs, W Ha CepBepe
oJy4aTers;

- (anbcudukanus cepBepa (caiita) ampecata, 4To B CiIy4yae
yCIieXxa MO3BOJISIET BBIMAHUTD y OTIPABUTENS Ty WIM UHYIO 3aKPBITYIO
uH(}OopMalLHIo.

[Iporpammuoe nponukHoBeHne B ACOJ[ oObekTa ¢ IeNbio
BEJICHUSI PA3BEIKU MOXKET OCYLIECTBIATHCS HECKOJIBKUMHU CIIOCOOAMH.
OTnenpbHyI0 TPYIYy TaKUX CHOCOOOB COCTABJSIET NPOHUKHOBEHUE
yepe3  HeceTeBble  mnepudepuiiHbie  ycTpoilcTBa  (KIaBHATYpYy,
IUCKOBOJBI U T.mm.). Habop MeToq0B NMPOHMKHOBEHHUS JOCTATOYHO
IIUPOK U OMNpeaessieTcs KBadu(pUKaIMEHd B3JIOMIIUKA U CTEIEHbIO
HECOBEPIIICHCTBA YCTAHOBJICHHBIX Ha OOBEKTE CHUCTEM 3allUThl OT
HECAHKIIMOHUPOBAHHOT'O JOCTYTA.

Cuuraercs, 4To aOCOJIIOTHO HAJCKHBIX CHUCTEM 3alllUThl Ha
CEerOHSAIIHUN JIeHb HE cyulecTByeT. Hampumep, W3BECTHBI MpPUEMBI
HapyIICHUs] HOPMAJIbHOW PabOThl KPUNITOIPAPUUECKUX MHUKPOCXEM B
CUCTeMax pa3rpaHUYCHHs] JOCTyla, HayWHAas OT HarpeBaHusi U
oONydeHusT M KOHYas TPUMEHEHHEM MOJeJel  CTUMYJISIUU
HAIPaBJICHHBIX OIIMOOK, KOTOPHIE MO3BOJSIOT MOJIYYUTh CEKPETHBIC
KJIFOYM, XpaHSIIUECS B MaMSITH 3TUX MHKpocxeM. lIpuHummnuanbHOe
OTJINYKE TPOHUKHOBEHHUS  Uepe3  HeceTeBble  mepudepuitHbie
YCTPOMCTBA OT OCTAIBHBIX METOAOB 3aKIFOYAETCA B TOM, YTO JJISI €rO
BBINIOJTHEHUS HEO0O0XO0IUMO dbuznveckoe MIPUCYTCTBUE
3JI0YMBIIIJIEHHUKA Ha OOBEKTE€ BBIYMCIUTEIBHOW TEXHHUKU. ITO
MO3BOJISIET  3AlMINAIOIIEHCS ~ CTOPOHE  MPHUMEHHTh  XOPOIIO
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OTJIA)KCHHBI MEXaHW3M OPraHU3aAMOHHO-TEXHUYECKUX MEp 3allUTHI.
Bokpyr 00bekTa co3/1aeTcsi KOHTPOJIUpyeEMas TEPPUTOPHS, HA KOTOPOId
HE JOMYyCKAaeTCs MPUCYTCTBUE MOCTOPOHHMX JIIOAEH; K paboTram B
ACO/] nomyckaeTcs OrpaHAYECHHBIA KPYT JIUI]; BEIETCSA TIIATEIbHBIN
y4eT W aHainu3 Bcex mpou3BoguMbix B ACOJ] paboT; y4HTHIBAtOTCS
UCIIOJIb3yEMbIE€ HOCUTENIM MH(OPMAITUH U T.II.

Haunbonee MHOroyucieHHass ¥ JAUHAMUYHO Pa3BUBAONIASICS
rpymnmna cnoco0oB mporpamMmMHOro npoHukHoBeHuss B ACO/]
MPOTUBHUKA - OTO IPOHUKHOBEHHE W3 BHEHIHUX ceTed. MOKHO
BBIJICIUTh  JIBA  OCHOBHBIX IMYTH  Takoro MPOHUKHOBEHMUS:
IPOHUKHOBEHHUE C HCIOJIb30BAaHUEM TMapoJied W UACHTU(PHUKATOPOB,
HaWJICHHBIX B pe3yJIbTaTe MPEABAPUTEIHLHON Pa3BEIKHU, a TAKKE MOUCK
OIUOOK (T.H. «JTIOKOBY», K4EPHBIX XOJIOBY», «JIa3€€K») B IPOrpaMMHOM
oOecnieuenuu, wucnoibzyemom B ACO/. bonbiioe KoJIMYECTBO
JTIOKOBY», <OKCIUIOUTOB» OOBSCHSETCA OLIMOKaMu aBTOPOB U
TpeOyeMon TUIst HaIMOHAJIbHBIX CIICIICTY KO
«IPEyCMOTPUTENBHOCTBHIO» aBTOPOB MPOTrPAMMHOI0 OOECIeUEHUS.
[locne pazobnauenuit «Bukunuke» u 3.CHOyJeHa CTajio BO BCEM
MHUPE OYEBUIHO, UYTO «JIFOKW» OCTABJISIOTCS aBTOPOM IPOTrPaMMHOIO
oOecrieueHHs] TpPEJHAMEPEHHO, 4YTOOBl CO3/1aTh HAlMOHAJIbHBIM
cCHencay0aM BO3MOXKHOCTH MO YAAJIEHHOMY JOCTYMY U yIPABICHUIO
UH()OPMALIMOHHBIMUA CUCTEMaMH B 00X0J1 TTOJICKUCTEM 0€30MacHOCTH, a
MHOT'OUYHCIICHHBIE XaKEPhl HAXOMIT ATU <JIFOKM» U HCIOJIBb3YIOT UX B
CBOUX IIEJISIX, B TOM YMCJE IS IOOBIBAHUSI CBEJACHUU W3 CUCTEMBI
noib3oBaTensa. To ecTh, IMPOKYIO OIVIAaCKy MOJYYWIA JaHHBIE O
npoBeneann ABH wu napyrumm passenBenomcrBamu crtpan HATO
KPYIMHOMACIHITa0OHBIX TJI00QJIBHBIX HETJIACHBIX Pa3BEIbIBATEIbHBIX
IPOCKTOB C HCIOJB30BAaHUEM MPOrPAMMHOIO OOECIEUECHHUS C
HE3a/IeKJIapUPOBAHHBIMU BO3MOKHOCTSIMU. B pekux ciydasx aBTOpPBI
MPOTPAMMHO-AIIAPATHRIX PEIICHUN YCTAHABIUBAIOT «JIIOKW» IS
oOJerdeHus Tmpolecca OTJIAJKH MTporpaMMbl, a TOTOM HX
JUKBUIUPYIOT.

MN3-3a yKa3aHHBIX MPOLIECCOB €XKETOAHO PACTET YHCIO
BBIABJISIEMBIX ~KPUTUYECKHUX  YA3BUMOCTEM M «IKCIUIOMTOB» B
OOIIEOCTYMHBIX — anmapaTHO-MPOrPAMMHBIX — PEHICHUSAX, AaKTHUBHO
AKCIUTYaTUPYEMBIX XaKEPCKUMU rpyHnaMy B TPOTUBOINPABHBIX LIENISX.

OmHako HEJOCTaTOYHO JIMIIb J00paThbcsl 110 BUHYECTEpa
NPOTHUBHUKA W «CKAadaTh» C HEro HECKOJIbKO TUradaT JaHHBIX.
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Heob6xomuMo  BOCCTaHOBUTH — yAaleHHBIE  (aiijibl  MPOTHBHUKA,
THIATEIBHO pa3o0paThCid B TMOJYYEHHOM OOBbEME CBEACHUU. OITy
(yHKIMIO BBINOJHIET oOpabarbiBatomias paspeaka. CrenraibHbIe
IporpaMMbl  TIO3BOJISIIOT ~ ONPENEIUTh THUMl (parMeHTa KOrja-To
yaaneHHoro (aiina (TeKCTOBBINM, TpapuUueCcKuid, UCIIOTHIAEMBIN U T.11.)
¥ BOCCTAaHOBHUTH COJICPKABIIYIOCS B HEM HMH(POPMAITUIO; CONIOCTABUTH
U JIOTUYECKH yBs3aTh UMEIONTHecs (anibl; yCTPaHUTh TyOJIUpOBaHUE
uH(dopManuu; 0ToOpaTh MO KIKOYEBBIM CIOBaM M aCCOLMMPOBAHHBIM
MOHATHSAM TOJNBKO Ty HWHOOpPMAIUIO, KOTOpas B JaHHBIK MOMEHT
HeoOxoauma  3aka3uuky. (OOpaOoTke MOABEpPraroTCs  JIaHHBIC,
MOJIyYEHHBbIE KaK B OT/ACJIIBHOM CPEJICTBE BBIUUCIUTEILHOW TEXHUKH,
TaK U B WH(POPMAIMOHHO-BBIYHUCIUTEIBHBIX CETAX, MPH ITOM CETh
NPEACTaBIsCT JIOMOJIHUTENIbHBIE BO3MOXHOCTH IO  00paboTKe.
[TocpenctBom aHanuza Tpaduka MOXHO KOHTPOJIUPOBATh TMTAHTCKHE
MOTOKU CBEJICHUH, MPOU3BOJIUTH OTOOP, HAKOIJICHUE U 00pabOTKy HE
BCEX JIAHHBIX MOJAPAJ, a TOJIBKO T€X, KOTOPBIC MPEACTABISAIOT UHTEPEC
JUIsl KOHEYHOTO noTpeouTtesns. [ BeAeHUs SKCIpecc-aHallu3a B CETH
CO37[aHbl CIICIHMAIBHBIC MPOTPAMMBI, TaK Ha3bIBaeMble HOY-OOTHI —
CrieIUaIbHbIe IpOrpaMMHBbIC MPOJIYKTHI, HE3aMETHO
nepeMenaroInecs: OT KOMIIbIOTEPa K KOMIBIOTEPY C BO3MOMXKHOCTBIO
Pa3MHOXKEHHS, KOTOpPBIC OTCJIC)KHBAIOT COCTOSHHE ACNI M TEepPelaroT
CBOAHYIO MH(GOPMAIMIO M0 KaHajlaM oOMeHa JaHHBIMH. C MOMOIIIBIO
CPEICTB KOMIBIOTEPHOU PA3BEIKH MOKHO HE TOJBKO aHAJIU3UPOBATH
JTaHHBIC, IUPKYJIUPYIOIIME BO BCEH CEeTH, OE30THOCHUTEIBHO K HX
UCTOYHUKY, HO W  OTCICKHUBATh JCATEIBHOCTh KOHKPETHBIX
opraHvM3alui U  OTIENAbHBIX  JIMI,  BBISBIATH  HCTOYHHUKA
pacnpocTpaHeHUs Kakoh-au00 mHQpOpMaIMK, YTO 4YacTO W SIBIISETCS
CPEICTBOM MPOBEACHUS WH(OOPMAIIMOHHOW OMEpaluu WM aTaku
(MOA).

B cBs3u ¢ BBICOKOM CTENEHBbIO Yrpo3bl OE30MaCHOCTH
uHdopmanuu, 06padaTbiBaeMoil B MHPOPMAITMOHHO-BBIYHUCIUTEIBHBIX
CETsIX, BCE OOJbIIEe KOJTUYECTBO MOIB30BATENICH CETH MPUMEHSIOT IS
3alUThl cBoeil nHpopmanuu mudpoanue. [1o 3Tol nmpuynHe OJHOU
U3 3a7ad oOpabaThIBAIOIIE KOMMBIOTEPHOW PAa3BEAKH SBISETCS
IPOBEACHUE DJIEMEHTOB KpuNToaHanu3a. KpunroaHanus - Hayka o
PaCKpBITUM  QJITOPUTMOB  Iu(dpoBaHUsd, TOAOOpEe KIOYEH U
BOCCTAHOBJICHUM WH(oOpManuu wu3 3amu@poBaHHOTO COOOIICHHUS.
[TockONBKY B KpUNTOAHAIIM3E MIUPOKO UCIOJIB3YIOTCS KOMIBIOTEPHBIC
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METO/Ibl 00pPa0OTKU MH(OpPMALIMHU, TO OTYACTH €r0 MOXHO OTHECTH K
oOpalarpIBaroIIeil TEXHUYECKOW pa3Beake. Hampumep, HeclIOKHbIC
mu@pbl MOTYT OBITH B3JIOMaHbl KOMITBIOTEPOM aBTOMAaTHYECKH, 0€3
ydacTusi 4eyioBeka. K KauecTBEHHOMY CKauyKy B KpUIITOAHAJIN3E
OPUBOISAT COBPEMEHHbIC MH(POPMAIIMOHHBIE TEXHOJOTHUU. Tak, eciu
noaA0Op KJI0Ya Ha OTJAEILHOM KOMITBIOTEPE MOKET 3aHSITh MHOTO JIET,
TO TPUMEHEHUE CHEUUAJIbHBIX MPOTpaMM C 33JI€MCTBOBAHUEM
yHOOMSIHYThIX ~BoT-ceTell, HeErlnacHO HCHOJB3YIONIUX CBOOOHBIC
M30BITOUYHBIE  BBIUMUCIUTENBbHBIE  pecypchl  OBM,  mo3Bosser
33/IECTBOBATh MAapAJJIEIBHO AECATKHU U COTHU THICAY KOMIIBIOTEPOB
JUTISl COKpAIlEHUs BPEMEHU MOJ00pa Kito4ya A0 CUUTAHHBIX Helenb. B
TO K€ BpPEMsS KPUIITOAHAIN3 MOXKET OBbITh OTHECEH K KOMITHIOTEPHOU
pa3BeJIKEe JUIIb 10 METOAY MPUMEHEHUS KOMIBIOTEPHBIX TEXHOJIOTHUM
JUIsT TIPOHMKHOBEHHUS K IIeJeBoM 3ammuinaeMor uHbopMaruu. I[lpu
B3JIOME CKOJIbKO-HHOYJb CEPBhE3HBIX IMH(PPOB PEHIAONIYI0 POJIb
UrpaeT MOATOTOBKA, WHTYMIUMS U OIBIT KPUNTOAHAJIUTHUKA, 3HAHUE
OCOOEGHHOCTEH  HCIOJIb30BAHUSI ~ TaK  HA3bIBAEMBIX  METOJIOB
«COUMATIBHOW UHXKEHEPUM» JIs 3aKpbIThIX OT moctopoHHux CTC.

Ho wHenb3s 3a0biBaTh, 4YTO 3apyOe)KHbIE OIMEpPAIIMOHHBIC
CUCTEMBI, HAJCTPOMKAMU K KOTOPHIM H SIBIISIFOTCS TPUKJIATHBIE
MpPOTPpaMMBbl  aTaKyeMbIX HH(OPMAIIMOHHBIX CHUCTEM, H3HAYAJIbHO
JenarTcsl € HEJOKYMEHTUPOBAHHBIMU  (DYHKIUSMH  yAQJICHHOTO
NOCTyNla K YIPABICHUIO W 3allMIIa€MbIM JaHHBIM Ha YpOBHE
(GalIoBbIX CHCTEM, a KPUIITO3aIMTa Ha YpOBHE (DAJIOBON CHUCTEMBI
caMa UCIIOJIb3yeT 3apyOeKHBbIC aNTOPUTMbl IIUGP3AMUTHI, KIOUYU
JOCTYNa K KOTOPBIM MepelaHbl pa3paboTyMKaMu B HaIMOHAIbHBIC
crenciiyk0bl. Ho BO3MOXKHOCTH JOoCTyna (HampuMmep, «IKCIUIOUTHD))
U3BHE K MPETyCMOTPEHHBIM pa3pabOTYMKaMH HEJOKYMEHTHPOBAHHBIM
GyHKIMSAM  3apyOeKHBIX HMHGOPMAIIMOHHBIX CHCTEM BCE dalle
CTAHOBATCS IOCTOSIHUEM XaKEPOB, KaK ObLJIO YIIOMSHYTO pPaHEeE.

B cBsi3u ¢ TeM, 4TO U3ydeHHUE BOIIPOCOB 3aIIUTHI HHPOpMAIINH B
CPEACTBAX BBIYMCIUTEIBHOM TEXHUKM HAYAJIOCh CPABHUTEIBHO
HEJJAaBHO, BCTPEUYAIOTCS PA3JIMUHbIE TOYKU 3PEHUSA HAa KOMIIBIOTEPHYIO
pa3BelKy U €e MECTO Cpeau yrpo3 0€30MacHOCTH HH(POPMALIUH.

Kak u3BecTHO, BCEe yrpo3bl 0€30MacHOCTH WH(POpMAIIMU MOXKHO
pazaenuTh Ha 4 TUNA: YHUYTOKEHUE, W3MEHEHHE, XUIICHHUE,
OJIOKMpPOBAHHUE.
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KomneroTepHasi pa3Bejka, Kak W Jro0as apyras pa3Bejka,
3aHUMAETCd HE TOJBKO XulleHHeM uHdopManuu. AKTHUBHOE
BO3J/IciicTBUE Ha MH(POPMALIMIO HE MPEANoJaraeTcs B ciiydasx, Korjaa B
LEIIIX MAaCKUPOBKHU HECAHKIIMOHUPOBAHHOTO JOCTyIIa
MOAUGULIMPYETCS HEKOTOpasi Cy>KeOHasi, BTOPOCTENECHHAas C TOYKH
3peHusi J00bIBaHUs, HHGOpPMAIMS B ONEPALMOHHOM CHUCTEME W
cpeacrBax 3amutel ACO/I, sBistomencs neibo NpOHUKHOBEHUS. 10
3TOW MPUYMHE K KOMIIBIOTEPHOM pA3BEIKE TEIEPb OTHOCIT BCE
CpEeACTBa AKTUBHOTO BO3JCUCTBUS Ha HMHGOPMAIIMOHHBIE CHUCTEMBbI
MPOTUBHUKA - MOYTOBBIC U JIOTUYECKHE OOMOBI, 3JIEKTPOHHBIC YEPBU,
SYN-HaBoHEHMS, aTaku THUMA «CaJsIMW», OOJBIIMHCTBO BUPYCOB U
IpyTUE CPEICTBA M METOAbl M3 apceHaja KPUMHUHAIBHBIX XaKEpOB,
UCTIOJIb3yeMble IS JajJbHEUIIMX MaxuHAlMi ¢ OaHKOBCKUMH
CUETAMH, KPAXKH I MEPENPOIaKH MEPCOHAIBHBIX JAHHBIX U JIPYTYIO
JUKBUJIHYIO HA YEPHOM XaKepCKOM pbIHKE MH(MopMaiuio. Takxke yxke
CYUTAOTCS KOMITBIOTEPHOU pa3BeaKoOu U CIIOCOOBI
HECAHKIIMOHUPOBAHHOTO KOMUPOBAHHUS JTUIEH3UOHHBIX MPOrPaMMHBIX
MPOAYKTOB M B3JIAMBIBAHUSI UX 3AIUATHI, €CJIH LEJIbI0 3TUX JIEUCTBUHI
ABJISIETCSl TIOJy4eHHUE 3aluiiaeMoil uHdopmaiuu, B TOM YHCJIE U B
WHTEpEecax HapyUIEHHUs aBTOPCKOrO IpaBa HAa KOMMEPUYECKHE U
Hay4YHbIE TIOJI€3HBIE MOJEIM W M300peTeHUs, a TaKxke s
JNAJIbHEUIIIETO HE3AKOHHOTO JIOCTYMA K YCIyTaMm.

B 3KCTpeMUCTCKHUX U TEPPOPUCTUUECKUX LEISIX KOMIIBIOTEPHYIO
pPa3BelIKy MCIOJB3YIOT ISl TTOMCKa Ha (popyMax, B yaTax U COILCETIX
JIMI, B YbHX THUIWYHBIX PEAKIMUSAX HA TE€ WIM HHBIE Marepuaibl U
00CYyXJEHUE KaKUX-JTU0O «UYBCTBUTEIBHBIX BOIIPOCOB» COIEPKATCS
OPU3HAKKM BO3MOXHOTO COYYBCTBUSL HJCOJIOTMM TEPPOpU3MA H
skcTpemusma. C  TakMMM  JIMIJAMM  3aBSI3BIBACTCA  KOHTAKT,
MPOJOKACTCS OTCIIC)KUBATHCS UX COCTOSIHAE. 3aTEM BBISBICHHBIE U
B3SThIC B M3y4YCHHUE JIOAU CKJIOHSIOTCS JMOO K BBIE3AY B MecTa
npoBeeHUsT OOeBBIX JCHCTBUM Ha OJMKHEM BOCTOKE, MO0 Ha
00y4YeHHE B IICHTPHI MOATOTOBKH 00EBUKOB. J[0 MEPBBIX YTOIOBHBIX ACI
M0 Y4YacTHUIO, WJIH MOCOOHUYECTBY TEPPOPUCTUUYECKON IEATEIHLHOCTH,
TAaK)K€ OTMEUANIMCh JIECSITKU (PAKTOB CKJIOHEHUS K BbIE3ly B Jiareps
MOJATOTOBKH OOEBUKOB MOJIOJIBIX MYCYJbMAHCKUX JKCHIIUH-BIOB C
neTbMU. Takxke METOAbl KOMIIBIOTEPHOU Pa3BEAKH MPUMEHSIIACH JJIs
pO3bICKA 4epe3 ceThb VHTEpHET yCTaHOBOYHBIX NAHHBIX YYaCTHHUKOB
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KOHTPTEPPOPUCTUUECCKUX OINEpAlMid W UX POACTBEHHHUKOB. Takxke
OTMEUYAIMCh Cllydan NOpuMeHeHuss npueMoB KP s BeISICHEHUSA
UCIIOJIb30BaHUSI B JaJbHEHIIEM «TOHKOCTEH» (YHKIIMOHUPOBAHUS
UHTEPHET-TEXHOJIOTUH (CEpBUCOB, B TOM YHUCJIC U KPUNTO3AIMMIIICHHBIX
CEPBUCOB OOIIECHHUS 4YEpe3 COICETHU) ISl YIPABICHUA SAKOOBI
CTUXUUHBIMHU MPOTECTHBIMU AKIUAMU C SKCTPEMUCTCKUMU ITPU3BIBAMU.
Taxxke ucnonwb3yroTcs meroanl KP, xapaktepHble IS 3aIlyTbhIBaHUA
CJIEJIOB TI0CJIE€ KOMITBIOTEPHBIX aTaK, 3€pKaJbHbIE AHOHUMHBIC CEPBEPHI,
MIPUMEHSEMBIE JUISI TPOIAraHAbl WIACH TEPPOPU3MA U IKCTPEMHU3MA,
3aKa3HbIE PACIPEACIICHHbIE KOMIIBIOTEPHBIE aTaku depe3 bor-cetm Ha
obulMaIbHbIE CETEBbIC PECYpPChl OPraHOB TOC. BIACTU U BEJOMCTB,
YYaCTBYIOIIMX B TMPOTHUBOJACUCTBHUU TEPPOPU3IMY U SKCTPEMU3MY.
IMeroTcs CcBeJeHUsS O Pa3OBBIX M HAa TOCTOSHHOM OCHOBE (HakTOB
VCIIOJIb30BAHUS XAKEPCKUX TPYININ U1 OTMBIBAHUS JIEHEXKHBIX CPEICTB
no  (QUHAHCHUPOBAHUIO  TEPPOPUCTUYECKUX U  IKCTPEMHUCTCKHUX
OpraHu3aiuyii, MPUKPBHITUS HUX ONEPALUMN IO KOHCIUPATHBHOM CBA3U
MEXIY UX YYACTHUKAMMU.

1.2. PoJib, MeCTO U (p)OPMBI OPraHM3ALMOHHO-IOPUINYECKOT0 U
TEXHHUYECKOI0 NMPOTHUBOACHCTBUA METOAAM KOMIILIOTEPHOM
pa3BeaKu 00bEKTOB POCCUIICKOH MHPOPMAITMOHHOMT

HH(PPACTPYKTYPbI

CnoxuBIiasics TrocyJapCTBEHHas cucTeMa UH(QOpMaIlMOHHOU
0€30IacHOCTH 10 CBOEM CTPYKType BO MHOIOM TOBTOPSET
reONnOJUTUYECKYI0 KOHCTPYKIIMIO POCCHUHCKOro rocyaapcTtBa (puc.
1.2). B Hell npocmaTpuBaeTcs «BepTUKanb» OT IIpesumenta —
npeacenarenss Copera Oe3zomacHoctu PO — 10 cyOBeKTOB
X03MCTBOBaHUA, bu3nIecKux u IOpUIMYECKUX U1,
CTAJIKUBAIOIIUXCS B pETHOHAX C MPOOJIeMaMu JAHHOTO TTPOQUIISL.

CunoBble BeIOMCTBa, NpejacTaBieHHble B CoBeTe 0€30MmacHOCTH
P® cBouMH pYKOBOAUTENSAMH, AaKTUBHO pabOTalOT Ha YpPOBHE
MEKBEJOMCTBEHHBIX KOMHUCCUM (IO 3alluUTe TrOoCTaHbl U Ap.). Ux
TEPPUTOPHUATILHBIE OPTraHbl COOTBETCTBEHHO MPEACTABICHBI CBOMMU
pykoBoauTesiMU B KoMuccusx no Wb Ha ypoBHSX (enepanbHOro
okpyra u peruona. I[Ipu 3Tom, ectecTBeHHO, B cucteme (cM. puc. 1.2)
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YY4acCTBYIOT U OpraHbl MPEJCTaBUTEIBHOW BIACTU (3aKOHOJIATEJIbHBIX
cobpanuii peaepasbHOTO U PETHOHAIBHOTO YPOBHEH).

OaHuM U3 BaXHEUIIUMX  CJIOEB, OOECIEUMBAIONIMX  YyCIEX
(YHKIIMOHUPOBAHUS CUCTEMBI (cM. puc. 1.2), mpeacraBisieT coOoit
pPEeTHOHAJILHBIM  Cpe3  MpoOJIeMbl, KOTOpPHIH  HamboJiee  EMKO
XapakTepu3yeT MeXaHu3M, u300pakeHHbI Ha puc. 1.3. CyTh ero
CBOJIUTCS K  YOPaBICHUID  PETUOHAIBHBIM  HMH(POPMAIUOHHBIM
IPOCTPAHCTBOM B KOHTEKCTE obOecrieueHus ero OesomacHoctu. Ha
puc. 1.3 mpencraBieHbl Bce OCHOBHBIE CyObeKThl (kKomuccus mno Ub,
AKCIEPTHBIE COBEThI, OPraHbl MUCIOJHUTEIBHON W TMPEICTAaBUTEIIHLHOMN
BeTBeil Bnactu, Oaza 3HaHuil W JaHHblx WOA, TepputropuaibHbie
Opranbl W TpeAnpusitus, mporpamma u obOecnedeHue HWMb) wu
npoieaypsl (BeipabOTKa KPUTEPHUEB, MOJCPHMU3AIUS U TEPECTPOMKA,
ananu3 mnocneactsuit MMOA) oOecnedyenuss peruoHanbpHou Ub.
KitroueBbIM 3B€HOM CTPYKTYPBI SIBIISIETCS YCJIOBHBIN ONEPAaTOp OIIEHKHU
BEJIMYMHBI PHUCKA B CpPaBHEHUU C (OHOM, YEMY MPEIIIECTBYET PUCK-
aHamu3 o0bekToB wuWH(opmaTuzanuu peruoHa. KoopauHaTopom
JTAHHOTO MEXaHMU3Ma SIBISETCS peruoHaidbHas komuccus mno Ub,
co3zaBaemasi pu ryoepHaTope (IiaBe aAMUHUCTpaLUK) cyobekTa PD.

@ ALMHHRCTDAL MR
Npeanpent P | Npeangenta PO
Y80 Copev AaKOHOAETENEHDS
Ttpaswren P GesonachocTi PO cobpaHua Pg
Cunosuie MeXBeaoMCTREHHLE
BenoMCTRA PO KOMWGCHK P
l'l_
DCTIK PO Monnpefe MNpeasgenTa PO
8 henepantHLIX OKPYTaX
TepputopransHee M Kommweows no M6
|| oprants Genspanseix | [ B (penepantHbLIX OKRYTAX
BEQOMCTE
e (beqepancHLIX =
oKpyrax Po
—
! T'yBepraTopu
8 cyGrekTax PO
Teppuiopuanshoe | ] L ) PervonansHuie
|| opranu drenepanbHeix —| ZAKOHOAATENbHEE
BEOOMCTE cobpanna
e cybuekTax Pe Pervonanshee
KOMKCCHA o WB
L - /|
CyDbBKTet XOIANCTBOBAHNA
B pefHoHax no npoduno
npoSnemes
I

Puc. 1.2. 'ocynapcTBeHHas cucreMa nH(popManmoHHoi 6e3onacHocTu PO.
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TeppuToprantHiie n STENb KOMUCCHU
OpFanel CUNOBLIX BEAGMCTS i Henyratcknfi kopryc
Y1eHb) Ke
Mpeanpusms perdoma HuHoaHHEN |
no Apotbn ApoGnemu! ne mg:;%u;:uoﬁ SAMUHUETPSUMGE
DHCNEPTHLE COBSTL|
Komucenw no B
Noanperpamma pernoHansHoH
HHopMALMOHHOH Be2onacHocTh
Puck-ananma ofbekTos NoacHerem | F BuIpaGoTxa KpHTEDHes
MHcbopMar! OBECIEYEHMA seTH OBLExTO8
peruoHa WHIDOPMaTHIZUMN PErMona
[ § ]
Monsprnzauwa | YTouHeHHE

CPEACTE AUMTLI KpATEpMER

basza
W AaHHBIX 06 MoK
Nepecrpoixa -
L | cipavermum fia CHEHOCTE.
TaKTUK SaumTS! Tpagkropva yCTORSHBOrO DAIBKTHR

PEMHOHANBROTO MHBOPMALMOHHOTO
NPOCTPaHCTEa

Puc. 1.3. CtpykTypHas cxema yrpasiieHHs] 6€30I1aCHOCThIO PETHOHAIBHOTO
WH(OPMAITMOHHOTO MPOCTPAHCTBA

PuckoBbii PEKUM 3aKOHOTBOPYECTBA B o0nacTu
nHpopMarmonHo Oe3zonacHoctu (Mb) Oasupyercss Ha pesyibTaTax
MOHUTOPHHTA TIpaBoHapyieHuii B uadopmanuonnou chepe (ITHUC),
COBepIIaeMbIX B HMHGOPMALIMOHHOM TMPOCTPAHCTBE. MexaHu3Mm
OJI00HOI0 yIIpaBjaeHMs npeacTaBieH Ha puc. 1.4. CyTh ero CBOJUTCS
K Texkymemy puck-ananuzy I[IHMC. B wactHOoCTH, 1711 perunoHa
peruoHanbHas komuccusi mo Mb coBMECTHO C TeppUTOpPUATIBLHBIMU
opraHamu (eiepagbHbIX BEIOMCTB OMPEAEISCT JOIMYCTUMbIE TTOPOTH
(momrycku) pucka [THUC. Ilepuoanuecku (B onpeaeieHHbIe NePUOIbI
OIICHKH) OCYILIECTBJISCTCS CPaBHCHUE TEKYIIMX 3HAYCHHM pHUCKA C
YCTAHOBJICHHBIMU MOpOTaMH (371eCh MOET OBITh B35iTa 332 OCHOBY
denepanbHas U OOILIEMUPOBas CTaTUCTHUKA). BbIXOa 3a TpaHUIIBI
JOITYCKOB MOPOXKIACT HEO0O0XO0IMMOCTh MOJIEpHHU3AIIUU
OpPTraHU3alHOHHO-ITPABOBOU OCHOBBI (peruoHaIBLHOM U/
dbenepanbHOl), KOTOpass MO COOTBETCTBYIOIIUM WHHUIIMATUBAM B
YCTAHOBJICHHOM TOPSIJIKE MOXKET OBITh peaqrn30BaHa KOMIIETEHTHBIMU
OpraHamMM  3aKOHOAATEIIbHOM " UCIIOJIHUTEIIBHOM  BJIACTH
COOTBETCTBYIOIIETO YPOBHSI.
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3akoHoparenshas
WHAUMATARD . “oe DepepansHoe
= N0 MOAEpHUIBLIMY - coﬁpénue P - JaKOHONATENLCTBO
thenepantHo 8 MHPOPMALMOHHOA Crbepe
IAKOHORBTENLCTRA
BakoHOOATONLHAA kL
MHALMATVIBA PernonancHoe PernouansHoe
| WO MOGEPHNIAUMK - 3aRORCAATENLHOE - 38KCHOAATENLCTBO
PATHOHBANBHOIO cobpanve B WwHDOPMALMOHHOW Cihepe
3AKOHONATENLCTEA
NpegnoxeHus nNo 4
Opraul i%:fﬁm - PernanansHan - fMogzaxoHybe anTbl
NpasoBoro komueews no UGB ] no obecnewennio B
aGecnaveHmun +
. NpaponpuMEeHWTENLHAA
npaxTka B obnactm Wb
TeppUTOpHANLHEE
Qprave drepepanehsx *
Het BEROMCTR
MCK OBWECTREHHO A w  Puck-aHanua cotTonHmwa
onacuesTi NHWC pervonanshon Ub

8 npeaenax ¢oHa?

fla ] Ypophn doHa gna

TPAaeKIopwa YCTOMBOI0 paslsnTws napametpos UB pervosa
PEMGHANLHOIY NPaBoBNQ

TOCTPAHCTEA B MHDOPMAUMOHHON Clpepe

Puc. 1.4. MexaHu3M 3aKOHOTBOpYECTBA B 001aCTH HHPOPMAIIMOHHOMN
0€30MaCHOCTH

MexaHu3M COOCTBEHHO PHUCK-aHalIM3a MOsicHAET puc. 1.5, rae
MpeJiaraeTca HaXoJauTh pUCK 1o otaeabHbIM BuaaMm ITHUC, ucxons
U3 X YacTOTHI, yIiepoa 1 JJaTEHTHOCTH.

OpraHu3aliOHHBIA ~ MEXaHU3M MPOTHUBOJCUCTBUS  yrpo3am
HHPOPMAIIMOHHOW 0€30MacHOCTH JOJDKEH BKmMo4YaTh (puc. 1.6)
CTPYKTYpPhl ~ CTPATETHUYECKOTO M  TaKTUYECKOTO  YIMpaBJICHUS,
MH(POPMAITMOHHO-aHAIUTHYECKYIO CTPYKTYpy. OHHM JIOJKHBI  OBITH
CHA0XEHBI ~ COOTBETCTBYIOIIIMM  PECYpPCHBIM M METOIUYECKUM
obecrieueHneM. Ha ocTpue MPOTUBOJACUCTBUS HAXOAUTCS OOBEKT
Ha3HaYeHUs: HUHPOPMALMOHHOTO OpYyXHs (IpeanpusiTue W/Win
OpraHu3alusi pEeruoHa), CHa0XEHHBIH CpeACTBAMU OOHAPYKCHHUS W
npeceueHuss yrpo3 HMHGOPMAIMOHHOM  OE30MacHOCTH, a TakKkKe
CPE€ACTBAMHU HEMTPAIU3AIU UX TTOCIICICTBUNA.
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CEop gaHHLx © NHUC, TeppusopuaneHbe
COBEPLIABMBIX B MHDOPMALMOHHOM | oprarb eaepankHbx
NPOCTPAHCTES PErHOHA BEAOMCTS

CUeHKa 4acToT
pervoransHbix MHAC L
(NG OTRENEHLIM BAOAM)

| f

QOuenra yuwepba,
HaHocumoro MHHMG e ]
{na oTAenLHEM BHAAM)

JKCNeQTHRIE COBETHI
KOMWCCHMA no Mb

¥ =
QueHKa NATEHTHOCTH
peroHanpHox MTHAC ==
{No OTGenEHEIM Buaam)

1 '

OueHka pyCKa AnAa perMoHanbHbIX
NHWUG (no oraensHsIM BHaamM)

'

D0obBWEHHaA DLEHKA DD BCBMY PefMOHANEHASR
MHOMEBCTaY perMoHansHeix MHAC KOMUCCHA na ME

Puc. 1.5. Mexanu3m puck-aHajau3a peruoHajJbHONW HHPOPMAITMOHHOMN

0e30MmacHOCTH
PernoHanbHoe nHEOPMAUMOHHGE NPOCTRAHCTEQ MNpaporapywwrens

e e e LI ittt |
i . i
: Pecypchl BPErHOHA ParMoHansHan KomMuccus I !
1 na MG ' !
: v i
: AunHucrpmwB\"“”'a ¥npaenAclee | AHANMTHYeCKaR !
] i i
| PrnanCoBm® BOageRCTEVE | chcpmaunn |

1 1
:| Kagpoewe Komrrer obnactHoR i E !
1 AgMUHKCTPALMM Na ! 1 !
! MM MALMOHROA NONNT ke [ |
I m bopmay Pt .
! OAHHLIX 1§ THAHNA ¥npasnaouee Pl .
! \__/_,-/ BosAeRCTAME | b !
| o Mosienn crparor._—) il ‘
: g DRCNEPTHRE CORETH HE :
! Manernu B Komeicorn no B ' MoHnTOpHHT '
! Monens cuenapne® o !

L]
; Monannu npousiy® Ynpaanaowes tl !
E A oA BOIOENCTEME B Cyboexr H
E DAHKN SUEH MeTtoanueckos P FIPHMEHEH WA E
' M pEecnedeHHe ! i srcbapmaumantoro | 1
: pceHa i i QpyHA i
i BBOPOHMTENLHOrD O '
H HHPOPMALNGHHOID 3 I |
! Cog CyShexTs X0IANCTEOBAHWA i iPeanmaauun !
¥ w: i - !
' & pervoHa HE !
! PoncTba npeceetT {1 !
’ ¥ :
1 : 4 1

Puc. 1.6. CtpykrypHas cxema ynpasieHnus npotupoaeiicteuem MOA nHa
PErMOHAIBHOM YPOBHE
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JoctaTouHo  0OJBIIOE  MHOTO00Opa3We  OpraHu3alUOHHO-
MpaBOBBIX 3a7a4 MOXKET OBbITh CBEIEHO K BBINICYKa3aHHOMY
MUHUMAaKCHOMY PELICHUIO, TAE CTEPKHEBBIM MapaMETPOM SIBJISIETCS
PUCK,  OIICHCHHBIM B  HEKOTOpPhIX  Toporax  (Jomyckax).
BrIens3noKeHHbII MEXAHU3M HOCHUT JIOCTaTOYHO YHUBEPCAIbHBIN
XapakTep U MOTOMY MOXET ObITh C YCIIEXOM aJIallTUPOBAH K peaJbHON
creninpruKe KOHKPETHOTO PEruoHa JI0OON ITUBWIM30BAHHOW CTpaHBbI,
UMeroIIel mpobsieMbl MPOTUBOJACHCTBUS yTIpo3aM HH(OPMaIMOHHON
0€3011acHOCTH U TIPOTUBOIeCcTBUS MeTogaM KP.

Opnako creayer A00aBUTh, YTO ATOT OpPraHU3AlMOHHBIN
MEXaHW3M TpoTuBoAecTBUA MeTomam KP, kpome denepanbHbIX
3aKOHOB W mnocrtaHoBieHun IIpaBurensctBa Poccum, peanusyercs B
HacTosiee Bpems B Poccum meCThi0 NOMONHSAIOIIAMHU JIPYyT ApyTa
rpynnaMd JOKYMEHTOB TOCYJIAPCTBEHHBIX «PETYISITOPOB» JTaHHOU
cheprl. C opraHu3allMOHHON CTOPOHBI €ro JOMOJIHSIOT JOKYMEHTBI
Poccrangapra B chepe nuHGOpMalMOHHON O€30MacHOCTU (3TOT HaOOP
OyIeT pacCMOTPEH HIKE Ha CICAYIONIUX 3aHATUSX), AUPEKTUBHBIMU
TOKyMeHTaMu MUHKOMCBA3U Poccuu, €ero mog4ymHEHHOU CTPYKTYPHI -
Pockomuanzopa Poccum (B yacTu OpraHM3aiiuy 3aliuThl IEPCOHAIBHBIX
JAHHBIX M KOHTPOJS  OJOKUPOBAaHUS JOCTyNa K 3alpenieHHbIM
Muntoctom  Poccum  uMHGOpPMAalMOHHBIM ~ pecypcaM) HW  €ro
camocroaTenbHOoro mnaptaepa PI'YII «I'maBHBIA paguo4aCcTOTHBIN
neHtp» Poccum (B yactu pa3pabOTKM M KOHTPOJISI COOJIOICHUS
YaCTOTHO-TEPPUTOPHUAILHBIX TIaHOB cyObekToB deneparuun). Chdepy
TEXHUYECKOW 3alUThl UHPOPMALMKU i1 TOCCEKTOpAa OPraHU3YyIT M
KOHTPOJUPYIOT TPU MEXKBEIOMCTBEHHBIX «peryisitopa» - DOCTIOK
Poccun (B wactu T3U) momumnsiercss Munoboponsl Poccuu, ®Ch
Poccun (B 9acTh KpUNTO3AMMTHI KOH(DUACHIHUAIBHOM M CEKPETHOU
uHpopmanmu, a Takxke ucnosb3zoBanus ['MMC COIIKA Ha KpUTHYECKUX
00beKTax MHPOPMAILMOHHOW MH(PPACTPYKTYPHI CTpaHbl, HAIpUMEp, Ha
00BbEKTAaX KU3HEOOECIICUCHUSI, ATOMHOM UM OOBIYHOU DHEPIreTHKH,
MuHOOGOpOHBI, 00OPOHHOU MPOMBIIIIEHHOCTH, TPAHCTIOPTA, CIEIICBA3H,
CUJIOBBIX CTPYKTYp, IIpeiacTaBuTeNlbcTB Poccunm 3a  pyoOexkom),
noquuHstoniericss  [lpesumenty cTpanbl, a Takxke B  cdepe
NPABUTENBCTBEHHOM U CIIEIICBSI3H TaKuM peryisatopoM sisiercss DCO
Poccun. ®Cb Poccun, CBP Poccun, ®CO Poccuu u I'maBHOE
pa3BellbIBATENIbHOE yNpaBieHue ['eHepanbHOro mrada MuHOOOpPOHBI
Poccun no0bIBatoT HMHGPOPMAIMIO O BO3MOXKHOCTSIX HHOCTPAHHBIX
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TEXHUYECKUX  Pa3BEJOK, BKJIIOYasi  KOMIBIOTEPHYIO  Pa3BEIKYy
3apyOeKHBIX rocynapcTB U opranuzauuii, koropyro ®CTIK Poccum
Yyepe3 YIOJHOMOYEHHbIE U aKKPEAUTOBAHHBIC 3aKPBIThIC CTPYKTYPHI
U3y4daeT, IMpOBEPsET, aHaJIU3UpyeT M 00001aeT B OTACIbHBIC
METOJIMYECKNE MaATEepPUAIIbl, COCTABJISIONIME MOJIENIb WHOCTPAHHOU
TEXHUYECKON pa3BellKu (JIECHCTBYET Ha OMNpENIeICHHBIN NEepuo, 3aTemM
OOHOBJISIETCS).

Hanee »>Ty Mozenp, NO 3ampocamM 3aWHTEPECOBAHHBIX U
YIOJTHOMOYEHHBIX OpraHu3alluii U BEJOMCTB, KOTOPbIM OHA HYXHa JIs
HenocpeactseHHoro npumeHeHusi, OCTIOK Poccum BbIChUIAET UM
BMECTE C METOJMKaMHU MIPUMEHEHHUSI JIJIsi CAMOCTOSITEILHON pa3paboTKu
(WM ¢ TPUBJICUYCHUEM YIIOJHOMOYEHHBIX M akkpeauToBaHHbIX DCh u
OCTIK cTpyKTyp) KOMILIEKCAa MEp HPOTHUBOJACHCTBHS WHOCTPAHHOU
TEXHUYECKOM  pas3Beake, Briroudas KP. VIMeHHO KOHKpETHbIE
opranu3anuu, UHGOPMAIIMOHHBIE CETH U CHUCTEMbI KOTOPBIX MOTYT
OBITh 00BEKTAMHU TPOHUKHOBEHUS U KOMIIBIOTEPHBIX aTaK, U Peaau3yroT
BECh KOMIUIEKC Mep TexHuueckoro nporuBoaerctBuss KP. Kak
OPUMEHSIIOTCS  3TU  KOMIUIEKCHI Mep, J(PGeKTUBHbI JIM  OHH,
NEePUOANYECKU (TIEPUOANYHOCTH OMPEAEISAETCS 3aKOHOAATEIBCTBOM H
[IpaButenscTBOM Poccun) mnpoBepseTcs «peryasiTopaMu» B CBOEH
chepe OTBETCTBEHHOCTH, YKa3aHHOM BHIIIIE.

JInst opraHuzanuii HETOCyAapCTBEHHBIX (OPM COOCTBEHHOCTH,
nokymeHtsl Poccranmapta, ®Cb Poccuun, ®CTIK Poccun HoOcAT
PEKOMEH/IATENIbHBIM XapakTep, Kpome TpeboBaHnuii PockoMHamzopa
Poccun, ®Cb Poccum u DOCTIK Poccunm B cdepe 3amurhl
NEePCOHAIBHBIX  JAHHBIX,  00S3aTeNbHBIX  JUIsi  OpraHu3alui,
NPEINPUATUN U CTPYKTYP BceX (DOpM COOCTBEHHOCTU. DTH, HA30BEM HX
JUISL KPaTKOCTH «KOMMEPYECKHE», OpPraHu3allui, OPUEHTUPYSCh Ha
TpeOoBaHusl 0OE30MAaCHOCTH TOCYIAApPCTBEHHBIX «PETYJSATOPOB», Ha
OCHOBE MEXKJYHAPOJHBIX POCCUHCKUX CTaHJAPTOB  YHPaBJICHUS
uHQOpMalIMOHHONW  0€30MacCHOCTBI0O  MPUMEHSIOT  OOIICHPHUHSTHIC
MUPOBBIM OM3HECOM TIpaBUJia B YCJIOBHUSIX ONPEACICHHOTO U
KOHTPOJIMPYyeMOro pucka. To ecTb, Ha CBOM COOCTBEHHBIH «CTpax H
PHUCK», CAMOCTOATEJIIBHO OIEHHWBAs COOTHOIICHUE MEXKIY PUCKaMH U
BO3MOKHBIMU ~ TIOTEPSIMH, €CJIM MEpbl OE30MaCHOCTH  OKaXyTCs
HEJIOCTATOYHBIMU.
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KoHTpoJibHbIE BONIPOCHI:

1. Yem BbI3BaHBI W B YEM 3aAKJIIOYAIOTCA 3aJadd MPOBEACHUS
KOMITBIOTEPHOM Pa3BEAKU?

2. Kakue ¢gakTopsl 1 ycaoBHUs 00JEr4aroT €€ MpoBeJeHUE?

3. Kakue Mepbl OpraHu3almoOHHO-ITPABOBOT0 XapaKkTepa NPUMEHSIOTCS B
Poccun i1t npoTUBOAEHCTBYSI KOMIIBIOTEPHOM pa3BeliKe?

4. Kakve Mepbl HH)XEHEPHO-TEXHUUYECKOT0 XapaKTepa MPUMEHSIOTCA B
MHUpPE JIsI TPOTUBOACHCTBUSI KOMIIBIOTEPHOU pa3BeliKe?

5. Kakue BbI 3HaeTe poccuiickue 0COOEHHOCTH (hOPM U METOOB,
MPUMEHSIEMBIX JIJI1 TEXHUYECKOTO MPOTUBOACHCTBUSI KOMITBIOTEPHOM
pazBeake?

3agaHus 1J1s1 CaMOCTOATEILHOM PadoThI K riiase 1:

BapuanTt Nel. CaMOCTOSTENTHPHO HAWTH B OTKPBITBIX MCTOYHHUKAX
OpPUMEPHI  UCIIOJB30BAHUSI CPEACTB KOHKYPEHTHOM KOMIIBIOTEPHOU
pa3Beqiku, 000CHOBATh CBOU BHIOOD.

BapuanTt Ne2. CaMOCTOSITENTHPHO HAWTH B OTKPBITBIX MCTOYHHUKAX
OPUMEPBI HKCIIOJB30BAHUS METOJIOB KOMIIBIOTEPHOW pPAa3BEAKH I
JOCTH>KEHUS TOJIMTUYECKUX 1eel, 000CHOBATh CBOU BHIOOD.

Bapuant Ne3. CamOCTOSATENIBHO HAUTU B OTKPBITBIX MCTOYHHMKAX
OPUMEPBI WCIIOJIb30BAHUS METOJIOB KOMIIBIOTEPHOW pPa3BEAKH IS
peanu3alu UJEOJOTUHA TEPPOpU3Ma WM SKCTpEMHU3MA, 00OCHOBATH
CBOM BBIOOD.

Bapuant Ne4. CamoCTOSATENIBHO HAUTHU B OTKPBITBIX MCTOYHHKAX
IIPUMEP TPOTHUBOACHCTBUS TOCYIAPCTBA HCIIOJIb30BAHUI0 METOJOB
KOMIIBIOTEPHOM pPa3BEIKM HAa OPraHU3allMOHHO-IIPABOBOM YPOBHE,
OIIEHUTH 2P (PEKTUBHOCTH MPHUHATHIX MEp OE30MaCHOCTH.

Bapuant Ne5. CamoCTOSATEIBHO HAUTU B OTKPBITBIX MCTOYHHMKAX
IIPUMEP TEXHUYECKOTO IMPOTUBOAECHUCTBUS TOCYIapCTBA UCII0JIb30BAHUIO
METOJIOB KOMITBIOTEPHOM pa3BeIKH BO BpaxaeOHbIX Poccum mensx,
OLIEHUTh (P PEKTUBHOCTH MPUHATHIX MEP O€30MACHOCTH.

2. MeToabl BbIIBJICHUSA NPU3HAKOB U (DAKTOB MPOBEACHUS
KOMIILIOTEPHOM Pa3BeAKH

Jns  BhISIBAEHUS TpU3HaKoB U ¢aktoB mnposenenus KP
HEOOXOIUMO YSICHUTh, Kakre OpMbI U METOIbI UCTIONb3ytoTcs B KP.
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2.1. KOMHLIOTeprIe aTaKi, OCHOBHBIC IOHATHUSA U ONIPCACICHUSA,
KJIaCCI’I(l)I/IKaHI/IH aTak, 3Tanbl pcajindanuu aTaKk, OCHOBHbIC
MEXAHU3MBI PC€aIN3alluM aTaK, peajiu3aluid aTak, 3aBCPHICHUC
aTakKu

OcHOBHBIE OnpeIeIecHUSA U TOHATHS

Atakoii Ha  HMH(POPMALIMOHHYID  CHUCTEMY  Ha3bIBalOTCS
NpeHAMEPEHHBIE  JICUCTBHUS  3JIOYMBIILUICHHUKA,  HCIOJb3YIOIIHNE
ySI3BUMOCTH MH(GOPMAIMOHHON CUCTEMBI U MPUBOJSAIINE K HAPYIICHUIO
JIOCTYITHOCTHU, IEJIOCTHOCTU U KOH(PUACHIMAIBLHOCTH 00padaThiBaeMoOit
uHpopmanuu. YCTpaHEHUE YSI3BUMOCTU HH(GOPMAIIMOHHON CHCTEMBI
OPUBOJIUT K YCTPAHEHHUIO U CaMOW BO3MOXKHOCTH pealli3alliM aTak.
CyllleCTBYET TpH THIA ATAK:

- «Pa3Benka». OTU aTaku BKIJIIOYAIOT ping sweeps, nepenavy
DNS-30HBI, pa3Benky ¢ nomoinbto e-mail, ckanupoBanue TCP wunm
UDP- noptoB u, BO3MOXKHO, aHaJIU3 OOIIECTBEHHO JOCTYITHBIX
CEPBEPOB C MEJIbI0 HAX0XKACHUS CZl-bIP.

- «OkcmionT» (exploit — wucnonb30BaTh B CBOMX HHTEpeEcax,
3I0ynoTpeOsiTh). ITO  KOMIBIOTEpPHass mporpamma, (parMeHT
IPOrpPaMMHOTO KozJa WIH MOCJIEIOBATENbHOCTD KOMaHJ,

UCIIOJIB3YIOIINE  YSA3BUMOCTA B MPOrPaMMHOM  OOECIEYEHUU U
NpUMEHSIEMBIC U1l TIPOBEJICHUSI aTaKU HA BBIYUCIUTEIBHYIO CHCTEMY.
[lenpt0o aTaku MOKET OBITh KaK 3axBaT KOHTPOJISI HaJ CHUCTEMOM
(TOBBIIIEHNE TPUBHUJIETUI), TaK M HapylleHHe €€ (YHKIIMOHHPOBAHUS
(DoS-araka). Hapymwmrenu OyayT UCHONb30BAaTh MPEUMYIIECTBA
CKPBITBIX ~ BO3MOMKHOCTEH  WJIM  OWMOOK A MOJy4YeHHs
HECAHKIIMOHUPOBAHHOTO JOCTYTIA K CUCTEME.

- «Otka3 B oocnyxuBanum» (Denial of Service, DoS). ITpu Takoii
aTake HapyUIUTEIh MBITAETCA Pa3pyLIUTh CEpBUC (MM KOMIIBIOTED),
NEPErpy3uTh CE€Th, MEPETPY3UTh LEHTPAJIbHBIA MPOILIECCOpP WM
NEPETOTHUTH JAUCK.

Mojaeau aTak

TpaauyoHHass MOJE€NIb aTakKh CTPOUTCS MO MPHUHIUIY «OJUH K
OJIHOMY» WJIM «OJWH KO MHOTMM», T. €. aTaka HCXOJHUT U3 OJIHOTO
UCTOYHMKA. Pa3paboTuMKu CETEBBIX CPEICTB 3alIUTHI (MEXKCETEBBIX
AKPAHOB, CUCTEM OOHAPYKEHHMS aTaK U T. J.) OPUEHTUPOBAHBI UMEHHO
Ha TPAJUIIMOHHYIO MOJENb aTaku. B pa3nuyHbIX TOUKax 3an[uIIaeMOu
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CETH yCTaHABJIIMBAIOTCS areHThl (CEHCOPBI) CUCTEMBI 3alIUThI, KOTOPHIE
nepeaaroT MHPOPMAILMIO Ha LEHTPAIbHYIO KOHCOJIb YIPAaBICHHS. IJTO
oOJeryaer MacmTaOMpOBAHUE CHUCTEMBI, OOECIEUUBAET MPOCTOTY
YAQJIEHHOrO yrpaBieHud U T. 1. OQHaKo Takas MOJENb HE CIPABIISETCS
C pacupeieICHHbIMU aTaKaMHU.

B wMomenu pacrpeneneHHOW araku MCIOJIb3YIOTCS  HUHBIE
NPUHLUIIBL. B oTianMune OT TpaIuUMOHHOW MOJECIU B PACHPEICIICHHOU
MOJICJIM UCIIOIB3YIOTCSI OTHOIIEHUS «MHOTHE K OJHOMY» U «MHOTHE KO
MHOTHM).

PacnpeneneHHble aTaku OCHOBaHblI Ha «KJIACCHUECKUX)» aTakax
TUIA «OTKa3 B OOCIY)XMBaHWW», a TOYHEE HA HMX IOJMHOXKECTBE,
n3BecTHOM Kak Flood- mnu Storm-ataku (yka3aHHbIE TEPMHHBI MOKHO
MEPEBECTH KaK «IITOPM», «HABOJHEHHE» WIH <J1aBUHAY»). CMBbICT
JAHHBIX aTaK 3aKJI0YaeTCs B MOCHUIKE OOJIBIIIOrO KOJIMYECTBA MAKETOB
Ha aTaKyeMbId Yy3eld. ATaKyeMbld y3€JI MOXET BBIUTH M3 CTpPOS,
MOCKOJIBKY OH «3axJIeOHETCS» B JIaBUHE TMOCHUIAEMBIX MAaKETOB U HE
CMOXXET 00palaThiBaTh 3aMpOChl ABTOPU30BAHHBIX IOJIb30BATEICH.
Ongnako B ciydae, €cClIM NPOIMYCKHAas CHOCOOHOCTh KaHajga [0
aTaKyeMoro y3ja IMPEBBIIIAET MPOMYCKHYIO CIOCOOHOCTh aTaKyOUIEro
WIN aTaKyeMbIi y3e€J HEKOPPEKTHO CKOH(PUTYPUPOBAH, K «YyCHEXY»
Takasi aTaka He npuBener. Ho pacnpeneneHHas ataka MpOUCXOIUT YiKe
He U3 oAHOM Touku Internet, a cpa3zy M3 HECKOJbKHUX, YTO MPUBOJIUT K
pe3KoMy BO3pacTaHuio Tpaduka W BBIBEACHUIO aTaKyeMOIo y3Jja W3
CTpOA.

[Tonyuunnum pacupocTpaHEHUE CIETYIONINE TUTIBI aTaK:

- yJaJeHHOE TPOHMKHOBEHHE (remote penetration). ATakw,
KOTOpbI€  MO3BOJIAIOT  pPEAIM30BaTh  yAAJICHHOE  yIPAaBJICHUE
KoMIIbIoTepoM depe3 ceTb. Hanpumep, NetBus nnu BackOrifice;

- nokanpHOe poHukHOBeHue (local penetration). Ataka, koTopas
MPUBOIUT K MOJIYYEHUIO HECAHKIIMOHUPOBAHHOTO JIOCTyNa K Y31y, Ha
KOTOpOoM oHa 3anyiieHa. Hanpumep, Get Admin;

- yAaJeHHBbIH O0TKa3 B o0ciyxuBaHuu (remote denied of service).
ATaku, KOTOpBIC TIO3BOJISIOT HAPYHMIUTh (YHKIIMOHUPOBAHHUE WITU
neperpy3uTh KommbloTep uepe3 Internet. Hampumep, Teardrop wumm
trinOO0;

- JokalbHBIM OTKa3 B oOciyxuBaHuu (local denial of service).
ATaku, KOTOpBIC IIO3BOJIAIOT HAPYHIUTh (YHKIIMOHUPOBAHHUE WITU
NEPErpy3uTh KOMIIBIOTEP, HA KOTOPOM OHHU peanusyrorcs. [Ipumepom
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TaKOM aTaku SBJISIETCS «BPaXJICOHBIN» aIIuieT, KOTOPBIA 3arpyaeT
IEHTPAJIbHBIM MPOIeCCOp OECKOHEYHBIM ITUKJIOM, YTO IPUBOJIUT K
HEBO3MOXKHOCTH 00pabOTKH 3alpOCOB APYTUX MPUITOKEHUH.

Knaccupukanusa arak

CyllecTBYIOT — pa3jiMuHble  THUIBI  KJIacCU(pUKAIUM  aTak.
Hanpumep, paeneHue Ha TMAaCCUBHBIE M AaKTUBHBIC, BHEIIHUE U
BHYTPEHHHUE, YMBIIUIEHHBIE U HEYMbIILUICHHbIE. CaMbIM €CTECTBEHHBIM
U SBHBIM 00pa3oM MOXKHO KJIAaCCU(DUIIMPOBATh CYIIECTBYIOIINE
aKTyaJIbHbIE AHOMAJIUM TIO THUIY MCTOYHUKA WM TMPUYUHBI HX
BO3HUKHOBEHHMS. [IpumMep Takoi kiaccudukaruy npuseaeH Ha puc 2.1.

AHOMAIHM

|
' ! ! '

Henomney cetu AKTHRHOCTD ATakH/
{network O SOBATENE] ANOYROTPEONCHHS HenasecTHbie
mallunctions) ’ {attacks, abuse)
]
] ] ]
OTr0NeHUs Paspa- Dos/ CKHHT‘W!’HHHE Yepnm,
[ , | 4HoMaans DDos (scanning HUPYCH]
(outage ¢venls) (alpha) probing) Py
Heronaaku Meperpyska CKaHWpOBaHKe
— JHHKOB o BT T = Qayn (flood) — ceTH (network
) ; {flash trowd) ;
{Jink fzilure) SCAnMINE)
HecTafHnBHOCTE HenoneiosatHe CraHnpoBaxue
— MApLPYTA YAIMEH MOCT2H [ nop’mn‘[pﬂn
{route Napping) {vulne;a?i}lity scanning)
exploil
Q&cnyxHBaHKe
{maintenance)

Puc. 2.1. Knaccudukamnus anomanuii B [P-cetsx nmo tumy

B 1abn. 1 npencraBieHbl OCHOBHBIE TUIIBI CETEBBIX aHOMAIUH, UX
ONKMCaHUe " OCHOBHBIE XapaKTEPUCTUKH. [IpuBeneHHas
cUCTeMaTH3alus JaHHbIX OO0 aTakax M dTalax UX peaju3alldd JaeT
HEO0OXOAUMBIN 0a3uc 11 TOHUMAaHUS TEXHOJIOTUM OOHAPYKEHUS aTak.
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Tab6muma 1. OcHoBHBIE TUIIBI aHOMaIUH B [P-ceTsix

Tnrmn ano- Ormucaene XapaKTepACTHED
MaAHH
Anrpda- |Heoberaeo Bricoruit yposens |Bubfpoc B mpeapcTasaengy Tpacghara
aHo- TpaduRa THIOA ToYKa-Touka |Balitwn/c, MaweTbl/c DO QAHOMY AOMH-
Mands HEPYIOUEMY OOTOKY MCTOUHMK — HA3-
AatucHAe. HeboAnmad TpoA0AMNKHTCAR-
HoCTL (A0 10 mamyT)
DoS, PacnipeaeseHHan aTaKka THNa |Bubpoc B OpercTapAcHEr Tpadhi-
DDoS OTKa3 B OOCAYKHBAHNYK Ha K& TaKeTH/C, DOTOKH/C, OT MHOMKEC-
aTaKxa OAHY FepTBY TEA HCTOYHMKOR K OAHOMY BAPECY
HagHATCHUsT
Iepe- Heobr1yEo BHICOKNE cipoc Cra<oK B TpatdHre 00 DOTORAM /T K
TPY¥3Ka Ha opMK ceTeBol pecypc HAM |opaHOMY ApMEHEpymMeMy IP-aapecy
cepBBC H AOMHHApYIoMeMY nopTy. O6ermEo
FPaTKCBPEMERHAN AHOMAANA
Cranupo- | CranupopaHie ceTn No onpe- |Cra<or B rpaduke Do DOTORAM/C, ©
Balue ACACHHLIM OTEPLITIM OOPTaM | HECKOABKAMH DARETAMH B DOTORAX OT
ce™/ HAM CHaHUpOBaHIe OAHOTO opHoro aodeBEpyomero [P-agpeca
TOPTOE  |XOCTA IO BCeM MOPTaM C Lie-
AR IOHMCKA YARBMMOCTEH
AeaTeAb- | BpeacHotHA TporpamMMa, Bubpoc B Tpathare bem ACMHRAPYIO-
HOCTD XOTOpAS CaMOCTUATEARHO pac- |ImMeTo aApeca HalmadsANS, AO BCETAA C
vepBell |MpoCTpPaEASTCA MO CETH H HC- | OAHEM AAM HECROAEKHEME AOMHHMPYIO-
MOABLZYET VASBMMOCTH OTMEPA- | IMMKME TIOPTAMI HAZHAMEHDT
LACHHEIY CHCTRM
Toaxa- PacmpocTpaEedHe KOHTEHTA Bubpoc B marerax, baffrax oT pAoum-
MYARTE- |OT OANOrQ CEpEePa MHEOTHM BEUPYIOITSro ECTOYHEAKA K ESCKOABKUM
TOYKA TMOARICBATEANM HaaHaYeHUAM, BCe K OAHOMY (opHMM)
XOPOLLYL HIBECTHEIM NopTald
Orenae- | CeTeBne Hemonaary, KoTopwle | [laaerna B Tpadmmre mo maweras, Oo-
WEHAM BRISHIBAKIT IMAAEHAE E TPA- roKam M Galram obr1uHo A0 HyAas Mo-
dare MedKAY OAHON Tapol eT GRITE AOATOBPEMEHHELIM M BRALS-
HCTOUHHK-HazHaueHne ATk BCe NOTORE HCTCUHUK-HasgadeHHe
OT MAR K CAHOMY MapIOpYTH3ATORY
ITepe- Heoburmos neperaiotenns [Mapsune n Sadirax nar naxeTax B Oa-
KAIO- MOTOXCE ThpabURa ¢ ORHOTO HOM OOTOKe Tpadmrka B PHBpoc B ApY-
YeHUA PXOASIISrO MApPMIPYTA3ATOpa |roMd. MoskeT 3aTDarkBaTh HECKOABKO
neroka | Ka Apyrolt OOTOROB TpadEKa
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JTanbl peajn3anum aTak

MO>XHO BBIJIETTUTD CIAEAYIOUIUE ATAIbl peaii3aliy aTaKu:

*  TpeABapUTEbHBIC JACHCTBHS TIepe]] aTakou WM «cOop
uHpopmanumny;

*  COOCTBEHHO «peau3alus aTakuy;

*  3aBEpIICHUE aTaKH.

OObIYHO, KOTJa TOBOpPAT 00 arake, MOJpa3yMeBalOT HUMEHHO
BTOPOM 3Tar, 3a0biBasg 0 nepBoM U mnocienneMm. Coop uHbopmanuu u
3aBEpIICHUE aTaku («3aMETaHue CJICIOB») B CBOIO OUYEpEllb TaKXKe
MOTYT SIBJISITHCSI aTAaKOW M MOTYT OBITh pa3/iesIeHbl Ha TPH dTara.

Coop undopmanuu

COop wuHboOpMaIuu — OCHOBHOM »3Tal pealu3alliy aTakKu.
IMeHHO Ha JaHHOM 3Tane 3)PEKTUBHOCTH PabOThI 37T0YMBIIIJICHHUKA
ABJISIETCSL 3aJIOTOM «YCIEIIHOCTW» artaku. CHauaja BhIOMpaeTcs LEeib
aTaku U cooupaercsa uHdopMalus o Hel:

*  THUI ¥ BEpCHUA ONEPAIMOHHON CUCTEMBI;

*  OTKpBITHIC MTOPTHI U 3aMyIICHHBIE CETEBBIE CEPBUCHI;

*  YCTaHOBJICHHOE CHCTEMHOE MW IIPUKIAJHOE IPOrPaMMHOC
obOecrieueHre 1 ero KOHQuUrypamus u T. 1.

3ateM  uACHTUUIMPYIOTCS  HamOoJiee  ySA3BUMbBIE  MeCTa
aTaKyeMOW CHCTEMBbI, BO3JICHCTBHE Ha KOTOPBIC MPUBOIUT K HYKHOMY
3JIOYMBIIIJIEHHUKY PE3yNbTaTy. 3JOYMBINIJIEHHUK TMBITAETCS BBISIBUTH
BCE€ KaHAJIbl B3aMMOJCUCTBUS LEIM aTakKd C JAPYTUMU y3JaMU. ITO
MO3BOJIUT HE TOJBKO BBIOPATH THIT peaIM3yeMOM aTaku, HO ¥ UCTOYHUK
ee peanm3anuu. Hanpumep, atakyeMbld y3€il B3aUMOJIEUCTBYET C IBYMSI
cepBepamu noj ynpasieHueM OC Unix u Windows NT. C onnum
CEpPBEPOM aTaKyeMbIH y3eJI UMEET JOBEPEHHBIE OTHOIICHHUS, a C IPYyTUM
— Hetr. OT Toro, yepe3 KakoW cepBep 3JIOYMBINIJICHHUK OyIeT
peau30BbIBATH  HAIMAJICHWE, 3aBUCUT, Kakas  araka  Oygner
3a7IeiCTBOBaHa, KaKo€ CPEJCTBO peaju3aluu OyaeT BbIOpaHO W T. .
3ateM, B 3aBHCHUMOCTH OT IMOJYyYCHHOW HWHOOpPMalUM U KEJIaeMOro
pe3ysibTaTa, BBIOMpaAeTCs araka, Jammas HauOoJbIIuN A(PheKT.
Hanpumep, araka SYN-Flood. CeaHcOBBII ypoBeHb OTBEYaeT 3a
Ipolenypy YCTAHOBJIGHUSI Hauyaja CceaHca W TOATBEPXKICHHE
(KBUTHPOBAHWE) TMPUXOJA KaXJAOro Makera OT  OTIPaBUTEIS
nojiydarento. B MIHTepHETE MPOTOKOJIOM CEaHCOBOT'O YPOBHS SIBJISIETCS
npotokos1 TCP (o 3anumaer 4 um S5 ypoBHu wmojaenu OSI). B
OTHOLIEHWHU CEaHCOBOI'O YPOBHS OYEHb NIMPOKO pacIpoCTpaHEeHa
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cnenuduUyHas aTaka Kiacca «OTKa3 B CEPBUCE», OCHOBaHHAs Ha
CBOMCTBax MpPOLEAYpPHl YCTAHOBICHUSI coeauHeHus: B mpotokone TCP.
Ona nonyuuna HazBanue SYN-Flood (flood — Gomb1ioit moTok).

[Tpu nonbITKE KIMEHTA HOAKIIOUUTHCA K CEPBEPY, padOTaIOIIEMY
no nipotokosty TCP (a ero ucnons3zytot 6osee 80 % mHpOpMalMOHHBIX
cinyx0, B Tom uucine HTTP, FTP, SMTP, POP3), on nockuiaeT cepepy
naker 0e3 mHpopMmaruu, HO ¢ OutoM SYN, ycCTaHOBJIECHHHIM B 1 B
CIy)keOHO#M oOjlacTM makeTa — 3ampocoM Ha coeauHeHue. Ilo
MOJYyYeHUH TaKOro IlakeTa cepBep o00si3aH BbICIATh KJIMEHTY
MOATBEPKJICHUE TpUEMa 3ampoca, IOCIe YEero C TPEThEro mnakera
HAYMHAETCA COOCTBEHHO JHAJIOl MEXIY KIMEHTOM M CEpPBEpPOM.
OIHOBPEMEHHO CEpBEP MOXKET MOJJICPKUBATh B 3aBUCUMOCTH OT THIA
cepBuca otT 20 10 HECKOJBKUX THICSY KIIMEHTOB.

IIpu arake tuna SYN-Flood 3n0ymbllIEeHHHMK HaylMHAET Ha
cBoeilt DBM co3naBaTh MakeThl, MPEACTABIISIONINE COOOM 3ampochkl Ha
coeguHenue (T. €. SYN-MakeTol) OT UMEHU MPOU3BOJIbHBIX [P-anpecos
(BO3MOXHO J1a’ke HECYIIECTBYIOIIMX) Ha MMl aTaKyeMOro cepBepa Io
MOPTY CEpBHUCA, KOTOPBIM OH XOUET MPUOCTAHOBUThL. Bece makeTsl OyayT
JOCTABIIATHCA TOJIYyYaTeII0, MOCKOJIbKY MPHU JOCTaBKE aHAIM3UPYETCS
TOJIBKO ajipec HazHaueHus. CepBep, HAUMHASL COCAMHEHHE MO KaXIOMY
M3 ATUX 3allpOCOB, PE3EPBHUPYET MOJ HEro MECTO B CBoeM Oydepe,
OTHPABISAECT NAKET-MOATBEPKICHUE W HAYUHACT OXKHUJATh TPETHETO
nakKeTa KJIMEHTa B TEUYEHHE HEKOTOpOoro mpomexyrtka Bpemenu (1...5
cekyHna). IlakeT-moaTBepxaeHHE YWAET TO aapecy, yKa3aHHOMY B
Ka4yeCTBE JIO)KHOTO OTIPABUTEIS B MPOU3BOJIBbHYIO TOUuKy MHTEpHETA, U
aubo He HahmeT aapecata BooOIe, JUO00 YPE3MEPHO «YIUBUT»
OTIEpallMOHHYI0 cucTeMy Ha 3ToM [P-aapece (IMOCKOJIbKY OHAa HUKAKUX
3alMpoCOB Ha JaHHBIM CepBEp HE TOchUIaia) W OyAeT IPOCTO
IPOUTHOPUPOBAH. A BOT CE€pBEp MPH JOCTATOYHO HEOOJBIIOM MOTOKE
TaKUX 3aMpocoB OyJIET MOCTOSHHO JIep>KaTh CBOM Oydep 3arnoJHEHHBIM
HEHYXHBIMU OXUIAHHUSIMU COEOUHEHUN, W Jaxe SYN-3ampocbl OT
HACTOSAIINX JIETAJIbHBIX MOJIb30BaTeNei He Oy IyT momMeriaTses B Oydep;
CEaHCOBBIM ypPOBEHb MPOCTO HE 3HAET WU HE MOXKET y3HATh, KaKUe W3
3ampocoB (¢ablIuBble, a KAaKWe HACTOSIIME U MOTJIU Obl HMETh
OOJIBIIINI TPUOPUTET.

TpaguuMOHHBIE CpPEACTBA 3allUThl, TAKUE KAK MEKCETEBBIC
SKpaHbI WM MEXaHU3MBbI PUIBTPAIIMN B MAapIIPYTU3aTOPAX, BCTYIAIOT B
JCUCTBHE JMIIb HAa BTOPOM OJTalle peain3allid aTaKh, COBEPIICHHO
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«3a0bIBas» O MEPBOM U TPETHEM. ITO MPUBOJUT K TOMY, YTO 3a4acTylO
COBEpPIIAEMYIO0 aTaKy OYEHb TPYAHO OCTAHOBUTH AK€ MPU HAIUYUH
MOIIHBIX M  JIOPOTHX CpeACTB 3amuTthl. [lpumep ToMy —
pacnpeeneHHble aTaku. JIOrM4HO ObLIO ObI, UTOOBI CPEJCTBA 3AIUTHI
HayMHAJIK paboTaTh €Ie Ha MEPBOM JTame, T. €. MPeAOTBpaIiaiu Obl
BO3MOXKHOCTh cOopa wuH(popManuu 00 arakyeMoil cucreme. ITO
MO3BOJIMJIO OBl €CIIM U HE TIOJIHOCTBIO MPEAOTBPATUTD aTaKy, TO XOTs OBl
CYILIECTBEHHO YCIOXXHUTH pabOTy 3710yMBIIUICHHUKA. TpagulluOHHBIE
CpPEACTBA TaKXKE HE IMO3BOJISIOT OOHAPYXUThH YK€ COBEPIIICHHbBIC aTaKu
U OLICHUTH YIIEpO MOCIe UX peaan3aiuu, T. €. He padoTaloT Ha TPEThHEM
JTarne peann3anuu ataku. ClienoBaTeIbHO, HEBO3MOYKHO OIPEIEIUTh
MeEpHbI IO TPEAOTBPAIICHUIO TAKUX aTaK BIIPE/Ib.

B 3aBucHUMOCTM OT JKE€JIaeMoro pe3yibTara HapyIIUTENb
KOHIIEHTPUPYETCA HAa TOM WM HWHOM JTalle pealu3aluyd aTaku.
Hanpumep, ans oTkaza B OOCITY>KMBAaHMHM TMOJAPOOHO aHAIU3UPYETCS
aTakyeMasi CeTh, B HEW BBIMCKHBAIOTCS JIa3eHKH U ciabble MecTa; s
XUIIEHUS MHPOpMAIIMM OCHOBHOE€ BHUMAHME YJEISAETCS HE3aMETHOMY
MPOHUKHOBEHUIO HA aTaKyeMbl€ Yy3Jbl MPU MOMOIIM OOHAPY>KEHHBIX
paHee ysA3BUMOCTEM.

OCHOBHBIC MEXaHU3MbI PeAJIN3ALMH aTAK

[lepBoBIii 3Tanm peanu3alu aTak — 3TO cOOp HMHQpoOpMaIUU 00
aTakyeMou cucreMe wid y3ie. OH BKIOYACT TAKHE ACHUCTBUS Kak
OIPENICIIEHUE CETEBOW TOIOJOTHH, TUIIA W BEPCUU OIECPALUOHHOU
CUCTEMbl aTaKyeMoOro y3Jla, a TaKXe€ JIOCTYIHBIX CETEBbIX M WHBIX
CEpPBUCOB U T. Il. DTHU JACUCTBUS PEATU3YIOTCS pa3IUYHBIMA METOJAMHU.

N3yuenue okpyxenusa. Ha 3Tom 3Tane HamagarOmum UCCIEAYET
CETEBOE OKpY>XEHUE BOKPYI MpeamnosiaraeMoi nenud araku. K Takum
o0J1acTsiM, HaIpuUMeEp, OTHOCATCS y3ibl Internet-nmpoBaiinepa «KEpTBBI»
WIM Y376l yAaJIeHHOro oduca arakyemMod kommnanuu. Ha sTom sTame
3JIOYMBIIIJIEHHUK MOKET MBITAThCA ONPENCIUTh afpeca «JIO0BEPEHHBIX
cucteM (Hampumep, Ce€Thb NapTHEpPa) U y3JIOB, KOTOPHIE HAMPSIMYIO
COCIMHEHBI C 1IeJIbI0 aTaku (Hampumep, mapuipytuszatop ISP) u 1. 1.
Takue JeWCTBUSA JIOCTAaTOYHO TPYAHO OOHAPYKUTh, MOCKOIBKY OHH
BBITIOJIHAIOTCS] B TEUEHHUE JOCTATOYHO JIUTEIIBHOTO MEPUO/Ia BPEMEHHU U
CHapy>ku  00JIacTH,  KOHTPOJIUPYEMOW  CpPEIACTBAMHM  3alIUTHI
(MeXCeTeBbIMU dKpaHaMU, CUCTEMaMH OOHAPYKEHUS aTak | T. I1.).
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Nnentudukanuss tonosoruu cetu. CyniecTBYET JBa OCHOBHBIX
METOJa OnpeaeIICHUs TOIOJIOTUH CETH, UCIIOJIb3YEMBIX
3JI0YMBIIIJICHHUKAMM:

- mMeHenue TTL (TTL modulation);

- 3amuch Mapmipyra (record route).

ITo mepBoMy MeTomy paboTaroT mporpammsl traceroute st Unix
u tracert st Windows. Onu ucnons3yroT noje Time to Live («Bpems
KU3HW») B 3arojioBke [P-makera, KOTOpOE€ U3MEHSETCA B 3aBUCHUMOCTH
OT 4YHCJIa TPOUJECHHBIX CETEeBHIM MAKETOM MapIIpyTu3atopoB. s
3anuicu Mapiipyta ICMP-mtakera MoxeT ObITh MCIIOJIb30BaHA yTUJINTA
ping. 3a4acTyi0 CETEBYIO TOIOJOTUIO0 MOXXHO BBISICHUTH MPHU OMOIIU
npoTokona SNMP, yCTaHOBIEHHOTO HA MHOTHX CETEBBIX YCTPOWCTBAX,
3alllUTa KOTOPBIX HEBEpHO CKOoHpurypupoBana. Ilpu momoru
npotokosa RIP MOYXHO MOMBITaThCS MOTYIUTh HHGOPMAIIHIO O TaOJIUIIE
MapIIpyTU3alliy B CETH U T. 1.

MHorve wu3 53TUX METOJOB HCHOJB3YIOTCS COBPEMEHHBIMU
cucteMamu ympasieHnuss (Hanpumep, HP  OpenView, Cabletron
SPECTRUM, MS Visio u T.1.) il TOCTPOECHUS KapT ceTu. U 3Tu xe
METOJ[bI MOTYT OBITh C YCIIEXOM MPUMEHEHBI 3JI0YMBIIIJIEHHUKAMU JIJIs
NOCTPOEHUS KapThl aTAKyEMOM CETH.

Nnentudukanus ys3noB. UneHtudukaius ysna, Kak MpaBUIIo,
OCYILECTBJISIETCS ITyTEM MOCHUIKY MPHY MOMOITY YTHIUTHI ping KOMaH bl
ECHO-REQUEST mnpotokona ICMP. OteetHoe coobmenne ECHO-
REPLY roBoputr o ToM, uTo y3en goctyneH. CyliecTByIOT CBOOOIHO
pacrnpoCTpaHs€eMble  MPOrpaMMbl, KOTOPbIE aBTOMATHU3UPYIOT U
YCKOPSIIOT MPOIECC NapaylieaIbHON HACHTHU(PUKAIUMU OOJBIIOr0 Yucia
y3JI0B, Hanpumep, fping unu mmap. OnacHOCTh JAHHOTO METOJIa B TOM,
41O cTaHmapTHeiMU cpenctBamu y3ia 3anpockl ECHO-REQUEST ne
¢ukcupyrotcs. g 3Toro He0OXOaUMO MPUMEHSATH CPEJCTBA aHaM3a
Tpaduka, MEXKCETEBbIE IKPAHbI UJIU CUCTEMBI OOHAPYKEHUS aTaK.

DTO camblif MpOCTON MeToJ uaeHTU(PUKauu y3710B. OJHAKO OH
MMEET JIBa HEJIOCTATKA.

I. MHorue ceteBble YCTPOHCTBA M IPOrpaMMbl OJOKHPYIOT
ICMP- mnakeTbl U HE MOPOIMYCKAIOT MUX BO BHYTPEHHIOK CETh (WM,
HA00OpOT, HE MPONMYyCKalOT UX Hapyxy). Hanpumep, MS Proxy Server
2.0 He pa3pemaetT MPOXOXKIACHUE MakeToB 1o mportokony ICMP. B
pe3yJibTaTeé BO3HUKAeT HemnoyiHas KaptuHa. C  Jpyrod CTOPOHHI,
onmokupoBka ICMP-naketa TOBOPUT 3JO0YMBIIUICHHUKY O HAJIUYUH
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«MEpPBOM JUHUM OOOPOHBD» — MAPIIPYTU3ATOPOB, MEKCETEBBIX
DKPAHOB U T. 1.

2. HcnonwszoBanue [ICMP-3ampocoB TMO3BOJAET C JIETKOCTHIO
OOHApYXXUTh MX HCTOYHUK, UYTO, Pa3yMeEeTcsi, HE MOXKET BXOJUTh B
3a7a4y 3J10YMBIILICHHUKA.

CyliecTByeT e€mie OJWH METOJ HACHTUPUKAIUU Y3JI0B —
UCIIOJIb30BAHUE «CMEMIAHHOTO» PEXHUMa CETEBOM KAapThl, KOTOPBIN
MO3BOJISIET OMPEAEIUTh PA3JIMYHbIE Y3JIbl B cerMeHTe ceTu. Ho OH He
OpUMEHUM B TE€X CJydasX, B KOTOpPbIX Tpaduk CerMeHra CeTH
HEJIOCTYNEH HAIAJIA0NIEMy CO CBOETO Y374, T. €. 3TOT METOJI IPUMEHUM
TOJIbKO B JIOKAJIbHBIX CeTsX. pyruM crocoboM uaeHTU(DUKALNK Y3II0B
CEeTHU SIBJISICTCS TAaK HaszbiBaemas pasBenka DNS, kortopas mo3BossieT
UACHTU(DUIIMPOBATh  Y3JIbl KOPIOPATHUBHONW CETH TMpU  MOMOIIU
oOpallleHus K CepBepy CIy>XKObI UMEH.

Nnentudukanusi CEpBUCOB WM  CKaHUPOBAHUE  IOPTOB.
Unentudukanuss CcepBUCOB, Kak MPaBUIIO, OCYIIECTBISETCA IyTeM
00HapYy’KEHHUsI OTKPBITHIX MOPTOB (port scanning). Takue MOPTHl OUYCHD
4acTO CBS3aHBI C CEpPBUCAMM, OCHOBAHHBIMU Ha mportokonax TCP wmm
UDP. Hanpumep, oTkpeIThiid 80-if mOpT noapazymeBaeT Hamuune Web-
cepBepa, 25- moptr — mnouytoBoro SMTP-cepeepa, 31337-i1 —
cepBepHoOi yacTu Tposinckoro koHst BackOrifice, 12345-i unu 12346-it
— CEpPBEPHOU YaCTH TPOSHCKOro KOHA Net Bus u T.1.

JInst uneHTuuKauu CEpBUCOB U CKAHUPOBAHUS MMOPTOB MOTYT
UCIIOJIb30BaThCSl PA3JIUUYHbIE MPOTrpaMMbl, B TOM YKCJI€ U CBOOOHO
pacrpocTpaHseMble, HalIpUMep, nmap UM netcat.

Nnentudukamnus oneparmoHHON cucteMbl. OCHOBHOM MEXaHU3M
yaanenHoro omnpenaeneHuss OC — aHamu3 OTBETOB Ha 3ampochl,
yuuThIBatole pasznuunbie peanuzanuu TCP/IP-cTeka B pa3inudHbIX
onepanroHHbIX cucteMax. B kaxaonn OC mo-cBoeMy peann30BaH CTEK
npotokoiaoB TCP/IP, 4Tto mno3BOJISIET TpPU TOMOIIM CIHEIUATbHBIX
3aIIpOCOB M OTBETOB HA HUX ONpeAcnuTbh, kKakas OC ycraHOBIEHa Ha
YAAJIEHHOM Y3JIE.

Hpyroii, menee 3Q(HEeKTUBHBIN U KpailHE OrpaHUYCHHBIN, CIIOCO0
uaeHtuukanun  OC  y3M0B —  aHalU3 CETEBBIX  CEPBUCOB,
00HaApY>KEHHBIX Ha mpeablaylieM starne. Hanmpumep, oTKpwIThid 139-i1
MOPT TMO3BOJISIET CHAENaTh BBIBOJ, YTO YIAJICHHBIN Y3€J, BEPOSITHEE
Bcero, pabortaer moj ympaeieHuem OC cemerictBa Windows. Jlms
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onpeaeneHus OC MOryT ObITh UCIIOJIB30BAHbI PA3JIMYHBIE TPOTPAMMBI,
HaIpuMep, nmap UiIu queso.

Omnpexnenenne poiu y3na. IlpeamocienHum maroM Ha 3Tare
coopa umHpopMaIuu 00 aTaKyeMoM Y3Jie SIBIISICTCS OMNpPEACICHHE €ro
pOJId, HANpUMeEp, BBINOJHEHUH (YHKIMH MEKCETEBOIO SKpaHa WU
Web- cepBepa. BrinosiHseTCss 3TOT IIar Ha OCHOBE YK€ COOpaHHOM
uHpopmalu 00 aKTUBHBIX CEPBUCAX, UMEHAX Y3JIOB, TOMOJOIUU CETH
u T. 1. Hanpumep, oTKpbIThIN 80-i1 TOPT MOKET YKa3bIBATh HA HAJTUYKE
Web-  cepBepa, OnokupoBka ICMP-makera  yka3biBaeT  Ha
MOTCHIIMAJIBHOEC HaJW4YhEe MEXCETEBOro »3KpaHa, a DNS-ums y3na
proxy.domain.ru unu fw.domain.ru ToBopuT camo 3a ceosl.

Onpenenenue ys3BuMocTed y3na. llocimenHuid mar — TOUCK
ys3BUMoOcTed. Ha »TomM 1miare 3JI0yMBIIUIGHHUK TIPU  TOMOIIU
pPa3IMYHBIX ABTOMATU3UPOBAHHBIX CPEACTB WJIM BPYUHYIO OIpEIEseT
ySI3BUMOCTH, KOTOPBIE MOTYT OBITh MCIIOJIB30BaHbl JJIsI peaI3aiiuu
aTakH.

Peanu3zanus atak

C 3TOro MOMEHTAa HAYMHAETCS MOMBITKA JOCTYIA K aTaKyeMOMY
y3ny. [Ipu 3ToM JOCTyn MOKET OBITh KaK HENOCPEACTBEHHBIN, T. €.
MPOHUKHOBECHUE HA y3€JI, TaK W OIOCPE/IOBAHHBIN, HampuMmep, IMpH
peanu3aliy aTaky TUIA «0TKa3 B 00CITy>KuBaHUW». Peanuszanus atak B
CJIyyae HEMOCPEICTBEHHOTO JAOCTYIa TaKK€ MOXKET ObITh pa3/ieicHa Ha
JIBa HTara:

*  NPOHUKHOBCHHUE;

*  YCTaHOBJICHUE KOHTPOJI.

[TponukHoBeHue. [IpoHUKHOBEHUE MOApa3yMeBaeT MOJ CO00
MPEOJ0JICHUE CPEACTB 3aLIUTHI MEPUMETpa (HAIPUMEp, MEKCETEBOIO
9KpaHa). Pealn30BBIBATHCS 3TO MOXKET OBITh PA3IUYHBIMU IYTSIMHU.
Hanmpumep, wncnonb30BaHME YSI3BUMOCTH CEpPBUCA  KOMIIBIOTEPA,
«CMOTPAILIETO»  HApyXKy, WIM TMYTeM TMepeladyd  BpaxacOHOro
COJIEpKaHUSI IO DBJEKTPOHHOM mouTe (MaKpOBUPYCHI) WM Yepe3
armmiersl  Java. Takoe coaepkaHue MOMKET HCIOJb30BaTh TakK
Ha3bIBAEMbIE «TYHHEIW» B MEKCETEBOM »JKpaHe (HE mMyTaTh ©C
TyHHemssMu ~ VPN), dyepe3  koTopble  3aTeM W IPOHUKAET
3JI0yMBIIIEHHUK. K 3TOMY ke 3Tamy MOXHO OTHECTH MOJ00p Maposist
aIMUHUCTpATOpa WJIM  HWHOTO  IIOJb30BATENs  IPU  IOMOIIH
crelnuanu3upoBaHHoN yTunutel, Hanpumep, LOphtCrack nnu Crack.
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YcraHoBIiieHUE KOHTPOJIS. [Tocne MPOHUKHOBEHHUS
3JIOYMBIIUJIEHHUK YCTAHABIMBAET KOHTPOJIb HAJl aTaKyEMbIM Y3JIOM.
DTO MOXET ObITh OCYIIECTBICHO MyTEM BHEIAPEHHUS MPOrpaMMbl THUIA
«TposHCKUI KOHBb» (Hampumep, NetBus wumu BackOrifice). Ilocne
YCTAaHOBKH KOHTPOJISI HaJ HYKHBIM Y3JIOM U «3aMETaHUs CJEIOB
3JIOYMBIIIJIEHHUK ~ MOET  OCYIIECTBJISITH  BCE  HEOOXOJMMBIE
HECAHKIIMOHUPOBAHHBIC  JICMCTBUS  JUCTAHIIMOHHO 0€3  Beaoma
BIIaJIeNIblla AaTAKOBAHHOTO KommbroTepa. Ilpu 3TOM ycTaHOBIIEHHE
KOHTPOJISL HaJ Y3JIOM KOPIOPATUBHOM CETH JOJDKHO COXPAaHSATHCS U
nocje Tepe3arpy3ku ONEPAllMOHHOM CHUCTEMBbl. JTO MOXKET ObITh
peaIM30BaHO IMyTEM 3aMEHbl OJHOr0 M3 3arpy304HbIX (ailioB wiu
BCTaBKU CCBUIKM Ha BpaXXIeOHbIA KoJ B (hailibl aBTO3arpy3Ku WIH
CUCTEMHBIN peecTp. M3BeCTeH ciydail, KOrjga 3JIOYMBIIUIEHHUK CMOT
nepenporpammupoBate  EEPROM ceTeBoli KapThl W J1ake TOCIHE
NEpEyCTaHOBKH OC OH CMOT ITIOBTOPHO peanu3oBaTh
HECAaHKIIMOHUPOBAHHBIC JEHCTBHA. bojee mpocroit Moaudukaimen
3TOr0 TMpUMEpa SBISETCS BHEAPEHUE HEOOXOAMMOro KoJa WU
dbparMeHnTa B ciieHapuil cereBoil 3arpy3ku (Hampumep, ais OC Novell
Netware).

[lenu peanuzanuu arak. HeoOXoauMO  OTMETHUTh, 4UTO
3JIOYMBIIIIJIEHHUK Ha BTOPOM 3Tare MOXET MpeciieoBaTh JiBe 1ieau. Bo-
NEPBBIX, MTOTYYEHUE HECAHKIIMOHUPOBAHHOTO JIOCTYIAa K CAMOMY Y311y U
cojepkaiieiics Ha HeM wuHbopMaruu. Bo-BTOpBIX, MOJyYyeHHE
HECAHKIIMOHUPOBAHHOTO  JIOCTyNa K y3JIy Uil  OCYIIECTBJICHUS
JaJbHEWIINX aTak Ha JApyrue y3ibl. [lepBas 1Lenb, Kak MpaBHIIO,
OCYILECTBIIIETCS TOJIBKO MOCJE peann3anu BTopor. To ecTh cHavana
3JIOYMBIIIUICHHUK CO3J1aeT cebe 0azy IS JalbHEMIIUX aTaKk M TOJBKO
I0CJI€ 3TOr0 MPOHUKAET HA APYTUe y3Jbl. ITO HEOOXOAUMO IJI TOrO,
YTOOBI CKPBITh WJIM CYIIECTBEHHO 3aTPYAHUTH HAXO0XKJICHUE UCTOUYHHMKA
aTaKu.

3aBepiieHue aTaku

OTanoM 3aBEPUICHUSI aTAKU SIBJISICTCS «3aMETAHUE CIEIOB» CO
CTOPOHBI  3JIOyMBbIIIEHHHWKA. OOBIUHO HSTO peanu3yercs MyTeM
YAAJEHUS COOTBETCTBYIOIIUX 3aMCEN U3 )KYPHAIOB PETUCTPALMU y3J1a
U Jpyrux JEUCTBUM, BO3BPAIAIOIINX ATaKOBAHHYI0 CHUCTEMY B
VICXOJIHOE, «IIPENATAKOBAHHOE» COCTOSHHUE.
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2.2. BoisiB/IeHH e TPU3HAKOB M (JaKTOB NMPOBeIeHUSI KOMIIbIOTEPHOI
Pa3BeKH B IIMPOKOIMOJOCHBIX CETSHX, CeTAX 0011ero A0CTyna,
COBPEMCHHBbIX 6eCHp0B0]1HI>IX CETHAX CBA3U, HA OTAC/JIBbHBIX
KPUTHYECKHU BAKHBIX 00bEKTAX HHPOPMAIIMOHHOM
uHppacTpykTypbl. Ucnoib30BaHMe IITATHBIX 001EI0CTYIHBIX
TEXHOJIOTuM MOHMTOPHHIA B KAYC€CTBEC CAMOCTOATCIbHbBIX
HHCTPYMeHTOB. [IporpaMmbl aHa/iM3a 1 MOHUTOPUHTA CETEBOI0
Tpaduka, 0030p cHudepoB

CylecTByIOT JIBa HE HUCKIIOYAIONIMX JApPYr JApyra moaxoja K
BBISIBJICHUIO CETEBBIX aTaK: aHaJIW3 CEeTeBOro Tpauka W aHaIu3
KOHTEHTAa. B mepBoM cilyyae aHaIU3UPYIOTCA TOJBKO 3aroJIOBKU
CETEBBIX MMAKETOB, BO BTOPOM — UX COAEPKUMOE.

KoneuHno, Haumbojiee TONHBIA KOHTPOIh HHGOPMAIMOHHBIX
B3aUMOJIENUCTBUIL MOXKET OBITh O00ECIEYEH TOJILKO aHaJIM30M BCErO
COJCPKMMOI'0 CETEBBIX IAKETOB, BKJIOYAasi UX 3arojIOBKU U OOJACTH
naHHbIX. OHAKO C MPAKTHUYECKOW TOYKHW 3PEHHS 3Ta 3ajada sBISETCS
TPY/IHOBBITIOJTHUMOM H3-32 OrPOMHOTO 00bEeMa JaHHBIX, KOTOPbIE
NpUXOJIUIOCh Obl aHanmu3upoBatb. CoBpeMeHHble COB HaumHaOT
UCIIBITHIBATh  CEpbE3HbIE  TpOOJeMBbI  yXe B CETAX  C
npou3BoAUTEILHOCTHIO 100 MOuT/c. [ToaTOMY B OOJBITMHCTBE CIIy4YaeB
11e71IecCo00pa3HO UCIOIL30BaATh JJIsl BBISBIICHUS aTaK METOJIbl aHaIu3a
ceTeBoro Tpaduka, B HEKOTOPBIX CIydasX codYeTas MX C aHAJIU30M
KOHTEHTA.

CurHatypa CeTeBOM aTakd KOHUENTYyaJIbHO IPAKTUYECKU HE
OTJINYAeTCS OT CUTHATyphl Bupyca. OHa mpeacTaBiseT coOoil Habop
MPU3HAKOB, TTO3BOJISIONIMX OTIUYUTH CETEBYIO aTaky OT JAPYTHMX BUIOB
ceTeBoro Tpaduka.

IIporpaMmMbl aHaJIM3a U MOHUTOPUHTIA CeTEBOro Tpaduka

MouutopuHr TpaduKka KUZHEHHO BaXKeH M 3()PEKTUBHOTO
ynpaBieHus ceTblo. OH SBIsSETCS MCTOYHMKOM HHGPOpMAIUU O
(GYHKIIMOHUPOBAHUM  KOPHOPATUBHBIX  MPUIIOXKEHUH,  KOTOpas
VUYUTBIBACTCSL  TNIPU  PACIPENCIICHUU  CPEICTB,  IUIAHUPOBAHUU
BBIYMCIIUTEIIBHBIX MOIIHOCTEW, OMPEACICHUN U JIOKAJIIM3AlNU OTKAa30B,
pElIeHUN BOIIPOCOB O€30MaCHOCTH.

B  HemamekoM  mpouuioM  MOHMTOpUHT  Tpaduka  ObLI
OTHOCHUTEJNBHO TMPOCTOM 3amayed. Kak mpaBuiio, KOMIIBIOTEPHI
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OOBEIMHSIINCh B CETh HAa OCHOBE IIMHHOW TOMOJIOTHM, T. €. UMEIU
paszensaeMylo cpeay rnepeaadd. ITO MO3BOJSIO MOJACOCIUHUTH K CETU
€IMHCTBEHHOE YCTPOICTBO, C TMOMOIIBIO KOTOPOTO MOXHO OBLIO
cienuth 3a BceM TpadukoM. OpHako TpeOOBaHUS K MOBBIIICHUIO
MPOITYCKHOM CIMIOCOOHOCTH CETU U Pa3BUTHE TEXHOJOTHH KOMMYTAIUU
NAaKeTOB,  BbI3BABIIEE  IMAJIEHUE I1IEH HAa  KOMMYTaTtopsl U
MapIIpyTU3aTOPhl, OOYCIOBUJIM OBICTPBIM IIEpEeXOJl OT pa3eisieMOu
Cpelbl Tepefadyd K BBICOKO CETMEHTHPOBAHHBIM Tomojorusm. OOmumii
TpauK yXe Helb3d YBUIAETh U3 OJHOU TOUKH. /(151 mosrydeHus: moJHON
KApTUHBl TPeOyeTCS BBINOJIHATH MOHUTOPHHI  Ka)XJIOTO IOpTa.
Wcnonp30BaHNE COCTMHEHUM THUIA «TOYKA-TOUYKa» JieJlaeT HEyAOOHBIM
HNOJKJIIOYEHNE MPUOOPOB, Ja U MOHAJOOMIOCH OBl CIUIIKOM OOJIBIIOE
UX YUCJIO JJISI NMPOCIYUIMBAHMUS BCEX IOPTOB, YTO NPEBPAIIAECTCS B
yepecuyp IOpOrocTosiilyro 3agaudy. BpoOaBok camMu KOMMYyTaTOpbl U
MapHIpyTU3aTOPbl UMEIOT CJIOXKHYIO apXUTEKTYpy, M CKOPOCTb
00paboTKu ¥ Tiepefadyd TAKETOB CTAHOBUTCS BaXKHBIM (HaKTOPOM,
ONPEIEISIONINM TPOU3BOIUTEILHOCTD CETH.

OnHOl M3 aKTyallbHBIX HAy4HBIX 3a/ad B HACTOsIIEe BpeMs
ABJISIETCS. aHaM3 (M JaJIbHEWIIee MPOTHO3UPOBAHUE) CaMOIOJ00HON
CTPYKTYpbl Tpaduka B COBPEMEHHBIX MYJIbTUCEPBUCHBIX ceTAx. s
pelieHuss 3ToM 3ajjauyu HeoOXoauM cOOp W TOCIEAYIOUIMNA aHaJIu3
pa3Hoo0pa3HON CTaTUCTUKU (CKOPOCTh, 00bEMBI MTEPEAAHHBIX TAHHBIX U
T. 1.) B AecTBytomuX ceTsix. COOp Takoil CTaTUCTUKU B TOM WJIM UHOM
BUJIE BO3MOKEH PA3JIUYHBIMU TMPOTPAMMHBIMU cpeacTBamMu. OIHAKO
CYLIECTBYET HA0Op JIONOJHUTEIbHBIX IMApaMETPOB U HACTPOEK,
KOTOpbIE OKa3bIBAIOTCS BeCbMa BaXXHBIMU MNP  MPAKTHUYECKOM
UCIIOJIb30BAHUM PA3JIMUHBIX cpelcTB. [lpuBenem 0030p OCHOBHBIX
BO3MOKHOCTEN HEKOTOPBIX pPacIpOCTPAHEHHBIX porpaMM-
aHaJIM3aTOPOB CETEBOI0 Tpaduka.

IIporpamMmmMbI-aHaIM3aTOPHI CETEBOr0 TPaQUKAa

BMExtreme. DT0 HOBO€ Ha3BaHHE XOPOIIO WU3BECTHOM MHOTHM
nporpaMmmbl Bandwidth Monitor. Panee nmporpamma pacnpocTpaHsijiach
OecruiaTHO, TeNeph K€ OHA UMEET TPU BEPCUU, U OCCIUIATHOMN SBISETCS
TONbKO ©Oa3zoBas. B 9Toi BepcuM HE NPEAYCMOTPEHO HHUKAKHX
BO3MOKHOCTEU, KpOME, COOCTBEHHO, MOHUTOpPUHTa Tpaduka, mO3ITOMY
BpsIA M MOXHO CUMTaThb €€ KOHKYPEHTOM Jpyrux mnporpamm. [lo
ymondanuto BMExtreme cinenut kak 3a UHTEpHET-TpauKOM, TaK U 3a
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TpaukoM B JIOKaJIbHOM CE€TH, OAHAKO MOHUTOpUHI B LAN mpu
KEJTAHUU MOKHO OTKJIFOUHTh.

BWMeter. Orta mnporpaMmMa HMEET HE OJIHO, a JIBa OKHA
ciaexeHus: 3a TpadUKOM: B OJHOM OTOOpa)kaercsi aKTUBHOCTh B
NnTepnere, a B Apyrom — B JIOKAIbHOU ceTu. [Iporpamma wumeet
ruOKre HACTPOUMKHU 111 MOHUTOpHUHTA Tpaduka. C ee MOMOILbI0 MOKHO
ONpPEACINTh, HY>KHO JIU CIEIUTh 32 MIPUEMOM M Tepeaadyeil TaHHBIX B
HNHTEpPHET TOJIBKO C 3TOr0 KOMIIBIOTEPA WA CO BCEX KOMIIBIOTEPOB,
MOJKJIFOYEHHBIX K JIOKAJIbHOM CETH, YCTAaHOBUTH Juarna3oH [P-aapecos,
MOPTHI U TPOTOKOJIBI, JIJII KOTOPBIX OyAET WM HE OyAET MPOU3BOAUTHCS
MOHUTOPUHT. KpoMe 3TOro, MOKHO OTKJIFOUUTH CIEKEHUE 3a TpadhruKom
B ompenaesieHHble yackl win aHU. Jns kaxmgoro IIK MoxkHO 3anmath
MaKCHUMAaJIbHYIO CKOPOCTh MpUEMa U NEPEAUY TAHHBIX, & TAKKE OJTHUM
HIETYKOM MBIIIHN 3aIPETUTh CETEBYIO0 AKTUBHOCT.

IIpy BecbMa MHUHUATIOPHOM pa3Mepe mporpaMma o00JaaacT
MHOKECTBOM BO3MOXHOCTEM, YaCTh M3 KOTOPBHIX MOYKHO IMPEICTABUTH
TaK:

- MOHMUTOPHMHI JIIOOBIX CETEeBbIX HHTepdeiicoB u r000ro0
ceTeBoro Tpaduka;

- MOIIIHas cucTeMa (UIBTPOB, MO3BOJISIONIAS OLICHUTHh 00BEM
0001 YacTu Tpaduka — BIUIOTH O KOHKPETHOIO CaiTa B YKa3aHHOM
HaIpaBJIeHUH WK TpaduKa ¢ KaKJAOW MaIlMHBI B JIOKAJbHON CETH B
YKa3aHHOE BPEMSI CYTOK;

- HEOTPAaHUYECHHOE KOJIMYECTBO HACTpaMBaeMbIX TpadukoB
AKTUBHOCTH CETEBBIX COCIMHEHUI HA OCHOBE BHIOPAHHBIX (DUIBTPOB;

- ynpaBieHue (OrpaHUYEHHME, TMPHUOCTAHOBKA) IOTOKOM
Tpaduka Ha J1H000M U3 QUIBTPOB;

- ynoOHas cucTemMa CTaTUCTHUKH (0T Yaca 10 rojia) ¢ pyHKiuen
AKCIIOPTA;

- BO3MOXHOCTb  IIPOCMOTpa  CTAaTHUCTUKU  yJaJICHHBIX
KoMIbI0TEpOB ¢ BWMeter;

- rubKkass cuUcTeMa OIOBCIICHWH W  yBEIOMJICHHH  TIO
JIOCTUKEHUU OMPEICIICHHOTO COOBITHS;

- MakCHMaJbHbI€ BO3MOKHOCTH IO HACTPOMKE, B TOM YHCIIE
BHEIIIHETO BUJIA;

- BO3MOXKHOCTH 3aITyCKa KaK CepBHUca.

Bandwidth Monitor Pro. E¢ pa3paboTumkyd O4Ye€Hb MHOTO
BHUMaHUS YICIWIM HACTPOMKE OKHAa MOHUTOpWHra Ttpaduka. Bo-
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NEPBBIX, MOKHO OIPECINTh, KaKyl0 MMEHHO WH(OpMaIMiO MporpaMma
OyJIeT MOCTOSTHHO MOKa3bIBaTh HA dKpaHe. DTO MOKET OBITh KOJTUYECTBO
MOJIYYEHHBIX U MEePEIaHHBIX JaHHBIX (KaK OTACIbHO, TaK U B CyMME) 3a
CETOJHSA M 3a JIIOOOW yKa3aHHBIM MPOMEXKYTOK BPEMEHH, CPEIHION,
TEKYIYI0 U MAKCUMAJIbHYIO CKOPOCTh COCJIMHEHMUSI.

OTaenbHO CTOUT CKa3aTh O CHCTEME OIOBEUIEHUHM, KOTOopas
yAa4HO peann3oBaHa. MOXXKHO 3a/aBaTh TOBEJCHUE MPOTPAMMBbl IPHU
BBITIOJIHCHUU 33J]aHHBIX YCJIOBHM, KOTOPHIMHM MOTYT OBITH Iepenaya
OTIPEJICICHHOTO0 KOJIMYECTBAa JaHHBIX 3a YKa3aHHBIA MEPHOJ BPEMEHHU,
JTOCTH)KCHUE MAaKCUMAJIbHOM CKOPOCTH 3arpy3KH, M3MEHEHHUE CKOPOCTHU
coenuHeHuss u 1np. Ecam Ha KoMmmbioTepe paboOTaeT HECKOJIBKO
NoJIb30BaTeNed W HEoOXOAMMO CIIEIUTh 3a O0HmMM TpaduKOM, TO
mporpaMMy MOKHO 3aIlyCKaTh Kak ciyx0y. B atom ciyyae Bandwidth
Monitor Pro Oyzaer coOupaTh CTaTUCTHKY BCEX II0JIb30BaTeleH,
KOTOPBIC 3aXO/IAT B CUCTEMY T10]I CBOMMH JIOTHHAMH.

DUTraffic. Ot Bcex mporpamm o63opa DUTraffic oriaugaer
Oecrutatbiid ctaryc. Kak u kommepueckue ananoru, DUTraffic moxet
BBITIOJTHATH pa3HO0Opa3HbIe JEUCTBUS NPH BBIMOJHEHUH TEX WIIM WHBIX
ycinoBuil. Tak, Hampumep, OH MOXET MPOUTPHIBATH ayauodaiin,
MOKa3bIBaTh  COOOIIEHWE WM K€ pa3pbhiBaTh COCAMHEHUE C
HNHTepHEeTOM, KOT/1a CPEeaHSS WIIM TEKYIas CKOPOCTh 3arpy3KHd MEHBIIE
3aJIaHHOTO 3HAYCHUsI, KOTJa MPOJOJDKUTEIBHOCTh HHTEPHET-CECCUU
IPEBBIIACT YKa3aHHOE YKCIO YacoB, KOrJa MEpPelaHO OINpeaeIeHHOE
KOJMYECTBO JaHHBIX. KpoMe »dToro, pasmuyHble ACHCTBHUS MOTYT
BBITIOJIHATHCS IUKINYECKU, HAPUMED, KXl pa3, KOTa mporpaMmma
dbukcupyer nepeaady 3agaHHoro oobema uHpopmaruu. CTaTUCTHUKA B
DUTraffic Bemercss OTAeNbHO MJiS KaXJOrO TMOJIb30BATENS W JUIs
KaxJoro coenuHenust ¢ MurtepHerom. [IporpamMma mokasbIBaeT Kak
OOIIyI0 CTaTUCTHKY 3a BBIOpPAHHBIM MPOMEXKYTOK BpPEMEHH, TaK H
uHOOpPMALIMI0 O CKOPOCTH, KOJUYECTBE IEPEIaHHBIX W MPUHATHIX
JTAHHBIX U (PUHAHCOBBIX 3aTpaTax 3a KKyl CECCHIO.

Cucrema monutopunra Cacti. Cacti - 310 open-source BeO-
IpU- JIOKEHUE (COOTBETCTBEHHO OTCYTCTBYET YCTAaHOBOYHBIN (aiin).
Cacti cobupaeT CTaTUCTUYECKUE JaHHBIE 3a ONpeeIEHHBIE BPEMEHHBIC
MHTEPBAJIbI ¥ MTO3BOJIIET 0TOOPa3UTh UX B rpaduueckoM Bujae. Cucrema
MO3BOJISICT CTPOUTH rpaduku npu MTOMOIIIH RRDtool.
[IpeuMyIIECTBEHHO UCIIONB3YIOTCS  CTaHAAPTHBIC IIAOJOHBI TSt
OTOOpakeHUs1 CTAaTUCTUKU MO 3arpy3Ke Mpoleccopa, BbIJICICHUIO
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ONEpaTUBHOM  TaMATH, KOJIMYECTBY  3aIlyIIEHHBIX  MPOIECCOB,
MCIIOJIb30BAHMIO BXOISAIIETO/UCXOISIIETO Tpaduka.
HNurepdeiic  oToOpa’keHHUs] CTAaTUCTHKH, COOpPaHHOM C  CETEBBIX
YCTPOWCTB, MPEJCTABIICH B BUJIE IEPEBA, CTPYKTYypa KOTOPOro 3a4aeTCs
caMuM moJib3oBaTeneM. Kak mnpaBwiio, Tpa@uku TpynoupyrOT IO
ONPEACTICHHBIM KPUTEPHUSM, MPUYEM OJWH M TOT K€ Tpauk MOXKET
MPUCYTCTBOBAaTh B Pa3HBIX BETBSAX JiepeBa (Hampumep, Tpapuk uepes
ceTeBoil mHTep(deiic ceppepa — B TOM, KOTOpas IMOCBSAIIEHA OOIIEH
KapTUHE HHTEpHET-TpaduKa KOMIIAaHWM, U B BETBU C MapaMeTpamu
JAHHOTO  ycTpoictBa). EcTe  BapuaHT  mpocMOTpa  3apaHee
COCTaBJIEHHOTO Habopa rpadukKoB, MU €CTh PEKUM MPEAIPOCMOTPA.
Kaxnapiii U3 rpa@ukoB MOXXKHO PacCMOTPETh OTACILHO, MPHU 3TOM OH
OyIeT mpeAcTaBieH 3a MOCIeIHUE JeHb, HENET0, MecsI] U rof. EcTh
BO3MO>KHOCTb CaMOCTOSITEJILHOTO BIOOpA BPEMEHHOI'O TPOMEXKYTKA, 3a
KOTOpBIN OyJlleT creHepupoBaH rpaduk, MpuyeM clejiaTb 3TO MOXKHO
KaK yKa3aB KaJICHJIapHbIC MTapaMETPhI, TAK U MPOCTO BBIJEIUB MBIIIKON
ONPEAEIICHHBINA YYaCTOK Ha HEM.

B Tabn. 2 mnOpeacTaBlieHbl  CPaBHUTEIbHBIE  OCHOBHBIC
XapaKkTEePUCTUKU TPEACTABICHHBIX MPOrpaMM MOHHUTOPHHIA CETEBOIO
Tpaduka.

Tabnuma 2. CpaBHUTEIBHBIC XapaKTEPUCTUKH MPOTPAMM MOHUTOPHHTA
ceTeBoro Tpaduka.

IMapamerp BEM- BW- | Bandwidth | DU- Cacti
Bxtreme | Meter | Monitor Pro | Traffic
Paamep ycramopcqHOro daiina, 0,473 1.9 1,05 1,4 -
MbaiT
A3k HHTepchelca Y- pyc- |aHrauiickufi | pyc- |aHrAU#-
CKHit CKHR CKMi | CKHR

I'pathuk cropocTH + - + + -
['pachuk TpadHka — + + — +
Srcnopr/uMnept (dopuar i +/+ -/- /- +/+
draitaz sxcniopra) (*.csv) (*.xls)
Janyck MOHHTOPHUHT: To Tpebo- - + - - +
BaHHK>
MEHAMaALHEIHR BpeMeHHOMR IIar 300 1 60 1 1
MEXAY DTCHETAMN AAHHEIX, ¢
Bo3MO¥WHOCTE Ma3MeHEHMA MUHH- + + + - +
MAaABHOTO HIATA MEACAY OTCYETA-
M¥ AAHHELX

40



O030p nporpamm-aHaau3aTopos (cHug@epos) cereBoro rpapuka

Amnanuzarop Tpaduka, uiau cHuddep, — ceTeBOM aHaIM3aTOp
Tpaduka, MOporpaMmMa UM NOPOrpaMMHO-aNINapaTHOE YCTPOMCTBO,
npeAHa3HauYeHHOE JJIA IepexBaTa M MOCIEAYIOUIEro aHaiau3a Jnbo
TOJIBKO aHajii3a CEeTeBOro Tpaduka, MpeJHA3HAYEHHOTO [JIsi JAPYTUX
y370B. AHaIu3 npouieAmero yepe3 cuuddep rpaduka mo3BossieT:

- OOHapyXuThb Napa3UTHBINA, BUPYCHBIM W 3aKOJIbIIOBAHHBIN
Tpaduk, HaIMyuMe KOTOPOrO YBEIWYMUBAET 3arpy3Ky CETEBOIO
000pyIOoBaHUS U KaHAJOB CBs3U (CHUDEPHI 31ech Manod()PEeKTUBHEI;
KaK TMpaBWiIoO, JJIs OSTUX LEJIe HCIOIB3YIOT cOOp pa3zHOOOpa3HOM
CTaTUCTUKH CEpPBEpaMU W aKTUBHBIM CETEBBIM OOOPYIOBAaHUEM M €&
MOCJIEAYIOIINN aHATU3);

- TepexBaTUTh J0OOK He3amuppoBaHHBIM (a TOpoH U
3amu(pPOBAHHBIN) TOJH30BATEILCKUNA TpaPuK C IEIbI0 MOJIYUYCHHUS
napoJiei u Apyroi nHGoOpMaIuu;

- JIOKQJIM30BaTh  HEUCIPABHOCTh  CETH WM  OIIUOKY
KOH(UTypallud CETEBBIX areHTOB (IyIsi 3TOW 1enu cHUp@Epsl 4acTo
MPUMEHSAIOTCS CUCTEMHBIMU aIMUHUCTPATOPAMHU ).

[lockonpky B «kiaccuyeckoM» cHUdepe aHanu3 Tpaduka
MPOUCXOJUT BPYYHYIO, C MPUMEHEHHUEM JIMIb MPOCTEHIITUX CPEICTB
aBTOMaTH3alMu (aHAJIU3 MPOTOKOJOB, BoccTaHoBIeHHE TCP-moToka),
TO OH MOJAXOIUT I aHaJIN3a JIUIIL HEOOJIBIINX €r0 00BEMOB.

Wireshark (panee — Ethereal). IIporpamma-ananuzatop
Tpaduka a8 KOMIbIOTEpHBIX ceTedl Ethernet m HekoTOphIX Apyrux.
Nwmeet rpaduueckuii nonb3oBarenbckuit uatepdeiic. Wireshark — sto
MPWIOKEHHUE, KOTOPOE «3HAET» CTPYKTYPY CaMbIX PA3IUYHBIX CETEBBIX
IPOTOKOJIOB U TMOATOMY TIO3BOJSIET pa3o0paTh CETEBOM MAaKET,
oToOpaxasi 3HaY€HHWE KaXXJIOro TMOJiA MNPOTOKOJA JIF0OOTO YpPOBHS.
[TockonpKy Juisi 3axBaTa IAKETOB MCIOJIb3yeTcs Oumbimoreka Pcap
(Packet Capture), cymiecTByeT BO3MOXKHOCTb 3aXBaTa JIaHHBIX TOJIBKO
U3 TE€X CETeW, KOTOPhIC MOJJICPKUBAIOTCS 3TOM OuMOImoTekoil. Tem He
menee, Wireshark ymeer pabotath ¢ MHOKeCTBOM (hOpMATOB BXOJHBIX
JAHHBIX, COOTBETCTBEHHO MOXHO OTKpbIBaTh (ailibl  TaHHBIX,
3aXBA4YCHHBIX JPYTHMH IMPOTpaMMaMH, YTO PaCHIUPSeT BO3MOKHOCTH
3axBara.

Iris Network Traffic Analyzer (NTA). [lomumMo cTaHmapTHBIX
dbyHKIMA cOopa, GUIBTPAIIMU U MTOMCKA MAKETOB, a TAKXKE MOCTPOCHUS
OTYETOB, MporpamMma TMpejjaracT yHUKaJIbHbIE BO3MOXHOCTH JIJIst
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peKoHCTpyupoBaHMsi AaHHbIX. Iris NTA nomoraer JaeranbHO
BOCITPOM3BECTH CEAHCHI PabOTHI MOJIb30BATENIEH C pa3IMUHBIMU Web-
pecypcaMu M Jlake IO03BOJIICT MMHUTHPOBATh OTIIPABKY IapoJIeH s
JOCTyIla K 3alllMIIeHHBIM Wweb-cepBepaM C IOMOIIBIO  cookies.
VYHUKanbHAsA TEXHOJOTHUSI PEKOHCTPYUPOBAHUS IaHHBIX, PEaTU30BaHHAS
B MoayJe nemudpoBaHus, mpeodpa3yeT COTHH COOPAaHHBIX JTBOMYHBIX
CETEBBIX IMaKETOB B MPUBBLIYHBIC TJIa3y JJICKTPOHHBIC THCHbMa, web-
ctpanuipl, coodmmenus ICQ u ap. eEye Iris mo3BossieT mpocMaTpuBaTh
He3amuppoBaHHbIE COOOLIEHUST Web-TTOUYThI U MPOTPaMM MTHOBEHHOTO
oOMEHa COOOIICHUSIMH, PaCIIUPss BO3MOKHOCTH MMEIOLIUXCS CPEJICTB
MOHUTOPHUHTA U ayUTA.

Ananmuzatop mnakeroB eEye Iris mno3Bossier 3aukcupoBaTth
pa3IUYHbIC JIETAd aTaKd, TaKue Kak jara u Bpems, [P-angpeca u DNS-
MMEHAa KOMIIBIOTEPOB XaKepa M KEPTBbI, a TaKXe HCIOJIb30BaHHBIC
MTOPTEHI.

Ethernet Internet Traffic Statistic (EITS). Jrta cucrema
MOKAa3bIBAET KOJIMYECTBO MOJIYYEHHBIX U MPUHSTHIX AaHHBIX (B OaiTax,
BCETO U 32 MOCJICAHION CECCHUI0), a TAKKE CKOPOCTh MOAKIIOYeHUs. JIJist
HarJsiTHOCTH  cOOMpaeMble JaHHBIE OTOOPaKalOTCI B PEKUME
peaqbHOr0 BpeMeHH Ha rpaduke. PabGortaer 0e3 UWHCTALIALNH,
uHTepdeiic — pyCcCKU M aHTIUMKUCKUN. YTWUIUTAa IS KOHTPOJS
CTEMEHU CETEBOM aKTMBHOCTHU MOKA3bIBACT KOJIUYECTBO IMOJTYUYEHHBIX U
OPUHSATHIX JIaHHBIX, BEJs CTATUCTUKY 3a CECCHUIO, JCHb, HEACNII0 U
MECHIII.

CommTraffic (CT) Dto cereBas yrunura ajisa cbopa, o00paboTku
U OTOOpaXKeHUs CTAaTUCTUKH WHTEpHET-Tpaduka dvepe3 MOJESMHOE
(dialup) wnam BeIIENeHHOE coeauHeHue. IIpy MOHUTOpHHIE CEerMeHTa
nokansHOM cetn CommTraffic mokaspiBaeT uHTEepHET-TpaduK s
Kaxaoro kommbiorepa B cermeHTe. CommTraffic Bkiatouaer B cebs
JIETKO  HAacTpaWBaeMbIl, IIOHATHBIM  MOJIb30OBaTEN0  HHTEpdEiic,
MOKAa3bIBAIOIINKN CTATUCTUKY PAaOOTHI CETH B BUAE rpaduKoB U 1udp.

B Tabn. 3 mpeacTtaBiieH CpaBHUTEIBHBIM aHAIU3 XapaKTEPUCTUK
PaCCMOTPEHHBIX MPOrpaMM-aHAIU3aTOPOB CETEBOTO Tpaduka.
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Tabnuua 3. CpaBHUTENIBHBIN aHATIU3 XaPAKTEPUCTUK MPOrPaMM-
aHaJIN3aTOPOB CETEBOIro Tpaduka

[Tapamerp Wireshark Iris NTA| EITS cT
FasMep y¢TaHOEGTHOTO 17.4 5,04 0,651 .2
daftira, MéalT
HAazk mHTepdeiica arErauitcruit pycckuit | adra./ | pyccEult

PYCCKHEH

I'padmk cxoOpocTH + + — —
I'pachuk Tpaduka - - + +
OrcnopT/umMnopT {dopuat | +/- (*.txt, *.px, *osv,| —/— -/- o b
daftra arcIopTa) * psml, *.pdml, *.c)
3anycKk MOHNTOPHHIA M0 - - - -
TpeDOBAHHID
MEHEMaABHEI HIAT MEXAY 0,001 1 1 1
OTCYETaMM AAHHBIX, C
BoaMoHOCTE MAMEREHHS + + - -
MUHUMAABHOTO 11ATA MENC-
AY OTCHETAMM AAHHBIX

l'[o.uyqelme H NMOJAIroTOBKAa HCXOAHBIX JAHHBIX JIA aHAJ/JIN3a

CBOMCTB aHOMAJIMH Tpaduka
B o6uiem Buje alroputM aHajiM3a CETEBOro Tpaduka BHITIISAINAT

cieayronmm oopazom (puc. 2.2).

( Ha:a.no ) =10

/ Buibop pexdmMa / Mpoucce aHand3a [

{

Brawrmenune Her
[eAHMA JaxBaTa
MAKETOR

* la

Hzaneuenne Ha
BA KA PAKTEPUCTHE .
g B HIBHCHMOCTH H
OT PEXKHMA e
PeaynbTaTH

( Kounen )

Puc. 2.2. Anroputrm nporieaypsi kKoutpois cetu, rae bJ[ IHIII® — 6ank gaHHbBIX
m1abJI0HOB MITaTHOTO (YYHKIIMOHUPOBAHUS CETH
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[Ipn BKJIIOUEHUHW pEXKHMMa 3axBaTa CETEBBIX MAKETOB CETEBOM
ajanTep TepeBOAMTCS B pexkuM Promiscuous u dukcupyer o000
MakeT, mpomeAmui yepe3 uurepdeic. ITo o0yCIOBICHO TEXHOIOTUEH
nepeaaun nHopmanuu B cetsix Ethernet. Onpenenénupie orpaHNYeHUS
B pEXKHMME aHajiu3a JaloT BO3MOXHOCTh YMEHBIIUTH OO0BEM
aHaM3upyeMor WHGOpPMAIMK, OTCeKas W3JIUIIKA HeaKTyaJlbHBIX
JTAQHHBIX U YBEJIUYUB OBICTPOICUCTBHE CHCTEMBI.

B kadecTBe XpaHWIMIN UCMOJB3YIOTCS Kak SQL-0a3bl JaHHBIX,
Tak U C(OPMHUpPOBAHHBIC IBOMYHBIC TEKCTOBBIC (halyIbl, XpaHSIIUE
YHUCJIOBBIC XapaKTEPUCTUKH.

HcxonHbIMU TaHHBIMU TpaduKa, aHATU3UPYEMOTO BIIOCIEACTBUU
HAa HalW4Yde aHOMAJIUM, TMpeajaracTcs MNPUHUMATh  JaHHEBIE,
MOJIy4YeHHbIE C TIOMOIbI0 TporpaMmbl-cHupdepa Wireshark (umm
J000r0  JIPyroro MpOrpaMMHOIO KOMIUIEKCA, OCYIIECTBISIONIETO
3a/1a4d CHSITHS JaMIla CeTeBOM aKTHUBHOCTH).

Iporpammubiii kommieke Wireshark Moxer ncnonb30BaThbCs
KaK JJIs 3alUCH «KUBOTO» Tpaduka ¢ UHTEpPEHCOB, HEMOCPEICTBEHHO
BXOJISIIIIMX B aHAIM3UPYIOIIYI0 CUCTEMY, TaK M JIJIs aHAJu3a CHATOTO U
COXPaHEHHOT0 JI0 3TOro Tpaduka.

TCPdump aannbie. TCPdump (umu Windump g Windows)
— TMONYJSIPHOEC W IMIMPOKO NPHUMEHSEMOE IPOrpaMMHOE CPEJNICTBO,
MO3BOJISAIOIIEE JIETAIbHO UCCIEA0BaTh MpoIece nepeaayr nHPopMaruu
B cetd. BbiBog tcpdump coaepXUT JaHHBIE TAKETOB CETEBBIX
COCIMHCHUN B TIOpSJKE TMOSIBICHUSA TakeTa B cetH. Ilepen cOoopom
uHpopManuu JTAaHHBIE nakeTa JTOJIKHBI peABAPUTETHLHO
obpabarsiBaThcss. KonBepTopsl tcpdump gaHHBIX TPEOOPa30OBHIBAIOT
3allUCU COEJMHEHUS] B MHOXKECTBO OCOOEHHOCTEH (T. €. aTpuOyTOB),
HarpuMep, time (cTapToBOo€ BpeMsl COEIUHEHHUs, T. €. timestamp
nepBoro mnakera), dur (IPOAOJKUTEIBHOCTh COEAMHEHMs), src U dst
(XocT HUCTOYHMK U ajapecar), bytes (uucio ©OalWTOB JaHHBIX,
OTMPABJICHHBIX M3 MCTOYHHMKA JO aapecara), sru (CepBHUC, T. €. MOPT
aapecata), flag (kak coeMHEHHE COOTBETCTBYET CETEBOMY MPOTOKOJY)
U T. 4. ITU CYIIECTBEHHbIE OCOOCHHOCTH CYMMHUPYIOT HH(OpPMAIHIO
MaKETHOTO YPOBHsI B IIPe/ieiiaX COCAMHEHN.
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2.3. IIpoBepka ycTpPOICTB HA BO3MOKHOE HAJIUYME 3aAKIATHBIX
aNnapaTHbIX WIHA MPOrPAMMHBIX CPEACTB KOMIILIOTEPHOM
pa3BeIKM HA KPUTUYECKH BAKHBIX 00bEKTAX CeTEeBOM
uHppacTpyKrypsl Poccuu

[IpoBepka 00BEKTOB KPUTHYECKOU uH(popMaIMoHHON
uHppactpykrypsl (nanee - KMM) Poccum Ha BO3MOXKHOE Hamuyue
3aKJIaJIHBIX alMapaTHBIX WM MPOTrPaMMHBIX CPEJICTB KOMIBIOTEPHOU
pa3BeKU CTPOUTCA HAa TOCYAApPCTBEHHBIX CHUCTEMax IO Tpaduky
yctaHoBiieHHOMY B [losutrke 0€30MacHOCTH, HO TI0 UHIUBUAYILHBIM
3ampocaM, B 3aBUCHUMOCTH OT COJEpPXaHUS KOTOpPBIX, 4Yepe3
TEPPUTOPUATBHOE OAPa3ACICHUE OCTOK Poccun B
akkpenutoBanHble HAa To DCTOKom Poccum opranmszamuu. Unm s
KOMMEPYECKUX CTPYKTYp - Yepe3  IPaBOOXPAHUTENIBHBIE OpraHbl,
KOTOpbIE 3aTeM oOOpalaloTcsi B TEPPUTOPUATIBHOE MOAPA3IACICHUE
OCTOK Poccun, nopyyaroniee Takue NpOBEPKH aKKPEAUTOBAHHBIM Ha
TO OPTraHU3ALUSIM.

B mob6om u3 3THX ciaydaeB paboTa CTPOUTCS HAa OCHOBAHHUHU
pykoBogsmux nokymeHtoB OCTOK Poccun, nercTByrommux B 3TOT
UMEHHO TIEpUOJ,, KOTOpPhIE B CBOIO OYEpPEIb COOTBETCTBYIOT
JIEHUCTBYIOIIMM TOCYJIapCTBEHHBIM CTaHJIAapTaM IO KPYry BOIPOCOB
BBISIBJICHUS ¥ OOPHOBI C TPOTPAMMHBIMHU 3aKJIaKaMHU.

Tak, mo coctossHuio Ha ceHTA0pb 2017 roma 3To PykoBosmimii
nokymeHT ['octexxomuccun npu IIpesmaente Poccum ot 04.06.1999r.
«3ammTa OT HECAaHKIIMOHUPOBAHHOIO 10cTyna K nHpopmanuu. Yacts 1.
[IporpaMmmHOe  oOecrieueHHEe  CPEACTB  3alllUTHl  UH(pOpPMAIIUH.
Knaccudukanus 1o YPOBHIO KOHTPOJIS OTCYTCTBUS
HEICKIIAPUPOBAHHBIX BO3MOXKHOCTEW». JIEMCTBUE 3TOTO PYKOBOJSAILIETO
nokymenrta (manee — PJl) He pacnpocTpaHsieTcss Ha TPOrpaMMHOE
obecnieuenune (manee — IIO) cpenctB kpunrorpaduyecKo 3amlUThI
uHpopmarnuu.  JIoKyMEHT  mOpeaHa3HayeH Ui CHEIUAJIMCTOB
UCIIBITATEIPHBIX ~ JTA0OpaTOpUM, 3aKa34yMKoB, paszpadoTunkoB [1O
cpenctB 3amuThl uHGopmanuu (namee — C3U1). JIokyMEHT cOaepKuT
tabmuny (cM. Tabmuma 4) TpeOoBaHUNM K YPOBHSM KOHTPOJIS
OTCYTCTBHS HEJIEKIapUPOBAHHBIX BO3MOXKHOCTEM (nanee - H/(B).
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Tabnuna 4. TpeboBaHUS K YPOBHSIM KOHTPOJIS OTCYTCTBUS
HEeJIeKJIapUPOBAHHBIX BO3MOXKHOCTEH

YpoBeHb KOHTpONa
4 3 2 1

- - . Y —

HanmeHoBaHue TpeboBaHns

Tpe6oBaHNa K LOKYMEHTaLUn

1.1. Cneuudukauma (FOCT 19.202-78) + = = =
1.2. Onucanue nporpammbl (FTOCT 19.402-78) + = = =
1.3. Onucanue npumerenuns (FOCT 19.502-78) + = = =
1.4. NosicHutensHan 3anucka (FOCT 19.404-79) - + = =
1.5. TekcTbl Nporpamm, Bxoaswmx 8 coctas NoO + = = =

(FOCT 19.401-78)

TpebosaHUs K COAEPXKAHNIO UCTLITAHN

2. KoHTpOonb ncxogHoro cocrtosiHua NO + = = =

3. CrtaTuuyecKuii aHanNnM3 NCXOLHbIX TEKCTOB NPOrpamMmm

3.1. KOHTPO/b MONHOTHI U OTCYTCTBUA N3OLITOYHOCTN UCXOAHBIX + + + =
TEKCTOB

3.2. KoHTponb cooTBETCTBUA UCXOAHLIX TekcToB M0 ero o6bekT- | + = = +
HOMY (3arpy3o4HOMY) KOOy

3.3. KoHTpons ceaseit GyHKUMOHANbHbIX 0ObEKTOB MO ynpasne- - + = =
HUIO

3.4. KoHTponb cBasen pyHKUNOHaNNbHbIX 06beKTOB NO nHdopma- | — + = =
unn

3.5. KoHTponb nHpOopMaLMOHHbLIX 0OBLEKTOB - + = =

3.6. KOHTpOb Hanu4ns 3afiaHHbIX KOHCTPYKLUNI B UCXOAHbBIX - - + +
TekcTax

3.7. opmMmupoBaHMe NepeYHs MapLUPYTOB BbINONMHEHUS PYHKUN- | — + + =
OHasbHbIX 0O BLEKTOB

3.8. AHann3a KpUTUYECKUX MaPLLPYTOB BbINOAHEHUS PYHKUUO- - - + =
Ha/lbHbIX OO BLEKTOB

3.9. AHanna anroputma paboTbl QYHKUUNOHabHbIX 0OBEKTOB Ha - - + =
OCHoOBe 6510K-CXeM, AnarpamMm U T. n., NOCTPOEHHbIX N0 UCXoA-
HbIM TEKCTaM KoHTponupyemoro Mo

4. AvHaMn4eCcKnii aHanun3 UCXOAHbIX TEKCTOB NporpaMmm

4.1. KOHTPOb BbINONHEHNUA QYHKUMOHANBHBLIX 00BHEKTOB - + + =

4.2. ConoctaBneHune gakTuieckmnx MapLUpyTOB BbINOSHEHUS - + + =
GYHKUNOHAaNbHBIX 0GBEKTOB U MapLLPYTOB, NOCTPOEHHbIX B NPO-
Llecce NpPoOBEAEHUA CTATUHECKOrO aHannaa

5. OT4eTHOCTL + + + +

Cpenu AeHCTBYIOMIUX JOKYMEHTOB B oOnactu 3amuthl KU ot
MPOTPAMMHBIX 3aKJIaJ0K, UCIOJB3YIONIUX TaK HA3bIBA€MBIE «CKPBITHIC

46



KaHaJbD», CJIEAYEeT TaKKe OTMETHUTh JIBa HAIIMOHAJIBHBIX CTaHAapTa
Poccuiickon @enepannm:

- TOCT P 53113.1-2008 «HupopmaliioHHasi TEXHOJIOTHS.
3ammura WHOOPMAIIMOHHBIX TEXHOJOTHM W aBTOMATU3UPOBAHHBIX
CHUCTEM OT Yyrpo3 HHGOPMALMOHHOM O€30MacCHOCTH, pPealu3yeMbIX C
UCIIOJIb30BAaHUEM CKPBITHIX KaHaioB. YacTe 1. O01ue noaoxeHus»;

- T'OCT P 53113.2-2009 «HupopmaniMoHHAasi TEXHOJIOTHS.
3amuTta WHQOPMALIMOHHBIX TEXHOJIOTMH W  aBTOMAaTHU3MPOBAHHBIX
CUCTEM OT Yyrpo3 HUHGPOPMALMOHHON O€30MaCHOCTH, PEaU3yeMbIX C
UCIIOJIb30BAHUEM CKPBITHIX KaHalioB. Yacte 2. PexoMeHmaiuu 10
OpraHu3aluy 3alluThl UHPOpMAIUU, HHPOPMALIMOHHBIX TEXHOJIOTHN U
aBTOMATU3UPOBAHHBIX CHCTEM OT aTaK C HCIOJb30BAHHEM CKPBITHIX
KaHaJIOBY.

Pa3zBuTue, BHEApPEHHWE W UCIOJIb30BAHUE PACHPENECIECHHBIX
MH(POPMAIMOHHBIX CUCTEM U TEXHOJIOTHH, UCIOIB30BAHUE UMITOPTHBIX
IpPOrPaMMHO-AIIAPATHRIX CPEJICTB MPHUBEIM K TMOSBICHUIO KJacca
yrpo3 nH(HOpMaIMOHHON 0€30MacCHOCTH, CBSI3aHHBIX C UCIOJIL30BAHUEM
TaK Ha3bIBAEMBIX CKPBITHIX MH(GOpPMAMOHHBIX KaHanoB (nanee - CK),
HEBUJIMMBIX ISl TPAIUIIMOHHBIX CPEJICTB 3alUTh HH(OPMAIIUU.

Tpagunnonnsie cpenctBa obecreuenus b, Takue kak cpeactsa
pasrpaHUYeHUs JOCTYyMa, MEKCETEBBIE dKPaHbl, CHCTEMbI OOHAPYKEHUS
BTOP)KCHUH, KOHTPOJHUPYIOT TOJBKO HH(POPMAIIMOHHBIE TMOTOKH,
KOTOpPBIE MPOXOIAT MO KaHajdaM, MPEeIHA3HAYEHHBIM I X HEpegayu.
Bo3MmoxkHOCTE OOMeHa HHpOpManueld BHE 3THX PaMOK IMOCPEACTBOM
CKPBITBIX ~ KaHWIOB He  yuurbiBaercsa. OmacHocte CK  mid
MH()OPMALIMOHHBIX TEXHOJIOTMH W aBTOMAaTU3MPOBAHHBIX CHUCTEM U
JIPYTUX aKTUBOB OpPraHW3allMu CBsi3aHa C OTCYTCTBUEM KOHTPOJIS
CpeICTBaMU 3aIIUThl HHHOPMAIMOHHBIX MTOTOKOB, YTO MOXET MPUBECTH
K yTeuke MH(pOpMAIMU U HAPYLIUTh LEIOCTHOCTh MH(POPMAIIMOHHBIX
PECYPCOB U MPOrPaMMHOT0 0OECIIEUCHUSI B KOMITBIOTEPHBIX CUCTEMAaX.

CK wucnosp3yroTcst il CHCTEMATHYECKOTO B3aUMOJICVCTBUS
BPEJOHOCHBIX TporpaMM (KOMIIBIOTEPHBIX BUPYCOB) C HApYUIUTEIEM
Oe3omacHOCTH IIpu opranu3anuu ataku Ha AC, Kotopas He
0oOHapy’KMBaeTcsi CpPeACTBAMU KOHTpoJdss W 3amuThl. OmacHocth CK
OCHOBAaHA Ha TMPEANOJOKEHHUH O TOM, YTO HAPYIIUTEIb HWMEET
MOCTOSIHHBIM JOCTYN K HMH(OPMAIIMOHHBIM pecypcaM U BO3MOKHOCTb
BO3JICMCTBOBATh Yepe3 ATH KaHaJIbl Ha WH(ODOPMAIIMOHHYIO CUCTEMY JIJIs
HAHECEHMSI MaKCUMAaJIbLHOTO yIiepoa.
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Jlnst obecrieueHust 3amuThl MHOpMaIUU, 00padaThiBaeMO B
AC, HeoOXOauMO BBISIBISATH W HEUTPAIM30BBIBATH BCE BO3MOKHBIE
MH(pOpPMAIIMOHHBIE KaHaJbl HECAHKIMOHWPOBAHHOTO JACHCTBUS, B TOM
YUCJIE CKPBITHIEC.

CymecTBeHHbIM MOMEHTOM 3amuiieHHocTu cucteM WUT m AC
ABJISIETCSl JOBEpUE K CHUCTeMaM 3alluThl. B cucremax, TpeOyrommx
00ecrieyeHUs MOBBIINIEHHOTO YPOBHS JOBEpUS], JTOKHBI YUUTHIBATHCA
yrpo3bl  0€30MacHOCTH,  BO3HHUKAIOIIME  BCIEICTBUE  HalWYus
BO3MOKHOCTH HECAHKIMOHUPOBAHHOTO JneiicTBus ¢ mnomoinbio CK.
TpeboBanus goBepus K 0Oe30mMacHOCTA MHGOPMAIMM YCTAHOBJICHBI B
I'OCT P UCO/M3K 15408-3, B COOTBETCTBUHU C KOTOPHIM JIJISI CUCTEM C
OLIEHOYHBIM YpPOBHEM Jo0Bepusa, HauumHas ¢ OVY]/IS5, mpemycmorpeHo
npoBegeHue obszarenpbHoro ananusza CK. Takum oOpazom, TpeboBaHue
anamuza CK B Poccuiickoii ®eneparuu  sABISETCS HEOOXOIUMBIM
yCJIIOBUEM 0€30I1acHOTO (GYHKIIMOHUPOBAHUS CUCTEM,
oOpabaThIBAIOIIMX IIEHHYI0 HWHOOpPMALMIO WA  HMCIOJIB3YIOIIUX
UMIIOPTHOE anmnapaTHO-MPOrpaMMHOE 00ecIieueHue.

Crangapt I'OCT P 53113.1-2008 yCTAHABIIMBACT
kinaccudukaruio CK, onpenenser 3aiauu, pemiaeMbie Py MPOBEACHUN
ananmuza CK, a Takxke yCTaHABIMBAET MOPSAOK IPOBEICHHS aHaIW3a
st UT m AC. OH nmpegHasHadeH JUId KCHOJIb30BAHUSL 3aKA3UYHMKAMU,
pazpaboTurikamMu W moJdb3oBaTeasmMu WUT npu dopmupoBaHun uMU
TpeOOBaHMI K pa3pabOTKe, MPUOOPETECHUIO U MMPUMEHEHUIO MPOIYyKTOB
u cucteMm UT, koTophie npeHa3HaueHbl 1151 00pabOTKU, XpaHEHUS WU
rnepenayu uHpopmaImu, TIOJIJICKAILE T 3allUTE. Cranmapt
npeaHa3HauYeH TakKe JJIsl MCIOJIb30BaHUSl OpraHaMu cepTUUKaAIUU U
UCTIBITATEIbHBIMU  JTAOOPATOPUAMHU MPU  OLIEHKE OE€30MacHOCTH W
ceptudukaruu 6e3onacuoctu UT u AC.

CranmapTt omnpenenser CAeAyIOUUA MOPSAOK ACUCTBUN (ITarbl)
o omnpeneneHuto crenenn onacHoctu CK mist akTMBOB opranuzanud,
BBISIBJIEHUIO U TTpoTUBOjeicTBUI0 CK:

- wiIaccudukaius akKTUBOB B 3aBUCUMOCTH OT CTEINEHU
ONACHOCTH aTak ¢ ucrnoiab3oBaHueM CK ¢ y4eToM BO3MOXKHBIX YIpo3
0€30MacHOCTH aKTHBaM U aHAJIU3 PUCKOB;

- a"amm3 CK, Bxmouamonmidi B cedd HX HACHTU(PUKAIUIO
(ompeneieHME UCTOYHMKA U TIOJdy4yarTelis) M OLEHKY OIACHOCTH,
KOTOPYIO HECET UX CKPBhITOC PYHKIIMOHUPOBAHUE;
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- peamus3auds  MEPONPUATHNA N[O  3alQUTE€ OT  yIpo3,
peanus3yemMbIx ¢ ucronb3oBanuem CK;

- opranusauus KoHTpous npotuBoaericteus CK.

[IpotuBogerictBue omacHbiM CK MOXET OCYIIECTBIATBCS C
MOMOUIBIO CIEAYIOIINUX CPEJACTB U METOOB:

- noctpoenne apxutekrypel UT wmwm AC, no3poisromei
nepekpbiTh CK win caenath uX MPONYCKHYIO CIIOCOOHOCTh HACTOJBKO
HU3KOW, YTO KaHAJIbl CTAHOBATCSI HEOMMACHBIMU;

- HCHOJIb30BAHWUE TEXHUYECKHUX CPEACTB, IO3BOJISIOIMINX
nepekpbiBaTh CK WM CHMXKATh WX MPOMYCKHYIO CIOCOOHOCTH J0
YPOBHS, HHXKE 33JIaHHOTO;

- HCHOJIb30BaHUE MPOrPaMMHO-TEXHUYECKUX CpEIICTB,
MO3BOJISIIONIMX  BBISBIATH pabotry omacHeix CK B mporiecce
JKCIUTYaTalliy CUCTEMBI;

- IPUMECHEHHUE OpPraHU3alMOHHO-TEXHUYECKUX Mmep,
MO3BOJISIIOIINX JUKBUAMPOBaTh CK WM yMEHBIIUTH UX MPOITYCKHYIO
CIOCOOHOCTH J10 0€30I1aCHOT0 3HAUEHUS.

Yrpo3sl 0€30MaCHOCTH, KOTOPhIE MOTYT OBITh pEaju30BaHbl C
rmomopio CK, BKiII04aroT B ceOs:

- BHEJPEHHUE BPEAOHOCHBIX MPOrpaMM H TAHHBIX;

- nojadyy  3JIOYMBIIUICHHHUKOM  KOMAaHJl  are’Hry  Juis
BBITIOJIHEHUS;

- yTeuKy KpunrorpadhuuecKux KIrouel WIK maposiei;

- YTEUKY OTJIeJIbHBIX HUH(POPMAIIMOHHBIX 00OBEKTOB.

Cucremamu, HamOoJiee CHJIBHO IIOJBEPKEHHBIMU aTakam C
ucrnoab3oBanreM CK, sBIsroTCA:

- MHOTOIIOJIb30BAaTEIIbCKUE PACTIPEACIICHHBIE CUCTEMBI;

- CHCTEMBbI C BBIXOJIOM B IJI00aJIbHBIE CETH;

- CHCTEMBbl, HCIOJB3YIOIIHE KpUNTOorpapuueckue CcpeacTna
3alUTHIL;

- CHCTEMBbI, MCIOJb3YIOIIME€ MHOTOYPOBHEBYIO (MaHIATHYIO)
MOJIMTUKY pa3rpaHUYEHUs TOCTYIIA;

- CHCTEMBI, MPOTPAMMHO-AMNIIAPATHBIE AT€HTHI B KOTOPBIX HE
MOTYT OBITh OOHAPYKEHBI (B CBA3HU C UCIIOIB30BAaHUEM MMPOTPAMMHOTO U
anmapaTHOTO O0O0ecHedYeHUsi ¢ HEIOCTYNHBIM HCXOJHBIM KOJOM U B
CBSI3U C OTCYTCTBHEM KOHCTPYKTOPCKOM JJOKYMEHTALIUH ).
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B 3aBUCMMOCTH OT CTENEHU OMACHOCTH aTaK C WCIOJIb30BAHUEM
CK 3ammmniaeMple aKTUBBI OPraHU3AMU MOAPA3IEIAIOT Ha CIEAYIOIINE
KJIACCHI:

- 1-it kmacc — akTUBHI, coAepkalue UHHOPMAIIUIO, CTEIICHb
NOABEPKEHHOCTH KOTOPOW aTakaM, peaIn3yeMbIM C HCIOJIb30BAHUEM
CK, onpenensier COOCTBEHHUK;

- 2-i  KJacc — AaKTHUBBI, coJepxale UH(PopMaIuio
OTPAaHUYEHHOTO  JOCTyIla WM  I[IEPCOHAIIBHBIE  JIAHHBIE U
oOpabaThIBaeMble B CHCTEMaX, UMEIOIIUX TEXHUUYECKUE UHTEP(PEICHI C
OTKPBITBIMU  CETSIMU WJIM  KOMIIBIOTEPHBIMU CHUCTEMAaMHU  OOIIETO
JOCTYyTA, & TAKXKE KOMITBIOTEPHBIMU CUCTEMaMU, HE TTPEAIIONIATAOIIUMHU
3alIUTy OT YTEUKH 10 TEXHUUYECKUM KaHaJIaM;

- 3-M KJIacC —  aKTHUBBI, COAEpKAIME  CBEICHUS,
COCTABIISIIOIINE TOCYJAPCTBEHHYIO TAlHY .

Kpome ToOro, cymectByer o0cCOOBIN KJacC aKTHBOB, KOTOPHIE
VSA3BUMBI C TOUKH 3PEHUS YTPO3, pealin3yeMbIx ¢ nucnoiib3oBanueM CK ¢
HU3KOU MPOITYCKHOMN CITOCOOHOCTHIO:

- KJIacc A — aKTHUBBI, CBSI3aHHbIE C (YHKIIMOHUPOBAHUEM
KPUTUYECKU BAKHBIX OOBEKTOB;
- kjacc b — aKkTuBBI, coJepkallue KIHYEeBYH/MApOJIbHYIO

uHpOpMaIlMIO, B TOM 4YHCIE KIIOUYM KPUNTOrpadUUECKUX CHUCTEM
3aIUThl KHPOPMALIMK U TApOJIU JOCTYIAa K MHBIM aKTUBaM.

B crangapre I'OCT P 53113.2-2009 ycTaHOBIE€HbI MOAPOOHBIE
pPEKOMEHJAIUU o OpraHu3aIu 3aIUTHI uH(popmaruu,
WH()OPMAIIMOHHBIX TEXHOJIOTUH MU aBTOMATHU3UPOBAHHBIX CHUCTEM OT
aTaK C UCMHOJIb30BAHUEM CKPBITHIX KaHAJIOB B COOTBETCTBUU C ITAIlaMH,
ONpeCICHHBIMU B IEPBOM YacT cTaHaapTa. OH npegHa3HAYeH KakK JJis
3aKa34YMKOB, pa3pabOTYMKOB U TMOJb30BaTeNe WH(POPMAIIMOHHBIX
TexHonorut (manmee —MT) B mporecce GopMupoBanus TpeOOBaHUHN IO
3ammTe HWHGOpPMAIIMM Ha CTaAUSX pa3pabOTKu, OpUOOpEeTeHUs u
npuMmeHenus UT-npoaykToB U aBTOMaTU3UPOBAHHBIX CUCTEM (Hanee —
AC) B COOTBETCTBUU C TpEOOBAaHUSIMH HOPMATUBHBIX MPABOBBIX
JIOKYMEHTOB, TaK W JJIi OPraHOB CEpPTU(PUKAIMU U HCHBITATEIbHBIX
JabopaTopuil TIpU TPOBEACHUHN TOATBEpXKIeHHs cooTBeTcTBUsS WT m
AC TpeboBaHMsAM K 00ecreueHnI0 0€30MacHOCTH MH(POpMALIHH.

CrangapT yCTaHABIMBA€T THUIIOBOM MOPSJIOK OpraHu3alluu
npotuBogercTBrUs CK, KOTOPBIM MOXKET YTOUHATHCSA C YUYETOM yCIOBHHI
1 0COOEHHOCTEN MPUMEHEHUS HH(POPMalIMOHHBIX TeXHOJOoTHI B AC.
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Opranuzanus 3amutbel UT u AC ot atak ¢ ucrnonb3oBanuem CK
BKJIIOYAET B ce0s mpoleayphl UX BbISIBICHUS W mojaBieHus. Habop
MPUMEHSIEMBIX METOJOB BbIsIBIICHUS W/uiau nonaasieHus CK poipkeH
ONPEACNATHCS UCXOJ M3 MOJEIU yIrpo3 0€30MacHOCTH OpraHU3allvu.
MeponpusTus 1o 3amure oT atak ¢ ucrnoibzoBanueMm CK 10mKHBI ObITh
UHTETPUPOBAHBI B  CHUCTEMY HH(POPMAIIUOHHOM  0€30MaCHOCTH
OpraHu3alNHu.

Pe3ynbrathl MI0OBIX TakuX MpoBepok W u3zydeHus MC Ha mpeamet
HaJIWM4Ms ~ TOPOrpaMMHBIX  3aKJIQJOK W/WIM  CKPBITBIX  KaHaJOB
0hOPMIISIFOTCS aKTOM B 3-X 3K3EMILISIpaxX, OJIUH U3 KOTOPHIX XPAHUTCS B
akkpenutoBanHou OCTOKom opranmszanum BMECTE C IK3EMIUISIPOM
koHTpakTta co @CTIK Poccum, Bropori — Bo ®CTIK Poccum ¢ ux
AK3EMIUISIPOM KOHTPAKTA W 3alPOCOM «C MECTAa IMPOBEPKH», TPETHH
ocraercs B opraHuzanuu, 3kcryatupyromen KWW, mig  ydera
PE3yIBTATOB MPOBEPKU B KOPPEKIIUU MOJTUTUKHA O€30MaCHOCTH.

KoHTpoJ/ibHbIC BONIPOCHI:

1. OxapakTtepu3yiTe «IKCIUIOMTHI», BPEAOHOCHBIE MPOTPaMMbl H
METO/IbI JJOBEJICHUSI CEPBUCOB JI0 «OTKa3a B OOCIY>KMBAaHHMN», KOTOPHIC
UCIIOJIB3YIOTCS JAJIsl TPOBEJCHHS] KOMIIBIOTEPHOM Pa3BEIKU?

2. Kakue Mojiesii KOMIIbIOTEPHBIX aTaK MPUBOJATCS B auTeparype?

3. Kakwue stansl peanv3aiuy aTak MPUBOAATCS B IuTepaType?

4. Kak ocymiecTBisgeTcs: coop nHpopMaluu nepeji aTako B MHTEpecax
KOMITBIOTEPHOM Pa3BEAKH?

5. HazoBuTe M 0XapaKTepu3yuTe OCHOBHBIE MEXAHU3MBI PEATTU3AIINU
KOMIIBIOTEPHBIX aTakK.

6. HazoBuTe M3BeCTHBIC BaM MPOTrpaMMbl aHAIM3a MOHUTOPUHTA
cereBoro Tpaduka (CHUPPEpPoB) U OXapaKTepU3yUTe 0COOCHHOCTH HUX
paboThI?

7. HazoBuTe M OXapakTepusywure MNpuUMEHseMble B Poccuum MeTObI
OPOBEPKU  ammapaTHO-IPOTPAMMHBIX  PEIIEHWA  HA  HAJIW4YHE
OpPOTPAaMMHBIX W allapaTHbIX 3aKJIaJ0K, MPEIyCMOTPEHHBIX JJIs
KPUTHUYECKH BaXKHBIX 00BEKTOB ceTeBOM MHDpacTpyKTyphl Poccum.

3aganuda ISl CaMOCTOATEILHOM PadoThI K IJiaBe 2:

Bapuant Ne 1. [lpuBectn npumepsl HTpoOrpamMM-aHAIA3aTOPOB
CETEBOr0 Tpaduka, KOTOPbIE MOYKHO HCIIOJIB30BaTh B HWHTEpPECax
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BBISIBJICHUSI TIPU3HAKOB H  (PAKTOB MPOBEIAECHUA KOMIIBIOTEPHOM
Pa3BEIKH.

Bapuant Ne 2. Kak npow3BOASTCS NOJYyYEHHE W MOATOTOBKA
VCXOJIHBIX JAHHBIX JJII aHajdu3a CETEeBOro Tpauka Ha aHOMAaJuH,
NOAO03PUTEIbHBIE HA TPUMEHEHUE CPEJCTB KOMITBIOTEPHOUN pa3BeaKN?

Bapuant Ne 3. Vkazate u 000CHOBaTbh KpPUTEPUU aAHOMAJILHOTO
MOBEJICHUSI CETEeBOro TpaduKa, MOJO3PUTEIBLHOTO HAa MPOBEIAECHUE
KOMITBFOTEPHOM Pa3BEIKHU.

3. OueHka ya3BUMOCTH CHCTEM JJI KOMIILIOTEPHOU Pa3BeIKH

Oco0OEHHOCTH HCIOJIb30BaHUsT B Poccuu METOJ0B BBISBICHUS
yS3BUMOCTH OOBEKTOB HH(OpMATH3alUU [JIsi CPEACTB IPOBEACHUS
KOMITBIOTEPHON Pa3BEIKH 3aKIIOYAIOTCS B TOM, YTO WICHTU(PUKALIUS
ySI3BUMOCTEH BXOAUT B UYETBEPTHIM Iar MEpBOrO MoOAdTana OIEHKHU
PUCKOB, MPEAYCMOTPEHHOW CEPUEH MEKAYHAPOJIHBIX U POCCUUCKUX
crangaptoB cemeiictBa 27000 (a umenno 'OCT P UCO/MDBK 27005-
2010). A cTpykTypa U cojAep)KaHWE OIMCAHUS YSA3BUMOCTEH, HUX
Kinaccudukanus npeaycMorpensl ctanaaptaMu I'OCT P 56545-2015 u
56546-2015. TloTpeboBamoch MOYTH TATH JET [JIS TOTO, YTOOBI
«pazo0paTbCs» ¢ MHUPOBBIMH TPEeOOBAHMSIMU U aJalTUPOBATh HMX K
POCCUICKHM YCIIOBHUSIM U OBICTPO MEHSAIOIIEHCS HOPMATUBHOWU 0asze B
cepe nHpopMarmoHHou 6e3onacHocTu (Hanee - Mb).

3.1. BoisiB/IeHHE YI3BUMOCTH 00bEKTOB HH(OPMATH3AIMHA IS
CPe/ACTB NMPOBeleHNs KOMIILIOTEPHOI pa3BelKH

Cornacho I'OCT P HMCO/M3BK 27005-2010 u ISO/IEC
27005:2011 BXOaHBIMU JAaHHBIMU SIBJISIFOTCA CHUCKH M3BECTHBIX YIpO3
Wb, 3amuinaeMbix aKTUBOB U CYUIECTBYIOIIUX CPEACTB yIpasiieHus. Ha
ATOM Ilare UACHTUDUIUPYIOTCS YSI3BUMOCTU, KOTOPBHIE MOTYT OBIThH
ucnoJib3oBanbl yrpozamu Wb (Tounee ucrounukamu yrpo3 Ub) mis
MPUYMHEHUS ylIepOa akTUBaM WJIM BCEW OpraHu3alldy B 11€JI0M, B TOM
yuciie u merogamu KP.

Cy1iecTByeT HECKOJIBKO pa3HbIX KiIacCU(pUKAIUN yS3BUMOCTEH:
[0 NMPUYMHAM BO3HUKHOBEHHS, MO MECTY HAXOXICHHWS, MO CTEICHHU
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KPUTUYHOCTHU TMOCJIEACTBAM OT €€ HCIOJIb30BaHuA yrpozamu Wb, a
TaK>€ MO BEPOATHOCTU PECATU3AINH.

[To mpuurHaM BO3HUKHOBEHUS YSI3BUMOCTU MOAPA3CIAIOTCS Ha
TpH KJ1acca:

- OPOEKTUPOBAHUSA, UCMOJIb3YIOIIHUE aHanu3 anroputma 10 u
AOQ;

- peanu3allyM, UCTIOJb3YIOIINE aHAIN3 UCXOJHOTO TEKCTa (€ro
CHHTAKCHCa, CEMAHTHUKH, KOHCTPYKIUMW W T. M.) WIH HCIOIHIEMOIO
daiina (ero arpuOyTOB, IPOIIECCa BHITIOIHECHUS - ONIEPAIlUM C TTAMSITHIO,
paboTa c ykazarelisiMu, BbI30B (DYHKIIMIT), BHEITHUMH BO3JCHCTBUAMU,
KOrJla Ha BXOJl NOJAIOTCS pa3Hble TPAHUYHBIE W MAJIOBEPOSITHBIC
3HAQYEHUS MEPEMEHHBIX, a TaKXKe IU3acCeMOJIMPOBAaHUEM W aHAJIHU30M
MOJIY4YEHHOTO KOJIa;

- DKCIUTyaTalliM, BKJIOYasi CIA00CTH CHUCTEMHON IOJMTHKH,
om0k HacTpoiiku [1O u AO u nip.

[lo wMecTy  HaxoXIeHHS  YSA3BUMOCTH  MOTYT  OBITh
UJCHTU(UIMPOBAHBI B CIETYIOMMNX 00IaCTAX:

- OopraHu3zalius B IIEJIOM;

- ee MpOIIECCH U MPONEaYpHl (OpraHu3alus padbor);

- YCTAHOBHUBIIAsCA TpakTHUKa (TOPSAOK) YIIPaBICHUS W

aJIMUHUCTPUPOBAHUS;
- TepcoHal;
- (usudeckas cpena;
- xoHpurypauuu UC;
- anmapaTtHoe, NPOrpaMMHOE M  TEJIIEKOMMYHUKAI[MOHHOE
000pyI0BaHHUE;

- 3aBHCHMOCTh OT BHEIITHUX CTOPOH.

VSAI3BUMOCTh MOXET TMPUCYTCTBOBATh B AaKTHUBE, a MOXKET
HaxXOAUThCS W B cpenctBe oOecnedeHus ero Mb. Taxxke BbIACIAIOT
YyS3BUMOCTH Ha YpOBHE CETH, OTACIBHOro Xxocta (yCTpOHCTBa C
YHUKAJIbHBIM aJIPECOM) WUJIA MPUI0KEHHUS.

ITo cTeneHn KpUTUYHOCTH (YPOBHIO PUCKA) YSI3BUMOCTH JICTATCS
caeayronmM odpa3zoM (Ipu 3TOM ypoBeHb pucka (aHri. level of risk) -
ATO BEJIWYMHA PHUCKAa WM KOMOHWHAIIMM PHCKOB, BBIpAXKEHHAS Kak
COYETaHME TOCICACTBUM U BOBMOKHOCTH UX BOBHUKHOBEHHUS ):

- BBICOKHMH YpOBEHb pHCKA - YSI3BUMOCTH, I103BOJISIOIINE
aTaKyloleMy  MOJy4YuTb  JOCTYy K  XOCTy C npaBaMHu
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CyNepIoab30BaTeNs, a TaKXKE YSI3BUMOCTH, JEIAIOIINE BO3MOKHBIM
00X0/ CpeNICTB 3alUThI AJId Nonajanus B IHTpaHeT opranuzanuu;

- CpeIHMH YypOBEHb PpHUCKA - YSI3BUMOCTH, ITO3BOJISIONINE
aTaKyloIleMy MOJy4YUTh WHPOpPMAIHIO, KOTOpasi C BHICOKOW CTEIECHBIO
BEPOSITHOCTH TMO3BOJIUT TMOJYYUTh JOCTYN K OTACIBHOMY XOCTY H
ySI3BUMOCTH, TPUBOMSIIME K TMOBBIIICHHOMY pPacxoay pecypcoB
CUCTEMBI (32 CUET aTaK «0TKa3 B 00CITYKUBAHUNY);

-  HU3KUM YpPOBEHb pHCKAa - YSA3BUMOCTH, [O3BOJISIONINE
OCYILECTBIISITH COOpP KPUTHUECKON MH(GOPMAILIMK O CUCTEME (HalpuMep,
HEUCTIOJIb3YEMbI€ CIYKObI, TEKyllee BpeMs Ha KOMIIbIOTEpE IS
MOCJIEIYIONINX aTaK Ha KPUMITOAITOPUTMBI U T. 11.).

VY SI3BUMOCTH MOKHO OIIEHUTH MO BEPOSITHOCTU pEeAIM3alNU HA €€
OCHOBe yrpo3bl Ub:

- BBICOKOBEpOSITHAsl WJIM BEPOSITHAs - AaHHYIO YS3BUMOCTH
JIETKO HCMOJIb30BaTh, 3allIUTa OTCYTCTBYET UM OYEHB CJ1a0a;

- BO3MOJXKHas - yS3BUMOCTb MOXET OBITh HCIOJB30BaHa, HO
UMEEeTCS 3alUTa;

- MaJIOBEpOSITHAsI WM HEBO3MOXKHAsl - JAHHYIO YSI3BUMOCTH
UCIIOJIb30BaTh TPYJHO, UMEETCS XOPOILIasl 3allNTa.

Cama 1o ce0e ysI3BUMOCTh (IIPOCTO €€ HAJIMYKE) HE MPUUYUHSAET
Bpela - JJIsi 3TOro HYyXXHBI yrpo3a Wb M ee UCTOYHUK, KOTOpbHIEC €10
BOCIIOJIb3YIOTCS. Y SI3BUMOCTD JIMIIb CO3/IA€T MOTCHIUAIBHBIE YCIOBUS
U1 peanu3anuu yrpossl Ub.

YS3BUMOCTD, JJII KOTOPOM HE BBISIBIIEHO COOTBETCTBYIOLIEH
yrpo3sl b, MoxkeT u He TpeOoBaTh peaau3aiii CPeACTB yIpaBiICHUs,
HO OHA BCE€ PaBHO JIOJKHA OBITH OCO3HAHA U JIOJKEH OCYIIECTBIATHCS
MOHUTOPHUHT €€ u3MeHeHnul. 11 Haoboport, yrpoza Ub, ais peanuzanuu
KOTOpPOM B CHCTEME HET YSA3BUMOCTHU, HE aKTyaJjbHA JIJI1 3TOM CUCTEMBI
U HE BJIeUeT 3a co0oit pucka 1b.

Cnenyer OTMETUTb, 4YTO HEKOPPEKTHAs peanu3aius WIH
UCIIOIb30BAaHUE M HENpaBWIbHOE (YHKIIMOHHUPOBAHHE  CPENCTB
yOpaBJi€HUs U, CJIEIOBATENIbHO, 3allUTHBIX Mep (Hampumep, Mpu
HEKOPPEKTHOW KOH(MUTypalMi) MOTYT TaKXe€ CO3/1aTh YSI3BUMOCTD.
CpenctBo  ympaBlICHHS ~ MOXET  ObITb  A(PGEKTUBHBIM WM
Hed(PhEeKTUBHBIM B 3aBUCUMOCTH OT CPeJibl €ro (yHKIIMOHUPOBAHUS.

VY4a3BUMOCTH MOTYT OBITh CBSI3aHBl CO CBOWMCTBAMHM AaKTHBA.
Crnoco6 W 1enu UCIMOJIb30BaHMS AaKTHBA MOTYT OTJIMYAThCs OT
IUIAHUPYEMBIX MPU €ro MpuoOpeTeHuH wWiu co3nanuu. Heobxoammo
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YUHUTBIBaTh YSI3BUMOCTH PA3JIMYHOIO MPOUCXOXKICHUS, HaIpUMED,
BHYTPEHHUE WJIM BHENIHUE 110 OTHOLIECHHIO K JAHHOMY aKTHUBY.

[IpuMepbl  ysSI3BUMOCTEH  NPUMEHUTEIBHO K  Pa3JIM4YHbIM
oobektam, TpeOyrommum OWDB, npuBenenst nanee (cM. I[Ipumepsr
ySI3BUMOCTEM ).

BbIXOIHBIMM JaHHBIMHU TIpOIIECCA SBJSIOTCS JBa CIUCKA -
yS3BUMOCTU II0 OTHOLIEHWIO K akTuBaM, yrpo3am Wb u cpencrBam
VOPaBICHUST W  YA3BUMOCTH, HE CBS3aHHbIE HHU C KAKUMHU
oOHapyx’eHHbIMU yrpo3amu Ub.

IIpumMepsl ySI3BUMOCTEH:

1. Cpena u undpacTpykrypa:

- OTCyTCTBHE (DH3MYECKOM 3aIlUTHhl 3[IaHHH, JABEpPEd W OKOH
(BO3MOJKHA, HAIIPUMED, YTPO3a KPaxku);

- HENpaBWIbHOE WJIM XaJIATHOE HCIIOIb30BaHUE (PU3UUYECKUX
CPEICTB YMpaBJICHUS JOCTYIIOM B 3aHUs, MOMENIeHUs (BO3MOXKHA,
HaIMpuMep, yrpo3a HaMEpEeHHOT'O OBPEKICHHUS);

- HecTaOuiabHas paboTa AIEKTPOCETH (BO3MOXKHA, HAIPUMED,
yIrpo3a KoJieOaHUM HAMpPsHKEHUS );

- pa3MellleHHE B 30HaX BO3MOKHOT'O 3aTOIICHUS (BO3MOKHA,
HaIlpUMep, yrpo3a 3aTOIJICHUS ) U T. 1.

2. AmnmapartHoe ob6ecnieueHue (nanee — AO):

- OTCYTCTBHE CXE€M NEpPUOJMYECKON 3ameHbl (BO3MOKHA,
HaIlpUMep, Yrpo3a yXyAIICHUs COCTOSIHUS 3aIIOMUHAIOIIEH Cpebl);

- TOABEPKEHHOCTh KOJICOAHUSIM HaMpspKeHUs  (BO3MOJKHA,
HaIpuMep, Yrpo3a BOSHUKHOBEHUS KOJICOAHUN HAMPSKEHMUS );

- TOABEPKEHHOCTh TEMIIEPATYPHBIM KoJieOaHUSIM (BO3MOJKHA,
HarpuMep, yrpo3a BO3HUKHOBEHMSI OKCTPEMaJbHBIX  3HA4YCHUH
TeMIepaTyphl);

- TIOABEP>KEHHOCTh BO3JICHCTBHIO BJIAard, MbUIM, 3arpsS3HEHUS
(BO3MOKHA, HAITPUMED, YIPo3a 3aNbUICHUSA);

- YyBCTBUTEJIBHOCTb K BO3JIEUCTBUIO 3JIEKTPOMArHUTHOIO
U3ITYYCHUS (BO3MOXHa, HaIpumep, yIrpo3a BO3/ICHCTBUS
AIIEKTPOMArHUTHOTO U3ITyYCHUS);

- HEJOCTaTOYHOE OOCTYyKMBaHWE/HENpPAaBUIbHAS WHCTAJUISAIUSA
3alIOMUHAIONIUX cpel (BO3MOXKHA, HApUMEp, Yyrpo3a BO3ZHUKHOBEHHUS
OIMMOKHU TIPU OOCTYKHUBAHUN );
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- OTCYTCTBHE KOHTpPOJA 3a J(PQPEKTUBHBIM H3MEHEHUEM
KOH(UTyparuy (BO3MOXKHA, HAIPUMEP, YTpo3a OIMIMOKH ONEepaTOpOB) U
T. [I.

3. TIO:

- HEACHBbICE WM HEMOJHbIE TEXHUYECKHUE TpeOOBaHUS K
pa3paboTtke cpeacts [1O (Bo3moxkHa, HAMPUMEP, YIPO3a MPOTPaMMHBIX
cOoeB);

- OTCYTCTBUE TECTUPOBAHUS WIn HEJIOCTATOYHOE
tectupoBanue 110 (Bo3MoxkHa, Harpumep, yrposa ucnoiab3oanus 110
HECAHKIIMOHUPOBAHHBIMU MOJIH30BATEISIMHU );

- CJHOXHBIM  TIOJB30BATENbCKUM  uHTepdeiic  (BO3MOXKHa,
HaIlpuMep, yrpo3a OIIMOKH ONepaToOpOB);

- OTCYTCTBHE MEXaHU3MOB uaeHTU(DUKANH u
ayTeHTU(UKAIMYM, HampuMep, ayTeHTU(UKAIMU  MOJIb30BaTeNeH
(BO3MOXHA, HalpUMeEp, yrpo3a HEJEraJlbHOrO MPOHUKHOBEHHUS
3JI0YMBIIJIEHHUKOB T1OJT BUJOM 3aKOHHBIX MOJIb30BATENEH );

- OTCYTCTBHUE ayJUTOPCKOHN MPOBEPKH (BO3MOXKHA, HAMPUMED,
yTrpo3a ucnosb3oBanus [1O HECAaHKIIMOHUPOBAHHBIM CTIOCOOOM);

- xopomio u3BecTHbie AedexTsl 1O (Bo3MOXHA, Hampumep,
yrpo3a UCIIOJIb30BAHUS [1O HECaHKIIMOHUPOBAHHBIMU
MOJIb30BATEIISAMHU );

- He3allMIICHHbIC TAOJMIIBI TapoJield (BO3MOXHA, HampuUMep,
yIpo3a HEJIEraJIbHOrO MPOHUKHOBEHUS 3JI0YMBIIIUICHHUKOB O/ BUJIOM
3aKOHHBIX TOJIb30BaTENECH);

- IUIOXO€ YyIpaBIICHUE MaposiMU (JIETKO OMpeesieMble
napoJid, XpaHeHHe B He3alu(pPOBaHHOM BHUJE, HEIOCTATOYHO YacTas
3aMeHa IapoJiei);

- HEOpaBWJIBHOE TMPHUCBOEHHE TMpaB JAocTyna (BO3MOXKHA,
HampuMep, yrposza wucnois3oBaHusi [0  HecaHKIIMOHUPOBAHHBIM
CII0COOOM);

- HEKOHTpoiupyemas 3arpy3ka u ucnoias3oBanue [IO
(BO3MOXHA, HAITpUMEP, YTpo3a CTOJIKHOBEHHUSI C BpeoHOCHbBIM [10);

- OTCYTCTBUE PEruCTpalliy KOHIIa C€aHCa NpPH BBIXOJE C
paboueil ctaHIMM (BO3MOXHA, HapuMep, yrpos3a ucnosb3zoBanus 110
HECAHKIIMOHUPOBAHHBIMU TOJIH30BATEIISAMHU );

- orcyrcTtBUE 3((PEKTUBHOTO KOHTPOJISI BHECEHUS] U3MEHEHUM
(BO3MOXHa, HAITpUMEP, YTpo3a MPOrpaMMHBIX COOEB);
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- OTCYTCTBUE JOKyMEHTalUW (BO3MOKHA, HaIpUMeEp, yrposa
OIIIMOKH OTEePaTOPOB);

- OTCYTCTBHE PE3EPBHBIX KOMHUK (BO3MOXXHA, HaMpUMeED,
yrpo3a Bo3jeiicTBus BpeaoHocHoro 110 unm noxapa);

- CIIMCaHHME WU MOBTOPHOE HCIOJIb30BAHUE 3alIOMHUHAIOIIMX
cpen 0e3 HaJJIekallero CTUpaHus 3amuced (BO3MOXKHA, HaNpUMED,
yIrpo3a UCIIOJIb30BaHUS 1O HECaHKIIMOHUPOBAHHBIMU
MIOJIb30BATEIISIMH );

- OTCYTCTBHE MPOLEIYPhl KOHTPOJISI U3SMEHEHUH U T. 1.

4. KoMMyHUKAIWH:

- HE3allUIICHHBIC JIUHUU CBS3U (BO3MOKHA, HAllpUMeEp, yrpo3a
nepexsaTa HHPOpMaLIIN);

- HEYJOBJICTBOPUTENIbHAS CTHIKOBKa KaOeieil (BO3MOKHA,
HarpuMep, yrpo3a HECAaHKIIMOHUPOBAHHOTO IMPOHUKHOBEHUS K
CpElCTBaM CBSI3H);

- OTCYTCTBHE uaeHTU(DUKANH U ayTeHTU(UKAIUN
OTHpaBUTENSl W  modydarens (BO3MOXKHa, Hampumep, yrposa
HEJIETaTbHOTO  MPOHUKHOBEHUS  3JIOYMBIIUICHHUKOB TMOJ  BHJOM
3aKOHHBIX MOJIb30BATEIICH );

- TIepechUIKa TMapoJIe OTKPBITBIM TEKCTOM (BO3MOKHA,
HalpuMmep, yrposa JA0CTyna HECAaHKIIMOHWPOBAHHBLIX MOJIb30BaTENEeH K
CETH);

- OTCYTCTBUE TMOJTBEPXKICHUUA TMOCBUIKM WJIH TOJy4YEHUS
cooOlIeHus: (BO3MOXKHA, HAaNpUMEp, Yrpo3a HM3MEHEHHUS CMBbICIIA
nepeaaHHoN nHGOpMaIIUN);

- KOMMYTHpyEMbI€ JIMHUU (BO3MOXKHA, HaIlpuUMep, yrpos3a
JIOCTYTIa HECAHKIITMOHUPOBAHHBIX MOJB30BATEIICH K CETH);

- HE3allMIICHHBIE MOTOKU KOH(PUACHIMAILHON HHGbOpMAIUU
(BO3MOJKHA, HAIIPUMeED, yrpo3a repexBaTa nHpopmaIn);

- HEaJCKBAaTHOE YIPAaBJICHUE CEThIO, HEJOCTATOUHASI THOKOCTh
MapHipyTu3aiuu (BO3MOKHA, HallpUMep, yrpo3a neperpy3ku Tpaduxa);

- HE3allMIICHHBbIE  MOJKIIOYEHUS K  CeTAM  OOILIEero
NoJIb30BaHUs (BO3MOXHA, HANpUMEpP, yrpoza wucnosibzoBanus I[10
HECAHKIIMOHUPOBAHHBIMU TOJIH30BATEIISIMH) U T. 1.

5.  JIOKyMEHTHI:

- XpaHEHME B HE3AIIUIICHHBIX MeCTaxX (BO3MOXHA, HAIPUMED,
yIrpo3a XUIIEHNUs );
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- HEJIOCTaTOYHas  BHHUMATEIbHOCTh TPU  YHHUTOXKEHUU
(BO3MOJKHA, HATIPUMED, YIPO3a XUIICHHUS );

- OECKOHTpOJIbHOE KONMHUPOBaHWE (BO3MOXKHA, HaIlpUMED,
yIrpo3a XUIIEHUs ) U T. .

6. Ilepconan:

- OTCYTCTBME TNiepcoHana (BO3MOXXHa, HampuUMep, Yyrpos3a
HEJIOCTAaTOYHOI0 YKciia paOOTHUKOB);

- OTCYTCTBUE HaJ30pa 3a pabOTOW JIMIl, MPUTJIAIIEHHBIX CO
CTOPOHBI, WJIK 3a paboTON yOopmuI] (BO3MOKHA, HampuMeEp, yrposa
XUILECHUA);

- HEJIOCTaTOYHas TMOJATOTOBKA TEpCOHajla IO BOIpOcaM
ob0ecnieuenust Ub (Bo3MokHa, HATPUMEP, Yrpo3a OLIMOKHU ONEepaTopoB);

- OTCYTCTBHE HEOOXOJWMBIX 3HaHWM 10 Bompocam Wb
(BO3MOJKHA, HAIIPUMED, YIpo3a OITHOOK MOJIb30BaTEIICH );

- HENpaBWJIBbHOE HCIOJb30BAHUE MPOrpaMMHO-ANIapaTHOrO
obOecrieueHus (BO3MOXKHA, HAIPUMEP, Yrpo3a OMIMOKH ONIEPaTOpPOB);

- OTCYTCTBHE MEXaHU3MOB  OTCIEKHBaHUS  (BO3MOJXKHA,
HarpuMep, yrpoza wucnojb3oBanus I[IO  HecaHKIIMOHUPOBAHHBIM
CII0COO0M);

- OTCYTCTBUE  TOJMTHUKHA  MPAaBWIBHOTO  IOJb30BaHUSA
TEJICKOMMYHHUKAIIMOHHBIMA CHCTEMaMHu IS OOMeHa COOOIIEHUSIMHU
(BO3MOXHa, HampUMEp, yrpo3a HUCIOJIb30BAaHUSA CETEBBIX CPEICTB
HECAHKIIMOHUPOBAHHBIM CIIOCOOOM);

- HECOOTBETCTBYIOIIHE MPOLIEAYPBI Habopa KaJIpOB
(BO3MO’KHA, HAIPUMEDP, YTPO3a HAMEPEHHOT'O HOBPEKICHUS );

- HeaJeKBaTHas OTBETCTBEHHOCTD 3a TEXHUYECKOE
00CIyKHBaHHUE;

- OTCYTCTBHE HAJICKAILETO pacIpeeieHus 00s3aHHOCTEH 3a
OUbur. n.

7. OOume ysi3BUMBbIE MECTa:

- OTKa3 CHCTEMBbI BCJIEICTBHUE OTKa3a OJHOTO M3 BJIEMEHTOB
(BO3MOJKHa, HaNpUMeEp, yrposza cO6oeB B (YHKIIMOHUPOBAHUHU YCIYT
CBSI3H);

- HeaJieKBaTHbIE pe3yJIbTaThl MPOBEACHUS TEXHUYECKOTO
o0ciTy>KuBaHUs (BO3MOXKHA, HAIIPUMED, YIpo3a anmnapaTHBIX OTKA30B);

- OTCYTCTBHME WM HEJOCTAaTOYHBIE YCJIOBUS, Kacatomuecs: Ub,
B JIOTOBOpaX C KJIMEHTAMU U/WJIA TPETHbUMHU JINIIAMU;

- OTCYTCTBHE PETYJSIPHBIX ayUTOB;
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- OTCYTCTBUE€ WJIM HEYJIOBJICTBOPUTEILHOE COIJIAIICHUE 00
YPOBHE CEPBHUCOB;

- orcyrctBue wiaHoB OHB;

- OTCYTCTBHE OTOBOPEHHOTO JAUCHMIUIMHAPHOTO Ipolecca B
cinyyae unnuaenra b u 1. 1.

Cranpaptel no yszBuMoctaMm MC (ITOCT P 56545-2015 u 56546-
2015) BBeaens! B aericteue 1.04.2016r.

Crpykrypa u cogepxanue onucanusi yssspumocred B ['OCT P
56545-2015. B craHmapre TPUHATHL CICAYIOIIME TOHATHS H
OTpeeICHUS.

Yazsumoctb: Henoctatok (ciabocTh) mporpaMMHOro (IporpaMMHO-
TEXHUYECKOI0) CpeACTBa WM HH(OPMAIMOHHOW CHUCTEMBI B IIEJIOM,
KOTOpPBIA (KOTOpas) MOXKET OBITh HCIOJB30BaH(a) ISl peaTu3aiuu
yIpo3 0€30MacHOCTH HH(POpMaITUH.
IlpaBuiaa onucanuss ysa3BUMOCTH: (COBOKYIHOCTb IOJIOKEHHUM,
pErIaMEHTUPYIOIIUX CTPYKTYPY U COAEPKAIIUX OMUCAHUS YSI3BUMOCTH.
Onucanue ysizBuMoctu: MHpopmalus o BbISIBICHHON yS3BUMOCTH.
IHacnmopt YSI3BUMOCTH: JlokymMeHT (bopManm30BaHHOE
MPEJCTABICHUE), CONECPIKAIINI ONMUCAHUE YSA3BUMOCTH, OMPEACIISIIOIINIA
XapaKTEPUCTUKU YA3BUMOCTA U BBINOJHEHHBIA B COOTBETCTBUU C
paBUJIaMU
ONMCaHUS YSI3BUMOCTH.
N3BecTHast  ySI3BUMOCTH:  YS3BUMOCTb, OMNYyOJWMKOBaHHas B
OOIIIeIOCTYMMHBIX MCTOYHMKAX C ONMCAHUEM COOTBETCTBYIOIIMX MEP
3AIUTHI uHdopmanuu, WCIIPABJICHUN HEJIOCTaTKOB W
COOTBETCTBYIOIIUX OOHOBIICHH.
BrniepBble BbIsIBJICHHAsI YSI3BBUMOCTD: Y SI3BUMOCTh, HE OIMYOJIMKOBaHHAs B
OOIIEIOCTYITHBIX HCTOYHHUKAX.
YA3BUMOCTDb HYJIEBOI'O AHSA: Y SI3BUMOCTb, KOTOpPAask CTAHOBUTCS U3BECTHOM
J0O MOMEHTa BBITyCKa pPa3padOTYMKOM KOMIIOHEHTa HH((OPMAIIMOHHOM
CHCTEMbI COOTBETCTBYIOIIMX MEP 3allUThl MH()OpMAIIUK, UCTIPABIICHUN Me]T
OCTAaTKOB WJIM COOTBETCTBYIOIIMX OOHOBJICHUIA.

OO0mue TpeOOBAHUA K CTPYKTYpPe ONMCAHUSA YA3BUMOCTH

CtpykTypa omnMcaHusi ysI3BUMOCTH JOJDKHA OOecreYrBaTh
JI0CTaTOYHOCTh MH(popManmu st uaeHtudukanuu yszsumoctu UC u
BBINOJIHEHUS Pa0O0T 110 aHanu3y ys3pumoctei 1C.

Jlns  ogHO3HAYHOM MACHTU(UKAIMK  YSI3BUMOCTH  OIKMCAHHE
JOJKHO BKIIFOYATh CIICTYOIIUE DIIEMEHTHI:
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- uAeHTU(HUKATOP YSI3BUMOCTH;

- HaMMEHOBaHUE yS3BUMOCTHU;

- KJIaccC ysA3BUMOCTU;

- HauMeHoBaHue mnporpammHoro obOecneuenust (I1O) u ero
BEPCHHU.

Jlnst obecnieuenust padot no aHanu3zy yszsumocteid IC onucanue
JOJIKHO BKJIFOYATh CJIEAYIOIIHNE 3JIEMEHTBHI:

- uaeHTU(dUKATOP TUMA HEAOCTATKA;

- THII HEJIOCTATKa;

- MECTO BO3HUKHOBEHHUS (TIPOSIBJICHHUSI) YSI3BUMOCTH;

- cnoco0 (TpaBuiIo) 0OHAPYKEHUS YSI3BUMOCTH;

- BO3MOJKHBIC MEPHI 110 YCTPAHCHHIO ySI3BUMOCTH.

Jlns obecrieueHus JAeTanbHOM HH(pOpMAIUU 00 YSI3BUMOCTH
OMHUCAHUE MOXKET BKJIIOYATh CICAYIOIINE JIEMEHTHI:

- HAaUMEHOBAHUE ONEPALMOHHOW CHUCTEMBbI U THUII alllapaTHOU

m1aThOPMBI;
- a3bIk nporpammupoBanus [10;
- chnyx6a  (mopt), KOTOpyrO(bIi)  HCHOJB3YIOT  JJIs

¢bynkuronuposanus 110;

- CTENEHb OMACHOCTHU YSA3BUMOCTHU;

- KpaTKO€ OINHCAaHUE YS3BUMOCTH;

- UAEGHTU(PUKATOPHI APYTUX CUCTEM OMHUCAHUM YSI3BUMOCTE;

- JaTa BBISBJICHUS YSA3BUMOCTH;

- aBTOp, OMyOJIMKOBAaBIIMK HWH(OpPMALMIO O BBISIBICHHOU
ySI3BUMOCTHU;

- KpUTEpHUHU OMACHOCTHU YS3BUMOCTHU.

JononautenbHo onucanue yszpumoctu MC MOXeT BKIIOYATH
poUyr0 HH(GOPMALIMIO B COCTABE CIEIYIOUIUX SJIEMEHTOB!

- ONHCaHHUE peajn3yeMOol TEXHOJIOTHH O00pabOTKH (Tepeaadn)

UH(pOpMaIIUH;

- onwucanue koHdurypanuu 10, onpenensemMon mapamerpamu
YCTaHOBKH;

- onucanue Hactpoek I[IO, mnpm KOTOpPBIX BBISBIICHA
YSA3BUMOCTD;

- omnucaHue noiaHomouuu  (mpaB  pocryma) k- UC,
HEOOXOIUMBIX HAPYIIUTEIIO JIJIS1 AKCIUTyaTalluK YSI3BUMOCTH;

- ONHMCaHWE BO3MOXXHBIX yIrpo3 0Oe30macHOCTH HHMOpMaIUu,
peanu3aius KOTOPbIX BO3MOKHA MPHU AKCILTyaTalluK YSI3BUMOCTH;
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- ONHCAaHUE BO3MOXKHBIX TMOCIEJACTBUMA OT 3KCIUTyaTalluu
ysizBuMoct UC;

-  HAaUMEHOBAHUE OpraHW3alMU, KOTOopas  OmyOJMKOBajia
MH(OpPMAIMIO O BBISIBICHHOU YSI3BUMOCTH;

- Jara  ONyOJMKOBAaHMS  yBEJOMJICHUS O  BBISIBICHHOMU
ySI3BUMOCTH, a TaKXK€ JlaTa YCTPAHEHUS YSA3BUMOCTH Pa3paOOTUYUKOM
I10;

- Jpyrue CBEICHMUS.

Jlanee B cTaHmapTe MPHUBOJUTCS PaA3bSICHEHUE IO KaAXKJIOMY W3
ATUX MYHKTOB U MPUMEPHI OMUCAHUS YA3BUMOCTEH.

HoBas knaccuuxanus ysassumocte no ['OCT P 56546-2015:
B cTangapTe NpuHATHI CIEAYIOUIME MOHITUS U ONPEICIICHHUS.

11 Yrpo3a Oe3omacHoct uHpopmanmu: COBOKYIHOCTh YCIOBUM U
(haKTOpOB, CO3MAIOMIMX MOTEHUUAIBHYI0 WIA PEATbHO CYIIECTBYIOIIYIO
OIACHOCTh HapYIIIEHUs1 O€30MTaCHOCTH HH(POPMAITHH.

12 YHA3BUMOCTb KOJA: YSI3BUMOCTb, IMIOSIBUBIIASCS B IIPOLIECCE
pa3pabOTKH MPOrpaMMHOI0 00ECTICUEHMSI.

13 YA3BMMOCTb KOH(MUIYpaUMH: YS3BUMOCTb, TIOSBHBILASACA B
nporiecce 3aaHus KOH(pUTyparmu
(MpyMEHEHUsI TIapaMETPOB HACTPOMKH) MPOrpaMMHOIO OOecreueHusl |
TEXHUYECKUX CPEICTB MHPOPMAIIIOHHON CHCTEMBL.

14 YHA3BUMOCTH APXMTEKTYPbI: YS3BUMOCTb, ITOSIBUBIIAACA B
MPOIIECCE MTPOSKTUPOBAHMUS MH(DOPMAITMOHHON CUCTEMBI.

15 YA3BMMOCTb OPraHM3ALUOHHAS: YS3BHUMOCTb, IOSBUBIIASCS B
CBSI3U C OTCYTCTBHEM (MJIM HEIOCTATKaMH) OPraHU3allMOHHBIX MEP 3alllUThI
uH(popmaly B UH(HOPMAITMOHHOM cUCTeME U (WITH) HECOOIIOICHUEM TTPaBUI
AKCILTyaTallii CUCTEMBI 3aIUThl HHPOpMaIy HHPOPMAITMOHHON CHCTEMBI,
TpeOOBaHMI OpraHM3aIMOHHO-PACTIOPSAUTENLHBIX JOKYMEHTOB 10 3alllUTe
uH(popMaIK U (UJIM) HECBOEBPEMEHHOM BBITIOJIHEHUM COOTBETCTBYIOIIUX
JEUCTBUM JIOJDKHOCTHBIM JIMIIOM  (paOOTHHUKOM) WIJIM TOJIPa3/IeIICHHEM,
OTBETCTBEHHBIMU 34 3aIUTY UH(GOPMALIUHL.

16 YA3BUMOCTb MHOIO(pAKTOPHAS: YS3BUMOCTb, IOSBUBILIAACA B
pE3yJbTaTe HATMYHS HECKOJIBKUX HEJOCTATKOB PA3JIMYHBIX THIIOB.

17 S$I3bIK NporpaMMUpoOBaHMsi: S3bIK, NpEAHA3HAYCHHBIA IS
pa3paboTKu (IpeACcTaBICHMS ) HPOTPAMMHOI'0 OOECIICUCHHSI.

18 CremeHb omacHocTH ysa3BHUMOCTH: Mepa (cpaBHUTEIIBbHAS
BEIMYMHA), XapaKTepHU3ylolas  IOJABEP)KEHHOCTh  MHGOPMAIIMOHHON
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CHCTEMBI YSI3BUMOCTU U €€ BIIMSHHE Ha HapyllleHHe CBOMCTB 0€30MacHOCTU
uH(popmairy (KOHPHUISHIMATBHOCTD, IIEJIOCTHOCTh, JOCTYITHOCTB).

B ocHoBe Kimaccubukanmu  ys3BuMmocted  MC  uCHONB3YHOTCS
CJICTYIOIIME KIACCU(PUKAIMOHHBIE ITPU3HAKY:

- 00J1aCTH MPOUCXO0KICHUA YA3BUMOCTH;

- TunbI HenpocTaTkoB UC;

- MeCTO BO3HMKHOBeHus (nmposiBieHust) yassumoctu UC.

[loMumo  KIacCMPUKAMOHHBIX — Tpu3HakoB  ys3BuMoctedr  UC
WCMOJB3YIOTCSl TIOMCKOBBIC TPU3HAKK (OCHOBHBIE W JIOTIOJHUTEIIHHBIE).
[lorckoBbIE MPHU3HAKK TPEIHA3HAYEHBI U1 OPraHU3alMHd PACIIMPEHHOTO
MOKCKa B 0a3aX IaHHBIX YSI3BUMOCTEH.

K ocHOBHBIM TOWCKOBBIM TIpHu3HaKam ys3Bumocten MC orHOCcATCS
CIICAYIOLIHE:

- HauMeHOBaHMWe onepalioHHol cucteMbl (OC) W Tun anmapaTHON
WIATPOPMBI;

- HauMeHoBaHue rporpammHoro odecrieuenus (I110) u ero Bepeus;

- CTETICHb OMACHOCTH YSI3BUMOCTH.

K JomnomHuTENnbHBIM MOMCKOBBIM —mpu3Hakam ysizsuMocteit  MC
OTHOCSITCSI CJIEYFOLLIUE:

- SI3BIK IPOrPaMMUPOBAHMUS;

- cmyk0a  (Topt), KoTopass  (KOTOpbBIM)  HCIONB3YyeTCs IS
dyukmonuposanust [10.

Knaccndgurkanus ya3BuMocTen
Yszeumoctt UC 1o o0J1acTH MPOMCXOKIAEHUsI TOAPA3ACISIOTC Ha
CJICTYIOIIHE KIacChl:

- YSI3BUMOCTH KOJ1a;

- YS3BUMOCTH KOH(UTYpaIIny;

- YSI3BUMOCTH apXUTEKTYPHI;

- OpraHU3ALIMOHHBIE YS3BUMOCTH;

- MHOTO(DaKTOPHBIE YSI3BUMOCTH.
Tunol HegocTaTKoB UC:

- HEJIOCTaTKH, CBSI3aHHBIE C HEIMOJHOTOM MPOBEPKA BBOJAUMBIX
(BXOJHBIX ) IAHHBIX;

- HEJIOCTaTK{, CBS3aHHBIE C BO3MOXXKHOCTBIO IPOCICKHUBAHUS ITyTH
JIOCTYTIA K KaTajioram;

- HEJOCTATKH, CBSI3aHHBIC C BO3MOYKHOCTBIO IEPEX0/1a MO CChUIKAM;
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- HEIOCTATKH, CBSI3aHHBIC C BO3MOXKHOCTBIO BHEIpeHns1 komaH st OC;

- HENOCTaTKH, CBSI3aHHBIE C  MEXKCAWTOBBIM  CKPUIITHHIOM
(BBITIOJTHEHUEM CIICHAPHEB);

- HEJIOCTaTKW, CBSI3aHHBIE C BHEAPEHHEM MHTEPIIPETUPYEMBIX
OIEPATOPOB S3BIKOB MPOrPAMMHUPOBAHUS WA PA3METKY;

- HEJIOCTaTKH, CBSI3aHHBIC C BHEJPEHUEM MIPOU3BOJIBLHOTO KOJIA;

- HEJOCTAaTKW, CBSI3aHHBIE C TIEpenojHeHueM Oydepa MaMsTH.
HEJIOCTaTKH, CBSI3aHHbIE C HEKOHTPOIUPYeMOi (hOpMaTHOM CTPOKOIA;

- HEJIOCTaTKH, CBSI3AHHBIE C BHIUMCIICHUSIMH.

K HenocTaTkam, CBSI3aHHBIM C BEIYUCIICHUSIMUA OTHOCSITCSI CIIEYIOIIHE:

- HEKOPpEKTHbIM Juarna3zoH, korga I[IO wWcnonb3yeT HeEBEpHOE
MaKCUMAJIbHOE WJIA MHUHUMAJILHOE 3HAYCHHUE, KOTOPOE OTIIMYAeTCSl OT
BEPHOT'0 Ha €UHUITY B OOJIBIIIYIO MIIA MEHBIITYIO CTOPOHY;

- OIIMOKA YKCIIa CO 3HAKOM, KOT[a HAPYIIUTEh MOYKET BBECTH JAHHbIC,
CoZCpXKaIlle  OTpULIATETIbHOE IIEJIOE  YMCIIO, KOTOphIe Mporpamma
npeoOpa3yeT B MOJIOKUTEIBHOE HEIIENIOe YUCTIO;

-OIIMOKA YCEYECHUS YMCIIa, KOTJIa YacTh YKCiIa OTCEKaeTCs (Hanmpumep,
BCJICZICTBUE SIBHOI'O WJIM HESBHOTO MpeoOpa3oBaHMs WA MHBIX TMEPEXOI0B
MEXTy THIIAMH YUCEN);

- ommOKa WHIWKAIMMA TopsaKa OalToB B uucnax, korma B 110
CMEIIMBACTCS TIOPSIIOK 00paOOTKK OUTOB (HArpuUMep, OOpaTHBIN U MIPSIMOI
NOPSIIOK  OWTOB), YTO MPHUBOAUT K HEBEPHOMY YHCITY B COJEPKUMOM,
UMEIOILEM KPUTHUYECKOE 3HAYECHUE JIJIs1 0€301acHOCTY;

- HEJOCTAaTKW, TPUBOMAAIIME K YTEUKE/PACKPHITHIO WH(pOpMAaIUn
OrPaHUYEHHOT'O JIOCTYTIA.

VYTeuka uH(poOpMalMU - 3TO MpPEIHAMEPEHHOE WM HEYMBIILICHHOES
pasriaiieHre  MHQOpPMAlMKM  OrPaHMYEHHOrO  JOCTyma  (Harpumep,
CYIIIECTBYET yTeukH mH(popMarmu npu reHepupoBadnu [10 cooOmenust 06
OIIMOKE, KOTOPOE COACPXKUT CBEACHUSI OrPAaHUYEHHOTO  JOCTYTIA).
Henocratku,  npuBomsime K YTEUKE/PAaCKphITHIO  MHGpOpMaIUu
OIPaHMYEHHOTO JIOCTYIa, MOTYT OBbITh 0Opa30BaHbI BCIEACTBUEC HATAYUS
WHBIX OIMOOK (HampuMep, OIMMOOK, CBSI3aHHBIX C HCIIOJIB30BAHUEM
CKpUIITOB):

- HEJTOCTaTKH, CBSI3aHHBIE C YIPABICHUEM MOJTHOMOYUSAMU (YUETHBIMU
JTAHHBIMM );

- HEJOCTAaTK{, CBSI3aHHBIE C  YOPABICHUEM  Pa3pELICHUSIMHU,
NPUBWJIETUSIMUA U JIOCTYTIOM;

- HEJIOCTATKH, CBSI3aHHBIE C ayTeHTHU(UKAIUEH;
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- HEJIOCTATKHU, CBSI3aHHBIE C KPUMITOrpahUUECKUMU MPEeoOpa30BaHUAMU
(HemocTaTky MMGPOBAHMS);
- HEJIOCTaTKH, CBSI3aHHBIE C IMOJIMEH Ol MEKCaUTOBBIX 3aIPOCOB;
- HEJIOCTATKH, PUBO/ISIIINE K «COCTOSIHUIO TOHKI»;
- HEJIOCTaTKH, CBSI3aHHBIE C YIIPABJICHUEM PECYPCAMU;
- UHBIE TUTTBI HEJIOCTATKOB.
Vsseumoctu HUC 1o Mecrty BO3HMKHOBEHHMSI  (IIPOSIBJICHUS)
NOJPA3IEIISIIOTCS Ha CIIETYFOIINE:
- YS3BUMOCTH B oOmiecucteMHoM  (o0mieM) — MporpaMMHOM
obecreueHNH,
- YSI3BUMOCTH B MIPUKJIQJIHOM IIPOrPAMMHOM O0€CTICUECHHY;
- YSI3BUMOCTH B CHEIIMATBHOM IIPOrPAMMHOM OOECIICUCHUY;
- YSI3BUMOCTH B TEXHUYECKHX CPEJICTBAX;
- YSI3BUMOCTH B IIOPTAaTUBHBIX TEXHUYECKHUX CPEJICTBAX;
- YSI3BUMOCTH B CETEBOM (KOMMYHHKAITUOHHOM,
TEJIEKOMMYHHUKAIITMOHHOM ) 000pY/IOBaHHY;
- YSI3BUMOCTH B CPEJICTBAX 3aIUThl HH(OpMAIIWK.

3.2. Ouenka 3¢ peKTHBHOCTH NPUHUMAECMBIX 3aIIMTHBIX MeEp

Onenka 3QGEeKTUBHOCTU MPUHUMAEMBIX 3allIUTHBIX MEp, MPOTHUB
KP B TOM wuucne, ompenensercss Mo MEXKIyHapOJHOMY CTaHAApTy
ISO/IEC 27004:2009 wu wnaumoHanbHoMy ctangapty ['OCT P
NCO/M3K 27004-2011.

Crannpapt ISO/IEC 27004:2009 «Information technology. Security
techniques. Information security management. Measurementy
(«Madopmarimonnass TexHosiorusi. MeToasl U cpeacTBa oOecreueHUs
oe3omacHoctu. MenemxmenT Wb. M3mepenue») mnpeaHazHayeH s
MTOMOIIM OPTaHU3AIMAM B OIICHKE PE3YJIbTAaTUBHOCTH JIEITCIHBHOCTH T10
ynpasieHuto b B paMkax HMMEIONMIUXCA y HUX CHCTEM YIMPABJICHUS
uHpopmarmonHo Oe3zomacHocThio (mamee - CYHB) 3a  cuer
MPEAOCTABICHUS €IUHOTO PYKOBOJICTBA MO MPUMEHEHHUIO MEXaHHU3MOB
MOJTyYeHHUS OIICHKH B Pe3yJibTaTe U3MEPEHUM 1 BBEIICHUS MOKa3aTeleH.
Ha ocHOBe mNOJydyeHHBIX TMOKa3aTeled, WX aHaiu3a U MPUHITHUS
COOTBETCTBYIOIIUX PEIICHUN IO YCTPAHEHHUIO BBISABICHHBIX MPOOIEM
OpraHu3aIusmM yaacTcs MOBBICUTH PE3YyIBTaTUBHOCTH
¢ynkuronnpoBanus ux CYUB. Ota unpopmaius kpailHe BakHa AJIs
0o00cHOBaHUsI Bcex pemieHuil, cBsizaHHbix ¢ CYUDB, npu BHempeHun
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CYUDb u HEoOXOJAMMOCTH BHECEHHMS HU3MEHEHHH B CYIIECTBYIOIIYIO
CYUb nis ee nanbHEMIIEro COBEpPIICHCTBOBAHUS (YITyUILICHHUS).

C sganBaps 2012 r. B Poccum BBemen B pericrtBue ['OCT P
NCO/MBK 27004-2011 «HMubopMarimoHHas TexXHoOJOrus. MeTtoasl H
cpeAcTBa o0ecrnieueHus 0€30nacHOCTH. MeHePKMEHT HHPOPMAITMOHHOM
oesomnacHoctu. Mamepenus», uaentuunsii ISO/IEC 27004:2009. B
CTaHAapTe COAEpKATCsI OO0IIee pPYKOBOJCTBO, PEKOMEHIAUUU IIO0
pa3pabOTKe M MCIOIb30BAaHUIO U3MEPEHUI, MEp U3MEPEHUN U UX cOopy
U1 OlIeHKU dS(PGEKTUBHOCTH UM Pe3yJbTAaTUBHOCTH BHEAPEHHON B
opranuzanuu CYUDB, a takxke mepaM u cpejactBam yrpaieHus 1Ub (u
ux rpynnam), onpeneneHusiM B ISO/IEC 27001, Bkiroyasi MoJIUTHKY,
yrpasieHue puckamu UMb, 3anaun cpeacTs ynpasiieHus, CaMu CPEICTBA
yIOpaBJICHUS, TMPOLECChl W MPOUEAYphl, MOAACPKKY IMpolecca HuX
nepecMoTpa, MOMOIIL B ONPEICICHUN HEOOXOUMOCTH U3MEHEHUS WU
COBEPLICHCTBOBAHMS ITPOLECCOB WM CpeACTB yrpasieHus CYUD.

['OCT P UCO/M3K 27004-2011 conep>XuT Cleayromrue OCHOBHBIE
pa3iebl:

1) 0030p u3MepeHuil, cBszaHHbIX ¢ Wb (menu, mporpamma,
(dakTophl ycnexa, MOJeIb U3MEPEHHH);

2) 00s13aHHOCTH PYKOBOJICTBA;

3) pa3paboTka METOJIOB U MEp H3MEpeHui (MpoIEeccoB HX
cOopa u mokazareneil);

4) MPOILIECC U3MEPECHUI;

5) aHaJiu3 JaHHBIX U OTYETHOCTBH IO pe3yJibTaTaM U3MEpPECHUM;

6) OLIEHWBAHUE U COBEPIIEHCTBOBAHUE MPOTPAMMbI U3MEPEHUN
B OpraHU3alUU.

B npuiioxkeHUsiX K CTaHAApTy MPEJIOKEH I1a0JioH (TUIOBas
dbopma) omnucaHus HM3MEPEHHN W MPHUBEACHBI HEKOTOPHIC padodue
PUMEPHI.

I'OCT P UCO/M3K 27004-2011 noapa3zymeBaeT, 4To HayajabHOU
TOYKOM sl pa3pabOTKH H3MEPEHUW U MEP HU3MEPECHUM SBISETCS
MIPABWIBHOE MOHUMAaHUE opraHu3anuen puckoB b, ¢ koTopeiMu oHa
CTAJKUBAETCS, U TOTO, UTO JCSATEIbHOCTh B JAHHOM HAaMNpaBJICHUU
OCYILIECTBIISIETCS KOppekTHO (Hampumep, Ha ocHoBe ISO/IEC 27005),
kak Toro Tpebyer ISO/IEC 27001. Jlns mnpoBeneHHs] JTaHHBIX
MeponpuaThii  TpeOyercss pa3paboTka MOporpaMMmbl  U3MEPEHHI,
ces3anHbIX ¢ Wb. IlomyuyeHHbIE BO BpEMSI HM3MEPEHHUM PE3YIbTATHI
MO3BOJISAIT  BBISIBUTH  Mporpecc (WJIM OTCYTCTBHE TaKOBOIO) B
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JOCTHXKEHUHM 1IeJIed OIleHKH MH(OpMaIMOHHOM 0€30I1acHOCTH (J1ayiee —
OUB) 3a HEKOTOpHIM MEpUOJ BPEMEHH KaK OJHOTO U3 3JIEMEHTOB
nporiecca HenpepriBHOTO coBepieHcTBoBanuss CYUDb opranuzanuu.

CranaapT COAEPKUT TOCTATOYHO NETAIBHOE OINMCAHUE MPOLIECCOB
U3MEPEHHUS], HWCMOJIb30BAHUE OINEPALMU arperupoOBaHUs IOTYyYEHHBIX
Mep HW3MEpPEHMI, MaTeMaTHYECKOTO BBIYMCICHHUS MPOU3BOAHBIX (OT
IBYX W 00Jee OCHOBHBIX) MEP M TMOCIEAYIONIEr0 MNPUMEHEHHUS
AHAIMTUYECKUX METOJOB W METONOB NPUHATHUS PEUICHUW IS
BBISIBIICHUS «HMHAUKATOpOB» coBepmeHctBoBannss CYWb. Ho, k
COXAJICHUIO, HE YyKa3bIBAaCTCS, KAaKW€ WMEHHO OCHOBHBIE W
OPOU3BOJHBIE MEPHl U3MEPEHHN W WHIUKATOPbl MOTYT Ha IMPAKTHKE
HaWIy4IIuM 00pa3oM MOBJIUATH HA ATO COBEPIIICHCTBOBAHUE.

CaM0 wuW3MepeHHE ONpeleisaeTCd KaK MpPOLECC MOJIYyYECHU
undopmanuu 06 3¢gdpextuBHoctu CYUD u snemenrtax ynpasienus b
C WCIIOJB30BAaHUEM METOJa U3MEpeHus, QYHKIUNA u3MepeHus,
AHATUTUYECKOU MOJEIN U KPUTEPUEB PUHATHUS PEIICHUMN.

MexaHu3Mbl, ONUCAHHBIE B CTAHJAAPTE, MPUMEHUMBI K PA3JIUYHBIM
opranmzanusM ¢ paznuuabiMu CYUbB. ITlogxon opranuzauuu s
BBITIOJIHEHUSI TpeOOBaHUU K u3MepeHusiM, ompeaeneHHsiM B ISCMEC
27001, 3aBUCHUT OT psifia CyIIeCTBEHHBIX (DaKTOPOB, BKItOUas pucku b,
BEJIIMYMHY OpraHu3alli¥, WMEIOIIAECS PECYPChl W MNPUMECHUMBIC
MpaBOBbIC, HOPMATUBHBIE U JOTOBOPHBIC TpeOOBaHMs. PaloHaabHbBIN
NOAXO0J Ba)XEH JIJIsl 00ecreYeHus: TOro, YToObl JJIsl ATOM AESTEILHOCTH
CYHDb He BBIIEHSINCH YpPE3MEPHBIE pecypchl B yiiepd apyroi
HEOOXOIUMOM  JeSTEeNbHOCTH. B uaeanbHOM cilydae TeEKyIas
JEeSATEILHOCTD, CBSI3aHHAS C MMOCTOSSHHBIMU U3MEPEHUSIMU, JOJIKHA OBITh
MHTETPUpPOBAHA B  OOBIYHYIO  JICSITEIBHOCTh  OpPraHU3alUM  C
MIPUBJICYCHUEM MUHUMAIIBHBIX JOTIOJIHUTEIBHBIX PECYPCOB.

Jlns opraHuzaiuii HEOOJIBIIIOTO pa3Mepa YHCIO MEp H3MEpEeHUi
MOXET OBITh HEBEJIUKO M JJIi HUX HEOOXOAUMO pa3padoTaTh OJHY
MporpaMMy HM3MEPEHUM, B TO BPEMS KaK JJISI KPYIIHBIX OpraHU3aldu
TaKUX MPOTPaMM MOKET ObITh CO3/IaHO HECKOJIBKO.

Ha ocuose 'OCT P UCO/M3K 27004-2011 opranuzaiusi CMOXKeT
pazpaboTtaTth gy ce0s  JIOKyMEHTaluioo,  KoTopas  Oyner
CBHUJETEIILCTBOBATh, YTO B HeW Bedercs KoHTpoiab 3a OUb w
MIPOU3BOJIUTCA €TO BCECTOPOHHSS OIICHKA.
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3.3. JlonoJHUTEIbHBIH AHAJIHU3 HCTOPUM U COEP:KAHNS NHIIUIEHTOB
0e30MacHOCTH (M0 MaTepuajaM aHAJUTHYECKOTO 0TYeTa
InfoWatch)

AHaNUTHUYECKUNA UEHTP W3BECTHOM POCCUHUCKOW KOMITAHUSA
InfoWatch (www.infowatch.ru/analytics) pa3 B monroma (exeroaHo
IBaXKbl) MyOJIMKYyeT JOKJIAaJ C aHAJIM30M COCTaBa M HAIpPaBICHHOCTH
WHIINICHTOB 0€30MaCHOCTH B MUPE.

Tak, B 2016 roxy B mupe Obuio o6HapoaoBaHo (B CMU u uHbIX
UCTOYHUKAX) W  3apETUCTPUPOBAHO  AHAJTUTUYECKUM  LIEHTPOM
InfoWatch 1556 cnydaeB yreuku KOH(PUACHIHAIBHON HH(POPMALINH,
41O Ha 3,4% NOpEeBBIIAECT KOJIUYECTBO YTEUYEK, 3APETHUCTPUPOBAHHBIX B
2015 romy. Buemnne artaku cranu npudnHOW 38% cCiydaeB yTeudek
naHHbIX. Jlonsg yrtedek uHGpOpMAIMU BCJICACTBHE BHEIIHUX aTak
BBIPOCJIa HAa WIECTh MPOUEHTHBIX MYHKTOB (M. I.) MO CPaBHEHUIO C
aHajoru4HbIM mokazaresieM 2015 roma. 93% yreuek ObUIM CBSI3aHBI C
KOMITIPOMETAIIME MEePCOHANBHBIX JTAHHBIX W TUIATeKHOW MH(pOpMAIUH.
Bcero 3a uccnenyemblid meproji ObUIO CKOMIIpOMETUpOBaHo Oosee 3,1
MUIpJ 3amuceid — B TpU pa3za OoJibllle, YeM ObUIO 3a(pUKCUPOBAHO B
2015 rogy. B 2016 romy 6nuto 3adukcupoBano 44 «Mera-yTeuku», B
pe3yabTaTe KaKJI0H M3 KOTOPBIX «yTEKJI0» He MeHee 10 MuIlH eauHuIl
NEePCOHANIbHBIX JaHHBIX. COBOKYMHO Ha «MeEra-yTeuKu» IPHUIILIOCH
94,6% Bcex CKOMOPOMETHPOBaHHBIX 3amuceid. B 36% ciydaes
BUHOBHBIMM B yT€4Ke HH(OpPMALUU OKa3bIBAIUCh COTPYAHUKH, a B
2,2% cnydyaeB — BBICIIHE pyKoBoAWTENW opranuszauui. [lo wroram
2016 roma Poccus 3aHssia BTOpOE MECTO B MUPE IO YHUCITY M3BECTHBIX
cilydaeB yTeuek. B uccieayemblii mepuos ObUIo 3aperucTpupoBaHo 213
CIydyaeB YTEYKH KOH(DUACHIUAIBHON HH(MOpPMAIIMU U3 POCCHICKUX
KOMMEPUYECKMX M TOCYHApCTBEHHBIX  opranuszauu.  Ywucmno
«POCCUMCKHUX» YTEYEK IO CpaBHEHHUIO ¢ AaHHbIMU 2015 roma BeIpoCioO
Ha 80%.

AHHOTANMSA

Ananmutudyeckuit 1eHtp kommnanuu InfoWatch mpencrapnser
€XKEroIHbI  OTYET 00 WCCIEAOBAHUM YTE€UEK KOH(UIACHIUATIBHOM
uHdOpMaIIUH.

B 2016 romy Mmbl BHOEpBbIE CTOJKHYJIHUCh C CHCTEMHBIMU
MPOSIBIICHUSIMU «ITIOJIMTUYECKOTO XaKTUBU3Ma». B pe3ynbTare B3JIOMOB
ObLTM TMOXUIIEHBl JECATKH MIUIMOHOB JAaHHBIX (PUIUIIHUHCKUX,
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MEKCHUKAHCKHUX, TYPEIIKUX, aMEpUKaHCKUX n30upareneil. HenpepoiBHbIE
CKaHJAJIbl, CBS3aHHbIE C  YTEUKOM  JAaHHBIX, COMPOBOXKIAIU
peaBBIOOPHYIO0 TOHKY HbIHemHero mnpesuaeHta CIIIA u, BO3MOXKHO,
pEUINIIN €€ UCXO]I.

BremHue araku craii TPUYMHOM KOMIPOMETAIMM JTAHHBIX
nojb3oBatTenen onnaitH- miargopm Facebook, Foursquare, GitHub,
iCloud, Linkedln, MySpace, Snapchat, Telegram, Tumblr, Twitter.
CnoxHO Ha3BaTh XOTSA Obl OJIUH UHTEPHET-CEPBUC, YbU TI0JIb30BATEIH B
2016 romy He mocTpaganv OT JACHMCTBUM BHEIIHUX WM BHYTPEHHUX
3JI0YMBIIIJIEHHUKOB.

JIrobass  kpynmHas  KOMIIAHUSI C  «TPOMKHM»  UMEHEM
rapaHTUPOBAHHO «I10JydaeT» mnepBblie nojiockl B CMU B ciyuae, eciu
€CTh XOTh MAJIEMIIMKA HAMEK HA YTEYKY JAHHBIX IO €€ BUHE. B 3TOM
rojy Takoro BHHUMaHUsA yaoctounuch Alibaba, AliExpress, Amazon,
American Express, Apple, AT&T, Baidu, BMW, Cisco, Credit Suisse,
Dell, Deutsche Telekom, Experian, Google, Huawei, BmagensIiisl ceTu
oteneit Hyatt m Marriott, KFC, Microsoft, Nokia, Oracle, T-Mobile,
Toyota, Uber, Valve, Vodafone, Walmart, Yahoo.

Macmtabbl  yTe€4ek U, KakK CJIEJCTBHUE, COMYTCTBYIOUIUX
(MHAHCOBBIX MOTEPh MOMCTUHE OTPOMHBI — IO JAHHBIM KOMIIAHHUH
FireEye, ToJIbKO Ha y4aCTHUKOB OJHOUN Xakepcko rpynmnupoBku FING
npunuiach kommpomeTtarus 20 MIH KpPeAUTHBIX KapT, YTO MPUHECIIO
xakepam 6oiiee 400 min gomut. CIIA.

He oOomuia ©Oega ©  1paBUTENBCTBEHHBIE — YUPEKIICHHUS,
aIMUHUCTpPAllUd PETHUOHOB, MHUHUCTEPCTBA W BEJOMCTBA, BKIIIOYAs
CUJIOBBIC, TMOJUUEHCKUE CTPYKTYpbl. YTEUKM JIaHHBIX  ObLIU
3apeructpupoBanbl B l'ocienapramente U OJMMIHUUCKOM KOMHUTETE
CIIA, B aMmepuKaHCKOW HAJOTOBOM CIyk0e, B MPEABBIOOPHBIX MITa0axX
Jonanpna Tpamna u Xunapu KimnHTOH.

OO1EeMrpoBOM TPEH/T YBEIMYEHUS YUCTIA YTeueK HH(OpMaLMU U
00bEMOB  CKOMIIPOMETHUPOBAHHBIX  JaHHBIX  OMNpPEAENAeTCS  HE
OCOOEHHOCTSAMH TOT'O0 WJIM MHOTO PErMOHa, @ HOBBIMU BO3MOXKHOCTSIMH,
KOTOpPBIE CBSI3aHbI C UCIIOIB30BaHUEM MH(OpMAIUK B IU(PPOBOM MUPE,
BKJIIOYasi MEPEBOJ YCAYr B DJIEKTPOHHBIA BHJ, €-commerce,
ANIEKTPOHHYIO  BajIOTy, HMHTEIUICKTyalbHYI0O  COOCTBEHHOCTH B
(G pPOBOM BUJIE.

O4eBUIHO, YTO YeM OOJIBIIIE TMOSBIACTCS TaKUX BO3MOXKHOCTEH,
TEM BBIILIE CTAHOBUTCS HUHTEPEC 3JIOYMBIINUICHHUKOB K IU(POBHIM
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JAHHBbIM. AHAJIM3 YTEUEK JAaHHBIX Ha TJI00AJIBLHOW BBIOOPKE MaeT

HaIJISIIHOE MPEJCTABICHUE O CETOJIHSIIHEN KapTUHE yTrpo3, CBSI3aHHBIX

C KommpomeTanuen aaHHbIX. Hampumep, o ToM, Kakoil kaHan Oosee

JIPYTUX YSI3BUM B HACTOSILEE BpeMsl M IMOYEMY, KaKyl OTpacib

3JIOYMBIIJICHHUKYA ~CUYUTAIOT HauOoJiee TMPHUBIECKATEIBHON M 4TO

ornacHee — BHEIIIHSS aTaka WM JACHCTBUS 3JI0HAMEPEHHOT0 MHCaliepa.
MeTtoaosiorus

WccnenoBanve TMPOBOJUTCS HAa OCHOBE COOCTBEHHOM Oa3bl
JAHHBIX, TIOTOJHIEMON CHeNUAIUCTaMU AHAJIUTUYECKOTO IIEHTpa
InfoWatch ¢ 2004 roga. B 0a3y momagaroT nyOJIUMYHBIE COOOIIEHHS O
Cly4yasx yTe4YKM HHQPOpMAIMM M3 KOMMEPYECKUX, HEKOMMEPUECKUX
(roCyapCTBEHHBIX, MYHHUIUMAIBHBIX) OpraHU3aldii, TOCOPTaHOB,
KOTOPbIE MPOU3OIUIN BCJIEACTBUE YMBIIUICHHBIX WA HEOCTOPOMKHBIX
NEUCTBUM COTPYIHMKOB M HWHBIX Juil. baza yreuek InfoWatch
HACUUTHIBAET HECKOJIBKO THICSY 3aPETUCTPUPOBAHHBIX UHITUICHTOB.

B xone HanomHeHust 6a3bl Kakaas yTeuka KiacCuGUIMpyeTcs 1o
pSy KpUTEPHUEB, TAKUX KakK pazMep opraHusanuu, chepa aesaTebHOCTU
(oTpacib), pa3Mep NPUUYUHEHHOTO yliepOa, TUI YTEUKH (110 yMBICIY),
KaHaJ YTEUKHU, TUIbI YTEKIIUX JAaHHBIX, BEKTOP BO3/ICUCTBUSI.

MHIUASHTHI TakKe KIaCCUPUIIUPYIOTCS TI0 XapaKTepy JACHCTBUI
HapymuTens. Hapsiay ¢ «mpocThiIMuy yTeuKaMu aBTOPBI UCCIICIOBAHUS
BBIJICJISIIOT CIEAYIOITUE TUTIBI «KBATH(PUITUPOBAHHBIX) yTEUECK:

— KOrJa COTPYJIHUK, HWMEIOIIMKA JIETUTUMHBIA JIOCTYIl K
JAHHBIM, UCTOJIB3YET JAaHHBIC B LIEJISIX MOIICHHUYECTBA (MaHUITYJISALIUU
C TUIATEKHBIMU JIAaHHBIMH, MHCANACPCKON nH(DOpMaIuei);

— KOTJla COTPYJHMK IOJy4YaeT JIOCTYN K JIaHHBIM, KOTOpPbIE HE
HYKHBI €My JIJIs UCTIOJTHEHHUS CIIY>KEOHBIX 00sI3aHHOCTEN (TIPEBBILIICHUE
IpaB JOCTYIIA).

WccnenoBanue oxBaTbiBaeT He Oonee 1 %  ciyuaes
MPENOIaracMoro COBOKYITHOTO KOJIMYECTBA yTEYEK H3-3a BBICOKOIO
YPOBHSI JIATEHTHOCTA WHIUJECHTOB, CBSI3aHHBIX C KOMIIPOMETALHEN
uHdopmanuu. OHAKO KPUTEPUM KATETOpHU3aLUMU YTEUYEK IMOA00paHbI
Tak, 4TOObl HCCIEIyeMble MHOXECTBA (COBOKYMHOCTH KaTEropuil)
COJIEpadu JIOCTATOYHOE WU M30BITOUYHOE KOJIMYECTBO DJIEMEHTOB —
(baKTUYECKUX CIy4aeB YTEUKH. Takol Mojaxoa K (OpMUPOBAHUIO MOJIS
UCCIICIOBAHUS  TIO3BOJISIET  CUMTATh  MOJYYEHHYH)  BBIOOPKY
TEOPETUYECKON, a BBIBOJIBI HMCCJIEAOBAHMS WU BBIABICHHBIE C YYETOM
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JTaHHON BBIOOPKHM TPEHIBI — PENPE3CHTATUBHBIMU JUISI T€HEepaTbHON
COBOKYITHOCTH.

[Ipu QopMupoBaHMM aUArpamMm IO OTACIBHBIM pa3pe3aM u3
BBIOOPKHM KMCKJIIOUCHBl YTEUKH, KJIaCCHU(DHUIIMPOBAHHBIE 1O OCHOBHOMY
KPUTEPUIO pa3pe3a Kak HEOMpeAeICHHbIE.

Hampumep, pa3pe3 1o BEKTOPY BO3JACHCTBHSA, KyJa BXOIST
YTEYKHU TOJT BO3JICHCTBHEM BHEIIHUX aTaK M BHYTPEHHET0 HAPYIIUTEIS,
HE COAEPKUT YyTEUEK, sl KOTOPBIX BEKTOP HE YAAIOCH ONpeaeauThb. To
e CIpaBeIMBO JJIS paclpe/ieiieHN 110 BUHOBHUKY, YMBICITY U IPYTHUM
KPUTEPHUSIM.

[Ipn cocTtaBieHUM OTPACICBOM KapThl M JUarpaMm pasjiesna
«OtpacnieBasi KapTa» IIeJCHAINIPABICHHO BBIBEJACHBI 3a paMKH
UCCTIEJIOBAaHUSA YTEYKU C HecopazMepHo OombiuMm (6onee 10 muH
€AUHUI])  KOJMYECTBOM  CKOMIIPOMETHUPOBAHHBIX  MEPCOHAIBHBIX
JAHHBIX. YTEUKHU ¢ He3HAUUTENIbHBIM (MeHee 100 equHUI]) KOJTUIECTBOM
YTEKIINX 3aMUCeH TakKe YJaJeHbl U3 BEIOOPKHU. DTO CHENIAHO JIJIsl TOTO,
4TOOBI M30€kKaTh HCKaKCHUH, KOTOpPhIe HEHM30EKHO BHOCAT KPYIHBIC
yTEUKH B OTpacieByl0 KapTuHy. Mcrnonb3oBaHue oOrpaHUYeHHON
BBIOOPKH JIJI IOCTPOCHUS IMarpaMM B Ha3BaHHOM pa3fiesie CIEIUaIbHO
OroBapHBaeTCsl.

Crnydan HapylieHus KOHOUICHINATPHOCTH HH()OPMAIIUA U WHBIC
MHIUACHTH nHbopManuoHnHoi 6e3omacHocTu (Mb), manmpumep DDoS-
aTaky, HE MOBJICKIIME YTEUEK JIaHHBIX, a TAKXKE YTEUKU C HESICHBIM
WCTOYHUKOM JIaHHBIX, KOTJa HEHW3BECTHO, KaKOW oOpraHu3aluu
MPUHAJICKAIN CKOMIIPOMETUPOBAHHBIE JaHHBIE, HE BKIIOYAIOTCS B
BBIOODKY.

WccnenoBanue  HaAmMpaBlIeHO HA  BBISBICHUE  JIMHAMUKH
MPOIIECCOB,  XapaKTepU3yIOUIUX  TrJI00albHYl0, OTpacieByl0 U
PErMOHANIBHYIO KapTUHY MPOUCIIECTBHUM, CBSI3aHHBIX C YTE€YKaMu
UH(pOpMAIIUH.

Pe3yJIbTaTbI HCCJIeJ0BaHuA

B 2016 romy Amnamutuueckum 1eHTpom InfoWatch Osuio
3apeructpupoBano 1556 cinydaeB  yTeuku  KOH(PUACHIMATLHOMN
uHpopmaruu (cM. Pucynok 3.1). B pesyaprare yTeuek ObLIO
CKOMIIPOMETHUPOBaHO Oosiee 3,1 muipj 3amuceidl mepcoHaNbHBIX JTAHHBIX
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(3ammuceit I1/IH), — HOMepa COLMAIBHOTO CTPaXOBaHWsS, PEKBU3UTHI
MJIACTUKOBBIX KapT M MHAS KPUTHYECKH BaykHAS HMH(POPMAILIHS.

3147,7 Mau

861,0 Man

223,2 M 369,0 Man

1143 1395 = e
801 934

2011 2012 2013 2014 2015 2016
a——{UCAO YTeYEK o |05 MYEeCTBO YTEKLKX 3anucei (MAM.)

Pucynok 3.1. Hucno yreuex napopmaium 1 00beM NepcoHaIbHbIX JaHHBIX,
CKOMITPOMETUPOBAHHBIX B pe3yibrare yreuek. 2011 - 2016 rr.

KonmdectBeHHbI pocT ytedek B 2016 roay 3amennuiics (puc.
3.2). Ecnm B 2015 roay stoT mokaszarenb coctaBui 7,9%, To B 2016
roJly YMCIIO yTeYEK BhIpOcIo Ha 3,4%.
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2006 | 2007 | 2008 | 2009 ( 2010 | 2011 | 2012 | 2013 | 2014 | 2015 | 2016
| BYucho yteuek| 198 333 530 747 794 801 934 1143 | 1395 | 1505 | 1556

Pucynok 3.2. Uucno 3aperucTpupoBaHHbIX yTeuek nHdopmanmu, 2006 -2016 rr.

B 2016 romy BmepBble 3a BCE€ BpeMs HaOIIOJACHUM MbI
3a)UKCUPOBAIM  TPEXKpAaTHOE  yBEJIUYCHHME  o0beMa  JaHHBIX,
CKOMIIPOMETUPOBAHHBIX B  pe3yJbTaTe yTe€YeK, M CTOJIb K€
CYIIECTBEHHBII  pOCT 4YHUCIAa CKOMIIPOMETHPOBAHHBIX  3aluCeu
MEepPCOHANIbHBIX JaHHBIX B pacueTe Ha OJHY YyTeuky (cMm. puc. 3.3).
[Ipuuem yBennueHue OOBEMOB CKOMIIPOMETHPOBAHHBIX JAHHBIX HE
CBSI3aHO TOJBKO C OJTHOM WJIM HECKOJIbKUMHU KPYNHBIMU YTE€UKAMU — B
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MIPOTUBHOM CJIy4a€ MOKHO ObLJIO ObI TOBOPUTH O CIIy4YaWHOM BCILJIECKE.
Ha nene xe Obu10 3adukcupoBaHo 79 yTeuek, B pe3yibTaTe KaKIOU 13
KOTOPBIX CKOMIIPOMETUPOBAHO OoJiee 1 MIIH. 3amucei.

Takum oOpazoM, B 2016 roay kapTHHa yTe€deK IMpeTepresa
CYyIIECTBEHHbIE HM3MEHEHHs. MbI BXOJWM B 3IOXYy MacCOBOWM
KOMIIpOMETalMK  JaHHbIX. OCHOBHOM  (akTOp, ONpEAEIAIONII
COBPEMEHHYIO KapTHHY — KOJIMYECTBEHHBIM W KAYECTBEHHBIM POCT
yTEYEK.

325,86% 2,02 MnaH
65,34%

16,60%

2011 2012 2013 2014 2015 2016 2011 2012 2013 2014 2015 2016

- 1c/10 yTeuek .
(N0 3aNNCEN HA YTeUKY

o O bem yTeKIWKX 3anucen NAH

Pucynok 3.3. Jlunamuka pocrta uncia yredek u oobema 3anuceit [1/1n. O6bem nep-
COHAJIbHBIX JIAHHBIX, CKOMIIPOMETHPOBAHHBIX B X0/1€ OAHOU yTeuku, 2011-2016 rr.

B 2016 romy Obuto 3apeructpupoBanHo 540 (38,2%) yreuek
MH(pOpMaLMK, NPUUYUHONW KOTOPBIX CTall BHEIIHHWM 3J0YMBILIIIEHHUK. B
873 (61,8%) cnywasix - yredka WHOOpPMAIMM MO BHYTPEHHUM
npuunHaM. Jlonsl yTedek moj BO3AEHCTBUEM BHEIIHMX aTaK OKAa3aach
Oonee yeM Ha 6 m. WM. BbIIE aHaJlorWuyHOro mokasarens 2015 ropa
(Toraa Ha JOJIIO yTEYEK MOJ BO3ACHCTBUEM BHEIIHMX aTaK MPUILIOCH
32% yrteuek). B pesynbraTte, B 2016 romy mno BHHE BHEIIHETO
3JIOYMBIIIJIEHHUKA OBLJIO CKOMIIPOMETUPOBAHO 2,53 MIpA. 3amucei
I/l — 9210 cocraBasger 80% OT COBOKYHHOIo oOOBbeMa
CKOMIIPOMETHUPOBAHHBIX 3a TOJ  3anmucei. DBHemHue  araku
crpoBolpoBasin 34 u3 44 3apUKCUPOBAHHBIX CIIyYaEB «MEra-yTeueK».

databreaches.net: BHENIHUM  3JIOYMBIIIJIEHHUKAM  yAQJIOCh
YKpacTh JIMYHYIO ¥ (pMHAHCOBYIO HMH(popManuio o 203 MIIH. KIMEHTOB
Experian. Xakepsl MNOAYy4YWSId JOCTYH K JUYHOM wuHOpMauum —
UMEHaM, J1aTaM POXKJEHUs, ajpecaM, Tele(OHHBIM HOMEpaM U MPOYUM
naHHbiM. Jlamm 0a3bl JaHHBIX OBLT BBICTABIEH Ha MOPOJAXKY, B
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pe3yabTaTe 4ero w00 Kelarolmuil MOT KyIUTh 3Ty MHGOpMAIKIO 3a
0,8082 6uTkonHa (0k010 $640 10 TEKYyIIEMY KYpCY).

YTeuku JaHHBIX MOJI BO3JCUCTBUEM BHEIIHUX aTaK OTIMYAIOTCS
OOJIBIINM 00BEMOM KOMIIPOMETUPYEMBIX TaHHBIX. B cpeHeM, Ha OHY
«BHEIIHIOO» YTEUKy npuxoautrcsa 4,69 MIH. CKOMOPOMETHPOBAHHBIX
3anucent I1/{H. [l cpaBHEHUs — B pe3yJibTaTe OJHOW YTEUKU JTaHHBIX
0 BUHE WIM HEOCTOPONKHOCTA BHYTPEHHErO HAPYyIIUTENIs OBbLIO
CKoMIlpoMeTupoBaHo B cpeadeM 0,56 wmiH. 3anuced [IJ[H. ATakwu
«M3BHE» UMEIOT €Ill€ OJHY XapaKTEPHYIO YEPTYy — 3JIOYMBIIIJICHHUKH
«BBIHOCSIT» U3 aTaKyeMOTO MEpPUMETpPa BCE, 10 YETO MOTYT JOTSHYThCSI.

Motherboard: Xaxep B3nomain cepsep Muntocta CIIIA u ykpan
oonmee 200 I'b panHBIX, B TOM 4YHUCIE HMEHa, (aMuIuu, HOMEpa
TeneoHoB, agpeca 3eKTpoHHON MOUTH 20 ThIC. coTpyaHUKOB OBP n
10 ThIC. cOTpyaHHMKOB MUHHUCTEpCTBA BHYTpeHHEN Oe3omacHocTH. I1o
uHdopmauun Motherboard, 37T0yMBIIIIEHHUKY YJIaloOCh B3JOMATh
aKKayHT COTpyJIHHKa MUHHUCTEpCTBA BHYTPEHHEH 0€30MaCHOCTH, MOCIIE
yero xakep cBs3ancs ¢ omnepatopom DOBP wu, BeigaBas cebs 3a
JETUTUMHOTO TIOJIb30BATENsA, MOJIYYMJI JIOCTYIl K HWHQPACTpyKType
MuHuCTEPCTBA FOCTULIUU.

He mMenee unTepeceH «uHOpMaImoHHbINH 3G (PEKT», CBI3aHHBIM
C BHEIIHUMM YyTeukamu. JlrobGas KpymHas yTeuka TpeOyeT oT
MOCTpaiaBIIeil opraHu3anuu MyoauyHoOM peakiuu. Jlanexko He Bceraa
npecc-ciry»k0aM OpraHu3aluil yJaeTcs ¢ YeCTbI0 PEIIMTh 3Ty 3ajady.
NHorpa yTeyka BBICTYyHAeT IOBOJIOM JJIi OTCTABKU PYKOBOAMUTENCH
OpraHu3alnu, TOCYIAPCTBEHHBIX CIYKaIIUX.

Thesmokinaaun.com: llepcoHanbHbIE JaHHBIE YJICHOB IMaJlaThl
npenacraButeneid Konrpecca CIIIA ot JleMokpatudeckoi mapTuu ObLIH
MOXMILEHBl U pa3MelleHbl B TiobanbHOM cetu MuTepHer. Ccblika Ha
daitn Excel ¢ gaHHBIMM TOJMTUKOB TOSIBHJIACh B TBUTTEpE Xakepa ¢
HukoMm Guccifer 2.0, KOTOpbIi paHee B3sJ1 Ha ce0sl OTBETCTBEHHOCTD 3a
B3JI0OM cetu HamumoHanpHOro komurera JleMOKpaTHYECKOW MapTHH.
Torma Guccifer 2.0 BbUTOXkHUI 0KOJ0 20 THICAY AICKTPOHHBIX ITHUCEM
HammonansHoro komutera 1emMokparoB Ha noptaine WikiLeaks. YTeuka
OPEANONOKUTENBHO CTaJla TPUYMHOM  3adBJICHUS  IPEACeNaTelis
KoMmuTeTa neMokpatoB Jle6ou Baccepman-Illynbiia 0 HamMepeHun yuTH
B OTCTaBKY.

Bnopouem, 3TO He O3Hayaer, 4YTO YTEYKH, CIIyYUBIIHECS B
pe3yJIbTaTe€ HEI03BOJICHHBIX JIEUCTBUM BHYTPEHHETO HAPYIIUTENS,
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MEHEE pa3pyIIUTEIbHBI, YeM YTEUKH, IMPOU3OIICAIINE B PE3yIbTaTe
BHEILIHETO BO3/IeUCTBUSL. OCHOBHBIEC OTINYMS PE3YIHTATOB BHYTPEHHETO
BO3JICUCTBUS OT BHEIIHETO 3aKJIOYAIOTCSA B XapaKTepe IOCIIEICTBUI
JUTsI OpraHu3aIuu- )KEPTBHI.

Eciau spdexT «BHEMHEH» yTeuyKu MOXKHO CPaBHUTH C KOBPOBOI
OOMOapIUPOBKON, TO «BHYTPEHHSS» YyTe€Uka OJMKE K TOUYCUHOMY
OOMOOMETaHUI0 — II0JT YIpO30M OKAa3bIBACTCS KPUTUUYECKH Ba)KHas
uHpopmalsa, a pasMmep IMOTCHIMAJbHOr0 (UHAHCOBOTO yIepoa
MPaKTHYECKH HE OTPAaHUYEeH W MOXKET JOCTHraTb CTOMMOCTH BCETO
Ou3Heca MoCTpajiaBIIe KOMIIAHHUH.

bloombera.com: bputaHckue OyKMEKEpCKHE KOMIaHUu 888
Holdings Pic u Rank Group Pic otkazanucek ot nornomenuss William
Hill — emie ogHOrO KpymHOro y4yacTHHKa UTOPHOTO phIHKAa — 3a 4,1
mipa. nomnapoB CHIA. OcHOBHasi NMpUYHHA CpbIBa MEPETOBOPOB —
yTeuka naHHbIX Ha cTtopoHe William Hill.

B cBia3u ¢ 0COOCHHOCTSIMU TPHUPOJLI BHYTPEHHUX YTEUEK
HEO0O0XO0IMMO 00paTUTh BHUMaHUE Ha npobiemMy
(MPUBWJICTUPOBAHHBIX»  ITOJIB30BaTelied —  TOM-MEHEHKMEHTA,
CHUCTEMHBIX aJJMUHUCTPATOPOB, MHBIX COTPYTHUKOB, YbH IIpaBa JOCTyMa
K wuHbOpPMALMA MPAKTUYECKHM HE OrPAHMYCHBbI, BKJIOYas CaMUX
CIEIUAJIICTOB M0 MH(pOpMAIIMOHHOW Oe3omacHOCTH. KOHTponmpoBaTh
JEHUCTBUS TaKUX COTPYIHUKOB UPE3BBIUYAMHO CIIOKHO, a MOCIEACTBUSA, K
KOTOPbIM MPUBOAST OIIMOKKM WM 3J0HAMEpPEHHasl JESITENIbHOCTD
«BBICOKOTIOCTABJICHHBIX»  HApPYIIUTEICH, 10 MacmrTady MOXHO
CPaBHUTb CO CTUXUNUHBIM OCJICTBUEM.

PykoBoactBo kommanuu Hitsniffer, crnenumanusupyrormieicss Ha
BeO-aHAINTUKE, OOBSIBUIO O NPUOCTAHOBKE OW3HECAa H3-32 KPaAXKHU
KJIIMEHTCKUX 0a3 KOMIIaHUW OJHUM U3 OBIBIINX COTPYIHUKOB.

B 2016 rony B 36% cnydyaeB BUHOBHHKaMU yTeueK UH(OpManuu
obun  Hactosimue (33,9%) wim  OwbBmiKe (2,1%) coTpynHUKH
opranuzaiuii. bonee yem B 2% ciydaeB Oblia 3apukcHpoBaHa BHHA
pyKOBOAUTENEH (TONM-MEHEIXMEHT, IJIaBbl JIEMapTaAMEHTOB U OT/IEJIOB)
U CHCTEMHBIX aJAMUHUCTpAaTOpoB. JloJig yTeuek, CIy4YMBIIMXCS Ha
CTOpOHE TMOJPSIYMKOB, Y€l TMEPCOHA UMEJ JITUTUMHBIA JOCTYI K
oxpaHseMoil uHpopmaluu, cocraBuia 6%.

Jlonss yTedek TMEepCOHAJIBHBIX M IIATEXKHBIX JIAHHBIX B

pacrpeieicHUu yTe4YeK Mo THUMy HWHGOpPMAIUM OCTallach Ha YPOBHE
NPEeXHUX JIeT, cocTaBuB 93% (cM. puc.3.4).
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B [lepcoHanbHble AaHHbIE
u MnartexxkHan nudopmauma
m [oCygapcTeeHHan TaHa

m Kommepueckan TaiHa, Hoy-Xay

Pucynoxk 3.4. Pacnipenenenne yreuek no tunam JaHHbIX, 2016 r.

B 2016 romy pojisi yTe4eK JaHHBIX, COMNPSIKEHHBIX C
MOCJEAYIONIUM UCIIOJIb30BaHUEM CKOMIIPOMETUPOBAHHOW MH(pOPMAIIUU
B IIEJIS1X MOIIICHHUYECTBA (KaK MpaBUiio, 0AHKOBCKUN ()OHT), CHU3UIIACH
Ha 3,3 m. . 1o 7%.

® YTeyKa uHdopmauun
B MoLWeHHWYeCTBO € HCNOAL3OBAHUEM AaAHHL

B MpesbllieHne Npae AOCTYNA

Pucynok 3.5. Pacnipenenenue HHIMASHTOB 1O Xapaktepy, 2016 r.

10% uwHOUAEHTOB  KiIacCU(UIMPOBAHBI KAk  HapyUICHUS,
CONPSIKEHHBIE C TOJYYEHUEM HECAHKIIMOHMPOBAHHOTO JOCTyIAa K
uHpopman  (OpPEBBIIEHUE TMpaB  JOCTYINA, MaHUIMYJSUS  C
uH(popmaleil, KoTopas HE HyXHA COTPYIHUKY MJIs HCIOJHEHUs
CITY>K€OHBIX 00sI3aHHOCTEN ).

BbIBOABI
TpexkpaTHOoe yBeIWYEHHE O00BEMa CKOMIIPOMETHPOBAHHBIX
JAHHBIX CBHUAETEJILCTBYET O PACTYIIEHM JI€Hb OTO JHS LEHHOCTHU
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uHopmanuu B uuppoBoM Buje. [Ipuuem ecnum KOJIMYECTBEHHBIN POCT
yT€UYEK MPOTHO3UPOBATH CIIOKHO — HE HCKIIOYEHO, YTO OH IOIMPOCTY
OCTaHOBUTCH, TO CLEHapuH, npu KOTOPOM o0beM
CKOMIIPOMETUPOBAHHBIX JAHHBIX PACTET T'OJ OT r0/a, CICAYET CUUTATH
Han0oJIee BEPOSITHBIM.

PUA Hosocmu: B pe3ynpraTe XakepCcKOM aTaku Ha
uH@pacTpykTypy (paniry3ckoit komnanuu DCNS, kotopas 3aHumaercs
CTPOUTEJILCTBOM MOABOJHBIX JOJOK, MOXHUIIEHBI 22,4 TBIC. CTpaHUII
CEKpEeTHOM JOoKyMeHTamuu. @panuysckas rockommanus DCNS
Y4acCTBYET B MPOEKTE IO CTPOUTENBCTBY ILIECTH CyOMapuH Kjacca
Scorpene nns uWHAUNCKOro (oTa W OJHOBPEMEHHO CTpouT 12
MOUI0I0K 110 3aka3zy BM® Agcrpanmu. B pe3ynbraTe yTeuyku OMUMCaHUS
KOMMYHHMKAIIUOHHBIX CUCTEM, MOABOAHBIX JATYMKOB, CUCTEM OOEBOTO
VIIPABIICHUS, HABUTAIMOHHBIX CHUCTEM W CHCTEM MYyCKa TOpHEN
OKa3aJINCh B PYKax aBCTPAIUUCKOTO W3JAHUS U, BO3MOXHO, TPETHUX
JIUL.

HeOonbmass 70511 yMBIIUIEHHBIX YTE€UEK Yepe3 MOOWIbHBIC
YCTPOWCTBA, CHEMHBIE HOCUTEIM, JJICKTPOHHYIO MOYTYy U OyMaKHbIE
JOKYMEHTBI OOBSICHSETCS TEM, YTO 3JOYMBIIUICHHUKH BCE MEHBIIE
UCIIOJIB3YIOT 3TU KaHaJbl JJIsl COBEPIICHUS MPOTUBONPABHBIX JICHCTBUIA.
«IIpoaBUHYTHI»  HApYUIUTEIb OCBEJAOMJIEH, YTO COBPEMEHHBIE
CpPEACTBA KOHTPOJS MO3BOJSIIOT YCIEIIHO MEPEXBAThIBATH MEpeaavy
KOH(UACHIIMATBHON WMH(pOpMalMK TO 3TUM KaHajdaM, U HE PUCKYET
MOHAIPacHY.

JIoMUHHpOBaHUE CETEBOTO KaHajla B PaCHpEeEICHUN CITyYalHbIX
U YMBIIUICHHBIX YTEYEK CBUAETEIBCTBYET, BO-TIEPBBIX, O PACTYIIEM
3HAYEHUM HTOTO KaHaja s Ou3Heca. UYHCIO KOMMYHMKALIMOHHBIX
CEPBHUCOB, «3aBsSI3aHHBIX» Ha CeTh, OorpomMHO. KoimuecTBo OmMOOK
COTPYJHUKOB, pabOTAONIMX C 3TUMHU CEPBUCAMM, TOJl OT T0Jia TOJIBKO
yBenuuuBaercs. Kak ciencteue, pacTeT AOJs CIy4YalHBIX YTE€UEK INpU
nepeaadye nHGOPMAIUHY 10 CETH U MyOJIUKAIMU JAHHBIX B UHTEPHETE.

C npyrodi CTOpPOHBI, 3JIOYMBIIIJIEHHUKHA BCE PEKE HCHOJIb3YIOT
3aBEJOMO KOHTPOJIMPYEMBIE KaHalbl IMepeJayd HHPopMalum —
ANIEKTPOHHYIO TMOYTY, CEPBUCHI MTHOBEHHBIX COOOIIeHud. B 3TOM
CMBICJIE CETh BCE €II€ OCTAETCS KAaHAJIOM IMEpeAadyd [IaHHBIX, T/E
BO3MOKHOCTH CHCTEM KOHTPOJS W 3allUThl B LIEJIOM IPEBOCXOAST
BO3MO>KHOCTH 3JIOYMBIIIJIEHHUKOB.
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KoHTpoJibHBbIE BONIPOCHI:

1. OxapakTepuzyuTe MNPUHIUIBI KIaCCU(GUKALMK YI3BUMOCTEH TIO
cragaaptam 2011 roma m 2015 roma. [laiiTe mosicHEHHWE, B YEM OHHU
COJIMJIAPHBI U B YE€M Pa3INYaAOTCA.

2. Jlalite mosicCHEHHE, B YEM COCTOMT HOBH3HA MOAXOJO0B K ONHCAHHUIO
ySI3BUMOCTEHN U UX KJIacCU(UKAIIMU B HOBBIX cTaHAapTax 2015 roga.

3. TlosicHuTe CyTh W pPE3yabTaThbl MPOBEPOUYHBIX MEPONPHUITHM I10
orienke Mep 3amuthl oT KP no crannapty 'OCT P UCO/MOK 27004-
2011.

4. TlosicuuTe BBIBOILI aHanm3a kommanuu InfoWatch wHIMIEHTOB
oe3omacHocTtu B 2016 romy.

3aganusa 1Isi CaMOCTOSATEILHOM padoThI K rjiase 3:

Bapuant Ne 1. Kakue marun npuMmeHsrOTCA JJIs1 OIEHKU PUCKOB?
O00CHOBaTh NEPEUEHbD.

Bapuant Ne 2. Kak nmpousBoautcs uaeHTUGUKAIUS YA3BUMOCTEH
CUCTEMBI OT CPEJICTB KOMIIBIOTEPHON Pa3BEAKU?

Bapuant Ne 3. [lpuBeaure maru MeTOOJOTMHA YMEHBIICHUS
PHCKA, BBIWICHUB U3 HEE PUCKH, CBA3aHHBIE C IPUMEHEHUEM CPEIICTB U
METOJIOB KOMITBIOTEPHOW Pa3BEIKU.

Bapuant Ne 4. Uto (kakue JaHHbBIC) JOJPKHO BKIJIKOYATh B CeOs
YTBEPKAECHHUE O PE3YJIbTATAX OLECHKU PHUCKOB NPUMEHEHHS METOJIOB
KOMITBIOTEPHOM pa3BeAKu (yTBEpKIeHUE (POPMYITUPYETCS B BUJIE MAPHI:
yIpo3a MPUMEHEHHUS KOMITbIOTEPHOU pa3BEAKU-YSI3BUMOCTB)?

4. Cpencra 1 MeTOAbl 00HAPYKEHUS BTOPKEHUN B
NHpOPMALIMOHHbIE CHCTEMbI

CucrteMamu oOHapyxeHus BrTopxkeHudd (COB) Ha3bIBaloT
MHO>KECTBO PA3JIMYHBIX MPOTPAMMHBIX U aNlapaTHBIX CPEJICTB,
OOBEUHAEMBIX OJHMM OOIIMM CBOHCTBOM — OHHU 3aHUMAIOTCS
aHAJIM30M HCIOJIb30BaHUS BBEPEHHBIX MM pECYpCOB U, B cCiyyae
OOHapyKEHUSI KaKUX-TUO0O0 MOJO3PUTENIBHBIX WA MPOCTO HETUITHYHBIX
COOBITUH, CIMOCOOHBI MPEANPUHUMATH HEKOTOPHIE CAMOCTOSITEIBHBIC
NEUCTBUS MO OOHAPYXKEHUIO, UJACHTHU(PUKAIUM UM YCTPAHEHUIO UX
MPUYUH.

Ho cucrembl o0OHapyXeHUS BTOP)KCHUH JIMIIb OJWH U3
WHCTPYMEHTOB  3alIUTHOIO  apceHaja, W OH HE  JOJDKEH
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paccMaTpuBaThCS KaK 3aMEHa JIIOOOMY  JIpyromMy  3alllUTHOMY
MexaHu3my. 3ammurta uHopManuu Hambosee »(dQexkTuBHA, KOrjaa B
UHTpPAceTH  TMOJJIEpKUBAaETCA  MHOTOypoBHeBas  3ammTa. OHa
CKJIJIbIBACTCS U3 CJIETYIOUIUX KOMIIOHEHTOB:

- TOJIUTHKA 0€30MacCHOCTH MHTPACETH OpraHU3allnu;

- cuCTeMa 3allUThl XOCTOB B CETH;

- CETEBOU ayJuT;

- 3alUTa Ha OCHOBE MapIIPyTH3aTOPOB;

- MEXCETEBbIC IKPaHBI;

- CHCTEeMbl OOHAPY>KEHUS BTOPKEHUH;

- IUIaH pearnupoBaHUs Ha BHISBICHHBIC aTaKH.

CrnenoBarenbHO, [JIs TOJHOM 3alllUTHl IIEJIOCTHOCTU CETH
HEeoOXoaMMa peanu3alus BCEX BBINICNEPEUUCICHHBIX KOMIOHEHTOB
3alllUThI, W UCIOJIb30BAaHUE MHOTOYPOBHEBON 3alllUTHI  SBISCTCA
HauOosee 3¢ (peKTUBHBIM METOJ0M peAOTBPAILLICHHUS
HECAHKIIMOHUPOBAHHOTO HCIIOJIb30BAaHUSI KOMIIBIOTEPHBIX CHUCTEM U
CEeTEeBBIX CepBHUCOB. TakuM oOpa3oMm, cucTeMa OOHApYyKEHUS
BTOP>KEHUI — 3TO OJIHA W3 KOMIIOHEHT oOecredeHus 0e30MacHOCTH
CETH B MHOTOYPOBHEBOM CTPATETUU €€ 3alUTHI.

4.1. BoisfiBJIeHHE U OTPasKeHUE KOMIIBIOTEPHBIX aTaK

JIist BBISBJICHUS U OTPaXEHUsI B JAJIbHEWIIIEM KOMIIbIOTEPHBIX
aTak, Kak CpeICTBa pealh3alud 3a7ady KOMIIBIOTEPHOW pPa3BEIKH,
HE0O0XO0IMMO, TPEXKJe BCero, chopMupoBaTh MPaBUIbLHBIC B3IJISIALI Ha
MHQOPMAIMOHHBIE  MPOIECChl,  MPOXOJAIIME HE  TOJBKO B
KoMIbloTepHOM ceTH, HO M Bo Bcerl MC. Cucrema oOHapyKeHHsS
KOMIIBIOTEPHBIX aTakK, IO CYTH, SBIAETCA CIEIUATU3UPOBAHHOM
cucteMo  oOpaboTKkM  mHpOpMalUK,  MpeAHA3HAUYCHHOM A
YpEe3BBIYAHO OBICTPOTO aHajdW3a OrpOMHOrO oObeMa JaHHBIX
COBEpIICHHO pa3Horo Buaa. JlJisi TOro 4ToOBl OMNpeaeauTh HamOoJee
TOYHO KpuTepun OSPGHEKTUBHOCTA TaKOW CHUCTEMbl U OILECHUTH
napaMeTpbl, KOTOphl€ HaubOoJee CHJIBHO BIHSIOT Ha CKOPOCTh U
TOYHOCTh pPalOOThl, HEOOXOAMMO MPOAHAIM3UPOBATH, KAaKOro pojaa
JaHHbIE OyJIyT 00padaThIBAaThCSI B CUCTEME W KaKuM 0O0pa3oMm 3TO
JOJKHO MPOUCXOIUTh.

[Ipu »TOM ciHeayeT yuyuThIBaTH TOT (akT, UYTO CHCTEeMa
oOHapy>XeHUs aTak JOJDKHA (DYHKIIMOHUPOBATH aJCKBAaTHO Yyrpo3am
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0€30IMaCHOCTH, XapaKTEepPHbIM i1  PacCMAaTPUBAEMbIX OOBEKTOB
WH(POPMAIMOHHOW CHUCTEMBI, TO3TOMY HCXOJHOW TO3MITUEH SIBIISETCS
BBISIBICHUE TIEpEUHs Yrpo3, xapakrtepHsix i jganHon HC. K
COXKQJICHUIO, MPAKTUUYECKU BCE CYIIECTBYIOIIUE CUCTEMbI OOHAPYKEHUSI
KOMITBIOTEPHBIX aTaK JUIIEHb (PYHKIMOHAIBHOCTH, I[O3BOJIAIONIECH
CBSI3bIBATh PUCKU U YyTPO3bl 0OE30MACHOCTU C MPOUCXOMSIIIUMU B
CETEBOM U JIOKAJIbHOW BBIYUCIUTEIBHOU cpeae coObiTusIMH. B
pe3yabTare Takoro OJHOCTOPOHHETO AaHaIW3a, KOrga B pacyer
MPUHUMAIOTCS TOJIBKO TEXHUYECKHUE TMApaMETPbl CETH, MPUYEM HX
BECbMa OTPAHUYCHHOE KOJIMYECTBO, CTPAJacT B TNEPBYKO OYEpE.b
KauecTBO OOHapykeHusl arak. boiiee TOro, mMnoJb30BaTENb TaKON
CUCTEMbl HUKOTJIa HE MOJIYyYHUT TOM HHPOpMALMM, pagud KOTOPOW 3TH
CUCTEMBI JKCIUTyaTHUPYIOTCS — HHGOPMAIMK O peaTu3alud yrpo3s
0€30IacHOCTH, KOTOPBIM MOJIBEP>KEHbl 3alllMIIaeMble CceTeBas W
JOKaJIbHasA UHPPACTPYKTYPHI.

Oo0Hapy:keHne yrpo3 0e30nacHOCTH

Jlns ommcaHusT HOBOTO IIOJXOJla BBEAEM IIOHSATHS, KOTOPBIC
OyIyT IpUMEHSATHCS B nanbHekmeM. [log nHpopMamOHHON CHCTEMOM
B JaHHOM paboTe OyAeT MNOHUMAThCA COBOKYMHOCTh TEXHHUYECKUX
CpeacTB (KOMITbIOTEPOB, KOMMYHHUKAIITMOHHOTO O0OpYAOBaHUs, JIMHHUMA
nepeayr JaHHBIX), TIPH TTOMOIIM KOTOPHIX o0ecreynBaeTcsi 00padoTka
uH(OpMalUK B OpraHu3aIuu.

1100 yeposzou ungopmayuonnou cucmeme OyJIeM TOHUMATH
MOTEHIUATIHLHO BO3MOKHOE NIEHUCTBHE, npeANPUHIMAEMOE
3JIOYMBIIIJICHHUKOM, KOTOPOE€ MOKET MPUBECTH K MPSIMOMY WJIU
KOCBeHHOMY yIiiepOdy. B 3ToM mpemioxkeHnn paccMaTpUBaIOTCS
JICHCTBUS, HAMIpaBJIECHHbIE HA HAPYIICHUE YCTAHOBJIEHHBIX BIAJCNIbIIEM
npaBuil (YHKIIMOHUPOBAHUS CHUCTEMbI, BBINOJHSAEMbIC TMPU MOMOIIU
Pa3IUYHBIX CPEJICTB BHIUUCIUTEILHON TEXHUKH.

[lenpt0 TpUBEICHHOW HIKE KOHIICTIIMU OOHAPY>KEHHUS YIpo3
UH()OpPMALIMOHHON  OE€30MaCHOCTU  SABJISIETCS  ONPENEJICHHE HOBBIX
TpeOOBaHUN W TPHUHITUIIOB KOHCTPYHUPOBAHUSA CHUCTEM OOHAPYKECHHS
KOMITBIOTEPHBIX aTaK, OPUEHTUPOBAHHBIX Ha KOMIUJIEKCHYIO 00pabOTKy
uHpopMaIu 0 3alUIIacMol UHPPACTPYKType AJIsI CBOEBPEMEHHOIO
BBISIBIICHHS W TIPEIYNPEKACHUS O BO3MOXXHOCTH pPeaM3allud YTpo3,
IPUCYIIHUX WHPOPMAIIMOHHOU CUCTEME.
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Ha ceroans nupamuaa uHGOpMaliMOHHON 0OpaOOTKU JAHHBIX B
coBpemeHHOM COA BBITIISIINUT clieaytomuM oopa3om (puc. 4.1).

< Moaennporanne
CATYALUHH
A OnoselweHue,
Yrposu Q, NPUHATHE KOHTPMEP
PA3IPHIB
MEAIY CHCTEMHBIM SHANWIOM
H TeXHHuUeckodl peanuiaude AHANNI W KOPPEKTHPOBKE

NPOrPaMMHOTD
/ ¥aiBumMoCTH \ <: ofeCneMeHH
CHIHATYPHRIH NOHCK,
Peanu3auny (aTaKH) (:: ZHAMHI KYPHANOB,
AHANHI NOBEACHUWSA

/ MpH3IdaKH W BXOOHBIC naHHMu\ <: Ceresoit Tpadmk,
NpoOHIN, TIPOUECCH

Pucynok 4.1. Undopmarmonnas nupamuia

Bepxusis yacTe mHPOpMAMOHHOW MUpPAMUABI — 3TO PUCKUA U
yYIpO3bl, IPUCYLIME paccMaTpuBaeMon cucteme. Hike pacronaratorcs
pa3JIMYHbIC BapUAHTHl peaju3aluii yrpo3 (aTaku), U caMblid HUKHUN
YPOBEHb — 3TO MpHU3HAKHU aTak. KOHEeUHbIN M0JIb30BaTENb, PABHO KaK U
cucTeMa OOHapyXEHHS aTaK, MMEET BO3MOXXHOCTb PErUCTPUPOBATH
TOJBKO IIPOLIECC PA3BUTHUS KOHKPETHOW AaTaKU WJIA CBEPIIMBIIMKICS
(dakT aTaku Mo HAOMIOJAAEMbIM XapaKTEpPHbIM MNpu3Hakam. [IpuzHaku
aTakKu — TO, YTO MbI peaIbHO MOXeM 3auKCupoBaTh M 00padOTAThH
pPa3IMYHBIMU ~ TEXHUYECKMMM  CPEICTBaMHM, a  CJieIoBaTeIbHO,
HEOOXOMMBI CPEACTBA (PUKCAIIUM MPU3HAKOB aTaK.

Ecin gaHHBIA MpOIECC pacCMAaTPUBATh BO BPEMEHHU, TO MOXKHO
TOBOPUThH, YTO OINPEACIICHHBIE MOCJIECI0BATEILHOCTH HAOII0daEeMbIX
MPU3HAKOB  TOPOXKIAIOT  cOoObITHs  Oe3omacHocTH.  CoOBITHS
0€30MacHOCTH MOTYT MIEPEeBOIUTH 3aIUIIAEMBIE 00BEKTHI
MH(POPMAITUOHHOU CUCTEMBI B HeOe30macHoe COCTOSTHHE.
CnenmoBarenbHO, JJISI CHUCTEMBbI OOHapyXeHHUsI aTak HeoOXOoauM
MH(POPMAIIMOHHBIA Cpe3 JAOCTATOYHOM TMOJHOTHI, COAEpKaIuii BCe
coObITHsA 0€30MacHOCTH, IPOU3OIIEAIINE B MH(OOPMALIMOHHON CUCTEME
3a paccMmarpuBaeMbii nepuona. Kpome Toro, momHumasicb BBEPX IO
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nUpamMu/ie, i COObITHS 0€30IIaCHOCTH MOKHO yKa3aTh, K peaau3alliu
KaKOTO BHJIa YyTPO3 OHO MOKET MPUBECTH, IJI1 TOTO YTOOBI B Ipoliecce
pPa3BUTHSA aTaKu MPOU3BOJWTH IPOTHO3UPOBAHUE €€ pa3BUTHUS U
OPUHUMATh MEPHI IO TMPOTHUBOACHCTBUIO yTpO3aM, KOTOPHIE MOXKET
BBI3BIBATH JIAHHAS aTaKa.

MeTtomonorus 00paboTKHU JTAHHBIX B COBPEMEHHBIX
UH()OPMAIIMOHHBIX CHUCTEMax MoApa3yMeBacT MTOBCEMECTHOE
ucrnoab3oBanre MHOroypoBHeBocTH. it COA HOBOro THma MOXKHO
BBIJICIMTE CJACAYIOIIUE KPYIHBIC YPOBHHU, Ha KOTOPBIX BO3MOXHO
OCYIIIECTBJICHHUE JOCTYIIa K oOpabarsiBaeMoii HHGOPMAIIKH.

Boo0r11ie roBopsi, COBpeMEHHbBIE CUCTEMBI 00OHAPYKEHHUS aTak eIlle
JajleKd OT DOPrOHOMHYHBIX W OA(PPEKTHUBHBIX C TOYKH 3PCHHS
oe3onacHocTu pemieHuit. [loBeimenue xe 3(PEKTUBHOCTH CIEayeT
BBECTU HE TOJBKO B 00JacTH OOHApyXEHUs 3JIOHAMEPEHHBIX
BO3/CHCTBUI  Ha  HMHPPACTPYKTYpYy  3allUIIAEMBIX  OOBEKTOB
uH(opMaTHU3alMi, HO W C TOYKH 3PEHUS TOBCEIHEBHOU «0OEBOI»
SKCIUTyaTallud JAHHBIX CPEJNICTB, @ TAK)KE AKOHOMHUU BBIYMCIUTEIIbHBIX
1 MH(OOPMAIIMOHHBIX PECYPCOB BiaJeiblla JaHHON CUCTEMBI 3aIlIUTHI.

Ecnu ke roBOpPUTH HEMOCPEACTBEHHO O MOJIYJISIX 00paOOTKH
JTAHHBIX, TO, CIEAYS JOTUKE MPEIbIAYIIEro pa3jiena, Kaxiaas CUrHaTypa
aTaku B TIPEJCTaBICHHONW cxemMe o0paOoTku uHboOpMalnu 00 arake
ABJISIETCS 0a30BBIM DJIEMEHTOM ISl pacrio3HaBaHUsA Oojiee O0O0ImX
NehcTBUI — pacno3HaBanus (as3el aTaku (3Tana ee peanusanuu). Camo
MOHSATHE CUTHATYPbl 0000I1aeTCsl 10 HEKOTOPOI0 PEIIAIOIIETO MpaBuia
(HampuMep, ¢ MOMOIIBI0 MOMCKAa aHOMAaJUi B CETEBOM Tpaduke WiH
KJIABUAaTYpHOM IIOYEpKE MOJb30BaTeNsl). A Kaxaas araka HaoOOpOT
pa3buBaeTcs Ha HAOOp ATANoB €€ MpoBeaAcHUs. UeM Mpolie aTaka, TeM
npoie ee OOHApPYXXUTh U OOJIbIlIE BO3MOXKHOCTEU TOSBIISAETCS IO €€
ananu3y. Kaxnmas curatypa oToOpaskaeT omnpeaeseHHOE COOBITHE B
BBIUMCIIUTENIBHON CETEBOM M JIOKAJIbHOM cpejie B (pa30BOE MPOCTPAHCTBO
KOMITbIOTEpPHBIX aTak. da3bl MOKHO OmpeneauTh CBOOOIHO, HO JIyUIIe
COXpaHATh MPU OSTOM JOCTATOUHYIO CTENEHb JEeTaju3alii, YTOOBI
UMETh BO3MOXKHOCTh OIMCHIBATh aTaKM C IIOMOIIBIO TMOJIPOOHBIX
CIICHApHUEB aTak (CIUCKa (a3 aTak U MePeXxoI0B MEKTy HUMU).

Cuenapuil aTaku B 3TOM Ciy4yae MpEJCTaBIsIEeT coOoil rpad
NePEX0JI0B, AHAIOTHMYHBIA Tpady KOHEYHOTO JIETEPMUHHPOBAHHOTO
aBTomMata. A ¢as3pl aTaKk MOXKHO OIKCATh, HAMPUMED, CJICIYIOIIUM
o0pazom:
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- onpoOOBaHKE MOPTOB;

- uaeHTU(]UKaLKS TPOrPAMMHBIX U alllapaTHBIX CPEACTB;

- cOop OaHHEpOB;

- IIPUMEHEHME DKCIUIOMTOB;

- ge3opranuzanus (yHKIMOHAJIA CETH C MOMOIIBIO aTak Ha
OTKa3 B 00CITy>KUBaHHH;
yIIpaBJICHUE YEPe3 «OIKIOPHI»;

MOMCK YCTAHOBJICHHBIX TPOSHOB;
MOUCK ITPOKCHU-CEPBEPOB;

- yJaJICHUE CJIEJ0B IPUCYTCTBUS U T. 1. (110 HEOOXOAMMOCTH C
pa3IMYHOM CTEMEHbIO ACTATU3ALINH).

IIpeumyiiecTBa TakKoro TMojaxoda OYEBHAHBI — B ClIy4ae
pazenbHOM  00pabOTKM  pas3IMYHBIX JTAllOB aTaKud MOSBISICTCS
BO3MO>KHOCTb paclio3HaBaTh yrpo3y €Ill€ B Mpollecce €€ MOATOTOBKH U
dbopMUpOBaHUS, a HE HA CTAJIUU €€ peaN3alliu, KaK 3TO MPOUCXOJIUT B
CYIICCTBYIOIUX cucTemMax. Ilpm 53ToM »dneMeHTHOW Oa3ol I
pacro3HaBaHUs MOXKET OBbITh KaK CHUTHATypHBIM TIOMCK, TaK U
BBISIBJICHUE aHOMAJIM, UCIIOJIb30BAHUE IKCIIEPTHBIX METOJ0B U CUCTEM,
JTOBEPUTEIHHBIX OTHOIICHHWHM M MPOYMX HWH(POPMAIIMOHHBIX, YXKE
U3BECTHBIX M PEATM30BAHHBIX, CETEBHIX M JIOKAJIBbHBIX MPUMHUTHUBOB
OIICHKHU TMPOUCXOSIIETO B BBIUYMUCIUTEIBHON Cpelie OTOKAa COOBITHIA.
O6oOmarmuii - moaAXoJ K aHaIu3y TO03BOJSET COOTBETCTBEHHO
OMpeNeNsATh U pachpelesieHHble (BO BCEX CMBICIAX) YIpo3bl Kak BO
BPEMEHHOM, TaK U JIOTUYECKOM M (pu3nueckom mnpoctpaHcTBax. OoOmas
cxemMa O00pabOTKM TMOCTYNAIOIUX COOBITUH  TaKXe IO3BOJISIET
OCYILECTBJISITh MOUCK PaCIpENEICHHBIX aTaK — IyTEeM MOCIEeAYIOIICH
arperaiuy JIaHHBIX M3 PA3JIUYHBIX HCTOYHHKOB M KOHCTPYUPOBAHUS
METaJlaHHBIX 00 M3BECTHBIX MHIMICHTAX IO  3alUIAEMOMY
«mepuMeTpy» (puc. 4.2).

Paz0Ouenue ataku Ha 0oJiee Meskue ((pas3bl) MO3BOISAET:

- OCYIIECTBJISAITH 0OoJiee TOYHOE paclo3HaBaHHWE aTak (4eM
IpoIIIe aTaka, TEM IIPOIIE €€ 0OHAPYKUTH);

- TOHSTh, KAKUM JOJKHO OBITh pEarupoBaHUE Ha aTaKy;

- UCIOJB30BaTh KiIacCU(UKATOP yIpo3 U MPOTHO3UPOBATH
MOBEJICHUE aTaKyIOIIEro;

- KOMOMHHpOBATh TMOMCK aTaKk Ha YpPOBHE XOCTa U CETEBOM
ypOBHE. YTIIpaBieHUE TpossHOM. Mpues mocTtaTodyHO mpocra — IS
YIIPABJICHUSI TPOSHOM HCIIOJIB3YETCS CKPUIT, HamucaHHbli Ha PHP,
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ASP, Perl ninn uém-uuOyap nogqooHoM. CKPUIIT MOKET pa3MeIlaThCsl Ha
J11000M XOCTHUHTE C MOJIJICPIKKOM COOTBETCTBYIOIINX CIICHAPHUEB.

ATperauvn naHHLIN Pacnpeneneinian aTaka
KaKk uxcOop w3 3 Arperaina
cuewapinix KA [ 1 1 1 JAHHBEX
B EAWHBIH ATaK: ATitx Avac: ATaks Ha ypoiue
PelUOWHE 5AOK TT“ T';““ ":"“ T‘:"“" CYBA
I

@3k BTAKH _ CHUrHATYpPHbIH
CHruarypa, » CKAMHPOBIHHE NOPTOB MOMCK
ONPEAEH IOLLAA

* ONPENENEHHE THIA
* ONEPMIHOHHON CHCTEMBI - BorumacHue
» GNOKHPOBAHNE MEKCETEBDNO IKPAHA AnGMarn
» paGOTA JKCNAOKTA

* YNPARTEHHE TPOAHOM

KAACC YrpoO3L
W thasy aTaku

BupycHue
ATAKH

[ Y

CuersapHidl xag
KOoHeuH
JETEPMUHNPOBAHH K
ARTOMAT

CueHapuil
aTakKkH

CueHapHi
ATAKH

Pucynok 4.2.CxeMa HHTErpajbHOro 0OHapyKEHHsI KOMIIBIOTEPHBIX aTaK

O6meH wuHbpopmanuend ¢ TPOSHOM MPOUCXOIUT CIETYIOUIUM
00pa30oM: KOrjia Xakep XoueT nepeaarb TposiHy koManay, oH mo HTTP-
MPOTOKOJY MochkutaeT €€ ckpunty. CKpUNT MPUHUMAET KOMaHAy U TJe-
TO €€ coxpaHseT (HampuMep, B TEKCTOBOM (aitiie y ceOst Ha cepBepe),
KaK TOJBKO TPOSH OOpPATUTCS K CKPUNTY U «CIPOCUT», HE OBLIO JIU
4ero-HuOyAb OT Xakepa, CKPUNT OTIACT €My COXPaHEHHYIO KOMaHYy.
EcTecTBeHHO, JUisi TOrO 4YTOOBI BOBpPEMSI y3HaBaTh O IMOCTYIHUBILIUX
KOMaHJ1aX, TPOSIHY HYKHO PETYJISIPHO 00paIlaThbCsi K CKPUIITY.

PacnipeneneHHble aTaky BBISBISIOTCS MyTEM arperamuu JaHHBIX
O TIOCTYMAIOIIMX aTakaX ¢  TOJO3PHUTEIIbHBIX JEHCTBUAX U
COTIOCTABJICHUSI IIA0JIOHOB M CTaTUCTUYECKOW QuiabTpanuu. Takum
oOpa3oM,  OINOBEIICHHE O  TOJO3PUTEIbHBIX  JCHCTBUSIX B
KOMITBIOTEPHBIX CHCTEMaX MPOUCXOIUT Ha HECKOJIbKUX YPOBHSX:

-  HWKHUA YPOBEHb COOOIIAET O MPUMUTHBHBIX COOBITHSIIX
(COBIAJICHUU CUTHATYP, BBISIBICHUN aHOMAJIUN);
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- CpEIHHIl YpOBEHb H3BJIEKAET HHQPOPMAIUIO0 U3 HUKHETO
YPOBHS U arperupyer €€ ¢ MOMOIIbI0 KOHEYHBIX aBTOMATOB (CILICHApUEB
aTak), CTAaTUCTUYECKOTO aHajlu3a MW  MEXaHU3MOB  IOPOTOBOM
buneTpanuy;

- BBICHIMM YypOBEHb arperupyer uHQopMalnmio C JIBYX
MNPEbIAYIINX U TO3BOJSET BBISBIATH OOBIYHBIC U PACIPEICIICHHBIC
aTaKu, WX peajbHbIi MUCTOYHUK M MPOTHO3UPOBATH €ro JajbHEUIlee
MOBEJICHNE Ha OCHOBE MHTEIJIEKTYaJIbHOT'O aHAJIU3a.

SAnpo cucteMbl OOHApPYXEHHUS KOMIBIOTEPHBIX aTak JOJKHO
OBITh UETKO Pa3JIeJICHO C CUCTEMOW BU3YAJIM3alMU U CUTHAIIA3AIIUH.

4.2. KAHTUXAKHHD» KAK CUCTEMA BbISIBJICHUS NIPU3HAKOB
3JI0HAMEPEHHOT0 U3yUYeHHsI OTKPBITHIX CEPBHCOB M 3AIMTHBIX
MeXaHHu3MOB cucTeMbl. [IpaBuiia 6e30mMacHOro NCNoOJIb30BAHUS
HNuTepHeTa M couceren

«AHTHUXaKUHI»  Kak  CHUCTeMa  BBIABJICHUS  ITPU3HAKOB
3JIOHAMEPEHHOI0 M3YYEHUS OTKPBITBIX CEPBUCOB M  3aIIUTHBIX
MEXaHU3MOB CHUCTEMbI (IIPU3HAKU KOMIIBIOTEPHOUN pa3BElIKH) OCHOBAH
Ha 3HAHUM XaKEPCKUX METOJIOB M3Y4YEHUSI CUCTEM, C OJHOM CTOPOHBI, a
C JIpyroil — OCHOBAaH Ha BBISBIICHUM TE€X M3 YA3BUMOCTEHW U Operieil B
3alUTE, KOTOPbIE UCTIOJIBb3YIOTCA It KP.

Haunewm ¢ ocHOB. Hu 0H KOMITBIOTEP HE CMOXET paboTaTh 0€3
onepaoHHOM cuctembl. Cpasy e OroBOPHUMCSA, YTO MBI HE Oyaem
NOJIMBaTh Macja B OTOHb M PAacCyXXJlaTh O TOM, 4TO Jiydiie — Linux,
Windows wmu npoaykuus Apple. Ilogoitnem k BbIOOpy ©Oo0mee
panroHabHO. Ecim B Bamieil ceTwm Bce IMOJB30BaTEIN PpabOTAIOT IO
Windows, TO BIOJIHE JIOTUYHO, YTO BbI TOXKE JIOJKHBI UCIIOJIH30BATH €€
B KadyecTBe CBOeM oOcCHOBHOM paboueit OC. DTO MNO3BOJMUT BaM
OTEPAaTUBHO PEarupoBaTh HA pa3IMUHbIE TPOOJIEMBI U TOHUMATh TO, KaK
YyBCTBYET ce0sl B Ballleil CeTH PAIOBOM MoJib30oBaTeab. O4YeHb Ba)KHO
IIOHMMAaTh, YTO HE MOJIb30BaTeIX PadOTAIOT Ha HAC, a Mbl paboTaeM JJIs
noJib30Bartelia. EMy Bcerja J0JKHO OBITh YIOTHO M 0€30MacHO B HAIIMX
BJIQJICHUSIX.

Eciu ke Bbl aIMUHUCTPATOP TE€TEPOr€HHOW CETH, TO BIIOJIHE
JOruyHO ycraHoBuTth mepBod OC Ty, B KOTOPOM BBl JIy4lle
pazOupaerecb. DTO MOMOXET CHAeNaTh Bally padoTy KOMQOPTHOM,
a(pbeKTUBHOM M OE30MaCHOM.
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HagepHoe, BbI yxe 3aMeTHIIN, 4TO MbI TOBOpUM 0 niepBor OC. Ha
caMoM Jiesie ObLI0 OBl 3JI0POBO MUMETh IOJ] PYKOW TECTOBYIO MAIIUHY,
HUKaK HE CBA3AHHYIO C Balllel CEThI0 U UMEIOIIYIO OTACIbHBIN BBIXO/I B
HNuTtepHer. BOT TyT y Bac U MOSBISIETCS HPOCTOP ISl TBOpYECTBA. Bbl
MOXET€ TECTHUPOBATh pa3iMyHble OOHOBJICHUS U OINEpPaAlMOHHBIC
CUCTEMBbI, MCCJIEA0BaTh IOJ03pUTENIbHBIC (ailibl U TMPOBEPATh, Kak
BBITJISITUT Ballla MHPPACTPYKTypa U3BHE.

Eme oauH myHKT, KOTOPBIM HAJ10 UMETH B BUlY, — IIPUBATHOCT.
Becbma 3amaHuMBO, MOJY4YMB JOJDKHOCTH crnenuainucrta no Wb B
kommanuu u3 cnucka Fortune 500, cpasy ke pacckazarb 00 3TOM Ha
CBOCH CTpaHWYKE B COIMAILHOW CETH, OJHAKO 3TO OyaeT IJI0XOou
ujeel, U U3-3a ATOTO BaC MOTYT JaXXe yBOIUTh. OOs3aTeNbHO YICINUTE
NPUCTAIBHOE BHUMAHUE BOIPOCAM  COXPAHEHHS  MPUBATHOCTH.
[Ipenbsapnsaiite k cebe Oosee BHICOKHE TpeOOBaHHUSA, YeM K PsIOBBIM
COTPYITHUKAM.

[TockonbKy M30JUpPOBaTH CeOsT OT OOIECTBA HEPEaIbHO — MBI,
JIOJU, SIBJISIEMCSI COLMATIbHBIMU CYIlIeCTBaMU — OYJIeT XOpollel uaeen
3aBeCTH ceOe BUPTyalbHOTO JBOWHMKA B ceTu. Co3maiite cebe HOBBIN
npoduiib B COIMATBHON CETH, 3aBEIUTE €Ille OJAUH aApeC dIECKTPOHHON
NOYThl Ha OJHOM U3 OECIUIaTHBIX CEPBHUCOB. A 3aTE€M YXKE€ CMEJO
UCIIOJB3YUTE 3TU MaHHBIC JUISl PETUCTpPAllMM Ha PA3JIUYHBIX CalTax U
TeMatuueckux ¢opymax. ['maBHOe — 4YTOOBI yKa3biBaeMmasi BaMu IpHU
CO3/IaHMH «HOBOTO» YejoBeKa MH(opMaIus HUKOUM 00pa3oM He ObLia
CBSi3aHAa C BaMU. A 3TO 3HA4YWT, YTO HEJb3sd YKa3blBaTh MpH
perucTpauu CBOM HacTosmMi e-mail, naxxe eciu OH Oyner
UCIIOJIb30BaThCSl TOJBKO JJISI BOCCTAHOBJIEHHS MApOJIs, TO KE CAMOE
KacaeTcss HoMepa TtenedoHa. Henb3si 3aX0UTh B COIMATIBHYIO CETh,
UCTIONIB3Yysl HOBBIM mpoduib, co cBoero cmaptdona. Henbss
UCIIOJIb30BaTh OJIHU U T€ 7K€ BOIPOCHI JIJI1 BOCCTAHOBIICHUS MMAPOJIs WU
e JIpyrue, HO NPU 3TOM YKa3biBas JUIsl OTBETa HACTOSIIIUE JTaHHBIE.
OTOT CIUCOK MOKHO MPOAOKATh OYEHb JOJITO — CIIEIUTE 32 COO0U U
HE JIEHUTECh MIPUIYyMaTh MO-HACTOSIEMY HOBOT'O YEJIOBEKA.

[IpenmnonoxuM, 4TO Bbl CO3[laJii HOBOTO YEJIOBEKA, HO YTO K€
Janbplie, BeAb HAa A3TOM Bce HE 3akaHuuBaercs. OTBiedyemMca Ha
MTHOBEHHE OT (DaHTa3uili HA TEeMy «KAKUM OBl 5 XOTENI BHUIETH CBOE
BTOPOE 51» U 33J]aJIUMCSI OJJHUM MPOCTHIM BOIIPOCOM: KOT/Ia Y BaC UTO-TO
HE MOJIy4aeTCsl WM Bbl HE 3HAETE OTBETA, KyJa BbI IMPEXKIE BCErO
oOparaerech 3a MOMoIIbi0? MBI yBEepeHbI, UTO OOJbIIAs YaCTh HAIUX
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yuTtarened umer orBeThl B Google mnm Snnekc. Bel Hukorga He
3aMeyvalid OJIHY 0COOeHHOCTh? Ecii BbI, MPEANOIOKUM, UCKATU HOBYIO
JIETHIOKO PE3WHY JJIsI CBOEH JIFOOMMOI MallMHbl Wi 00Jiee XOPOUIYIO
BUJICOKAPTY JUIsl JIOMAITHETO KOMIIBIOTEpa, TO, [JaXX€ €CJIU BBI
npuoOpeIn 3aBETHYIO BElllb, €I1I€ OYEHb JOJITO CaMbI€ PAa3HbIC CANTHI
OyIlyT MOKa3bIBaTh BaM PEJICBAHTHYIO PEKJIaMy B HaJEXJe Ha TO, 4TO
BbI CJICJIAETE ATY MOKYMKY €IlIe pPa3 U UMEHHO Y HHUX.

EcTh HEckoJIbKO cocOOOB M30€XaTh 3TOTO W COXPAHUTh CBOM
npeanoutreHuss B TaiiHe. Camblil MPOCTOM C€MOCOO — HCMOJIB30BaTh
MOMCKOBBIE CHCTEMBI, HE COOMpaloOlIMe TEPCOHAIbHBIE JaHHBIE.
[To00HBIE TOUCKOBBIE CUCTEMBI 0OBIYHO pabOTAIOT ¢ 0O0JIee KPYITHBIMU
MOMCKOBUKaMHM, TakuMH kak Google, Yahoo!, Bing u T. 1., 4TO, B CBOIO
ouepe/b, rapaHTUPYET Ka4eCTBO U PEJICBAHTHOCTH PE3yJIbTaTOB MOMCKA
Ha JIOJDKHOM ypoBHE. OJHAKO B OTJIWMYHME OT KPYMHBIX MOUCKOBUKOB
OHM 3a00TATCS O Balleli MNPUBATHOCTH, B YaCTHOCTH OHHU HE
pPacKpbhIBAIOT Balll aJpec, JaHHBIE O Balllel CUCTEME, MPOrpaMMHOM
00€ecreYeH, MECTOHAXOXIACHUM U MHOroM Japyrom. Hcxonsa wus
OTbITa, MOKHO TTIOPEKOMEHIOBATH CIIEAYIOIIUEe cepBUCHL: disconnect.me;
duckduckgo.com; startpage.com.

Cnenyroumii MOMEHT, KOTOPOTO XOTENOCh Obl KOCHYThCSA, —
oe3omacHeie  Opay3epbl. Cpa3dy Ke OroBOpUMCsS, 4YTO MBI HE
PEKOMEH/IyeM YCTAaHaBIMBAaTh TakKhe Opay3epbl BCEM MOJIb30BATEISAM
Bamei cetu. Mb Bcerma OamaHcupyeT Mexay MaKCUMaJbHOM
3aIMIIEHHOCThIO U YJI0OCTBOM paboThl. A Takue Opay3epbl BBI3OBYT
HEJIOBOJILCTBO Y PSAOBBIX COTPYIHHUKOB, YTO MOXKET MPUBECTU K TOMY,
YTO PYKOBOJICTBO 3aCTABUT BaC BEPHYTH MOJIH30BATENSIM TPUBBIYHOE UM
[10.

EcTp aBa OCHOBHBIX TUMa Opay3epoB — CO3/IaHHBIE C IIEJBIO
COXpPaHEHMsI MPUBATHOCTH U HUCIOIB3YIOIIME Pa3IMYHbIC HAACTPOUKHU
U1 o0ecrieueHns: 0€30NaCHOCTH MOJIb30BATEIIS.

B kaudectBe mpuMepa mepBOro Tuma Opays3epa MOXKHO MPUBECTH
Epic privacy browser. On Obu1 co3man Ha ocHoBe Chromium —
Opay3epa C OTPBITBIM HCXOJIHBIM KOJOM, pa3pa00TaHHOTO KOMMaHUEH
Google. Ero ocHoBHasi 3amaya — 3aliUTa Balliedl mpuBaTHOCTH. Bce
KYKH YHUYTOXXAIOTCS TMOCJE KaXJA0W ceccuu, TpapuK MPOXOIUT Yepes
cepBepbl  pa3pabOTUMKOB, TO3BOJISIT CKpeITh Bam [P-ampec, a

COCIMHEHUE C BeO-caliTaMH OCYIIECTBISACTCS MPEUMYIIIECTBEHHO Yepe3
SSL.
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[Ipumepom  Opay3epa, KOTOpPBIM  UCHOJB3YET  pa3IUYHbIC
HAJCTPOUKHU JJIisI 0OeCreueHus MPUBATHOCTH, MOXKET CIykuth Comodo
dragon Ha ocHoBe Chromium winu Comodo icedragon Ha ocHOBE
Mozilla Firefox.

OnHolt U3 0COOGHHOCTEHN MaHHOTO Opay3epa — Ha HaIll B3I,
OYCHb BAXKHOU — SBJISETCS MCIIOJIB30BAaHUE MM CBOMX COOCTBEHHBIX
DNS-cepBepoB. A 3TO, B CBOIO OYE€pPE]b, MO3BOJSIET 3AMIUTUTHCS OT
(UIIMHTOBBIX aTaK W OT BO3MOXKHOCTH TIOMaJaHUsl BPEIOHOCHBIX
IporpaMM Ha BaIly pabouylo CTaHIIUIO.

Eme onana uHTEpecHas Belllb — 3TO BUpTyalbHas cpena, B
KOTOpOW Opay3ep 3amyckaeTcs B HM30JMPOBAHHOM OT OCTajJbHOMN
CHUCTEMBI peXXUMeE, HO, K COXKAJICHUIO, JJaHHAsl OMIMS JOCTYITHA TOJBKO
obnanatensMm npoaykra Comodo Internet Security.

NmeroTcss u npyrue Opay3epbl, HalleJIeHHbIE Ha COXpaHEHHUE
Baiieil mpuBatHOCcTH, — Brave, Dooble, Avira Scout u T. A., UX MBI
OCTaBJISIEM Ha Balll€ CAMOCTOSITEIbHOE PACCMOTPEHHUE.

B kitoue pasroBopa o Opay3epax Mbl XOTeIU Obl pacCMOTPETh
OJIHO JTt00OMBITHOE jAomnojiHeHue. K coxxalieHuto, OHO HEIOCTYITHO IS
nosib3oBareneit Google Chrome yepe3 marasuH NPUIIOKEHUH, U CKOPO
BbI [IOMMETE TTOYEMY .

Ham pasrosop noitner 00 AdNauseam. B oriamume ot apyrux
paclIUPEHUN OHO HE TOJBKO TMPAYET HEKEIATEIbHBIE PEKIAMHBIE
OOBSBJICHUS, HO €I1I€ U UMUTUPYET MPOXOAbl 10 HUM. UTO MpUBOAUT K
TOMYy, 4YTO coOuparomue O Bac HUHPOPMALMIO CHUCTEMbl HAUYMHAIOT
npeanonaraTb, 4TOo Bac WHTEPECYET BCE, HAUMHAs OT MHOXYJCHHS H
3aKaH4YMBas MTpoOJeMaMH MUTPALMM KEHTypy B OpayHbIil NEpHOI.
EcTecTBEHHO, UTO B 3TOM OIPOMHOM OOBEME JJAHHBIX Ballld HACTOAIINE
UHTEPECHI MPOCTO 3aTEPSIOTCHL.

Tak nmouemy ke Google HEe MO3BOJIAET CBOMM II0JIb30BATEISM
yCTaHABJIUBATh 3TO paciiupeHue? Bo-nepBhiX, 3TO CBSI3aHHO C TEM, UTO
3Ta KOMIIAHMS SBISICTCS OJHUM W3 JHACPOB 1O cOOpy um 00paboTke
NEePCOHAIBHBIX JAaHHBIX. BTopas mnpuumHa — OU3HEC-MOJENb.
ITonp3oBaTenu pexiiamMmHon cetn Google He MIaTAT 3a MOKa3bl PEKIIAMBI,
a TOJBKO 3a TepexoJibl Mo oObsBiIeHUsAM. lcmonap30BaHuE JTAaHHOTO
IlarMHa BEJET K YOBITKaM, MOCKOJIBKY KJIMK IO CChUIKE OBbLT U JEHBIU
3a HEro OBbUIM CIHHCaHbI, a PEAIbHOTO TMepexojla HE MPOU3OIILIO.
AdNauseam, kak Obl M37€BasCh HaJ BCEHl OTPACIbI0 KOHTEKCTHOM
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peKJIaMbl, TIOKa3bIBaCT MPUMEPHYIO CYMMY, Ha KOTOPYIO OHa YXkKe
CHAKJIUKAJIay.

Pa3 yx 3amen pasrosop o I1O, co3gaHHOM ISl 3alIMThI BalIeu
MPUBATHOCTU, OBIJIO ObI OTPOMHBIM YITYIIICHHUEM C Hallled CTOPOHBI HE
pacckazatb 00 OC, Co3/1aHHBIX C TOM K€ IIEJIBIO.

bonpias 4acTe M3 HHX TPEACTaBISET CcO00M Moaudukammu
Debian unu Ubuntu. OnepaiinoHHbIE CUCTEMBI TAHHOTO KJIacca MOYHO
3aIllyCKaTh C BHEIIHMX HoOcUTeeH, Takux kak DVD. IlpeunmyiiectBo
TAKOro IOJX0Ja B TOM, YTO Ja)X€ €CJIM BO BpeMs PabOTHI Ha Ballry
pabouyro CTaHIHMIO MPOHUKIO BpemoHocHoe I10, mocne mepesarpysku
BbI OIISITh MOJIYYUTE YUCTYIO U HETpoHYTYy10 OC.

K Tomy xe Ttakue OC yxe CKOHQUTYpUPOBAHBI ISt
WCIIOIb30BaHUsl ceTH Tor, 4To OE€3yCIOBHO MOMOTAET BaM 00ECIEYUTh
CBOIO MPUBATHOCTH U JaXK€e MOCEIIATh 3aKPhIThIC CANTHI.

Kak mpaBwio, takne OC He OrpaHMYMBAIOTCS OIHUM JIMIIb
WCIIOIb30BaHUEM TOr, OHM TOCTaBJSIOTCS C OOJIBIIUM KOJIUYECTBOM
peayCTaHOBICHHOTO U HacTpoeHHoro 110, B Tom uucne ns:

- mudpoBaHus U AMUGPOBKU HOCUTEIEH, SJIEKTPOHHON MOYTHI
U Apyroit uHbopmaIuu;

- 6e3omacHoro noJjib3oBanus MHTepHeToM (mpo Opay3epbl TaKOTro
THIIa MBI TOBOPUJIM 9YTh BBIIIIE);

- UCTIONIb30BaHUs T€HEPATOPOB U MEHEHKEPOB MapoJIei;

- obecnieueHus ya1o0HOM U 6e30macHOi paboThI C CEThIO.

Ha B3risn crnenmanucTa mo O€30MAaCHOCTH, CPEId OTPOMHOTO
MHOECTBA TAKUX CUCTEM HauOOJBIIIErO0 BHUMAHUS 3aCTy>KUBAIOT:

- Tails — omna 13 caMbIix OypHO pa3BHUBarOIIUXCs. M3BecTHA TeM,
yTo 3Ty OC nucnoap3oBan asapa CHOYIEH;

- Whonix — mnpeanazHadeHa IJis HCIOJb30BaHUS B KadeCTBE
rocreBol um3onupoBaHHoil OC, pabGoraromeit B VirtualBox wu
HCIIOJIB3YIOIIEH ceTh Tor;

- IprediaOS — B omimMuMe OT APYrHUX MOPOEKTOB BMecTo Tor
ucrnoas3yeT I2P u mocTtpoena Ha ocHoBe Fedora Linux;

- Discreete Linux — o0ecrnieunBaeT BHICOKUI YPOBEHb 3alIUTHI U
npeaHa3HauYeHa ISl JI0IeH, He UMEIOIIUX TTyOOKUX 3HAaHUN B 001acTH
UT.

be3ycinoBHO, MBI HE pacCMOTpPESId MHOXKECTBO MPOYUX aCHEKTOB
oOecrieueHus] MHIMBUAYaIbHON 0€30MacHOCTH OT/ACJIbHBIX XOCTOB CETH,
HO MBI HaJeeMCs, YTO CIEIHAIUCT II0 O0e30MacHOCTH HE 3a0BIBacT O
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peryisipgom oOHoBieHuu I1O, ycraHoBKe aHTHUBHUpYcCa, MHUGPOBAHUU
JIMCKa, HWCMOJIb30BaHUK MHUGPPOBaHUS U OJOKUPOBKU TeledoHa,
CO3/IaHUM O€30MAaCHBIX MAPOJIE U 0 MHOTOM JIPYTOM, YTO COCTaBJIsICT
OCHOBY JIMYHOUM MHPOPMAIIMOHHONW 0€30MTaCHOCTH.

Co0aronenne mnpaBu  0€30IACHOCTH IPH  MOJb30BAHMH
NuTepHET-CEPBUCAMHU U COLICETAMU

Odunmansno  aamuuuctpamuss CIIA  gaBHO  pa3mectuia
uH(popMalnio, KOrJa M Ha Kakhe CpEJCTBA «IOJJEprKaja cTapTarbDy
M0 CO3JIaHUI0 MEXIYHApOJHBIX COIICETEH W CEPBUCOB, HO 0OCO00 HE
adumupyer 3tu pakTel. B HacTosmiee BpeMs 0osiee 10 KOMUTETOB IIpU
['ocnmene, pa3BenBEeOMCTBAX M 4YacTHBIX (OHIAX paboTaroT T
YIIPABJICHUIO «IIPOLIECCAMU» B COIICETIX, 00JIAUHBIX U IPYTUX CEPBHUCAX
cetu MHTepHeT. Bo Bcex MOCIEIOBABIIMX «IBETHBIX» PEBOJIIOLUSIX
«OTMETWIUCh» 3TH KOMUTETHl U BEJOMCTBA, KOTOPBIC MOTPATUIM Ha
CBOM MpOrpaMMbl MacCy CPEICTB Ha «pPa3BUTHE JEMOKpATUM» 32
pyoexom CIIA.

Ho w© KpuMHUHaIbHBIE  3JOYMBIIIJICHHUKH  «HE  CIISIT»,
UCIIOJB3YIOT CaWThl COIUAJIBHBIX CETeM HE TOJBKO JUIsi TOMCKa
KOMIIpOMaTa, HO MW [JI1 aTakd Ha Bac WM Balld MOOWJIbHBIE
YCTPOMCTBA.

[Ipennaraercss TPUMEHSTh HEKOTOPbIE IIPOCTHIE COBETHI IIO
UCIIOJIb30BAHUIO COLICETEH, KOTOPHIE IMOMOTYT BaM MOBBICUTH CBOIO
0€301acHOCTb.

- Hymaiite nepea TeMm, Kak cooOmars uHboOpMaluoo o ceode,
CBOMX B3IJIAJIaX, MJaHAaX W OLEHKax, (ororpadusx U BUACOPOJIHKAX.
Kak 3To MOKHO UCIOIB30BaTh MPOTUB Bac?

- Jlorun. Mcnionb3yiTe s 3alUThl aKKAyHTA TOJIBKO HAAEKHBIN
napoJib U HUKOMY €ro He COOOIIalWTe WM HE HUCIOJb3YyUTE MOBTOPHO
JUIsl IpyTuX caiiToB. KpomMe TOro, MHOTHE CailThl MOIEPKUBAIOT OoJIee
HaJIEKHYI0 ayTeHTU(UKAIIUIO, HAPUMED, JBYXCTYIICHUATYIO MPOBEPKY.
[To Bo3moxHOCTH, Tomb3yhTech ei. © The SANS Institute 2013
http://www.securingthehuman.org.

- IudpoBanue. DBONBIIMHCTBO CANTOB COIMANIBHBIX CETEH
UCTIONB3YIOT ceTeBoit mpotokosl HTTPS myst 6e30macHOTO coenMHEHUSI.
HTTPS o0ecneunBaer mudpoBaHve MAaHHBIX TMpU Mepeaaye 1o
KOMIBIOTEPHBIM ceTsiM. HekoToprie caiitsl, Takue kak Twitter, Google+
UCIIOJB3YIOT A3TOT MPOTOKOJI MO YMOJYAHUIO, HA JAPYrUX HYXKHO
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ckoHpurypupoBath coenuHenne HTTPS. HMcnoaws3yiite Oe3omacHbIM
npotokon HTTPS, ecau 310 BO3MOXKHO.

- OnektpoHHas moudta. C OCTOPOXHOCTBIO OTHOCUTECH K
MUCbMaM, KOTOpbIE TPUXOAST OT HMEHU COLMAIBHBIX CETEeM:
3JIOYMBIIIJICHHUKK JIETKO MOTYT MOJjenarh ux miug arakd. Camblid
Oe3omacHbIl croco0 OTBETa Ha TaKHE€ MUCbMAa HEMOCPEICTBEHHO C
CaMOro caiiTa COIMAJIbHBIX CETEH, HAITPUMED, U3 3aKIAJ0K; TPOBEPUTE
COOOIIICHUS UK YBEIOMIICHUS TOJIbKo ¢ Web-caiita.

- BpenoHnocubie ccbuik/OOMaH. bByJabTeé  OCTOPOXHBI  C
MOJI03PUTEIIBHBIMU CChIIKAMU WJIH JIOKHBIMU ITyOJIMKAIIUSMU Ha cailTax
colMalibHBIX  ceTedl.  KuOepmpecTymHMKM  MOTYT  pa3Mellarh
BPEJIOHOCHBIC CCHUIKU. ECM BBI «IIEJIKHUTE» MO HUM, TO MOMaJETe Ha
BPEJIOHOCHBIE CAlThI, KOTOPHIE MOMBITAIOTCS 3apAa3UTh Balll KOMIIBIOTED.
Baumanue, eciu npunuio cooOlIeHrUe OT Apyra, 3TO HE 3HAYUT, YTO OH
€ro OTHpPaBIsI - €ro aKKayHT MOTJIM B3jomaTh. [loaTomMy eciu BbI
MOJIYYUJIN TIOJO03PUTEIHLHOE COOOIICHUE OT WiICHAa CEeMbU WU Jpyra
(HampuMep, YTO €ro Orpaduiid U €My HYKHBI ICHbI'H), CBSIKUTECh C HUM
1o TeaedoHy, 4TOObI pa3BesITh COMHEHUS.

- IIpunoxenus. HekoTopsle conManbHbIE CETH MPENOCTABISIOT
BO3MOKHOCTb YCTaHOBUTb MPOTPaMMBbl, CO3/IaHHbIE CTOPOHHUMH
pa3paboTuukaMu, Hamnpumep, urpel. I[loMHUTE, O5TH TPOTPaMMBbI
MOJBEPrarOTCI MUHUMAIILHOU MPOBEPKE WIIM BOBCE HE MPOBEPSIIOTCS HA
OpeAMET HaJMYusl HeJACKIapUPOBAaHHBIX (YHKIIMI 1 3J10BPEIHOrO KOJa,
yepe3 HUX MOXKHO TOJIYYHUTh KOHTPOJIb HAJl BalllUM aKKayHTOM WU
JOCTYI K TIEPCOHAJIbHBIM JaHHBIM. Y CTAHABJIUBAUTE TOJBKO TE
NPWIOXKEHHUSI, KOTOPbIE BaM JEUCTBUTEIBHO HYXKHBI, 3arpykaiiTe ux c
M3BECTHBIX, IPOBEPEHHBIX CAWTOB MW Cpa3y K€ yAalsiTe Tmocie
WCTIOJIb30BAHMUSI.

- CoBeThl 0 0€30MacCHOMY MCIOJIb30BAHUIO COIIMAIbHBIX CETEH:
http://preview.tinyurl.com/b28a525.

- Uadopmanus no 6e3onacuoctu Facebook:
http://ru-ru.facebook.com/help/security Facebook.

— Hactpoliku 6e30macHOCTH:
http://preview.tinyurl.com/a67munp.

- be3omacHocTh cormmanpHou cet BKoHTakTre:
http://vk.com/security.

- Microsoft: IIpaBuna 6€30macHOCTH TIPH UCIIOJIL30BAHUH
COLIMAJILHBIX ceTeil: http://preview.tinyurl.com/angnbp5.
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- Tepmunsr Ub: http://preview.tinyurl.com/6wkpaes.

- ExxeqHEeBHBIE COBETHI 110 MH(POPMAITMOHHON 0€30TTaCHOCTH
Nuctutyra SANS: http://preview.tinyurl.com/6s2wrkp.

CounanbHble CETH NPEACTABISIIOT COOOM MOIIHBIM U yAOOHBIN
crocod oOmeHus ¢ MupoM. Ecim Bbl Oyaere cieaoBaTh HaIIUM
pPEKOMEHIalUsIM, TO Ballle OHJIAMH-OOIIeHUE cTaHeT Oe3ornacHei. Bbl
MOKETE 03HAKOMUTHCS C JOMOJHUTEILHBIMU TpaBUIaMu 0€30TaCHOCTH
Ha caiTe BeO-cepBHCA, KOTOPBIM BBl HCIOIB3yeTe. B ciaydasx
HECAHKITMOHUPOBAHHON aKTUBHOCTH COOOIIMANTE B CIyXOy MOIACPKKU
I10J1b30BATENEH.

OCHOBHBIM TMpPENATCTBUEM HA IMYTH BBICTPAUBAHUS CHUCTEMBI
COBPEMEHHOM 3aIlUTHl OT HABS3BIBAHWS MHEHHUH Yepe3 COIICETH MOXKET
CTaTh «IICEBIO-MATPUOTU3M» C TIOCTAHOBKOW 3aBEIOMO <JIOXKHBIX
nenael», HaBsA3bIBaHMEM OOpbObl ¢ «MH(HUUYECKUM BparomMm» M
«MHUMBIMH MMOOEaM1» B HHTEPECax 3a0YHO 3apaboTaTh MOJUTHUECKHUEC
OOHYCHI Ha MAaTPUOTU3ME, MPoOIIeMax, BOMHE U Tope. B 3Tux ycnoBusx
MOET CIIOXKHUTHCSI CUTYallMsl, KOTJIa aKTUBHO OOCYXIAal0TCsI HACYIIIHbBIE
BpOJIc MpOOJIEMbl, HO BHHOBAaThI BO BCEM - BJIACTH, COITHAIBbHBIC
TPYIIIbI, HAIIMOHAILHOCTH, O0Tauu U T.M. TUMHUYHBIMU JJISI TAKOTO POJia
«00paboTku» OyayT: MPUCBOCHHUE IIpaBa Ha «aOCOJIOTHYIO» HCTHHY,
Oe3ale/UIAIMOHHOE  HaBs3bIBAHWE  JIOTM MW TOJIBKO  CBOETO
«MPaBWIHHOT0» MHEHUS, T€pOU3aIMs OOPIIOB 3a «IIpaBoe» Jej0, 0opas
«Bpara» M «pazuesOBEUMBAHUE)» IMPUBEPKEHIIEB «CTaHa Bpara», Mup
JEUTCS JJISl TAKUX «IIPOITOBEIHUKOBY» Ha TEK KTO C HUMH, & OCTaJIbHbBIE
- Bparu, BbIOOpa HET. OTH 4YepPThl XapaKTepHBI AJis 0OpabOTKU U
BOBJICUEHUSI B OKCTPEMHUCTCKHE W TEPPOPUCTUUECKUE COOOIECTBA.
bynere ocTOpoKHBI W OOUTENBHBI TIPU TaKUX TMpU3HAKaX B
OTIOCPETOBAaHHOM OOIIEHHUH B COIICETSX.

Kpome Toro, COBpeMEHHBIE CPEACTBA MACCOBOM KOMMYHHKAIIUH -
NutepHeT, MOOMIBHBIE CEPBUCHI, paJuo U TeleBu3noHHble CMU -
UCIIOJIB3YIOT pa3pabOTaHHbIE H3HAYAIHHO BOCHHBIMU BEJIOMCTBaMU
3anagHbBIX CTpaH oOCOObIE BHABI TaK Ha3bIBAEMbBIX «MEHTAJIBHBIX
BUpYyCcOB». HoBBIE BUIBI MX pa3pabaThIBAIOTCS celyac W jajiee Kak B
KOMMEPUYECKUX IIEAX, TaK U B «OOEBBIX» TIE€OMOJUTHUYECKUX, KOTAa
CTaBUTCS  3ajlaya MAaHUIYJIMPOBAHUS  MAcCCOBBIM  MHEHHEM W
MOBEJICHNEM KOHKPETHBIX II€JICBBIX TPYIIIL.

DTOMY MOXHO MPOTHUBOCTOSTh, M PEUENT 37eCh OAUH — 3TO
3ammTa TeX GOpM UIECHTUYHOCTH, KOTOPHIE UCTOPUUYECKH CIOXWIHNCH Y
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HapogoB ObiBmiero CCCP. Ilpu mnocemieHun WHQYOPMAIMOHHBIX
pecypcoB (CEpBHCOB), uUepe3 KOTOPBIE TPAHCIUPYIOTCS HEpeabHbIE,
BUPTYaJIbHBIE CMBICIIBI THIA «BCE K€ 3HAIOT, YTO..;, BCEM H3BECTHO
aBTOPUTETHOE MHEHHUE, UTO...» MPOTUBOCTOATH JSTOMY  SIKOOBI
«OOUIETPUHATOMY MHEHHUIO» MOXET TOJIBKO KPUTHYECKOE OTHOIIECHUE K
1000My 0011IeMy, WM aBTOPUTETHOMY MHEHUIO, HE MOJKPEILUICHHOMY
JI0OKa3aTeIbCTBAMM ~ KOMIIETEHTHBIX W HE  3aMHTEPECOBAHHBIX
crienaanucToB. J[r00oe «3ajeBiiee) BaC MHEHHUE KOTO OBl TO HU OBLIO
MIPOBEPANTE, TIEPEIIPOBEPSANTE U IPH MOMBITKAX CKIOHUTH BAC K KAKOMY
aubo0 o0pa3y MbICIEH, MHEHUIO HUKOMY HE JIOBEpSIUTE Ha CJIOBO, 0€3
yOeIUTeNbHBIX, MPOBEPEHHBIX BaMU JoOKazarenbcTB. Ecnum  Bam
OTIOCPEJIOBAaHHBIA  OINIMOHEHT, COOECETHUK, BBICKA3hIBAET MHEHHUE,
BBI3BIBAIOIIEE Y BAC COMHEHHUE, 33/IalTE IMOCIEIOBATEIBLHO BCErO0 TPHU
BOIIpOCA EMY:

- HAa OCHOBAaHUM KAaKUX HCTOYHUKOB COOECEIHUK TaK HUMEHHO
cuuTaer?

- rae (U3 4ero, OTKyia) 3TH UICTOYHUKH B3SUTU 3TY UHPOpMAITUIO?

- TIEPBUYHBIA MCTOYHHK WHOOPMAIIUM - KaK W TJC €€ TOIYyJHI,
YeM OHa MOATBEPKAACTCS ?

OOBIYHO TIPU TOMBITKAX YMBIIIJIEHHON WM HEYyMBIIUICHHON
MaHMMYJISIMA BalllUM MHEHHEM OOINEHHE Ha J3THX OYEBHIHBIX
BOIIPOCaX MPEPHIBACTCA, WM COOECETHUK MEPEXOIUT HA OCKOPOJICHHUSI.
DTO KaK pa3 M CBUIETEIBCTBYET O 0O€3/10Ka3aTelIbHOM HaBSI3bIBAHUU
HY>KHOTO COO€CETHUKY MHEHHS.

4.3. CucreMbl 00HAPY:KEHUS BTOPKEHUH

OCHOBHBIM  CACPKHUBAIOIIUM (AKTOPOM TIPUMEHEHHUS BCEX
CYLIECTBYIOIIIUX METOJIOB  CETEBBIX BTOPXKEHUM  SBISETCA  HX
OTPAaHMYCHHOE MPHU3HAKOBOE MPOCTPAHCTBO, KOTOPOE BKIIIOUAET B CeOS
YeThIpe rPYIIIbI MapaMETPOB:

1) ocHoBHbIe napameTpbl OTACAbHBIX TCP-coenunenuii: IP-
azpeca, IOpPTHI, TPOTOKOJIBI, KOJUYECTBO 0AMTOB, MPOIOKUTEILHOCTD,
KOJINYECTBO MAKETOB;

2) mapaMmeTpbl, OCHOBaHHbIE Ha KOHTEKCTE, Hampumep,
koan4ecTBO SYN IMaKeToB;

3) mapameTpnl, CBS3aHHBIE CO BPEMEHEM, T. €. Pa3JIMYHbIC
yCJIOBHBIE KOMOMHAIIMK MTapaMETPOB B mocjeHue T CeKyH/I;
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4) mnapameTrpshl, ONPEACSIONINE COCIUHEHUS, T. €. Pa3IUYHbIC
yCJIOBHBbIE KOMOMHAIIMHY MTapaMeTpoB B nocieaaue N coe JMHEHUH.

Cnenyer OTMETUTb, YTO ATH MapaMeTPbl OMHUCHIBAIOT TOJBKO
CETEBYI0 M TPAHCIOPTHYIO YacTU MPOTOKOJA. XOTS psifi aITOPUTMOB
UCIIOJIB3YIOT JOTIOJIHUTENIbHBIC XapaKTEPUCTUKHU U3 MPUKIATHON YaCTH,
HO ATOTO HEAOCTATOYHO sl A(HPEKTUBHOTO OOHAPYKEHHUSI aHOMAJIUM
npotokona. [ns mnpoBenenust knaccupuxkanuu COB  HeobOxoaumo
y4EeCTh HECKOJIBKO (hakTOpoB (puc. 4.3).

MoecacHuecKoe HuTeanexkTyan sHOE MaccHenoe AKTHBHOES
MeToz MoseaeHHe nocne
OGHIPYAEHHS obnapyxeHnn

CHCTEMa ODHAPYREHKA
BTOPXKEHHH

PaCNOAOKEHHE HCFOUHHKOB YacToTa
PEIVNLTATA AYAHTA HCTIOABIOBAHHA
PerncTpauroHHee Cevepwie HenpeptipHii MNepronnueckmit
daitin xocTa NAKETHE MOHUTOPHHT AHAIHI

Pucynok 4.3. XapakTepuUCTHUKU CUCTEM OOHAPYKEHUSI BTOPKEHUN

Metoa oOHapyKeHHUs! OMUCHIBAET XapaKTEPUCTUKHU aHAIU3aTopa.
Korma COB wucnonb3dyer uHOpMAIMI0 O HOPMAJIBHOM TMOBEICHUU
KOHTPOJUPYEMOW CHUCTEMBI, OHA HA3bIBACTCS MOBeAcHUYeCKOM. Koraa
COB pab6oraer c¢ wuHdopmanuet o0 arakaXx, OHa Ha3bIBaETC
VHTEIUIEKTY AJTbHOM.

[loBenenue mociie oOHapykeHUs1 ykasbiBaeT Ha peakuuro COB
Ha ataku. Peakums moxkeT ObITh akTuBHONM — COB npennpuHUMaeT
KOppEKTUpYyroue (yCTpaHseT JIa3eUKN) UIn JEUCTBUTEIBHO aKTUBHBIE
(3aKpbIBa€T  JIOCTYIl  JJIsi  BO3MOKHBIX  HapylIuTENeW,  Jienas
HEJIOCTYNHbIMU  cepBUCHI) peicTBusA. Eciu COB  Toinbko BBIIAET
MPEYNPEKACHUS, €€ HA3BIBAIOT ITACCUBHOM.

PacrionoxeHne MCTOYHHUKOB pe3yibTara ayauTa NOAPa3AciseT
COB B 3aBUCHMOCTH OT BHJa UCXOAHON MH(OpMAIMU, KOTOPYIO OHH
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aHaNM3UPYIOT. BXOAHBIMU JTAHHBIMU JJIS HUX MOTYT OBITh PE3YJIbTAaThI
ay/UTa, CHCTEMHBIE pETUCTPALIMOHHBIE (hDaliJIbl WIIK CETEBbIC MaKETHI.

YacTtoTa HCHONB30BaHUS  OTpaxkaeT JIMOO  HEMPEPHIBHBIN
MOHUTOPUHT KOHTPOJIUPYyEMOM cucteMbl co cropoHsl COB, mu6o
COOTBETCTBYIOIIKME mnepuoandyeckuM 3anyckam COB misg npoBeneHus
aHanau3a.

CHcTema DDHAPYAKeHHA BTOPXEHHIA

¥ ) ¥
Coocob Cnocob chopa MeTon
pcarnpoBiHHA HHDOpMaLHH AHATHIA
CTATHYECKHE ceTenhie CHIrHATYpDbI
JHHIMHYECKHE CHCTEMH G npodrak

Pucynok 4.4. Knaccudukanus cucteM oOHapyKeHHsI BTOPKEHUN

Knaccudunupoare COB MOXHO MO HECKOJIBKUM IMapaMeTpam
(puc. 4.4). Ilo cnocobam pearupoBaHUs Pa3IUYaAlOT CTATUYECKUE U
nuHamuuyeckue COB. Cratndeckue CcpeacTBa ACTAOT «CHUMKH
(snapshot) cpenbl U OCYIIECTBIISIIOT UX aHAIU3, PA3bICKUBAs YSI3BUMOE
[1O, ommbku B koHpurypauusx u T. A. Cratuueckue COB npoepsroT
BepCUM Pa0OTAIONIMX B CUCTEME MPWIOKEHUN Ha HAIMYKME U3BECTHBIX
ySA3BUMOCTE HW  CcJHal0bIX  Taposiel, TMpOBEPSIIOT  COACPKUMOE
crielMaibHbIX (DAMIOB B AUPEKTOPHUSIX MOJIb30BaTEIEH WU MPOBEPSIOT
KOH(QUTYpalMI0 OTKPBITHIX ceTeBbIX cepBucoB. Crarudeckue COB
OOHApYKUBAIOT CJI€/bl BTOPKEHUS.

Juuamuyeckue COB 0oCylIECTBISIOT MOHUTOPUHI B PEATHHOM
BPEMEHU BCEX JCUCTBUMN, MPOUCXOJAIIMX B CHUCTEME, MPOCMAaTpUBas
(aiinpl ayuTa WIK CETEBBIC MAKEThI, NepeaBaeMbIe 3a ONpPEACIEHHBIMN
mpoMexXyToK BpemeHH. JluHammueckue COB peanusyrorT aHanus B
pealbHOM BPEMEHHM M  TMO3BOJSIIOT  [OCTOSIHHO  CIEIWTHh 32
0€30MaCHOCTHIO CUCTEMBI.

ITo cmocoby cbOopa wuHpoOpMalUu pazIU4aloT CETEBbIE U
cuctremubie COB. CereBbie COB (network intrusion detection system,
NIDS) KOHTpOJUPYIOT MAaKEThl B CETEBOM OKPYKEHUU U OOHAPYKUBAIOT
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MOMBITKA  3JIOYMBIIUICHHUKA TNPOHUKHYTh BHYTPh  3aIlHIIAEMOU
CUCTEMBI WJIM PEan30BaTh aTaKy «0TKa3 B oOcmyxuBanun». Itu COB
paboTaroT ¢ CeTeBBIMU MOTOKaMU JaHHbIX. Tunuunsiid npumep NIDS —
cucTtema, Kotopas KOHTposupyer OoJbiioe uucio TPC-3amnpocoB Ha
coenureHue (SYN) co MHOTMMU MTOPTaMU Ha BEIOPAaHHOM KOMITBIOTEPE,
oOHapyXkHBasi, TAKUM OOpPa30M, UYTO KTO-TO IIBITAETCS OCYIIECTBUTH
ckanupoBanre TCP-moptoB. CereBass COB Moxer 3amyckaTbesi MO0
HAa  OTACIbHOM  KOMIBIOTEPE, KOTOPHIM  KOHTPOJMUPYET  CBOU
cOOCTBEHHBIN TpaduK, MO0 HA BBIJIEIEHHOM KOMIBIOTEPE, MPO3PAYHO
npocMaTpuBaromuM  Bech  Tpaduk B ceTd  (KOHIIEHTPATOp,
mapuipytuzatop). CereBbie COB KOHTPOJIHUPYIOT MHOT'O KOMITBIOTEPOB,
torga kak apyrue COB KOHTpOJIMPYIOT TOJIBKO OJIMH.

Cpeau mpeumymiecTB uMcnosib3oBaHusi NIDS MoOXXHO BBIJICIHUTH
CJIEAYIOIIME MOMEHTHI:

- NIDS MOHO MOJHOCTBIO CKPBITh B CETU TAKUM 00pa3oM, 4YTO
3MIOYMBIIIJIEHHUK HE OyJIeT 3HaTh O TOM, YTO 3a HHUM BeEAETCS
HaOJIIOICHUE;

- ogHa cucteMa NIDS MOKeT UCTIOIb30BaThCA JJIi MOHUTOPHUHTA
Tpaduka ¢ OOJBIUIUM YHUCIIOM MOTCHITUATBHBIX CUCTEM-IICIICH;

- NIDS mMoXeT ocCylecTBIsATh NEPEXBAT COAEPHKUMOIO BCEX
NaKETOB, HAMPABJISAIOMIUXCS HA CUCTEMY-LIEITb.

Cpenu HEIOCTAaTKOB JaHHOM CHUCTEMbl HEOOXOAMMO OTMETHUTH
CJIEAYIOLINE ACTIEKTHI:

- NIDS MOeT TOJBKO BbIJIaBaTh CHUTHAJ TPEBOTH, €CIU TpaPuK
COOTBETCTBYET IPEAYCTAHOBICHHBIM ITPABUIIAM WJIU MTPU3HAKAM;

- NIDS MoxeT ynycTUTh HY>XHBIM UHTEpEeCyeMblil Tpaduk u3-3a
VCTIOJIb30BAHUS MIUPOKOW MOJIOCHI MPOITYCKAHUS WU AIbTEPHATUBHBIX
MapuIpyToB;

- NIDS He MokeT onpenenuTs, Oblla JIU aTaka yCIEUHOM;

- NIDS He MOkeT mpocMaTpuBaTh 3aliu(PpoBaHHbIN TpauK;

- B KOMMYTHPYEMBIX CeTSIX (B OTJIMYHUE OT CETel ¢ Oo0ImuMu
HOCHUTEIISIMHU) TpeOyIOTCS CIelHaibHble KOHDUTYypamuu, 0e3 KOTOPHIX
NIDS Oyzaet npoBepsTh HE BeCh TpaduK.

COB, koTopbi€ yCTaHaBJIMBAIOTCS HA XOCT€ U OOHAPYKUBAIOT
3JIOHAMEPEHHBIC JIEMUCTBHS HAa HEM, HA3bIBAIOTCS XOCTOBBIMH, WU
cucteMHbiMu COB (Host-based intrusion detection system, HIDS).
[Tpumepamu xoctoBeix COB Moryr OBITH CHCTEMBI KOHTPOJIS
neinoctHoctu  (daitnoB  (CKL®), koTopble MNPOBEPAIOT CUCTEMHBIE
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(aiisibl ¢ EBI0 ONPEICTICHHUS, KOT/Ia B HUX ObUIM BHECEHBI U3MECHEHUSI.
Monutopsl peructpanuoHsbix (aitioB (Log-file monitors, LFM)
KOHTPOJIUPYIOT PErUCTpalldOHHbIC (hailyibl, CO37aBa€Mbl€ CETEBBIMU
ceppucamMu U ciykOamu. Llenbr 0OMaHHBIX CHUCTEM, paOOTAIOIMIMX C
NICEB/IOCEPBUCAMH,  3aKJIOUaeTCsl B  BOCIPOMU3BEACHUU  XOPOIIO
M3BECTHBIX YA3BUMOCTEM I 0OOMaHa 3J10yMBIILICHHUKOB.

V3noBeie COB mnpenctaBiasitoT coOOM  CUCTEMY JATUMKOB,
3arpy>kaeéMbIX Ha pa3IMuHbIC CEepBEpa OPraHU3alMM U YIPaBIISIEMBbIX
HEHTPAJIbHBIM AUCIIETYepOM. J[aTUUKK OTCICKUBAIOT PA3TUYHBIC THUIIbI
coObITHI (0OJIee AETAaTbHOE PACCMOTPEHUE ATUX COOBITUM MPUBOJIUTCS
B CIEIYIOIIEM pa3fesie) U NPEeANPUHUMAIOT ONpe/eTICHHbIE NEHCTBUS
Ha cepBepe JuO0 nepenaror yBemomyienus. Jlarumku < HIDS
OTCJIC)KUBAIOT COOBITHSA, CBSI3aHHBIE C CEPBEPOM, Ha KOTOPOM OHHU
3arpykeHbl. Cencop HIDS mosBosiser ompeaenutb, Oblia JM araka
YCIEIIHOM, €CIM aTaka HMMeJa MEeCTO Ha ToMl ke Iiargopme, Ha
KOTOPOW YCTAHOBJIEH JATUHK.

Paznnmunple tumel gatynkoB HIDS 103BOJISIOT  BBITOJIHATH
pa3IMyHbIE TUIIBI 33/1a4 110 0OHAPYKEeHHIO BTOpkeHu. He KaxpIil Tum
JATYUKOB MOXET HCIOJIb30BaThCA B OpPraHu3aluu, W Jaxe st
pa3IMYHBIX  CEPBEPOB  BHYTPM  OJIHOM  OpraHuM3alud  MOTYT
MOHAJI00UThCS pa3Hble AaTyuku. CreayeT 3aMeTUTh, 4YTO CHUCTEMa
HIDS, xak npaBuiio, CTOUT JIOPOKE, YEM CETE€Bas CUCTEMA, TaK KaK B
ATOM CiIydae KaxIblii cepBep AOJKEH HMMETh JIUMIEH3UI0 Ha JaT4MK
(IaT4vKyA JAEIIeBJE I OJIHOTO CEpBEpa, OJIHAKO O0Ias CTOMMOCTH
JaTYMKOB OOJIbIlIE MO CPaBHEHHIO CO CTOMMOCTBIO HCIIOJIb30BAHUS
cereBeix COB).

C wucnonp3zoBanuem cucreM HIDS cBs3zaH eme oawH BOmpoc,
3aKITIOYAIOIINICS B BO3MOXHOCTSIX Ipoueccopa Ha cepBepe. [Ipouecc
aHajiM3a JaTydKa Ha cepBepe MOXKeT 3aHuMath S... 15 % oOmero
nponeccopHoro BpeMmeHu. Ecnu  pmatumk  paOoTaer Ha aKTHUBHO
UCIIOJIb3yEMOM CUCTEME, €r0 MPUCYTCTBHE OTPULATEIBHO CKAXKETCS Ha
POU3BOAUTEILHOCTH U, TAKUM 00pa3oM, MPUETCS MpUOOpeTaTh Ooee
MPOU3BOAUTEIBLHYIO CUCTEMY.

AHAJIU3ATOPHI )KYPHAJIOB

AHanuzaTop JKypHaja MpeACTaBiseT cOOOM HMMEHHO TO, 4YTO
OTpakaeT caMO Ha3BaHUE jJaTuyuka. [Ipoiiecc BBHIMOIHSIETCS Ha cepBEpe
U OTCJIKHBAET COOTBETCTBYIOIIME (hailsibl )KypHaJIOB B cucteme. Eciu
BCTPEUAETCA 3alUCh JKypHalla, COOTBETCTBYIOIAA HEKOTOPOMY
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Kputeputro B mnpomecce  garunka  HIDS, npeanpunumaercs
YCTaHOBJIEHHOE JICVCTBUE.

bonbimasgs 4YacTh aHaIM3aTOPOB KYPHAJIOB HACTPOEHA Ha
OTCJIC)KMBAHUE 3aMUCEN KYPHAIOB, KOTOPbIE MOT'YT O3Ha4aTh COOBITHE,
CBSI3aHHOE C 0€30MacCHOCTBIO CUCTEMBI. AJIMUHUCTPATOP CUCTEMBI, KaK
MpaBUIO,  MOXKET  ONPENCIUTh  JpPyrMe  3alKiCu  KypHAJIA,
MPEJICTABIISIONINE OMPEICIICHHBIA HHTEPEC.

AHanu3atopel KypHaJIOB II0 CBOEHM TPUPOAE  SBIISIIOTCS
PEaKTUBHBIMU CHUCTEMaMHu. HHBIMM CJIOBaMHM, OHHM pEArupyroT Ha
COOBITHE YK€ IOCJI€ TOro, Kak OHO mpou3onuio. TakuM o0pazom,
KypHall OyJeT coiepkaThb CBEACHUS O TOM, YTO MPOHUKHOBEHUE B
CHUCTEMY BBITIOJTHEHO. B OOJIBIIMHCTBE CIy4yaeB aHAIM3ATOPHI )KYPHAJIOB
HE CITOCOOHBI MIPEAOTBPATUTH OCYIIECTBIISIEMYIO aTaKy Ha CUCTEMY.

AHaNM3aTophl )KYPHAJIOB, B YaCTHOCTH, XOPOIIO aJalTUPOBAHBI
IJIs. OTCJICKVBAHHUS AKTUBHOCTHM ABTOPU30BAHHBIX MOJIb30BATEJIEH HA
BHYTPEHHUX cuCTeMax. Takum oOpa3oMm, €clidi B OpraHu3aluu
YAENSETCSl ~ BHUMAHUE  KOHTPOJK  JACATEIBHOCT  CHCTEMHBIX
aIMUHUCTPATOPOB WJIA JIPYTMX TMOJb30BATEICH CUCTEMBI, MOXKHO
UCIIOJIb30BaTh aHAIM3ATOP XKypHaia JJIsl OTCICKUBAHUS aKTUBHOCTU H
nepeMenIeHrs 3anucu 00 3TOM aKTUBHOCTH B 00JIACTh, HEIOCATAEMYIO
IJ1s1 AIMUHUCTPATOPA WM TTOJIB30BATENS.

JJaTynKy IPU3HAKOB

JlaTuuku  3TOro  THUMA  MPEACTaBIAIOT  CcO0OM  HaAOOpHI
ONpPEACTICHHBIX MPU3HAKOB COOBITUI 0€30MaCHOCTH, COMOCTABISIEMBIX C
BXOJSIIMM TpadUKOM WM 3alUCsIMU JKypHaia. Paznuume Mexmay
JaTYMKaMHA TPU3HAKOB M AHAIM3AaTOPaMH KYyPHAJIOB 3aKJIKOYaeTCs B
BO3MOKHOCTHY aHAJIN3a BXOJIAIIETO Tpaduka.

CucreMbl, OCHOBaHHbIE Ha COIOCTABJICHWH IPU3HAKOB,
o0ecrneunBalOT BO3MOXKHOCTh OTCIIC)KUBAaHUS aTak BO BpeMs HUX
BBITIOJTHEHUSI B CUCTEME, T[O3TOMY OHHM  MOTYT  BBIJaBaTh
JOTIOJIHUTENIbHBIE YBEJAOMIICHUS O [MPOBEICHUU 3JIOYMBIIIJIEHHBIX
nevictBuil. Tem He MeHee araka OyJeT YCIEIIHO WKW Oe3yCHEITHO
3aBEpIICHa Mepe BCTyIUieHHEM B JerctBue aaruuka HIDS, mostomy
JATYUKU ITOTO THUIA CUUTAKOTCS PEAKTHUBHBIMH. [[aTyWK NpPU3HAKOB
HIDS sBnsercs mNONE3HBIM TPU OTCIEKUBAHUN aBTOPHU30BAHHBIX
MOJIb30BaTEIEH BHYTPU UH(DOPMAITMOHHBIX CUCTEM.

97



AHAJIM3aTOPbI CHCTEMHBIX BHI30BOB

AHaIM3aToOpbl CHCTEMHBIX BBI30BOB OCYLIECTBIISIIOT aHAJINA3
BBI30BOB MEXKIY IMPUIOKEHUSIMUA M OIEPALIMOHHON CHUCTEMOM s
WJIeHTU(PUKAIIMK COOBITUH, CBSI3aHHBIX C 0€30I1acHOCTHIO. JlaTumku
HIDS panHOro tuma pasMemarT OPOrPaMMHYIO CIANKY MEXITY
ONIEPALIMOHHOW CUCTEMOM UM TNpWIOKEeHUAMU. Korga IpuitoKeHuro
TpeOyeTcs BBIMOJHUTH JIEUCTBHUE, €T0 BBI30B ONEPAIIMOHHON CHUCTEMBI
aHAIM3UPYETCS W COMOCTaBJIsETCS ¢ 0a30i JaHHBIX MPU3HAKOB. DTH
MPU3HAKU SIBJISIOTCS NpUMEpPaMHM  Pa3IUYHBIX TUIOB TOBEICHUS,
KOTOpbIE SBISIOT COOOM aTakylolue JACHCTBUS, WIM OOBEKTOM
uHTepeca mid aamuanctparopa COB.

AHanu3aTopbl  CUCTEMHBIX  BBI30OBOB  OTJIMYAKOTCS  OT
aHaM3aTOPOB XKYPHAJIOB M NaT4vKOB npusHakoB HIDS Ttem, yto oHm
MOTYT TpPEAOTBpallaTh ACHUCTBUA. ECiIM TPUI0KEHUE TEHEPUPYET
BBI30B, COOTBETCTBYIOUIWW, Hampumep, TMPU3HAKY aTaku Ha
nepenoyiHeHue oydepa, JaT4uK MO3BOJIIET MPEIOTBPATUTH ITOT BBHI30OB
U COXPAHUTh CUCTEMY B O€30MaCHOCTH.

AHAJIM3aTOPbI NOBEAeHUS MPUITOKEHUN

AHanu3aTopel IOBEJICHUS MPUIIOKECHU N AHAJIOTUYHBI
aHaJIM3aTopaM CUCTEMHBIX BBI30BOB B TOM, YTO OHH NPUMEHSIOTCS B
BUJIE IPOIPAMMHOM CHAWKHA MEXIY MPUIOKEHUSAMU U ONEPALMOHHOU
cuctemoil. B ananuzaTopax moBeieHUs JATYMK IMPOBEPSET BHI3OB Ha
OpeaMEeT TOTO, pa3pelieHO JIM NPWIOKEHUIO BBIINOJIHATh JTaHHOE
NEUCTBUE, BMECTO ONPEAECICHHS] COOTBETCTBUA BbI30BAa IPU3HAKAM aTaK.
Hanpumep, BeO-cepBepy OOBIYHO paspelniaeTcs NPUHUMATh CETEBbIC
coequHeHuss yepe3 mopT 80, cuuThiBaTh (aitibl B BeO-KaTtajore u
nepenaBaTh 3TU Qaiibl no coeauHeHusM udepe3 nopt 80. Eciau BeO-
CepBEp MOMbITACTCS 3alUCaTh WJIM CUMTATh (Pailibl U3 IPyroro Mecra
WIM OTKPBITh HOBBIE CETEBbIE COCAMHEHHUS, JaTYUK OOHAPYKUT
HECOOTBETCTBYIOIIEE HOPME IMIOBEICHHE cepBepa M 3a0JOKUpPYET
JIEVICTBHE.

[Ipy KOHPUTYpHpOBAaHWHU TaKUX JIATYUKOB  HEOOXOJMMO
CO3/1aBaTh CHUCOK JICUCTBUM, pa3pelICHHBIX ISl BBIIOIHEHUS KaXKIbIM
npunoxeHuem. [locTaBIIMKY TaTYMKOB JAHHOTO THUMA MPEIOCTABISIOT
1a0JIOHBI JJ1s1 HanbOoJIee IMUPOKO UCTIOIB3YEeMbIX MPUIOKEHUM. JIF0ObIe
«JIOMOPOIIEHHBIC» MPUIIOKEHUS JOJLKHBI AHATU3UPOBATHCS HA MPEIMET
TOro, KaKW€ JCHUCTBUSI MM Pa3pEUIACTCS BBINOJHATH, U BBINOJHEHUE
ATOM 3aJ]a4M JOJKHO OBITH MPOTPAMMHO PEaTU30BaHO B JATUHKE.
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KonTpoJiepsl neaocTHOCTH (pailsioB

KonTtposeps! 11e10cTHOCTH (DaiijioB OTCIEKUBAIOT U3MECHEHUS B
daitlax. ITO  OCYILIECTBISETCS  MOCPEJICTBOM  HMCIOJIb30BaHUS
KpUnTorpauyeckol KOHTPOJIbHONM CyMMbl WM HU(POBOW MOIINUCH
daitna. Koneunas nmudpoBas moanuch ¢aitia OyaeT u3MEHEeHa, €CIIH
MPOU30MUIET U3MEHEHUE XOTsl Obl Majol 4acTu MCXOAHOro (aiina (310
MOTYT ObITh aTpuOyThl (aiiya, TakKue Kak BpeMs M JaTa CO3/IaHUs).
AJITOPUTMBI, HWCHOJB3yEMBIE I BBIIOJIHEHHUS HTOTO MpOIEcca,
pa3pabaThIBaIUCh C IO MAaKCUMAJIBHOTO CHUXKEHHUS BO3MOKHOCTH
JU1s BHECEHUSI UBMEHEHUH B (Paiil ¢ COXpaHEHUEM NPEKHEN MOJIIMKCH.

[Ipy wu3HavanbHOM KOHMUTYpalMM JaTuyWKa KaXXIbId Qaii,
MoJIeXKaIuidi MOHUTOPUHTY, TOABEpraercs oOpabOTKEe alropuTMOM
JUISl CO3/IaHMsl HayalbHOM noAnucy. [loaydeHHOe YHuCIIo COXpaHSETCs B
oe3onacHoM Mmecte. [lepuoandecku st Kaxaoro ¢aiiyia 3Ta MOANKCH
MEPECUUTHIBACTCA W COMOCTABIACTCS C OpuruHaioM. Ecium moamnucu
COBMAJAIOT, O3TO O3Ha4yaeT, uro ¢ailm He Ol u3MeHeH. Eciwu
COOTBETCTBHUSA HET, 3HAUUT, B (haiisl ObIIM BHECEHBI H3MEHECHMUSI.

[Io meromam anamuza COB nemst wa nBe rpynmsl: COB,
KOTOpbI€ CpaBHUBAIOT HWHGOpPMAIMIO C TPEAyCTaHOBICHHOW 0a3oi
curHatyp arak, u COB, KOHTpOJMpYIOIIHE YaCTOTy COOBITUM WM
00HapYy’KEHUE CTATUCTUUYECKUX aHOMAJIUM.

AHanu3 curHaTyp ObUI MEPBBIM METOJOM, NMPUMEHEHHBIM IS
oOHapyxeHus BTOpkeHUH. OH OaszupyeTcss Ha MPOCTOM TMOHITHU
COBITIJICHUS TOCJIEIOBATEILHOCTU ¢ oOpaszioM. Bo BxomsiieM makere
npocMaTpuBaeTcsa OalT 3a OallTOM W CpaBHUBAETCS C CHUTHATYpOH
(MOAMMUCHI0) — XapaKTEPHOU CTPOKOM MpOrpaMMBbl, yKa3bIBaroOIIEeH Ha
XapakTepUCTUKY BpeaHoro Tpaduka. Takas Moamnuch MOKET COAEPKaTh
KIIIOUEBYIO (hpa3y WK KOMaH]y, KOTopas CBsA3aHa Cc HamajaeHuem. Eciou
COBNAJICHUE HaJIEHO, OOBSIBISETCA TPEBOTra.

Broponn Meron aHanmms3a COCTOMT B PACCMOTPEHUM CTPOTO
dbopMaTUPOBAHHBIX JaHHBIX TpaduKa CETH, U3BECTHBIX KaK MPOTOKOJIBI.
Kaxxaplil MakeT COmpoBOXKAAETCS PA3IMYHBIMU MPOTOKOJIAMHU. ABTOPBI
COB, 3Has 3T0, BHEIPWIU UHCTPYMEHTHI, KOTOPhIE Pa3BOPAUYUBAIOT U
OCMATPUBAIOT 3THU IPOTOKOJIBI COTJIACHO cTaHaaprtaM. Kaxublii
MPOTOKOJ UMEET HECKOJIBKO IOJEN C OKHIAEMBIMUA MM HOPMaJIbHBIMU
3HaYeHUsIMU. Eciii 4T0-HMOY b HapylIaeT 3TH CTaHAAPThI, TO BEPOSATHA
3nmoHamepeHHocTb. COB  mpocmarpuBaeT  KaxJI0€ IOJIE  BCEX
npoTokoyioB Bxoasmux mnaketoB: IP, TCP, u UDP. Eciu umerorcs
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HapyIICHUS] MPOTOKOJIAa, HAMPUMEP, €CIU OH COJEPKUT HEOKUTAHHOE
3HAYE€HHUE B OJTHOM U3 T0JIeH, OOBSIBISAETCS TPEBOra.

CucremMbl aHaM3a CUTHATyphl HMEIOT HECKOJIBKO BaXKHBIX
CUJIBHBIX CTOPOH. BO-TIepBBIX, OHM OYE€HBH OBICTPHI, TaK KaK TMOJHBIN
aHaJIU3 MaKeTa — OTHOCUTEIBHO Tskenas 3anada. [lpaBuna Jerko
Halyucarh, IOHATH W HACTPOUTh. KpoMe TOro, HMMEeTcs IIPOCTO
(daHTacTUUeCcKas MOJAEPKKa KOMIBIOTEPHOTO COOOIIECTBA B OBICTPOM
NPOU3BOJCTBE CHUTHATYp JUISl HOBBIX OMNACHOCTEH. OTH CHUCTEMBI
MIPEBOCXOMIAT BCE JPYrve MpH OTJIOBE XaKEPOB HA MEPBUYHOM ITarle:
MpOCThIE  aTaKM  WMEIOT  MPUBBIUKY  HUCIIONB30BaTh  HEKHUE
npeaBapuTebHbIE JIEUCTBUS, KOTOpBIE JIErKO pacino3HaTh. Hakowner,
aHaJIM3, OCHOBAHHBI HA CUTHATypE, TOYHO M OBICTPO COOOINAET, YTO B
CUCTEME BCE€ HOPMAIBHO (€CJIM 3TO JEWCTBUTEIBHO TAaK), MOCKOJBKY
JTOJDKHBI MPOU30NTH HEKHUE 0COOBIE COOBITHS JJIsl OOBSBICHUS TPEBOTH.

C npyrout croponsl, COB, ocHOBaHHas TOJILKO Ha aHaJIW3€E
CUTHATYp, UMEET OIpeeCHHbIE CJIa00CTU. SIBIISISICH TEpBOHAYATIHLHO
O4Y€Hb OBICTPOI, CO BpeMEHEM CKOPOCTb €€ padOoThl OYIET 3aMeISThCS,
MOCKOJBKY  BO3pacTaeT YHCJIO IPOBEPSIEMBIX  CHUTHATyp. OITO
CYyIIECTBEHHAas MpoOJieMa, MOCKOJIbKY YHUCIO TMPOBEPSEMBIX CHUTHATYP
MOXXET PacTH O4eHb ObICTpO. DaKTUYECKU, Ka)KJas HOBas aTaka WU
JeHCTBHE, TPUIyMaHHOE  aTaKyIIIMM,  YBEJIMYHUBACT  CIIMCOK
npoBepsieMblx curHatyp. He momoryt naxe »¢h(eKTUBHBIE METOJbI
paboThl C JaHHBIMM M TAKETaMH: OrPOMHOE KOJHUYECTBO CJErKa
HW3MEHEHHBIX aTaK MOT'YT IMPOCKOJIB3HYTh Yepe3 TAKYI0 CHCTEMY.

NMeetrcss u npyras CcTOpoHa MpoOJEMBbI: TaK KaK CHCTEMa
paboTaer, cpaBHMBas CHHCOK HUMEIOIIMXCS CUTHATYp C JaHHBIMHU
naketa, Takags COB MoOXeT BBISIBUTH TOJBKO YK€ HM3BECTHBIC aTaKH,
CUTHATYPbI KOTOPBIX UMEIOTCSI.

Ho HeoO0xoaumMo oTMETUTD, UTO corjiacHo cratuctuke 80 % atak
MPOMCXOIUT IO JaBHO HW3BECTHBIM cClieHapusM. Hamuuue B cucteme
OOHapyXEHUS CUTHATYyp H3BECTHBIX aTak Ma€T BBICOKUM MPOILICHT
0OHapY’KEHUST BTOP>KCHUM.

B cmywae aHanu3za MPOTOKOJIOB TOXKE HMEIOTCS  CBOU
JOCTOMHCTBA W HemocTaTku. IM3-3a mpeamporieccoB, TpeOyIOIUX
THIATEIBHON SKCIEPTU3bl TPOTOKOJIOB, aHAIN3 MTPOTOKOJIA MOXKET OBITh
JOBOJIBHO MeJIeHHBIM. Kpome Toro, mpaBuia MPOBEPKU JJISI CUCTEMBI
MPOTOKOJIa TPYJIHO HAmUcaTh U MOHATh. MOXXHO Jaxe cKas3aTh, 4TO B
ATOM  cllydya€  MPUXOAUTCA  yHoBaTh Ha  JOOPOCOBECTHOCTh
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OPOU3BOJUTENS MPOrPAMMBI, TaK KaK MPaBUJIA OTHOCHUTEJIBHO CJIOKHBI
Y TPYJHBI I CAMOCTOATEIbHON HACTPOUKH.

Ha mnepseii B3rsig, COB Ha oOCHOBE aHanu3a NIPOTOKOJIA
paboTaroT MEJJIEHHEE, YEM CHUCTEMbI HA OCHOBE CUTHATYphI, OHU 0oJiee
«OCHOBATEJIbHBI» B CMBICJIIE MacIITaOHOCTH W pe3yiabTaroB. Kpome
TOTO, 3TU CUCTEMBI UIIYT «T€HETUYECKUE HAPYILIECHUS» U YaCTO MOTYT
OTJIaBJINBATh CBEKAMIINE «IKCIUIOUTHI HyJeBoro nHs». COB MOXHO
pa3OUTh HaA CIIEIYIOIINE KaTErOPUU:

- CUCTEeMbl OOHapyKeHHMs aTrak Ha ceTeBoM YypoBHe (Network
IDS, NIDS) KOHTpOIUPYIOT IIaK€Thl B CETEBOM OKPYXCHHUH H
OOHApYXUBAIOT TMOMbBITKK 3JIOYMBIIUICHHUKAa TPOHUKHYTh BHYTPb
3alIMIIAEMON CHCTEMBbI (WM peaau30BaTh aTaky THUIIA «OTKa3 B
00CITY)KUBAaHHUWNY );

- CHUCTEMBI KOHTpOJs 1enocTHocTh (System integrity verifiers,
SIV) npoBepsitoT cucTeMHble (ailibl JIJIE TOTO, YTOOBI OMpPEIETUTH,
KOTJa 3JIOYMBIIIJIEHHUK BHEC B HUX U3MEHEHHS;

- MOHHTOPBI peructpanuoHHbix ¢aitioB (Log-file monitors,
LFM) KOHTPOJIMPYIOT PETHCTPALMOHHbIE (aiiabl, CO3/1aBacMble
CETEBBIMHU CEPBUCAMU U CITY>KOaMHU.

KoHTpoJbHbIE BONIPOCHI:

1. Ha3zoBute xapakrepuctuku COA.

2. HazoBute xapakrepuctuku COB.

3. [laiiTe onpeneneHUe U 0XapaKTEPU3YUTE MOHITUE «AHTUXAKUHD.
4. B yeM 3aKJIr04ar0TCs MpaBUJIa UCIOJIB30BAHUS COLICETEH,
3aTpyausatomue KP?

3agaHusa 1JIsl CAMOCTOATEJILHOM padoThI K rJiaBe 4:

Bapuantr Neo 1. Ilepeuucnure M KpaTko OXapakTepU3yHTe
TEXHOJOTUM TIOCTPOEHUS CHUCTEM OOHapy>KeHHsi arak (Kak MeToja
KOMITbIOTEPHOM pa3BElIKH).

Bapuant Ne 2. Vkaxure cuwibHble U cla0Oble CTOPOHBI METOIOB
OOHaApYyKEHUs aHOMAJIUM, MPUMEHSIEMBIX JJI1 BBISBJICHUS NPU3HAKOB
KOMITBIOTEPHOM Pa3BEIKH.

Bapuant Ne 3. [lepeuncinte u KpaTko 0XapakTepU3yHUTE METOMIbI
WHTEJJICKTYaJlbHOTO aHajiu3a JAHHBIX B CHUCTEMax OOHapyKEHUs
BTOPKCHUN.

101



5. HpOTHBOIleﬁCTBHe MPOrpaMMHBIM 3aKJ/IaJIKaM

[IpoTUBOAEHUCTBUE TIPOTPAMMHBIM 3aKJIaJIKaM CTPOUTCH, C OJTHON
CTOPOHBI, Ha TIOCTPOCHUU  AJICKBATHOW  yrpo3aM  IIOJUTHUKE
KOMIIBIOTEpPHOM O€30IaCHOCTH, a C JpPYyrod — Ha ONpPEAEJICHHBIX
METOJ]aX  CHUTHATYpPHOIO W JBPUCTHYECKOTO  CKAHUPOBAHHS,
MOHUTOPUHIA CETEBBIX MHGOPMAIIMOHHBIX TIOTOKOB, aJEKBATHBIX
AHTUBHUPYCHBIX  CPEACTBAX W, HAKOHEN, Ha H30JUPOBAHHOU
IPOrpaMMHOM CpeJIE.

B no6om cnydae peann3oBaTh 3TH METOAbl MOKHO TOJBKO MPH
BBITIOJTHEHUHM HEKOTOPBIX OPraHU3allMOHHBIX MEP 0€3011aCHOCTH.

5.1. IIpyHOMNBI TOCTPOEHMS MOJUTHKH 0€30MMACHOCTH,
o0ecreyuBaoIleil BLICOKYIO 3alMIIEHHOCTH OT MPOrPaMMHBIX
3aKJIaJI0K. MeTobl BbISBJICHHSI IPOTPAMMHBIX 3aKJIAI0K:
CUTHATYPHOE M 3BPUCTHYECKOEe CKAHNPOBaHWe. MOHUTOPUHT
HH(POPMALMOHHBIX OTOKOB, AHTUBUPYCHbIE CPEACTBA,

W30 IMPOBAHHAS MPOTPAMMHAs cpeaa

Bce wumerommecs ©Ha gaHHBIA  MOMEHT METOIBLI  3alllUTHI
KOMITBIOTEPHBIX CHUCTEM OT NPOTPAMMHBIX 3aKJIAJ0K, B YAaCTHOCTH
KOMITBFOTEPHBIX BUPYCOB, MOKHO Pa3JCIUTh HAa JBE TPYIIIIbI:

1) MeTompl TPUMEHEHHS INTATHBIX 3alUTHBIX  CPEJCTB
KOMITBIOTEPHOM CHUCTEMBI JJIsl TIOCTPOCHUSA W MOIACPHKAHUS MOJIUTUKHU
0€30IMacHOCTH, aJCKBAaTHOW B OTHOIICHHWH 3aIIUTHI OT MPOTPaMMHBIX
3aKJIaJI0K;

2) MeToAbl MPUMEHEHUS CIEIUATU3UPOBAHHBIX AHTUBUPYCHBIX
CpPEICTB, MNPEAHA3HAYCHHBIX JJI1 BBIABICHUSA, NPEAYNPECKICHUA H
MPECEUYECHUs pa3pylIaAOIIUX BO3ACHCTBUM Ha KOMITBIOTEPHYIO CUCTEMY
CO CTOPOHBI ITPOrPAMMHBIX 3aKJIaJI0K.

[TonuTrka 6€30MacHOCTH KOMITBIOTEPHOM CHCTEMBI B OTHOIIICHUH
3aIIUTBl OT IMPOTPAMMHBIX 3aKJIaJ0K O0a3upyeTcss Ha JBYX OCHOBHBIX
MpUHIMNAX:  MHUHUMM3AIMM  IPOrpaMMHOIO  oOecreyeHuss |
MUHHMH3AIAM  TIOJHOMOYMK  mojb3oBaresien. Paccmorpum  3TH
MPUHIIMIIBI TOIPOOHEE.

[IpyHIMT MUHUMHA3ALKMU POTPAMMHOT0 00€CIICUeHHUsI COCTOUT B
TOM, 4TO B ONEPALMOHHON CUCTEME HOJKHO MHCTAIUIMPOBATHCS TOJIBKO
TO TPOrpaMMHOE OOECIeUeHHE, KOTOPOE€ HEOOXOIWMO IMOJb30BaATEIISIM
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JIUIs. BBITMIOJIHEHUSI CBOUX CJYKEOHBIX 00s3aHHOCTEH. Heucromnb3yembie
KOMIIOHEHTBI ~ ONEpPAallMOHHOM  CHUCTEMBbI, B TOM  4YHCIE€ W
yCTaHABJIMBaEMbIC TI0 YMOJIYAHHUIO, JOJDKHBI yAIIThCA. UeM MeHbIIe
00beM MPOTPaMMHOTO OOECIICUCHHS, YCTAHOBIICHHOTO B 3alUIIIaeMOM
CUCTEME U dYeM MEHbIEe pa3HooOpa3We HSTOro IPOTrPaMMHOIO
oOecriedyeHnsl, TEM MEHBIIIE BEPOATHOCTh TOTO, YTO OuepeaHas HOBas
ySI3BUMOCTD 3aTPOHET JaHHYIO CUCTEMY.

B Windows XP mno ymoigyaHuIO WHCTAUIMPYETCS UEIbIM psif
IIPOTrpaMMHBIX KOMIIOHEHT, KOTOphIC B JalIbHEHIIIEM, KaK MpaBUIIO, HE
UCTIONB3YI0TCS. K HUM OTHOCSTCS, B YaCTHOCTH:

 Distributed Link Tracking Client — obecneunBaer
MoHTHUpoBaHre DFS-kaTanoros ygaieHHBIX KOMITBIOTEPOB Ha KaTaJOTH
JOKaJIbHBIX JUCKOB ¢ (aiimosoii cuctemoit DFS (pacmmpenne NTFES);

 Secondary Logon — mo03BOJIIET CTapTOBAaTh MPOLIECC OT
UMEHH JIPYTOTO MOJIb30BaTElsl, BBE/S COOTBETCTBYIOIINE UMS U T1apOJIb;
« Upload Manager — mnomuep>KuBaeT JIOMOJHUTEIIbHBIC

GyHKIMY Niepeiadyr JaHHBIX 10 CETH.

Kak pasBuTue mnOpuHIUNIA MHUHUMU3ALUM  [POTPAMMHOIO
o0ecrieueHnsT MOXKHO paccMaTpuBaTh PEKOMEHAAIMIO HCIOIb30BaTh
HECTaHJIApPTHOE MPOrpaMMHOE OOECIEeUEHHUE, YSI3BUMOCTH KOTOPOTO
U3YUYaroTCs XaKEePCKUM COOOIIECTBOM HE TaK MHTEHCUBHO. Hampuwmep,
BeO-kiMeHT Opera MeHee OMmaceH ¢ TOYKW 3pEHHUs YSA3BUMOCTEH KOa,
yeM Internet Explorer, a moutoBsiif kineHT The Bat menee omaceH, yem
Outlook u Outlook Express. JlanHbIi (hakT CBSI3aH OTHIOAb HE C HU3KUM
KauecTBOM IIporpaMMHOro koma Microsoft, a ¢ Tem, 4TO HHTEpec
NOTEHIMAJIBLHBIX HapyIIUTENel 0e30MacHOCTH HAIpaBl€H B IEPBYIO
ouepelb Ha MOUCK YA3BUMOCTEM B HauboJiee pacnpoCTPaHEHHBIX
OpOrpaMMHBIX  Npoaykrax. IlporpamMHbie  cpeacTBa  «BTOPOTO
3IIEJIOHA» aHATU3UPYIOTCS XaKepaMy 3HAYUTEIIbHO MEHEE HHTEHCUBHO.

[TpuHIMTT MHUHHUMMU3ALIN IOJJHOMOYUU I0JIb30BaTeIen
3aKJIOYAETCd B TOM, YTO KaXJIOMYy IOJb30BATEII0  JIOJKHBI
OPEAOCTABISTLCA TOJHOMOYMS, MHUHUMAJIbHO HEOOXOAUMBIE IS
BBITIOJTHEHUSI CITY>KEOHBIX 00s3aHHOCTEW. YUeM BbIllI€ TMOJHOMOYUS
MOJIb30BATENS, TEM BBIIIE BO3MOXHOCTHA BPEJOHOCHOTO MPOrPAMMHOIO
oOecrieyeHus, BBIMOJHAIONIETOCS OT €ro HMMeHu. [l ycmnemHoro
BHEJPECHUSI B 3allUIICHHYIO OINEPAIMOHHYIO CHUCTEMY MPOrpaMMHOU
3aKIaJIKd WM KOMIIBIOTEPHOTO BHUpyca B OOJIBIIMHCTBE CJIy4dacB
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HEO0XO0MMO, YTOOBI BHEIPAEMBI B CHUCTEMY BPEIOHOCHBIA KOJI
BBITIOJIHSAJICA OT UMEHU U € MOJIHOMOYUAMU aIMUHUCTPATOPA.

Orcroga cienyer, 4To 4eM MEHbIIE BPEMEHH aIMHHUCTPATOP
IIPOBOJUT B CHCTEME, TEM MEHBIIE BO3MOXKXHOCTEH JUIsl CBOErO
BHEJPEHUS UMEIOT POTPAMMHBIE 3aKJIAJIKA U KOMIIBIOTEPHBIE BUPYCHI.
B 3amuineHHOM cUCTEME KaXIbld IOJb30BaTENb-aIMUHUACTPATOP
NOJDKEH HWMETh JIB€ YYETHBIC 3alUCU: OJHY JUIsl PELICHHS
aMUHUCTPATUBHBIX 3a7a4 M BTOPYIO, C TOJHOMOYHUSIMH OOBIYHOTO
MOJIb30BaTENIA — JUIsl TOBCEAHEBHOW paOOThl, MpPU 3TOM IepBast
yY4E€THasl 3amluch JOJDKHA HCIOJIB30BAThCA Kak MOXKHO pexe. Ecim
YCTAHOBJIEHHOE B CHUCTEME€ aHTUBUPYCHOE MPOTrpaMMHOE OOecredeHue
HE TpeOyeT OT NOoJIb30BATENd aJMUHUCTPATUBHBIX MOJIHOMOYUNA B
OCTaJIbHOM YaCTH ONEPAMOHHOW CHUCTEMBI, JAHHOE NPOTPAMMHOE
obecrieueHre AOJDKHO OBITh CKOH(PUTYpHUPOBAaHO HMEHHO B TaKOM
pexnME.

Bcerna cnenyer uzberaTh BBIXOAWTH B MHTEpHET MoJ y4eTHOM
3allUChI0  aJIMUHHUCTpaTopa. JlocTynm K MHTEpHET-pECypcaM MOKET
MPEIOCTABISITECS AAMUHUCTPATOPAM TOJIBKO B CJIy4ae HEOTIO0XKHOM
HEOOXOJMMOCTH, KOTJa CTOAIIYIO Mepea aIMHHUCTPATOPOM 3aJauy
HEBO3MOHO PEIIUTh MHBIMU CpeACTBaMHU. BO Bcex ciydasix, KOrga 3To
BO3MO’KHO, aMUHUCTPATOP JIOJKEH padoTaTh ¢ MHTEPHET-pECypcamu
IOJT HU3KONPUBWIETHPOBAHHOW YYETHOW 3allUChIO, HE JAIOLIEH
OOJIBIINX TOJHOMOYHUIN BPEIOHOCHOMY MPOTPAMMHOMY KOAY, KOTOPBIi
MOXET MPOHHKHYTH B 3alIMIIAEMYI0 CHUCTEMY B pPaMKax JaHHOIO
ceaHca.

Ecim »53T0 He co3macT cepbe3HBIX IOMeX B pabote
aIMHAHUCTPATOPA, JKEJATEIbHO 3aIlPETUTh AJMUHUCTPATOPY AOCTYN K
¢aiimaM MOYTOBBIX U BEO-KJIMEHTOB BCTPOCHHBIMH B OIEPAIIMOHHYIO
CHUCTEMY CpPEICTBAMU pa3rpaHUYECHUs NOCTYIIA.

PazButnem MPUHIUIIA MHUHUMU3AN MTOJTHOMOYHI
MOJIb30BATENEH SBISIETCS KOHUENUHUS W30JUPOBAHHOW NIPOTPAMMHOMN
cpeabl. M3onupoBaHHash MporpamMmHas cpeaa MpeacTaBiIsieT coOoi
IOJIUTUKY Pa3rpaHUYCHUs JOCTYIIA, IPA KOTOPOW IpaBa MOJIb30BATENS
Ha JIOCTYyN K OOBEKTY 3aBHUCST OT TOT0, MOCPEACTBOM KaKOTO CyOBeKTa
MOJIb30BaTENb OTKPHIBAET OOBEKT. B oTiaM4Me OT AMCKPEHHOHHOMN
MOJIENIN JIOCTYIIA, B U30JIMPOBAHHOU MTPOIPAMMHON CpeENE BO3MOKHOCTD
JOCTyNa K OOBEKTY OMpPEAENIeTCsS HEe Il TPOMKU «IOJIb30BaTElb —
00BEKT — MPaBO», a IJIs1 UETBEPKHU «I0JIH30BATENb — OOBEKT — MPABO
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— cyObekT». Hampumep, B H30IMPOBAHHOW MPOTPAMMHON Cpejie
BO3MOKHA CHUTyallMsi, KOrja JOCTyll Ha 3amuch K Qaiinam c
pacuupenueM .EXE paspelieH TOJbKO KOMIOMIIATOPAM W 3alpelicH
apyruM mnporpammam. Kpome TOro, B M30JMPOBAHHOW MNPOTPAMMHOU
Cpele CHUCOK IIPOrpaMM, KOTOPBIE MOXKET 3alyCKaTh I10JIb30BaTEllb,
3a7a€TCs I KKJIOrO IMOJIb30BaTEeNs aIMUHUCTPATOPOM U HE MOMKET
OBITH PACIIMPEH CAMHUM TOJIb30BATEIIEM.

BHenpenne mporpaMMHOM 3aKJIaJKU B KOMIIBIOTEPHYHO CUCTEMY,
MOJJICPKUBAIOIIYIO TIPaBUia H30JMPOBAHHOM MPOTPAMMHON CPEBI,
OCYIIECTBJISICTCA 3HAYUTEIBHO CIIOXKHEE, YEM BHEJIPCHUE 3aKIIAJIKA B
CUCTEMY, MOAACPKUBAIOLIYI0 TOJBKO JUCKPELHMOHHOE pa3rpaHUYCHUE
noctyna. B omepanvoHHON cucTeMe, MOJJICPKUBAIOIICH OOBIYHOE
JVCKPEIIMOHHOE Pa3rpaHUYCHUE JOCTYIIA, 3aKIaJKa MOXKET BHEIPATHCA
B J0OOM TMpOLECC CHUCTEMBI, BBIMOJHAIOUIUNACA C JOCTaTOYHBIMU
MOJTHOMOYMSIMM, JIMOO 3aKjiaJKa MOXKET MOpPOJUTh HOBBIMA Mpoliecc,
paHee OTCYTCTBOBAaBIIMM B cucTtemMe. OIHAKO B HM30JMPOBAHHOM
IIPOrPaMMHOM CpeE 3aKIaJKa BbIHYKIECHA BHEAPATHCA B KOHKPETHBIN
MPOIIECC — TMPOIECC TOrO MPUIIOKEHUS, KOTOPOE HMEET HOCTYIl K
MHTEPECYIOIIMM  3aKJIAAKy JAaHHbIM. [lomnmep:kaHue  aJleKBaTHOU
MOJMTUKU OE30MaCHOCTH B M30JMPOBAHHOM MPOrpaMMHOM cpene
TpeOyeT OT aIMUHUCTPATOPOB 3aIUIAEMON CHUCTEMbl 3HAUYUTEIHHO
OONBIIUX YCWINM, Y€M B YCIOBHUAX H30MPATENBbHOTO pa3rpaHUYCHUs
nocryna. HakoHen, HM oOfHa W3 pacIpPOCTPAHEHHBIX COBPEMEHHBIX
MHOTOIOJIB30BaTEIIbCKUX OMNEPALMOHHBIX CHCTEM HE IOJJCPKUBACT
CUCTEMY MPaBWI H30JIUPOBAHHOW IIPOIrPAMMHOM CPEJIBI, 4 BHECEHUE
COOTBETCTBYIOIIMX HM3MEHCHUW B KOJ HMEKIIECUCI ONEpPalMOHHON
CHUCTEMBI BECbMa TPYAOEMKO.

[Ipu cobOmogeHUM B KOMIIBIOTEPHOM CHCTEME aJIeKBaTHOU
NOJIUTUKKA OE€30MacCHOCTH BHEJIPEHHWE B CUCTEMY IPOTPaMMHBIX
3aKJIAZIOK  HEBO3MOXKHO. C  J1pyrod  CTOpPOHBI,  JIOOUTBHCS
HEYKOCHUTEJIHOTO COOJIFOJCHUS aJICKBATHOW MOJIMTUKUA O€30MacHOCTH
B KOMIIBIOTEPHOM CHUCTEME Ha IMPOTKEHUM JUIMTEIBHOIO IIEpUOaa
BPEMEHU  NPAKTUYECKHM  HEBO3MOXKHO. Takum  oOpazom, i
NPEIOTBPALICHUSI aTaKd 3alIUMIICHHOM KOMIBIOTEPHOW CHCTEMBI
OpOrpaMMHBIMU  3aKJaJKaMd  HEOOXOJUMBI  JIONOJIHUTEIbHBIC
nporpaMMHbie (WM MpOrpaMMHO-aNNapaTHbIE) CpPEACTBA 3alllUThI.
Chopmynmpyem TpeOOBaHUS K TAKUM CPEJICTBAM 3aIlIUTHI.
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[Ipex e Bcero K mporpaMMHBIM CPEJICTBAM 3aIllUThI OT 3aKJIaJ0K
NPEIBSABIAIOTCS T€ e TPeOOBaHHS, YTO W K JIFOOBIM MPOTPaMMHBIM
MPOJYyKTaM, a UMEHHO:

- 3(Q¢deKTUBHOCTh — CHUCTEMA 3allUThl OT MPOTPAMMHBIX
3aKJIaJI0K JOKHA 3(P(EKTUBHO CIPABISITECS CO CBOMMM 3aJladaMu,
MOTPEOJISAS MPU STOM MUHMMYM anapaTHBIX PECYpPCOB KOMIIBIOTEPA;

- HAJEKHOCTh — CHCTEMa 3allUThl OT MPOTPAMMHBIX
3aKJIaJIOK HE JOJDKHA COAEp)KaTh IpyObIX OIIMOOK, KOTOPhIE MOTJH ObI
MIPUBECTH K HAPYIICHHIO 3aIHTHI;

- TPOCTOTa peaju3aiii — CHUCTEeMa 3alUThl OT MPOTPAMMHBIX
3aKJIaJIOK HE JOJKHA OBITh YCTPOCHA YPE3MEPHO CII0KHO;

- OpOCTOTa AIMUHUCTPUPOBAHUS — CHUCTEMA 3allUTHI OT
MpPOrpaMMHBIX 3aKJIaJIOK HE JOJDKHA OBITh YPE3MEPHO CJIOXKHA B
YIIPaBJICHUH.

[ToMUMO TIEpEUYUCIEHHBIX BbIIIE TpeOOBaHUI, K CHUCTEMaM
3allUThl OT MPOrPAaMMHBIX 3aKJIAJ0K MPEIbSABISAIOTCS TpeOOBaHuUs,
cnenupUYHbIe I JaHHOTO TUIIA MPOorpaMMHOro odecneuenusd. K atum
TpeOOBAHUSIM OTHOCSITCSI:

- COXpaHEHME DKCIUIYyaTallMOHHBIX KayeCTB CUCTEMBl —
CUCTEMa 3alUThl OT IPOIPAMMHBIX 3aKJIaJOK HE JOJDKHA 3aMETHO
YXYyALIaTh dKCIUTyaTallMOHHBIE KaYeCTBA 3aLUIIAEMON CUCTEMBI;

- NPOTHUBOJEUCTBUE AKTHUBHBIM BO3IECUCTBHUSIM IIPOTrPAMMHBIX

3aKJIa0K — CHUCTeMa  3alMThl JOJDKHA  OBITH  CIIOCOOHA
MIPOTHBOICHCTBOBATH aTakam 3aKJIaJ10K, HaIlpaBJICHHBIM
HETIOCPEICTBEHHO Ha HEE;

- DIICIIOHHMPOBAHHOCTh — CHCTEMa 3alllUThl  JOJDKHA

COXPAaHSTh CBOM KAU€CTBA MPHU BBIXOJIE U3 CTPOS JTHOOOT0 3JIEMEHTA.

B nacrosiee Bpems s 60pbObI C MPOrpaMMHBIMU 3aKJIaKaMH
B KOMITBIOTEPHBIX CUCTEMAX IPUMEHSIOT CIIEAYIOIIUE METOIBI:

- CKaHUPOBAHHUE CHUCTEMbI HA TPEIMET HAIUYUS H3BECTHBIX
MIPOrPAMMHBIX 3aKJIA/IOK;

- KOHTPOJIb IIEJIOCTHOCTH MTPOTPAMMHOT0 00ECIIeUEHHUS;

- KOHTPOJIb  IEJIOCTHOCTH  KOH(MUTypaluH  3allUIIaeMOu
CHUCTEMBI;

- AQHTUBUPYCHBIA MOHUTOPHUHT UH(POPMAITMOHHBIX TOTOKOB;

- CO3JIaHUE JIOBYIIEK U JAp.

Paccmotpum 3T METOIBI TOAPOOHEE.
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CkaHupoBaHue CHCTEeMbI Ha NPEAMET HAIUYMS W3BECTHBIX
IPOrpaMMHBIX 3aKJIa/I0K.

JlaHHBIM ~ METOJ  3aKJII0O4aeTcss B TOM, 4YTO CHCTEMA
OPOTUBOJCUCTBUSA MPOTPAMMHBIM 3aKjaJkaM BpeMs OT BpPEMEHU
OCYILECTBJISIET CKAHUPOBAHUE JIUCKOBBIX HAKOMUTEIEH KOMIIbIOTEpa Ha
npeAMeT Hanuuug ~ (ailyioB, colepkKalMX NPU3HAKA  HAJIUYHS
OpOrpaMMHBIX 3aKJIQJOK (B TOM 4YHCIE€ W BHpPYCOB). Yamie Bcero
CKaHMPOBAHUE MPUMEHSETCS JJIs 3allIUThl OT KOMITbIOTEPHBIX BUPYCOB.

[Ipy ckaHUpPOBaHMM CHUCTEMBI MOTYT MCIOJIB30BAaThCS 1B
METOJA: CUTHATYPHBIN U 3BPUCTUUYECKUM.

[Ipu curHaTypHOM CKaHUPOBAaHUMU OCYUIECTBISECTCS TIOUCK B
¢aiinax cur"atyp (wim macok, B TepmuHonorun E. Kacnepckoro) —
OCOOBIX YYacTKOB KOJAa W J@HHBIX, XapaKTEPHBIX /I HEKOTOPOTO
Bupyca. Hampumep, komnbroTepHBI BUpyC, 3apaxkatromuii .COM-
¢aiiner MS-DOS no cranmapTHON cxeMe, 3aMEHSIET NepBble TpU OailTa
3apakaemMoro (aitia Ha KoMmaHay O€3yCJIOBHOTO IMepexoja Ha TeJo
BUpYCa, a caMO TeJI0 BUpYyca 3amuchiBaeT KoHel (aina. Ecnu uzBectHa
JUIMHA Tejla BUpyca W 3HAYCHHS HEKOTOpPhIX OalWTOB Tena BHpyca
(HampuMep, TMOCIEAHUX), TO MPU3HAKaMH 3apakeHus ¢aiija JaHHBIM
BUPYCOM SIBJISIFOTCSL:

- HaJgu4Me B MEpBBIX OailTax mpoBepseMoro (aitna KomMaHAbl
nepexojia Ha ajapec AMHa_(aitia — njMHa Teja BUPYCa;

- HajguM4yue B KOHIE MpoBepseMoro (hailyia onpeaeneHHbIX
OaiT.

Takum oGpa3zoM, cUTHATYypa TAaKOTO BUpPYyCa BKIIOYAET B ce€O:

- JUIMHY TeJla BUpYCa;

- HEKOTOPBIN y4acTOK KOJia BUPYCa, JOCTATOYHO JUIMHHBIN J1J15
TOr0, YTOOBI UCKITIOUUTH JIOKHOE cpadaThIBaHUE AJITOPUTMA.

B Gonee o611eM cirydae curHatypa BUpyca COJACPIKHT:

- YYaCTOK KOJa WM JAHHBIX, CIEHU(UYHBIA 1 JAHHOTO
BUPYCA;

- uHbOpMALIMIO O TOM, TJAE€ B 3apaKCHHOM (Qaiiyie JOJDKEH
pa3MemaTbCcsl JaHHbBIN y4acTOK KOJA.

[Tonasnstoniee OOIBIIMHCTBO CYIIECTBYIOIIMX HA CETOMHSIIHUAN
JIEHb KOMITBIOTEPHBIX BUPYCOB UCIIOJIB3YIOT 00JIee-MEHEE CTaHAAPTHbIC
QITOPUTMBI, YTO IO3BOJIAET AHTUBUPYCHBIM CKaHEpam HCIOIb30BATh
I TIOCTPOEHUsA CcUTrHatyp Bcero okoio 100 npuHOMnuanmbHO
pa3iMyHbIX cXeM. ba3bl [aHHBIX, MpuUIaraéMble K aHTUBUPYCHBIM
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CkaHepaMm, (aKTHYECKH COJEepXKaT CIHMCOK CUTHATyp IS BCEX
U3BECTHBIX CKaHEpPy BHUPYCOB, I@pu TpoBepke (aitna ckaHep
MOCJIeIOBATENIFHO UINET B (pailiie Bce CUTHATYpPHI, MPUCYTCTBYIOIIUE B
0a3e naHHBIX. BBISBIGHHE BUPYCOB, HCIOJB3YIONIUX HECTaHIAPTHBIC
CrocoObl  3apaxkeHuss (B  YAaCTHOCTH, MOJUMOP(HBIX BHUPYCOB)
MIPOM3BOJIUTCS C WCIIOIb30BAaHUEM CIEIUAIBHBIX CHUTHATYP, MMEIOIINX
0ocoObIii (opmaT, YHUKAIbHBIA [JI1 JAHHOTO BHpPYCa, YacTo OTHU
CUTHATYpbl BKJIIOYAIOTCS B 0a3y JaHHBIX B BHJE (parMeHTOB KOJa,
BBITIOJTHSIFOIIIMX TTOMCK JJAHHOT'O BUpYCa.

Ecnu mporpamMHasi 3akiajka HE HMCIOJIB3YyeT MPU BHEAPCHUH
aCCOIMMPOBAHUE C MPOTPAMMHBIMU MOJYJIIMH aTaKOBAaHHOU CHUCTEMBI,
ATO HE O3HAayaeT, YTO OHAa HE MOJXKET OBITh BBISBJICHA CUTHATYPHBIM
ckaHupoBaHueM. CUTHaTYpHOE CKaHUPOBAHWE IMO3BOJISIET BBISBISATH U
TaKUe 3aKJIaJIKi, MpPUYEM CHUTHaTypa B 3TOM cliydae TpHUBHUAJbHA.
N3BectHbie mporpammubie 3akiangku (Back Orifice, NetBus u 1. 1.)
BBISIBJIIFOTCS MPAKTUYECKU BCEMU aHTUBUPYCHBIMU CKaHEPaAMHU.

OCHOBHBIM HEJAOCTATKOM CUTHATYPHOT'O CKAaHUPOBAHUS SIBISICTCSA
TO, YTO OH HE TI03BOJISET 3AIIUTUTLCS OT paHee HEU3BECTHBIX BUPYCOB U
3aKJIaJ0K, CIEeIUAIbHO pa3paO0OTaHHBIX IS aTaKyd JAaHHOW KOHKPETHOM
cucteMbl. J[ocTaTOYHO MCIpaBUTHh BCErO JUIIbL OJWH OAlT B CTPOKE,
WCIIOIb3YEeMON aHTHUBHPYCHBIM CKaHEpPOM B KauyeCTBE CHTHATYPBI, U
MOAU(MUIIMPOBAHHBIM BHUpyC (WM 3akiajaka) Oosblie He Oyaer
OOHapyXUBAThCS JAaHHBIM CKaHEpOM. IMEHHO MO3TOMY MPOU3BOIUTEIH
AHTUBHPYCHBIX CKaHEPOB TaK HACTOMYMBO TBEPIAT O HEOOXOIUMOCTH
PETYJISIPHOTO OOHOBJICHUS IPUITYUAIOIINXCS K CKaHEepy 0a3 TaHHBIX.

Mertoa CUTHATypHOTO CKaHUPOBAHUS MPUTOJEH TOJBKO IS
3aIUTHl OT HaMMEHEee KBATM(PUITMPOBAHHBIX aTakK, B X0JI¢ KOTOPHIX HE
MIPOM3BOAUTCS pa3paboTKa COOCTBEHHOI'O IIPOTPAMMHOI0 00eCTIeUeHHsI,
a HCHOJIb3YIOTCS TOTOBBIE MPOTPAMMHBIE 3aKJIaJKH, KOTOPHIE JIETKO
MOXHO HaWtu B HMHrepHere. K H0CTOMHCTBAM CHTHATypHOTO
CKaHUPOBaHUS  OTHOCATCS  ero  3hPexkTuBHOCTH (C  y4eToM
NPUBEJCHHOTO OTPaHUYEHUS), POCTOTA PeATU3ALUUA U UCTIOIb30BAHUSI.
DKCIUTyaTallMOHHBIE Ka4eCTBa 3alTUIIIaeMON CUCTEMBI IPY MPUMEHEHUHU
JAHHOTO METOJIa MPAKTHUYECKU HE cTpanaroT. C Apyroi CTOPOHBI, TOT
METOJi HE IO3BOJIAET OPraHU30BaTh HAJEKHYIO SIICJIOHUPOBAHHYIO
3aIUTy, CIIOCOOHYI0 MPOTHBOJICMCTBOBATh AKTHBHBIM BO3JICMCTBHUSAM
MpOrpaMMHBIX 3aKkianokK. [ToaTomy 3¢ (heKTHBHOCTH JAHHOTO METOJIa HE
CJIeyeT MPEyBEINYUBATD.
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[Ipy »BpUCTUYECKOM CKAaHUPOBAHUM B MNPOTpaMMHBIX (aiinax
OPOU3BOJUTCA TIOMCK CHUTHATYp, TUIHYHBIX HE MJI1 KOHKPETHBIX
00pa3IioB KOMIBIOTEPHBIX BUPYCOB H(WJIN) MPOrPAMMHBIX 3aKJIA/IOK, a
JUISl BpEIOHOCHOTO TIPOTrpaMMHOro obecrnedeHust Booodie. CyniecTByeT
HEbIA Pl TPUEMOB MPOTPAMMMPOBAHUS, KOTOpPHIE MPAKTUYECKU HE
UCIIOJIB3YIOTCS TIPU CO3JaHUM OOBIYHOT'O MPOTPAMMHOI0 0OeCTIeUeHUsI,
HO aKTHBHO MPUMEHSIIOTCS MIPU Pa3pabOTKE KOMIbIOTEPHBIX BUPYCOB U
OpOrpaMMHBIX 3aKJafoKk. B Xole 3BpUCTUYECKOrO0 CKaHUPOBAHUS
AHTUBUPYCHBIM CKaHEp WIIET B TMpoBepsieMoM (aiiae  ciess
MPUMEHEHUS IPOTPAMMUCTOM (MJIM BUPYCOIMKUCATENIEM ) 3TUX TPHUEMOB.

K  OCHOBHBIM  TpU3HAKaM  HaJIW4Msl  BHYTPU  OOBEKTA
KOMIIBIOTEPHOTO BHUpPYyCa WM MPOrPAMMHOM 3aKJIaJIKW OTHOCSTCS, B
YaCTHOCTH JJIA HictiomHsieMoro (aitma Windows:

- HaJIM4YME JOTOJHUTEIHHON CeKIIUM Koja B KoHIlE (aiina;

- ycraHoBieHHbIH artpuOyt Executable y cekuum, He
SIBJISIIOIIICHCST CEKIIMEeN KO/a;

- TOYKa BXOJa YKa3blBa€T BHYTPh CEKIMH, HE SIBIAIONICHCS
CEKI[MEeH KOJa;

- TOYKa BXOJIa YKa3bIBa€T HA KOMaHIy NEPEX0/a, BEAYIIYIO 3a
IpeaeIibl CEKIINU KOJa;

- s pokymeHta Microsoft Office — Hanuume B cnmcke
MaKpoKoMaH OOJIBIIIOr0 MakKpoca, aBTOMaTHYECKH BBI3BIBAEMOI'O TPHU
OTKPBITUM, COXPAaHEHWW WJIM pacreyaThblBAaHUM JIOKYMEHTa U HE
CBSI3aHHOI'O HU C OJJHOM KJIABUIIICH;

- IIs1 TMChMa DJIEKTPOHHOM 1MouThl B opmate HTML:

- HaJu4ue B TeJe MUchbMa OOJIBIIOT0 CKPHUIITA;

- HalmuMe cpeau  (palnoB, TpUIaraéMbIX K  IHUCHbMY,
ucrnonHsemoro Qaina wiam gokymenta Microsoft Office, umeromero
OPU3HAKK HAJUYUsl KOMIIBIOTEPHOTO BHpyCa WIM MNPOrpaMMHOMN
3aKJIaJIKU;

- Hajgumuue cpeau GalaoB, TMpuUIAraeMbIX K  IHCHMY,
UCIIOJHsIeMOTO (hailia, 3aMacKUPOBAHHOTO MO (hailyl JaHHBIX (JIBOMHOE
paclIupeHue, OYeHb JUIMHHOE UMS U T.I1.);

- HaJuYue B TeJie MUChMa BHEIIHEW CCHUIKH, YKa3bIBAIOIIEH HA
CKpPHUIIT, pa3MEUIEHHbI HAa HEKOTOPOM HHTEPHET-CEpBEpEe, C
UCIIOJIb30BaHUEM HE0E30MaCHOTO KOMMYHHUKAIIMOHHOTO MTPOTOKOA;

- Uit I'060ro OMHAPHOTO MpOorpaMMHOTro (aitna:
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- HaJu4ue B 00JaCTH JAHHBIX TEKCTOBBIX CTPOK BuAa “* EXE”
U T.IL.;

-  Haauuhe B o0JlacTH Koja mociienoBareiibHocTH OaiiTt E8 00
00 00 00. DTtumm OaiiTaMu KOAMPYETCS MalllMHHAsg Komanja call
<cienyromas_KOMaHJla>, UCMHOJIb3yeMasi BUPyCaMU M MPOrPaMMHBIMHU
3aKJIaJIkaMU, HUCIOJB3YIOIIUMHU acCOIMUPOBAHUE, UTOOBI OINpPENEIUTh
0a30BbI aapec 3arpy3kud JaHHOW KONMWU B OMNEPATUBHYIO MaMSTh
(4TOOBI «OCMOTPETHCS HA HOBOM MECTE);

- JMHAMUYECKOE  H3MEHEHHE  BBIMOJHSIONIIErocs  Kojaa
(mosiuMop@HbIE TPEOOpa30BaAHUA).

[lepeunciieHHblE TPU3HAKH OYEHb YAaCTO BCTPEYAKOTCA B
00BbEKTaX, C KOTOPHIMU MPOU3BEICHO aCCOIMUPOBAHUE KOMITBIOTEPHOTO
BUpyCa WIM MPOrPaMMHOW  3aKJIaJKH, HO JOBOJBHO  PEIKO
HAOMIOJAIOTCS MpPU  OTCYTCTBMM B CHUCTEME  BPEJOHOCHOTO
nporpaMMHoOro obtecrnedeHus. [Ipu OCyIIECTBICHUH 3BPUCTHYECKOTO
CKaHUPOBAHUSI aHTUBUPYCHBIN CKAHEP MILET B KaXKJIOM MPOrPAMMHOM
¢aiine no00HbIe MPU3HAKU U, B 3aBUCUMOCTH OT PE3yJIbTaTOB MOUCKA,
JIe7aeT BBIBOJI O HAJMYUM WM OTCYTCTBUU B HCCIETYEMOM OOBEKTE
KOMIIBIOTEPHOI'0 BUPYCa UJIU MIPOTPAMMHON 3aKJIA/IKH.

OCHOBHBIM  JTOCTOMHCTBOM  3BPHUCTUYECKOTO CKaHUPOBAHUS
SBJISIETCSI TO, YTO OHO MO3BOJISIET BBIABISATH KOMIBIOTEPHBIE BUPYCHI U
MPOTPAMMHBIE 3aKJIAJIKH, HEU3BECTHBIC HA MOMEHT CO3/IaHUSl CKAaHEpa.
C apyroit CTOpOHBI, PU IBPUCTUYECKOM CKAHUPOBAHUHU YACTO OBIBAIOT
OIIMOKU Kak MEepPBOro, TaKk U BTOPOTO pojia. MHOTOYUCIIEHHbBIE JTOKHBIC
TPEBOTM  3aMETHO  MOJPHIBAIOT  JIOBEPUE  MOJIb30BATENEH K
ABPUCTUYECKOMY CKaHHUPOBAHUIO.

CymecTByeT I1ENblii  psii NOPUEMOB  MPOrpaMMHUPOBAHUS,
MO3BOJIAIONINX «OOMaHBIBaTh» IBPUCTHUYECKHE CKAHEPHI, 3aCTaBIISIST UX
«HE 3aMedaTh» KOJ MpPOorpaMMHON 3akiaaku. [lepedncinm TOIBKO
HEKOTOPBIC U3 HUX.

1. XpaHUTh CTPOKH-KOHCTAaHTHI B TMpeoOpa30OBaHHOM BHJE,
Harpumep, BMecto ctpoku EXE”, xpanuth ctpoky “ (/FYF”, a mepen
UCIOJIb30BAHUEM  BBIYECTh  €JUHUILYy W3  KaXJO0ro CHMBOJIA
npeoOpazyeMoii CTPOKH.

2. BwmecTo nepekirodeHrs TOUKH BX0Jia 3apakaeMoro ¢aiiia Ha
TOYKY BXOJIa BUPYCa 3aMEHATh OJHY W3 MEPBBIX MAIIMHHBIX KOMaH]
3apakaeMoro (aiija Ha KOMaHIy IIepexo/ia Ha TOUYKY BXOJia BUpYyca.
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3. BMecto  koMaHasl  O€3yCIOBHOrO  mepexoaa  jmp
<azpec Iepexona> UCIO0JIb30BaTh €€ CHHOHUMBI, HAIIpUMED:

- push <agpec nepexona> ret

W

- XOr eax,eax

je <aapec mepexoaa>

4. Hcnonb30BaTh JUHAMUYECKH TE€HEPUPYEMBIE  aapeca
NEPEXO0/I0B, 3aTPYAHSAIOIINE AHAIN3 MAIIIMHHOTO KOJA CKaHEPOM.

5. Hcnonws3oBaTh  HECTaHAAPTHBIE  CHOCOOBI  Mepenaydu
yIpaBiieHUs] U3 (YyHKIMKW B (PYHKIMIO, HampuMmep, yepe3 uHTepdeiic
nporpaMMHbIX TipepsiBaHuid B MS-DOS wim depe3 uHTepdeiic
OKOHHBIX coo01ennit B Windows.

K cuacteio, mopaBistoniee OOJBIIMHCTBO  COBPEMEHHBIX
KOMITBIOTEPHBIX BUPYCOB M MPOrPAMMHBIX 3aKJIaJ0K JIMOO BOOOIIE HE
MPUMEHSIET TIEPEUUCICHHBIE METOAbI, JUOO NPUMEHSET UX KpalHe
NPUMUTHUBHO. biaromaps »ToMy BEpOSTHOCTH OIIMOKH TEPBOTO poja
(mpomycK 1eNH) AJIE COBPEMEHHBIX ABPUCTUUYECKUX CKAHEPOB BeChbMa
Mara.

AHTHBUPYCHOE€ CKaHMPOBAHHE MOXKET OCYIIECTBISATHCA JIUOO
OyTEM TOTAJbHOTO CKAHUPOBAHHS JIMCKOB KOMIIBIOTEpA Yepes
ONpE/IeICHHbIE TPOMEXKYTKH BpPEMEHHU, MO0 «HA JIETy» — TMepen
3aIlyCKOM Ka)KJIOTO MCIOJIHSIEMOTO (paitia mpoBepsieTcsi OTCYTCTBUE B
HEM BHUPYCOB M 3aKkjafgoK. Kaxkapli M3 3THX CIOCOOOB HMMEET CBOM
HEJIOCTaTKH.

OCHOBHBIM HEJOCTAaTKOM IIEPBOT0 CIIOCO0A SABISETCA TO, YTO
MOJITHOE CKAaHWPOBAHUE COBPEMEHHOIO KECTKOTO JIUCKA MOXKET
3aHAMAaTh JECATKHM MHUHYT WIM Jaxe dacel. [loaTtomy TOTanmpHOE
CKAHUPOBAHHE HE MOJKET BBINOJHATHCS CIUIIKOM YacTOo — 3TO
BBI3BIBACT CIHMIIKOM OoJibllie moTepu BpeMenu. [lpu mpaktrueckom
NPUMEHEHUHA JAHHOTO METOJAa CKaHUPOBAHUSA JUCKOB  PEJIKO
MPOM3BOIATCA dHaimle, yeM | — 2 pa3a B MecCsl, YTO ITO3BOJISET
MIPOrpaMMHOM  3aKJaJKe, TPOHUKIIEM B CHUCTEMY, OCYIIECTBIATH
HECAaHKIIMOHUPOBAHHBIN JIOCTYII B TCUEHUE BCETO 3TOI0 BPEMEHH.

C npyroii cTOpoHbI, CKaHUpOBaHUE (aNUIOB «HA JIETY» MPUBOJIUT
K OILIyTUMOMY 3aMEUICHUI0 palbOThl OMEPAIMOHHOM CHUCTEMBI.
OCOOEHHO BEJIMKO 3TO 3aMEIJICHUE TIpU 3arpy3ke  OOJIbIIHNX
IPOrPAMMHBIX MOJYJIEA B TEX OINEPALMOHHBIX CHUCTEMAaX, B KOTOPBIX
3arpy3ka UCIOJIHSEMbIX (PalaoB MPOUCXOAUT MYTEM OTOOpaKEHHUS Ha
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BUPTYyIbHYI0 TIaMATh (K JTOMY KJIAcCy OIEPAIMOHHBIX CHUCTEM
otHocutcs 1 Windows). Eciu niepes 3arpy3koi mporpaMMHOTO MOJTYJIS
OCYIIIECTBIICTCSl €r0 CKAHUPOBAHUE, BECh UCIIOIHAEMBIN (hailyl JOJKEH
OBITh 3arpy’k€H B ONEPATHUBHYIO MaMsATh, YTO CBOJUT Ha HET BCE
OpeuMyIlIecTBa  MEXaHu3Ma  3arpy3Kd  HUCIHOJHSeMbIX  (paitioB
MOCPEJCTBOM OTOOPKECHHS Ha BHUPTYAJIbHYIO IaMsITh, M MOXET
NPUBOIUTL K CHIDKEHHUIO TPOU3BOAUTEIHHOCTH  OINEpallMOHHON
CHUCTEMBI B HECKOJIBKO Pa3.

[TogpiTOXKMBasi, MOXXHO  yTBEpXKIaTh, UYTO AaHTUBHUPYCHOE
CKaHUpPOBAaHWE  SBIAETCS  BeCbMa  JICCTBEHHBIM METOJ0M
NPOTUBOJCUCTBUS  BPEAOHOCHBIM  BO3JEHCTBHUSIM  KOMIIBIOTEPHBIX
BUPYCOB M TPOTrPaMMHBIX 3akjajok. OJHAKO MpH TUIAHUPOBAHUH
MOJIMTUKA AHTUBUPYCHOTO CKAHHUPOBAHHUS CIEAYeT YYUTHIBATh, Kak
NepeUYrClIeHHbIE BBINIE (haKTOPhI, OrpaHuuyuBaromue 3¢G(PEKTUBHOCTD
JAHHOTO METOJIa, TaK W HEM30eKHOE YXYIIICHUE SKCILUTyaTallHOHHBIX
KaueCTB 3alllMIaeMON CUCTEMbI ITPU TPUMEHEHUH TAaHHOTO METO/IA.

AHTHUBUPYCHOE CKaHUPOBaHUE 0053aTEIBHO JOJI>KHO
MIPUMEHSTBECS KO BCEM BHPYCOONACHBIM OOBEKTaM, UMIIOPTUPYEMBIX B
3aIMIIAeMYI0 CUCTEMY M3 HEIOBEPSAEMBIX MCTOUYHHMKOB. UTO KacaeTcs
POBEPKU OOBEKTOB, YKE MMEIOIIUXCA B CUCTEME, TO B OOJBIINHCTBE
Clly4aeB Takas MpOBEpKa IeecooOpa3Ha TOJIbKO Ha cepBepax paboueit
CETH, UMEIOIINX KPUTHYECKH BaXKHOE 3HAYEHUE JUIsi OOeCleueHHUs
uHpopmalmoHHoW Oe3omacHOCTH Bced cetu. «llapaHonueckoey
MPUMEHCHHE JIaHHOTO METOJIa Ha BCEX KOMITbIOTEpax 3aluiacMoi
CETH, BKJII0Yas OObIYHBIC pabovHe CTAaHIIUU, OOBIYHO MaTOd()PEKTUBHO,
NOCKOJBKY B JTOM Ciydyae HEJOCTaTKM METOJa, KaK MpaBuIIo,
MEPEBEIINBAIOT €r0 JOCTOMHCTBA.

5.2. KOHTPOJIb LEJIOCTHOCTH NPOrPAMMHOI0 00eCIeYeHusl.
KoHTpPOJIb HEJIOCTHOCTH KOH(PUTYPALUH 3AIMIIIAEMO CHCTEMbI

JIaHHBI METOJ 3aKJIIOYaeTCss B TOM, 4YTO [UIS KaXI0ro
MPOrPAMMHOI0 MOJIYJsl, IPUCYTCTBYIOIIErO0 B 3aIUIIAEMON CUCTEME,
3apaHee MOJICUUTHIBAIOTCSA JUIMHA W KOHTPOJIbHAasg CyMMa. OTa
uHpopmanusi XpaHutca B (daitne, 3ammppOBaHHOM HMHUTOCTONKUM
mudpoM U ToANMCcCaHHOM HUGPOBON MOANUCHI0. Bpems oT BpemeHu
OCYILIECTBIIIETCS IPOBEPKA MPOrPaMMHBIX MOIYJEH 3alIUIIAaeMOM
CUCTEMbl HA COOTBETCTBHE JJIMH W KOHTPOJIbHBIX CYMM 3TaJIOHAM,
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XpaHAmmMMcs B 9ToM (¢aiine. Ecim B cucteMy BHeApeHa MporpaMMHast
3aKjajKa, Hapylarolias UEJIOCTHOCTh MPOrpaMMHOr0 oOecredeHus,
Opy OYepeaHON MpoBepke OyAeT OOHapyKEHO HECOBMAJCHHUE JIMHBI
WM KOHTPOJIBHOM CYMMBI TIPOTPAaMMHOTO MOAYJS, IETOCTHOCTh
KOTOPOTro HapylIeHa 3aKJIaJKON U XpaHIIIErocs B CUCTEME 3TaJOHa.

[IpoBepka MEIOCTHOCTH MPOTPAMMHOTO OOCCIEYEHUS MOXKET
MPOU3BOJIUTHCS JUOO TMyTEM TOTAIBHOTO CKAaHWPOBAHUS JHCKOB
KOMIIBIOTEPA, JIMOO MOXET OBITh MOCTPOCHA TaK, YTO IIEJIOCTHOCTH
Ka)KJIOTO MPOrPAaMMHOTO MOJIYJIS IPOBEPSACTCS HEMOCPEACTBEHHO Tepe]]
ero 3arpy3koi. Kaxxaplil u3 3Tux criocoOOB UMEET CBOM HEJIOCTATKH.

B nepBoM ciyuae, eCiu KECTKUUA JTUCK KOMIBIOTEPA JOCTATOYHO
BEJIMK, €r0 TOTAIHHOE CKAaHMPOBAHHE MOXKET 3aHHMATh HEMPHUEMIIEMO
J0JITO€ BpeMsA. YUWTHIBas, YTO YCTAaHOBKAa HOBOI'O MPOrPaMMHOTO
obecrieueHus] U MEPEKOHPUTYPUPOBAHUE (B TOM YHCIIE U OOHOBJICHHE
BEPCHH) CTapoOro OOBIYHO IMPOUCXOJUT JOCTATOYHO 4YaCTO, ITOJTHOE
CKaHMPOBAHUE KOMIIbIOTEpA JOJKHO TMPOU3BOAUTHECA HE pPEXKE, UYeM
KaXJIbI€ HECKOJIBKO JHEW. B TpoTMBHOM ciyyae HapyuIeHUA
IIEJIOCTHOCTH, BBI3BAaHHBIE BHEJIPCHUEM B CHCTEMY MPOrPaMMHOMN
3aKiaJKd, OyJeT TPYyAHO OTJIMYUTH OT HAPYIICHUH IIEJIOCTHOCTH,
BBI3BAHHBIX JIETAJIbLHBIM OOHOBJICHHMEM YCTAaHOBJIEHHBIX MPUIIOKEHUH.
Ucxons w3 »9TOro, JaHHBIM CHOCOO  OpraHu3aluu  KOHTPOJIS
[EJIOCTHOCTH  MPOTPAMMHOTO  OOECIEUeHMs] YacTO  OKa3bIBACTCS
Manod(PEeKTUBHBIM — JIMOO KOHTPOJH IIEJIOCTHOCTH OTHUMAET
CIIMIIKOM  MHOTO  PECypcoB  3alllMIaeMONW  CHCTEMBI,  JIHOO
aIMUHUCTPATOPY TPYIHO pa3oOpaTbcsi B TOM, KaKUe HapylICHUS
HEJIOCTHOCTH SIBJSIFOTCS] HECAHKIIMOHUPOBAHHBIMU.

Bo BTOpOM cilyyae 3arpy3ka Ka)jaoro MpOrpaMMHOIO MOTYJIS
CYILIECTBEHHO 3aMEJJISIETCA, YTO OOYCIOBIECHO TeM (aKTOM, YTO IS
OCYIIECTBJICHUS] KOHTPOJS IIEJIOCTHOCTH BECh MPOBEpPsiEMbI (aiin
JOJDKEH OBITh CUMTAH B OMEPATHBHYIO MaMATh, B TO BpPeMs Kak IpHU
OOBIYHOM 3arpy3ke ¢ JUCKa CUMTHIBAIOTCS TOJBKO T€ (DparMeHThI
daiina, KOTopble cojepKaT KOJ W JaHHbIE, UCIOIb3yEMbIC B JaHHBIM
MOMEHT. B pe3ynbrate KOHTPOJIS IEIOCTHOCTH KOJia MPOTPAMMHOTO
oOecrieueHUsT «Ha JIeTy» paboTa ONEpallMOHHOW CHCTEMbl MOXKET
3aMEUISITBCA B JIECATKH pa3. DTO 3aMeIJIeHHE OCOOEHHO 3aMETHO B
Windows-1mo/IoOHBIX ONEpallMOHHBIX CHUCTEMax, TIJiI€ 3HauyuTeIbHAs
4acTh CHCTEMHOTO KOJa BBbIJICJiCHA B JUHAMHYECKHE OHOIMOTEKH,
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3arpy’kaeMbl€ B QJPECHBIC IIPOCTPAHCTBA BCEX MPOILECCOB, KakK
NPUKIIAIHBIX, TAK U CUCTEMHBIX.

B mgwobom cioydyae opraHuzainus B CUCTEME  KOHTPOJIS
LIEJIOCTHOCTH MIPOrPaMMHOTO obecrnieueHust TpeOyeT 0T
aIMAHUCTPATOPOB OINEPAIMOHHONM CUCTEMBI MOBBIIIECHHOTO BHUMAaHUS
MpU UHCTAUIAIUMKA W OOHOBJIECHHWU YCTAHOBJICHHBIX B CHCTEME
npuioxeHuit. O0s3aTeIbHO HY)KHO MMETh B BHJY, UTO MPOrpamMMHAs
3aKJIaJKa MOXKET ObITh BHEJPEHA B CUCTEMY B MOMEHT YCTAHOBKHU WJIU
OOHOBJIEHUSI ~ MPOrPaMMHOTO  OOECHeuYeHUs, KOrja  KOHTPOJIb
IIEJIOCTHOCTU O€CHoie3eH — €Clad JJid HCHodaHseMoro daiina
KOHTPOJIbHAsI CyMMa €Il€ HE IOJICYATAHA, HAPYLICHHE LEIOCTHOCTH
ATOTO (paiia He MOKET ObITh BBISIBJICHO.

Crenyer Takke HMEThb B BHUIY, YTO IPOTpaAMMHAas 3aKJaJIKa,
BHEJPEHHAsA B 3allAIIAEMYyI0 CHCTEMY, MOXET BMEIIMBATHCA B
(YHKIIMOHUPOBAHUE CUCTEMbBI KOHTPOJISI 1IEJIOCTHOCTH U HAaBA3bIBATH €
JOXHYIO uH(opManuioo. Moryt OBITb HCIOJIB30BAHBI  CIIEIYIOIINE
METO/Ibl HaBsI3bIBAHUS JIO’KHON MH(POpMALIUU:

- HECaHKIMOHUpOBaHHas Mojudukaiusa daitna, coaepixaiiero
ATAJIOHBI JUTMH U KOHTPOJBbHBIX CYMM UCIIOJHSEMBIX (paiijIoB;

- COXpaHEHHE STATOHHOW KOMWU W3MEHEHHOI'O0 HCHOJIHSIEMOIO
(haiisia ¥ «MOJICOBBIBAHUE) €€ CUCTEME KOHTPOJIS I[ETOCTHOCTH.

KoHTpoib 1EJOCTHOCTHM KOHPUIYpPAUUM  3alIUINaeMoOi
CHCTEMBbI

JIaHHBI METOJI 3aKJIFOYACTCS B TOM, YTO JJII BCEX JJIEMEHTOB
KOHQUTYpallui 3allUIIaeMOM CHUCTEMBbI, KOTOpbIE MOTYT OBITh
U3MEHEHBbl TPHU BHEIPEHHH B CHUCTEMY MNPOTPAaMMHOM 3aKJIaIKH,
CO3JIAI0TCS ATAIOHHBIE KOTIUH.

B pmanpHeWmeM peryisipHO NOPOU3BOAUTCS CPAaBHEHUE OTHX
AJIEMEHTOB KOHQUTYpallMM C WX JTaJOHHBIMM Komusmu. B ciyuae
HECOBMNAJICHUSI TMPOBOJUTCS JETAIbBHOE H3YyUYEeHHUE 3a(DUKCUPOBAHHBIX
W3MEHEHUN HA MPEIMET TOro, MPOU30LUIO JU JTaHHOE HW3MEHCHHUE B
pe3yJIbTaTe JerajabHbIX AEHCTBUN aJIMUHUCTPATOPOB WM B PE3YJIbTATE
BHEJPEHHUS B CUCTEMY ITPOrPAMMHOM 3aKJIaKH.

[Ipu opranuzanuu TPOBEPKH IEJIOCTHOCTH KOH(PUTYpaLUH
3allMIAaeMOM CUCTEMBl OCHOBHAasi IpoOjeMa COCTOMT B TOM, YTOOBI
TOYHO BBIJICJIUTH BJIEMEHTHI KOH(UTryparuu CHUCTEMBI,
HECAaHKIIMOHUPOBAHHOE M3MEHEHUE KOTOPBIX MOXET IIPUBECTH K
BHEJIPEHUIO NPOTPAMMHBIX 3aKiaJoK. Eciu He [aimda BceX Takux
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AJIEMEHTOB  KOHTPOJIUPYETCSl  LIENIOCTHOCTb,  (aKT  BHEAPEHUs
IpPOrpaMMHOM 3aKJIAJIKU B 3allMIIAEMYI0 CUCTEMY MOET OCTaThCS HE
3aMEUEHHBIM ISl aJIMUHHCTPATOPOB. ECin k€ MHOXKECTBO JIEMEHTOB
KOH(UTypallud  3alIUIIAeMOA  CHUCTEMBbI, IIEJIOCTHOCTh KOTOPBIX
KOHTPOJUPYETCSA, BBIOPAHO CJIUIIKOM OOJBIIMM, TPH aHAIU3E
PE3YJIBTATOB MPOBEPKH LETOCTHOCTH OyAET 3aUKCUPOBAHO CIHIIIKOM
MHOTO U3MEHEHUN U aJIMUHUCTpaTOopaM OyJeT TPYJIHO BHIOpaTh U3 HUX
T€, KOTOpbIE JIEUCTBUTEILHO MOTYT CUTHAJU3UPOBATH O BO3MOXHOCTHU
BHEJIPCHUS B CUCTEMY NMPOTPAMMHOM 3aKJIaKH.

[TpoBepka 1ETOCTHOCTH KOH(PUTYypallMK MOKET MPOU3BOJIUTHCS
aM00 TyTEM PEryiasipHOrO TOTAJbHOIO CKAaHUPOBAHUS AJIEMEHTOB
KoOH(Urypanuy, maub0 TMpU KaXKIOM OOpalllEHUH MpPOrpaMMbl K
KOHTPOJIUPYEMOMY  3JIEMEHTY  KoHGurypauuu. Bo  MHOrux
OMEPAIIMOHHBIX CHUCTEMaXxX TaKas MPOBEpKa MOXKET ObITh OPraHU30BaHa C
MCIIOJIb30BAaHUEM CTaHIAPTHBIX CPEJICTB ayauTa.

3arpaThl pecypcoB KOMIIBIOTEpA IMPU KOHTPOJIE LIETOCTHOCTU
KOH(UTYypalMyu CUCTEMbl 3HAUUTEIHHO MEHbIIE AHAJOTHYHBIX 3aTpaT
Opu  KOHTPOJE IEJIOCTHOCTH MPOrpaMMHOro oOecredeHus. ITo
00yCJIOBIEHO TE€M, YTO CyMMAapHBI 00BEM 3JIEMEHTOB KOH(MUTYpaIuu
CUCTEMBbl OOBIYHO 3HAYUTEIIBHO MEHbIIE CYMMAapHOro o0Obema
MUMEIOIIUXCS B CUCTEME UCTIOHAEMBIX (paiiyioB.

Tak xe kak ¥ B ciiydae KOHTPOJS IEJIOCTHOCTH MPOTrPaMMHOIO
oOecrieueHus, MpPOrpaMMHas 3aKjajKa, BHEIPEHHAas B 3alllUIIACMYO
CUCTEMY, MOXET HaBS3bIBaTh JIOKHYIO HMH(POPMAIUIO CHUCTEME
KOHTPOJIS 1IEJIOCTHOCTH KOH(PUTYpaIuu.

Kmoun peectpa OC Windows MoOryT HCHoJIb30BaThCs
OPOrpaMMHBIMU 3aKJIQJIKAMHU IS peaju3allud XOTsa Obl OJHOM U3
CJIETyIOUIUX 3a/1au:

- TIepBOHAYaJIbHOE BHEJIPEHUE B OMNEPAIMOHHYIO CHUCTEMY
NyTeM  «IOJICOBBIBAHUS»  HCIOJHSIEMOTO  KoJa TOJ  BHUAOM
«HeomnacHoro» (aiina;

- «IOJICOBBIBAaHUE»  MCIOJIHSIEMOTO KOJa MpOrpaMMHOMU
3aKJIAQIKM  aJIMUHHCTPATOPY OINEpPAllMOHHOM CHCTEMbl B  IENIX
HECAHKIIMOHUPOBAHHOT'O TOBBIIMICHUS MOJHOMOYHMI paHee BHEIPEHHOMN
3aKJIaJKY;

- OpraHm3ainus aBTOMAaTUYECKOrO 3alycka MpOrpaMMHOMN
3aKJIaIKA MPU KaKJI0M HOBOW 3arpy3ke OMEepariMOHHOM CHUCTEMBbI JIHOO
IPY HACTYTUICHUH HEKOTOPOTO PETYJISIPHOTO COOBITHSI.
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HetpyaHo BuaeTh, 9TO JJIT TOTO YTOOBI KOHTPOJb IEIOCTHOCTH
KOH(UTYpaIUX ONEepallMOHHON CUCTeMBI ObLT A3(D(PEeKTUBEH, MOACUCTEMA
KOHTPOJISI LIEJIOCTHOCTUA JOJKHA (PUKCUPOBATh M3MEHEHHSI OOJBLIOTO
KOJIMYECTBA Pa3HBIX OOBEKTOB, HEKOTOPHIE M3 KOTOPBIX PETYJSIPHO
U3MEHSIIOTCS. U MPU OTCYTCTBHUM B CHCTEME MPOTPAMMHBIX 3aKJIaOK.
DTO SABIAETCS OJHONW M3 OCHOBHBIX IMPOOJIEeM TMpU IOCTPOCHHH
a7ICKBaTHOM  TOJUTHUKU KOHTPOJA  IEJOCTHOCTH  KOH(MUTypaIuu
3alUIIaeMON CUCTEMEIL.

Ipyrasi cepbe3Hasi mpo0JieMa, BO3HUKAIOIIAsl MPU OpraHU3aIuu
KOHTPOJISI LIEJTOCTHOCTH KOH(UTYpPAIH, COCTOUT B TOM, YTO YCTaHOBKA
B CHCTEME JOMOJHUTEIBHOrO MPOTrpaMMHOI0 OOECIIEUEHHs] CO3/IaeT B
KOH(UTYpallui CUCTEME HOBBIC 3aIUCH, KOTOPHIE TaKKe MOTYT OBITh
WCIIOIb30BaHbl MPOTPAMMHBIMU  3aKJIaJkaMu. OJTo eme Oomee
YCIOXKHSIET U 0€3 TOro HEMpOCTYIO 3a/layy TOYHOI'O BBIJACICHUS BCEX
MOTEHIIMAJLHO OMACHBIX JJEMEHTOB KOH(HUTYpaIllMH, IEIOCTHOCTh
KOTOPBIX HEOOXOIUMO KOHTPOJIUPOBAT.

AHTHBHUPYCHBIII MOHUTOPUHT MH(OPMANMOHHBIX MOTOKOB

JIroGas mporpaMMHasi 3aKjajika TaK WM WHA4Ye BMEIIMBACTCS B
WH(pOpPMaIIMOHHBIE TOTOKU, MPOTEKAIOIIUE BHYTPHU KOMITBIOTEPHOMN
CHUCTEMBbI, B KOTOPYIO OHa BHEJIPEHA. DTO BMEIIATEIbCTBO MOXKET OBIThH
OOHapyXEHO C ITOMOIIBI0O MOHHUTOPUHTA HH(POPMAITMOHHBIX ITOTOKOB.
Haunbonee 3¢g(hekTuBEH MOHUTOPUHT T€X UH(POPMAIIMOHHBIX MOTOKOB,
KOTOpble HamboJiee YacTO CBA3aHbI C MPOTrPaMMHBIMU 3aKJIaJKaMHU, a
UMEHHO:

- uH(OpMalMOHHBIE TOTOKH, CBSI3aHHBIE C  MMAPOJISAMU
M10JIB30BATEIICH;

- UH(pOpPMAITMOHHBIE TOTOKH, CBSI3aHHBIC C OOpAIICHUSIMHU K
(alI0BBIM CUCTEMAM;

- uHGOPMAIIMOHHBIE TIOTOKH, CBSI3aHHBIC C OOpaIeHUSIMU K
CETEBBIM PECYpPCAM.

OueBuHO, 4TO npu opraHu3aluu MOHUTOPHUHTA
UH(pOpPMAITMOHHBIX MTOTOKOB 1esecoo0pa3Ho OTPaHUYUTHCS
MOHUTOPUHTOM TOJBKO TE€X TMOTOKOB, KOTOPBIC MPUCYTCTBYIOT IIPHU
HUIMYAM B 3alMIIAEMOM CHUCTEME NPOrPaMMHOM 3aKJIaJIKd |
OTCYTCTBYIOT B IPOTHBHOM CiIy4ae (HJIM HA000pOT).

Hanpumep, nporpamma ayrentudukanuu nosib3zosatens (login B
UNIX wmu Winlogon B Windows) paboTtaeTr Toiapko ¢ dainamu,
COZICpKAIIMMU  ATAJOHbI IMAPOJIEA TMOJIL30BATEIIEM MW  HACTPOUKH
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KOH(uUrypaiuu camoil nporpammbl. Ecnu 3aduxcupoBaHo oOpalieHue
TaKo# MPOrpaMMbl K KaKOMY-TO Jpyromy ¢aiiay, 3TO MOXKET O3Ha4aTh,
YTO B CUCTEME MPUCYTCTBYET MEPEXBATUHUK MMAPOJIEH.

JlaHHBI METOJi BBISBJICHUS MPOTrPAaMMHBIX 3aKIaJ0K, MOMHUMO
JIOCTOMHCTB, UMEET JIBA OYEHb CEPhE3HBIX HEIOCTATKA!

1) mnpucyTcTBHE B CHCTEME MOHHUTOpPA, MPEIHA3HAYCHHOTO IS
BBISIBJICHUS IPOTPAMMHBIX 3aKJIaJ0K, MOXKET MAaCKUPOBATh MPUCYTCTBUE
MOHHUTOPOB-3aKJIA/IOK;

2) MOHUTOP, NMPEIHA3HAUYCHHBIN JJIsI BBISIBIICHUSI TPOTPAMMHBIX
3aKJIaJ0K, CaM MOXKET OBITh HCOJb30BaH B KAUECTBE 3aKJIAIKH.

5.3. IlIporpaMmmHBbIe JIOBYLIKH

JlaHHBIM METOJI 3aKJIF0YACTCSA B CO3JIaHUH B 3alMINAEMON CHUCTEME
«3aMaHYMBBIX» [JI1 HapylIUTeNIed OOBEKTOB, JOCTYIl K KOTOPBIM
HEBO3MOXKEH ©0€3 HCIOJIb30BaHusl MPOTPaMMHBIX 3akiajgok. Bce
yCIICIIHbIE ~ OOpalleHuss K TakuM OOBEKTaM PErucCTPUPYIOTCS.
Hanpumep, B Windows B posin JTOBYIIKH MOKET BBICTYyHaTh OOBEKT C
atpuOytamu 3amuThl Everyone — No Access, K KOTOpPOMY
PErUCTPUPYIOTCS BCE YCICIIHbIE OOpallleHusi mosb3oBareneid. bes
MPUMEHECHUS NPOTPAMMHOM 3aKJIAJKU WA CIIECIUAIBHBIX ITPUBUJIECTUN
aIMUHHUCTpATOpa OIEPAIIMOHHON CHCTEMBl OTKPBITh TaKOM OOBEKT
HEBO3MOXHO.

5.4. Opranu3alMOHHbIC U AAMUHUCTPATUBHBIC MEPHI 3AIUTHI OT
NMPOrpaMMHBIX 3aKJIAI0K

OnHON M3 BaXXKHEUIINX COCTABHBIX YaCcTEW CUCTEMBI 3aIUTHI OT
IIPOrpaMMHBIX  3aKJAJ0K SBJISAETCS KOMIUIEKC OpPraHU3aluOHHBIX,
aIMUHUCTPATUBHBIX UM HMHBIX MEp MO €€ CONPOBOXICHUIO. Hu omHO
IpPOrPaMMHOE WJIM MPOTPAMMHO-AIIAPATHOE CPEICTBO 3aIUTHI JTUOO
KOMIUIEKC TaKHX CpEJCTB HE CHOCOOHO 00€CHeYUTh MpUEMIIEMbIN
YPOBEHbB 3ALIUIIEHHOCTH OT KOMIIBIOTEPHBIX BUPYCOB U IIPOrPAMMHBIX
3aKJIaJIOK, €CIu paboTa CUCTEMbI 3alIUTHl HE OYAET COMPOBOXKIATHCS
aJICKBaTHBIMHU JIEUCTBUSAMH aJIMHUHUCTPATOPOB OE30MACHOCTU W HWHBIX
JUIl,  OTBETCTBEHHBIX 3a  d3(dexkTuBHOEC  (PYHKIIMOHUPOBAHHE
AHTUBUPYCHOM 3aALUTHI JJOKATbHON BBIYUCIUTEIILHON CETH.
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K OCHOBHBIM  MEpONpHATHSIM N[O  OPTaHU3ALMHUOHHOMY
COITPOBOKJICHUIO aHTUBUPYCHOM 3aILUThI CETU OTHOCSTCS:

*  HWHCTPYKTUPOBAHUE MOJIb30BATEIIEH;

*  NPOCMOTP Y aHAIU3 JAHHBIX PETUCTPALIMU U MOHUTOPHUHTIA;

*  KOHTpPOJIb KAYECTBA ayTEHTU(PUKAIIMOHHBIX JAHHBIX
MOJIb30BATENICH 3aIMIIAEMON CETH;

*  peryJispHbIC IPOBEPKHU AICKBATHOCTH MOBECHUS JIUII,
OTBETCTBEHHBIX 32 00ECIIEUCHUE aHTUBUPYCHOM 3aIIIUTHI, B CIIy4yae
YCIICIIHBIX BUPYCHBIX aTakK;

*  PpEryJspHbIC UHCOEKIUN COCTOSHUS AHTUBUPYCHOU 3aILINUTHI.
Paccmotpum 3T MeponipusiTus mopoOHee.

HNucTpykTHpOBaHME NOJIb30BaTE e

[Tonb30BaTenu 3aMIIAeMON CETH TOKHBI ObITh
IPOUHCTPYKTUPOBAHBI:

- 0  HEOOXOAMMOCTH  XpaHEHUs B  TailHE  CBOMX
ayTeHTU(UKAIMOHHBIX JaHHBIX. Eciu ayTeHTUPUKAIIMOHHBIC JaHHBIC
NPEACTaBISIIOT  COOOM  Mapojib  YCIOBHO-TIOCTOSSHHOTO — JICCTBUS,
MOJIb30BaTEb HE JIOJKEH HU MPU KaKUX OOCTOSITEbCTBAX 3alMCHIBATH
ero Ha Oymary wiM Jpyrue HocuTenu uHpopManuu. Ecnu
ayTeHTU(PUKAIITMOHHBIC JTAHHBIE MIPEJCTABIISIIOT co00H
IICEBIOCIYYaHbIA K04, XPaHALIUKCI HA JJIEKTPOHHOM HOCHUTENE
uH(popManuy, MOJIb30BaTEIb HE JOJDKEH OCTaBJISITh 3TOT HOCUTEIH
uHdopmanuu 0e3 IPUCMOTPa, a TAKKE CAMOCTOSITEILHO CO37aBaTh €ro
pe3epBHbIE KOMMM O€3 SBHOTO pa3pelieHusi aIMHUHUCTpaTopa
O0e3omacHocTu. Kareropuuecku 3ampeimiaercs IepeaaBaTh  CBOU
ayTeHTU(UKAIIMOHHBIE JaHHBIC JIJIs1 UCIIOJIb30BaHUs JPYTUMHU JIUIIAMU;

- HEOOXOJAMMOCTH IKCTPEHHOU CMEHBI ayTEHTU(UKAIIMOHHBIX
JNAHHBIX B CIIy4ae UX KOMIIPOMETAIMH;

- OPUHATHIX B CeTH IpaBUiIax V3MEHEHHUS
ayTEHTU(PUKAIMOHHBIX JAHHBIX;

- HEJOMYCTHUMOCTH TOMBITOK 00X0/la CUCTEMHBIX IOJIUTHK,
CBA3aHHBIX C ayTeHTU(UKaMEell mnoJb30BaTesl (BO3BpAIllEHHE K
CTapoOMYy MapOJIIO MMyTEM JIBYKPATHOW CMEHBI MAapoJIs U T. 11.);

- HEOOINYCTUMOCTH HAPYLICHWsS TMPABWI  pa3TPaHUYECHHUS
NOCTYIA, NPUHATBIX B JAHHOM CETH, B TOM YHCJIE U U3 IPOCTOrO
JFOOOMBITCTBA;

- HEJIOMYCTHUMOCTH KOMITBIOTEPHBIX UT'P Ha pabodyeM MeCTe;
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- HEJIOMYCTHUMOCTH CaMOCTOSITEIHHOM YCTaHOBKH B
3alUIAEMYI0 CEeTh JII0OOT0 MPOrpPaMMHOTO oOecreueHus: 0e3 SIBHOTO
paspenieHus aIMUHUCTpaTopa 0€30MMacHOCTH;

- HEJOIYCTHUMOCTH JIIOOBIX MOMBITOK 00X0/1a MPaBMII IKCIIOPTa
(ummiopta) nHbopMauu B (KU3) II00ATBHBIX BBIYMCIUTEIBHBIX CETEH
00IIIero IMojb30BaTeNsl, B TOM YHCJIE U IO YBOKHUTCIBHBIM (C TOYKH
3pEHUS MOJIB30BATEIIS ) IPUUNHAM.

[Tonb30BaTenu JOJKHBI 3HATH O TOM, YTO JIIOOBIE UX JCUCTBUA B
3aIMINAEMOM CETH MOTyT OBITh 3aperHMCTPUPOBAHBI IOJACUCTEMOM
ayJIuTa 1 MOHUTOpHHTA. JleTanu peanu3aiuy ayuTa ¥ MOHUTOPUHTA, B
OCOOEHHOCTH JCHCTBYIOIIAsl TMOJUTHKA ayauTa W MOHUTOPHUHTA,
JOJDKHBI OBITH CKPBITBI OT IOJb30BaTeNe. MHCTpyKTaxk O MpaBmIax
0e30macHOM HJKCIUTyaTallud CETH JIOJDKEH MPOBOJIUTHCS C  KaXIbIM
MOJIb30BATEIIEM:

- TIpM TEPBOHAYAILHOW PETUCTPALlMM  IIOJH30BATENISI B
3allUINAEMOM CETH;

- TpU BHECEHUU AaJMUHHUCTpPALIUEH CETHU CYIIECTBEHHBIX
W3MEHEHUH B MpaBuja 0€30MacHOCTH;

- dYepe3 peryssipHble MPOMEKYTKH BPEMEHHU.

[IpoBeneHHbIE C MOJB30BATEISIMU  MHCTPYKTAXH  JOJIKHBI
PETUCTPUPOBATHCS B CIENHUAIBbHOW KHHUTE. [IpOMHCTPYKTHpPOBAaHHBIE
MOJIb30BaTENN JIOJDKHBI PACIMCHIBATBCA B COOTBETCTBYIOIIEH Tpade
JTAaHHOU KHUTH.

IIpocMoOTp M aHAIU3 JAHHBIX PErHCTPANMM U MOHUTOPHHTIA

JlanHas omnepanusi AOJKHA MPOU3BOJUTHCS MOCTOSTHHO, HE PEXe
OJIHOTO- JIBYX pa3 B HEAEINIO0, a Ha KOMIIBIOTEpPaxX-CepBEpax — HE Pexke
OJIHOTO-JIBYX

pa3 B JI€Hb. OTHU JCHUCTBHUS MOTYT OCYIIECTBIISTHCS TOJIBKO
M0JIb30BaTENIEM- ayJIUTOPOM, HaJICJICHHBIM creraIbHbIMU
TTOJTHOMOYHSIMH.

Ecnu ckopocTh HAKOIIJICHUS JAHHBIX PETUCTPAIlUU CIUIITKOM
BEJIMKa JJI TOro, YTOOBI ayAUTOP MOT MPOCMATPUBATH HAKOTIJICHHbIE
JaHHBIE B peaJlbHOM BPEMEHH, MTOACUCTEMA ayuTa U MOHUTOPHUHTA
JI0JDKHA MPeyCMaTPUBATh MEXaHU3M 3aIIPOCOB, MO3BOJISIONTUH
ayIMTOPY OBICTPO MOJIy4YaTh MOAPOOHYI0 HHGOPMAIINIO O HanboJee
BKHBIX COOBITHSX.

JI71st mpenoTBpallieHus MePeTnoIHEHUS )KyPHAIOB perucTpalyu, a
TaK)Ke JIJIs1 IPEJOTBPAIICHUSI CHUYKEHUS IPOU3BOAUTEILHOCTH JaHHOM
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MOJICUCTEMBI )KYpPHAJIbl PETUCTPALIMU JOJIKHBI PETYJISIPHO OUUIIATHCS,
IPU STOM HAKOIUIEHHBIE JJAHHBIE JIOJIKHBI COXPAHATHCS HA BHEITHUX
HOCHUTEJISIX UHGOpMaIMU. DTH HOCUTEIU JOJLKHBI MOJIEKATh CTPOTOMY
Y4ETY ¥ KOHTPOJIIO.

KoHTpoab KayecTBa ayTEeHTH(PUKANMOHHBIX JAHHBIX
M0JIb30BaTe/IeH

Hawubosiee ysa3BUMBIM 3B€HOM CUCTEMbI Ay TEHTU(DUKALINHY,
UCIOJIB3YIOIIEH B KAYECTBE ayTeHTU(PUKAITMOHHOW UH(POpMAIUU
MapOoJIH, SIBJISIIOTCS «CJ1a0bIe» Mapojiu, He 001adaroue JOCTaTOYHOM
YCTOMYMBOCTBIO K MOJ00pY HapymuTesneMm. K «cnadbim» naposisim
OTHOCSITCSL:

*  TApOJIA HEJIOCTATOYHOM JJIVHBI;

*  JIETKOYTaJbIBa€MbI€ MapOJIH;

*  TapoJiv, MPEeACTaBISAIONINE COO0N OCMBICIIEHHOE CIIOBO WJIH
KOMOMHAIIUIO CJIOB;

*  TapoJIv, UMEIOIINE OTPaHUYEHHBIN anaBUT (TOJIBKO OYKBBI
B OJTHOM PETrUCTpe, TONBKO HUGPHI U T.11.);

*  MapOoJH, UMEIOIIHUE CTATUCTUKY €CTECTBEHHOTO SI3BIKA.

3HayuTENbHAs YacTh MEp MO TOBBIIICHUIO YCTOWYHUBOCTH
NapoJibHOM ayTeHTU(UKAIMK PEATU3yeTCsl C MOMOIIBI0 MTPOTrPAMMHBIX
u (WwiM) [OporpaMMHO-anmapaTHbIX  CPEJCTB, BCTPOCHHBIX B
OTEPAIIMOHHBIE CUCTEMbI, ()YHKIIMOHUPYIOIINE B COCTABE 3alUIaeMOM
CETH. OnHako TSt obecrieueHus TOJKHOM 3aIUTHI
ayTeHTU(PUKAITMOHHOW MH(OPMAITUH MOJIB30BaTENICH 3allUIIAeMOMN CETH
OT HECAHKIIMOHUPOBAHHOTO JIOCTyMa Tak)Ke€ HEOOXOIWMBI CIECAYIOIIHNE
OpraHu3alMOHHO-aIMUHUCTPATUBHBIE MEPHI:

*  HHCTPYKTUpPOBAHME TIOJIb30BaTelIed O HEOOXOIUMOCTH
UCIIOIb30BAHUSl CTOMKUX TApoJie, YCTOMYUBBIX K TOAOOpPYy U
yraJbIBaHUIO;

*  peryJIipHbIE NPOBEPKH KAyeCTBa IAPOJIEU II0JIB30BATEIIEU
CeTH TMyTeM NpoOHOro momdopa, MPH OTOM YYETHBIE 3alUCH
NoJIb30BaTeNe, YbM Tapoiud ObUIM YCHEHUIHO MOAOOpaHbI, JOJIKHBI
HEMEJICHHO OJIOKUPOBATHCA, pa30J0KUPOBaHUE TAKOW YUETHOM 3alUCH
BO3MOKHO TOJIBKO MTOCJIE CMEHBI HECTOMKOTO Mapoisl.

Peryjsipuble NpOBEepPKH AaJA€KBATHOCTH TNOBEJCHUS JINII,
OTBETCTBEHHBIX 32 00€CTICYEHUE AHTUBUPYCHOM 3aLIUTHI CETH.

B cnydae ycnemHbIX BUPYCHBIX aTaK JIMIA, OTBETCTBEHHBIE 3a
o0OecrieueHre aHTUBUPYCHOM 3allUThl CETH, JOJAKHBI OBITh TOTOBBI K
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OJIOKUPOBAHUI0O W  JIMKBUJAIMM  KOMIIBIOTEPHBIX  BHUPYCOB U
OPOTpaMMHBIX ~ 3aKJIAJ0K, MPEOJAOJEBIIUNX (PYHKIHUOHUPYIOUIYIO B
JOKaJIbHOM CETH CUCTEMY aHTUBHUPYCHOM 3ammThl. 11 oOecnedyeHus
aJICKBATHOM PEAKIIMU MEPCOHANIA HA YCIICIIHOE BHEJIPECHUE BUPYCa WIIH
3aKJIaJIKH B 3AlIMIIAEMYIO CETh JOJDKHBI PETYISIPHO MPOBOIUTHCS
y4€HHUs, B XOJI€ KOTOPHIX JOJDKHA JIETaJIbHO OTpadaThIBATHCS
npoueaypa OTPaXEHUS BUPYCHOW aTakW, TMPU STOM  JIOJDKHBI
0TpabaThIBATHCSI BOBMOKHbBIE HEIITATHBIE CUTYAIlUH.

Peryasipable MHCTIEKIMH COCTOSIHUSI AHTUBUPYCHOM 3aAIIUTHI

B xome »skcruryaTaniMy JIOKQJIBbHBIX BBIYUCIUTEIBHBIX CETEH,
OCHAILICHHBIX CPEACTBAMU AHTHUBUPYCHOMW 3AIUTHI, TOJKHBI PETYJISPHO
MPOBOJAUTHCS  MHCMIEKIMU  (KOMIUIEKCHBIE TIPOBEPKH) COCTOSTHUS
AHTHUBUPYCHOM 3aIUTHI CETH. L{eIsIMH 3TUX MHCTIEKIIAN SIBIISIFOTCS:

* 0o0I1Ias OleHKa COCTOSIHUSI aHTUBUPYCHOM 3allIUThI CETH;

*  KOHTPOJIb BBINOJHEHHS JIMI]JaMH, OTBETCTBEHHBIMH 32
oOecrieueHNEe AHTUBUPYCHOM  3alIuThl, TpPeOOBAaHUM W  TPaBUI,
OTPAXKEHHBIX B COOTBETCTBYIOIIMNX JTOJKHOCTHBIX UHCTPYKIUAX;

* YTOYHCHHE TOPSJKA OKCIUIyaTallid W COMNPOBOXICHUS
CUCTEMbl AHTUBUPYCHOM 3allUTBl C y4YeTOM CHeHupUKu  ee
DKCIUIyaTallid B JIAHHOM KOHKPETHOW CETH, a TaKXeE OIIbITA,
HaKOIUICHHOTO B XOJ€ €€ SKCILTyaTallhH.

NHCriekuust MOXKET IPOBOJWTHCS C  IPUBJICYEHHEM KAk
CIIEUAIIMCTOB TOW K€ OpraHu3allii, B KOTOPOM JKCILUIYaTUPYETCA
3alyIaeMasl CeTh, TaK W IMPUTJIANICHHBIX 3KCNEPTOB. B mocneaHem
cllydae JOJDKHBI ObITh 0CO00 MpopabOTaHbl BOIMPOCH HEAOMYIICHHUS
JOCTYINAa MHCIEKTUPYIOMIMX JIUIl K KOH(PUIECHIUATBHOW HH(pOpMAIUH,
JIeXKAIIEH 3a peeslaMu UX JIOITYCKa.

NHCIieKnnsT aHTUBUPYCHOW 3aIMTBI MOXET OCYIIECTBISATHCS C
UCIIOJb30BAHUEM  MPOTPAMMHBIX WM  OPOTrPaMMHO-TEXHUYECKUX
CPEACTB.

B xoxe wuHcneknuu 0co00€ BHUMAHHME JOHKHO YISTSATHCS
CJIEAYIOUIMM €€ aCIEKTaM:

-  HAIMYME U KOPPEKTHOCTh (HYHKIMOHUPOBAHUS CPEJCTB
aBTOMATUYECKOTO KOHTPOJISI BEPCUM U MAaKETOB OOHOBIICHUM CHCTEMBI
AHTUBUPYCHOM 3aIlIUTHI;

- HAIMYME U KOPPEKTHOCTh (HYHKIMOHUPOBAHUS CPEJCTB
KOHTPOJISI HEIIOCTHOCTHA CUCTEMBI aHTUBUPYCHOM 3AIUTHIL;
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-  HaJWM4YMe H KOPPEKTHOCTh (PYHKIIMOHUPOBAHUSI CPEJCTB
OoOHapy’>XeHHUsI OMMOOK M YSA3BUMOCTEH B CHCTEME aHTUBHPYCHOM
3aIUTHI;

- OTCYTCTBHE WCKaXEHUW JUCTPpUOYyTHMBA WM  IaKETOB
OOHOBJICHHS] CUCTEMbI aHTUBUPYCHOM 3aIlUTHI B MPOIECCE TOCTABKU OT
pa3paboTyuKa.

Jlaxxe camas MOILIHAs AHTUBHPYCHAs 3allUTa HE TapaHTUPYET
a0COJIIOTHOM  3aIllMIEHHOCTH OT  KOMIIBIOTEPHBIX BUPYCOB U
MpOrpaMMHBIX 3akiajoK. Jlro0as aHTUBHpYCHas 3allMTa MOXKET OBbITh
MIPEOI0JIEHA TP ONPEIETIEHHOM CTE€YEHUH OOCTOSITEIBCTB.

VYcnex BUPYCHOM aTaky MOKET ObITh O0YCJIOBIIEH OJTHOM U3 JBYX
MIPUIMH:

- paHee HEW3BECTHbIE W HEYUYTCHHbIC MpPU IUJIAHUPOBAHUU
CTpaTeruy U TAKTUKU aHTHUBUPYCHOM 3alUTHI OIIMOKH MPOTPAMMHOTO
JM0O0 anmapaTHoro 00ECreyeHusl CUCTEMbl AHTUBUPYCHOM 3alIUThI WU
UCIIONB3YEMbIX €A KOMIIOHEHT  CHCTEMHOTO  MPOrPaMMHOTO
oOecredeHus 3aluiaeMon CeTu;

- Cly4YailHO€ WM TpeAHaMEpPEeHHOE HapylleHHE TPeOOBaHUMU
MO 3allUTe OT KOMIIBIOTEPHBIX BHPYCOB M MPOTPAMMHBIX 3aKJIa 0K
JUIAMHA, OTBETCTBEHHBIMH 3a 0OECICYCHUE AHTHUBUPYCHOM 3aIIUTHI
cetu. Cpean BCEX CIydaeB YCIEUIHbIX BUPYCHBIX aTaK 3aMETHOE MECTO
3aHUMAIOT CiIy4dad, OOYCJIOBJICHHBIMH OIIMOKaMHU OOCITYKHUBAIOIIETO
MepCOHAJIa 3allMIaeMord ceTu. [l MHUHUMHU3AlUUA BEPOSATHOCTH
NMOAOOHBIX OIIMOOK MEPCOHANI CETH, OTBETCTBEHHBIA 3a OOECreYeHUe
AHTUBUPYCHOM  3alllUThI,  JIOJDKEH  o0jajgaTh  HEOOXOAMMOM
KBaJTu(UKaIuen.

JInna, OTBETCTBEHHBIE 32 AHTUBUPYCHYIO 3aLIUTYy CETH, JAOJKHBI
UMETh JIOCTYT K aKTyaJIbHOW UH(POPMAITIH:

- 0 U3BECTHBIX aTakax C MCIOJb30BAHUEM MPOTPAMMHBIX
3aKJIaJIOK (B TOM YUCJIE U KOMIIBIOTEPHBIX BUPYCOB);

- TUIOBBIX MPOSBJICHUSX BUPYCHBIX aTak;

- CpeAcTBax M MeToAax MpeAOTBPAIICHUS U OJIOKUPOBaHUS
BHUPYCHBIX aTaK;

- 0COOEHHOCTSX (PYHKIIMOHHWPOBAHUS BUPYCOB M 3aKJIAJIOK, a
TAaK)KE€ CpPEJICTB MPOTUBOACHCTBUS MM B Pa3IMYHBIX MPOTPAMMHO-
anmapaTHBIX KOHPUTYPAIHUSIX KOMIIBIOTEPOB U CETEH.
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JInst 5di, OTBETCTBEHHBIX 3a OO€CHEYEeHHWE aHTUBUPYCHOU
3alUTHI, 00SI3aT€NbHO JOJKHBI OBITH MPETYCMOTPEHBI T€ WU HHBIE
(OpMBI MOBBIIEHUS KBATM(PUKALIMHI IO COOTBETCTBYIOIIEMY TIPO(UITIO.

B cnydae oOHapyxxeHusi (akTa YyCHEIIHOrO BHEAPECHUS B
3alIMIIAEMYIO CETh OJTHOTO WJIM HECKOJIBKUX KOMITBIOTEPHBIX BUPYCOB U
(WIM) MPOrpaMMHBIX 3aKJIAJ0K JIODKHBI OBITh  HE3aMEIJIUTEIBHO
BBITIOJIHEHBI CIIETYIOIINE MEPOIIPUSATHSL.

1. HemennenHoe ¢u3nyueckoe OTKIIOUCHHE 3aIUIIAEMON CETH
OT TJIO0AJIbHBIX BBIYMCIUTENIBHBIX CETEeM OO0Ilero Imojab30BaHus (eciu
Takoe IoJKIoueHue umeercs). OOpaTHOE MOAKIIOYEHUE MOXKET OBITh
OPOU3BEJAECHO TOJBKO TMOCJIE  BBIIOJHEHHS BCEr0  KOMIUIEKCA
MEPOIPUATHUMN 110 JTUKBUAALAU TIOCIAEACTBUNA BUPYCHOU aTaKHU.

2. Hemennennas  Qusuueckas  M30JSIUS  MOPAXKEHHOTO
dbparMeHTa CeTu OT He3apaKeHHBIX (PparMeHTOB (€CIIM KOMITbIOTEPHBIM
BUPYC, NMPOHUKIINA B CETh, HA MOMEHT OOHApYy>KCHHUS €Ile HE YCHel
3apa3uTh OOJBIIYI0 YacTh KOMIIBIOTEPOB 3alllMIAEMON  CETH).
OOpaTHOE MOJKIIOUCHHE MOXKET OBITh IPOU3BEICHO TOJBKO IOCIIEe
BBITIOJTHEHHUSI BCErO KOMILJIEKCA MEPONPHUATHM 1O  JIMKBUJALUU
MTOCJICICTBUM BUPYCHOM aTAKH.

3. HemenmneHnas ycTaHOBKa BCE€X JIOCTYIHBIX IIAKETOB
OOHOBJICHUSI KaK JIJI1 CUCTEMbl aHTUBUPYCHOM 3aIUThI, TaK U JIJIsI BCETO
OCTJIBHOTO TPOTrpaMMHOI0 oOecreueHus, (QyHKIUOHUPYIOUIETO B
3alMuaeMon ceTu. J{OMKHBI MCHOJIb30BATHCA TOJIBKO JIMIIEH3UOHHBIE
MaKeTbl OOHOBJICHUS, MTOJYYEHHbBIC U3 JOBEPEHHBIX HCTOUYHUKOB.

4. DKCTpeHHasl BHEILJIAHOBasi MPOBEPKA LEIOCTHOCTH CHUCTEMBI
AaHTUBUPYCHOM 3ammThl. B ciydae oOHapy»XeHHs HapyIIeHUM
IEJTOCTHOCTU JIOJDKHO OBITh TPOBECHO BOCCTAHOBJIEHUE CHUCTEMBI
AHTUBUPYCHOM 3aIUTHI U3 BTOPOU KOIIHH.

5. DOKcTpeHHas BHEIUIAHOBAasl IPOBEPKA BCEX KOMIIBIOTEPOB
3alIMIAaEMON CETH Ha TMPEIMET HaJU4uusl KOMIIbIOTEPHBIX BUPYCOB U
(WJIM) MPOTPaMMHBIX 3aKJIAJIOK C OJHOBPEMEHHBIM OJIOKUPOBAaHUEM H
(WIM) YHUYTOKEHHEM OOHApy>KEHHOT'O BPEIOHOCHOr0 Koaa. B xoje
AHTUBUPYCHOTO CKAaHMPOBAHUSA  JIOJKHBI  HUCIOJB30BaThCS  0asbl
CUTHATYyp, MOJYYEHHBIE M3 JMIECH3UOHHBIX HMCTOYHUKOB. [lomydeHue
0a3 cur”Hatyp JOJKHO HPOU3BOAUTHCA HEMOCPEACTBEHHO TIEpea
MPOBEPKOM, UYTO TapaHTUPYET, YTO B XOJI€ MPOBEPKH HCIOIB3YIOTCS
HOBEHIIIMEe BEPCUU aHTHUBUPYCHBIX 0a3. Eciam B Xome mpoBepku
OTPEJICTICHHOTO KOMITbIOTEpa Ha HEM ObUIM OOHApY>KEHbI 3apaKeHHBIC

123



OOBEKTHI, TO N0 OKOHYAHUU TMPOBEPKU JOJDKHA OBITH IPOBEIICHA
noBTOpHasi TpoBepka. KommbloTep mnpu3HAETCA OYHUIIEHHBIM OT
BPEJOHOCHOTO MPOrpaMMHOIO0 KOAA TOJIBKO TIOCIE€ TOro, Kak
MPOBEACHHOE  CKAaHUPOBAaHUE  IIOKA3aJ0  MOJHOE  OTCYTCTBHUE
3apakKeHHBIX OOBEKTOB Ha JaHHOM KommbiloTepe. B xone
AHTUBUPYCHOTO CKAHUPOBAHUSI JUCKOB IIPOBEPSEMBIN KOMIIBIOTED
JOJDKEH OBITh OTKJIIOUYEH OT CETH, 32 HMCKIIOUYEHUEM CIIy4yaeB, KOrjaa
TOYHO U3BECTHO, YTO BPEIOHOCHBIN KOJ, MPOHUKIIUNA B CE€Th, HE UMEET
(YHKIIMI CETEBOTO Pa3MHOKECHHUSI.

6. OKCTpeHHas  BHCIUIAHOBAS  KOMIUIEKCHAsT  MOPOBEpKa
KOPPEKTHOCTU (YHKIIMOHUPOBAHUS CUCTEMbl AaHTUBUPYCHOW 3aIlIUTBHI.
B cinyyae oOHapyXeHUST  HEKOPPEKTHOrO  (PYHKIIMOHUPOBAHMS
AHTUBUPYCHOM 3alllUTHl JOJDKHBI OBITh MPOBEACHBI HEOOXOAUMBIC
BOCCTAHOBUTEIIbHBIE PA0OTHI, ITOCJIE YETO MEPOIPUSITHS 110 JTUKBUAAIIUN
BUPYCHOMW aTaK! JIOJKHBI OBITh TOBTOPEHBI.

7. OKCTpeHHas CMEHa ayTeHTU(PUKAIMOHHOW uHGOpMaIUU
BCEX IOJIb30BATEJIEN CETH.

8. BpemeHHOE H3MEHEHHME HACTPOCK IMOJCUCTEMBI ayJauTa H
MOHHUTOPUHIA B CTOPOHY YBEJIWYEHHS YHUCIA PETUCTPUPYEMBIX
COOBITHH.

9. IlpoBepka cmucka CyOBEKTOB JIOCTyna Ha MpPEIMET
BO3MOKHOTO HECAaHKIIMOHHUPOBAHHOTO CO3/IaHUsI HOBBIX CYOBEKTOB
JOCTyNa TPOHUKIIUM B CETh BPEIOHOCHBIM KOJIOM, a TaKXe
HECAHKIIMOHUPOBAHHOTO HA3HAYEHUSI HOBBIX IIOJHOMOYUNA U POJIeH
paHee 3apeTruCTPUPOBAHHBIM B CETU CYOBEKTAM.

10. Ananus MTOJIUTUKH ayTeHTU(PHUKAIIUN CHUCTEMBI
AHTUBUPYCHOM 3aIlUThI, a TaKKE OOIIEH MOJIUTUKU ayTEHTU(UKAIIUH,
MPUHITON B CETH, HA MPEIAMET MNEPECMOTPa B CTOPOHY YCHUIIECHUS
TpeOOBaHUI.

11. JletasibHBIN aHATNU3 MTOJUTUKU Pa3TPAaHUYEHUS IOCTYIIA CETH,
BKJIFOYAsi HACTPOWMKH MEXKCETEBBIX AKpPAHOB, Ha MpeaMeT OIUOOK U
cnabocTei, KOTOphIE MOIVIM CHAENaTh BO3MOXKHOW 3a(pMKCUPOBAHHYIO
aTaxy.

12. IlepenacTporika BCeX MPOrPaMMHBIX JTOBYIIEK.

KOHTpOJII)HI)Ie BOIIPOCHI:

1. Ha3zoBuTe mNOpPUHIMIBI MOCTPOCHUS TOJUTUKU O€30MacHOCTH,
oOecrneunBaromed  BBICOKYIO  3allMIIEHHOCTh OT  IPOTrpaMMHBIX
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3aKJIaJI0K.

2. JlaiiTe MOSICHEHHE, B UYEM COCTOSAT METObI BBISIBICHUS TPOTPAMMHBIX
3aKJIAJI0K.

3. OxapaxkTepu3yWTe NOJOKUTEIbHBIE CTOPOHBI M  HEIOCTATKH
CUTHATYPHOTO U 3BPUCTUYECKOTO CKAHUPOBAHUS.

4. TlosicHuTe CyTh U OrpPaHUYCHHS KOHTPOJSA  IIEJIOCTHOCTH
IIPOrpPaMMHOTI'0 00ECIICUCHMUS.

5. lTlosicHute CyTh HW OrpaHWYCHUS KOHTPOJS  LEJIOCTHOCTH
KOH(UTYpAIUU 3aITUIIIAEMON CUCTEMBI.

6. B 4eM COCTOSAT NpEeMMylIeCTBA W OTPAHUYEHUS H30JUPOBAHHOU
pOrpaMMHOM CpeJibl?

7. HazoBuTe OCHOBHBIE OpraHU3alMOHHBIE MEpPbl 3alUTHl OT
MPOTPAMMHBIX 3aKIaJ0K.

3ajanud Isi CaMOCTOATEILHOM PadoThI K rJase S:

Bapuant Ne 1. Vkaxure, kak GopMaibHO ONpenensieTcss MOIETb
KOMITBIOTEPHON pa3BEIKH «HAONIIOAATENb» U KakKhe y Hee HMEITCS
TUNWYHBIC HEJOCTAaTKHU?

Bapuant Ne 2. Vkaxure, kak (popMaabHO OMPENETIIOTCS MOICIH
KOMITBIOTEPHOM Pa3BeKU «IIEpeXBaT», «yOOpKa Mycopa» U «KMOHUTOPHI
(bailyioBBIX cUCTEM». B ueM UX CyTh M IPU3HAKKU UCIIOJIb30BaHUS?

Bapuant Ne 3. B ueM cusibHbIe U cllabble CTOPOHBI CUTHATYPHOTO
U DBPHUCTUYECKOTO CKAaHUPOBAHUS KaK METOAA IPOTUBOJCUCTBUS
IPOTPAMMHBIM 3aKJIAJIKaM?

Bapuant Ne 4. Kakue cunbHbIe U clla0ble CTOPOHBI UMEET METOJ
BBISIBJIEHUS IPOTPAMMHBIX 3aKJIAJI0K «CKAHUPOBAHHE HA JIETY»?

Bapuant Ne 5. Kakue cuibHbIe U CIa0ble CTOPOHBI UMEET METO/I
BBISIBJICHUSI ~ NPOTPAMMHBIX  3aKJAJI0K  «KOHTPOJIb  LEJIOCTHOCTH
KOH(UTYpAITUX CUCTEMBD)?

6. Kommiekc Mep TeXHHYECKOT0 MPOTHUBOAEHCTBUSI KOMIILIOTEPHOI
pa3Belake

KoMriekec Mep TEXHHYECKOTO MPOTUBOAECUCTBUA MeTojgam KP
CTPOUTCSI HE XAaOTUYHO — Kak 3a0JlaropaccyauTcs aJIMUHUCTPATOpam
0€30MMacCHOCTH W CHCTEMHBIM aJIMHHHCTpATOpaM  3allUIaeMbIX
00bEKTOB. B TOCCTpyKTypaXx OH CTpPOTO MOJYUHEH TPeOOBAHUSIM
ctangaptoB Poccranmapra u pykopogsamux 1okyMeHToB @Ch Poccuu n
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OCTIK Poccun. B koMmMepyecKkrx OpraHu3alusax U CTPYKTypax TaKkKe
OPUEHTUPYIOTCS HA POCCUNCKHE MEXKAYHAPOIHBIC CTAHIAPThI, TOJIBKO B
OTJIMYME OT TOCCTPYKTYpP pPE€Yb HJET HE O BBIIIOJIHEHUM KECTKHUX
TpeOOBAHUSX 3AIMTHI, & YUY€Te W YIPABICHUU pUcCKaMu. B moboMm u3
ATUX CJIydaeB peub OyJer HUATH O CHCTEME yIpaBJCHHS
nH(popManroHHou 6e3omacHocThio (Hanee - CYUD).

6.1. Pazpa0oTka BapUAHTOB COBEPLICHCTBOBAHMSA MMEIOLIUXCH Mep
TEXHUYECKOI0 MPOTUBOACHCTBUS KOMIIBIOTEPHOU pa3BeKe Ha
POCCHHMCKHUX 00beKTaX HH(OPMATH3ALMH

3anorom 3¢ dexktuBHOoro QynkiuonupoBanusi CYUDB saBnsiercs
xopomo mpoaymanHas Ilomutnka CYHWUB. D10 TOT HOKYyMEHT, Ha
OCHOBE  KOTOpPOro  (OpMyJUpYIOTCS  JUPEKTUBBI,  CTaHIAPTHI,
MPOLEAYPHI, PYKOBOJCTBA U APYTas CONMYTCTBYIOIIAsA JOKYMEHTAIMUS B
obmactu OUb. [loatomy omnpenenuB o0JacTh ASHUCTBHUS, OpraHU3AIINS
JOJKHA YCTAHOBUTH MOHATHYIO U Kpatkyro llomutuky CYUD. Mmes u
MPUMEHSIST TaKyl TOJUTHUKY, OpraHu3alus OepeT Mo KOHTPOJb
HaIPABJICHUS CBOETO PA3BUTHS U €TO PE3YJIbTATHI.

YtoObl He OBUIO JajbHEWIIeW MyTaHUIbl B MOHATHUSX, 0CO0O
orMmetuM, 4To [lomutuka CYUD paccmarpuBaercs Kak HaJIMHOXKECTBO
(pacmmmpenHoe MHoxkecTBO) IlonMb opranuzamuu, XOoTa 53TH JBe
MOJIUTUKUA MOTYT OBITh ONMHUCAaHBI B OJHOM JoKyMeHTe. HeOosbimm
OpraHu3aiusM MOXET ObIThb  JIOCTATOYHO  OJHOM  TOJUTHUKH;
opraHu3ainusM OOJIbIIEr0 pa3Mepa MOTYT MOHAJAOOUTHCS pa3IUYHBIC
noauTuku. Eciam Heo0XoauMo CcO3/1aHuE JOTOJHHUTEIbHBIX TMOJIUTHK
(MOJMOMUTHK), TO OHU JOJKHBI OBITH OMNpEJEICHbl Ha CTaauH, KOraa
HaunHaeTcsa pa3padoTka ocHoBHOU [Tomutuku CYUBD.

[Tommutuka CYUDB — noKyMEHT BEpXHETO YPOBHS, 3asIBJISIOIIUN
O LIEJSAX OpraHu3alliv, HAMEPEHUAX, 3aa4ax U CPEIACTBAX JOCTUKECHUS
nened B ompenenéHHo ooOmactu gedctBus CYUB. Ee mens -
obecrnieueHue ynpasiaeHus u nojaepxkku b co ctopoHbl pykoBOJCTBa
OpraHu3aIuy, MOCKOJIbKY st A3 pexkTuBHOTO yripaBieHus puckamu b
TpeOyeTcsl mpUBJICYCHUE 3HAUUTENbHBIX pecypcoB. [lomutuka CYUD
npeiHa3HayeHa 41 co3aanus rnporpamMmmbl OB (oHa npemxycmatpuBaeT
pa3paboTKy W MOJACPKKY JETadbHBbIX MpolieccoB u npouenyp OUb B
Macitabe opraHu3alid, COBMECTUMBIX C MOJUTHUKOM), YCTAaHOBJICHUS

126



neaert w  3amad  ¢yHkuuoHupoBaHus CYUDb wu  pacnpenenenus
OTBETCTBEHHOCTH B paMkax obsiactu aeiicteusi CYUD.

Takum o6pazom, [Tonutuka CYUD nomxkha:

- COOTBETCTBOBaTh WJCHTU(UIIMPOBAHHOW 00JACTU JEUCTBUS
CVYUBb;

- BKJIIOYaTh B ceOSl OCHOBHBIC MOJIOKEHUS JJIsl ONpEeICHUS
LCJICH;

- YCTaHaBJIMBATh LEJIN (yHKIIMOHUPOBAHUS CVYUB,
OCHOBaHHBbIE Ha TpeOOBaHUAX U MpuopuUTeTax B oTHomeHuu Wb
OpraHu3allNH;

- ompenenArb  oOIIME€  HAMpaBlICHUS W T[PUHIMIBI
NEeATeIbHOCTH MO OTHomeHuo Kk Wb, KOTOpbie JOJDKHBI OBITH
JTOCTUTHYTHI Ipu ucnosb3oBanuu CYUD;

- yYUTBIBaTh OW3HEC-TpeOOBaHMs, a Takxke TpeOOBaHUS
HOPMAaTUBHO-TIPABOBOM 0a3bl U JOTOBOPHBIX 0053aTEILCTB;

- YYUTBIBaTh PUCK-OPUEHTUPOBAHHBIN MOJXOJ, NPUHSTHIA B
OpraHu3alui, BBOJIWTh KPUTEpHHM OLIEHKU puckoB Wb u omnpenensars
CTPYKTYpy olieHkH puckoB b (manmpumep, B coorBerctBuu ¢ 'OCT P
NCO/M3K 27005- 2010 u ISO/IEC 27005:2008);

- yCTaHaBIMBaTh OTBETCTBEHHOCTh BBICIIETO PYKOBOACTBA
opranuzanuu, cesizannyto ¢ CYUD;

- yOPaBISITh  B3aWMOCBSI3SIMM  CO  BCEMH  NApTHEpPaMH,
NOCTaBIIMKAMU M 3aKa3YMKaMH, KOTOPBIE pPACCMATPUBAIOTCA Kak
nMeronre BiausiHue Ha Wb 3ammiaeMbIx aKTUBOB;

- yCTaHaBIMBaTh KOHTEKCT YMPAaBICHHS CTPATETHYECKUMHU
pUCKaMU OpraHu3aluu, B KOTOPOM OyAyT OCYIIECTBIISIThCSA pa3padoTKa
u conpoBoxacaue CYUD;

- OBITh YTBEP>KJICHHON BBICIIUM PYKOBOJCTBOM OpTraHU3aIUU.

[locne paspabotkun u cornacoBanusi Ilomuruka CYUDB
YTBEPKIAAETCS PyKOBOJACTBOM OPraHU3AIINU.

Taxke DOKHO OBITH TapaHTUPOBAHO, YTO BCE COTPYAHUKU
OpraHu3aluy U 3aNHTEPECOBAHHBIE CTOPOHBI, BXOIAIINE B 3aABICHHYIO
ob6macte aeuictBus CYUD, o3Hakomiiensl ¢ gaHHod IlommTuxon,
MOHUMAIOT, KaKO€ BJIMSHUE OHA OKa3bIBACT HA WX PabOTYy, U UCTIOTHSIIOT
ee. llomutuka CYHWUDB opueHTMpOBaHa Ha HEMOCPEACTBEHHBIX €€
noTpeduTeneid U rapaHTupyer uM Hanumuue padorocnocooHorr CYUB,
NENUCTBUTENBHO d(PHEKTUBHO (DYHKITMOHUPYIOIICH B OpraHU3allvu.
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Pexomennyercs wumers Ilommtuky CYUb  kpatkyro wu
KOHIICHTPHUPYIOILIYIOCS Ha TJIOOANbHBIX acrekTrax. B Hel He J0DKHO
OBbITh KOHKPETHOT'O M JIETAJIBHOTO OINKMCAHUS MpoOJieM U I11aros,
HEOOXOUMBIX JIJI1 BHEJIPEHUS U UCTIOJTHEHUS STON MOJTUTHUKHU.

YtoObl yIOBIETBOPUTH BCeM TpeOoBaHMsM, xoporias [TomuTuka
CYWUD, xak u IlonMb, nomxHa COOTBETCTBOBATH LEISIM OpraHU3allvH,
ObITh MPUMEHUMOM, OCYIIECTBUMOM JJii BHEAPECHUS, MPEBEHTUBHOM,
JIETKOM B MOHUMAaHWU, N30eTraTh a0COIIOTHBIX HOHSITHH.

®opmar [lommutukn CYUD onpenensiercss BHyTpu OpraHU3aIUU.
BaxHo, 4yT0OBI OHa BOCHPUHUMANACh KaK MPOTrPaMMHBIN JTOKYMEHT,
KOTOpBIA ~ XO4YeTcsd IMpodecTb, a He Oerjo MpOoCMOTPETh WU
MIPOUTHOPUPOBAT.

[Tomtrka CYUDB pgomkHa OXBaThiBaTh CIECAYIOIIME KIHOYEBBIE
npoueccel CYUD:

- ynpasiieHue puckamu Ub;

- ynpapieHue nHuuaeHtamu Ub;

- ynpasieHue ayauramu Ub;

- ynpasienue 3¢pdexruBHocThi0 CYUD;

- yOpaBJICHUE MEPCOHAIIOM;

- ympaBiieHue JokyMeHTanuen u 3anucsimu CYUD;

- a”Hamm3  (QyskuuonupoBanuss ~CYUB  pykoBoacTBOM
OpraHU3allNH;

- nepecmoTp U coBepuieHcTBoBaHue CYUD;

- YOpaBJICHUE KOPPEKTUPYIOMUMUA W MPEAYyHPERKTAIOIUMU
nevictBusMH B obimactu OUB;

- YHb.

Kak u ITonlb, Iloautuky CYHUDB HeoOXoauMoO NEpPUOIUYECKU
IIEpECMATPUBATh HA MPEAMET AKTyallU3alluyd €€ LEJIEd U OCHOBHBIX
MTOJIOKEHUM.

Ecou orolitu oT QopmanbHbIX TpeOOBaHUN CTaHIAPTOB U
3ayMarbCsa, KTO, KpPOME BBICIIETO PYKOBOJICTBA OpPraHU3alNH,
oOnagaer NOCTaTOYHBIMU ITOJIHOMOYUSIMHU IS MIPUHATHS
[IEPEYUCIICHHBIX PELICHUM U BBINOJHEHUS IMEPECUUCICHHBIX JIEHCTBUM,
TO MOHO INPHUUTH K BBIBOJAY, YTO TOJIBKO BBICIIEE PYKOBOJCTBO U B
COCTOSIHUM OCYUIIECTBIISATh ATy JAEATEIBbHOCTb, CTOJIb HEOOXOIUMYIO IS
nonHoueHHou xu3Hu CYUDB. Tonpko B Takom cilyyae MOSIBIISIETCS
yBepeHHOCTh B ToM, uto 1isi CYUB Oynyt mnpemoctaBieHbl Bce
HEOOXOJAUMBIE PECYPCHI, BCE YMNPABJICHUYECKUE PEIICHUS] OYIyT TaKxKe
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OPUHATBL B CPOK M C YYETOM CTpaTEerHyecKkux Iiesieil OusHeca
OpraHu3alNHu.

beiBaroT ciryyan, Korga mpoekTel 1o mnocrtpoeHutro CYUD
VHULUUPYIOTCS pyKoBoauTelssMu mnoxpasgeineHuii WMb. Torma um
HEOOXOUMO MOTPATUTh AOCTATOYHO MHOTO BPEMEHH, YTOOBI JOHECTH
N0  BBICIIETO PYKOBOJACTBA OpraHM3allMd BCE MPEUMYLIECTBA
noctpoerusas CYUD, a Takke o4epTuTh KPYr 3aJady, KOTOPBIE HYKHO
PELINTH B XOJI€ €€ ITOCTPOCHUS U IKCIUTyaTallu K.

[Tomumo 3TOrO, B paMkKax BCEX CTaJUM KUZHEHHOTO IIMKJA
CYUDB mnotpelOyercss mocTosiHHas pabOTa BBICIIETO PYKOBOJCTBA H
IIPUHATHE JIOMOJIHUTENIBHBIX YIPABICHYECKUX peElIeHurd. BaeneHue
CYUb B peilcTBUE [OMKHO OBITh YTBEPKACHO PYKOBOJICTBOM
OpraHu3alyy,  HAOpUMEP,  COOTBETCTBYIOIIMM  IIPUKA30M IO
opranuzanuu. s peryiasipHoro ananusa pesyibtaToB padotel CYUD
PYKOBOJICTBO  JIOJDKHO TMPUHUMATh HEOOXOIUMBIC PEIICHUS 10
yIY4IICHUIO0 WK Moaudukanuu npoieccos ynpasienus Ub. B pamkax
JAHHOTO Mpolecca Ha PACCMOTPEHUME PYKOBOJCTBA OpraHU3alUU
BBIHOCSITCA pe3ysbTaTbl M Bompockl (yHkimonupoanuss CYUD,
CTaTUCTHKA I10 IporeccaM yrpasieHus JK, 3apochl 3aMHTEPECOBAHHBIX
ctopoH Ha BHeceHne usmeHeHuil B CYUb wu 1. n. Ilo pesynbpraTtam
JAHHOTO TpOLEcca Ha PEryJISIPHOM OCHOBE PYKOBOJICTBO OpraHW3alluu
BBIHOCUT pelieHus mo BceM acnektam padorsl CYUDB, TpebOyrommm
nopaboTku. LIeHHOCTh 3TUX PEe3yJbTATOB 3aKIIIOYAETCS B TOM, YTO BCE
pelieHusi, TNPUHUMAEMbIE PYKOBOACTBOM, COIJIACOBaHbl C OOIIEH
Ou3Hec-cTpaTeruel opraHu3anyyu. ITO OUYCHb BaXKHO, TaK KakK, KakK yixKe
OTMEYAJIOCH BhIIIE, B camoM onpeaeneHun CYUb noguepkuBaeTcs, 4To
CYUD sBrsieTcs 4acThio OOl CUCTEMBI yIPaBICHUS OpPraHU3aIluu U
BCE pelieHMs, npuHuMaeMmblie B pamkax CYUWD, mOmKHBI y4WTHIBATH
eI U 3a]1a4u OM3Heca OpraHu3aliyi.

Uto0bl (QyHKIIMOHUPOBATH A(PPEKTUBHO, OpraHU3aIMsS JIOHKHA
UACHTU(DUIIMPOBATH PA3IMYHBIE BUABI OCYIIECTBIIEMOUN ACATEILHOCTH
U yhnpapisaTh uMH. Kak OBLIO OTMEYEHO paHee, Jr000e JeiCcTBHE,
UCIIOJIB3YIOIIEE PECYPCHl M YIPaBISEMOE C LEJbI0 MNpeoOpa3OBaHUS
BXOJIHBIX JTAHHBIX B BBIXOJIHBIE, MOXKET PACCMATPUBATHCA KaK ITPOLECC.
[IpuMeHeHre CUCTEMBI MPOLECCOB B OpPTaHU3alMM, UJICHTUPUKAIUSI U
B3aMMOJICICTBHE JTUX IMPOLECCOB, a TAKXKE YNPABICHUE ITUMH
polieccaMu MOKET ObITh Ha3BaHO «IIPOLIECCHBIM MOJIX010M». Bee 3To
CIIpaBeJIMBO U B OTHOILIEHUH oOecnieueHus u ynpasienus Ub, Tak kak
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mo0ble JACHUCTBUSL B paMKax JIaHHBIX BHJIOB JEATEIIBHOCTH MOTYT
paccMaTpuBaThCA KaK MPOLIECCHI.

K ympasnennro b npumeHHM NpOLECCHBIM MOAXO0MA, KOTOPBIA
pacmpocTpaHseTcss Ha pa3padoTKy, pealu3aluio, 3SKCIUIyaTalulo,
MOHUTOPHUHI, aHaJu3, COMPOBOXJIEHHE U coBepiieHcTBoBaHue CYUD
opranmzanuu. Ilognepxanue Ha pgokHOM YypoBHe CYUDB Ttpebyer
MPUMEHEHUSI TaKOro >K€ MOoAX0Ja, Kak U Jiobasi Jpyras cucrema
ynpasienusa. Ucnonszyemas B ISO/IEC 27001 u T'OCT P UCO/MBK
27001 nmis onucanusa npoueccoB CYUD muknuueckas mogens PDCA
MPEIyCMaTPUBACT HENPEPHIBHBIN UK MEPONPUSATHMN: «IIAHUPOBAHUE
— peamm3anus - IPOBEpPKa - COBEpLIEHCTBOBaHME». [Ipu Takom
noaxojie k ynpasienuto b ocoboe 3HaueHue MpuaaeTcs CIeAyOIEeMY:

- mnoHmMaHmio TpeboBanuit 1o OWbBb oprammzamuun wu
HEO0OXOIMMOCTH ONIPEACTUTh MOAUTUKY U 11enu OUD;

- BHEJPEHUIO M MCIIOJIH30BAHUID OOOCHOBAHHBIX 3AIUTHBIX
Mep asig yrpasiieHus: puckamu Wb opranuzanuu B KOHTEKCTE OOIIMX
Ou3HEC- PUCKOB OpraHu3alluy;

- MOHHUTOPHUHTY W aHAJIN3y  PE3YJbTAaTUBHOCTH W
s dextuBHOCTH CYUD;

- TOCTOSIHHOMY  COBEPIIEHCTBOBAaHHWID, OCHOBAaHHOMY Ha
0OBEKTUBHBIX TTOKA3aTEIISX.

Ha Tekymumii MOMEHT MHTEpPEC K LUHMKIMYECKOW MOJIENIHN CBS3aH
OpeXae BCEro ¢ mpoOjeMaMu BHEAPEHUS W COBEPIICHCTBOBAHUS
COBPEMEHHBIX cHUCTEM YyrpasieHus, B uvactHoctu CYUDB. Onna wus
oCcHOBHBbIX ILeneid BHenpenuss CYUDB - co3manue Takux yCIOBUW B
OpraHu3aluM, KOorjga MPOUCXOAUT TNOCTOSHHBIA MOHHUTOPUHT W
yaydllIeHne Kaxjaoro u3 mpoueccoB OMb M CMEXHBIX IPOILECCOB.
B3auMHO ycunuBas Apyr apyra, 3TH YJIYYIICHUS MO3BOJISIOT CO31AaTh
Bce 0Oosiee COBEPIICHHYIO cUCTeMy. YacCTHBIM KpUTEpUEM YIIyUIICHUS
KaXJOr0 W3 TMPOIECCOB MOXET CIYXKUTh CHI)KEHHE YHCIA
HECOOTBETCTBUM, BBISBISIEMBIX B XOJE PA3JIUYHBIX IPOBEPOK, TAKUX KAK
BHyTpeHHUE ayautsl b, MOHUTOPUHT 3(PPEKTUBHOCTH MPOLIECCOB U T.
n. IlosBieHne HECOOTBETCTBUM  MOXHO  pacCMaTpuUBaTh  Kak
BO3HMKHOBEHHE HEKOTOPOW MpPOOJEeMBbI, pEIIeHHE KOTOpPOM BeIeT K
yIY4YIIEHUIO mpolrecca (MOcjae 3TOro OHa HE BO3HUKAET CHOBA), a,
CIEIOBATENbHO, W K JOCTHKCHHIO 3aIUIAHUPOBAHHBIX PE3YJIHTATOB,
YIOBIIETBOPEHUIO BCEX 3aMHTEPECOBAHHBIX CTOPOH W pPeav3aluu
OPUHIMIIA TOCTOSIHHOTO yiyuimieHus. Kaxnaplii ¢GakT MosBICHUS
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HECOOTBETCTBUS JIOJKEH IIPUBOJINTH K BBINOJIHEHUIO OINPEACITICHHOU
MOCJIEeA0BATCIIbHOCTH JACUCTBUIM, a8 UMCHHO:

- KOoppekuus (yCTpaHEHHE HECOOTBETCTBUA);

- aHaJu3 HECOOTBETCTBUSI,

- YCTaHOBJICHUE KOPEHHOM NMPUYMHBI €r0 MOSBJICHHUS;

- OIpEACICHUE KOPPEKTUPYIOUIUMX JIEUCTBUM, HANPABICHHBIX
Ha YCTPAHEHHUE NMPUYUHBI HECOOTBETCTBUSI;

- BBIIIOJHEHHE dTUX JCHCTBUM;

- aHaJu3 UX Pe3yJbTaTUBHOCTHU U 3P(HEKTUBHOCTH.

Ecnu xe B X0J1e MPOBEPOK YAACTCS BBIIBUTH (DAKThI, KOTOPHIE
MOTYT B OyAyIlleM MPUBECTH K BO3HUKHOBEHHUIO HECOOTBETCTBUM, TO
HAaJI0 OCYIIECTBUThH BCE BBINICTICPECUHUCICHHBIC JICHUCTBUS, HO TOJIBKO
TeTepPh UX MEIBI0 TOKHO OBITh YCTPAHEHHUE MPUYHH MOTECHIIMATBHBIX
HECOOTBETCTBH.

[Ipoueccubiii noaxon k CYUDb mnokazan na puc. 6.1. CYUDb
IpUHUMAET B KauyeCTBE BXOJHBIX JaHHBIX TpeOoBanms 1mo OUb wu
OXKUJAHHUSI 3aWHTEPECOBAHHBIX CTOPOH, W B pe3yJbTare psjaa
HEOOXOJMMBIX JICHUCTBUI W TMPOIECCOB HA BBIXOJE MOJy4daeTCs
ynpaBisgemas Wb, xotopas yaoBIeTBOpSIET 3TUM TPEOOBAHHSAM H
0>KHJIAHUSIM.

3Jawh-
Tepeco- fnanMpoaanme auH-
BaHHbIG ——— YeTanosuTe g [ TRPecO-
cTo. | CYWB § BaHHLe
POHB! CTO»
> I/ 2|1 pouw
13
E PeaNMICELIBATE M Nogaepxmeatew | 2
Tpebo- | sxchnyammposate CYWB ynywars CYWS | &
BAHMA M | | E a
oxnga- | | 3 B .
eMbiD MNpoaoavTL O Ynpag-
Pe3yNe- MOHNTORUHr CYUB I\ [ neman
TaThl - > . B .
1.3 Npoaepxa '

Pucynok 6.1. [ukn PDCA B npumenenuu k npoueccam CYUDb
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Ha cranuu nnaHupoBaHus OOECIIEUUBACTCS MPABUIILHOE 33/IaHUE
KoHTeKkcTa 1 Macmtaba CYUD, ouenuBarorces pucku Wb, npennaraercs
COOTBETCTBYIOIIUM IJIaH 00paOOTKHU 3THUX PUCKOB.

Ha cragum peamusanuy BHEAPSAIOTCS PELICHUS, MPUHATHIE BO
BpeMs IUIAHUPOBAHUS.

YtoObl rapanTupoBath, 4yTo CYUDB B 1enOM O0CTUraeT CBOUX
1esne, HeoOXoAUMBI epuoandeckre nmpoBepku. Ha ctagusax mpoBepku
U COBEPLICHCTBOBAHUS YCWJIMBAKOT, MCHPABIISIIOT U COBEPIICHCTBYIOT
pemenus o CYUDB, koTopbie OB ONpEETCHbl U YKE Peai30BaHbI.
B 3aBucumMoctu OoT KOHKpeTHOM cutryamuu npoepku CYUDB moryt
IPOBOAUTHCS B JI000€ BpeMs M C JIIO0OOW TepUOaUYHOCThIO. B
HEKOTOPBIX CHCTEMaX C I  O00ECMEeUeHUs] HEMEJIEHHOTO
BBITIOJIHCHUSI W pPEarupoBaHHUS OHM JIOJDKHBI OBITh BCTPOCHBI B
ABTOMATU3UPOBAaHHBIE  Ipouecchl.  Jlng  Opyrux  MpoOLECCOB
pearupoBaHue TpeOyeTcs TOJIbKO B ciydae mHuuaeHToB Wb, korma B
3alMIIACMbIE AKTUBBI BHECECHBI W3MCHEHUS WA JONOJHECHUS WIN
npou3onuii  u3MeHeHus yrpo3 Wb wu  yaszBumocren. Ilporecc
HETIPEPBIBHOTO COBEPILICHCTBOBAHUS OOBIYHO TpeOyeT
IIEPBOHAYAIIBHOTO VHBECTUPOBAHUSA B JTOKYMEHTUPOBAHUE
JEATEILHOCTH, (OpMANIU3ALMIO MMOAX0a K ynpaBieHuto puckamu Ub,
ONPENCIICHUIO METOJIOB aHAJIN3a W BBIJCICHUIO PECYpPCOB U T. M. JTH
MEpPBI HCHONB3YIOTCSA Il NPUBEICHUA LUKIA B AcucTBUE. OHHU HE
00s13aTeNIbHO  JOJDKHBI  OBITH  3aBEpIIEHBI, TMPEXJIe YeM OyayT
aKTUBU3UPOBaHKI cTaauu nepecmorpa CYHUD.

JleTallbHO COAEPKAHHUE NESATEIBHOCTH B pPaMKaXx Ha3BaHHBIX
CTaJINi TTOKazaHo puc. 6.2.
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M1.1: obnacTy w rpannnes aeicrena CYHB,
M.2: nonutuka ana CYHB.

M.3: noaxon X oueHks pucHoe Hb.
M .4: Il.l.BH'lI'Il:Illllal.l.H.ﬂ pHCKOB ME. Cd. 1 TaKTHYBCKNG W CTpaTemnyecxkue
M.5: ousnka puckop HB. ynyqdwedua CYHb.
N1.6: BapuakyL oGpadoTku puckes HB. CA.2: koppexTUpyI mMWe W NPIRYAP exA-
M1.7: uepL yNPABAGHUA ANA ohpaloTau oune ReHCTENA, §

prckor Mb. CA.J): wnopuuponanne o aENCTORAXS
M1.8: ocraroynere puckn ME. peIyntIaTax no ynyvwenww CYHb
[11.9: pajpemenue Ha BHBAPENNE FANNTOPECOBAHNHBIX CTOPON.

i axcnnyataumio CYMB. Cd A: oDecneveHme BHEAPOHNMA
M.10: NONDMEHWE D NPHMNE HEMACTS. ynyumenni CYHB.

Mnauuwposanre C:\’funepmanmunuanue

il 1T

Peanwaauns » Mposepka
P2.1: nnan obpadarxm pucxoe Hb. M3.1: MOHNTOPMHT W AHANINZ.
P22: wepk) ynpapnesMA. I32; perynApybi aHaNNI
P2.3: nmauepeune pazynLTATHEHOCTH peaynsTaTMBHOCTH CYHB.
BLOpaANHLIX Mep YyIPIBNeHNA. IT1.3: mauepoHne PEIYyNLTATMOHDCTM
F2.4: npoTpasus: no oByvyeHwn N MER YTIPAENAHNA.
NOBLIMEHNM KBEANWHD NKIUNM MG A4: nepecuoTy OLEHEN PHCKOE.
COTPYAHMKOR. 13.3: auyTpauntue ayanra CYHbB.
P2.5: yapaeneune paSotoh CYHE. 13.6: ananua CYUB co croponn
P2.6: ynpagnewne pecypcaun CYND. PyNDB0ACTEA.
P2.7: ponapyaenue cobswi b u 3.7: oonoenedne nnanoe Hb.
peampoeanme Ha MHUNAEHTEL Hb. M1.8; perscrpauma aeHcTENE W coGLITHN,
P2 B: nbecneyenwe HENPEPLIEHOCTM EnuAoEMR Ha CYHb.
DmrHeca. -

Pucynok 6.2. ITpouecce nukina PDCA B npumenennu k nponeccam CYUDB

IHnanupoBanne CYUD

[IpumenutenbHo k cucrteme ynpasienus Wb (manee CYUDB) nHa
3Tane IJIAaHUPOBAHUS OCYIIECTBATCS HEMOCPEACTBEHHAs €€ pa3paboTKa:
yCTaHaBJIUBAaeTCsA o0sacTh neictBum u nonutuka s CYUD,
ONPENEIATCS LENU, 3aJa4u, NPOLECCHl U MPOLEAYPHI, aJICKBATHBIC
noTpeOHOCTAM Ou3Heca B ymnparieHuu puckamu b u mo3Bosstoniue
NMOBBICUTh  ypoBeHb Kb, a Takke mOMyYuTh  pe3yJbTaThl,
COOTBETCTBYIOIIHUE OOUIMM MOJIUTUKAM U LEJSIM OpraHU3alHH.

[{enbr0 BBIMOJIHEHUS AESATEIBHOCTH B paMKaxX IPYyMIIbI IPOLECCOB
«IJIAaHUpOBaHMWE»  sABIsEeTCS  3amyck «mukinay CYHUb  nyrem
ONpPENECICHUSI NEPBOHAYAIBHBIX IUIAHOB €€ IIOCTPOCHMS, BBOJA B
NEWCTBUE W  KOHTPOJIS, a TaKXke OINpENeNICHUus IUIaHOB  IIO
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COBEpIICHCTBOBAHUIO HA OCHOBAaHWUU PEUICHUM, MPUHATHIX HA 3Tare
«COBEPIIICHCTBOBAHUE) (€CIIM 3TO YK€ HE MEPBIN LIUKII).

Couerass mnpu co3gannn CYUWUDb pasznuuHble  TPUHLIMIEBI
VIPaBICHUSI B KKJIOM OTJEIBHOM KOHTYpPE 3alIUThl OOBEKTA, MOXKHO
TOOUTHCS ONTUMAIBLHOTO COOTHOIIEHHS 3(P(OEKTUBHOCTH U CTOMMOCTH
OWUB. Pa3zpaborka CYUD, kak u 10001 Ipyroil CUCTEMbI YPaBICHUS,
OCHOBBIBAETCS HA TpeX 0a30BbIX MPUHIUNAX YIIPABICHUS :

PazomkHyTO€ ympaBieHue — 3apaHee CcHOpPMHUPOBAHHBIC
TpeOoBaHusl peanusyrorca ucnognuteasmMu OWDB, Bo3neilcTBys Ha
OOBEKT 3allUTHI; JTOCTOMHCTBO - MPOCTOTA, HEAOCTATOK - HHU3KAS
3 PEeKTUBHOCTh 3allUThl, TaK KaK TPYAHO 3apaHee Npeayrajaarh
MOMEHT BO3JI€MCTBUA U BUJ Yyrpo3bl 1b.

Komrniencanus - B KOHTYp ynpasiieHusa b onepatnBHO BBOIUTCSA
uHopmarus o0 oOHapyxkeHHOW yrpoze Wb, B pesymbTare uero
ucnojauTe i OVb KOHIIEHTPpUPYIOT CBOM YCHWIIMS HA €€ JIOKAJMU3allul U
MPOTUBOACHCTBUU €1; JOCTOMHCTBO - OoJiee BhICOKash 3(DPEKTUBHOCTD,
HEJOCTaTKU - TPYAHOCTH MPaBUIBHOTO OOHapyxeHusi yrpossl Mb wu
HEBO3MOKHOCTh YCTPaHEHUsI TOCJIEACTBUI BHYTPEHHUX YTPO3.

OOparHast cBsi3b - OOHapyxuBaeTcss He cama yrpo3a HUb, a
peakiusi CHUCTEMbl Ha HEe M CTENEeHb HAHECEHHOro YyIiepoa;
JIOCTOMHCTBA - KOHKPETHOCTh M TOYHOCTH OTPAOOTKH TOCJIEICTBUI
BHEIIHUX u BHYTPEHHUX yrpo3 b (3KOHOMHUYECKAs
1e7eco00pa3HOCTh), HENOCTATOK - 3amnasjblBaHue (MHEPUHUOHHOCTD)
MIPUHUMAEMBIX 3aIIUTHBIX MEP.

BrinosiHeHUE NIEITENBPHOCTA HAa JAHHOW CTaJAWU 3aKIOYaeTCs B
oOClieIOBAaHUM  OpraHU3alMd C LEJIbl0  ONPEACNICHHS  CTEICHU
coorBeTrcTBUa TpeboBanusiM 1no OWNB u tpedoBanusm k CVYUD,
omnpeaeneHun/KoppekTupopke oodmactu aericteus CYHUD, paspabotke
wiaHa Mepornpusatuid o mnoctpoeruto CYMb ¢ ydetoMm BBIOpaHHOI
o0slacTu U cTteneHu cooTBeTcTBUsl TpeOoBaHusaM k CYUDB B rpanuiax
00JacTu JeATeNbHOCTH, (hopMaIu3alu noaxoaa K oneHke puckoB Nb
U PACIPENCIIEHUN PECYpPCOB, IPOBEJACHUU OLEHKHM pUCKOB Wb w
ONPEACICHUN/KOPPEKIIMU  TUIAHOB  UX  00pabOTKH, pa3paboTke
MEXaHU3MOB U MporeccoB ynpasiieHus Mb.

[Ipu mnpoBeneHun oOCIEAOBAaHUS OpraHU3alMd OCHOBHBIMU
UCTOYHUKAMU HMHGOpPMAIIMU  SIBJIAIOTCS  JIOKYMEHTBl OpraHu3aivuu
(MOJIUTHKH, IPOLIETYPHI,
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UHCTPYKIIMKU WU T. J.) W Pe3yiabTaTbl HWHTEPBLIOMPOBAHMUS
COTPYIHMKOB opranuzamnuu. Ilocie oOciegoBaHus OpraHu3aIys
JOJTKHA BBITIOJIHUTH CIEIYIONIEE:

1. OnpenenuTh/yTOYHUTH 001acTh U rpaHulibl AckictBus CYHb
C Y4eTOM XapaKTepUCTHK OW3HEca, OpraHu3alliHh, €€ pa3MeIIeHUs,
aKTHUBOB M TEXHOJIOTUM, TAaK)Ke BKJIIOUAs JA€Talu U 0OOCHOBAHUS JIFOOBIX
UCKJIIOUYECHHI W3 00JIaCTH JIEUCTBUS; PU ITOM BaXKHO YUYECTh BCE PUCKU
JUUTS. OPTaHU3ALMHU - OTIEPALMOHHBIC, PENTyTAl[MOHHBIE U T. II.

2. Omnpenenuth/yrounuth noautuky misi CYUB (ona umeet
npuoputeT 1o cpaBHeHuto ¢ Ilonlb opranuszanuu, XOTs OHU U MOTYT
OBITH MPEACTaBICHBl OJHUM OOIIMM JOKYMEHTOM) Ha OCHOBE
XapaKTEepPUCTUK OW3HEcCa, OpraHu3allii, €€ pPa3MEIICHUs, aKTUBOB U
TEXHOJIOTUH, KOTOPAS:

- BKJIIOYAaeT B CceOS KOHICMIMIO Uil YCTAaHOBKH IICJICH,
OCHOBHBIX HAIIPABJICHUS Y MPUHIUIIOB JIEUCTBUS B OTHOLIEHUH UDb;

- y4uThIBaeT OHU3HEC-TpeOOBaHMUS W HOPMATHBHO-NPABOBHIC
TpeOoBaHMs (BKIIIOYAs MEXKIyHAPOIHbIC M HAIITMOHAJIbHBIC CTAHIAPTHI B
obnactu OUB), a Takxe noroBopHbie 00s3aTenbcTBa 10 OUb;

- COTJIACYETCS CO CTPATETMYECKUM YIPABICHUEM PHUCKAMU
OpraHM3allii, B paMKax KOTOPOro OyAeT MPOUCXOAUTH pa3paboTKa H
noanepxkka CYUD;

- YCTaHAaBJMBAECT KPUTEPUU OLICHKH PUCKOB;

- YTBEPXKIACTCS PYKOBOJICTBOM.

3. OnpeaenuTh/yTOYHUTh MOAXOJ K OlleHKe puckoB Wb ms
HanboJyiee KPUTHUYHBIX AaKTHUBOB M OM3HEC-MPOIIECCOB OpraHU3alluH,
BKJIFOYAS:

- METOJOJIOTHIO OLICHKH pUCKOB Ub, KOTOpas npuMeHuma s
CYUb u cooTBETCTBYET yCTaHOBIEHHBIM On3Hec-TpeboBanusM mo ONb
U HOPMATHUBHO-TIPABOBHIM TpeOOBaHUSAM; OHa JOJDKHA JaBaTh
CPaBHUMBIE U BOCIIPOU3BOJIUMBIE PE3YJIHTATHIL;

- KPUTEPUU NPUHATUS PUCKOB U NIPUEMIIEMBIE YPOBHH PHUCKA.

4. BreiaBuTh u uaeHTuduimpoBars pucku Wb, onpenenus:

- 3alMIaeMbie aKTUBBI B paMmkax oonactu aerictBus CYUD, a
TaK>XK€ BJIAJCIBLEB 3TUX AKTUBOB;

- yrpo3sl b s 5TUX akTUBOB;

- YA3BUMOCTH aKTHUBOB, KOTOPbIC€ MOTYT OBITh HCIOJIb30BAHBI
yrpo3amu Ub;
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- HETraTUBHbIC TOCJIEACTBHS, KOTOpbIE BEIyT K TMOTEpPE
KOH(HUACHIINATBHOCTH, [IEJIOCTHOCTH U JOCTYITHOCTH aKTHUBOB.

5. [IlpoanamusupoBate U oueHurb pucku Wb, mis dero
HEO0XOUMO OIICHUT:

- ymepO Ins AESITENbHOCTH OpraHu3allid, KOTOPBIA MOKET
ObITh HaHeceH B pe3yibrare cO6osi B OUb, ¢ ydyeToM BO3MOXKHBIX
MOCJIEJCTBUN HapylIEHUs] KOH(PUIECHIHAIBHOCTH, UEIOCTHOCTH WIH
JOCTYITHOCTH aKTHUBOB;

- pealbHyH0 BeposiTHOCTb cboss B OUb ¢ yuerom
MPEBATUPYIOIIUX YIPO3, YI3BUMOCTEW U UX MOCIEICTBUM, CBA3aHHBIX C
STUMM AKTHBAMH, a TAKXKE IMPUMEHSEMBIX Ha TEKYIIUA MOMEHT MEP
yrpasieHus Ub;

- YPOBHH PHCKOB;

- SBIAIOTCA JIM PHUCKH TMPUEMIIEMBIMH WU  TpeOyloT
00pabOTKHU € UCTIOIB30BAaHUEM KPUTEPUEB IPUEMIIEMBIX PUCKOB.

6. OnpenenuTs W OIEHUTH pa3IMYHbIE BapUaHThl 00pabOTKU
puckoB Ub, cpenn KoTophIX:

- NPUMEHEHHE MOAXOAIINX MEP YIPABICHNUS;

- CO3HATeJIbHOE M OOBEKTUBHOE TMPHUHITHE PHUCKOB IMpHU
YCJIOBUH, YTO OHU MOJIHOCTBbIO COOTBETCTBYIOT TPEOOBAHUSM MOJUTUKHU
U KPUTEPUSIM OpraHU3allUi B OTHOIICHUU MPUHSITHS PUCKOB;

- u30exaHHe PUCKa;

- Tepedavya COOTBETCTBYIOIIUX OW3HEC-PUCKOB CTOPOHHUM
OpraHu3alusIM, HapUMEpP, CTPAXOBIIUKAM W MOCTABIIAKAM.

7. BpiOpaTh 1enu U Mephl yOpaBieHUs (3alIUTHBIE MEPHI) IS
o0pabotku  puckoB UMb, koTopele  JIOMKHBI  yAOBJIETBOPATH
TpeOOBaHMUAM, ONpPEJCICHHBIM B IIPOIECCEe OLIEHKH M 00pabOTKHU
PUCKOB, C YYE€TOM KPHUTEPUEB MPHUHITUS PUCKOB M HOPMATHUBHO-
PaBOBBIX TPEOOBAHUMN 1 TOTOBOPHBIX 0053aTEIbCTB.

8. IlomyuuTh yTBEpXKIEHHE PYKOBOJICTBOM IIPEAJIaracMbIxX
OCTaTO4YHbIX pucKoB Ub.

9. IlomyuuTh paspemieHue pPyKOBOJICTBA HA BHEIPEHHUE W
skciuryatanuio CYHUB.

10. IlogroroBute llonoxkeHne O NDPUMEHUMOCTH, KOTOPOE
BKJIIOUYAET CIIEAYIOLIEE:

- LIeJIM U MEPHI YIIPABJIEHUSI 1 0OOCHOBAHUE 3TOTO BBIOOPA;

- LeJIH W MEPHl yIpPaBICHUS, PEATU30BAHHBIE B HACTOSIIEE
BpEMSI;
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- IIEpEYEHb MCKIIOYECHUW LEeJIe U Mep YIpaBICHUA U
npoleaypy 000CHOBaHUS UX UCKITIOYEHUSI.

DaKkTUYECKHU ITPEACTaBICHHbIE Iaru dtana manuposanus CYUDb
IpECIEAYIOT LENIb MPUHSATUS PEIICHUS OpraHu3aIuend Mo CIEAYIOUM
TPEM OCHOBHBIM BOIIPOCAM:

1) ycranoBienue obnactu aeiicteus u nonutuku CYUD (maru
1 u?2);

2) BBIOOp 3aIIMTHBIX MEpP Ha OCHOBE yIpaBieHus puckamu Nb
(maru 3—7);

3) mnonydyeHue OJ0O0peHHsT PYKOBOACTBA Il Mep 0O0paOOTKHU
puckoB b u moaroroska ¢hbopMyIupoBKH MPUMEHUMOCTH TpeOOBaHUH,
TaK KaK 3TO BJICYET OPraHU3allMOHHBIE M, BO3MOXKHO, (PUHAHCOBBIC
U3epKKU opranuzanuu (maru 8-10).

Bce nepeunciieHHbIe IEUCTBUS ABJISIIOTCS BECbMa OOBEMHBIMU U
TpyAOoeMKUMU. J[JIsi UX BBINMOJHEHUS] HEOOXOAUMO CO3JlaHHE paboyeit
IPYNIbl  CIEIUATUCTOB W3 Pa3HbIX MOJPA3ACICHUA OpraHu3alluy,
00JlaJaloIMX JOCTAaTOYHBIMU 3HAHUSIMU U TOJHOMOYHUAMM  JIJISt
NPUHATHS YOPaBICHUECKUX PEIICHUHA Ha BCEX ATamax MOCTPOSHUs U
nocnenyrouero BHeapenns CYUD.

[ToMrMO 3TOr0 HEOOXOAMMO, YTOOBI PYKOBOJCTBO OpTraHU3AINU
ObLIO Takke 3anHTepecoBaHo B noctpoeHnu CYUb. BaxHo, 4ToObI BCe
pelIeHUsT Ha 3Tane «IUIaHUPOBaHUE» ObUIM TMOJACP)KaHbl M MPUHSITHI
PYKOBOJICTBOM OpraHu3aiuu. [IpuBep:KEHHOCTh PYKOBOJCTBA MOKET
CYIIECTBEHHO OOJIETYUTh pa3pabOTKy U BHEAPEHUE CUCTEMBI.

BbIX0/10M JaHHOTO 3Tama sBIsSETCS pa3pabOTaHHBIE MPOIECCHI
ynpasieHuss b, nmpoiienypsl, NOAAEpKUBAIOIINE U O0ECIIEUNBAIOLINE
paboTy pa3pabOTaHHBIX IIPOIIECCOB, a TakKXke WHCTPYKIUU JJIs
MOJIB30BATENEH TMPOLECCOB M HCIOJHUTEIENM POJEM B paMKax
IIPOILIECCOB.

Peanuzanusa CYUD

Ha srane peanuzanuu CYHDB nporcxoIuT BHEIPEHHE CUCTEMBI U
pa3paboTaHHBIX MpolieccoB ympaBieHuss Wb u mocnemyromas ux
JKCIUTyaTalysi, & WMEHHO: BHEJPEHHWE W NPUMCHEHUE TOJUTUKU B
otHoumieHnn CYMUDB, 3amuTHBIX Mep, nporeccoB u npoueayp CYHUD.
DTO BecbMa TPYAOEMKHUU MPOIECC, TaK KaK OH TpeOyeT Ha3HauYeHUS
UCMOJIHUTENIE pojield yYaCTHMKOB pa3paO0TaHHBIX MPOIECCOB H
npoBeAcHUsT OOy4YeHUs UCIOJIHUTENEH padoT, MOXKeT TpeboBaTh
ONEPATUBHON KOPPEKTUPOBKH MPOLIECCOB U T. .
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OJran  «peanu3anys»  OCyWIECTBISACTCA IO  pe3yibTaraM
BBITIOJIHEHUS ATAINOB «IIJIAHUPOBAHUE» W/WIIM «COBEPUICHCTBOBAHUE» U
3aKJIFOYAETCS B BBITIOJHEHUH BCEX IUIAHOB, CBSI3AHHBIX C MOCTPOCHUEM,
BBOJOM B JICMCTBUE U coBepiieHcTBOBaHHEM CYUD, onpeneneHHbIX HA
ATane «IUTAaHUPOBAHUE», W/WIM peallu3allid PEUICHUN, ONpeaeSICHHbIX
Ha DJTale «COBEPIICHCTBOBAaHHWE» M HE TPEOYIOMMX BBITOJTHEHUS
NEATENPHOCTH TI0 IUJITAHUPOBAHUIO COOTBETCTBYIOIIUX YIYUIICHHM.
Cpenn mpodero Ba)XKHBIM SIBIIIETCS  BBINOJHEHHE TAKUX BHJIOB
NEATEeIbHOCTH, KakK  oOpraHu3aiusi OOy4YeHUs U  IOBBIIICHHE
OCBeJIOMJICHHOCTH B obnactu Wb, peanuzanus oOHapyXeHUs W
pearupoBanusi Ha uHIUAeHTH 1B, OHB.

Opranuzanus J107JKHA BBIOUpATh 3alIUTHBIE MEPHI, aJICKBATHBIC
MOJIeNIsIM yrpo3 U Hapymwmrenen Wb, ¢ ydetom 3aTpar Ha peann3anuro
TaKuX Mep M 00beMa BO3MOXXHBIX MOTEph OT peanuzanuu yrpo3 Ub.
JIOJDKHBI TIPUMEHSITBCSI TOJIBKO T€ 3alllUTHBIE MEPbl, MPABUIBHOCTH
paboThl KOTOPBIX MOXET ObITh MpoBepeHa. Ilpu sToM opranuzamus
NOJDKHA PETYJSIPHO OLECHUBATh aJEKBATHOCTh 3aIMTHBIX MEP U
3(PEKTUBHOCTh UX peAIU3ALMKU C YUYETOM BIIMSHMS 3allUTHBIX MEp Ha
OU3HEC-1IEIH.

Hnsa peamuzanun CYWDB opranm3zanusa J0KHA NPEATPUHSITH
CIeAyrouee:

a) paspabortath 1iaH oOpaboTku puckoB Wb, onpenenstommii
COOTBETCTBYIOIIUE JEUCTBUSI PYKOBOJCTBA, PECYPCHI, O0S3aHHOCTH U
IIPUOPUTETHI B OTHOILIEHUU yIIpaBiieHUs puckamu Ub;

0) peanu3oBath IaH 00padoTku puckoB Ub mis moctmxeHus
HAMEUEHHBIX LIeJIed YNpaBieHUs, BKIIOYAIONIUNA B Ce€Osl BOMPOCHI
(UHAHCHUPOBaHUS, A TaKXKe pacrpeenceHus GyHKIUN U 00I3aHHOCTE;

B) BHEIPUTH MEpbl YHOPABICHUS [JIs JOCTUXKEHHS Ielei
YIIPABIICHUS;

I) ONPENENUTh  CHOoCO0  U3MEPEHUs  Pe3yJIbTaTUBHOCTH
BBIOpDAHHBIX MEpP YIPaBICHUS WM UX TPYII U HCHOJB30BAHUS ITUX
U3MEPEHUN 11 OLICHKU PE3YyJIbTATUBHOCTU YIIPABJIEHUS C LEIBIO
MOJTYyYEHUSI CPABHUMBIX U BOCTIPOU3BOIUMBIX JJAHHBIX;

1) peanu3oBaTh MPOTPaMMbl MO OOYYEHHIO U TMOBBIIIECHUIO
KBaIM(UKAIIUU COTPYTHUKOB;

¢) ynpasiarh padoroit CYUB;

x) ynpasisaTh pecypcamu CYUD;
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3) BHEIPUTH MOPOLEAYPHl W JIPyrME MeEphl yIpaBIICHUS,
obecreunBaromue  ObicTpoe  oOHapyxeHue coObituii Wb w
pearupoBaHue Ha UHIUIEHTHI Ub;

1) o00ecreYnTh HEMPEPHIBHOCTh OM3HECA OpraHU3alluY.

[TogpoObHO modTamHbIe newicTBus 10 BHenpenuio CYUD,
coctaBieHHble B cooTBeTcTBUU ¢ TpeboBanusimu ['OCT P NCO/M3BK
27001, ISO/IEC 27001 u msemenkxoir Meromaukou IT-Grundschutz,
BBITJISLISIT CJIEIYIOIIUM 00pa3oM:

Otan | -ynpaBlIeHUECKHI:

*  0CO3HATh Leau u BoIroibl BHEApeHus: CYUD;

*  MOJYYHUTh MOAAEPKKY PYKOBOJICTBA HA BHEJAPEHUE U BBOJI B
skcrutyaraiuio CYUD;

*  pacnpenenutb oTBeTcTBeHHOCTH o CYUD.

Drarn 2 - opraHu3aluOHHbIN:

* CcO3/laTh U OOYYWUTh TPYIIY IO BHEAPEHUIO U TOIACPIKKE
CVYUb;

* ompeaeauTh o0nacth neictBus CYUB.

Otan 3 — nepBOHAYAIBHBIN aHanu3 cymectByronien CYUb:

* nposectu aHam3 CYUD;

*  OmpenenuTh nepeyeHb padot no gopadbotke CYUBD.

Oran 4 — onpenenenue [lommtukn CYUD un neneir CYUD 1o
KaKJIOMY MPOLIECCY.

Otan 5 — cpaBHEHUE TEKylIeH cutyanuu co ctangaprom 27001:

*  MPOBECTH oOy4eHue TpeOOBaHUAM CTaHJ1apTa
oTBeTCTBEHHBIX 3a CYUDB;

* CpaBHUTH TpeOOBaHUS CTaHAApTa C CYIIECTBYIOUIUM
MTOJI0KEHHUEM JIEIT.

Ortan 6 — nannposanue BHeApeHus CYUb:

*  ONpENENUTh IMEPEUYCHb MEPONPUATHN JISI JTOCTHKEHUS
TpeOOBaHUM CTaH/IAPTA;

*  pazpabortath pykoBojicTBO 1o Ub.

Otan 7 - BHEAPEHUE CUCTEMBI yIIpaBiieHUs: puckamu 1b:

*  paszpabotarh npoluenypy ujaceHTudukanuu puckon Hb;

*  uACHTUUIMPOBATL W PAHXKUPOBATH AaKTUBBI (KaTajor
«Monynu» metoauku [ T-Grundschutz);

*  ONpPEJEIUTh OTBETCTBEHHBIX 32 aKTHUBBHI;

*  OUCHHTb aKTUBBHI;
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* uneHtuduimpoBatb yrpo3sl Wb u ysI3BUMOCTH aKTUBOB
(kaTajor «YTrpo3bl» METOAUKHN);

*  paccuuTarh U paH:KkupoBarhb pucku Mb;

* pa3paborarh IJIaH 0O CHWXKEeHUI0 puckoB Wb (kartanor
«3allUTHBIE MEPBI» METOJIUKH);

*  ONpeAcnuTb HENpUMEHUMBIE cpeacTBa ynpasieHus Wb
(mpunioxkenue A cranaapta 27001);

*  pa3paboTarh MOJIOKEHHUE O cpeacTBax ympasienus Ub.

Ortan 8 —pa3padorka qokymentauu CYU b:

*  ONpENENUTh MEpPeYeHb AOKYMEHTOB (TpOLEnyp, 3alucei,
UHCTPYKITUI) 1S pa3paOOTKH;

*  pa3paboTarh ClIEAYIOUINE NPOUEAYPHI U APYTUE TOKYMEHTHI:

1) ympaBiaeHdeckue MpoleAypbl (CTaHIApT Ha pa3padboOTKy
JOKYMEHTOB, YIIPaBIICHUE JOKYMEHTaMU " 3aMUCAMU;
KOPPEKTUPYIOIIUE U MPEAYNPEKIAONINEe MEPONPUATHS; BHYTPECHHUIM
ayaut Ub; ynpaBieHre nepcoHaaom U T. 1.);

2) TEXHUYECKHE Tpoleayphl (MpuoOpeTeHue, pa3BUTHE U
noanepxkka WC; ympaBieHHe AOCTYNOM; pErucTpauus W aHalIu3
nHiuaeHToB Ub; pe3epBHOE KONMMPOBAHMWE; YIMPABIECHUE CHEMHBIMU
HOCHUTEIISIMU U T. ]1.);

3) ynpaBieHYeCKHE 3anucu (OTYETHl O BHYTPEHHUX ayauTax
Nb; ananmu3 CYUD co cTOpOHBI BRICHIETO PYKOBOJCTBA OPraHU3AIUU;
oTtueT 00 aHanuze puckoB Ub; otyer o pabore komureta no Ub; oTyer
O COCTOSIHUU KOPPEKTUPYIOIIMX M NPEAYNPEKAAIOMUX JTeUCTBUMA;
JOTOBOPBI; TUYHBIE JI€]a COTPYAHUKOB U T. 11.);

4) TexXHWYECKHe 3amucu (PEecTp aKTHUBOB; IJIAH MPEANPHUSTHUS;
1aH (U3NYECKOro pa3MEIICHUs] aKTUBOB; IUIaH KOMITBIOTEPHOW CETH;
KypHaJ PETUCTPALIMU PE3EPBHOTO KOMUPOBAHUS; )KYPHAII PETUCTPALIUU
(akTa TEXHUYECKOro KOHTpoJsi mociie u3MmeHeHuid B OC; xypHanl
cooprtuiit  MUC;  skypHanm  perucrtpauvi  JACHUCTBUM  CHCTEMHOTO
aIMUHUCTPATOpPA; JKypHall peructpanuu uHuujaeHtoB HWb; xypHan
pPErUCTpaIK TECTOB IO HEMPEPHIBHOCTH OM3HECa U T. 11.);

5) HUHCTPYKLHH, MOJ0KEHHUS (mpaBuiia paboTHI C
kommnbioTepamu U VIC, npaBwiia oOpanieHus ¢ MapoyisiMu, HHCTPYKIIHS
N0 BOCCTAHOBJIEHWIO JAHHBIX M3 PE3EPBHBIX KOMHUM, TMOJUTUKA
YAQJIEHHOTO JOCTyMa, MpaBuiia paboThl ¢ NEPEHOCHBIM 000PYI0BAHUEM
U T. 1.); BBeJIcHUE B JeiicTBue qokymeHToB CYUD.
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Dran 9 - oOyueHue mepcoHasa TpeOoBanusiM Ub
(pykoBOAUTENEH, COTPYAHUKOB).

Oran 10 — pa3paboTka ¥ OPUHATHE MEp MO OOECIECYEHUIO
padotel CYWDB: BHeapeHue CpeACTB 3alluThl (aIMUHUCTPATHUBHBIX,
IPOTPaMMHO-AIIAPATHBIX, TEXHUYECKHX ).

Oran 11 - BHyTtpennuit aygut CYUb: nombop KomaHbI,
IJIAHUPOBAHUE U MPOBEJICHUE.

Otan 12 - ananmu3 CYUD co cTOpOHBI BBICIIETO PYKOBOJICTBA.

Oran 13 - opunmansusiii 3anyck CYUDB: npuka3 o BBeIEHUH B
nericteue CYUD.

Oran 14 - ONOBENIEHWE  3aWHTEPECOBAHHBIX  CTOPOH:
uH(popMUpoBaHUEe KIHMEHTOB, napTHepoB, CMU o 3amycke CYUD.

BaxnbiMm ¢pakTopoM ycnemHoro BHenpeHus CYUDB sBusercs
co3ganue pabouelt rpynmnsl, oTBeTcTBeHHOM 3a BHeApeHue CYUD. B ee
COCTaB JIOJI>KHBI BOUTH:

- MPEICTAaBUTENIH BBICHIETO PYKOBOJCTBA OpraHU3alluH;

- OPEeACTABUTENM MoJpasaeiacHuil, oxBarbiBaeMbix CYUD;

- COeIUalMCTBl ToApasiesieHuii, oOecneuyuBaromux Wb B
OpraHu3aluy, HMEIOIIMe COOTBETCTBYIOIEE OOpa3oBaHUE  WJIU
NOATOTOBKY, 3HAIOIIWE OCHOBHBIE MPUHIUIIBI U JIyYIIUE NPAKTUKH B
obnactu UB.

[lepeunciieHHbIE COTPYAHUKH JAOJDKHBI TMOHUMATh 3alUTHBIE
Mmepsl 1 npoueccsl CYUD, 3Hath TpeboBaHMsSI HOPMAaTUBHOM U TPaBOBOM
0a3bl, MOJIJEPKMBAEMOW B OpraHu3allMd, U MOPOUTH OOydYeHHE IO
Bompocam co3nanus W akciyataiun CYUB. B coctaB paboueit
IrpyNnnbl  MOTYT TakX€ BXOJUTh MPUBJICYEHHBIE KOHCYJIBTAHTHI,
crienanuzupyomuecss B Bompocax CYHbB. Xopomel mnpakTUKon
SBIISIETCS CO3/IAHUE B OopraHu3anuu komutera 1o Mb, koTtopeiid, kpome
BOIIPOCOB, CBsi3aHHBIX ¢ BHeApeHueM CYUD, nomkeH Ha MOCTOSTHHOM
OCHOBE O0O€CHEUYUTh PEIICHUE 3a/iad, ONPEACNISIEMbIX ASKCIUTyaTaluen
nanHoi CYHWD u ee HempephIBHBIM COBEPILIEHCTBOBAHUEM.

[Ipouenypsl ans peanuzanuu u ynpasienuss CYUb moryT ObITh
OpraHu30BaHbl KakKk cucCTeMa (JepeBO) MpoleccoB (B TepMHHAX
nporeccHoro noaxonaa). Oraenvuble maru peanuzauuu CYUDB moryt
OBITh OpraHM30BaHbl Kak IieJieBble  (TTPOGUIbHBIE) MPOIECCHI
NEATEeIbHOCTH, THULIUUPYEMBIE U 3aBEPIIAEMbIC 110 MTPUHATHIM ISl HUX
KpUTepusaM (M0 BPEMEHU WM COOBITHIO) M UMEIIINE COOCTBEHHBIE
CaMOJIOCTaTOYHBIE pErIaMEHTHPYOIIUE HOPMBI, BKJIIOYas
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OpPTraHU3alMOHHYIO0 U PECYPCHYIO MOJJECPKKY. ITO MOKET ObITh TaKKe
CIEICTBUEM PELICHUWA OpraHu3aldd B PeE3yJibTaTe pealu3aluu
TpeOOBaHUI HECKOJIBKUX CTaHAAPTU3UPOBAHHBIX CHUCTEM YMpPaBICHUS
(me tosbko ctaHgaptHo CYUDB, HO M MHBIX CTaHIAPTU3UPOBAHHBIX
HampaBjieHud  ympaBiieHus1).  [loCKOJIbKY ~ MpPakTUYECKH  BCE
MEXIyHAPOHBIC CTaHIapPThI Ha CHUCTEMBI yIIPaBJICHUS
METOJOJIOTUYECKHM  COBMECTHMMBI, 3TO MO3BOJISIET  BBIICIATH U
NOJIEPKUBATh YHUDUIIMPOBAHHBIC 33/1aud, HAIIPUMED, B 4aCTU paOOTHI
C TIEPCOHAJIOM OpPTaHU3allMy, PETUCTPALIMU U COOpa UHIAEHTOB U T. II.

IIposepka CYUDB

Bonpocsl peanmzanun CYUb Ha mNpakTUKE HEOTAETUMBI OT
COOTBETCTBYIOIIMX TMPOLEAYP KOHTPOJIS, CPOPMYJIUPOBAHHBIX B
ornenbHoM Onoke TpeOoBanuii CYUB. Ha »srtame mnpoBepku
MPOU3BOJATCA MOHUTOPHUHT U aHanu3 CYUDb, BkiItoyaromue OueHKY H,
€CIIA BO3MOXHO, KOJHWYECTBEHHOC HW3MEPEHUE PE3YyJIbTATUBHOCTU H
3 (PEKTUBHOCTH MPOLIECCOB JIJIsi TPOBEPKU COOTBETCTBUS TPEOOBAHUIM
noJuTuky, 1nensim OUb u npakTuueckomMy OmbITY (PYHKIIMOHUPOBAHMUS
CVYUB, a Takxxe nHGOPMUPOBAHUE BBICIIETO PYKOBOJICTBA OPTaHU3ALINU
0 pe3yJibTaTax JJis MOCIEAYIOMIETO aHAIN3A.

[{es1b10 BBITIOJIHEHUS AEATEIBHOCTH B PAMKAX TPYIIIBI IIPOLIECCOB
«MpOBEpKay SBIAETCS 00eCeYeHUE JOCTATOUYHON YBEPEHHOCTH B TOM,
ytro CYUD, BKiItOYas 3anuTHBIE Mephl, GYHKIIMOHUPYET HAJJICKAIIM
oOpa3oM ® aJeKBaTHa CyllecTByomuM yrpozam Wb, a Takxke
BHYTPEHHUM  W/WJIW  BHEIIHUM  YCJIOBUSIM  (DYHKIIMOHHPOBAHUS
opranuzanuu, BiausoomuM Ha Wb, Kpome Toro, Heobxoammo
pPacCMOTpPETh JII0Oble U3MEHEHUSI B JIOMYIICHUSAX WX OOJACTH OLICHKU
puckoB HWb. Opra"uzaius J0JKHAa CBOEBPEMEHHO OOHApyXUBaTh
npoOJieMbl, MPSIMO WK KOCBEHHO OoTHocsAmuecs k Wb, morennuansuo
CIIOCOOHBIC TOBJIUATH Ha e€e OusHec-Ienu. PeKoMeHIyeTcs BBISBIATH
MIPUYMHHO-CJIC/ICTBEHHYIO CBSI3b BO3MOXKHBIX NPOOJIEM M CTPOUTH Ha
ATOM OCHOBE NMPOTHO3 MX PA3BUTHSA. YKa3aHHas ACATEIBHOCTb MOYKET
POBOAUTHCS B J000€ BpeMs M C JIFOOOH 4acTOTOM, B 3aBUCHMOCTH OT
TOTO, YTO SIBJISIETCS] OAXOASAIINAM IS KOHKPETHOW CUTYalllH.

Ha stane «mpoBepka» HEOOXOIUMO OCYIIECTBISATh MOHUTOPHUHT
U KOHTPOJb HCIIOJB3YEMBIX 3allMTHBIX MeEp, NpoBoauTh ayaut Kb
(BHYTpPEHHMI W BHEIIHUI), aHATU3UpoBaTh PpyHkironuporanne CYUb
B IEJIOM, B TOM YHMCJIE CO CTOPOHBI PYKOBOACTBA. JKenaTeibHO
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WHTETPUPOBATH Mpouecchl MOHUTOpUHTAa U aHanu3a CYUDb B cucremy
BHYTPEHHETO KOHTPOJISI OPraHU3al1u.

Pe3ynbTaT BBINONHEHUS AEATEIBHOCTH Ha JTale «IPOBEPKay
ABISAETCA  OCHOBOM  JUISI  BBINOJHEHUS  JCATEIBHOCTH IO
coBepuieHcTBOBaHU0 CYUD.

CornacHo 0onee neranbHO st npoBepku CYUD opranuzanus
NOJKHA IPENIPUHATD CIEAYIOIIEE:

1. BpmonHATE Npoueaypbl MOHUTOPUHIA U aHAIU3a, a TAKXKE
MCIIOJIb30BaTh IPYTUE CPEACTBA YIPABJICHUS B CIACAYIOMINX LEIIAX:

- crmocoOCTBOBAaTh CBOEBPEMEHHOMY BBISIBIICHUIO cOObITUI b
(ommbok B o00paboTke uHOpMAIMU, YIABIIUXCS WU HEYAABIIUXCS
nonsITOK Hapymenuss Wb) u, Takum o00pa3oMm, MOpegoTBpaliaTh
vHIUACHTBI Ib myTeM npuMeHeHus: CpeICTB NHANKALINY;

- TPEeAOCTaBJIATh PYKOBOACTBY HH(MOpPMALUIO ISl TPUHSATHUS
pelieHuid O  XOA€  BbIMOJHEHHS  JedarenbHocTH 1o  OUD,
OCYILECTBJISIEMON KaK OTBETCTBEHHBIMM JviaMu, Tak u UT;

- ONpenenAThb, SBIAIOTCA JU S(PPEKTUBHBIMU IEUCTBUA,
npeanpuanmaeMmbie CYUD nst yerpanenus Hapymennii Mb.

2. IlpoBomuth peryJisipHbld aHanmu3 pesyibratuBHocTH CYUD
(BKJIIOUasi TIPOBEPKY €€ cooTBeTCTBUS mnonuThke U uensiMm CYUDb wu
aHanu3 Mep ynpasienuss MB) ¢ ydeTtoMm pe3ynbTaToB ayauTOPCKUX
npoeepok Wb, wHmmmentoB  Mb, pe3ynbraroB = mM3MepeHUi
apdextuBHocT CYUD, a Takxke mpeaioxkKeHuid U Ipyroil uHpopmaiuu
OT BCEX 3aMHTEPECOBAHHBIX CTOPOH.

3. HW3mepsaTep pe3yabTaTUBHOCTH CPEACTB YIIPABJIECHUS IS
POBEPKHU COOTBETCTBUS TpeOoBanusm o OUB.

4. TIlepecmarpuBarh oueHKHM puckoB Wb depe3 oroBopeHHBbIE
NEpUOABl  BPEMEHH,  AHAIM3UPOBATH  OCTATOYHBIE  PHUCKU U
YCTaHOBJICHHBIE TIPUEMJIEMBIE YPOBHU PUCKOB, YUUTHIBAsI U3MEHECHUS B
OpraHM3aluy, TEXHOJIOTUAX, UEIAX MACATEIBHOCTH M MpoLeccax,
BBISIBIICHHBIX yrpo3ax Wb, pe3ynbTaTMBHOCTHM pEalM30BAaHHBIX MEP
VIPaBJICHUS W  BHEIIHUX  YCIOBUAX, HAIpUMEp, HU3MEHEHHUS
HOPMATHUBHO-IIPABOBBIX TPEOOBAHUM, JOTOBOPHBIX 00S3aTEILCTB, a
TaK)K€ U3MEHEHUS B COIMAIILHON CTPYKTYpE OOIIIECTBA.

5. TlpoBoguth BHYTPEHHUE ayUTHI CYHUb yepes
YCTAHOBJICHHBIE TIEPUOJIbI BDEMEHU.

6. PerynasipHO MpoOBOAUTH PYKOBOACTBOM OPTraHU3ALNHN aHAIINA3
CYUB B nensx noaTBepkAeHUS aAeKBATHOCTH €€ (DYHKIIMOHUPOBAHUSI
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B paMKax YCTAaHOBJIICHHOW 00JlacTM JEHCTBHS M  ONpPEICIICHHUS
HaIIpaBJICHUN COBEPILIECHCTBOBAHUS.

7. O6HoBusATh mnanbl OUB ¢ yueTom pe3ynbTaToOB aHaIU3a U
MOHHUTOPHHTA.

8. PeructpupoBarh 1€WCTBUS U COOBITHS, CIIOCOOHBIE TOBIHSTH
Ha pe3yiabTaTUBHOCTh WK (pyHkumonupoBanue CYUB.

CoBepmiencrsoBanue CYUD

['pymnma mnpoueccoB «COBEPIICHCTBOBAHUE» BKIIOYAET B ceOs
NEATEIbHOCTh MO MPUHATHIO PENICHUM O pealu3allid TAKTHYECKUX
u/unu crparernueckux ynyumenuid CYUDB. Ilepexon k sTtomy aTamy
OCYIIECTBIISICTCSA TOJIKO TOT/Aa, KOT/IA BBIMOJHEHHE MPOILIECCOB AdTara
«TpOBEpKay Jajno pe3yibTaT, TpeOytomuii coBepiieHcTBoBanus CYUD.
IIpu 3TOM cama nedaTenbHOCTh 1o coBepiieHcTBoBaHUO CYUD nomxkna
pEAIN30BBIBATECA B paMKax TPyNIl IPOLECCOB  «peaar3alusdy
(HampuMep, BBEJEHHE B JelcTBUE cyliecTtBytomero miaHa OHB,
MOCKOJIbKY Ha CTaJuu «IPOBEpPKa» OIpeiAesieHa HEOOXOAUMOCTh B
ATOM) U MPU HEOOXOAUMOCTH «IJIAHUPOBAaHKUE» (MAECHTU(PUKALINSA HOBON
yrpo3sl Ub u mocnexyromire oOHOBIICHHS OIICHKM PUCKOB Ha CTaJuU
«m1anupoBanuey). [Ipu 3ToM BakHO, YTOOBI BCE 3aMHTEPECOBAHHBIC
CTOPOHBI HEMEIJICHHO U3BELIAJIMCh O MPOBOAUMBIX yiyumieHusx CYUD
U TIpU HEOOXOAUMOCTH TTPOBOIMIIOCH COOTBETCTBYIOIIEE O0yUCHHE.

Peanusanus u BHEApPEHNWE TaHHOTO ITPOLIECCA MO3BOJISIET JOCTUYD
CIICIYIOLINX LIEJICH:

1) B opraHmzanuu JEUCTBYET MEXAHU3M HEMPEPHIBHOIO
yayudmenuss CYUD B 11e10M 1 OTAEIBHBIX €€ MPOIIECCOB;

2) BCE BBISBICHHBIE WM MPOTHO3UPYEMBIC OTKIOHEHHS
nokazatesnedt gynkuuonupoBanuss CYWUDB oT HOpManbHBIX 3HA4YCHUIH
YUYUTBIBAOTCSA W NOPEAINPUHUMAIOTCA JNEUCTBUS Il  UCIIPABJICHUS
CUTYAIUHU.

OCHOBHOM 3aga4yen JTAHHOT'O rporecca ABJIACTCS
NPEAYNPEKACHUE U YCTPAHEHUE ITPUYUH HECOOTBETCTBUM - CUTYAllUM,
Korja nporecchl wik Mepbl o OMb He COOTBETCTBYIOT TpeOOBAHUSIM,
3aJaHHBIM  3aKOHOJATEIbCTBOM, MEXIYHAPOJIHBIMU CTAHAAPTaAMHU,
HOPMATUBHO-PACIIOPAAUTENBHBIMA ~ WJIM  WMHBIMU  JTOKYMEHTaMH,
pernaMmeHTupyromumMu Borpockl OB B pamMkax o0jacTtu AeWCTBUS
CYUDb opranuzauuu. bonee neransHo st coBepuieHctBoBanuss CYUD
OpraHu3alys J0JKHA BBITOJIHATH CIEAYOIIEE:
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a) BBISBIATH BO3MOXKHOCTH TaKTUYECKOTO M CTPATETHYECKOIO
ynyumennit CYUD;

0) mnpeAnpUHUMATh KOPPEKTUPYIOIIUE W MPEAYNPEKIAIOIINE
JNEUCTBUS, UCIIOJIBb30BaTh HA MpakTUKe onbIT 0 OUb, mony4eHHbIN Kak
B CAMOM OpraHH3allvu, TaK U B JPYTUX OPraHU3alUAX;

B) TMepeaaBath OPOOHYIO HH(pOpMAIIUIO 0
NEUCTBUAX/pe3yIbTaTax 11(0) YIIYYILLIECHUIO CYUb BCEM
3aMHTEPECOBAHHBIM CTOPOHAaM, IPU O3TOM CTENEHb JICTAIU3ALNU
JIOJDKHA COOTBETCTBOBATh OOCTOSITEILCTBAM M MPU HEOOXOJIUMOCTH
COIJIaCOBBIBATh JIAJIbHCHIIINE JICUCTBUS;

r) oOecneuuBath BHeApenuwe  yayumienuit CYUb  nmna
JOCTH>KEHUS 3aTJIAHUPOBAHHBIX ETICH.

Ha stane cosepmienctBoBanus CYUbD ¢ nenpio odbecnieueHus ee
HEMPEPBIBHOCTH OpoU3BOAUTCA  pa3paboTka U BHEJIPCHHE
KOPPEKTUPYIOUIMX M TMPEBEHTUBHBIX (MPEIyNPEKIAIONINX) JEUCTBUM
10 pe3yJibTaTaM BHYTPEHHETO ayauTa u ananuza CYHD, BeITTOTHEHHOTO
PYKOBOJICTBOM OpraHU3alMd, a TaK)K€ Ha OCHOBE JIPYroll 3HAYMMOUN
undopmanuu. Koppektupyroiiee 1eicTBUE - ACHCTBUE, MIPEANIPUHSITOE
JUISL  YCTpAHEHHMs  NPUYUHBI  OOHAPY>KEHHOTO  HECOOTBETCTBUSI.
[Ipenynpexparoniee JIEMCTBUE - ACUCTBUE, TMPECANPUHATOE IS
YCTPAHEHUS] MPUYUHBI MOTEHIIMAIBHOTO HECOOTBETCTBUSI WJIA JPYTrou
MMOTCHIMAJIBHO HEXEJIATEIbHOU cUTyaluuu. KoppekTupyroliee 1eMcTBre
OPEAIPUHUMAETCS ISl TPEAOTBPALIEHHUS] TOBTOPHOIO BO3HUKHOBEHUS
HECOOTBETCTBUS, TOrJIa KakK MNPEAyNPEekKIAONICe JICUCTBUE - A
MPEIOTBPALICHUS BO3HUKHOBEHUSA HECOOTBETCTBHUS. JleMcTBHE 1O
OPENYNPERICHUID HECOOTBETCTBUUA YaCTO SBIAETCS JKOHOMHYECKH
0oJiee BBITOJIHBIM, YEM KOPPEKTUPYIOIIIEE JACHCTBUE.

[Ipu xoppextupoBke ¢yukimonupopanuss CYWBb B mnepByio
odepelib YCTPAHSIIOTCS HECOOTBETCTBUS JIBYX BHUJIOB:

1) orcyrcTBME HMAM HEBO3MOXHOCTh pEAM3alMM HEKOTOPBIX
TpeboBanuiit CYUD;

2) wnecnocobnocth CYUDb obecneunts cobmonaenue Ilonlb
WJIU PEaTn30BbIBATh OM3HEC-1IEIM OpTraHU3aIlNH.

JIoKyMeHTUpOBaHHAs TMpoueaypa s KOPPEKTUPYIOLIETO W
OPEeAYNPEKIAIONIETO NCUCTBUS JOJKHA OMpPENeNaTh TPeOOBaHUS st
CJIEAYIOLIETO:

- BBISIBICHHE HECOOTBETCTBUN (MMEIOIINXCS U BO3MOXKHBIX);

- ONpeJeNeHHe NPUIMH HECOOTBETCTBHIA;
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- OLICHMBAaHME  TMOTPEOHOCTH B  JCHUCTBUAX,  YTOOBI
rapaHTUPOBATh, YTO HECOOTBETCTBUS HE BOBHUKHYT CHOBA;

- ONpeleNieHUE U peanu3aius TpeOyomuXcs 1eHCTBUN;

- 3aIIMCBIBAHUE PE3YIbTATOB MPEANPUHATHIX JIEUCTBUM;

- aHAJIN3 NPEANPUHATOTO JICUCTBHS.

Opranuzanus J10JKHA ONPEASTUTh U NPEANPUHSATh ICUCTBUS 110
YCTPAHEHUIO MPUYKHBI (BKJIFOYAsi ONPEICTCHUE U3MEHUBIIINXCSI PUCKOB)
HecooTBeTcTBUsL TpeOoBanusiM CYUDB. IlpuunHbBl HECOOTBETCTBHUI
MOTYT OBITh pa3/IeJICHbl HA CJICIYIOIIUE TPYIIIbI:

- OpraHu3allMOHHbBIC HEIOCTATKH;

- omMOKM IepcoHana;

- TEXHHYECKHE COOH;

- 3JIOYMBIIJICHHBIE JICVCTBHS;

- 00CTOATENbCTBA HEMPEOAOTUMOMN CUJIBI.

BoisiBieHHE W TMPOTHO3 HECOOTBETCTBUM 3alIUTHBIX MEP U
MpoLeccoB no ympaieHUO Wb ocCylmiecTBisiOT, Kak MOpaBuio,
BIAACNbIBI OWM3HEC- TPOILIECCOB U  JIMI[A, OTBETCTBEHHBIE 3a
AKCIUTyaTalldi0 CPEACTB 3alluThl. HecoOTBETCTBHS MOTYT OBIThH
BBISIBIICHBI TaKXKe JIFOOBIMM COTPYJIHHMKaMU oOpraHuzanuu. Jluio,
BBISIBUBIIIEE WJIM CIPOrHO3WPOBABILIEE HECOOTBETCTBHUE, COOOIIAET 00
ATOM, KaK IPaBWIO, OTBETCTBEHHOMY JIMILy, KOTOpoe OdOopMIIsIeT
TaHHBIA QakT B Bujae Heooxoaumoit 3amucu CYUB.

Hcrounnkamu uHdopMauu 1o BBISIBJIEHHBIM W
MIPOTHO3UPYEMBIM HECOOTBETCTBUSAM MOTYT SIBJISTHCS:

- OTYETHI O BHYTPEHHUX U BHEIIHUX ayaurax Vb;

- ajoObl ¥ peKOMEHAIMH MT0JIh30BaTENIeH OpraHU3allNH;

- pe3yJIbTaThl aHanusa (YyHKIIMOHUPOBAHUS CYUb
PYKOBOJICTBOM;

- pesynbTaThl MOHUTOpUHTA YdPexTuBHOCTH CYUD;

- JaHHbIC N0 nHIMAcHTaM Ub;

- mobas apyras uHboOpMaIus, yKasblBarollas Ha HAJIUYWE
JNEUCTBYIOIINX WIIN MOTEHIUAIBHBIX HECOOTBETCTBUM.

3amucu O  HECOOTBETCTBUAX WM O  IOTEHIMATbHBIX
HECOOTBETCTBUSAX JOJDKHBI peructpupoBarbes. [lpu  perucrpaunu
HECOOTBETCTBHS JIy4llle TPYNIHUPOBATH MO HEKOTOPBIM KaTErOpUsIM,
HarpuMmep, B COOTBETCTBUM € TEM, K KaKkOMy mpoiieccy yrpapieHus Ub
WM K KaKOHW TpYIIIE 3allUTHBIX MEp OTHOCUTCS HECOOTBETCTBHE. DTO
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MOET OKa3aThCsl MOJIE3HBIM ISl MOCIEAYIOMIETO aHAJIN3a CTATUCTUKH
KOPPEKTUPYIOIINX U NPEAYITPEKAAOIINX ICHCTBUM.

B pa3pabotke (a TOTOM U OpraHU3alMM  BBITTOJHECHMUS)
KOPPEKTHUPYIOIIETO WM NPEAYNPEXKIAOMIECTO JACHCTBUAS NPUHUMAIOT
yuactue Buaaenen nporecca CYUD unm pykoBOAHUTENb CTPYKTYPHOTO
noApaszfiefiecHusi, B mpoiiecce (MOoJpa3aeieHu) KOTOPOro BO3MOYKHO
BO3HUKHOBCHHE WJIM BO3HHUKIO HECOOTBETCTBUE. PyKOBOIUTEID
NOAPA3JEICHHS 110 CBOEMY YCMOTPEHUIO MOXET HAa3HAYUTh OJTHOTO W3
COTPYAHUKOB  TIOJPA3ACICHUS  OTBETCTBEHHBIM 34  BHEJIPCHUE
MIPEAYIPEKIAOIIETO AECUCTBUS.

[Ipu pa3paboTke KOPPEKTUPYIOIIMX WA MPEIyIpeKIaroNIuX
NEUCTBUMA  00s13aTEIbHO MPOBOJAMUTCS OIIEHKA HEOOXOJUMOCTH W
aZIEKBATHOCTH 3aTPaT Ha MPOBEJACHUE ITUX JIEUCTBUM.

[Ipu 3TOM NOKHBI YUYUTHIBATHCS CIIEIYIOMINE (PaKTOPHI:

- JIOKYMEHT WJIH TpeOOBaHUE, K KOTOPOMY OTHOCHUTCSI JIaHHOE
HECOOTBETCTBHE;

- NPUYHUHBI HECOOTBETCTBUM B MPOILIECCE;

- 1enecoo0pa3HOCTh  Pa3pabOTKU  KOPPEKTUPYIOLIUX WU
MPEeAYIPEKTAIONUX TCUCTBUM;

- CpOKH BBITIOJTHEHUS KOPPEKTUPYIOLIHAX W
IPEIYNPEKAAOIINX JEUCTBUM;

- CpPOKM TPOBEPKH S(DPEKTUBHOCTH KOPPEKTUPYIOIIETO /
MPEAYIPEKTAOIIETO TCUCTBUS;

- OTBETCTBEHHOCTH 32 BBINIOJIHCHUE JCUCTBUS U MPOBEPKY €r0
3¢ PEeKTUBHOCTH.

Pemienne o0 mnpenynpexaaromeM WM KOPPEKTHUPYIOIIEM
JECUCTBUM TPUHUMAETCS TOJIBKO MPHU YCIOBHM, €CIIA 3TO JICMCTBUE HE
BimsieT Ha 1enoctHocte CYUD. [leiicTBuE NMPU3HAETCA HAPYIIAOIIUM
neiaoctHocTs CYUDB, eciu ero BBIIIOIHEHHUE BIIEYET 3a COOOM:

- HECOOTBETCTBUE TpPEeOOBAHUSIM BHYTPEHHHX W BHEIIHUX
HOPMAaTHUBHBIX IOKYMEHTOB;

- HapyueHue TpedoBanuil nokymeHrtanuu CYUB;

- cHWXeHUe S(PPEKTUBHOCTU OPraHU3ANUOHHON CTPYKTYPHI
u3-3a TOSBJICHUS Yy  TOApa3feieHud  3amad, ayOJupyrommx
CYLIECTBYIOIIUE, WM TOSBICHUE YYACTKOB C HEONPEAECICHHOU
OTBETCTBEHHOCTHIO;

- HapymeHue OamaHca  MEXIy  OTBETCTBEHHOCTBIO U
MOJTHOMOYHSIMH.
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I[To pe3ynbrataM  BBINOJHEHUSI  KOPPEKTUPYIOIIETO  WJIU
OpEAYyNpPEXKAAIOMIEr0 JEUCTBUS B  CPOKH, YCTAaHOBJICHHBIE IpH
IJIJAHUPOBAHUM  DTOTO  JICUCTBUS,  OCYIIECTBISACTCS  KOHTPOJIb
3(pHEKTUBHOCTH €ro BBIMOJIHEHUS.

Pabora ¢ npoueccamu CYUD opranuszanuu

Kak Obl710 moka3aHO BbIIIE, B paMKax MPOIECCHOTO IMOJX0/a K
yrnpasieanto Wb wu unmkimmueckonn wMoxenmun PDCA  mocTtossHHO
OPUXOJUTCS  OINEPUpPOBATH  MOHATHEM  mpouecca.  lloaTomy
11eJIeCO00pa3HO OMNpeIeIUTh OCHOBHBIE CIOCOOBI 3a/JlaHUs U aHaIu3a
nporueccoB ympasiieHuss Wb opranmsanuu, peann3yeMbiX B paMKax
Bcero ku3HeHHoro nukia CYUDb (s KpaTKOCTH Ha3bIBa€MbIX JaJiee
nponieccamu CYUB). Ot mpoiiecchl 3arparuBatoT Bce acnektsl OUb
opranusaunv, Tak kak Wb — 2310 pe3ympraTr yCTOMYHUBOTO
¢yHkuronupoBanuss cucrembl  3amuthl  MC. Paccmorpum  1iBe
Ha3BaHHbIe cTpaTeruu BHeapenus CYUD 6onee noapoOHO.

IHocTpoenne u BHeaApenue CYUD B nesiom

[Toctpoenue u BHeapenne CYHWD B 1enom sSBISETCS TPYI0EMKON
3aJlaueid, Tak Kak Ha 3Tamne pa3pabdOTKu TpeOyeTcs OTCIEIUTh BCE
B3aMMOCBSI3M  MEXAy mnporeccamu ynpasienus Wb, a Ttakxke
CKOHCTPYUPOBaTh OOJIBIIIOE KOJMYECTBO IPOILIECCOB TaKUM 00pa3oM,
4TOOBI OHU 3apadoTanu 3 PEKTUBHO.

OO0BEeMBI U CJIOKHOCTh pEHIaeMbIX 3aJad TPEOYIOT ClIaKeHHOU
paboThl 1eNoM KomaHIbl crenuanucToB. Ilpu moctpoenuun CYUD,
BHEAPSIEMOM MO JaHHOM cXeMme, HEOOXOAMMO OpraHM30BaTh PadOUyIo
rpyIiny, Kotopas OyJeT BKJIOYaTh B ce€0s CHEIUAIMCTOB B Pa3HBIX
obnactsax: crenuanuctoB 1no Ub, BaangensiieB OM3HEC-TIPOIECCOB (Kak

MpaBWiIoO, 3TO  JIMHEWHBIE  PYKOBOJAUTEIW  MOJpa3/ciiCHUN),
CIEIUAIMCTOB 10 HWHGPOPMAIMOHHO-TEXHOJIOTUUECKON MOJACPIKKE,
CHEIMAIMCTOB MO  KajapaM,  MpeicTaBUTeNed  (UHAHCOBOTO

nojapaszziesieHust u T. A. [loMrumMo 3TOro HeOOXOAMMO HE 3a0BIBATH IPO
POJIb BBICIIETO PYKOBOJICTBA B 3TOM MPOILIECCE.

Kak mpaBuiio, nmpu ganHoil cxeme BHeapenuss CYUDB Oomnbiioit
o0bem pabor uaer napamwienbHo. [Ipu BHeapenuu CYUD B 1nenom
OCYILECTBIISIETCS  pa3padOoTKa W  MPAKTHUUYECKH  OJHOBPEMEHHOE
BHEJIPEHUE TMIEPEUUCIIEHHBIX paHee TmporeccoB yrpasieHus HUDb,
peanuzyemMbix B pamkax (ynkuuonupoBanuss CYUb: ympaBienue
puckamu Wb, nanmaentamu Ub u 1. . (. 4.7). B Takoil curyanuu
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BAXKHYIO POJIb UTPAIOT TPAMOTHOE TUIAHUPOBAHUE PabOT U UX XOPOIast
KOOpAWHALIHS.

Jns moctpoeHusi psiga MPOIECCOB HEOOXOAUMO COOJOAATh
ONPEACIICHHYIO IIOCIEI0BATENBHOCTh. Tak, IIOCIe  YTBEPKICHUS
obnactu neiictBusa Oynymet CYUDB u paszpabdotku Ilonmutuku CYUB
HEOOXOAUMO MNPUCTYNUTHh K aHanu3y puckoB Mb. M Tonbko mocne
MOJIy4YEeHUSI pe3yJIbTaTOB paldOThl JAHHOTO IMpolecca — OTdeTa Io
pe3yibTaTaM aHanu3a puckoB Wb u mmana obpadotku puckoB b —
MOXHO TPUCTYNUTh K pa3paboTKe HEOOXOAUMBIX MPOLECCOB U
OpOLEAYp, YUYUTHIBAIOIINX, €CIM 3TO HEOOXOAMMO, IIAHUPYEMbIC
3amuTHBIE Mepbl. [lamee, mockonbky B pamkax CYHDB co3maercs
JOCTAaTOYHO OOJBIIOE KOJHWYECTBO JOKYMEHTOB, a IO IIpoleccam
ynpasienuss Wb co3pgarorcs 3ammcu, €me Ha paHHUX — CTaausx
pazpadotku  CYUB  HeoOxomumMo  pa3paboTrarth W BHEIPUTH
(GYHKIIMOHUPYIOIIME TI0J] €€ KOHTPOJIEM IMPOIECChl  YIPABICHUS
JOKyMEHTaMH U 3anucsiMu. [locie 3Toro MoXHO TMPHUCTYNATh K
pa3paboTke Tpymnmbl TmpoiieccoB aHanmu3a u yayumenus CYUb
(BHyTpennue ayautbl Ub; MmoHuTOpUHT 3()PEKTUBHOCTH TPOLIECCOB U
3aIUTHBIX MEP; YIIPaBICHUE KOPPEKTUPYIOMUMU/TIPEAYTPEKIAIOIINUMU
NEUCTBUSAMH), a TaKXe IMPOIIECCOB yIpaBiieHUss uHIMAeHTamMu Wb wu
YHB. Bce atu nporieccsl OyayT NoApoOHO pacCMOTPEHBI Jajiee.

[Ipu BBIOOpEe cTpateruu BHeapenus CYUB B 1menom TOXE
CYLIECTBYIOT pa3JIMYHbIE BAapUAHTBl €€ IIOCTPOEHUS, KOTOPBhIE B
OCHOBHOM  3aTparMBarOT acleKThl BbIOOpa oOJacTu  JEHCTBUS.
CymiectByeT B BO3MOXKHOCTH - BHeapenue CYUD nns HeOombImoin
(orpaHu4yeHHOI) 00JIaCTH JEUCTBHUS C MOCIEAYIOINIMM PaCIIUPEHUEM
WM Cpa3y JJid Bcell 00J1acTh JeHCTBUS.

CYUDB pas HeOONBINONH 00JaCTH JAEHCTBUA € MOCJCAYHINUM
pacuiMpeHuemM

B kadectBe obOnactu neiictBusi CYUDB Moxer ObITh BbIOpaH
HEOOJIBIION (B CMBICJIE HE CIIOKHBIN) MPOIECC, B KOTOPOM y4acCTBYET
HEOOJIbIIIOE KOJIMYECTBO COTPYIHUKOB. OCHOBHBIMHU MPEUMYIECTBAMU
TaKOTO MOJX0/1a SIBJISIOTCS:

- BO3MOXHOCTH OoJyiee JErKod MOAU(GUKAIMK IPOIECCOB
yrpasiieHust b Ha sTane nx BHEAPEHUS,

- Oonee TecHas paboTa C COTPYJIHMKAMH, BXOJSIIUMHU B
obnactp neiictBuss CYWbD, B yacTu BHeIpeHUs MPOIECCOB YIPABICHHUS
Wb B KynbTypy OpraHusaiiuu;
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- ONepaTHBHAS CBA3b C COTPYJHUKAMH B XOJE€ BHEIPCHUSA
nporueccoB yrpasienus Ub;

- WCTOJIb30BaHUE [JIaHHOW 00JIaCTH JEWCTBUS B KayecCTBE
«UCTIBITATENIBHOTO  TOJUTOHA» JJisi  OTpabOOTKH BCEX IMPOIECCOB
yrpasienus Ub.

[Ipoekt mno mnoctpoenutro CYUDB npnga HeOonbliol obmactu
NEUCTBUS 3aHUMAET MEHbIIIE BPEMEHU U TpeOyeT Ha MEPBBIX 3Tanax
MEHee TIIaTeIbHOW OTpabOTKM Bcex IpoleccoB. Ilomumo atoro,
JaHHas o0yiacTh, KaKk OBLIO CKAa3aHO BBIIIE, MOXKET OBITH MCIIOIL30BaHa
B Ka4yeCTBE MOJIMTOHA - MPOLECCHI, pa3padOTaHHbIE B paMKax JTaHHOU
o0nacTh JIEUCTBUS, MOTYT OBITh HCIOJB30BaHbl BIIOCJIEACTBUU B
Ka4yecTBE I1a0JIOHOB Mpu pacuiupenuu oodjactu naeiicteus CYUD nHa
IpYyTHUE MPOLECChl. B paMKax mocneayommux IpoeKTOB M0 paACIIUPEHUIO
obnactu nevictBuss CYUDB Moryt OBITh HCNOJIB30BaHbl OTpaOOTaHHBIC
METOAMKH aHanu3a puckoB Wb, o0paboTku nnunaentoB b, o0ydenus
COTPYIHUKOB U T. 1. [Ipy 3TOM coBepIiieHHO HEOOSI3aTEIbHO PACIIUPSTH
30Hy JEWCTBUS BCEX IpoueccoB yrpasieHus Kb oaHoBpeMeHHO.
B03M0XHO MOCTENEHHOE €€ paclIMpeHre, HauyhHas C TEX MPOIIECCOB,
KOTOpPBIC YK€ XOpOIIO OTpabOTaHbl Ha TMOJUTOHE M MOTYT MPUHECTH
CYIIECTBEHHYIO MOJIb3y IPU CBOEM PACIITUPEHUH.

N3 acnektoB, KOTOpbIe TPeOYIOT 0COOOro BHUMAHUS TMIPH
pacmiupennu objactu  aevctBus CYWb, Beimenum TO, 4910 TIpH
NPUHATHU pelieHus o qo0aBieHnu B obdnacth aekcTBus CYUDB HOBBIX
aKTUBOB (OM3HEC-IIPOIIECCOB) OPTraHU3alMH, HY>KHO YETKO OINpPECIUTh
nenn pacmupenuss CYHWDb Ha Hux m nenum camoi CYUB B pamkax
JAHHBIX aKTUBOB. ClIeIyeT TaK:K€ OTMETHUTh, YTO PACIIMPEHUE €AUHON
CYUDb BO3MOXHO M Ha CMEXKHBIC aKTHUBBL. Eciau paccmaTpuBath
OTHENbHBIE, HEB3aUMOCBSI3aHHbBIE MPOLECCHI, TO, CKOPEE BCEr0, HYKHO
BHEAPATH pa3Hbie JIokanbHbie CYUD.

CYWUD nis1 604b110M 00,12CTH 1EHCTBUS

[Toctpoenne CYUB cpazy mis Oonpmioir ob6macTu JIEMCTBHS
o0amaeT psAOOM  CBOMX MPEUMYHIECTB M HEAOCTaTkoB. U3
MPEUMYIIECTB MOKHO BBIAEIUTHh TO, YTO €CIH TAKOW MPOEKT PEATbHO
3alyCKaercs, TO, CKOpee  BCEro, MMEETCS  JCHUCTBUTEIbHAS
3aMHTEPECOBAHHOCTh PYKOBOJCTBA B HEM MW JJISI TOCTPOCHHS H
BHeapeHuss CYUD Bce ynpaBieHYecKUe penieHus OyAayT NIPUHUMAThCS
CBOEBPEMEHHO, a BCE HEOOXOAUMBIE PECYpChl MPEIOCTABIATHCS
BOBpEMS.
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Ho npu Ttakom moaxone Ha dTanax BHEAPECHUS U JaJIbHEUIIEro
¢bynkunonnpoanuss CYUb mnpakTuuecku HEBO3MOXKHO OINEPATHUBHO
BHOCHUTb M3MEHEHUsl B mpoiiecchl ynpasiienus Ub. 3to 00ycrnoBieHo
T€M, YTO TaKW€ MPOIIECChl Yalle BCEro 3aTparuBarOT OOJbIIOE
KOJIMYECTBO COTPYIHUKOB. WX omoBemieHne M 0O0yYE€HHE HOBBIM
mpaBujaM - HE Takas mpoctas 3aaada. [[oMuMO 3TOro B CBS3U C
OOIIMPHOCTBIO  00JACTH  JICMCTBHUSA,  yIIpaBJICHYECKas  poJieBas
CTPYKTYypa, CKOpee BCero, OyJeT BecbMa pPa3BETBICHHOW M HETHOKO,
YTO TOBJEYET 3a COOOW CIIOKHOCTH B COTJIACOBAHUU BHOCHUMBIX
u3MeHeHud.  MexaHu3Mbl — MOJAy4YeHUs  OOpaTHOM  CBSI3M  OT
nosibzoBareneid CYUD Takke He OyayT TaKMMHU NPOCTHIMU U THOKUMH,
Kak B ciyuyae BHeapeHuss CYUD Ha HeOobIIoM 00acTH 1eMCTBHS.

Opmnako moaxoa, mpu kotopom CYUDB oxBaThiBaeT OOJBIIYIO
4acTh OPraHU3ali, MOKET CBHJIETEIBCTBOBATH O CEPHE3HOM IMOJIXOMAE
pykoBojcTBa opranuszauuu kK OUb u yrpaBieHuto €ro.

IlocTpoenne u BHeapenue npoueccoB CYUD no otaeabHOCTH

[Ipy moCTpoeHMM W BHEAPEHUM MpPOLECcCOB ympasieHus Wb,
BBITIOJIHSIEMBIX B paMKax QpyHKuuoHupoBanuss CYMbB, MOXHO BBIACIHUTH
Te Xe mnpeumymiectBa, uto u a1 CYUDb gns HeOompmon obiactu
nevictBus. OpHako OMMOOYHO AyMaTh, YTO O3TH MPEUMYIIECTBA
JOCTUTAKOTCS TOJIBKO JIMIIb MPHU BHEIPEHUU OTACIBHBIX MPOLECCOB JJIs
HeOoJIbIIION 00acTu aeicTBus. Eciu BHEAPSITH MPOIECCHI TOCTENEHHO,
TO ATHUX K€ MPEUMYILIECTB MOKHO IOOUTHCA U MPU BHEAPEHUU CPa3y Ke
U OOJIBIION 00JIACTH JEHUCTBUS.

[Ipu BbIOOpEe cTpaterun BHenpenus mnpoueccoB CYUB mno
OTACIBHOCTH C TocieayromuM ux obbeaunenuemM B CYUDB
MOCJIE0BATEIBHOCT, PAadOT U Pa3pabOTKW W BHEAPEHUS MPOIECCOB
OyzeT mpuMepHO Takou ke, Kak u mpu BHeApenun CYUD B menom. 3a
UCKJIIFOYEHHEM TOTO, YTO LIEJIH BHEAPEHUA OTAEJIBHBIX IPOLECCOB
JOJDKHBI  ONIPENICTAThCS Ha JTane HMX pa3paboOTKh U TMOTOM HUX
BBITIOJIHEHUE JIOJDKHO YETKO OTCJIECKHMBAThCA. BO3MOXKHO, moTpedyeTcs
oopMIIeHHE MOJUTHUK JJII KaXIOT0 U3 MPOIECCOB, KOTOPbIE OyAyT MO
CTPYKTYp€ COBIaAaTh CO CTpyKTypoi oOmeit nonutuku CYUB.

[Ipu BHEApPEHUU OTIETBHBIX MPOIECCOB HEOOXOAUMO JIeTIaTh ITO
MOCTEIIEHHO, OTBOJS BPEMs HAa BHEIPEHHE Ipolecca B KyJIbTypY,
oOyueHHE TMOJb30BaTENIC, BHECEHHWE U3MEHEHUN B TMpolecc Io
pe3yapTaTaM MEpPBbIX LHKIOB €ro paboThl. IMEHHO B TakoM ciyyae
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OyZlyT JOCTUTHYTHI TNPEUMYIIECTBA JAHHOW CTpPATETMU BHEJIPEHUS
CYUB.

N3 HemocTaTkoB cTpareruu OTMETHUM crieayromniee. [lockonbky
MpoleCChl OyAyT pa3padaThIBaThCS OTACIAbHO, BO3MOXHO pPa3HbIMHU
JOAbMH, TO MOPU HUX IMOCTEHEHHOM BHEAPEHWH W IMOCIEIYIOIIEM
O0bEAMHEHUN B E€IUHYI0 CHUCTEMY MOTYT BO3HUKHYTh MPOOJIEMBI C
B3aMMOCBSI3SIMM  MEXKJY TMpOILeCCaMH. IJTO MOXET OBITh BBI3BAHO
HECOOTBETCTBUEM BBIXOJHBIX JAaHHBIX OJHOTO Ipolecca U BXOIHBIX
JAHHBIX  CJHEAYIOIIEro 3a HHUM Ipouecca ynpasieHus b,
HECOOTBETCTBUEM POJIEW U UCTIOJTHUTEIICU POJIEU B PA3HBIX MIPOLIECCAX U
T. A1. YUToObl M306€XaTh 3TOTO, HEOOXOJIUMO UMETh YETKYIO CTPATErHIO
pasButus npoueccoB u CYHUb B 1enoMm, mMOCiIeAOBaTENbHO €€
oTcnexnBarh U ctpoutb CYUD B COOTBETCTBUU C HEW.

6.2. CoBpeMeHHBIC M NIEPCIEKTHBHbIC POCCUIICKHE alllIapaTHbIE,
NPOrpaMMHbI€e U ANNAPATHO-NIPOTPAMMHbIE€ KOMILJIEKCHI
TEXHHUYECKOTI0 NMPOTUBOAECCTBUS KOMIIBIOTEPHOI pa3BeaKe, X
Ha3HAYeHNe H (PYHKUMOHAJIbHbIE BO3MOKHOCTH

Ha BosHe wuMnopro3amemnieHus, a TaKXe C Y4eTOM YIrpo3
pykoBoacTBa CIIIA HanecTH OTBETHBIM «kuOep-yaap» mo Poccum B
chepe oOecrieueHus: OE30MACHOCTH CTajdd AaKTUBHO IOSBIISTHCS
poccuiickue pa3paboTku u pemieHus. IIpoBeaem 0030p amnmparHO-
MPOTPAMMHBIX PEIICHUM, 3aBOEBABIINX MPU3HAHUE TOCYIaPCTBEHHBIX
CTPYKTYp, TOJBKO OJHOW W3 MHOTHX POCCUHUCKUX KOMIIAHWUM, HO
Bxoasmet B Ton-10 nyumux mupoBsix kommnanuii cgepst Ub — 3A0
«Hopcu-Tpancy, IpoAyKIHIO KOTOPOU 3alaiHbIe aHAIMTUKA HA3bIBAIOT
ANEKTPOHHBIM  «aBToMaroM  KamamHukoBa» 3a  MOIIHOCTH U
HanexxHoCcTh. 3A0 «Hopceu-Tpanc» 20 sier Ha pbIHKE anmapaTHo-
MPOrPAMMHBIX ~PEHNIEHWM Uil CUJIOBBIX CTPYKTYp M KPYIHBIX
KOPITIOPATUBHBIX KJIUEHTOB.

Komiutekc perucrpanum omepanvi M NOTOKOB JAHHBIX B
uHpopManuoHHbIX cuctemMax « JIAHI'PA® — Cy

«Jlanrpad-C» npenHazHayeH Ul  UCTOJIb30BaHUS B
KOMIUIEKCax 3amuThl uHpopmaruu. I[loBeimaer 3)PEKTUBHOCTH
POTUBOICUCTBUS BHYTPEHHUM yIrpo3am uH(pOpMaIMOHHON
0€30I1acHOCTH.

152



DYHKUUU KOMILIEKCA:

-  AHaIM3 W TNPOTOKOJIUMPOBAHUE JCHUCTBUUA  IOJb30BATENS
UH(POPMAIMOHHONW CHUCTEMbl TIPU OOMEHE JIaHHBIMU C BHEIIHUMHU
nakonurensamu (Floppy, USB Flash/HDD, SCSI MO, CD/DVD R/RW);

- ITaccuBHBIM aHAIU3 U MPOTOKOJIUPOBAHUE CETEBBIX MOTOKOB
naHHbIX Opu pabote nonws3oBarenss ¢ CYB/], UurepHer u npyrumu
MH(POPMaIMOHHBIMU PECYypCaMu;

-  AHanum3 W OPOTOKOJMPOBAHWE OINEpAMK II€YaTH Ha
JIOKAJIbHBIX WJIA CETEBBIX MPUHTEPAX C pabOUYMX MECT IMOJIb30BaTENCH;

- COop u 00paboTka HHPOPMAILIMU O COCTOSTHUM Pa00YUX MECT
MOJIL30BATEJICH U JIOKAJbHOU CETH B LICJIOM;

- XpaHenue u obecmeyeHHE JOCTylma K COXpaHEHHBIM
srieMeHTaM UH(POPMAITMOHHBIX TOTOKOB.

ba3oBblil cocTaB:

- Momnurop cery;

- CepBep CTaTUCTHUKHU;

- CepBep XpaHEHHS;

- Pabouee mecto coTpyaHuKa 0€30MaCHOCTH;

- Habop JOKQJIBHBIX KOMITOHEHTOB MOHUTOPHWHIA
KoMInbroTepa nonb3zoBarens NC.

Kommiekc pa3zpaboTaH ¢ BO3MOXHOCTHIO MACIITaOMPOBAHUS U
00CITyKUBaHUS PA3IUYHBIX PaCIPEACICHHBIX CETEH.

TexHuuyeckne XapaKTePUCTHKU:

- IlognepxuBaeMble yCTpOMCTBA /1711 HAOIIOICHHUS:

- HakonwuTenu naHHbx ¢popmarta USB Flash;

- KECTKHE JIMCKH, MOoJKIo4Yaemble no untepdericy USB unu
Firewire;

- TUOKHME MAarHUTHBIC WM MarHUTOONTHYECKHE IUCKH, Kak
BCTPOCHHBIE B CHCTEMY, TaK M TojAKIoYaeMble 1o uHrepdeiicy USB
i SCSI;

- ycTpoicTBa 3anmucu Ha ontudeckue Hocutenu CD/DVD, kak
BCTPOEHHBIE B CUCTEMY, TaK W MOAKIoYaeMble 1o uHTepdericy USB,
SCSI mmm Firewire;

- JIOKaJIbHbIE yCTPOMCTBA T€YaTH, NOAKIKOYAEMBIE IO
untepdeiicy USB unu LPT;

- CETEBBbIE YCTPOWCTBA II€YATH, HCIMOJB3YIOIIUE ITPOTOKOI
RAW wunu LPR;
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- cepBep cereBod 0a3bl jgaHHbIX Oracle ajss MOHMTOpPHWHTIA
3aIpoCoB K 0aze;

- KOMIIBIOTEpHI JIOKAJIBHOM CeTH JJisi MOHHMTOPUHTA UX
COCTOSIHHUSI.

- Ilognep>xuBaembie opMaThl TaHHBIX:

- 3aganus nevyatu B popmatax EMF, PS, PCL, TEXT;

- o0Opas3bl auckoB (opmara ISO9660/Joliet, 3ammcaHHbIe B
pexumax MODEI] u 2/XA, B TOM uucie B MyJIbTUCECCUOHHOM PEXKUME;

- cereBble ceccuu 3anpocoB k CYBJ] Oracle;

- [poyue JaHHble, BKIO4Yas JokymMeHThl Microsoft Office,
rpaduyueckue n3obpaxkeHuss B ¢dopmarax jpg, bmp, png, gif u mp.,
MyJbTUMEIUKHBIE (Dailiibl B popmarax wav, avi, wmf u ap;

- THII ONEPAIMOHHONW CUCTEeMbl HAOIIOaEMOT0 KOMITbIOTEpa —
Windows 2003/XP.

MoHutop cetu 00eCneYMBaeT BBICOKYIO MPOU3BOIUTEIIBHOCTh
pEruCTpalvi  JaHHBIX C HYJEBOW JONOJHUTEIBHOW HArpy3KOW Ha
CYB]Jl, Warepner wunu Apyrod  HUHPOPMAIIMOHHBIM  pecypc;
3aIIMIIIEHHOCTh OT HECAHKIIMOHUPOBAHHOTO JIOCTyNa 3a  CYET
MaCCUBHOTO MOAKIFOYEHUS.

Pabouee wmecTo coTpyaHuka 0€30MacHOCTH OOecIeurBaeT
oToOpakeHHe MH(POpMaIMU B PA3IUYHBIX PEXKUMaX, CUTHAIU3ALUIO O
¢dakTax HecaHKIMOHUpOBaHHOTO noctyna (nanee — HCJI). PeanuzoBana
rubkas cucremMa (QUILTPOB, HCHOJB3yeMas Uil OTOOpa HCKOMOM
uHpoOpMaIluM, a TakKe HaOOp BCTPOEHHBIX CPEJICTB BU3YAIM3AINU
COXPAHEHHBIX JIEMEHTOB JIAHHBIX.

"Butok-M3J4" - nepenoBas poccuiickas pa3paboTka B 00J1aCTH
¢unsTpanuu cereBoro Tpaduka B cetax 10G-40G-100G.

Jnst pemienust OonbIIMHCTBA 3ana4 1wiatgopma "Butok-MO4"
MPOU3BOJUT TOJBKO alllapaTHBIH aHAIW3 W Tepefady JTaHHbBIX,
Onmaromaps yeMy He ucnosb3dyeT pecypcbl CPU u cnocoOHa romamu
paboTtaTh B pexume "O0e3 motepp" (zero-loss). Ilommepka CIOKHBIX
CETEBBIX CTEKOB M KOH(UTYypalluid, pacHIupeHHBbIN (YHKIIMOHAT H
OOHOBJICHHsSI MOTYT OBITh TMOCTAaBJIEHbI 3aKa3uMKy B BHUJE MPOIINBOK
npousBojictBa [IAO "HOPCU-TPAHC".

"Butok-M324" wumeer Ceprudukar CoorBerctBusi DCTIK
Poccun, a takxke coorBercTByeT "CHcTemMaM cepTH(HUKAIIUA CPECTB
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3alUThl HHPOPMAIUU 10 TPEOOBaHUIM Oe30macHOCTH MH(popmanuu Ne
POCC RU.0001.0161100".

[IpoBogumMas mpu CcepTU(UKAIMOHHBIX HCHBITAHUSAX ITPOBEpPKaA
dbyHKIMOHAIBbHOCTH "Butok-MD4", npeaHa3HadueHHOro JJjis 3allUuThl OT
HECAHKIIMOHUPOBAHHOTO JOCTyINa K HH(OpMAINH, MOATBEpAUIA €ro
COOTBETCTBUE TPEOOBAHUAM PYKOBOJAIIETO J0KyMmMeHTa "Cpencrta
BBIYUCIIUTEIIBHON TEXHUKH. MeEXKCeTeBblE HJKpaHbl. 3alura OT
HECAaHKIIMOHUPOBAHHOTO jgoctyna K wuHbopmauuu. [lokazarenu
3alMIIEHHOCTH OT HECAHKIMOHUPOBAHHOTO JOCTyna K uHbopmanun"
(I'ocrexkomuccust Poccun, 1997) — nns 4 kiiacca 3aiuiieHHOCTH.

OyHKIIMOHAT:

- ynpasinenune 12/24 10G/1G Ethernet mopramu, pacumpeHus
40G u 100G;

- (¢unapTpanus Ha ceTeBOM ypoBHe. Pemienue mo QuiabTpanuu
MOXET MPUHUMATHCS HE3aBUCUMO ISl KaXKJOr0 CETEBOIr0 IMakeTa Ha
OCHOBE CETEBBIX AJPECOB OTIPABUTENIS W IOIYdYaTENsl UIM HA OCHOBE
IPYTUX SKBUBAJICHTHBIX aTpUOYTOB;

- (pusbTpanKs MAKETOB CIIY>KEOHBIX MPOTOKOJIOB, CIYKAIUX IS
JTUArHOCTUKU U YIIPaBJIEHUS pabOTON CETEBBIX YCTPOUCTB;

- (QuabTpalusi € y4€TOM BXOJHOIO U BBIXOJHOTO CETEBOIO
uHTepdeiica Kak CpeJICTBO MPOBEPKU MOJJTMHHOCTH CETEBBIX aJPECOB;

- ¢unpTpandsg C y4ETOM JIOOBIX 3HAUYUMBIX TOJEH CETEBBIX
MaKETOB.

"Butok-MD24"  peanm3yer  QyHKIMHM 1O  OOECIEUECHHIO
IIEJIOCTHOCTH TMPOTPAMMHBIX KOH(PUTYypaluii MEXKCETEBOTO JKpaHa U
JAHHBIX, XpaHAIIMUXCA KaK B onepaTuBHOW, Tak W Bo flash-mamstu, a
TaK)K€ IPEeAyCMATPUBAET MPOLEAYPY BOCCTAHOBIICHHS NOCIE COOEB U
OTKa30B  000pyJIOBaHUA, 00€eClEeYnBaIOIIYI0  BOCCTAaHOBJICHUE
anrapaTHO-MPOrPaMMHBIX CBOMCTB PEILICHHUS.

B wactu peructpanuu cooObithii "Butok-M324" oOecnieunBaeT
JOTUPOBAHUE CECCHUM aJIMUHUCTPATUBHOIO JIOCTYNA K MEXKCETEBOMY
DKpaHy C YKa3aHUEM:

- BpPEMEHM U JaThl OCYIIECTBJICHUS AJMUHUCTPATUBHOIO
JOCTYTA;

- pe3yJibTaTa TMOMNBITKA OCYIIECTBICHHUS AJIMUHHUCTPATUBHOTO
JIOCTYTa — YCIEIIHBINA WX HEYCIICIIHBIN;

- WMEH TI0JIb30BaTEJIEH, WCMHOJIb30BAHHBIX TMIPU IMOIMBITKAX
OCYILIECTBIICHUS] aIMUHUCTPATUBHOTO JTOCTYIIA;
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- BO3MOXKHOCTh PETHCTPAIMU U yueTa (UIbTPYEMBIX MAKETOB C
yKa3aHHUEM aJipeca, BpEMEHH U pe3yJibTaTta PuibTpaliu.

DIIeKTPOHHBIC U ICKTPUUSCKHUE TTapaMETPHI:

- craugapt Ethernet 10G: 802.3ae;

- craugapt Ethernet 40G/100G: 802.3ba;

- nopthl 1G/10G (¢ 1 o 24);

- nogaepxuBaembie cranaapTel: 10GBASE-SR, 10GBASE-LR,
10GBASE-ER,1000BASE-SX, 1000BASE-LX, 1000BASE-EX;

- TOJKJIFOYEHUE K JIMHUM CBS3U C Hcnosib3zoBaHuem SFP/SFP+
MOIYJIEH;

- YIPABIEHUE YCTPOMCTBOM: CHCTEMHBIA TMOPT, CTaHIAPT
10/100/1000BASE-T;

- ynaneHHoe ymnpanienue ycrpoiicteom: WEB/HTTPS;

- notpebsemas MomHocTh: 100-200W;

- iutanue reduntant: 220V 50Hz;

- popm-akrop: 1RU;

- omnuuoHanbHOE TmoakimodeHue uHtepdericoB 40G u 100G
Ethernet;

- notpebdsierre 1RU g0 200W;

-TapaHTUPOBAHHAs TPOMYCKHas CHOCOOHOCTH Oosee 480
I'out/cex B 1RU;

-KaHajlbHasi o0pa0oOTKa JaHHBIX 0€3 JKeCTKUX  JUCKOB,
nporeccopoB u OC;

- MaKCUMaJIbHasi POITYyCKHAas CIOCOOHOCTB, ['0ut/c: 480;

- KOJIMYECTBO MapasuIesIbHBIX CECCUI: HE OTPaHUYCHO;

- KOJIMYECTBO MpaBWI TaOauI] GUILTpAllMd — Ha YCTPOIMCTBO: A0
3072;

-KOJIMYECTBO MpaBwyi TaOmull (UIbTpallukd — Ha TOPT
BBOJa/BBIBOAA: JI0 256;

- BCTpOEHHBbIE TOPTHI BBOJA/BhIBOAA: 12 moptoB 1GbE/10GbE
(SFP+);

-JIONIOJIHUTENIbHBIE ~ TOPTHl  BBOAA/BbIBOAA: 12 mopToB
1GbE/10GbE (SFP+);

- BCTpOE€HHBIE TOpTHI ympasieHus: 2 mopta 10/100/1000MbE
UTP;

- koanuecTBO VLAN, Ha3HauaeMbIX YCTPOMCTBOM: He OoJjiee 64;

- MacIITaOUPYyEMOCTh: MOACPKUBACTCS;

-JIOMTOJTHUTENIBHBIM HICTOUYHUK MTUTAHUS: TOIICPKUBACTCS.
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«KPO3» — koMIUIeKCHOE pelieHne AJIs o0ecnevyeHnsi 3AKOHHOCTH B
ceTsiX OnepaTropoB cBsi3M M HHTepHeT-mpoBaiiaepoB (moapoOHas
uH(opmaius o npoaykre: www.kroznet.ru)

Kommnexkc «KPO3» mpenHasHaueH [uisi pelICHUs CIIETYROLIUX
3a/1a4:

- akTuBHOE pemieHue DPI-ananu3a anst BCTpauBaHUs B KaHaJlbl
oriepaTopa CBsi3H (COBMeCTUM ¢ obopyaoBaHueM cranaaptoB Ethernet u
STM);

-o0ecreueHne AesiTeIbHOCTH ONepaTopa CBS3M B COOTBETCTBUU C
3akoHaMu P® B obOmactu cBsa3u (o BHenpenun COPM, o
MIPOTUBOAEHUCTBAN IKCTPEMUCTCKOU AECATENBHOCTH, O 3aIUTE AETEU OT
uHopMalUKM, NPUUYUHSIONIEH Bpel HX 3I0POBBI0O M PA3BUTHIO, O

3alIUTE WHTEJUIEKTYaJIbHBIX paB B MH(pOPMAITMOHHO-
TEIEKOMMYHHUKAIIMOHHBIX CETSX);
-CepTUDUITUPOBAHHBIM armnapaTHbId KOMILJIEKC,

YCTAHABJIUBAIOIIUMCS B CYIIECTBYIOIIME KaHAJbl, HE TpeOyromuit
U3MEHEHHM W HE CO3HAIOIIMN y3KHX MECT B CETH. BO3MOXHBIE CXEMBI
NOJKJIIOUEHHUS: B pa3pbiB KaHalla uin 3axBaT Tpaduka no BGP;

- ynpaBjieHue TpaduKoM IO MpaBujiIaM co 2 MO 7 YpPOBEHb
moaeau OSI;

- HHTEpEecylolllee 3aKa3uuka HapailuBaHue (QYHKIMOHAIA U
BO3MOKHOCTH TMOCJIEAYIOIMIETO €Tr0 PACHIMPECHUs Ha CYIIECTBYIOIIEM
000pyI0BaHHH;

- BO3MOKHOCTH PACLIUPEHUS CIIEKTPA YCIIYT, MPEIOCTABIISIEMbBIX
ONEepaToOpOM CBSI3H.
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bnokwposka
3anpeLyeHHbIX
URL

¥npaeneHue
TpaduKom

BCTpoeHHoe
peweHne COPM

lleTeKTUpoBaHue (DuneTpauua PaclwwpeHHan
AHOMAaNWMK DoS/DDoS CTaTUCTUKA

B coorBercTtBUM ¢ 3akoHOM OT 28 mtons 2012 r. Nel39-®3 «O
BHeceHUU wu3MeHeHuit B D3 «O 3ammre aetedl ot uHOpMaIuH,
MPUYMHSIONIEN BpEeJ WX M 3J0POBBIO M PA3BUTHIO» M OTICIbHBIMHU
3aKOHOATENIbHBIMH akTamMu PdDy 00 orpaHnyueHnn J0CTyIa K pecypcam
cetu HHTepHeT, coxaepkauM HWHGOPMAIIUIO, PaCIPOCTPAHECHHE
kotopoilt B P® 3ampernieHo, oneparop o0s3aH OJOKHPOBATH JOCTYH B
COOTBETCTBUU C peecTpom 3anpenieHHbIx URL, 1oMEHOB 1 CaliTOB.

Pemenne «kKPO3» paspaborano B coorBeTcTBUHU ¢ DenepalbHBIM
3akoHOM oT 27 wutons 2006 roma Nel49-®3 "OO6 wundpopmaluwy,
WH()OPMAIIMOHHBIX TEXHOJOTUAX U O 3ammmuTe nHpopmamnuu", I[Tpukazom
Pockomnamzopa ot 17.07.2014 Nel03 "O6 ytBepxknenuu Ilopsinka
MPEJOCTABICHUSI ONEPATOPAMHU CBSI3M TEXHUYECKUX CPEJICTB KOHTPOJIS
3a COOJI0JICHMEM oOmeparopaMu CBsi3UM TpeOoBaHui dDenepasbHOro
3akoHa oT 27 wuronsa 2006 roma Ne 149-®3 "O6 wunHbpopmaluw,
MH()OPMALIMOHHBIX TEXHOJOTHIX U O 3amuTe nHpopmanuu'".

DYyHKIHOHAJI KOMILIEKCA:

- aBTOMATH3HWPOBAHHOE OOHOBJIEHHE W3 peecTpa (B TOM YHCIIC
Peectp PocKomHanzopa, pecypchl u3 cnucka MuHiocTa) U 0JIOKUPOBKa
URL;
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- moApoOHas cratuctuka no omokupoBaHHbIM URL (1o kaxmoit
MOMBITKE I0CTYIIA), BO3MOKHOCTh IKCIOPTA;

- koppekTHasa mnpoBepka URL, BkiIro4as BCe allbTEPHATHUBHBIC
(GhOpMBI 3aIKCH;

- Bo3moxHoctu HTTP-niepeHanpaBineHuss WM  OTHpaBKa
uHdopmannonnot HTML-ctpanuibl o 0nokupoBanuu URL;

- MEXKCETEeBOM »5KpaH, 3aJaHue MpaBWwil MO OJOKUPOBAHUIO,
paspeiBy TCP-coenuHeHunil, nepeHanpaBIeHUI0, MOJICYETY CTAaTUCTUKHU
uiu nponycky tpaduka. [IpaBuiia BkIro4aroT HAOOp PJIEMEHTOB:

- Ka"HanpHbIM ypoBeHb: MPLS, VLAN, nnuna nakera;

-CETEBON YpPOBEHb: ajjpeca CeTeil, reorpauyeckoe MoJI0KEHUE,
npotokoi, TTL, TOS;

- TPAHCTIOPTHBIN YpoBeHb: Habop moptoB, TCP-dnary;

- ypoBenb mnpunoxenuii: HTTP URL, FTP URL, DNS
NAME/CNAME;

- 3aIllUTa OT CETEBBIX aTaK KaK YCIIyra B CETH OIlepaTopa CBA3U U
Jlata-1ieHTpoB;

- O01IeNpUHATEIE METOALI PuabTpanuu (3amura kanana, TCP/IP
CTEKa CEpBEpPA U YPOBHS MPUII0KEHUN);

- COOCTBEHHBIC MHHOBAIIMOHHBIE METObI 00pbObI ¢ DoS/DDoS
aTakaMd (M ONTHMHU3AIMS KJIMEHTCKUX 3alpOCOB ISl CHMKEHUS
Harpy3Ku Ha CEpBED);

- BO3MOKHOCTh aBTOMAaTU3UPOBAHHOT'O PEXUMa, HE TPEOYIOIIEro
BMEIIaTEIbCTBA YeIoBeKa (MoAXOouT s puinbTpanuu 95% atak);

- JNWYHBIM KaOWHET TOoJIb30BaTelsl M JKcHopT otdera (B pdf
dbopmare);

- ICTEKTUPOBAHUE yA3BUMOCTEUW, aHoManu U BotNet ceren kak
Ha MOMEHT WX CO3J[aHus, TaK U (yHKIIMOHUPOBAHUS HA OCHOBE:

- PETYISPHBIX BBIPAKEHUI;

- MOBEJICHYECKOT0 U AMIIUPUUYECKOTO aHAIIN3A;

- OTKIIOHEHUHU OT CTaTUCTUYECKUX MMOKA3aTEIIEH;

- IEPUOINYECKHUX MPOBEPOK;

- pacHIMpeHHas CTAaTUCTUKA MOJCYUTHIBACTCS KaK Ha OCHOBE
"ceippIX" makeToB, Tak u B3ammozekcTBus NetFlow, BGP, SNMP;
100% KOHTPOJIHL W MOHUTOPHUHI IepenaBaeMoro Tpaduka IO CETH;
OTOOpa)K€HUE CTATUCTUKU B PEABHOM BpPEMEHU WIM 32 3aJaHHbBIN
MPOMEXYTOK C IIUPOKUMH BO3MOXKHOCTSMH (PUIBTPAIUY;

- 3anpammuBaembie XocTbl, URL, numena ¢aitnos u T.1.;
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- MOJCYET TEHJCHUWU W U3MEHECHUW NOMYISPHOCTH XOCTOB M
URL;

- BeisiBsieHue dns/http/ftp/prox/mail cepBucoB u ananu3 Harpy3Ku
HAa HUX;

- CTATUCTHKA I10 B3aUMOJICCTBHIO C COCETHUMU OIEPaTOPaAMH;

- B3aMMOJICHCTBUE C O0OpPYJIOBAaHUEM OIepaTopa: MOHUTOPHUHT
3arpy3ku uHrepdeiicon, 3arpyxeHHocTh CPU, 3arpyK€HHOCTb MaMsTH,
HECTaOMJILHOCTU MapUIPyTOB U T.1.;

- BOBMOXHOCTH 10 TJIAHUPOBAHUIO PACIIUPEHUS CETH.

Berpoennoe pemenne COPM  mOJHOCTBIO  COOTBETCTBYET
TeXHUYECKUM TpeboBaHusiM MuHcBsi3u P®d, Tem cambiMm HeET
HEOO0XOJMMOCTH CTaBUTH JIONOJHUTEIBHOE MACCUBHOE PEIICHUE.

ANNapaTHO-MPOrPAMMHBIA  KOMILIEKC AaBTOMATHYECKOIO
oOHapy:xeHus u 0JokupoBanuss DDOS-atak «KAHTHU-DDOS»

DYHKUNOHAIBHOCTD:

- ()OHOBBI CTATUCTUYECKUN KOHTPOJIb METPUK CETH C LEIbIO
oOHapyXeHus NPOoQUIs 3JI0yMBIIUICHHUKA;

- aBTOMaTH4eckoe OJOKHpoBaHWE TpadUKa 370yMBIIUICHHUKA BO
BCEN KOHTPOJIUPYEMOU CETH;

- HACTPAMBAEMbIE YPOBHH U PEKUMBI KOHTPOJIS JJISI BBLICIEHHBIX
MOJICETeN, TUYHBIA KaOMHET JIJIs KIIMEHTOB OIepaTopa;

- OJIOKMPOBAHUE aTaK, UCXOJAIINX OT KIIMEHTOB;

- crernuanbHble (QYHKIMHU 3alUThl OT CHJIBHO pacIpeeeHHbIX
aTak;

- BOBMOXHOCTh PYYHOTO aHAJIW3a U 3aJIaHUs MPABUII,

- BOBMOXHOCTb PaCIpPENCIICHUS CETH 30H]IOB;

- BO3MOXKHOCTh akTHMBHOM 3amuTel WEB-cepBUCOB Ha ypOBHE
MPUKIIAHBIX CECCUM;

- IETEKTUPOBAHUE MUPOKOro criekrpa DDoS-arak;

- OTYETHI B PEKUME PEATHHOM BPEMEHH;

-aBTOMAaTH4YECKAs 3aIACh JTaMIIOB Tpaduka aTak,
PETPOCIIEKTUBHBINA aHAJIU3.

ba3o0Bblil cINCOK 00HAPYKMBAEMBbIX aTAK:
- CKaHupoBaHuE HMHGOPMAIMOHHO-TEICKOMMYHHUKAITMOHHBIX

pECYpCOB;
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- HEJISTUTUMHBIN TpauK HA HEBOCTPEOOBAHHBIN MPOTOKOJI W/WIIH
nopt (UDP Flood, ICMP Flood);

- araka  (QparmeHtamu IP-makeToB C  HEKOPPEKTHHIM
COJICP>KUMBIM;

- MegiieHHbie DoS ataku, SlowLoris, SlowPost n ux ananoru;

- UWHUIMALMS COCIMHEHUS Ha TPAHCIOPTHOM YPOBHE CTEKa
TCP/IP (TCP Syn Flood);

-yCTaHOBKa MOJIHOLIEHHOTO TCP-coeMHeHus ¢ €ro JaabHEHIINM
cOpacbiBanueM 0e3 ooMena nanubiMu BHYTpU socket (TCP Connection
Flood);

- araka ¢ ucnoJib3oBaHueM mpotokoga DNS u renepauueit
JIETUTUMHBIX 3aIIPpOCOB/OTBETOB, B ToM uncie DNS Amplification;

- araka ¢ wucnoiap3oBaHuem mnporokona NTP wu renepauuen
JIETUTUMHBIX 3aIIpOCOB/0TBETOB, BKItoUast NTP-Amplification;

- otnpaBka JaHHbIX 1o nporokoay HTTP/1.0 unu HTTP/1.1 BHe
cnenu@uKany MpoTOKOA;

- atraka Ha SIP-cepBuc;

- araka Ha SMTP-cepBuc;

- ataka Ha FTP-cepBuc;

- spoofing araku a1000r0 ypoBHS CI0XXKHOCTH, Takue kak TCP u
UDP;

- mupoko pacnpenencHusie araku TCP, UDP (B Tom uwncne
HTTP Flood);

-pacrpeieNieHHas aTaka Ha Crielu(pUYECKUil cepBUC 3aKa3uukKa.

Texnuyeckne XapaKTepPUCTHKM:

- 3084 IRU ¢ BO3MOXHOCTBIO 00pabotku jgo0 10 I'Out/c
TpPaH3UTHOTO TpaduKa, BKIOUas pa3indHbie BapuaHnTthl floods;

- BO3MOKHOCTh 0€30I1acHOr0 BKJIIOUEHHS B pa3pbhlB KaHalla Ju00
B cxemy BGP mapmipyru3zamnuu;

-anmnapaTHbIe CpeACTBa BKJIIOUCHMUS C byHKIMEH
OTKa30yCTOMYMUBOCTH;

- BO3MOXKHOCTh amnmapaTHON OalaHCUPOBKU HArPYy3KH C KaHAJIOB
40 I'dbut/c 1 100 I'6ut/c;

- KOMIUIEKC TMpEIHA3HAYCH U1 WCIOJIb30BaHUS B SJIPE CETH
oneparopa cBsi3u / MHTepHeT mnpoaijepa. Bo3molkHa uHTETrpaus
yciayr DDoS-3aiuTel B CEKTP yCIYT ONepaTopa CBSI3H.
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FJIOCCﬂpI/Iﬁ HCIIOJIb30BaHHBIX concpameHm"I U TCPMHUHOB

AHTHXAKHUHT — YCIIOBHBIM TEPMHUH MPOTUBOJECHUCTBUS METOJAM B3JIOMa
CUCTEM OE€30IMaCHOCTH.

ANrpedT — 3aMeHA WIM YJIYYIIEHUE MPOrPAMMHBIX, WJIM allapaTHBIX
PELIEHUM.

AC - aBTOMaTU3UpOBAHHAsA CUCTEMA.

ACQO/I — aBToMaTu3MpoOBaHHAsA CUCTEMA OOPA0OTKH TaHHBIX.

AO - anmmapaTHOe o0ecIeueHue.

BpenoHocHass mporpamMmma - [mporpamMma, MNOpeIHa3HA4YeHHas I
HECAHKIIMOHUPOBAHHOTO JOCTYIa W/WJIM BO3JICUCTBUSL HA MH(OPMALIKIO
WM pecypchl THGOPMAIIMOHHON CUCTEMBI.

I'NC — rocyaapctBeHHast ”HGOpMalMOHHAs CUCTEMA.

Ub - undopmanronnas 6€30MacHOCTb.

UC - undopmanonHas cuctema.

HNOA - undpopmanmoHHbIE ONEPALIMH U ATAKU.

UT - nuapopMaliioHHbIE TEXHOJIOTHH.

HUTT — undopmaliiOHHBIE TEICKOMMYHUKAITMOHHBIC TEXHOJIOTHH.
KHNMU - xputnyeckass uHpopMalvoHHas UHPPACTPYKTypa, BbIBEICHUE
KOTOpPOW M3 CTPOS TOBJEYET 3a COOOM TSKKHUE WM KPUTUUYECKHE
MOCJEACTBHUSL.

KP - koMmmbroTepHas pasBelKa, IMpPOBOAMMAS C  IIOMOIIBIO
KOMIIBIOTEPHBIX TEIIEKOMMYHUKAIMOHHBIX CPEACTB U CHUCTEM CBSI3H, B
3HAYUTEIbHOW CTENEHU KOMITBIOTEPU3UPOBAHHBIX B HACTOSAIIEE BPEMSI.
Kpunroananm3 - Hayka O pacKpbhITHM aJrOpUTMOB IIHU(pOBaHUS,
noadope  KJIOYe U BOCCTAHOBJICHHMM  HHpOpPMALUU U3
3amMPOBAHHOTO COOOIIICHNS.

H/IB - HeqeknapupOBaHHbIE BO3MOKHOCTH.

HC/I - HeCaHKIIMOHUPOBAHHBIN JOCTYIL.

OUb - oOecrieueHne (WMHOTAA - OIGHKA) HHQPOPMAIMOHHOM
0€30IacHOCTH.

OO — 00beKT o1leHKH B MHGOPMAITMOHHON 0€30MaCHOCTH.

ITO - nporpamMmHoOe oOecrieueHue.

IoaUb - Tlonutuka nHGOpMAILIMOHHON OE30MACHOCTH.

P/ - PykoBoasuii JOKyMEHT.

C3MH - cpeacTsa 3amuThl HHGOPMAIIUH.

CK — CKPBITBIN MH(POPMAIMOHHBIN KaHaJl. CKpBITBIN
MH()OPMALIMOHHBIA KaHall - 3TO MPETyCMOTPEHHBIN pa3paboTUUKOM
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CUCTEMbl HWH(OPMAIIMOHHBIX TEXHOJIOTUA M aBTOMATHU3UPOBAHHBIX
CHUCTEM KOMMYHHUKAIIMOHHBIN KaHajl, KOTOPBI MOXET ObITh MPUMEHEH
JUISl HApYIIECHUSI TTOJIMTUKHU O€3011aCHOCTH.

Cuuddeps! - nporpaMmMbl MOHUTOPUHTA U aHAJIN3a CETEBOIO TpaduKa.
COA - cuctema 00HapyXEHHUSI KOMIIBIOTEPHBIX CETEBBIX aTak.

COB - cucrema OOHAapyXE€HHUS KOMIIBIOTEPHBIX BTOPXKEHUU B
MH(POPMAIIUOHHBIE CUCTEMbI U CETH.

COIIKA — cucteMa 00Hapy>KEeHUs U POTUBOICHCTBUS
KOMIIBIOTEPHBIM aTaKaM.

CTC — conmanbHO-TEXHUYECKas HH(POPMAIIMOHHAs CUCTEMa WJIU cpejia.
CYMUB - cucrema ynpapieHus: UHOOPMALIMOHHON O€3011aCHOCTHIO.
CYHB - cucremsl yripaBiieHUs] HAITMOHAIBHOW 0€30MacHOCTBIO.

TK - TeI€eKOMMYHUKAIIMOHHBIC KOMITAHUM.

TK?3 - TeXHUKO-KPUMHUHATUCTUYECKAS IKCIIEPTH3A.

IKCIIOUT - («exploity, aHra. - UCHONB30BaTH B CBOUX HHTEpECax,
4acTO B CMBICJIE - 3JI0YNMOTPEOJISIT) 9TO KOMIIBIOTEpHAs Mporpamma,
¢parMeHT TPOrpaMMHOr0 KoOJa WJIM TIOCJIE€IOBATEILHOCTh KOMAaH],
WCIIOJIb3YIOMIasl YSI3BUMOCTH B MIPOTPAaMMHOM  OOECIeUeHHH (WM
3aJI0KEHHBIE  pa3pabOTYMKaMU  HEJOKYMEHTHPOBAaHHbIE  (YHKIIUU
00X0Ja TOJACHUCTEMBI O€30MacHOCTH) JUIsi TIPOBEICHUS aTakhu Ha
BBIYUCIIUTEIIBHYIO CUCTEMY.
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