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1. Ilesin ocBOEHMA TUCHUTIINHBI

HucnummmHaa «be3onacHOCTh B COBpEMEHHOW HWH(POPMAIMOHHON cpene» obecrednBaet
npuobpereHue OOyYaloUIMMKCS 3HAHWN, YMEHMH W HaBbIKOB 10 komnereHiusM OIIK-6
«Crioco0eH penaTh CTaHAAPTHBIC 33/1a4K 110 OPraHU3AIMOHHOMY M JOKYMEHTALMOHHOMY 00€CIIeueHUIO

HpO(beCCI/IOHaJ'H)HOI‘/II JCATCIIBHOCTH C MMPUMCHCHUEM COBPEMCHHBIX TEXHHUYCCKHUX CpC€AacCTB,
WH(POPMAITMOHHO-KOMMYHHUKAIIMOHHBIX ~ TEXHOJIOTHH ¢ y4eroM TpeOoBaHMHA  WH(DOPMAIIOHHOM
6esomacaoctny  u  OIIK-7. «CnocobeH mMOHMMATh NPUHIMIIBI  pabOTHl  COBPEMEHHBIX

MH()OPMAMOHHBIX TEXHOJIOTHHA M HCIIOJIB30BAaTh MX JUIA pPEHICHHS 3ahad MpodeccroHambHOU
nesTenbHOCTH»  DefepanbHOTO TOCYIapCTBEHHOTO 00pa30BaTENbHOTO CTAaHAApTa BBICIIETO
oOpa3oBaHUs 10 HampaBieHU O oaroToBku 45.03.01 dumnonorusi.

OCHOBHOHM 1LIENBI0O W3YYCHHS TUCHUIUIUHBI SBJISIETCS TEOPETUYECKas W IMpaKTUUecKas
MOJrOTOBKA OOYYAIOIINXCS K JACSITEIHHOCTH, CBA3aHHOW C MPUMEHEHHEM COBPEMEHHBIX CPEJICTB
YW METOJIOB 3alllUThl WH(OPMAIIMU B TIOBCEAHEBHOW U TpodeccrnoHanbHOM nestenbHocTH. Kype
JTAeT TIPEJCTABJIICHHE O MECTE M POIM WH(DOPMAIMOHHOW 0€30MacHOCTH B COBPEMEHHOM MHpE.
Ero usydenwe maeT BO3MOXKHOCTH CO3HATEIBHOTO MCIOJIb30BaHUs, OOpaOOTKM W 3alIUThI

nH(popMaInH.

2. MecTO THCHMIIMHBI B CTPYKTYpe 00pa30BaTeIbHOI MPOrpaMMbl
JlaHHast TUCIUIUIMHA OTHOCHUTCS K 00s513aTEIbHON YacTH 00pa30BaTeIbHONU MPOrpPaMMBI.
Jucnunnuna «be3onacHOCTh B COBpeMEHHON MH(POPMAIIMOHHOHN Cpeie» UTPaeT BaXKHYIO

poJth 17151 001IenTPOPeCCHOHATTEHON TTOATOTOBKY 00 YJarOIIETOCS.

3. [lnanupyemble  pe3yJibTAThI

o0yueHusi 1O

AUCHHUIIJINHE,
IVIAHUPYeMbIMH pe3yibTaTtamu ocBoeHust OII 6akasaBpuara

COOTHECCHHBbIEC C

[Ipouecc nzyueHus: AMCUUIIIIMHBI HAIIPaBJieH Ha (POPMHUPOBAHUE CIAEAYIOMINX KOMIETEHIIUMA
B cooTBercTBUM ¢ PI'OC BO, OOIT BO 1 mpuoOpeTeHus ClenyroIux 3HaHui, YMEHHH,
HaBBIKOB M (WJIN) OTIbITA JACSITEIIBHOCTH:

®opmupyemasi KOMIETeHIHS HNuankaTop nocTHKEHHUS Iepeuenn
(kox u popmyIUPOBKA) KOMIIeTEHIIU U IVIAHUPYEMBbIX Pe3yJbTATOB
(ko1 u (hopmMyJIMPOBKA) 00y4eHus
O6menpodeccnoHaIbHbIE KOMIIETEHIIUH
OIIK-6 Criocoben pemars | U-OIIK-6_1 - Ilpumensier | 3HaTs:
CTaHJapTHEIE 3amaun 0 | COBPEMEHHBIE - OCHOBHBIC TOHSATHS B 00JIACTH
OpraHU3aIl[HOHHOMY ¥ | TEXHUYIECKUE CPEICTBA U 00paboTkH 51 3aIUTHI
JOKYMEHTAIIHOHHOMY  00eCIedeHuIo UH()OPMAIHOHHO- MH(POPMALIUK ¥ UX ONPEICICHUM;
npo()eCCHOHATBHON  NEATENFHOCTH ¢ | KOMMYHUKAIIHOHHbIE HOMEHKIIATYpy Jeid B o0JacTu
NPUMEHEHUEM COBPEMEHHBIX | TEXHOJIOTHHU JUIs peleHus | HHMOPMalMOHHOM
TEXHUYECKHX cpencTs, | CTaHIAPTHBIX 3a/a4 0e30MacHOCTH.
MH(POPMALHOHHO-KOMMYHHUKAIIMOHHBIX | MPO(ECCHOHABHOM YMeTh:
TEXHOJOTUM C Y4ETOM Tp660BaHHI7I TIEATECIbHOCTH. - O(l)OpMJ‘IfITL OCHOBHBbIE
MH()OPMAITMOHHOM 0€30MTaCHOCTH. OpPTraHHU3aLMOHHO-
pacropsiIUTeNbHBIE  JTOKYMCHTBI
B obmactu WHGOPMAIMOHHON
0e30I1acHOCTH.
OIIK-7. Crocoben noanmate | U-OIIK-7_1. Cnocoben 3Hamy:
MPHUHIUIBI  PabOThl  COBPEMEHHBIX | pelllaTh CTAHIAPTHBIC OCHOBHBIC TIOHSTHS B 00JIACTH
WHGOPMAIMOHHBIX ~ TEXHOJOTMH W | 3a7a4u MpoQecCHOoHALHON | 00padoTKU u 3aIUTEHI
MCTONB30BATh WX JIJISI PEIICHHs 33a]a4 | JAeATSIbHOCTH Ha OCHOBE WHOPOPMAITUH U UX ONPECICHUS;
npodecCHOoHANbHON A TEIbHOCTH. MHGOPMALIIOHHON 1 MOCJIEA0BATENBHOCTD
oubimorpaduueckoit BBITTOJTHEHUSI PalOT IO 3aliuTe
KYJBTYPHI C TPUMEHEHHEM | MHpOPMAIUK;  KJIACCU(DUKAIUIO
HnH(POPMALTUOHHO- Hapywmmreneldl HHPOpMaOHHOH
KOMMYHHKaIIMOHHBIX 0e30macHoOCTH; BUBI u




TEXHOJIOTUH U C YYETOM
OCHOBHBIX TpeOOBaHMit
MHPOPMAOHHOM
0€30I1aCHOCTH.

Ha3HAYEHHWE CPEACTB  3alIUTHI
WH(POPMAIUH.

Ymemo:

yCTaHABJIWBaTh W OCYLIECTBISITH
NEPBUUHYIO HACTPOUKY
orepaluoOHHBIX CHCTEM,
AHTUBUPYCHBIX cpencTs u

MECKCCTCBBIX DKPAaHOB.

Brnaoemwv nasvixamu:

pabotel  co CpeacTBaMu
3anIUTh HHQOPMAIHH.

4. O0beM, CTPYKTYpa U COepPKaHHMe AUCHUTIIHHBI
OO0mas TpyI0eMKOCTh JUCIUTIINHBI COCTABIISET 2 3a4eTHBIC €AMHUIIBI, /2 aKaJl. Jaca.

Ne
n/n

Tembl (pa3zaennb)
AUCHUIIJIUMHBI,
UX COJepKaHme

Cemectp

Buabl yueOHbIX 3aHATHI,
BKJIIOYASI CAMOCTOATEIbHYI0
padoTy CTyeHTOB,

U UX TPYI0EMKOCTH
(B aKaeMHYeCKHUX 4acax)

®opMbI TEKy1LET0
KOHTPOJIA
yCIEeBaeMOCTH

®opma

MPOMeKYTOYHOM
arrecTauuu
(no cemecmpam)

KonTakTHasi padora

JICKIIUHA
MIPAKTHYCCKUE
nabopaTopHbIe
KOHCYJIbTAI[U!

ATTECTAallUOHHBIC

UCIIBITAHUS
CaMOCTOSITeIIbHAS
pabora

Paszgen 1

IIpaBoBbIe n
OpPraHu3aluOHHbIE
OCHOBBI
o0ecreueHus
uH(pOpMAITHOHHOMI
0e30macHOCTH B
Poccuiickoi
Denepanun

w

Tema 1.1

[TpaBOBBIE OCHOBEI
o0ecrieueHus
MH(pOPMAIMOHHOM
0€3011aCHOCTH

1 |Tect

Tema 1.2

3ammra
MIePCOHATBHBIX
JTAHHBIX

1 |Tect

Tema 1.3

OpraHu3aiuoHHbIC
OCHOBEBI 00€CIICUCHHUS
MH(pOPMAIMOHHOM
0e30MmacHOCTH

1 |Tect

6 mom yuciae ¢ 90 u

3  |Bunmeoneknuu




J[OT

TEKCTOBbBIC
MaTepHaIbl
yueOHOTo mocoous,
NPE3CHTAIMH, TECT B
OVK B

DemidOnline
Pazgen 2 |ApxuTekTypa
KOMIbIOTEpPa
Tema 2.1 |Apxurekrypa Tect
KOMITBIOTEpA
6 mom uucie ¢ 30 u Buneonexunm
J[OT TEKCTOBBIC
MaTepHabl

y4aeOHOTr0 1nmocoousl,
HpC3CHTaHI/II/I, TECT B
OVK B
DemidOnline

Paszgen 3

OcHoBbBI
HHG(popMaHOHHOM
0e30IacHOCTH B
onepanuoHHbIX
cucTreMax

Tect

Tema 3.1

Beenenue B
WH(POPMAITMOHHYIO
0€e30I1aCHOCTh
OTIEPAITMOHHBIX
CHCTEM

Tect

Tema 3.2

Nudopmanmonnas
0€30I1aCHOCTh
OTICPAIlHOHHBIX
CHCTEM CEMENCTBA
Windows

Tect

Tema 3.3

Nudopmanronnas
0€e30I1aCHOCTD
OTICPAIlHOHHBIX
CHCTEM CEMENCTBA
Linux

Tect

6 mom yuciae ¢ 30 u

J[OT

Bupeoneknun
TEKCTOBEIC
MaTepUalibl
yueOHOro nocoous,
MPE3EHTAlINH, TECT B
OVYK B
DemidOnline

Pa3znea 4

OcHoOBBI
uHpopMaLHOHHOH
0e30macHoOCTH B
JIOKAJbHBIX
BbIYHMCIUTEIbHBIX
ceTsixX

Tema 4.1

Bsenenue B
APXUTEKTYPY

Tect




JOKAJIbHBIX
BBIYHCITUTEIBHBIX
ceren
Tema 4.2 |CereBbie yrpo3bl U 2 |1 | 2 4  |Tect
METO/IbI
MPOTUBOICHCTBUS UM
Tema 4.3 |MexcereBbie okpanbl | 2 | 1 | 3 3 |Tect
6 mom uucie ¢ 30 u 3|3 11 |Buaeonekmuu
J[OT TEKCTOBEIC
MaTepUabl
y4eOHOr0 1nocoous,
MPE3CHTAIINH, TECT B
OVK B
DemidOnline
Paznen 5 |[Kpuntorpadpuueckun| 2 | 2 | 2 3
€ MeTOAbI 3alMThI
uHopMmanuu
Tema 5.1 |BBenenue B 2 2 2 3 |Tecr
Kpunrorpaguueckue
METO/IbI 3aIIUATHI
nHdopmanuu
6 mom uucae ¢ 90 u 2 1 3 |Bunmeonexmun
/10T TEKCTOBEIC
MaTepuabl
y4eOHOT0 1mocoousl,
Mpe3eHTAlUH, TECT B
OVK B
DemidOnline
2 0,3 | 10,7 |3auger
Bcero 3a 2 cemectp 72 | 16 | 16 0,3 | 37,7
Bcero 72 |1 16 | 16 2 | 03| 37,7

Coaep:xkaHue pa3aejioB NIPOrpaMMbl JHCHUTLINHBI
«be3onacHoCcTh B COBpeMeHHO MH(POPMAIIMOHHOI cpejie)

Pa3gen 1. IlpaBoBble U OpraHM3alOHHbIE OCHOBBLI oOecrnevyeHUsns MHGOPMAIMOHHOMK
0e3onacHoctu B Poccuiickoii @enepanun.

Tema 1.1. [IpaBoBbIe OCHOBBI 0OOecrieUeHHs] HHPOPMAIIMOHHOM 0€30TacHOCTH.

OcHoBHBIE mTpaBa TpaxJaH B chepe 00pabOTkM U 3amuThl HH(popMmanuu. OCHOBHBIE
NPUHLUIOBI TPAaBOBOTO PETYIUPOBAaHUS B 00JacTH 00paOOTKM M 3alUThl HHGOPMAIUH.
Nudopmanus. OcHOBHBIE CBOHCTBa 0€30MacHOCTH HHGOpMAIMU: KOH(PHIECHIMAIBHOCTD,
LIEJIOCTHOCTb, JIOCTYIHOCTb. Buapl MHpOpMamuu mno mopsaxky AOCTYHa U paclpoCTpaHEHHUS.
Orpannuenue jgocryna K wuHpopmanmuu. Bunel Taifn. OOnagarens  uHpoOpManuu.
Nudopmanmonnsie TexHojoruu. Mudopmarmonusie cucreMsl. Omnepartop HH(GOpMAIMOHHON
cucreMbl. 3ammta uHpopmarmud. OOBEKTHl 3alUTH. BuUAbl OTBETCTBEHHOCTH B cdepe
00pabOTKU M 3aIUTH HH()OPMAIIH.

Tewma 1.2. 3amura nepcOHANBHBIX TAHHBIX.




[lepconanbHble MaHHbIE W TPUHOMIBI WX OOpPaOOTKH. Buabl MepcoHATbHBIX JaHHBIX:
crienuanbHble, OMOMETpUYECKHE W OOLIeNOCTyNHbIe. YCIOBUS OOpabOTKH IEepPCOHAIBHBIX
nanHblX. Corylacue Ha 00pabOTKy MNEpCOHAIBHBIX JaHHBIX. TpaHCrpaHuuyHas Iepeaaya
NEPCOHANBHBIX JaHHBIX. [IpaBa cyOBEKTOB MEpCOHANIBHBIX JaHHBIX. Oneparop NepCOHATBHBIX
JaHHBIX U ero oOs3aHHOCTH. Mepbl oOecrieueHHss O€30MaCHOCTH IMEPCOHATIBHBIX JaHHBIX.
KonTtposnb 1 Hag30p 3a BHIMOJHEHUEM MEp MO 00ecreueHni0 0e30MacHOCTU. Y TOJITHOMOYEHHBIN
Opras Io 3aIIUTe IpaB CyObEKTOB IEPCOHANBHBIX JAHHBIX.

Tema 1.3. Opranu3anroHHBIE OCHOBBI OOeCTIeYeHUsT HHPOPMAMOHHONW O€30MTaCHOCTH.

Kakue Bompochl craBuT nHpopmannonHas 6ezonacHocTh? [lociaenoBaTelbHOCTh ACHCTBUIMA
o 3amure uHpopmanuu. BpisBiaeHHe W aHaNM3 MHPOPMAIMOHHBIX aKTHBOB. DopMupoBaHUE
TpeboBaHui 1o 3ammuTe uHPopManuu. [logxoapl K MOJETMPOBAHUIO HAPYIIUTENIEH W Yrpo3
nHpopmaloHHONH Oe3omacHocTU. BpIOOp cpeacTB M METOAOB  3aliMThl  MH(OpPMaLUU.
Buenpenue cuctemsl 3aU1UThl HHQOPMAaLMU. DKCIUTyaTallusl CUCTEMBI 3allUThl HH(OpMAaLIKH.

Pa3nes 2. ApxurekTypa KOMIblOTEpa.

Tema 2.1. BBeaeHue B apXUTEeKTypy KOMIBIOTEPA.

[Tpomeccoprl. OcHOBHas (KdII W OMNEpaTWBHAsA) TaMsATh. BcrmomorarenbHas MamsTh.
VYcerpoiicTBa BBOIa-BBIBOIA (ITIMHBI, MOHUTOPHI, KJIABHATYPHI U MBIIIH, BeO-KaMepbl, TPUHTEPHI).
[lepcoHanbHbIe KOMIBIOTEPHI 1 MOOHMIIbHBIE YCTPOMCTBA.

Pasznen 3. OcHoBbI HHPOPMAIMOHHOM 0€30MMACHOCTH B ONEPALMOHHBIX CHCTEMAX.

Tewma 3.1. BBenenue B nHGOPMAIMOHHYIO O€30MTaCHOCTD OTIEPAIIMOHHBIX CHCTEM.

O6mmit cnoco6 xpaHeHuss W oOpaboTku wuHboOpMaru B KoMmIbloTepe. [loHsATHS
omnepanuoHHON u (¢aitnoBoil cucreM. CyObeKTbl, OOBEKTHI, METOAbl M IIpaBa JIOCTYIIA,
MPUBWIETHH CcyObekTa JocTyna. JIMCKpenMOHHOE YIpaBlIeHHE JOCTYIOM, MaHIaTHOE
ynpaBjieHue aoctynoM. Maentudukanus, ayreHTUGHUKAus U aBTopu3anus. AyreHTHUKaIus
Ha OCHOBE MapoJiel, Ha OCHOBE BHELTHUX HOCHUTENEH Kiltoua, OnoMeTpruyeckas ayTeHTH(PUKAIUS.

Tema 3.2. UadopmannonHas 6€30IacHOCTb ONEPAMOHHBIX cHcTeM cemeiictBa Windows.

VYrpaBieHue TO0CTYIIOM B ONEpPAIIMOHHBIX crcTeMax cemeiictBa Windows. Unentudukanus,
ayTeHTH(UKAIMs ¥ aBTOPHU3AIIKs B ONCPAIMOHHBIX cucTeMax cemeiictBa Windows. Peanu3zarust
ay/iuTa B OMEPAIMOHHBIX cucTeMax cemeiicta Windows.

Tema 3.3. UadopmarimorHas 6e30MacHOCTh ONEPAIMOHHBIX CHCTEM ceMeicTBa Linux.

VmpaBieHue JOCTYIIOM B OMEPAIMOHHBIX CHCTeMax ceMmeiictBa Linux. Mnmentudukanus,
ayTeHTH(UKAIMS W aBTOPHU3AlUsA B OIEPAMOHHBIX CHCTeMax cemeiictBa Linux. Peanmzarust

ayJuTa B OIICPpAMOHHBIX CUCTCMAX cemeiicra Linux.

Pa3znen 4. OcHoBBbI HHPOPMALMOHHOI 0€30MACHOCTH B JIOKAJbHBIX BHIYHCIUTEIbHBIX
ceTfX.

Tema 4.1. BBenienue B apxuTeKTypy JIOKAIbHBIX BEIYUCIUTEIbHBIX CETEH.



JlokanbHble BbluncauTenbHbie ceTH. Mogens [ISO/OSI.  ApxurekTtypa W OCHOBHBIC
MIPOTOKOJIBI JIOKATBHBIX BEIYUCITUTEILHBIX CETCH.

Tema 4.2. CereBble yrpo3bl U METO/IbI IPOTUBOAECHUCTBUS UM.

Krnaccudukanuu cereBbIX yrpo3, ysa3BUMOCTed u aTak. CeTeBble aTaku Ha Pa3IMIHBIX
ypoBHsix Moxenu |SO/OSI. Knaccudukaims BpeJOHOCHOTO MPOrPaMMHOIO OOECHCUCHUSI.
[Tpu3HaKH MPUCYTCTBUS BPEJOHOCHOTO MTPOTPAMMHOTO oOecnieueHus. MeTo b1 0OHapyKEeHUSI.

Tema 4.3. MexxcereBble KpaHbI.

MexcereBbie skpanbl (M3). Mecto u posr MD B obecriedeHUH CETEBOM 0OE€30MacHOCTH.
Knaccudukamus MD. OcHoBHBIE BO3MOXXHOCTH MD. JlocTromHcTBa W HeAmocTtatku MDO.
[TocTpoenue nmpasui GuUIbTpaLIUK.

Pa3nen 5. Kpunrorpagudeckue MeTobl 3a1iUThI MHpOpMALUM.
Tema 5.1. Beenenue B kpunrorpaduyeckue METObI 3alIUThl HH(OPMaLIUK.

Uctopuueckuit ouepk pa3Butusi Kpunrtorpaguu. CumMMmeTpuyHass M acUMMETpUYHas
kpunrorpadus. BrerauciuTensHO CIOXKHBIE 3amadd maremMaTwku. Kpunrocmcrema RSA.
[Tonsitne kpuntorpaduueckoro mnporokosa. CBOICTBA MPOTOKOJOB, XapaKTEpU3YIOLIUE HX
6e3omacHOCTb. CxeMbl IU(PPOBOI MOAMHUCH.

5. O6pa3oBare/ibHbIe TEXHOJIOTHH, B TOM YHCJIe TEXHOJIOTHH 3J1eKTPOHHOT0 00yYeHHs 1
AUCTAHIMOHHBbIE 00pa3oBaTe/ibHbIe TEXHOJIOTHH, HCI0JIb3yeMble MPU OCYLeCTBICHUHN
00pa3oBaTeIbHOIO NMpolecca Mo JUCHUIINHE

B mporecce 00y4eHust HCTIONB3YIOTCS CIEIyIONIe 00pa3oBaTeIbHbIC TEXHOIOTHH:

AxaneMuvecKkasi JJeKIusi (WK JIEKIUs 00IIero Kypca) — mocjieZioBaTelIbHOE U3JI0KCHHE
MaTepualia, OCYyHIECTBISEMOE MPEUMYIIECTBEHHO B BHJAEC MOHOJIOTA  IPEIOIaBaTelsl.
TpeGoBanusi K akKaJeMUYECKOH JIEKIUH: COBPEMEHHBIH HAy4YHBI YPOBEHb M HACBHIIICHHAS
WHPOPMATUBHOCTh, YOCIHWTENbHAs apryMEHTallUs, IOCTYIHAasi W TIOHSATHAas pedb, 4YeTKas
CTPpYKTypa ¥ JIOTHKA, HAJMYME SIPKUX TMPUMEPOB, HAYYHBIX JIOKa3aTeIbCTB, OOOCHOBAHHIA,
(hakToB.

IIpobnemuas JieKHUsi — W3JI0KCHUE MaTepuaia, IPEANOJIAraloniee MOCTaHOBKY
NpOoOJIEMHBIX W JHCKYCCHOHHBIX BOIIPOCOB, OCBCIIECHHE pa3IMYHBIX HAYYHBIX IOJXOJIOB,
ABTOPCKUE KOMMEHTAPHH, CBS3aHHBIC C PA3JIMYHBIMH MOJEIISIMA HWHTEPIPETAIIMUA HU3y4aeMOIO
Matepuaia. [IpoOieMHas JIeKIKsl HAUMHACTCS C BOIPOCOB, C IOCTAHOBKH MPOOJIEMBI, KOTOPYIO B
X0/ HM3JIOKEHUS MaTephalia HeoOXOJIUMO peluTh. B JIEKIMH coYeTaroTcsl NpoOIeMHbIC U
uHpopMalMOHHbIe Havayia. [Ipu 3TOM Tpollecc MO3HAHUS CTYJACHTOB B COTPYIHHYECTBE U
JMaNioTe ¢ TperojaBareieM MpUuOImKaeTcss K MOUCKOBOM, MCCIEIOBATENbCKONW ESTENbHOCTH.
Cogmepxanrie TpoOJEMBI PpPACKpPBIBAa€TCA IIyTeM OpraHU3alliid TOWCKa €€ pEeIHIeHHUs WId
CYMMHUPOBAHUS U aHAIHM3a TPAAUIIMOHHBIX U COBPEMEHHBIX TOUEK 3pEHUSI.

IIpakTHyeckoe 3aHsATHE — 3aHATHE, TIOCBAIIEHHOE OCBOCHUIO KOHKPETHBIX YMEHHH U
HABBIKOB U 3aKPETICHUIO TONyYSHHBIX Ha JIEKIIMU 3HAaHUH.

DneKTpoHHBINH yueOHbIN Kypc «be30macHOCTh B COBpeMEeHHON MH()OPMALIMOHHOM cpeie» Ha
wiatgopme oHnaitH-00yuenust DemidOnline, B koTopoMm:

— TpeJCTaBJIEHbl BUJCO-JIEKLIUI 110 BCEM TeMaM JUCHUIUINHBI U MPE3EHTALUHU K HUM;

— TIpe/CTaBJIEHbI TEKCTHI JIEKLUH 110 BCEM TeMaM JUCIUILTUHEI;



— HOpCACTABJICHBI ITpaBUJia IPOXOXKIACHUS HpOMe)ICYTO‘{HOfI aTTeCTallui 110 JUCHUIIIINHE,

— OpeACTaBJICHbI TECTbI 1O TEMaM AOUCHUIUIMHBI  IJIA CaMOCTOSATEIILHOU pa6OTBI
oOyJaronmxcs;

— mocpeAcTBOM  ¢GopyMa  OCYIIECTBISIETCS CHHXPOHHO€ U (WIM) aCHHXPOHHOE
B3aUMOJICHICTBUE MEXIy O0O0yJarollMMHCS M IpEenojaBareleM B paMKaxX H3Yy4eHUs
JUACLUILINHBI.

6. [lepeyeHsb JIMIEH3MOHHOTO W (WJH) CBOOOJAHO PACHPOCTPAHAEMOr0 MNPOrPaAMMHOIO
o0ecrnevyeHns, MCIOJIb3YyeMOI0 INPH OCYIIECTBJIEHHMH O00pa30BaTe/IbHOr0 Impolecca Mo
AUCHUTLINHE
B mporiecce ocymiecTBieHust 00pa3oBaTEIBHOTO MPOIIECCa UCTIOIB3YIOTCS:
— MporpaMMHOE oO0ecriedeHue ISl CO3[JaHusg W JIEMOHCTpAalMW  TPe3CHTAINH,
WJLTIOCTPAIMHA U IPYTUX YIeOHBIX MaTepHAIIOB:
Microsoft Windows;
Microsoft Office;
Virtual Box (cBo6oaHo pacmnpoctpansemoe [10);
Ubuntu (cBo6oauo pactpoctpansemoe [10);
Kali Linux (cBob6oamo pacrnpoctpansiemoe I10).
— s moucka yueOHOM muTeparypsl Oubmmoreku SApl'Y — ApToMaruzupoBaHHas
oubmmoteunas napopmannonnas cucrema «bYKNU-NEXT» (ABUC «byku-Next»);
— TIpH MPOBEJICHUH JICKIIHIA UCTIOJB3YIOTCS MYJIbTUMEIHHHBIE TIPE3CHTAIINH;
— TpU TPOBEIEHUH J1a0OPATOPHBIX PabOT HCHOJB3YIOTCS CPEICTBA BBIUMCIUTEIBHOM
TEXHUKH, MOJIEP>KUBAIOIINE MTEPEUNCICHHOE MPOrpaMMHOe 0OecrieueHue.

7. IlepeyeHb coOBpeMeHHBIX NPO(ecCHOHAJIbHBIX 0a3 JAaHHBIX W HH(OPMAUMOHHBIX
CIIPABOYHBIX CHCTEM, HCIOJIb3YeMbIX NIPH OCYLLeCTBIEHUH 00pa30BaTeJbLHOI0 Mpolecca 1o
AUCHUILINHE

1. dnexkrponnbie katajgoru Hb SIpI'y

(http://www.lib.uniyar.ac.ru/opac/bk_cat find.php) comepxat 6ubarorpadudeckue 3anucu
BCEX BHUJOB JOKYMEHTOB, COCTAaBJISIIOIIMX (OHA OMOIMOTEKH, HA PYCCKOM U WHOCTPAHHBIX
SI3bIKaX.

2. DJieKTpoHHasi 6udJmoTeKa yueOHbIX MaTepuajoB Apl'Y

(http://www.lib.uniyar.ac.ru/opac/bk_cat find.php) comepxur ©Oomee 2500 mOIHBIX
TEKCTOB y4eOHBIX M y4eOHO-METOJAMYECKUX MaTEepHalioB IO OCHOBHBIM HM3y4aeMbIM
IUCHMIUIMHAM, W3JaHHBIX B yHUBepcutTeTe. JlocTym B ceTw yHHUBEpcUTeTa, JIHOO 1O
JIOTUHY/TIapOJIIO.

3. CnpaBouyHo-nipaBoBas cucrema « KoncyJabTanTmioc»

(https://www.consultant.ru/) CIIpaBOYHO-IIpaBOBass CHCTEMa II0 3aKOHOIATCIbCTBY
Poccuiickoit ®enepanuu.

4. CnpaBouHo-npaBoBasi cucrema «['apanT»

(http://www.garant.ru/)  crnpaBOYHO-TIpaBOBas  CHCTeMa IO  3aKOHOJIATEIbCTBY
Poccuiickoit ®enepanuu.

8. [lepeyeHb OCHOBHOW M [ONMOJHHUTE/ILHOW Y4eOHOWH JHMTEpPaTypbl, pecypcoB
HH(OPMAIHOHHO-TEJIEKOMMYHUKANIMOHHOH ceTn «HMHTepHeT» (IpM HEOOXOAMMOCTH),
PeKOMEHyeMBbIX VISl OCBOCHUS AU CHUIIIHHBI

a) OCHOBHAasI JINTEPATypa


http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
https://www.consultant.ru/
http://www.garant.ru/

1.

BbezomacHocTh B coBpemeHHO nHpopMannoHHOU cpene. Yacte 1: yueOHOE mocoOue.
B.H. Kusses, .M. Mypun; fApoci. roc. yu-t um. ILI. Jlemugosa. - Spocnasib:
NHAWT O, 2021. — 158 c.

0) T0MOTHUTEIbHAS JIUTEPATypa

1.

Koncrutynus Poccuiickoit ®enepanuu: [npuHsATa BCEHAPOAHBIM T'0JIOCOBAHUEM
12.12.1993 ¢ uzmeHeHUsAMH, OJOOPEHHBIMH B XOJI€ OOIIEPOCCHIICKOTO TOJI0OCOBAHMS
01.07.2020]. — MlocTyn U3 CripaBOYHO-NPABOBON CHCTeMbl «KOHCYIBTaHTILTIOCH. —
TekeT: 27eKTPOHHBIN.

®enepanbHblii 3akoH 0T 27.07.2006 Ne149-D3 «O06 nnpopmanuu, nHGOPMAITHOHHBIX
TEXHOJIOTHSIX M O 3amure uHpopmammu»: [npuHsaT [ocynapcrBenHoi Jlymoi
08.07.2006]: (c wu3MeHEHMSMH M JAONOJHEHHsIMH). — JlOCTyn u3 CIpaBOYHO-
MpaBoBOM cucTeMbl «KKOHCYIBTAHTIUTIOC». — T €KCT: IIEKTPOHHBIM.

®enepanbhblil 3ak0H 0T 27.07.2006 Nel152-03 «O nepcoHanbHbIX JaHHBIX»: [[IPUHST
lNocynapctBennoit Jlymoit 08.07.2006]: (c u3MEHEHHMSIMHU W JOTOJHEHUSMH). —
Hoctynm w3 crnpaBOYHO-NPABOBOM  cucTeMbl «KOHCYIBTAaHTIUIIOC». —[€KCT:
JEKTPOHHBIM.

[Tonoxenue o mopsake oOparieHHst co ciayxeOHON HHpopMaluel OrpaHMYEHHOTO
pacnpocTpaHeHuss B (¢eAepalibHbIX ~ OpraHax  HCIOJHMUTEIbHOW  BIJIACTH,
YIOJHOMOYEHHOM OpraHe YIpaBJIeHHUsS MCIOJIb30BAaHUEM AaTOMHOM »HEPruu M
YIOJHOMOYEHHOM OpraHe IO KOCMHYECKOM JesTeNbHOCTH»: [yTBEpPXKACHO
[TocranoBnenuem IlpaButensctBa Poccuiickoit @enepanuu ot 03.11.1994 Nol1233]:
(c U3MEHEHMSIMH U JONOJHEHUsIMHU). — JloCTyn U3 CHpaBOYHO-NIPAaBOBOW CHUCTEMBI
«KoHcynbTaHTILUTIOC». — T €KCT: 3JIEKTPOHHBIM.

TpeGoBanusi K 3amuUTe TMEPCOHAIBHBIX JAaHHBIX TPH WX 00pabOTKe B
MH(OPMALIMOHHBIX CUCTEMAX MIEPCOHAIBHBIX JTAHHBIX: [yTBEpKIeHBI
[TocranoBnenuem IlpaButensctBa Poccuiickoit ®enepanun ot 01.11.2012 Nel119].
— JHoctyn wu3 cnpaBouyHo-nipaBoBoi cucteMbl «Koncymprantnlliroc». —TekcT:
3JIEKTPOHHBIM.

[Tonoxenune 00 0coOeHHOCTAX 00PabOTKU MEPCOHATBHBIX JAHHBIX, OCYIIECTBISAEMOI
0e3 UCHONB30BaHUSl CpPEICTB aBTOMaTuzauuu: [yrBepkiaeHo IlocraHoBnenuem
[IpaButensctBa Poccuiickoit ®enepanuu ot 15.09.2008 Ne687]. — Hoctynm wu3
CIIpaBOYHO-TIpaBoBOM cucteMbl «KoHcynbTanTnlImoc». —TeKCT: AIeKTPOHHBIH.
Meroauueckue peKOMEHJAaUUU 10 YBEAOMJIEHHIO YIOJHOMOYEHHOIO OpraHa o
Hayasie oOpaOOTKM NEPCOHANBHBIX JAHHBIX W O BHECEHHMM HM3MEHEHHMH B paHee
MpEACTABJICHHbIE CBEICHUS: [yTBEpKAeHbI Ipuka3oM PockomHaazopa ot 30.05.2017
Ne94]: (c usmeHeHMsIMH W JONONHEHUsIMH). — JlOoCTynm M3 CHpaBOYHO-IIPABOBOM
cucteMbl «Koncynbrantnllntoc». —TeKcT: 31eKTpPOHHBI.

TpeGoBanust 1 MeTOABI MO OOE3TUYUBAHUIO MEPCOHATBHBIX TAHHBIX: [YTBEP>KICHBI
npukazom Pockomuamzopa oT 05.09.2013 Ne996]. — J[octyn u3 cHpaBOYHO-
npaBoBoii cucteMbl «KoncynbranTnllmtoc». —TekceT: 37eKTPOHHBIM.

I'OCT P 51275-2006 3amwmra undopmarun. O0bekT MHPopMaTuzanuu. DakTopsl,
BO3/IelicTRYOIME Ha HHpopmanuto. OOmue nojgoxenus. — JlocTyn U3 cpaBOYHO-
npaBoBoi cuctemsl « TEXOKCIIEPT». —TekcT: aeKTpOHHBII.

10. Yopa, b. Buyrpennee ycrpoiicto Linux. / b. Yopa. — CII6. : ITurep, 2016. — 384

C.

9. MaTtepuajbHO-TeXHHYeCKasi 0a3a, He0OXoAUMAst 1/l OCYIIeCTBJICHUSI
00pa3oBaTeILHOI0 MPoLecca Mo JMCUMILINHE
MartepuanpHO-TeXHUUYECKasi 06a3a, HeoOXoauMas sl OCYIIECTBICHHUSI 00pa30BaTEIBHOTO
rpoiiecca Mo JUCHHUIIMHE BKIIOUAET B CBOM COCTaB CIIELUAIbHbIE TOMEILIECHHUS:



- yueOHbIe ayTUTOPUH VIS IPOBEICHUS 3aHATUH JIEKIIMOHHOTO TUIIA;

- yueOHbIE ayTUTOPHH JUIS TPOBEICHHS TAOOPAaTOPHBIX paboT, OCHAIIEHHBIE CPEACTBAMHU
BBIUMCIIUTEIILHOW TEXHUKH, MOJJICPKUBAIOIIMMU IPOrpaMMHOE OOecreueHrne, yKa3aHHOE B
IIYHKTE 0;

- yueOHbIC ayTUTOPHH ISl IPOBEICHHSI TPYIIIOBBIX U WHAWBHYaIbHBIX KOHCYIbTALINH;

- ydeOHbIE ayJUTOPUM Ui TPOBEACHUS TEKYIIETO KOHTPOJII M IMPOMEXKYTOUHOM
aTTeCTAllNu;

- IOMEIIEHHS ISl CAMOCTOSITEIIbHOU PabOTHI;

- TOMEUICHHS Ui XpPaHEHUS M MPO(UIAKTUYECKOTO OOCITY)KMBAHUS TEXHHUUECKUX
CpeAcTB 0OyUYECHHS.

[Momemenus st cCaMOCTOSITENILHOW PabOThl OOYYArOIIUXCs OCHAIICHBI KOMITBIOTEPHON
TEXHUKOH C BO3MOXHOCTHIO TOJKIIOUeHHsS K ceTn «MHTepHeT» m obecredeHrneM JocTyna B
AIIEKTPOHHYIO HHPOPMAIMOHHO-00pa30BaTENBHYIO CPEly OpraHU3allnu.

Ywucno mocagoyHbIX MECT B JICKIIMOHHON ayAMTOpPUHU OOJIbIIe JIMOO PaBHO CIIUCOYHOMY
COCTaBy IOTOKA, a B AyIUTOPHH ISl MPAKTUYECKUX 3aHATHH (CEMHHAPOB) — CIUCOYHOMY
COCTaBY I'PYIIIBI 00YJarOITUXCS.

ABTOP(BI):
Kann. ¢us.-mat. HAOyK Mypun /. M.
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IIpunoxenne Nel k padoueil nporpaMmMe JUCHUNINHBI
«be30MmacHOCTh B COBPeMeHHOIl HH(OPMALIMOHHOM cpeae»

D oHJ OLIEHOYHBIX cpeacre
AJISL MPOBEACHUSA TeKleIeﬁ H HpOMe)l(yTO‘IHOﬁ aTTreCcTallum CTYyJICHTOB
mo JTMCHUIIJIMHE

1. TunoBble KOHTPOJIbHBIC 3aJaHUSI UJIKM UHBIC MaTEepUaJibl,
H006XOIll/lele AJIsi OHCHKH 3]—[31—[1/[17[, yMeHHﬁ, HAaBbIKOB U (PI.TI]/I) onbITa AeATCJIbHOCTH,
XapaKTEPU3YIOIIMX ITAllbI (l)OpMHpOBaHHﬂ KOMIIeTeHI M it

1.1 KOHTpOJ’IbeIe 3a/IaHUA U HHBIEC MaTepHuaJbl,
HCII0JBb3YEMBIE B IPOLIECCE Telcymeﬁ aTTreCcTanumu

3aganus AJ1A CAMOCTOSITENIbHOI PadoThl / TEKYIIEro KOHTPOJIS
(Hdannvle 3a0anus Mo2ym GblNOAHAMBC CMYOEHMOM CAMOCMOAMENbHO, 8 MAKOM CLydde
npenooasamenem 6 obA3amenbHoM nopsoke He nposepsiomcs. Takowce Oannvie 3a0aHUS MOy
UCNOIL306AMbCA Npenooasamenem 0 mekywe2o Koumpous cpopmuposannocmu OIIK-6
unouxkamopwl U-OIIK-6.1; OIIK-7 U-OIIK-7.1)

Tect no Teme 1.1 [IpaBoBbIe 0CHOBBI 00ecnieueHUs1 HH(OPMAITMOHHOW 0€30MaCHOCTH

1. Kakue mosoxeHus, CBS3aHHBIC C BOMpOcaMu 00pabOTKM MH(OpMAaIMU, 3aKpEIUICHBI B
Koncrurynuu Poccuiickoit denepamuun?
a) [IpaBo Ha HEMMPUKOCHOBEHHOCTH JIMYHON U CEMEHHOM TalHBI.
0) IIpaBo Ha 0O6pabOTKy 1000 MHMOPMAIH JTFOOBIM BO3MOXHBIM CIIOCOOOM.
B) 3ampeT Ha 00padoTKy HHGOPMAITUU O YACTHOM KU3HU JIHIla O0€3 €ro Coriacus.
r) [IpaBo Ha mosydeHHUE TpaXkJaHaMu JOIYCKa K TOCYIapCTBEHHOMN TaliHe.
2. Kakue Buapl uHpopManmu o0s3aTeNbHO TpeOyeTcss 3alluilaTh B COOTBETCTBUU C
3akoHo1aTesbcTBOM Poccuiickoit denepanyu:
a) Muadopmarnus a1 ciry»keOHOTO MMOJIb30BaHHMS.
0) I[lepconanbHbIC TaHHBIE.
B) ['ocynapcTBeHHas TaiiHa.
r) BpaueOnas taiina.
n) Bce nepeunciennele.
3. B cootBerctBun ¢ ®enepanbHbiM 3akoHOM «O0 uHbopManuu, HHPOPMAIMOHHBIX
TEXHOJIOTUSX U 3aiuTe nHdopManum» nHopmanus — 37o:
a) JIroOble naHHbIe, MpEACTaBICHHBIC HA MAaTepUATbHOM HOCHUTEJE.
0) Ceenenus (CooOIIeHUS, JaHHBIC), HE3aBUCUMO OT (DOPMBI UX MPEICTABICHUS.
B) He sneprus u ne marepusi.
r) CBeneHusi, BOCIpPUHUMAEMbIe YEJIOBEKOM M (WJIM) CHELMAIbHBIMU YCTPOICTBAMU
Kak oOTpaxkeHHe (PAKTOB MaTepuaTbHOIO MM JYXOBHOTO MHpa B TIpolecce
KOMMYHHKAITUH.
4. Yto u3 mepevrucIeHHOrO0 MOXXHO paccMaTpuBaTh Kak 0a3y MaHHBIX B COOTBETCTBHHU C
3akoHoarenbeTBOM Poceniickont denepanuu:
a) EXCEL Ttabnuiy ¢ ynopsJ04eHHOH U CTPYKTypUPOBAaHHON HH(OpMaIUeH.
6) daiin popmata DOC, B KOTOPOM CO37aH CHHMCOK CIyIIaTeNe TONH MPOrpaMMBl.
B) KapToTeky peructpaTypsl yupexaeHHUs 3paBOOXPAHECHHUS.
r) Bce nepeuncnensesle.
5. IlenoctHOCTh MHGOPMAIIUU — ITO:
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10.

a) OOs3aTenbHOE AU BBITIOJHEHUS JIUIIOM, MMOJTYYHBIIMM JOCTYI K OMPEICIICHHOM
uHpopmanuu, TpeOoBaHWE HE NepeAaBaTh TaKyl0 HMHPOPMALMIO TPETHbHM JHIaM 0e3
coryacusi ee o0najgarens.

6) Cocrosiare uHpOpPMAIMH, TTPH KOTOPOM OTCYTCTBYET JIF000€ € M3MEHEHHE 100
W3MEHEHHE OCYILECTBISETCS TOJBKO MPEAHAMEPEHHO CyOBEKTaMU, HMCIOIIMMU HA HETO
IpagBo.

B) Bo3MokHOCTB TIOTy4eHHs HH(DOPMAIHK U €€ HCITOIb30BaHMSL.

Ha reppuropun Poccutickoit deaepanuu 3anpemeHo pacupoCTpaHEHUE:

a) Madopmanmm, koTopas HarmpaBjieHa Ha TPONIaraHIy BOWHBI.

6) Kommepueckoii TaifHbI.

B) MH(popmanmu, koTopasi HalpaBJIeHa Ha Pa3KUTAaHUE PEITUTHO3HON HCHABHCTH.

r) [TepcoHATBHBIX TAHHBIX.

I'paxx1aHUH WK FOPUINYECKOE JIUIIO, OCYIISCTBIISFOIINE ACSITSILHOCTD 110 AKCIUTyaTaIllun
MH(POPMAIIMOHHON CUCTEMBI, B TOM YHUCJIE TI0 00paboTke HH(MOPMAITHH, COIepKaIIeCs B
ee 6a3ax JaHHBIX — ATO:

a) Obnanatens nHGOPMAITUH.

6) Oneparop nHGOPMAIIMOHHON CUCTEMBI.

Ecnu He onpeneneno nHOTO, onepatopoM HHPOPMAITMOHHO W CUCTEMBI SIBIISETCS:

a) O6nagaTens nHGOPMAITHH.

06) CoOCTBEHHHMK HCHOJB3yeMbIX UIsi 00paOOTKHM cojaepxarieiics B 0azax JaHHBIX
MH(OPMAIINH TEXHUICCKUX CPEJICTB.

B) Jlumo, ompenenstomee 1enmn oOpabOTKM HMH(POpPMANUU W OCYIIECTBIISIONIEE
00paboTKy HH(pOpMAITHH.

He moset ObITh OrpaHUyeH TOCTYM:

a) K uadopmaruum o cocTossHUN OKpYKaromien cpeapl.

6) K nepcoHanbHBIM JaHHBIM TOCYAAPCTBEHHBIX TPAXKIAHCKUX CITYKalTUX.

B) K nHbopmanmm, xpaHsmieics B OTKPbITHIX (poHTaX OMOIHOTEK.

r) K cBenenusM o 3010TOBaIOTHBIX 3anacax Poccuiickoit deneparun.

Kakyio OTBETCTBEHHOCTh MOXET TMOBJIEYb HapylieHue TpeOoBaHuii dDenepanbHBIX
3aKOHOB:

a) YTOJIOBHYIO.

0) ucuumnmunapuyro.

B) AJIMMUHHUCTPATUBHYIO.

r) ['paxaaHcko-1paBoBYIO.

1) Bce nepeunciennele.

Tect mo Teme 1.2 3ammTa NepCcOHAILHBIX JAHHBIX

[lepconanpHbIC TaHHBIE — ATO:

a) CBenmeHus 0 CyOBbEKTE IEPCOHAIBHBIX JaHHBIX HE 3aBUCHMMO OT (OPMBI HX
MPECTABIICHHUS.

6) JIro6ast nHpopMmarys, oTHOCAIIasICA K IPSIMO WIM KOCBEHHO ONpEAEICHHOMY WM
ompenenseMomMy GU3MUECKOMY JHITY (CYOBEKTY MepCOHANBHBIX JaHHBIX).

B) Jlrobas wmH(popMmanus, OTHOCALIASCS K ONPENEJIEHHOMY WU OINpenensieMoOMy
¢duznyeckomy JuIy (CyObeKTy NepCOHAIBHBIX TaHHBIX).

r) Jlto6as mHpopmanus, OTHOCALIAsCS K ONpENeICHHOMY WIH OIpeAesieMoMy Ha
OCHOBAaHMHU Takoi HHpopMarmu puznyeckoMy JUIY (CYOBEKTY MEePCOHATBHBIX JaHHBIX),
B TOM 4HClie ero (pamunusi, uMs, OTYECTBO, TOJI, MECHII, JaTa U MECTO POXKICHHUS, aJpec,
ceMeiiHOe, colMaJIbHOE, MMYIIECTBEHHOE TIOJI0KEHHe, oOpa3zoBaHue, mpodeccus,
TOXOIbI, Ipyras HHpopMaLus.

Ha kakue oTHOWIEHHMs HE pacmpocTpaHsercs JeiicTBue ¢enepanbHoro 3akoHa «O
NEPCOHAIBHBIX JAHHBIX»?

12



a) Ha 00paboTKy nepcoOHaNbHBIX JaHHBIX, OTHECEHHBIX B YCTAHOBJICHHOM TOPSIKE K
CBEJICHUSIM, COCTABJISIOIINM rOCYIapCTBEHHYIO TaiHYy.

6) Ha 00paboTKy mepcOHaNbHBIX JaHHBIX, HEOOXOAUMYIO Ul OCYILECTBIICHHS TpaB
Y 3aKOHHBIX HHTEPECOB OINEpaTOpa WK TPETHHUX JIUII.

B) Ha o00pabGoTky mepcoHaNbHBIX [TaHHBIX, HEOOXOIMMYIO JUIS HCIIOJHEHHS
CyJIeOHOTO aKTa.

r) Ha oOpaboTKy mepCcOHaNbHBIX NaHHBIX (PU3MUYECKHMMH JIMLIAMH HCKIIOYUTEIHHO
JUISL JIMYHBIX M CEMEWHBIX HYXKJA, €CIU NPH 3TOM HE HAPYIIAIOTCS IpaBa CyObEKTOB
MEPCOHATBHBIX JaHHBIX.

n1) Ha o00pabGoTky mnepcOHaNbHBIX JaHHBIX, MOIJICKAIIUX OIYOJMKOBAHUIO WIIU
00s13aTeTLHOMY PACKPBITHIO B COOTBETCTBHH C (DeIepaIbHBIM 3aKOHOM.

e) Ha o00paboTKy mEpCOHAIBHBIX JIAHHBIX, HEOOXOJUMYIO Ui OpraHU3aIuU
XpaHEHWs, KOMIUIEKTOBAHMS, y4eTa M WCIIOJIb30BAaHMS COJCPIKANINX MEPCOHATBHBIX
JAHHBIX APXHMBHBIX TOKYMEHTOB B COOTBETCTBHH C 3aKOHOJATEIHCTBOM 00 apXWBHOM
nene B Poccuiickoit @enepanun.
®enepanbHbIi 3aK0H «O MEPCOHANBHBIX TAHHBIX)» PETYIUPYET OTHOIIECHUS, CB3aHHBIC:

a) UckmountenbHo ¢ 00paOOTKOW TEPCOHATBHBIX MJaHHBIX C HCIOJIb30BAaHUEM
CpEeICTB aBTOMATHU3AITHH.

6) C 00paboTKOM MEpPCOHATBHBIX JTAHHBIX, HE3aBUCUMO OT TOTO 00padaThIBAIOTCS TN
OHH C UCTIOJIb30BAHUEM CPE/ICTB aBTOMATH3AINN WU HET.

B) C  00paboTKOi MEepCOHATBHBIX JAaHHBIX C  HCIOJb30BAHHEM  CPEJCTB
aBTOMAaTHU3alM, a TaKke ¢ 0o0pabOTKON NepCOHANbHBIX JAaHHBIX 0€3 HCIOJIb30BAHUS
Cpe/ICTB aBTOMATH3aIlUH, €CIIH Takash o0pabOTKa COOTBETCTBYET XapakTepy JIEHCTBHIA,
COBEPIIAEMBIX C MEPCOHATBHBIMU JJaHHBIMH C UCIIOJIF30BaHUEM CPECTB aBTOMATU3ALIMH.

r) C o0paboTKOW TEPCOHANBHBIX JaHHBIX ©0€3  HCIOJB30BaHUS  CPEJICTB
aBTOMAaTHU3AIIH.

JleiicTBusi, B pe3yibTaTe KOTOPBIX CTAHOBUTCS HEBO3MOXHBIM 0O€3 HCIIOJIb30 BAaHHS
JOTIOTHUTEIBHOW MH(OPMAIMK ONPEAEIUTh MPUHAUIEKHOCTh MEPCOHATBHBIX JaHHBIX
KOHKPETHOMY CYOBEKTY NepCOHAIbHBIX JaHHBIX, — 3TO:

a) brokupoBaHue nepcoHaNbHBIX JAHHBIX.

0) YHUUTOKEHHE NTEPCOHANBHBIX JTaHHBIX.

B) O6e3mMunBaHue NePCOHATBHBIX TaHHBIX.

r) [IepeBos nepcoHaNbHBIX JAaHHBIX Ha ApPXUBHOE XpaHEHUE.

JleiicTBus, B pe3yibTaTe KOTOPBIX 8peMeHHO TIpeKpalaeTcs 00paboTka MepcoHaNbHbBIX
JAHHBIX, — 3TO:

a) brokupoBaHue nepcoHaNbHBIX JAHHBIX.

0) YHUUTOKEHHE MTEPCOHANBHBIX JTaHHBIX.

B) O6e3MunBaHue NePCOHATBHBIX TaHHBIX.

r) [IepeBos nepcoHaNBHBIX JAaHHBIX Ha apPXUBHOE XpaHEHUE.

Kakue u3 nepeunciieHHbIX JeHCTBUI ¢ TEPCOHANBHBIMU JaHHBIMHU SIBJISIOTCS 00pabOTKOM
MePCOHATBHBIX TaHHBIX:

a) XpaHeHHe MePCOHATBHBIX TaHHBIX.

0) 3amuch MepCOHATBHBIX JaHHBIX.

B) O6e3mMunBaHue NePCOHATBHBIX TaHHBIX.

) YaneHnue nepcoHalbHbIX JaHHBIX.

C Toukw 3penus peaepanbHOro 3akoHa «O MepcoOHANbHBIX JAaHHBIX)» OMEepaTop — 3TO:

a) ['ocynapcTBeHHBIN OpraH, MyHUIIUNIATbHBIN OpraH, PUIHUYECKOe WK (HU3HUecKoe
JUI0, CaMOCTOSITENIbHO WM COBMECTHO C APYIrUMHU JIMIIAMU OpTaHM3yIolue u (Win)
ocymecTBisitonue oopadotky I1/[H, a Taxke ompenensomue 1enu oodpadotku I[1/1H,
cocrtaB [1/I1, moanexamux o0paboTke, neicTBus (onepaiuu), copepiiaemsie ¢ [1J1H.
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0) I'paknaHuH WM IOPUIMYECKOE JIMIO, OCYLISCTBISIOMINE JEATEIbHOCTH II0
SKCIUTyaTallii MWH(GOPMAIIMOHHON CHUCTEMBI, B TOM 4Hcje Mo 00paboTke mHpopManuy,
cojiepxkarieiics B ee 6a3ax JaHHBIX.

8. OO0OpaboTka MepcoHaTbHBIX TAHHBIX:

a) He nomyckaercst 6e3 cornacus cy0beKTa MepCOHAIBHBIX TaHHBIX.

0) JlomkHa OrpaHMYMBATHCS JOCTHXKEHHEM KOHKPETHBIX, 3apaHee OINpEeICHHBIX H
3aKOHHBIX LEJICH.

B) He nomyckaercss B ciy4asX HECOBMECTHMBIX C IEISMH cOOpa MEepCOHAIbHBIX
TAHHBIX.

r) Jlo/mkHa OCyIIeCTBIATHCSA HAa 3aKOHHOM U CIIPAaBEIMBOM OCHOBE.

9. OO0paboTka MepcoOHATBHBIX JAHHBIX JTOTYCKACTCS:

a) C cornacusi cyObekTa MepcoOHANbHBIX JaHHBIX HAa 00pabOTKy €ro mepcoHaIbHBIX
TTAHHBIX.

0) B ciyuasix, ecu oHa HE0OX01UMa IS UICTIOJIHEHUS CyIeOHOTO aKTa.

B) B cuyuasx, ecnu oHa HeoOXoauMa ISl OCYIIECTBJICHHUS MPOQPECCHOHAIBHON
NEeSTeIbHOCTH JKypHalIMcTa M (WIM) 3aKOHHOM JAEATEeIbHOCTH CpEeACTBA MacCOBOM
nHpopmanuu.

r) B cinyuasx, ecnm Bemercs oOpaboTKa TEPCOHANBHBIX JIAHHBIX, TOMJIEKAIINX
OTNyOJIMKOBAHMIO B COOTBETCTBUU C 3aKOHOAATENbCTBOM Poccuiickoit deneparum.

10. KTo HeceT OTBETCTBEHHOCTHh 3a JIEHCTBHSI IOPHIMYECKOTO JIMIIA, KOTOPOMY TOpYyYeHa
00paboTKa MEPCOHANBHBIX TaHHBIX, IEpe] CyObEKTOM TePCOHAITBHBIX TAHHBIX ?

a) Oneparop.

0) IOpuanueckoe IuI0, KOTOPOMY OPYIHIIA 00pabOTKY.

B) HukTo.

r) Pockomuanzop.

11. B mopyuenuu 06pabOTKU JOJIKHBI OBITH 00s3aTEILHO OTIPEICTICHBI U YKA3aHbI:

a) [lenn 06paboOTKH MepCOHANBHBIX TaHHBIX.

0) CyOBeKTHl TMEpCOHATBHBIX JAaHHBIX, YbH TIEPCOHAJBHBIE JaHHBIC OYyIyT
00pabaThIBaThCS MO TIOPYUYEHUIO.

B) TpeboBanus Kk 3amuTe 00padaThIBAEMbIX TEPCOHAIBHBIX JTAHHBIX.

r) CpencrBa 3amutel HHPOpPMAIUHM, KOTOpPble HEOOXOIUMO  IPUMEHSTH
IOPUAMYECKOMY JIUILY, KOTOPOMY MOpYy4YeHa 00pabOoTKa MePCOHATbHBIX JaHHbBIX.

12. Ha koM JeXUT OOS3aHHOCTh MO J0Ka3aTeJIbCTBY IOJYYEHHUS COIJIacusi OT CyObeKTa
MepPCOHATBHBIX JaHHBIX?

a) Ha Pockomuanzope.

6) Ha ropunnyeckom nuiie, KOTopoMy HOpy4driid 00paboTKy.

B) Hu Ha koM.

r) Ha omepatope.

13. Cornacue cyObekTa NepcOHANBHBIX JAHHBIX JOJKHO BKIIIOYATH!

a) IlacmopTHble AaHHBIE CyObEKTa MEPCOHANBHBIX JAHHBIX WM €ro 3aKOHHOTO
MIPEICTaBUTES.

0) KoHTakTHble MAaHHBIE IUIA, OTBETCTBEHHOIO 3a OPraHM3alMI0 OO0pPabOTKU
MePCOHATBHBIX JTAHHBIX.

B) AJnlpec omeparopa.

r) damwimu, MMEHa W OTYecTBa (UINYECKUX JIMI, KOTOPHIE OCYIIECTBISIIOT
00paboTKy MepcoHaIbHBIX IAHHBIX 10 MOPYYEHHUIO OTepaTopa.

14. B cnydae cmepTu cyOBbeKTa MEPCOHANBHBIX TaHHBIX:

a) [lomyuats cormacue Ha 00pabOTKy €ro MEpCOHANBHBIX AHHBIX Tpedyercs y
HACJIETHUKOB CyObEKTa MEPCOHANBHBIX TaHHBIX.

6) Ilomyuarp corsacue Ha OOpabOTKY €ro MEpCOHANbHBIX IaHHBIX TpeOyeTcs y
Pockomuanzopa.

B) IlonyuaTs cornacue Ha 06pabOTKY €ro MepcoHANBHBIX JaHHBIX HE TpeOyeTcs.
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15. K crienanbHbIM KaTETOPHUSAM MEPCOHATBHBIX JAHHBIX OTHOCSATCS:

a) CBeneHHUs1, Kacaroluecs: pacOBOM IPUHAIEKHOCTH.

0) CBeneHus1, Kacaromuecs rpak1aHCTBA.

B) CBelieHus, Kacarluecs NOJUTUYECKUX B3TIISI0B.

r) CBeneHusl, Kacaroluecss MHBAJIMTHOCTH.

16. C touku 3penus denepanbHOTO 3aKoHA «O MEPCOHATBHBIX JTAHHBIX» K OMOMETPUICCKUM
[IEPCOHAIBHBIM JAHHBIM OTHOCSTCS:

a) Bce cBeneHMs, KOTOpBIE XapaKTEPHU3YIOT (U3UOJIOTHYSCKHE W OHOJIOTHYCCKUE
0COOEHHOCTH YeJIOBEKa, HA OCHOBAHUHU KOTOPBIX MOYKHO YCTAaHOBHTD €T0 JTMYHOCTb.

06) CBeneHusi, KOTOpble BHOCATCA B 0a3y OMOMETPUYECKMX JIAHHBIX TpaKJaH
Poccuiickoit @enepanuu.

B) Bce cBeneHusi, KoTopple XapaKTepu3ylOT (DU3HOJOTHYECKHE U OMOJIOrMYecKue
OCOOEHHOCTH Y€JIOBEKa, Ha OCHOBAaHMHM KOTOPBIX MOXHO YCTaHOBUTH €0 JIMYHOCTh, U
KOTOPBIE UCIIOJIb3YIOTCS U1l YCTAHOBIIEHUS €T0 JIMYHOCTH.

17.Kto 00s13aH yOeauThCS B TOM, UYTO HHOCTPAHHBIM TOCYIAapCTBOM, Ha TEPPUTOPHIO
KOTOPOTO  OCYILECTBJISIETCSl Iepefadya IEepPCOHAJIbHBIX JaHHBIX, O00ECIeuynBaeTCs
aJICKBaTHasl 3alIUTa MPaB CyObEKTOB MEPCOHATBHBIX IAHHBIX ?

a) Oneparop.

0) IOpuanueckoe TuI0, KOTOPOMY OPYIHIIA 00padOTKY.

B) Hukro.

r) Pockomuamzop.

18. CyObekT mepcoHaNbHBIX TaHHBIX HMEET MPaBO Ha MOJyYEeHHUE CIEAYIoerd HH(opMaIiH,
Kacatoleicsi 00pabOTKU ero NepCcoHalbHbIX JaHHBIX:

a) [IpaBoBBIC OCHOBAHUS U 1IETH 0OPAOOTKH MEPCOHANBHBIX JAHHBIX.

6) IlouMmeHHBII epeueHb COTPYAHUKOB ONepaTopa, KOTOpble UMEIOT JOCTYIl K €ro
MePCOHAIBHBIM JAHHBIM.

B) CBemeHuss 00 OCYIIECTBICHHOW WM O TMPEANoOjaraéMol TpaHCTPaHUYHOU
nepenavye JaHHbBIX.

r) CBezieHHsI 0 MPUMEHSEMBIX OTIEPaTOPOM CPEICTBAX 3alUThI HH(OPMALINY.

19.1IpaBo TrpaxkgaHWHAa Ha TMOJy4YeHHE HHQPOpPMAIMU, Kacaromeics o0paboTKu ero
MEPCOHAIBHBIX JAaHHBIX, MOXKET OBITh OTPAHUYEHO:

a) Ha ocHoBaHuu 3asBiieHUs APYroro cyobekTa NEPCOHATbHBIX JAaHHBIX.

0) B ciyuasx, ecnu 006paboTka nepCcOHANBHBIX JaHHBIX OCYIIECTBISIETCS B CIydasx,
MPEeyCMOTPEHHBIX 3aKOHOJaTenbcTBOM Poccuiickoit ®enepauuu O TPaHCIOPTHOM
0€30MacHOCTH.

B) B ciydasx, ecnu oOpaboTKa MEPCOHANBHBIX JTAHHBIX OCYIIECTBISETCS B IENIX
000pPOHBI CTPaHbI, 0€30MAaCHOCTH FOCYAAPCTBA U OXPaHbI IPABOMOPSIKA.

r) B caydasx, ecan oOpaboTka mepcoHANbHBIX JAHHBIX OCYIIECTBISETCS B paMKax
3aKOHHOM JIeATEIbHOCTH CPEJCTBA MAacCOBOI HMH(OPMAIIHH.

20. KonTponb ¥ Hag30p 3a BBIIOJHEHHEM Mep IO oOO0ecrneueHu0 0e30macHOCTH
MePCOHATBHBIX TaHHBIX OCYIIECTBIISIET (OCYIIECTBISIOT):

a) MunkomcBs3u Poccun.

6) PockomHa30p.

B) ®Cb Poccumn.

r) ®CTOK Poccun.

21. Kakoli oprad rocyJapCTBEHHOH BJIacTU MUMEET MPaBO O3HAKOMIICHHUS C MEPCOHATbHBIMU
JAHHBIMU TIPU OCYIIECTBICHUU KOHTPOJIBHBIX U MPOBEPOYHBIX MEPOMPHUITHIA?

a) ®Cb Poccun.

6) Pockomuamzop.

B) ®CTIK Poccun.
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22. Jluiia, BUHOBHBIC B HAPYIIICHUHU TOJIOKEHUH 3aKOHOIaTeNnbCcTBa Poccuiickoit denepanuun
B 00JIaCTH TEepPCOHANBHBIX JaHHBIX IpU 00pabOTKE MEePCOHANBHBIX JAHHBIX pPAaOOTHHKA,
MOTYT OBITh MTPHUBJICUYEHBIL:

a) K yroioBHO OTBETCTBEHHOCTH.

0) K mucruruimHapHOi OTBETCTBEHHOCTH.
B) K anMuHMCTpaTUBHON OTBETCTBEHHOCTH.
r) K marepuaibHO# OTBETCTBEHHOCTH.

Tect mo Teme 1.3 Oprann3zanMoHHbIE OCHOBBI 0O0ecnieYeHusl HH(POpPMAIHOHHOI
0€30IaCHOCTH

1. PacnonoxuTe B NMpaBUIBHOM HOpPSAAKE 3Tambl paboT Mo obecrnedeHHuro 0e30MacHOCTU
nHpopmanuu.
1) Ouenka cooTBETCTBUS 00bEKTa MHPOPMATH3ALHH.
2) BoisiBrieHHE 1 aHAIU3 UHPOPMAILIUOHHBIX aKTUBOB.
3) [IpoexktupoBanue (pazpaboTKa) CUCTEMBI 3aLIUTHI HH(OPMALIUH.
4) ®opmupoBaHue TpeOOBaHUM K 3allUTe HHPOPMALIUH.
5) BHenpenue cuctemsl 3alUTHI HHPOPMAILHH.
6) DKcruyaTanus CUCTEMBI 3alUThI HH(OPMaLIUU.

a)1)2)3)4)5)6).
0)4)2)3)5)1)6).
B)2)4)3)5)6)1).
r)2)4)3)5)1)6).

2. Ilycte He 00e3nMMUYEHHBIE NIEPCOHANBHBIE JaHHbBIE O COCTOSIHUU 3[I0POBbSl BCEX TpakJaH
SApocnaBckoit obmactu 0OpabaThiBalOTCS B MH(GOPMAIIMOHHONW CHUCTEME, IS KOTOPOU
aKTyaJlbHbl YIpO3bl CBS3aHHBIE C JKCIUTyaTalued ys3BUMOCTEH B MPHUKJIAJHOM, HO HE B
CUCTEMHOM IporpaMmmMHOM oOecrnieueHrud. Kakol ypoBeHb 3alMIIEHHOCTH J0KEH OBbITh
YCTa@HOBJICH JUISl TAKMX NEPCOHABHBIX JAHHBIX?

a) Y31.
0) V32.
B) Y33.
r) Y34.

3. IlycTts He 0Oe3nnyYeHHbIE IEPCOHANIbHBIE TAaHHBIE B TOM uucie GoTorpadus COTpYAHUKOB
Hebospmoro (mo 10 000 coTpyaHUKOB) MPEANPHUATHS OOpadaTBIBAIOTCS B CHCTEME
KOHTPOJISL U YOPaBIEHUS JOCTYIIOM, JUIsl KOTOPOM aKTyallbHbI YTpO3bl HE CBSI3aHHBIC C
JKCIUTyaTaleil ya3BUMOCTEH B MPUKIAJIHOM U CUCTEMHOM IPOTPaMMHOM OOECTICUEHUU.
Kakoif ypoBeHb 3alllUIIEHHOCTH JOJDKEH OBITh YCTAHOBJICH JUISl TaKUX MEPCOHATBHBIX
TAHHBIX?

a) Y31.
0) V32.
B) Y33.
r) ¥Y34.
4. BHelIHue HapYIIUTENIN PEATU3yOT YTPO3bI:
a) VI3 BHemHuX ceTel CBA3M OOIEro Mojib30BaHUsl.
6) HemocpeacTBeHHO B MH(POPMALIMOHHBIX CUCTEMAX.
B) 13 cereit MexayHapoJHOro HH(MOPMAITMOHHOTO OOMEHA.
r) Haxozsce B peaenax KOHTPOIUPYEMON 30HBI.
5. Tlpumepamu BHEUTHUX HApYIIUTENIEH MOTYT SBIISITHCS:
a) [lonp3oBaTenu HHPOPMALIMOHHOMN CUCTEMBI.
6) Konkypupyroriye opranu3anu.
B) HenoOpocoBecTHbIE MapTHEPHI.
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r) OOCITy>KUBAIOIIHIA TIEPCOHAT OpPraHU3aIlUu.
6. Ilpumepamu BHYTPEHHUX HapYIIUTENEH MOTYT SBIISTHCS:
a) AIMUHUCTpATOPhI 0€30MaCHOCTH WH(POPMAITMOHHBIX CUCTEM.
0) CropoHHue PU3NIECKHEC TUTIA.
B) Jluna, oOecrieunBaromuye ConpoBOKACHUE MPOrPAMMHOTO 00ecIieueHusl.
r) KpuMuHaIbHBIC CTPYKTYPHI.
7. K 0OBEKTUBHBIM yrpo3aM OTHOCSTCS:
a) OmuOKu 00CITY>)KHBAOIIIETO ITEPCOHANA.
0) JedexTpl, cOOM M OTKa3bl, aBapuu TEXHUYECKHX CPEICTB U CHUCTEM OOBEKTOB
nH(pOpMATH3AIINY, & TAK K€ CUCTEM oOecrieueHusl 00bEeKTOB HH(POPMATH3ALINH.
B) [IpupoHbie siBieHUs, CTUXUITHBIE OEICTBUS.
r) @aKTOPHI COIMATHHO-TIOIUTUIECKOTO XapaKTepa.

8. Yrpossl yreukn nH(MOPMAIHA BO3MOXKHBI TIOCPEICTBOM:

a) BosgeiicTBuS NMpOrpaMMHBIMH CPEICTBAMH B KOMIUIEKCE C TIpeIHaMEPEHHBIM
CHJIOBBIM 3JICKTPOMArHUTHBIM BO3/ICHCTBHEM.

0) Ilepenaun nHbOpPMAIH IO OTKPHITHIM KaHAJIaM CBSI3H.

B) [lonkiroueHuns: K TEXHUYECKUM CpeACTBaM M CUCTeMaM 00beKTa HH(OpMATHU3aLINH.

r) O6paboTku nHPOPMAITMK HA HE3AIIHUIIEHHBIX TEXHHUYECKUX CPEACTBAaX 00pabOTKH
nHpopMalnu.

9. VYrpo3sl HECAHKIIMOHUPOBAHHOTO JIOCTYNA K HH)OPMAITNH, PEaTH3YIOTCS ITyTEeM:

a) KonupoBanust nuandopmannu Ha He3aperuCTPUPOBAHHBIN HOCUTENb HH(OPMAaLIUH.

0) XuImeHus: HOCUTEIS 3aiuiaeMoil HHGOpMAIIHH.

B) Hcrmomp3oBaHHMS ~ TPOTPaMMHOTO  OOECIIEYeHHS  TEXHHYECKHUX  CPEJICTB
MH(OPMALIMOHHON CUCTEMBI, Uepe3 MPUMEHEHUE BPEJOHOCHOTO MPOrPaMMHOTO KO/Ia.

r) CujoBOro 3JeKTPOMarHUTHOTO BO3JIEHCTBUS MO MPOBOJHBIM JIMHUSM CBSI3U Ha
MOPTHI BBOJIa-BBIBOJIA CUTHAJIOB U TIOPTHI CBSA3H.

10. Kakue cpenctBa 3ammThl WHGOpPMAIMH OOBIYHO TPUMEHSIOTCS U1 OOecredeHus

6e3omacHOCTH HHGOpMAIH, 00padbaThiBaeMOi Ha aBTOHOMHBIX KOMITBIOTEPaX:
a) Cpenctsa 3amuThl HHPOPMAIMK OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.
0) MexcereBble IKpaHBI.
B) CpezctBa kpunrorpaguueckoi 3auTbl HHPOPMAIIHIH.
r) CpencTBa aHTUBHPYCHOM 3aIIUTHI.
1) CrucreMbl 0OHAPY)KEHUSI BTOP)KECHUH.

11. Kakue cpenctBa 3amuThl  HHQPOPMAlMHM TO3BOJISIOT  00ecreuuTh 0e30mMacHOCTh
uHdopmaluy, TIepelaBaeMoOd IO KaHallaM CBSI3W, BBIXOJMIIMM 33  MPEebl
KOHTPOJUPYEMOU 30HBI:

a) Cpenctsa 3amuThl HHPOPMAIMK OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA.
0) MexceTeBble SKpaHBbI.

B) CpezctBa kpunrorpaguueckoi 3auTbl HHPOPMAIIHH.

r) Cuctembl 0OHapy>KEHUSI BTOPIKEHHIA.

12. Kakoit BUJ CpeACTB 3alIUThl WH(OPMALUMU TO3BOJSET KOHTPOJMPOBATH Pa3IUYHBIC
KaHaJbl 1epesiaund HHPOpMaLUu: JIEKTPOHHYIO [TOUTY, MECEH/DKEPHI, CheMHbIE HOCUTEIH
uHpopmanuu?

a) IPS.

6) DLP.
B) IDS.
r) CSP.

13. Artecranust 00beKTOB HH(OPMATU3AIUN — ITO:

a) JlokyMeHTalIbHOE YI0CTOBEPEHHUE COOTBETCTBUS MPOIYKIIUU UM UHBIX OOBEKTOB,
MIPOIIECCOB MPOEKTUPOBAHUS, IPOU3BOJACTBA, CTPOUTENBCTBA, MOHTAXa, HAaJaJIKH,
IKCIUTyaTaIlul, XpaHEHUs, TIEPEeBO3KH, peallu3allid W YTHIA3AIHNH, BBITOTHEHHUS] paboT
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14.

15.

16.

WIM OKa3aHus yciayr TpeOOBaHUSAM TEXHHYECKMX PErJIaMEHTOB, IOJIOKEHUSIM
CTaHJIapTOB, CBOJI0OB IIPABUJI WJIH YCIOBUSIM JI0TOBOPOB.

0) [Ipsimoe miM KOCBEHHOE OTIpe/ieieHne COOMI0IeHHsI TPEOOBAHMM, MTPEIbSIBIIEMBIX
K OOBEKTY 3aIIUTHI.

B) OdwunuanbHoe MpHU3HAHUE KOMIIETEHTHOCTH (U3UYECKOTO WM IOPUANYECKOTO
JMIA BBIIOJIHATE PA0OTHI B OIPEIEIEHHON 001acTH.

r) Kommiekc opraHm3anmoOHHO-TEXHUYECKUX MEpPONPUSATUH, B pPe3ybTaTe KOTOPBIX
MOCPE/ICTBOM CIIEIUABHOTO JOKYMEHTA MOJATBEPKAACTCS, YTO OOBEKT COOTBETCTBYET
TpeOOBaHUSAM CTAHJAPTOB WJIM WHBIX HOPMATHUBHO-TEXHUYECKUX JOKYMEHTOB IO
6e30macHOCTH HH(POPMALIUH.

Kakoi#t moxymeHT maer mpaBo 00pa®OTKM MH(MOpMAIMK C YKa3aHHBIM B HEM YPOBHEM
KOH(UIEHITNATIBHOCTH ?

1) JInnensus.

2) ATTecTar akKpeIuTalHHu.

3) Ceptuduxar.

4) ATTectatr COOTBETCTBHUSL.

Ha Hacrosimuii MOMEHT CpOK NEWCTBHSI aTTecTaTa COOTBETCTBHS HMH(POPMAIIMOHHOMN
CUCTEMBI, B KOTOpOi 00pabaTeiBaeTcsi KOH(UACHIMaIbHas nH(opMalus, B ciydae, ecliu
B XOJI€ €€ IKCILTyaTalllH, B HE€ HE BHOCSTCS CYLIECTBEHHbIE U3MEHEHUS, COCTaBIISIET:

a) 3 rona.

0) 5 ner.

B) Bechb cpok skcrmyaTanuy HHPOPMAIIHOHHOM CUCTEMBI.

TectupoBaHue Ha MPOHUKHOBEHHUE — 3TO CKOpPEE:

a) AHaJIM3 yA3BUMOCTEH HHPOPMAITMOHHON CHCTEMBI.

0) HMcnblTanuss cucTeMbl 3allUThl MH(OpPMAIMK MYTEM OCYLIECTBICHMS IOIBITOK
HECaHKITMOHUPOBAHHOTO JIOCTYTA (BO3ACUCTBUS) K MHPOPMAIIMOHHOM CHCTEME.

Tect mo Teme 2.1 ApxureKkTypa KOMIbIOTEpPa

3a HemocpeACTBEHHOE BBINOJIHEHHE OTIepallii B IPOLIECCOPE OTBEYAET:
a) ApudMeTHKO-JIOTHYECKOE YCTPOMCTBO.
0) Kom-namsrs.
B) Biok yrmpaBienusi.
r) Peructpsl.
Hcnonpzys 10 OuT muist ampecaluu sS9€eK HamMsaTH pa3MepoM 1 OalT, MBI CMOXKEM
o0ecneunTh aapecaluio CIeayIero 0obeMa namsTu:
a) 10 OGaiir.
0) 80 Oaiir.
B) 1024 Gair.
r) 1024 our.
Pacrnionoxxure B mopsake yBeaIu4eHus 00beMa mamsITH.
a) Ctpanuna.
0) bur.
B) CioBo.
r) bank.
n) Sueiika.
Pacrionoxxute BUIBI TAMSATH B TOPSAKE YBETUUYEHUU CKOPOCTH PAOOTHI.
a) Peructpsl npoueccopa.
0) TBepaOTEeNbHBIE HAKOTTUTEIH.
B) OcHOBHasl (OTIepaTUBHAs) AMSTh.
r) ONTHYECKUE TUCKH.
1) MarHuTHbIE )KeCTKUE JUCKH.
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e) Komr-mamsre.
5. Kakas koHIenus 0ObIYHO peanu3yeTcs B MpoIeccopax BUICOKApT?
a) MHO»eCTBEHHBIN ITOTOK KOMaH,I, MHO)KECTBEHHBIN IMOTOK JIaHHBIX.
0) OQMHOYHBINM TOTOK KOMaH]], MHO’KECTBEHHBIN MOTOK JTAHHBIX.
B) MHOXECTBEHHBIH MOTOK KOMaH/I, OJIMHOYHBIN MMOTOK JaHHBIX.
r) OMHOYHBIN TTOTOK KOMaH I, OJJAHOYHBINA MOTOK JaHHBIX.
6. Jlnst coBpeMeHHBIX MarHUTHBIX )KECTKUX AUCKOB XapaKTepHO:
a) Bonbmiasi crouMOCTb IO OTHOIIIEHHIO K TBEPAOTEIEHBIM HAKOTIUTEIISIM.
0) [locTenenHoe U3HAIIMBaHUE TPAH3UCTOPOB.
B) Hanuune MexaHMUECKHUX JIEMEHTOB.
r) PacrmonioxxeHue KOHTpoJLIepa Ha MAaTEPUHCKOM IIIaTe.
1) Bonpmmii 00beM MaMsTH MO CPABHEHHIO C TBEPOTEIBHBIMHA HAKOTIHTEISIMH.
7. Kakas mmHa Hambojiee pacHpoCTpaHEHAa Ha TEKYIIMH MOMEHT B MEPCOHAJIBHBIX
KOMTIBIOTEpAXx:
a) ISA.
0) PCI.
B) PCI Express.
r) SCSI.
8. Ilyctp TakTOBas YacTOTa MIMHBI KOMITbIOTEpa cocTtaBisier 5 [T, 3a ouH TakT Mo IMHE
MOXHO miepenaTh 16 6ut. O1ieHnTe CKOPOCTh NIepenaur HHPOPMAIIUU TI0 TITHHE?
a) 80 Merabur B CeKyHy.
6) 10 'uraGaiiT B cCeKyHy.
B) 80 'urabaiT B ceKyHy.
r) 21 T'urabaiit B CEKyHy.
9. Jlns mpoeKIHOHHO-EMKOCTHBIX CEHCOPHBIX IKPAHOB XapaKTEPHO:
a) Bricokasi CKOpOCTh OTKIIMKA ITPU KaCaHUU.
0) Bo3MOXHOCTh yIIpaBiIeHUS Pa3IUIHBIMH YCTPOUCTBAMHU.
B) ITogmepsxka multi-touch.
r) HeBo3MOXKHOCTh ONpe/ieNieH sl CUITbI HAXKATHSI.
n) [IpoGnema «IBOCHUSY.
10. DnemMeHTaMH KUAKOKPUCTAIITUYECKOTO MOHUTOPA SBIISIOTCS:
a) JIyaeBas TpyOka.
0) Mcrounuk cBeTa.
B) XXK-marpura.
r) [13C-matpura.
1) DICKTPOIBI.
11. Kakoii aneMeHT npuHTEepa OTBedaeT 3a puKcaluio ToHepa Ha Oymare:
a) ®orosai.
6) TepmoBa.
B) Posnk nepenoca.
r) Ban nogaun ToHepa.
12. Ha3znaueHueM Ja3epa B IBETHOM MPUHTEPE SBISACTCA:
a) Hanecenue ToHepa Ha ¢oToBaJl.
6) duxcanus ToHepa Ha Oymare.
B) YalieHue HecyIuX 3apsiji 3JIeMeHTOB ¢ (oToBaa.
r) [Togaya Gymaru B puHTED.
13. Dnementamu 1udppoBoil BeO-KaMephl SABISAIOTCS:
a) @oTorIeHKa.
0) OOBbeKTHB.
B) [13C-Mmatpua.
r) ®ukc-dokyc
n) Ipoueccop.
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14. JIna KoHAEHCATOPHBIX MUKPO(OHOB XapaKTEpPHO:

a) Crabast 9yBCTBUTEIIBHOCTb.

0) YcToiunBOCTh K yAapam.

B) BbICOKast 4yBCTBUTEIILHOCTb.

r) 3aBHCHMOCTB OT ITAPAMETPOB OKPYKAIOIIEH Cpejibl (TeMIIepaTyphl, BIAKHOCTH).
n) [IpumeHeHne B CTYIUSAX 3BYKO3AIHCH.

Tect mo Teme 3.1 BBenenue B I/IH(l)OpMaIII/IOHHle 0€30MacHOCTD onepanmuoOHHbIX CUCTEM

1.

IIycte B OC peann3oBaHO AUCKPELMOHHOE YIPABIEHUE JOCTYIOM CO CIENYIOIIMMHU
npaBaMu: ureHue(r), 3anucb(w) u ucnosiHeHue(x). [IpucyrctByer ¢aiin npunoxeHus
«KanpkynsTop.exe» co CIEayIIUM crhuckoMm noctymna: (Amwmca: rwx), (bopuc: rx).
Br16epute npaBuUiibHbIE YTBEPIKICHUS:

a) Anca MOXeET 3aIyCTUTh npuioxeHne «Kanbkynarop.exe».

0) bopuc He MoxeT 3amycTuTh npusioxkeHue «Kaabkynsarop.exe».

B) Anica He MOXeT U3MEHHTD coaiepkuMoe (aiina «KanbKyssiTop.exen.

r) Bopuc MoxeT u3MeHHTh coziepxkimMoe (aiina «KaapKkymsaTop.exe.
[Tycte B OC peanu3oBaHO TpYIIIOBOE YIPABIECHUE JOCTYIIOM CO CIEIYIOIIMMHU MPABaMU:
yreHue(r), 3anmuch(w) u ucnoiHenue(x). IlpucyrctByer daitn «Haknaanas.docx» co
cinenyomuM crnuckoM gocrtyna: (byxranrepsi: rw), (Kypbepsi: r), (Amuca: rw). B
CHUCTEME€ 3aJlaHbl pPOJIM, B KOTOPbIE BKJIIOYEHbI COOTBETCTBYIOIIME I0JIb30BATENH:
(byxranteper: bopuc, I'anuna), (Kypweepsi: Bukrtop). Beibepute mnpaBuiibHBIE
YTBEP>KICHHUS:

a) bopuc He MOKET M3MEHUTH cojep:kumoe daiina «Hakmaanas. doCcx».

0) INanrHa MOXeT unTaTh coaep:kumoe ¢aiina «Haxmagaas.doCx».

B) Bukrop mMoxker usmeHHTD coaepskumoe (aiina «Hakmamuas.docx».

r) Buktop MoxeT untath comepkumoe ¢aitna «Haxmagras. docx».

1) Alica MOXKET U3MEHHTD coaepkumoe (aiina «Hakmamaas.docx».
I[Iycte B OC peas3oBaHO MaHIATHOE YIpaBJICHUE HOCTyrmoM. [IpucyrcTByer daiin
«log.txt» ¢ ypoBHeM cekpeTHOCTH 1. IIpucyTcTBYIOT moJib30BaTenu AJjuca ¢ ypOBHEM
nonycka 1, bopuc ¢ ypoBHem pomycka 2 u Buktop ¢ ypoBHem momycka 0. Beibepure
MIPaBUJIbHBIE YTBEPKICHHUS:

a) Buktop Moxer u3MeHuTh coaepkumoe (daitna «log.txt».

0) Bukrop MoxeT untaTh coaepxumoe daiina «log.txt».

B) AJlica MOXKET U3MEHUTh coaepykumoe daiina «log.txt».

r) Anica MOXeT YuTaTh coaepkumoe daiia «log.txt».

1) boprc Moxer usaMeHuTs coaepxkumoe daiiaa «log.txt».

¢) bopuc Moxer untaTh comepxkumoe daiina «log.txt».
ITycte B OC peanuzoBaHa mMojenb mnenoctHocTH buba. IIpucyrctByet daitn «log.txt» ¢
ypoBHeM 1enoctHocTH 1. [IpucyTcTBYIOT mosabp3oBaTenu Ajuca ¢ YpOBHEM IEIOCTHOCTH
1, bopuc ¢ ypoBHem nenoctHoctd 2 U Bukrtop ¢ ypoBHem nenoctHoctu (. Beibepurte
IIPaBUJIbHBIE YTBEPKACHUS:

a) BukTop MoXeT U3MEHHUTH cozepkumoe (aiina «log.txt».

0) Anrca MOXXET U3MEHHTH coJepKiuMoe (aiina «l0g.txt».

B) bopuic MoxeT u3mMeHuTh coaepkiumMoe daitna «log.txt».

r) Bce Tpoe moryt untath copepxkumoe daiina «log.txt».
Bribepute npaBuiibHbIE yTBEPKACHUS 0 ayTeHTU(UKAaLUU B coBpeMeHHbIX OC:

a) Ilaposnu moJsib30BaTenst XpaHATCs HA IUCKE, HA KOTOPOM YCTAHOBJIEHA CUCTEMA, B
[IEPBOHAYAIILHOM BUJIE.

0) OrasoHHbIE 3HAYEHMs, HEOOXOOUMBIE JUISI MPOXOXKJIEHHS OHOMETPUYECKOI
ayTeHTU(UKAIIMN, XPAaHATCS B CHCTEME B HEJAOCTATOYHOM JJIsi BOCCTAaHOBJICHMSA
M3HAYaJIbHBIX OMOMETPUYECKUX JAHHBIX 0ObeMe.
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6.

7.

8.

9.

B) TokeH ¢Qu3MYeCKn H3rOTOBJIEH TAaKUM OOpa3oM, 4YTO CYMTBIBAHHE C HEro
3aKpBITOTO KJIK0YA SABJISETCS HEBO3MOKHOW WIH TIOPOTOCTOSIEH ONIEpallueil.

r) Jns ayTeHTH(QHKAIMK ¢ TOMOIIBIO TOKEHA B CHCTEME JOJDKCH MPHCYTCTBOBAThH
OTKPBITBIN KJIHOY [10JIb30BATENs, COOTBETCTBYIOIIMI 3aKPBITOMY KJIIOUY Ha €r0 TOKEHE.
UTto He BXOAWT B METa/IaHHbIC (aiiyia (BIOSpUTE OAWH BapUaHT)?

a) Bpems co3nanus ¢aiina.

0) Anpec KOpHEBOW AUPEKTOPUU.

B) Bpems mogudukanuu ¢aiina.

r) Apeca KIacTepoB COACPKUMOTO (aiisioB.

1) Uadopmanus o Bnazgense ¢aiina.

Bribepure BepHbIE yTBEP)KIACHHUS O YIIPABJICHUH MaMsAThIO B coBpeMeHHbIX OC:

a) CoBpeMenHble OC HUCTIONB3YIOT BUPTYAIbHYIO TAMSATh.

6) CoBpemennsle OC He 3alUINAIOT MaMATh OJHUX MPOIECCOB OT YTEHMS IPYTHMMHU
poLeccamu.

B) CoBpemennbie OC pa3zesstoT 00IIyI0 aMsITh MEX/1y MPOIIECCaMH, YacTO B TAKOMH
MaMsITH HAXOSTCSI OMOTNOTEKH.

r) CoBpemennbie OC HHMKOTJ]a HE BBIIPYXAIOT YaCTH ONEPATHBHOW MaMSTH Ha JIHCK
BO BpeMsl pabOTHI.

n) B cospemennbix OC mamsTh pa3OuTa Ha MalleHbKHE (parMeHThl, Ha3bIBaeMble
CTpaHULIAMHU.

Bri6epute BepHbIE YTBEPKICHHS O MIAHUPOBIIUKE:

a) IlnaHupoBIIMK BBIAEISET MPOLECCOPHOE BpPEeMs KOPOTKHMH HHTEpBaJlaMu,
Ha3bIBACMbIMH KBaHTaMH.

6) B cinyuae WHCMONHEHHS NPOLECCOM MHCTPYKIMH, AJIsi 3aBEPIICHUS KOTOPOM
TpeOyeTcs IMTENbHOE OXUAAHWE, IUIAHUPOBUIMK MEPEBOAUT MPOIECC B COCTOSHHE
«3a0JI0KMPOBaH» U He OyIeT BBLACIATh €My IPOLECCOPHOE BpeMs, TOKa COCTOSTHUE HE
CMEHUTCS Ha «TOTOBY.

B) Jlis paboThl IUIAHMPOBIIMKA MPOILECCHl JODKHBI CaMH TepelaBaTh Ha HETro
ylnpaBjeHHe, TaK Kak KoMmmbloTepbl He mnpeaoctaBiasiior OC wMexaHusma Uit
MEPUOIUYECKOT0 TPEPhIBAaHMSI BHIIIOJIHEHUS MOJIb30BATEIbCKOTO Mpoliecca.

r) B muaHupoBaHMM MO MPHOPUTETAM BCE MPOIECCHI C PA3HBIMH MPHOPUTETAMH
MOJIy4aloT IPUMEPHO OJMHAKOBOE KOJIMYECTBO BPEMEHH.

BriGepute BepHOE yTBEpIKIeHHUE (BBIOEPUTE OJTMH BapHAHT):

a) OC peanu3oBaHa armapaTHo B IPOIIECCOPE.

0) OC peanu3oBaHa anmapaTHO B MaTEPUHCKOM TjIaTe.

B) OC - mnporpamMmHOe oOOecleuYeHHe, KOTOPOe MPEAOCTABISCT MPHIOKCHUSIM
peCypChl anmapaTHoro odecreyeHus] KOMIBbIOTEPAa B BUJE yAOOHBIX aOCTpaklMii, HO HE
yIpaBJISET 3TUM aNlapaTHbIM 00eCIIEYCHHEM.

r) OC — mporpamMHOoe oOecreueHre, KOTOPOE MPEAOCTABISIET MPHIOKCHUSIM
pecypchl ammapaTHOro oOecledyeHHs KOMIIbIOTEpa B BUAE YAOOHBIX aOCTpakiuil u
yIpaBJSET 3TUM anlapaTHbIM 00eCTIEYCHHEM.

10. Boibepute BepHOE yTBEpKIeHHE (BBIOSpUTE OJMH BapUaHT):

a) B OC xkommbioTepa ¢ OJHOSAECPHBIM MPOLECCOPOM B Ka)/blii MOMEHT BPEMEHHU
MOJKET paboTaTh TOIBKO OJIUH MPOLECC.

6) B OC kommbioTepa € OJHOSAEPHBIM IPOLECCOPOM Yy TMPOIIECCOB BCerna
MIPUCYTCTBYET TOJBKO OJIUH MOTOK.

B) B OC koMmmbproTepa C MHOTOSICPHBIM IPOLIECCOPOM B KOHKPETHBIH MOMEHT
BPEMEHU MOTYT BBITNOJIHATCS HECKOJIBKO MIOTOKOB OJHOTO IIpOLECCa.

r) B OC xoMmbroTepa ¢ MHOTOSIIEPHBIM TPOIIECCOPOM KOHKPETHBIN MPOIECC MOKET
HCI0JIb30BATh TOJBKO OJHO AP0 IPOLECCOpa.
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TeCT II10 TEME 3.2 I/IH(l)OpMaIII/IOHHaH 66301‘[3CHOCTL OlIepaIII/IOHHLIX CUCTEM ceMeﬁCTBa
Windows

1. Ha ocHoBe kakux qaHHbIX cyobekTa OC Windows mpuHHMAET pemieHue o J0CTyme?
a) Xel 3Ha4eHHE MapoJis M0JIb30BaTENs, 3aIlyCTUBIIETO IIPOLIECC.
0) TokeH mepeBOIIONICHHUS.
B) Unentudukarop mpoiecca.
r) Token nocrymna.
1) ba3oBblil npuOpHUTET Ipoliecca.
2. Ha ocHoBe kakux naHHbIX 00bekTa OC Windows nmpuHUMAaET pelnieHne o 10cTyme?
a) [IpuBunerun.
6) ToxeH nocrymna.
B) Jleckpunrop 0€30MacHOCTH.
r) CHCTEMHBIH CITUCOK YITPABICHUS TOCTYIIOM.
1) Crioco6 ayreHTH()UKAIINHU TTOTH30BATES.
3. Kaxkue npumuTHBHBIE TIpaBa 00beauHseT B cebe npaso ureHuss OC Windows?
a) «Yrenue atpulOyToB 0€30MACHOCTIY.
0) «UTeHne CUCTEeMHBIX aTpUOYTOBY, «UYTEHHE aTPUOYTOB OE30TTACHOCTIY.
B) «UTeHHEe TaHHBIX).
r) «UTeHHe CHCTEeMHBIX aTpHOYTOBY», «YTEHHE aTPUOYTOB OE30MACHOCTHY», «YTCHUE
TTAHHBIX).
1) «UTeHHe CUCTEMHBIX aTpuOYTOB», «UTEHHE aTpUOYTOB OE30MACHOCTHY, YTCHHE
JTAHHBIX», «BBITIOJTHEHUE (ANIIOBY U «IIEPEX0]T B TUPEKTOPHIOY.
4. BriGepuTe mpaBUIIbHBIC YTBEPKIACHUS O MaHAATHOW nojuTuke «He-3anuceiBaTh-BBepx»
OC Windows:
a) O0ecrieunBaeT CBOMCTBO IEIIOCTHOCTH JIAHHBIX.
0) ObecrieunBaeT CBOMCTBO KOH(PUICHIIMAIBHOCTH JaHHBIX.
B) Mcnosb3yercst B cUCTEME TOJBKO JJIsl 00BEKTOB CETEBBIX COKETOB.
r) HesiBHO ucnonb3yercs ams Bcex NTFS-daiinos.
1) Pasperraer 1oCTyI Ha 3amuch TOJBKO CYOBEKTaM C YPOBHEM IIEJIOCTHOCTH PaBHBIM
WK OOJIBLIMM T10 OTHOILIEHHUIO K YPOBHIO LIEJIOCTHOCTU O0BEKTa JI0CTYyIIA.
5. Kakue u3 nepeuncinennsix npaB OC Windows mpenocTaBiiseT o yMOJYaHUIO BIIAJIENIbIY
(aiina?
a) Yurate CCY /1.
6) Yurats JICY /.
B) Uurath comep:kumoe (aiina.
r) Usmensts JICY/I.
1) Usmenstes CCY/I.
¢) U3mensars comepxumoe daiina.
6. Bribepere mpaBWIIbHBIE YTBEPXKICHHS OTHOCUTEIIBHO alTOpPUTMA  OINpEACTICHHS
npaBomepHocTu goctyna OC Windows:
a) IlepBeiM peiicTBHEeM SIBISIETCSI TMPOBEpKAa COOTBETCTBUS JOCTyMa MaHIATHOMN
TIOJIUTHKE.
0) IIpoBepka COOTBETCTBUS JIOCTYIIa MaHAATHOW MOJHTHKE OCYIIECTBISETCS MOCTE
ananu3za 3anuceit JJCY 1.
B) Eciu npu mocnenosatenbHoM ananu3se 3anuceit JJCY /] oka3piBaeTcsl, 4TO OJHO U3
3anpanmBaeMbIX MpaB 3alperaeTcs B TEKYIIEeH 3amucu, TO JOCTYI 3apeniaeTcs.
r) Ecnmu mpu mocnenoBatenbHoM ananmu3e 3amucerd JICYJl paspemaromue mpaBa
TEKylled 3amucl B CyMME C pa3pellaloluMU [paBaMu MPEAbIAYIIUX 3amucen
MIEPEKPHUTH BCE 3alpalinuBaeMbIe MpaBa, TO JOCTYI pa3pelaeTcs.
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1) Eciu B ciuckax JICY /] He ObUTO 3ampeniaroiiux 3anpaiimBacMble TpaBa 3arucei,
U B TO K€ BpeMsl BCE Pa3pellalollie 3aluch He TePEKPbUIN 3allpaliuBaeMble MpaBa, TO
JIOCTYII 3alpeIiaeTcs.
7. Kaxas npuBmieruss OC Windows 1mo3BoJisieT YnuTarth Jr000# (aiin BHE 3aBUCUMOCTH OT
3a/IaHHbBIX MpPaB?
a) [IpuBunerus co3manus pe3epBHBIX KOMHUH.
0) IIpuBuierus n3MeHEHUs CHCTEMHOTO BPEMEHH.
B) [IpuBHIierus 3aBepiieHusi padOThl CUCTEMBI.
r) [IpuBunerus yBeiaudeHnus: padouero Habopa.
1) [puBunerus cozmanus ¢aitia moaKauKy.
8. BriOepuTte cyniHocTH, HE BXoasnIre B TokeH goctyrna B OC Windows:
a) SID nonb3oBarens.
6) ACVY ]l Bcex 00bEKTOB CUCTEMBI.
B) SID-bI rpymi.
r) CCY]I Bcex 00bEKTOB CHCTEMBI.
1) [puBuierum.
9. BrIOepuTe CynIHOCTH, BXOSAIINE B IeCKpunTop 6e3omacHocty oobekra B OC Windows:
a) SID Bnagenbiia 00bEKTA.
0) AMCKpEeIMOHHBIN CIIUCOK YIPaBIE€HUS JOCTYIIOM.
B) CHCTEMHBIN CITUCOK YIPABJICHHS JOCTYIIOM.
r) CIUCOK TOKEHOB JIOCTYIIA MPOIIECCOB, OCYIIECTRISIONINX IOCTYI K 00BEKTY.
1) YpOBEHb [ETOCTHOCTH.
10. Kakrie w3 TYHKTOB TMPaBWJIBHO ONKCHIBAIOT (WIBTPOBAHHBIH TOKEH JIOCTYIa
agmuauctpaTopa B OC Windows?
a) YpOBeHb LIETIOCTHOCTH YCTaHABIUBAETCS CPEIHHM.
0) YpOBEHb LIETOCTHOCTH YCTAHABJIMBAETCSI BHICOKHM.
B) CMCOK NMPUBHICTHI, KOTOPBIE MOT'YT TONACTh B (DUIIBTPOBAHHBINA TOKEH, CHIILHO
OTpaHHUYEH.
r) Ilpu ompenenenun mnpaBoMepHOCTH goctyma cpeau 3amuceir JICYJL ¢ SID
aJIMMHHUCTPATUBHBIX TPYHN OyAyT YYTEHBI TOJIBKO 3aIpEelIatolIie.
a) CrucKky MPUBHUIIETHIA OJMHAKOBBI B OOBIYHOM U (DHIBTPOBAHHOM TOKEHE JOCTYIIa
aJIMMHHCTpATOpAa.

Tect no Teme 3.2 UndopmanuonHasi 6€e30MacHOCTH ONMEPAIMOHHBIX CHCTEM ceMelcTBa
Linux

1. Ha ocHoBe kakux JaHHbIX cyObekTa OC Linux npuHUMaeT pelieHue o 1octymne?
a) SUID-6wur.
0) Sticky-owr.
B) YueTHBbIC JaHHBIC.
r) UID mporecca.
1) DIeKTPOHHAS MOJMUCH TIPOrPAMMBI.
2. Kakue npasa npucyrctByioT B OC Linux:
a) Mcnonnenue.
0) Urenwue i-node.
B) Urenue.
r) Ynanenue.
1) 3amuch.
3. Hns gero ciayxut SUID-6ut B OC Linux?
a) [lo3BossieT 3amycTUTh NMPUIIOKEHNE OT UMEHH BiaJesiblia (aiiya MpuIoKeHUs.
6) ITo3BoJsieT 3amyCTUTh MPUIIOKEHHE OT UMEHHU CYIIepIOIb30BaTENs.
B) [To3Bosier 3amyctuth npuinoxkenne ¢ npusmierueir CAP_SYS ADMIN.
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4.

5.

10.

r) [lo3Bossier 3amycTuth npuioxerue ¢ UID paBHBIM HYITIO.

)  3ampemiaeT  3alyCK  OPWIOKEHHS  BCEM  IOJB30BATEIIsIM,  KPOME
CYIIEPIIOJIb30BaTENS.
Uro nemaeT Macka B CMCKe ynpasieHus goctynom (daiina B OC Linux?

a) 3a7aeT MakCHMaJbHbIE IPAaBa, KOTOPHIE MOKHO MOJYYUTh U3 3aIIMCEH JUIsl TPYIII.

0) 3ajaeT MaKCUMaJbHbIE PaBa, KOTOPbIE MOKHO MOJIYUYUTh U3 3aIIUCH OCTAJIbHBIX.

B) 3aJjaeT MaKCHMAaJIbHbIC TpaBa, KOTOPbIC MOKHO IOJYYUTh M3 3alMCU BJaJeiblia
¢aiina.

r) 3amaeT MaKCHMMaJbHbIC MpaBa, KOTOPbIE MOXKHO MOJYYHTh M3 3alMCeH Ui
II0JIb30BATEIIEH U TPYIIIL.

a) 3agaeT MaKCHMallbHbIE IpaBa, KOTOPbIE MOXHO IIOJIYYHTh W3 3alUCed s
MI0JIb30BATEIEH.
Uto Takoe conb xeni-3Hauenus naposist B OC Linux?

a) Crpoka, koTOpasi BbBIOMpaeTcs NpH KaXJI0H ayTeHTH(UKaLMM CcIydyailHO JUIs
obecrnieueHns 0€30MacHOCTH MapOJIs.

0) CnydvaitHo BbIOpaHHasi MPHU CO3JIAHWU TAPOJIST CTPOKA, KOTOpas CKJICHBAETCS C
XeII-3HaYeHHEM I10CJI€ BBIUUCICHUS Xell-(DyHKIUY.

B) CnydaiiHO BBIOpaHHAs TPU CO3JMAHHWU MApPOJSl CTPOKA, KOTOpas CKICHUBACTCS C
MapoJjieM Mnepes BhIYUCICHUEM Xell-QYHKIUH.

r) JnuHa, 10 KOTOpO#t ype3aeTcs maposib MoJb30BaTENs Il KOMITAKTHOTO XPaHCHHSI
B CHCTEME.
BriGepute cyiHOCTH, BXOAAIINE B ydeTHbIE TaHHbIe Tporiecca B OC Linux:

a) UID nonp3oBaress, 3ayCTUBIIETO MPOLIECC.

0) ['pynmbl moJsib30BaTENsI, 3aIyCTUBIIIETO TIPOIIECC.

B) IIpuBuierun.

r) [IpaBa ucnonusemoro ¢aiina, u3 KOTOPOro OBLT 3aIyIIEeH POIECC.

1) ®nar 3¢GEKTHBHOCTH MPUBHIICTHH.
BriGepuTte cynHocTH, BXoasme B aTpuOyThl 6e3omacHoctH (aitia B OC Linux:

a) Tpoiika mpaB [Isl K&XKJIOU IPYIIIBI B CUCTEME.

0) [IpuBwmiierumu.

B) Tpoiika npaB Biazeinblia Qaiiia.

r) Tpoiika mpaB MoJb30BaTeNCii, HE SBISIONMXCS BlaaeibliaMu ¢aiiia u He
BXOJIALIUX B IPYIIITY BiIajenblia (aiisia 1o yMoI4aHuIo.

1) Bnanerner daiina.
BriGepuTe cynHocTH, BXoasmme B aTpuoOyThl 0e3omacHocty ¢aiina B OC Linux:

a) Tpoiika npaB A Ka)KJI0H TPYIIBI B CUCTEME.

0) [IpuBwmiieruu.

B) Tpoiika npaB Bjajeinblia Qaiiia.

r) Tpoiika mpaB MOJb30BaTeNCi, HE SBISAIONIMXCS BlaaeibliaMu ¢aiiia u He
BXOJIALIUX B TPYIITY Biajenblia (aiisia 1o yMOI4aHUIO.

n) Bnanener daiina.
Kakue HaOops! nmpusuiieruit ects y ¢aiina 8 OC Linux:

a) Hacnenyewmpsie.

0) D dexTuBHBIE.

B) Bremnue.

r) OrpaHUYHBAOIIHE.

1) PasperieHHsbe.
Kakyro xem-¢ynaknuio ucnonpzyer OC Linux 1ist BEIYHCIEHUS Xelll-3HaueHUs Mapois B
OC Linux?

a) MD-5.

0) SHA-256.

B) SHA-512.
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r) SHA-3.

n) @OyHKIMA HECKOJBKO, OKOJIO XCII-3HAYCHHS TapoJisi XPaHUTCS HOMEp
WCTIOJIb30BAHHON XelI-(YHKIIHH.

11. Yto nemaet xouseiiep B OC Linux?

a) ®WIbTpyeT BHIBOJI KOMAH/IBI.

0) IlepenanpaBisieT cTaHIapPTHBIN BBIBOJ KOMaH/Abl C KOHCOJIM CTaHAAPTHBIN Ha BXOJ
IPYro KOMaHze.

B) [TosHMMaeT mpaBa /10 1paB CyNepIoab30BaTeIs.

r) OTKJIa/IbIBACT BHIOJHCHNUE KOMAH/Ibl Ha YKa3aHHBIN CPOK.

Tect mo Teme 4.1 BBenenue B APXUTEKTYPY JOKAJBHBIX BBIYHCIUTEC/IbHBIX cerei

1. Kakoii nopsox yposHeit mogenmu OSI| BepHBIN?
a) Ou3NYecKuil, KaHAIbHBIN, TPAHCIIOPTHBIN, CETEBOM, CEAHCOBBIN, MPEICTABICHNUS,
MPUKIATHOM.
0) ®usnueckuii, KaHaJIbHBIN, CETEBOM, TPAHCTIOPTHBIN, CEAHCOBBIN, MPEICTABICHUS,
MPUKIaAHOM.
B) ®dusuyeckuii, KaHAIbHBINA, CETEBOH, TPAHCIOPTHBIN, CEAHCOBBIH, MPUKIAIHOM,
MIPEJICTaBJICHHUS.
r) ®usnuecKkuii, KaHaIbHBINA, TPAHCIOPTHBIA, CETEBOW, CEAHCOBBIH, MPHKIAIHOM,
MIPEJICTaBIICHHUS.
2. Kakue mpoTOKOJIBI OTHOCATCS K TPAHCIIOPTHOMY ypoBHIO Mojienn OSI?
a) UDP.
0) ARP.
B) IPVv4.
r) GSM.
n) TCP.
¢) DNS.
x) PPTP.
3. Kakoii ypoBeHb npeaHazHaueH )i ONPEACICHUS ITyTH TIepelad JaHHBIX ?
a) OU3NYECKUA.
0) CeaHCOBBIII.
B) TpaHCIIOPTHBIH.
r) [IpeacraBncHusl.
1) KananbHbIi.
¢) IpuknamaHoii.
k) CeTeBoii.
4. Kakwue ¢uaru ucnonb3ytorcs B npotokosie TCP 11 ycTaHOBIIEHUS COSTUHEHUS?
a) RST.
6) SYN.
B) FIN.
r) URG.
1) ACK.
¢) PSH.
5. Kaxkue npeumymectsa ectb y FTTB?
a) Bricokast ckopocTs paboTel MIHTEpHET.
6) PaBHas ckopocTh IpueMa U nepeaays MHGopMarum.
B) He3aBUCHMMOCTh CKOpPOCTH JOCTyIa OT 4YHCIa AO0OHEHTOB, IMOJKIIOYCHHBIX K
KOMMYTaTopy.
r) OTCyTCTBHE HEOOXOIMMOCTH pa3MeIeHIs] KOMMYTaTopa MpoBaiiiepa B 3IaHHH.
6. Kakue nHenocratku ectb y FTTB?
a) Huzkas ckopocTh paboTel UHTEpHET.
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10.

0) Pa3znas ckopocTh npreMa u nepegadu HHGopMarum.

B) 3aBHUCHMOCTb CKOPOCTH JOCTyIIa OT 4YHCla aO0OHEHTOB, MOJKIIOUCHHBIX K
KOMMYTaTopy.

r) HeoOxoamMocTh pa3MeIieHns KOMMyTaTopa MmpoBaiiiepa B 31aHUH.

BriOepute BEepHBIE YTBEPKICHHS

a) TCP He rapanTupyeTt JOCTaBKY JaTarpamm.

6) UDP He rapaHTHpyeT JOCTaBKY AaTarpaMM.

B) UDP rapantupyer 10CcTaBKy JaTarpamm.

r) TCP rapanTupyer JOCTaBKY JaTarpamm.

Kakoit anpec oTHOCHTCS K ajpecHOMY pocTpaHcTBy |Pv4?

a) 192.168.0.17

0) 129.256.0.0

B) 301.169.107.0.0.3

r) 127.0.1000.0
Kaxk paboTtaer koHuentpatop (xad)?

a) Ilpu monydyeHun makera JaHHBIX Xa0 MepechblIaeT 3TOT MAKET Ha BCE OCTAJIbHbIE
CBOM TIOPTEHI.

06) Ilpm momyueHuu makera JaHHBIX Xa0 TepechUIaeT 3TOT TaKeT Ha TOPT B
cootBerctBUU ¢ Ttabimmuedr MAC-aapecoB. Eciam  coOTBeTCTBHSI HET, TaKeT
0TOpachIBaeTCHI.

B) Ilpu monydeHun mnmakeTa OaHHBIX Xad TMepechlIaeT A3TOT MaKeT Ha TOPT B
cootBercTBUU ¢ Tabmuieit MAC-anpecoB. Eciii cOOTBETCTBUS HET, B CETh OTIPABIIAETCS
ARP-3amnpoc.

Kaxk paboraer kommyraTop?

a) B cniyaae, ecnu s otnipaBisiemoro MAC-anpeca HET COOTBETCTBHS, KOMMYTAaTOP
pacchlUIaeT MakeThl Ha BCE MOPThI, KPOME MOpTa-TOTydaTess.

6) Ilpu monmydyeHuH makera JAHHBIX KOMMYTAaTOp MEpEChbUIaeT 3TOT MakeT Ha BCe
OCTaJIbHbIE CBOU MOPTHI.

B) KoMMmyTarop XpaHUT B MaMsTH TaOJHIly KOMMYTAllMH, B KOTOPOH yKa3aHO
conocrasienne MAC-aapeca 1 HoMepa opra KOMMyTaTopa.

r) Co BpeMeHEM KOMMYTATOp CTPOMT TAOIUILY [Uisl BCeX akTUBHBIX MAC-aipecoB.

1) Tabauma MAC-aapecoB KOMMyTaTopa CTaTHYHA U HACTPAUBACTCS BPYUHYIO.

Tect no Teme 4.2 CereBble YIpo3bl U MeTOAbI MIPOTHBOAEHCTBUSI UM

Kakue ObIBAIOT HCTOYHMKHM BO3HUKHOBEHUS YSA3BUMOCTEH?
a) OmubKu peaau3aiu.
6) Omunb6xu 06CTy)KUBaHUS.
B) OIIHUOKY TPOCKTHPOBAHUSL.
r) Ommbku HR-oTxena.
Uto He BxoauT B 6a3oByto rpynny metpuk CVSS?
a) Crioco6 noJrydeHus J0CTyma.
0) BiausiHue Ha KOHQUIEHIIMATBHOCTD.
B) Bnusinue Ha monb3oBates.
r) [Toka3arenb ayTeHTU(HUKAIHH.
1) CIoXXHOCTh NOJTy4EHUsI JOCTYIIA.
Kakoit rpynnsr metpuk CVSS ne cymectByer?
a) KommekcHas.
0) Bpemennas.
B) bazoBas.
r) KonTekcrHas.
Kewm pa3zpaborana CVSS?
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a) 1S0O.

0) FIRST.

B) WWW.

r) UCLA.

5. UYto ne sBnserca merpukoii B CVSS?

a) CI0KHOCTb aTaKH.

0) BiusiHue Ha 1OCTYIHOCTD.

B) JlnurTenbHOCTH aTakw.

r) Crioco6 moJyrydeHus J0CTyIIa.

1) ITokazaTenb ayTeHTU(DHUKALIUH.

6. Yro siBJIIETCS TACCUBHOW aTaKOM?

a) [IpocnymuBanue Tpaduka.

6) OTka3 B 00CIy’)KUBaHUH.

B) du3nuecKkoe HamaeHue Ha 0OBEKT.

r) DKCIUTyaTanus ya3BUMOCTH.

7. Yro Takoe »BpUCTUUECKUI aHAaITU3?

a) Meron, mpeaHa3HAYCHHBIN Jisi OOHAPYKEHUS HOBBIX, €IIe HE BBISBICHHBIX
BHPYCOB.

0) Mexanu3m, HEOOXONUMBIA [UII OTCICKUBAHMS HEU3MEHHOCTH (DaiiioB,
JOKYMEHTOB, peecTpa, KOHPHUTYpaIruu 000pyTI0BaHNS.

B) MeToa, OCHOBAaHHBIM Ha TMOCIEIOBATEIBHOM IPOCMOTpPE MaMSITH YCTPOMCTBa,
3arpy309HBIX CEKTOPOB, (haiIIOB B TIOWCKE CHTHATYP M3BECTHBIX BUPYCOB.

8. Uro takoe 063kI0p?

a) YacTh BpEAOHOCHOTO MPOrPAMMHOIO OOECIeYeHHs], PEaTU30BAaHHOTO IS
COKPBITHS PUCYTCTBUS 3TOTO BPEAOHOCHOTO KOJIa M €r0 JCHCTBUIA.

06) IlpumokeHwe, WCHOAB3yeMOE JUIsl JajdbHEHIEH 3arpy3kd W 3amycka
MTOJIHOIIEHHOT'O BPEIOHOCHOTO IIPOTPaMMHOTO 00€CTIeUeHHUS.

B) BpemonocHoe mporpamMmHOE OO€creueHHe, KOTOpOE, TOMHMO MOJTyYCHHUS
KOHTpPOJISl HaJl 3apaKeHHbIM YCTPONCTBOM, IBITAE€TCS 3aXBAaTUTh MOJ CBOM KOHTPOJIb
JPYTHE Y3JIbI CETH.

r) [Ipunosxenue, MO3BOJISAIOIIEE YIIPABIIATH KOMITBIOTEPOM YIAaJICHHO.

9. Yro Takoe pyTKuT?

a) YacTb BpEIOHOCHOTO MPOrPAMMHOIO OOECleYeHHs], PEaTU30BAHHOTO IS
COKPBITHS IIPUCYTCTBUSA 3TOTO BPEAOHOCHOTO KOJA U €ro ACHCTBUM.

6) [Ilpwioxenue, wucnonblyeMoe s JajbHEWIIEN 3arpy3kd U 3amycka
MIOJIHOIIEHHOTO BPEIOHOCHOTO IIPOTPaMMHOTO 00€CIeUeHHUS.

B) BpemonocHoe mporpaMmHOE OOECleUeHHE, KOTOPOE, IOMHMO MOJTyYCHHUS
KOHTPOJISl HaJl 3apaXKCHHBIM YCTPONCTBOM, IBITAETCS 3aXBaTHTh IOJ] CBOW KOHTPOJb
JPYTUE Y3JIbI CETH.

r) [Ipunosxenue, MO3BOJISAIOIIEE YIIPABIATH KOMITBIOTEPOM YIAaJICHHO.

10. Yto cnenyet nenath, 4TOOBI 3alIUTUTH CEOSI OT BUPYCOB?

a) He 3amyckaTh npuiokeHus: U3 HEJOBEPEHHBIX HCTOYHUKOB.

6) Cnemuts 3a 1TUGPOBBIMU TMOAMUCAMH YCTAHABIMBAEMOTO IPOrPaMMHOTO
o0ecrieyeHusl.

B) OTKJIFOUUTH MEKCETEBOM IKPaH.

r) Bcerma OTKpbIBaTh BJIOKEHHs OSJIEKTPOHHOW TOUYTHI € TeMo# «BakHO» WU
«Cpo4HO».

n) CBOEBpEMEHHO OOHOBJISTH  ONEPAIMOHHYI0 CHCTEMY M IPOTrPaMMHOE
obecrieueHue.

¢) Mcnosp30BaTh aHTUBUPYCHOE MPOTPaMMHOE 00ECIIeUeHHE.

Tect no Teme 4.3 Me:kceTeBble IKPAHbI
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Uto Takoe MexkceTeBOM FKpaH?

a) [IporpamMmmHO€ MM IPOTPAMMHO-TEXHUYECKOE CPEJCTBO, pealn3yromee GpyHKIHHI
KOHTPOJIS U (PUIBTPAIMU B COOTBETCTBUM C 33/IaHHBIMH MPABHJIAMH TPOXOISIINX Yepes3
Hero HH(GOPMAIMOHHBIX TOTOKOB.

6) VYcrpoiicTBO, TpeIHA3HAYCHHOE /I COCAMHEHUS  HECKOJBKUX  Y3JIOB
KOMIBIOTEPHOH CETH B MPEIEIax OAHOTO HJIM HECKOJIBKHX CETMEHTOB CETH.

B) YCTpPOWCTBO, KOTOPOE MO3BOJISICT OPTaHU30BaTh JIOKAJIbHYIO CETh C BO3MOYKHOCTBIO
BBIXOJIa B HHTEPHET IS IPYTUX YCTPOUCTB.

MexceTeBbie SKpaHbl 17151 BEO-TIPUIIOKEHUN pacroararoT:

a) Ilepen 3amumraeMeM BeO-cepBepoM (TpaduK BHAYalle MEPEeIacTcss MEKCETEBOMY
JKpaHy, 3aTeM BeO-CepBepy).

0) Ilocne 3ammmaemoro BeO-cepBepa (Tpaduk BHauaje mepemaeTcsi BeO-cepBepy,
3aTeM MEXCETEBOMY IKPaHy).

B) MexceTeBoll 9KpaH M 3allUIIaeMblii MM BeO-cepBep HAXOIATCS B Pa3HBIX
MO/ICETSX, TpapUK MEXKTy HUIMH 3aIpeIIcH.

r) Bmecro 3ammumiaemoro Beo-cepsepa.

[lepcoHanmbHBIE MEKCETEBBIE SKPAHBI TSI HACTOJILHBIX KOMIIBIOTEPOB U HOYTOYKOB:

a) O0ecrnieunBalOT TOTIOJHUTENbHBIM YPOBEHB 3aIIUTHI OT CETEBBIX aTaK.

0) [ToTHOCTBIO 3aMEHSIOT BCE OCTALHBIC HHCTPYMEHTAJIBHBIE CPEICTBA OOSCTICUCHUS
0€30MacHOCTH.

B) [TOTHOCTBIO 3aMEHSIOT MAPUIPYTHU3ATOPBI, SBJSSACH ILIFO30M [0 YMOJYAHUIO JUIS
3alIUIIAEMOT0 KOMITBIOTEPA WM HOYTOYKA.

r) IlpemocraBisitoT Bce HEOOXOIMMbIC CETEBBIC CEPBHCHI IS  3aIUIACMOTO
KOMIIbIOTEpa WJIK HOYTOYKA.

[lepcoHanbHble MeXCETEeBbIE SKpaHbl ISl HACTOJBHBIX KOMIIBIOTEPOB U HOYTOYKOB
SBIISIIOTCSA:

a) AnmnapaTHO-IIPOTPaMMHBIMU CPEICTBAMU 3aIIHUTHI.

06) Bcerma BcrpoeHHbpiMEH B OC, KOTOpPYIO OHM 3alllMIIAIOT, HE MOTYT OBIThH
pean30BaHbl BHEIIHUMHU TPOU3BOJUTEISMHU.

B) VICKJIFOUUTEIBHO IPOTPAMMHBIMHU.

r) Vckimo4YnTeIbHO BHEITHUMH, HEe BCTpOeHHbIMH B OC, KOTOPYIO OHHU 3alllUIIAIOT;
BCET/Ia peain30BaHbl BHEIIHUMU MPOU3BOAUTEISIMH.

[lepcoHanbHble MEXCETEeBbIE SKpaHbl JUIsI HACTOJIBHBIX KOMIIBIOTEPOB M HOYTOYKOB
yCTaHaBIUBAIOTCA:

a) Ha xocrax, KOTOpbIE OHH 3aIlUIIAIOT.

06) Ha wmapmpyrusaropax, KOTOpbI€ yKa3aHbl Ha XOCT€ B KadecTBe IUII03a IIO
YMOJTYaHHUIO.

B) Ha oT/1e/1bHBIX KOMITBIOTEpAX.

r) Ha koneunsix Toukax VPN.

Bri6epuTe HecylecTBYIONINI BII TPAHCISIIUU CETEBBIX aPECOB.

a) Jlunamuueckas.

0) CraTudeckasl.

B) C HCMOJIb30BaHNUEM MTOPTOB.

r) C HCIOb30BaHHEM MOCTOB.

1110361 YpOBHS MPUIIOKEHUI TTO3BOJISIOT:

a) Hckiarounth mpsMoe B3aUMOJCHCTBHE ABYX VY3JIOB IYTeM peaju3aldd POIu
MOCPEIHUKA.

0) BeImomHATE QYHKIMH MITF03a CEAHCOBOTO YPOBHSI.

B) AHaJIM3UPOBATh BCE CYIIECTBYIONIME B MUPE TIPOTOKOJIBL.

r) AHalM3upOBaTh TOJILKO TOJUICPKUBAEMBIC JTUM MEXKCETEBBIM JKPaHOM
MIPOTOKOJIBL.
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8. VYmpaBnsiemble KOMMYTaTOPBI MOTYT:
a) OcymecTBIsATh GUIBTPAIMIO HA ocHOBE |P-anpecos.
6) OcymecTBIATh (GUIBTPALUIO TIO UCTIOIB3YEMOMY IPOTOKOJTY.
B) OcymiecTBisiTh puibrparuio Ha ocoBe MAC-aipeca.
r) Ocymiectisth punbrpanuto Ha ocHoBe VLAN ID.
9. BrIOepuTe BO3MOKHOCTH MEKCETEBOTO SKPaHA.
a) Perucrpanus coObITHI U TCHEpAIHS OTYCTOB.
0) @unpTpanus Tpaduka.
B) TpaHCIsIHs CETEBBIX a/IPECOB.
r) AyreHTH(UKAIHS T0IH30BATEIICH.
1) AIMHHUCTPHPOBAHHKE.
10. Kakue yTBep:KIeHHS O MPOTPaMMHOM MEKCETEBOM SKPaHE BEPHBI?
a) Ilogxomut B ciydasx, KOTJa YCTPOWCTBO IIOJB30BATENSl TMOMEIIACTCS
HEIOBEPEHHYIO Cpey.

6) Ilpu ero pabGoTe WHCHOJIB3YIOTCS PECYpChl YCTPONCTBA, HA KOTOPOM OH

(YHKIIMOHUPYET.
B) [ToxoauT [Uist 3a/1a4 CETMEHTHPOBAHMSI CETEH.

r) [MoaxoauT /yist OTAETICHUS TOBEPEHHOM YacTH CETH OT BHELIHUX YIPO3.
1) Cunraercsi 60Jiee 0TKA30yCTOWYHMBBIM, YeM allapaTHbIA MEKCETEBOI IKpaH.

Tect mo Teme 5.1 BeeieHue B kpunrorpadpuueckre MeToAbl 3allIMTHI HHPOPMALIUH

1. Kaxnprit mudpoTeKCT MOXET OBITh TOJYYeH KaK pe3ylbTaT  CIEIYIONIEro

npeoOpa3oBaHusL:
a) Ex (D«(p))-
6) Dk(p).
B) Ex(p).
r. Dk (Ex(p)).
2. Bammdpyiite ¢ momorrsio mudpa «Atodamn croBo «World».
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A/B|C|D|E|F|G|H|I |J |K|L|M
ZI Y XIW|VIUIT|IS|IR|Q|P|O|N

a) DIrow.
6) Svood.
B) Woild.
r) Dliow.

3. Paccumdpyiite cimoBo «Xjxoby, sammppoBanHoe ¢ momomnipio mudppa [as HOmus

Ile3aps:

A|/B|CIDIE|F|G|H|I |J|K|LIM|N|O|P |QIR|S|T|U|V |X|Y|Z

X/ YZ|AIB|CIDIE|F|G|H|I|J |[K|IL|IM|N|O|P|Q|R|S|T|U|V
a) Tatly.
6) Amare.
B) Crypt.
r) Vivna.

4. 3amudpyiite cioBo «Ku3Hb» ¢ MOMOIIBIO TEPECTAHOBKU
112|345
215|3|14

a) Hx3bu.
0) ba3mx.
B) H3pxum.
r) Ubp3xH.




5. Pacumdpyiite cioBo «1216312611» ¢ momonibio Tabnuim! [Tomuowus:

112|3]4]5]|6
1/A|B|B|T"'|A|E
2| E[K|[3 |1 |1 K
3|JJM/H|O|IT|P
4BIE|V|O|X|1
5|Y IO b|bl|b
6|20 |*|*|*
a) benxa.
6) Eogroa.
B) Crpenka.
r) benoxk.

6. BnepBbie METO/] YaCTOTHOTO KPUTITOAHAIN3A BIIEPBBIC U3JIOKIIT:
a) Jleon barrtucra Ansbepru.
0) ®panuecko CuUMOHETTA.
B) A0y lOcyd Axy6 anp-Kungu.
r) Jxuponamo Kapnano.
. luck Anp0epTH MO3BOJISIET ABTOMATH3UPOBATh:
a) lludp mpocroii 3amens! (ogHOATPaBUTHBIN HUDD).
6) MuoroanhaBUTHBIN IUOD.
B) llIudp nepecranosku.
r) [ToTounsIi mIUD.
8. Hcmonb3oBaHue maposis Ui MHEMOHHYECKOTO 3allOMHUHAHHS TEPECTAaHOBKH CHMBOJIOB
andaBuTa MPEITOKHUIT:
a) Mateo Ap/pKeHTH.
0) bne3 ne Bmkenep.
B) /bxoBannu bartucra bemnaszo.
r) Jbkambarructa ([xoanuu) aemna [lopra.

9. Tlomemenue mist mepatoctparuu nepenucku B XVII — XX Bekax Ha3bIBaIOCh:

a) benbiit kaOuHeT.

0) TaiiHast KOMHaTa.
B) SlHTapHas KOMHATA.
r) UepHblii KaOUHET.
1) KpacHbiii kaOMHET.

10. HIudpsl, B KOTOPBIX KaXKIbIH CHUMBOJ OTKpPBITOTO TEKCTa MpeoOpazyeTrcs B CHMBOJ
mupOTEKCTa, B 3aBUCUMOCTH OT CBOEI0 PACHOJIOKEHUS B OTKPHITOM TEKCTE M KIIH0Ya
Ha3bIBAIOTCS:

a) MHoroangaBUTHBEIMHU IH(PPAMH.
0) brounbiMu mudpamm.

B) [loTounbIMU I BpaMHU.

r) PoropabiMu mudpamu.

\l

11. 3ammpyiire cnoso «CJIOH» 6urpamMmmubiM mudpom Ineiidepa.

v 4 O b B
XK T €] H O
1 r J b IT
M A L1 3 P
C E A bl K
10 )| 111 41 X

a) BAbU.

6) HIADb.

B) DI VBIL

r) bIIILI3.



12. Tlycts nepecranoBka T mpencraBieHa cieayonien Tabaumen:

1/2|13].../n=5|n-4[n-3|[n-2|n-1|n
5|6|7|.../n=1] n 1 2 3 |4
13. Kakoii Bua umeer nepecTaHoBka oOpaTHas rnepectanoBke T?
a.
1123 n-5/n-4/n-3|n-2|n-1|n
1123 n-5/n-4/n-3|n-2|n-1]|n
0.
1123 n-5/n-4/n-3|n-2|n-1|n
4132 10 9 8 7 6 |5
B.
1123 n-4/n-3/n-2|n-1[n
415|6 n-1| n 1 2 |3
T.
1 2 3 [4]5].../|n=-3|n-2|n-1] n
n-3/n-2/n-1|nj1]...|n-7|n-6|/n-5|n-4
14. 3ammdpyiite ¢ nomombio oTKpsIToro Kitoda (8051, 5) kpuntocucremsl RSA coobmienue
m = 10.
a) 8051.
0) 3388.
B) 1949.
r)12.

15. Kakoe cBOWCTBO 0€30MacHOCTH TapaHTUPYET, YTO YYACTHUKY KpHUOTOTpaduuecKkoro
MPOTOKOJIa LEJIOCTHOCTH TMOJyYEHHOTO COOOLIEHUS U €ro Co3/JaHue 10 MOMEHTa
MOJIy4€HUs], HO HE TapaHTUPYET 3alIUTy OT MOBTOPHOI OTHPaBKHU COOOIICHHUS?

a) CBOMCTBO «ayTeHTU(DHUKAITHAS CTOPOHY.

0) CBOMCTBO «ayTeHTU(DUKAIUS UCTOTHHKAY.
B) CBOICTBO «MHBAapPHAHTHOCTH OTIPABUTEISI.
r) CBOMCTBO «ayTeHTU(DUKAIUS COOOIICHHUS.

16. Kakoe cBOHCTBO 0€30MaCHOCTH TapaHTUPYET, YTO YYACTHHUKY KPUIITOTPaPUUECKOTro
MPOTOKOJIa, YTO YYACTHUKH, HAYaBIIME HCIIOJIHEHUE IPOTOKOJA, HE H3MEHUIINCH C
TEYEHHEM BpEMEHH?

a) CBOICTBO «ayTeHTU(DUKALIHS CTOPOHY.

0) CBOICTBO «ayTeHTU(DUKAIUS UCTOYHHKAY.
B) CBOICTBO «MHBAPHUAHTHOCTH OTIPABUTEIIS.
r) CBOICTBO «ayTeHTU(]UKAIIHS COOOLICHUS.

BepHblil 1 moJiHBIA OTBET Ha BONPOC TecTa OLEHMBaeTcs B 1 Oay, JUIsl IPOXOXKICHUS
TecTa He00X0AMMO BEPHO U MOJHO OTBETUTH HAa HE MeHee 4eM 60 MpOLEHTOB BONIPOCOB TECTA.
Tembl IPaKTHYECKUX 3aHATHH

Tema npakTHU4yecKoro 3ansiTtus mo reme 3.1
BBenenne B nHGpOPMALHOHHYIO 6€30MIACHOCTH OMEPAIIMOHHBIX CHCTEM

1. OcHoBBI paboOTHI ¢ MpoLIECCaMu, BBOJIOM-BbIBOJIOM U (aitnamu B OC Windows u Linux.

Tema npakTU4ecKOro 3aHATHSA MO Teme 3.2
NudopmannonHas 0e30nacHOCTh ONepaliMOHHBIX cucTeM ceMeiicTBa Windows.

1. OcHoBbl 00ecrieuenus 0e3zomnacHoctd B OC Windows.
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Tema npakTH4eCKOro 3aHATHA M0 Teme 3.3
HNudopmanuonHas 6e30nacCHOCTH ONEPANIMOHHBIX CHCTEM ceMeiicTBa Linux

OcHoBrl 00ecneuenus oeszonacuoctd B OC Linux.

Tema NMPAKTUYECCKOI'0 3aHATHUSA 110 TEME 4.1
BBenenue B APXUTEKTYPY JOKAJBHBIX BBIYHCIUTEC/IbHBIX cerei

Ceresoii cauddep Wireshark. 3HakoMcTBO ¢ QPrIIBTpaMu MaKeTOB.

TeMbl NMPAKTUHYECCKOI'0 3aHATHUSA 110 TEME 4.2
CeteBble YIrpo3bl 1 METOABI HpOTI/[BO)]eﬁCTBI/lﬂ UM

WNHuBeHTapu3anuss ¥ HOUCK Yys3BUMOcTed ¢ ucnois3oBaHueM Open Vulnerability and
Assessment Language.

CereBoit ckanep Zenmap. HMcrnonp30BaHHE CETEBOTO CKaHepa JJisi  BBISBJICHHS
YSA3BUMOCTEN YPOBHS CETH.

Bupychl, uX BBISBIEHHE U YCTpAaHEHHE C HCIOJIb30BAHUEM CHEHATU3UPOBAHHOTO
MIPOTPAMMHOTO 00€CTIeUeHUS.

Tembl NpakTHYECKOTr0 3aHATHS M0 TeMe 4.3 MexkceTeBble IKPaHbI

bpannmaysp Windows. PazpaboTka nmpaBuir MeKCEeTEBOTO SKpaHUPOBAHMUSL.
Bupryansnas undpactpykrypa Eve-NG.
MesxceTeBoii KpaH Ha rpaHulle ceTh. HacTpoiika nmpaBui MexXCETeBOTO SKPaHUPOBAHUS.

TeMbl NPAKTUYECKOT0 3aHATHSA MO TeMe 5.1
BBenenue B kpunrorpadpuyeckue MeToabl 3alIUTHI HHGOpMAITUA

Hcropuueckue mudps! mudpoBanue u pacmudpoBaHue.
JlonoJHUTeIbHBIE 3a[JaHHUS 1JIS1 CAMOCTOSITEJILHOTO PelieHust

JonmosnurtesnbHblie 3aaanus no teMe 1.1 [IpaBoBbie 0CHOBBI 00ecnieYeHUs
HH(OPMAIMOHHOI 0€301aACHOCTH

Kakas wundopmarmms mnpencraBnser ans Bac unennHocts? Kakue XapaKTepuCTHKU
nH(pOopMaMoOHHOM 6e30macHoCcTH Bbl ObI X0TENIH 00€CIIeUnTh IS TaKoH HHMOpMAaIu?
BriGepere kakoit-nmubo Bua 1eHHoW s Bac mHbopmanuu. B kakux dopmax MoxkeT
OBITH IPEJICTABIICH STOT BUJ UHPOpMAIIH?

[Ipoananuzupyiite: K KaKUM BHJIaM TailH Bbl MOkeTe UMETH TOCTYyI?

[Ipoananuzupyiite: Kakue cBsi3aHHbIE ¢ BaMu TaHHBIE MOTYT SBJISATHCSA TalHaMU?

IlOl'lOJIHI/ITe.TIbHLIe 3aJJaHU4d 110 TeEMeE 1.2 3amnTa NEePCOHATBHBIX JAHHBIX

OnumuTte cxemMy HWH(POPMAIMOHHBIX MOTOKOB Bamux mnepcoHalbHBIX JIaHHBIX B
YHusepcurere.

Onuute cxemy HHGOPMAIIMOHHBIX TOTOKOB Bammmx nepcoHanbHbIX 1aHHBIX B baHke.
[Ipoananusupyiite: Bcerga au (koraa 3To HeoO0xoauMo) ¢ Bac B3umaroT corjacue Ha
00paboTKy MepcoHAIbHBIX JaHHBIX? Bceerma am 3TO HMPOMCXOAMT B COOTBETCTBUU C
3aKOHOJATEIbCTBOM?
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4. TlpoananmusupyiiTe: B KakKMX CHUTyalusx Bl maBanmu coriacue Ha o0OpaboTky Bamrmx
crenuagbHbIX JaHHBIX? He ObL10 J11 3TO U3MUIIHUM?

5. IlpoananusupyiiTe: B KakuxX cUTyanusx Bbl naBanm coriacue Ha 00paboTky Bammx
OroMeTprYecKux NaHHBIX? He ObLIO T 3TO M3IHITHUM?

JlonojiHuTeIbHBIE 3aaHus 10 TeMe 1.3 Oprann3anuoHHbIe 0CHOBBI 00ecneyeHns
HH(}OPMALMOHHON 0e301IACHOCTH

Pa3paboraiiTe Moenb HapymmTens s Bameit nomamraelr ”HGOPMAITMOHHON CHCTEMBI.
Pa3paboraiiTe MOJIe)Ib HAPYIIUTES I KOMIIBIOTEPHOTO KJlacca Y HUBEPCHUTETA.
Paspaboraiite Mosenb yrpo3 ais Bamieit nomantHeit HHPOPMAIIMOHHOW CHCTEMBI.
PazpaboTraiite Moenb HApYIIUTENS UISI KOMIBIOTEPHOTO Kilacca Y HUBEpCUTETA.
[Ipemnoxure cpencTpa 3amuThl HHGopManuu it Bamieit nomanHet nHPOpMamoHHON
CUCTEMBI.

[Ipennoxure cpeacrBa  3amMThl  MHPOpPMAIMM I  KOMIIBIOTEPHOTO  Kjacca
VYHusepcurera.

agrwdE

o

JomosiHuTe/IbHBIE 321aHUS 110 TeMe 2.1 ApXUTeKTypa KOMNbIOTEpa

1. HWzyuurte Bam nepcoHanmbHBIM KOMIBIOTEP U COBPEMEHHBIE Ta/KEThl, KOTOPHIMU BbI
nojn3yerech. CpaBHUTE MX XapaKTEPUCTUKH: OBICTPOACHCTBUE, 00BEM OIMEPaTUBHON H
BCIIOMOTaTENBHON MTaMSITH, CKOPOCTh A0CTyma B IHTEpHET.

JonosiHuTe/IbHBIE 3a1aHus 0 TeMe 3.1 BBegeHne B HH(pOPMALIMOHHYIO 6€30MIACHOCTH
ONepalMOHHBIX CHCTEM

OC Windiws
1. Ortkpoiite 6paysep Internet Explorer. Haiimute ero naeHtrdukarop mpoiecca, OTKPHITHIC
coeMHeHus U 0a30BbIil IPUOPUTET.
2. Ortkpoiite Opaysep Chrome. Haiimute ero wumeHTH(UKATOp Mpolecca, OTKPBITHIE
coeuHeHus 1 0a30BbIil MPUOPUTET.
3. 3Bamyctute npuioxenune «biaokHoT». Haiiaure daiiabsl oTKpeITHIE TTporieccoM «BIoOKHOTY
¢ momoIIpio yruauTel Process Explorer.

OC Linux
Haiigure msth caMbIX TpeOOBATENBHBIX K IAMSITH IIPOLIECCOB.
Otkpoiite Opay3ep ¥ HallIMTe OTKPHITHIC COCAUHCHUS.
BriBequTe COAEPIKUMOE QUPEKTOPUH /etC.
BriBenute comepskumoe aupekropuu /etc/schedule.

el A

JonosiHuTeIbHBIE 3a1aHus1 0 TeMe 3.2 UndopmanmonHasi 6€30MacHOCTb
onepanuoHHbIX cucTeM ceMeiictBa Windows

1. Co3spaiite mnonb3oBatens «Amuca». Hasnaubte el maponb. Coszpaiite rpynny
«HenosepeHHbIE N0JIB30BATEIN.

2. Co3paiiTe AUpeKTOpHIO, cojepxkamryto (ainsl. HazHaubTe Amnuce mpaBa J0CTaTOYHBIE
JUIs OTOOpaXKEeHUs CIIUCKOB (ailyIoB M MEePEeX0J0B B AUPEKTOPUHU U €€ MOATUPEKTOPUSX, a
TaKke yTeHus (ailloB B TUPEKTOPUU M ee mojaupekropusx. IIpoeprTe, uTo Anuca
MOJKET NMPOCMaTpPUBATh (HaiiiIbl.

3. 3amperute rpynne «HemoBepeHHbIE MOIb30BAaTENU» JIOOOH JOCTYH K CO3/JaHHOU
JTUPEKTOPUH, €€ MOJAMPEKTOpPHUsM, a Takxke K ¢ailzlaMm BHYTpU IUPEKTOPUU U €€
MO IUPEKTOPUH.
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JHo6aBbre Anncy B rpymnmy «HemoBepeHHbIe mosb3oBarenu». [IpoBeprTe, uTo Anuca He
CMOJKET IIPOCMATPUBATH (DaliiIbl B JUPEKTOPHH.

JononHuTte/bHbIe 3a1anus 1m0 TeMe 3.3 UHdopmanuonHasi 6€e30nacHOCTH
onepanuoHHBbIX cUcTeM ceMeiicTBa Linux

Coznaiite nosb3oBarenst «Anuca». Hasnaubre el mapons. Co3paiiTe rpymnmy
«HenoBepeHHbIE 0JIb30BATETN.

Co3zpaiite nupektoputo, coaepxaunryro (ainbl. HazHaubTe Asnice mpaBa JOCTaTOYHBIE
T OTOOpa)KEHUS CIIUCKOB (hailyIOB M TIEPEXO0JIOB B IMPEKTOPUU U €€ MOATUPEKTOPHSIX, a
TaK)Ke 4YTeHUs (aillloB B JUPEKTOpUU U ee nojaupekropusix. IIposeprre, uro Anuca
MOKET YUTATh (DANIIBL.

C nomoupl0 cHoucka KOHTPOJS JOCTymoB 3amnperute rpynne «HenoBepeHHble
M0JIb30BaTENN» 000N AOCTYI K BbIOpaHHOMY (aiiiny BHYTpH nupektopuu. Ilomensiite
BIIaJIeNIbIIa ATOTO (haiiyia Ha CynmeproJib30BaTes CUCTEMBI. PasperuTe B 6a30BBIX MpaBax
JOCTYTI K BBIOpaHHOMY (aiiiny kogom 600.

Jlo6aeTe Ammcy rpynny «HemoBepeHuble mons3oBaTenm». [IpoBepbTe, 4TOo Anmca He
CMOJKET IPOYMTATh BEIOpaHHBIN (haii.

JonoaHuTebHbIe 3a1aHNus 0 TeMe 4.1 BBeleHUe B apXUTEKTYPY JOKAJIbHBIX
BBIYUCJIUTEIBHBIX CeTel

[IpoBeppTe MOCTYIMHOCTH JIFOOOTO UCIOJB3yeMoro Bamu modTroBOro cepBepa C
ucrnoanp3oBanneM ytuinutel Telnet. Craemyiite crarbe https://docs.microsoft.com/ru-
ru/exchange/mail-flow/test-smtp-with-telnet?view=exchserver-2019 u camocTosTEIBHO.
Hactpoiite moury B mouroBom kiaumeHTte Thunderbird. Cnenyiite craThe
https://support.mozilla.org/ru/kb/nastrojki-konfiguracii-dlya-uchyotnyh-zapise;.
Pazpaboraiite GuabTphel A1 mpocMoTpa Tosbko ucxomsanmx ICMP-3anpocos. Chenyiite
crarbe https://habr.com/ru/post/211042/.

JonosinuTeibHbIE 3a1aHust 10 TeMe 4.2 CeTeBble YIpo3bl U MeTOAbI IPOTUBO/IEiCTBUSA

1.

2.

3.

1.

UM

[IpoBenuTe MOMCK yA3BUMOCTEH Ha CBOEM JOMAalIHEM IEPCOHAIBLHOM KOMIIBIOTEPE,
03HAKOMBTECh C OINMCAHUEM BBISBJICHHBIX YA3BUMOCTEH, ONpEAETUTEe HACKOJIbKO OHU
KputuuHbl 1o mkane CVSS, u yctpanute ux.

[IpoBeprre, ycTpanena mu ys3Bumoctb CVE-2017-0144 wna Bamem JoMaliHeM
KOMITIBIOTEpPE, M YCTAaHOBHUTE OOHOBJIEHHME OE30MACHOCTH B Cllyyae, €Cld YSI3BUMOCTh
npucyrctByet. Crenyiite cratbe https://support.microsoft.com/ru-ru/help/4023262/how-
to-verify-that-ms17-010-is-installed.

Wzyunte ys3Bumocte CVE-2014-0160, cnenys cratbam  https://xked.ru/1354/
http://mirror3.esetnod32.ru/company/virlab/analytics/2014-05-05-ujazvimost-
heartbleed.pdf.  IlepBas cratks mpencraBisieT Cco00OM  HEOOJBIION  KOMHKC,
MOKa3bIBAIOLINH, HACKOJBKO OMACHAa M JIETKO MCIOJIb3yeMa 3Ta YA3BUMOCTh. Bropas
CTaThsl MpeAcTaBisgeT co0oi MOoApoOHOE ONMCaHUE YA3BUMOCTH, IOCIEACTBUS €€
UCIOJIb30BAHUS U PUCKH.

JlonosiHuTeIbHBIE 3a1aHus 110 TeMe 4.3 MexceTeBble IKPaHbI

3amenute y31bl Hacker m Victim Ha y37bl MOJ yHpaBieHHEM OMNEpPalMOHHON CHUCTEMBI
Windows u oOpaTutech K UX CETEBBIM pecypcaM 1o npoTtokosny SMB. Cnenyiite craTbe

34


https://support.mozilla.org/ru/kb/nastrojki-konfiguracii-dlya-uchyotnyh-zapisej
http://mirror3.esetnod32.ru/company/virlab/analytics/2014-05-05-ujazvimost-heartbleed.pdf
http://mirror3.esetnod32.ru/company/virlab/analytics/2014-05-05-ujazvimost-heartbleed.pdf

https://www.eve-ng.net/index.php/documentation/howtos/howto-create-own-windows-
host-on-the-eve/.

JonoaHuTeabHBIE 3a1aHNus 0 TeMe 5.1 Beegenue B kpunrorpaguyeckue MeToAbl
3a1IUTHI HHPOPMALUH

1. 3ammudpyiite n pacmmdpyiite coodmenue «5 Teds arob6I0!» BceMu H3BECTHRIMU Bam
HUCTOPHYECKUMH MIH(PpaMH.

KpnTepuu OICHKHU IPAKTHYECCKOI'0 3aHATHUSA.

3a TpaKkTUYeCKOe 3aJaHWe BBITIONHICTCS OJHA M3 OIICHOK: «OTJIHYHO», «XOPOIIO0»,
«yJOBJIETBOPHUTEIbHO», KHEYT0BJIETBOPUTEIHLHOY.

OneHka «OTJMYHO» BBICTABJISIETCS, €CIIM CTY/AICHT aKTUBHO paboTaeT B TEYCHHE BCETO
MPAKTUYECKOTO 3aHATHS, JaeT BEPHbIE W IIOJHBIE OTBETHl HAa BOMPOCHI TPENoAaBaTeNs MU
MOKA3bIBAET MPH ITOM TIIyOOKOE OBIIQJICHWE JIEKIIMOHHBIM MAaTEpHUaoM, BCE YaCTH 3aJlaHHs
BBITIOJTHEHBl BEPHO (JIOTyCKArOTCs HEOOJbIINEe HETOYHOCTH, HE SBISIFOIIUECS CIIEICTBHEM
HE3HAHWs] WM HEMOHWMaHMs YydeOHOTo Marepuana). PaGoTa BBIONHEHA CaMOCTOSITEIHHO.
Pabora caana ¢ coOnroaenneM Bcex cpokoB. CoOroieHbl Bee npaBuia 0(opMIIeHHS.

OneHKka «XOpOIIO» BBICTABISIETCS, €CIIM CTYJIEHT aKTUBHO Pa0OTaeT B TEUEHHE BCETO
MPAKTUYECKOTO 3aHSATHS, JaeT BEpHBbIE, HO BO3MOXKHO HEITOJHBIE OTBETHI Ha BOIIPOCHI
MIPETo/IaBaTellsl U MOKAa3bIBACT MPH 3TOM CBOOOJHOE BIaJICHHE JIEKIIMOHHBIM MaTepUalIOM, BCE
YacTH 3aJlaHHs BBIITOJHEHBI BEPHO (JOMYCKAIOTCS HETOYHOCTH, HE SIBJISIFOIIMECS CIIEICTBHEM
HE3HAHUs WIM HENOHMMaHWs Yy4deOHOro wmarepuana). PabGora B 11eIOM  BBITIOJIHEHA
CaMOCTOSTENIFHO, BOSMOYKHO C KOHCYNbTanueil mnpenogasarens. PaboTta caana ¢ coOmoneHnem
BCEX CPOKOB. JlomycKaroTCcsl He3HAUNTEIbHbBIE HEIOUETHI B 0(hOPMIICHHH.

OneHka «yJI0BJIE€TBOPUTEIbHO» BBICTABISIETCS B TOM CIIydae, KOT/Ia CTYJCHT B IIEJIOM
OBJIAJIEJl CYTHIO BOIIPOCOB IO JAAHHOH TeMme, OOHapy)KMBaeT 3HAHHE JICKI[MOHHOTO MaTephaa.
[Tpu sToM Ha 3aHATHHU BeleT ceds MacCHBHO, JAeT HEMOJHBIE OTBETHI HAa BOMPOCHI, JOMYCKAeT
OIIMOKH TPH OCBEIIEHUH TEOPETUYECKOr0 MarepHaja, He MOKET 000OIINTh U CAENaTh YETKHE
jJorudeckue BbIBOABI. Pabora crana c omo3maHueM He Oosee OByX 3aHsATHi. Jlomyckarorcs
HE3HAYUTEJIBbHBIC HEA0YETHl B 0(OPMIICHUH.

OneHka «HeyI0BJEeTBOPHTEIBLHO» BBICTABISIETCS B ClIydae, KOTJa CTYACHT OOHApY KU
HECOCTOSITEIIEHOCTh OCBETUTH BOIIPOCHI MJIM BOTIPOCHI OCBEIEHBI HEMPABUIBHO, OECCUCTEMHO, C
rpyObIMH  OHMIMOKaMH, OTCYTCTBYIOT IIOHHMAaHHS OCHOBHOW CYTH BOIPOCOB, BBIBOJIbI,
000011eHus, OOHApY)KEHO HEyMEeHME pemaTh ydyeOHble 3afgaud. OOyyaromuics He MOXKeT
BBINOJIHUTH paboTy O6e3 momouty npenoaasatens. Pabora ciana ¢ HapynieHueM CpoKoB (TI03/1Hee
4yeM uepes ABa 3aHATus). B ohopmiieHnn npucyTCTBYIOT 3HAUNTEIbHbBIC HEIOYETHI.

1.2 Cniucok BonpocoB u (MJIH) 3a1aHU 1/ IPOBe/IeHNUsI MPOMEKYTOYHOI aTTecTaluu

Ha 3auete nposepsiercsa chopmupoBanHocts komnerenuuit OITK-6, OITK-7 (U-OIIK-6_1
«[IpuMeHsieT COBpeMEHHbIE TEXHHYECKHE CpeJICTBA M HH(POPMALMOHHO-KOMMYHUKAIIMOHHBIE
TEXHOJIOTUH JJIsl PelIeHus] CTaHJapTHBIX 3ajau mpogeccuoHanbHOU AedrenbHocTu» U M-OITK-
7_1 «CrnocobeH peliaTh CTaHAApTHBIE 3a/a4d MPO(ECCHOHANBHOM /JEATENIbHOCTH Ha OCHOBE
uHpOpMAMOHHON M OubaMorpaduuecKkoil KymnbTypsl € HpPHUMEHEHHMEM HWH(POPMALMOHHO-
KOMMYHHUKAIIMOHHBIX TEXHOJIOTMM M C YYeTOM OCHOBHBIX TpeOOBaHUN HH(POPMAITIOHHON
0€30IMaCHOCTH).

Bomnpocsl k 3a4ery
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OcHoBHBIE TIpaBa rpaXxaaH B chepe 00padOTKH U 3alTUTHl HHGOPMAITUH.

OcCHOBHBIC MPUHIUIBI MMPABOBOTO PETYIHPOBAaHUS B 001acTH OOpabOTKM U 3alIUTHI

uH(pOpMaIUH.

WNudopmanms. OcHOBHBIE CBOKHCTBa 6e30nmacHOCTH MH(OpMaIK: KOH(DUICHINAIBHOCTS,

LEI0CTHOCTb, JOCTYITHOCTD.
Bunp! nHGOpManum mo nmopAaKy A0CTyna U pacipoCTpaHEHHS.

Orpanndenue aoctyna Kk napopmammu. 3ammra uHpopMarmu. OObEKTH 3aUThL. Bus

TalH.

WNudopmanioHHbIe TEXHOJIOTUN B WH(POPMAIIMOHHBIE CUCTEMBI.
Ob6nanarens nHGOpPMALIUU U OTIEpaTOp MHPOPMALMOHHON CHCTEMBI.
OTBeTCTBEHHOCTH B chepe 00padOTKH U 3alUTHl HHPOPMAIIH.
[lepconanbHble JAHHBIE U MIPUHIMIIBI KX 00paOOTKH.

cemeiictBa Windows.

Peanuzanus ayaura B onepalMoHHbBIX cucTemMax cemeiictea Windows.
VipasieHue T0CTYIIOM B OIIEPAI[IOHHBIX CHCTeMax ceMeiicTBa Linux.
Wnentnukanus, ayTeHTHQUKANMsS ¢ aBTOPHU3AlMs B OMNEPAIIMOHHBIX
cemeiicTBa Linux.

Mogens ISO/OSI.

ApXUTEKTYypa ¥ OCHOBHBIE TIPOTOKOJIBI JIOKAJTbHBIX BBIYHCIUTEIBHBIX CETEH.
Knaccugukaum ceTeBbIX yrpos, ya3BUMOCTEH U aTax.

CeteBble aTaku Ha pa3nHyYHBIX ypoBHsX Mojenu |SO/OSI.

Knaccugukarus BpeZJOHOCHOTO TPOrpaMMHOTO 00ecieueHHs..

[Ipu3HaKK MPUCYTCTBUS BPEJOHOCHOTO MPOTPAMMHOTO 00eCTIeueHHs.
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. Bupl mepcoHanbHBIX JaHHBIX: CIICIUAIbHBIE, ONOMETPUYECKHE U OOIIETOCTYITHEIE.
. YcnoBust 00pabOTKH NMEPCOHATBHBIX JaHHBIX.

. Cornacue Ha 00pabOTKy NMEPCOHABHBIX TAHHBIX.

. TpancrpanuyHas rnepegayda mepcoHaNbHBIX TAaHHBIX.

. IIpaBa cyObEKTOB MEPCOHATBHBIX TaHHBIX.

. OnepaTop MepcoHALHBIX TAHHBIX U €r0 00sS3aHHOCTH.

. Mepsl obecriedennst 0€30MaCHOCTH MEPCOHAIBHBIX TAHHBIX.

. KoHTposas 1 Hag30p 3a BHIIOJTHEHUEM Mep M0 00ecnedyeHn0 0€30MacHOCTH.

. YIIOJTHOMOUYEHHBIH OpraH I0 3alIUTe MPaB CyOhEKTOB MEPCOHAIBHBIX TAHHBIX.
. [locnenoBaTenbHOCTH IEHCTBUI 1O 3amIuTe HH(GOPMAIUH.

. BeisiBrienue u ananu3 uHGOPMAIIMOHHBIX AaKTHBOB.

. DopmupoBanue TpeOoBaHUM 10 3anTUTE UHHOPMAIIIH.

. IToxo1b1 K MOAETUPOBAHUIO HApYyIIUTEIEH HHHOPMAITMOHHONW O€30TTaCHOCTH.
. YTpo3bl H”HPOPMAIIMOHHON O€30TIaCHOCTH.

. Cpencra 3amiuThl HHPOPMAITUH.

. [Tporieccopsl.

. OcHOBHas (K311 U onlepaTuBHAs) AMSTh.

. BcnomorarenbHas maMsTh.

. YerpoiicTBa BBOJa-BbIBOA (IIIMHBI, MOHUTOPBI, IPUHTEPHI).

. YcrpoiicTBa BBOJa-BbIBOIA (KJIABUATYPHI M MBIIIH, BEO-KaMepbl, MUKPO(DOHDI).
. O6muii crioco6 xpaHeHus ¥ 00pabOTKH HHPOPMALIMK B KOMITBIOTEPE.

. [loHsATHS OMIEpallMOHHOM U (haliIOBON CHCTEM.

. CyObeKThl, 00BEKThI, METOJIBI U MIpaBa JOCTYIA, IPUBUIIETUU CYOBEKTa JOCTYIIA.
. luckpenioHHOE yrpaBieHHe JOCTYIIOM.

. ManpgatHoe yrmpaBiieHHe JOCTYIOM.

. Unentudukanus, ayrTeHTUPHUKAIUS U aBTOPU3ALIHUS.

. YrpaBiieHHE TOCTYIIOM B OIIEPALIMOHHBIX cHcTeMax cemeiicTBa Windows.

. Unentudukanus, ayreHTudukanuss W aBTOpH3alMsl B OINEPAIMOHHBIX

CHUCTEMax

cucTeMax



47. Metoibl 0OHApY>KEHHS BPEIOHOCHOTO IMTPOTPAMMHOTO 00eCTIeUeHHS.
48. MecTo 1 pOJIb MEKCETEBBIX IKPAHOB B 00ECIICUEHUH CETEBOW OE30IMaCHOCTH.
49. Knnaccuduxanus MeKCeTeBbIX 3KPaHOB.

50. OcHOBHBIE BO3MOKHOCTH MEKCETEBBIX IKPAHOB.

51. JlocTOMHCTBA U HEAOCTATKU MEXCETEBBIX IKPAHOB.

52. TlocTpoenue nmpaBuil GUIBTPALINH.

53. Kpunrorpadus ipeBHEro Mupa.

54. Kpunrorpadust CpeIHUX BEKOB.

55. Kpunrrorpagmus smoxu Bo3poxaeHus.

56. Kpunirorpadus HoBoro Bpemenu.

57. CummeTpuyHas 1 aCHMMETPUYHAS KPUITOTpadus.

58. BEIYHCIUTENTHHO CIIOKHBIC 33/1a9H MaTEMATHKH.

59. Kpunrocucrema RSA.

60. [TonsiTre KpunTorpagpuyeckoro MPOTOKOIA.

61. CBoiicTBa MPOTOKOJIOB, XapaKTEPU3YIOIIHE UX O€30MaCHOCTb.

62. Cxembl LU(POBOI MOANHUCH.

l'[paBm]a BbICTABJICHHUA OLICHKHU HA 3a4eTe.

B mpouecce 3auera TpeOyeTcsi OTBETUTh Ha OJMH M3 IPUBEIEHHBIX BbIIE BompocoB. Ha
IIOATOTOBKY K OTBETY JTa€TCsl HE MEHee | akaeMHu4ecKoro Jaca.
I1o utoram 3adera BBICTABIISAETCS OJJHA U3 OLIEHOK: «3aYTCHO», «HE 3a4TEHOY.

Onenka «3a4YTeHO» BBICTABISICTCS CTYACHTY, KOTOPBIA JIEMOHCTPHPYET BIIAJICHUE
COJiepKaHWEM MaTepHalia M TMOHITHHHBIM anmapaToM TEOPHUH TCEBIOCITYYallHbIX TEHEPAaTOPOB;
YMEET CBSI3bIBaTh TEOPHIO C MPAKTUKOH. B OTBETE MOTYT JOMYCKaThCS OTACIbHBIE HETOYHOCTH
(HEeCyIIEeCTBEHHBIC  OMIMOKM), KOTOPBIE  HCIPABISAIOTCS  CaMUM  CTYACHTOM  TIOCIe
JOTIOJTHUTEIBHBIX M (WJIM) YTOYHSIONIMX BOMPOCOB dK3aMeHaropa. Ha 4acTh JOTOTHHUTEIBHBIX
BOTIPOCOB CTYIICHT MOKET HE J]aTh OTBET HJIU JIaTh HEBEPHBI OTBET.

Onenka «He 3a4yTeHo» BBICTABISETCS CTYACHTY, KOTOPBIH JIEMOHCTPHUPYET
pa3po3HEeHHbIE, OECCUCTEMHBIC 3HAHUS; OCCIIOPSIOYHO M HEYBEPEHHO H3JIaraeT Marepuai, He
YMEET BBIJICJIATH TJIABHOE U BTOPOCTEIICHHOE, HE YMEET COCITUHATh TEOPETUUYCCKHE MTOJIOKEHHS C
MPAKTUKOH; JOMYCKAET TPyOble OMIMOKY TPU OTIPE/ICIICHUH TIOHATHH, BCIICJACTBUE HETIOHUMAHUS
UX CYIIECTBEHHBIX M HECYIIECTBCHHBIX IMPU3HAKOB U CBS3CH; JIACT HEIOJHbIC OTBETHI, JOTHKA U
MOCIICIOBATEIILHOCTh M3JIOKEHHSI KOTOPBIX HMEIOT CYIIECTBEHHbIE M IMPHUHIUITHAIBHBIC
HapYIIEHHs, B OTBETaX OTCYTCTBYIOT BBIBOJBI. JIOTIOJIHUTEIbHBIE W YTOYHSIOIIME BOIPOCHI
JK3aMEHAaTOpa HE TMPHUBOAAT K KOPPEKIMH OTBETOB CTylAeHTa. Ha OCHOBHYH 4acTh
JOTIOJTHUTEIIBHBIX BOTIPOCOB CTYJCHT 3aTPYAHSACTCS JIaTh OTBET WIIM Ja€T HEBEPHBIC OTBETHI.

Onenka «He 3auTeHO» BBICTABIIACTCS TAKXKE CTYACHTY, KOTOPBIHN B3sJT IK3aMEHAIMOHHBIN
OuJIeT, HO OTKA3aJICsl IaTh HA HETO OTBET.
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IIpunoxxenne Ne2 k padoueil nporpaMmme IUCHUNINHBI
«be30macHOCTh B COBPeMeHHOIl HH(OPMALIMOHHOH cpeae»

MeToauueckue YKa3aHusl 1Jis oﬁyqalomnxca 0 OCBOCHMIO JUCIIUITJINHBI

OcHoBHOI (hopMOW HM3J0KEHUSI YIeOHOTO MaTepHaia 1Mo JUCIMIUINHE «be3omacHocTh B
COBPEMEHHOM HH(OPMALIMOHHOW cpeie» SBISAIOTCSA JIEKIUHU, YTO CBS3aHO, INPEXKJE BCEro, C
HOBU3HOM MaTepuaina s oOydaronuxcs. [1o O0NBIIMHCTBY TEM MPeTyCMOTPEHBI TPAKTUYECKUE
3aHSTHS, LEJNbI0 KOTOPBHIX SIBIISETCS 3aKPEIUICHUE JIEKIIMOHHOTO MaTepuaya IyTeM peLIeHUs
CHelHalIbHbIM 00pa3oM NoJ00paHHbIX MPAKTUYECKUX 3a/au.

JUia  ycremHoro OCBOEHHS —JUCLMILIMHBI Ba)XHO  CAMOCTOSITEJIBHOE — U3y4eHHUE
TEOPETUYECKOr0 MaTepuajla M pelIeHHEe NPaKTUYeCKUX 3a]ad, KaKk B ayJUTOpUU, TaK H
CaMOCTOSITEJIBHO B KAYECTBE CAaMOCTOSTENbHOUM paboThl. [Iprmeps! perenus 3a1ad pa3ouparoTcs
Ha JIEKIUAX M NPAKTHUECKUX 3aHATHUSX, IPU HEOOXOJAMMOCTH NO HauboJiee TPYAHBIM TeMaMm
MIPOBOJIATCS JOTIOJIHUTEIbHbIE KOHCYNIbTalluu. OCHOBHAS 1I€b PEIICHUs NMPAaKTUYECKUX 3a/a4 —
IIOMOYb YCBOWUTH OCHOBHbBIE€ MOHSTHA HH(DOPMALMOHHOW O€30MacCHOCTH, UX OIpENEeICHUs, a
TaKk€ OCHOBHBIE METOJBI M CpelcTBa obOecreueHus uHopmarmoHHOW Oe3zomacHoCTH. Jlyist
pelieHns 3ajady HeoOXOAMMO HE TOJIBKO 3HaTh, HO M TOHMMATh JIEKIMOHHBIM MaTepual.
[TosTomy B mpolecce U3ydyeHUs JTUCHUIUIMHBI PEKOMEHIyeTcs peryispHas paborta c
KOHCITEKTaMH JIEKIIUIA U PEKOMEHIOBAHHOM JIUTEPATYPOH.

bonbiioe BHMMaHME HOKHO OBITH YIEJIEHO CaMOCTOsITeNbHOM paboTe. B kadectse
3aJlaHUM JJI CaMOCTOSITENbHON pabOoThI J0Ma CTYAEHTaM Ipeaaraiorcs 3aJadyu, aHaJOrMYHbIe
pa300paHHBIM Ha JIEKIUSIX U MPAKTUUECKUX 3aHATUSIX WM CXOKHE C HUMH.

Jlis mpoBepKM M KOHTPOJS YCBOEHHUS TEOPETUYECKOTo Marepuana, MpuoOpeTeHHBIX
MPAKTUYECKUX HABBIKOB Pa0OTHI C OCHOBHBIMHU MOHATUSMHU B TE€UEHHE OOYYEHMS MPOBOISATCS
MEpPOTIPUATHS TEKyIeH aTTecTalliy B BUJE TeCTUPOBAHUN. Takke MpOBOAATCS KOHCYJIbTAllUU
(mpu HEOOXOIWMOCTH) TIO JICKIIMOHHOMY MaTepuany M pa300py HEKOTOPBIX 3alaHui s
CaMOCTOSITEIHHOU PaOOTHI.

B KkoHIe uW3ydeHHs IUCHUIUIMHBI CTYIEHTHl CHAIOT 3a4yeT. 3adeT MPOBOAUTCS Ha
OCHOBAHUU BBITIOJIHEHUS TECTOBBIX 33JaHUil U cobeceqoBaHUS Ha OCHOBAHUU CIIMCKAa BOIIPOCOB
K 3a4€Ty, KOTOPBI 0XBATHIBAET MOJTHOCTHIO BCIO MPOTrPaMMY JAUCHUTIIHHBI.
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