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1. Ilesin ocBOeHUS AUCHMUILIMHBI
JuctumimHa «be3onacHOCTh B COBpPEMEHHOW WH(GOPMAIMOHHON cpene» o0ecreunBacT
npuoOpeTeHne OOyYaIOIIMMHUCS 3HAHWKM, yMEHUH HW HaBbIKOB 1o KomrereHmuu OIIK-1.
«Cnoco0eH NpUMEHSTh TEXHOJIOTHYECKHE HOBAIlMA U COBPEMEHHOE MPOrpaMMHOE 00eCTIeYeHHE
B TypuCTCKOl cdepe» DenepanbHOro rocyJapcTBEHHOTO 0O0pa30BAaTENBLHOTO CTaHJapTa
BhICIIEro 00pa30BaHus MO HarpasieHHIo moaArotoBku 43.03.02 Typusm.

OCHOBHOH LENBIO U3YYEHUS IUCLUILIMHBI SIBIIIETCS TEOPETUYECKas M IpaKkTUYecKas
[OJArOTOBKA O0YYaIOUINXCs K JEATEIbHOCTH, CBSI3aHHOM C IPUMEHEHNEM COBPEMEHHBIX CPEICTB
¥ METOJIOB 3alIUThl HHGOpPMAIMU B MOBCEIHEBHON U npodeccruoHaibHon aestenbHocTH. Kype
JIaeT MPEeJICTaBICHHE O MECTE€ U POJIH MH(OPMAIIMOHHONW 0€30MacHOCTH B COBPEMEHHOM MHpE.
Ero wu3yuyenuwe maer BO3MOXKHOCTb CO3HATEIBHOTO HCIOJIb30BaHUS, OOpabOTKH M 3alUThHI
uHpOpMaLnH.

2. MecTo 1MCUMIVIMHBI B CTPYKTYpe 00pa30BaTeIbHOIi POrpaMMbl

JlaHHas1 TUCIUIUTMHA OTHOCUTCS K 00s3aTeTbHON YacTH 00pa30BaTEIbHOM MPOTPaMMBI.

JucuunnuHa «be30nacHOCTh B COBpeMEHHON MH(DOPMAIIMOHHOM Cpeiey UrpaeT BaXKHYIO
poITb i 00IIePOeCCHOHATBFHON TTOATOTOBKH 00YYaOIIErocs..

3. [lnanupyeMblie  pe3yJbTaTbl OO0y4YeHHs] MO JUCHUIJIHHE,
IUIAHUPYeMbIMU pe3yJabTaTtamu ocBoenust OIl 6akanaBpuara

COOTHECCHHbIC C

[Tponiecc n3yueHust JUCUMIUIMHBI HallpaBjeH Ha (OpMUPOBAHUE CIIETYIOIUX KOMIIETEHIH
B cooTBeTcTBUU ¢ PI'OC BO, OOII BO u npuoOpereHus cieayromux 3HaHui, yMeHHH,
HaBBIKOB U (WJIN) ONBITA JESATEIbHOCTH:

®opmupyemas NuaukaTop nocTukeHust Ilepeyenb
KOMIIeTeH LM KOMIEeTeHLM I IUIAHUPYEMBIX Pe3y/IbTaTOB 00y4eHHs
(ko u (xoa u popmyaMpoBKa)
(opmyanposka)

OomenpodeccuoHATbHbIE KOMIIETCHIIMHU

OIIK-1. Cnoco6en | U-OIIK-1_3. CnocobeH periath 3nams.
IPUMEHSATE CTaHJapTHEIC 339U OCHOBHBIE ITOHATHUS B 00JacTH 00paboTKH
TEeXHOJIOTHIECKIE npodeccroHaIbHOM W 3amuThl  MHGOPMAIMM M HX
HOBALIHH y | ACATENBHOCTH Ha OCHOBE OTIpEeICIICHHS; MIOCJIE/IOBATEIILHOCTh
COBPEMEHHOE UHGOPMAITUOHHOM n BBIMIOJIHEHUsT ~ paboT 1o 3aIINTe
oubnmorpaduyeckor KynbTypsl ¢ | HH(DOPMAIUY; KJIACCU(PUKAITIIO
TpOTPaMMHOe NpUMEHEeHneM MH()OPMAIIOHHO- | HapyIIUTeIel UH()OPMATMOHHOM
06GCH6‘IGHEIG B | KOMMYyHHKAIOHHBIX TEXHONIOTHII | GE30NMACHOCTH; BHIBI M  HA3HAYCHHE
TyPHUCTCKOH cdepe U C yYETOM OCHOBHBIX CpPe/ICTB 3aIIUThl HH)OpMAIIHH.
TpeGoBaHUI HHPOPMALTMOHHON Ymemns:
0e30macHOCTH yCTaHABIINBATh " OCYIIECTBIIST
MEPBUYHYIO HACTPOMKY OIepaluoOHHBIX
CHCTEM, AaHTHBHUPYCHBIX CPEACTB H

MEKCETEBBIX IKPAHOB.
Bnaoemw nagvikamu:

paboTel  CcO  CpeacTBaMu
nHpOpPMaLIUH

3aIUTHI

4. O6beM, CTPYKTYpa U coJep:KaHue TUCHUTIIAHBI
OO01mast TpyJ0€MKOCTh JUCIUIIINHBI COCTABISAET 2 3a4eTHBIC SAMHUILIBI, /2 akaJl. Jaca.




Ne Tembl (pa3aennbl) Buabl yueOHbIX 3aHATHIA, DopMbI TEKYLIETO
n/n AUCHUTLINHBI, BKJIIOYASl CAMOCTOSITEJILHYIO KOHTPOJIs
UX co/iep:KaHue = padoTy CTy1€eHTOB, ycneBaeMoCTH
g U UX TPYA0EMKOCTh
z (B akaileMHYeCKHUX Yacax) dopma
o NPOMEKYTOYHOM
arrecTauuu
(no cemecmpam)
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Paznen 1 |[IpaBoBble 3|6 3
OpraHu3anMoOHHbIE
OCHOBBI
ol0ecrnieyeHust
HHopMaLOHH O
0e30IaCHOCTH B
Poccuiickoit
Denepanuu
Tema 1.1 (IIpaBoBbIE OCHOBBI 3| 2 1 |Tecr
obecrnieueHus
nH(}OPMALIMOHHOU
0€30MacHOCTH
Tema 1.2 |3amura 3] 2 1 |Tecr
MIePCOHATBHBIX
JTAHHBIX
Tema 1.3 |Opranu3annoHHbIE 3| 2 1 |Tecr
OCHOBBI 0O€ecTieueHHs
nH(OPMALIMOHHOU
0€30MacHOCTH
6 mom yucie ¢ 30 u 6 3 |Bugeonexmun
/[OT TEKCTOBEIC
MaTepraIbl
y4eOHOro mocoous,
MPe3eHTAINH, TECT B
OVK B
DemidOnline
Pa3zgen 2 |ApxurekTypa 3| 2 1
KOMINbIOTEpPa
Tema 2.1 |Apxurekrypa 3| 2 1 |Tect
KOMITBIOTEpa
6 mom yucne ¢ 30 u 2 1 |Bugeonekuuu
J[OT TEKCTOBEIC
MaTepuabl
y4eOHOT0 1mocoows,
MPE3EHTAIMH, TECT B




OVK B

DemidOnline
Pa3gen 3 |OcHOBBI 3 9 |Tecr
uHGOpMAMOHHOM
0€30IacHOCTH B
OnepanuoOHHBIX
cHcTeMax
Tema 3.1 |BBenenue B 1 3 |Tect
MH(POPMAIIMOHHYIO
0€3011aCHOCTD
OTIepaIIMOHHBIX
CHCTEM
Tema 3.2 |MudopmannonHas 1 3 |Tect
0€3011aCHOCTD
OTIepaIMOHHBIX
CHCTEM CeEMeECTBa
Windows
Tema 3.3 [MudopmarnmonHas 1 3 |Tecr
0e30IMacHOCTh
oIeparMOHHbIX
CHCTEM CeMeiicTBa
Linux
6 mom yucie ¢ 30 u 3 9 Bupeoiekiuu
/[OT TEKCTOBbIC
MaTepUabl
y4e0HOT0 mocoous,
MPE3CHTAINH, TECT B
OVK B
DemidOnline
Paznen 4 |OcHOBBI 3 9
HHopMaLOHHOI
0e30macHOCTH B
JIOKAJIBHBIX
BBIYHCJIHTEIbHBIX
ceTax
Tema 4.1 |BBenenue B 1 4 |Tect
ApPXUTEKTYPY
JIOKAJIbHBIX
BBIYHCIIUTEIBHBIX
ceTen
Tema 4.2 |CereBble YIpo3bl U 1 4 |Tect
METOIBI
MIPOTUBOACHUCTBUS UM
Tema 4.3 |MexceTeBble SKpaHbl 1 3 |Tect
6 mom uucne ¢ 30 u 3 11 |Bunmeonexknuu
J[OT TEKCTOBEIC
MaTepuabl
y4eOHOT0 1mocoous,
Mpe3eHTAINH, TECT B
DVYK B
DemidOnline
Pasnen 5 [Kpunrtorpaduyecku 2 3




€ MeTOAbI 3N ThI
uHopmanumn
Tema 5.1 |BBenenue B 3 2 2 3 |Tecr

KpunTorpaduueckue

METO/IbI 3aIlHUThI

nHpopmaruu

6 mom qucie ¢ 30 u 2 1 3 Bupgeonekuuu

J[OT TEKCTOBEIC
MaTepuabl
y4eOHOT0 1mocoous,
MPEe3CHTAINH, TECT B
DVYK B
DemidOnline

2 0,3 | 10,7 |3auer
Bcero 3a 3 cemectp 72 | 16 | 16 0,3 | 37,7
Bcero 72 | 16 | 16 2 | 03] 377

Conep:xaHue pa3/ieioB NPOrpaMMbl TUCHUILIAHBI
«be3onmacHOCTh COBpeMeHHOI HHGOPMALIMOHHOM cpeae»

Pa3nes 1. IlpaBoBble M OpraHM3alMOHHbIE OCHOBBI OOecrnedeHMss MHEGOPMALMOHHOM
0e3onacHocT B Poccniickoit @enepanuu.

Tema 1.1. IIpaBoBbie OCHOBBI 0O€ecTiedeHHs] THPOPMAIIMOHHOM 0€301aCHOCTH.

OcHoBHBIE mTpaBa TrpaxaaH B chepe o0paboTku u 3amuTbl HHGopManuu. OCHOBHBIE
OPUHIUIBI [IPAaBOBOTO PETYJIMPOBaHUS B 00JacTH 0OpabOTKM W 3alUThl HH(GOPMAIHH.
Nndpopmanusa. OcHOBHbE CBOWCTBA 0€30MacHOCTH HMH(POpPMAIUK: KOH(PHUIECHUIUATbHOCTB,
LIEJIOCTHOCTh, JIOCTYMHOCTb. Buabl mHopManuu mo mopsaky JOCTyHa M paclpOoCTpaHEHHUS.
Orpannuenne jgoctyna K uHpopmanuu. Buasl Taiin. OOGnamarens  uH(OpMaIuu.
Nudopmannonnsie TexHoioruu. MHpopmaruonHsle cucteMbl. Omnepartop HH(OpMAIMOHHON
cucrembl. 3amuTta uHpopMauuu. OOBEKTHl 3allUThl. Buabl OTBETCTBEHHOCTH B cdepe
00pabOTKHU U 3aIUTHl HH)OPMAIIH.

Tema 1.2. 3amura nepcoHalbHBIX JAHHBIX.

[lepcoHanbHble JaHHBIE W TNPUHLUUIB MX 00pabOTKM. BuIbl NepCOHANbHBIX JaHHBIX:
crenuaibHble, OMOMETpUYECKHe U OOIIeIOCTYNHbIE. YCIoBHS 00pabOTKH IMEPCOHATBHBIX
naHHbiXx. Cornmacue Ha 00pabOTKy TNEpCOHANBHBIX JaHHBIX. TpaHCTpaHWYHas Iepenaya
NEepCOHAIBHBIX JaHHbIX. [IpaBa cyObEeKTOB mepcoHaANbHBIX AaHHBIX. OmnepaTop MepCcOHaATbHBIX
JAHHBIX U ero oOs3aHHOCTH. Mepbl obecneueHUs] OE30MaCHOCTH TEPCOHAIBHBIX JIaHHBIX.
KoHTposb 1 HaA30p 3a BBIMOJTHEHUEM MEp MO 00ecreueHn0 0€30MacHOCTH. Y TTOJTHOMOYCHHBIN
OpraH 0 3allIuTe NMpaB CyObEKTOB MEPCOHATBHBIX JTaHHBIX.

Tema 1.3. Opranu3zanvoHHbIe OCHOBBI 00OecTiedeHns HHPOPMAIIMOHHOM 6€3011acHOCTH.

Kakue Bompocsl craBuT mHpopMannoHHas 6e3omacHoCcTh? [locnenoBarebHOCTh JAEWCTBUN
no 3amure uHpopMauuu. BeisBieHHe W aHaIW3 UHPOPMAIMOHHBIX aKTUBOB. DOpMHUpOBaHUE
TpeboBaHui 1o 3amure MHPopMmauuu. [Toaxoapl K MOIENMPOBAHUIO HAPYLIMTENEH M yrpo3
nH(popManmoHHOW Oe3omacHOCTH. BwIOOp cpencTB W METOMOB  3amIuThl  MH(OpMAaIUU.
Brenpenue cuctemsbl 3amuThl HHGOPMAIIUU. DKCILTyaTaIUsl CUCTEMBI 3aIUTH HHPOPMAITHH.




Pa3nes 2. ApxurekTypa KOMIBbIOTEpa.

Tema 2.1. BBeieHue B apXuTeKTypy KOMIIBIOTEpA.

[Ipoueccopel. OcHoBHasg (K3II W oOlepaTUBHAasg) mnamsaTh. BcmomorarenbHas MNamsTh.
YcTpoiicTBa BBOAA-BbIBOIA (IIIMHBI, MOHUTOPBI, KJIaBUATYPbl U MBIIIH, BeO-KaMephbl, IPUHTEPHI).
[TepconanbHble KOMIBIOTEPHI U MOOUIILHBIE YCTPOUCTBA.

Pa3nea 3. OcHoBbI HHGOPMALMOHHOH 0€30I1aCHOCTH B ONIEPALMOHHBIX CHCTEMAX.

Tema 3.1. BBenenue B HHPOPMAIIMOHHYIO 0€30MMaCHOCTD OTICPAIMOHHBIX CUCTEM.

OO0mmii cnoco6 xpaHeHus © 00paboTku wuHpopManmuu B KommbioTepe. [loHsTHS
ormepanoHHoil u (¢ainoBoit cucreM. CyOBeKThl, OOBEKTHI, METOIbl M TMpaBa JAOCTYIIA,
npuBwiIeru cyObekra Jjocrtyna. JIMCKpELMOHHOE YIpaBi€HHME JOCTYIIOM, MAaHAaTHOE
yhopaBiieHHe JocTynoM. Mnentudukanus, ayTeHTUGUKALUS U aBTOpu3anusa. AyTeHTU(UKALUs
Ha OCHOBE TTapoJieii, Ha OCHOBE BHEUTHUX HOCHTEJEH KiIfoua, OnoMeTpudeckast ayTeHTH(QHUKAIIHS.

Tema 3.2. UadopmannonHas 0€30MacHOCTh ONEpaMOHHbIX crucTeM cemeiictBa Windows.

VYpasiieHHE TOCTYIIOM B OINEpPAIlMOHHBIX cucTemMax cemeiictBa Windows. Unentudukanms,
ayTeHTU(UKALMSA U aBTOPHU3AIMs B ONEPAIMOHHBIX cucTeMax cemerictBa Windows. Peanuzarust
ayJMTa B ONEpalMOHHBIX cucTeMax cemeiictBa Windows.

Tema 3.3. UadopmannonHas 6€301MacHOCTh ONEPAIIMOHHBIX CHCTEM ceMeiicTBa Linux.

VYnpaBjaeHre JOCTYIIOM B OIEPAIMOHHBIX CHCTeMax cemeiictBa Linux. Wpentudukarms,
ayTeHTH(UKALUS U aBTOPH3ALMs B OMEPAlMOHHBIX CHCTeMax cemeiicTBa Linux. Peammzanus

ayJUTa B ONEPAIMOHHBIX CHCTEMax ceMeicTra Linux.

Pasznen 4. OcHoBbl MH(GOPMALMOHHOMH 0€30NMACHOCTH B JIOKAJbHBIX BBIYUCINTEIbHBIX
ceTsX.

Tema 4.1. BBenieHue B apXUTEKTypy JOKAJIbHBIX BEIYUCIUTENBHBIX CETEH.

JlokanbHble BbluMcAHTENbHBIE ceTH. Mogens ISO/OSI.  ApxutekTypa ¥ OCHOBHBIC
MTPOTOKOJIBI JIOKATEHBIX BEIUMCITHTEIBHBIX CETCH.

Tewma 4.2. CereBble yrpo3bl U METOJIbI IPOTUBOJACHCTBUS UM.

Knaccudukanuu cereBbIX yrpos, ys3BUMocTed u arak. CereBble aTakd Ha pa3iMYHbIX
ypoBHsix Mognenu |SO/OSI. Knaccudpukanus BpeJOHOCHOTO NPOTPAMMHOTO 00ECTICUEHHS.
[Tpu3Haky TpUCYTCTBUS BPEJOHOCHOTO MMPOTrPAMMHOT0 o0ecrieueHusi. MeToabl OOHapyKEeHHUS.

Tewma 4.3. MexceTeBble SKpaHBI.

MexceteBbie dkpanbl (MD). Mecto u pons MD B obecniedeHHH ceTeBOM 0€30MMacHOCTH.
Knaccugpukamuss M3D. OcHoBHble Bo3MOXHOCTH MD. JlocTomHCTBa W HemocTatku MD.

[Toctpoenue npaBuil GUIBTPALIUH.

Pasznen 5. Kpunrorpadguyeckune MeTobl 3allIUTHI HH(POPMALIMH.



Tema 5.1. BBenenue B kpunrorpaduyeckre METoAbl 3aUThl HHPOpMAIUH.

Hcropuyecknii ouepk paszButusi Kpunrorpadpuu. CumMMeTpuyHass M acUMMETpUYHAs
kpuntorpadus. BeluncnuTenbHO cilokHBIE 3amaud  MatemaTtuku. Kpunrocuctema RSA.
[Tonstue xpunrorpaduyeckoro mportokona. CBONHCTBA MPOTOKOJIOB, XapaKTEPHU3YIOLIHE HX
6e3omacHOCTb. CxeMbl HU(PPOBOI MOAMHUCH.

5. O0pa3oBaTe/bHbIe TEXHOJIOTHHU, B TOM YHCJI€ TeXHOJIOTHH 3J1eKTPOHHOI0 00yUeHHUsT 1
AUCTAHIHOHHBbIE 00pa30BaTeIbHbIE TEXHOJIOTHH, HCIOJIb3yeMble MPHU 0CYLIeCTBIEHUH
00pa3oBaTeIbHOIO NMpolecca Mo JUCIUINIHHE

B nporecce 00ydeHus UCIONIB3YIOTCS cielyrolue 00pa3oBaTeibHble TEXHOJIOTUY:

AxaneMuyecKkasi JieKIus (WK JeKIHs 00IIero Kypca) — nocie10oBaTeIbHOe N3JI0KEHHE
MaTepuana, OCYILIECTBISIEMOE IPEUMYIIECTBEHHO B BHIE MOHOJOra IpernojaBaTels.
TpeboBaHMs K aKaJeMHUYECKOH JIEKIUU: COBPEMEHHBIH HAYYHBI YPOBEHb M HACBHIIICHHAsS
UHPOPMATUBHOCTh, YyO€QUTENIbHAs apryMeHTalus, AOCTYNHas W TIOHATHas pedb, YeTKas
CTPYKTypa U JIOTHMKa, HAJIW4YUE SPKUX IPUMEPOB, HAYUYHBIX J0KA3aTeJIbCTB, OOOCHOBAHM,
(bakToB.

IIpoGaemHass JeknMst — W3JIOKEHWE MaTepuaia, IPEANoyaraloniee [MOCTAaHOBKY
OpoOJEeMHBIX U JUCKYCCHOHHBIX BOIIPOCOB, OCBELICHHE pPA3JIMYHBIX HAy4YHBIX I10AXOJOB,
ABTOPCKHME KOMMEHTApHUM, CBA3AHHBIC C Pa3JM4YHBIMH MOJEISAMH HHTEPIPETAUUU H3y4aeMOIo
marepuaia. [IpobiemHast 1eKIusi HaunHAeTCsl ¢ BOIPOCOB, C OCTAHOBKU MPOOJIEMBbI, KOTOPYIO B
XO0Jle W3JIOKEHUS MaTepuajla HeoOXOJMMO peumuTh. B nekuuu coueraroTcss npoOieMHblE U
uHpopMalMoHHble Hayana. I[lpu 3TOM mpoliecc MO3HAHUS CTYJEHTOB B COTPYAHHUYECTBE HU
JUaJiore ¢ TperojaBareyeM MpUOIMKaeTcsl K MOUCKOBOM, MCCIEeI0BAaTENbCKON NESTEIbHOCTH.
Conepxanne mnpoOJieMbl pacKpbhlBaeTCs IIyT€M OpraHU3alMM IOMCKa €€ pelleHus WIN
CyMMUPOBaHUS U aHAIN3a TPAJAULMOHHBIX U COBPEMEHHBIX TOYEK 3PEHHUS.

IIpakTHYecKkoe 3aHATHE — 3aHATHE, TIOCBALICHHOE OCBOCHUIO KOHKPETHBIX YMEHUN U
HAaBBIKOB M 3aKPEIUICHUIO ITOJIyYEHHBIX Ha JICKIUH 3HAHUMH.

DneKTpOHHBIN yueOHbIN Kypc «be3onacHocTh B cOBpeMeHHON MH(POPMAIIMOHHON cpesie» Ha
iatdopme oHnaitH-o0ydeHus: DemidOnline, B koTopoMm:

— IpeAcTaBJIeHbl BUACO-JEKIUI 110 BCEM TeMaM JAUCLUUIUINHBI U MPE3EHTALUU K HUM;

— TIpE/ACTaBJIEHBI TEKCTHI JIEKIUI 110 BCEM TeMaM JIUCIUILTUHBI;

— TIpEACTaBJICHBI IPAaBUIIA TPOXOXKICHHS TPOMEKYTOTHOM aTTECTAIMH O JUCIUTUINHE;

— TIPEACTaBJICHBI TECTHl IO TeMaM JUCHUIUIMHBI Ui  CaMOCTOSITENBHOW  paboTHI
o0y4aromuxcs;

— T1mocpeAcTBOM  (GopyMa  OCYHIECTBISIETCS CHHXPOHHOE M (MJIM) aCHHXPOHHOE
B3aUMOJICHCTBHE MEXIy OOYyUYalONIMMHUCS ¥ TPErojaBaTelieM B paMKax H3YYCHUs
JUCLUTUTMHBL.

6. IlepeueHb JIMIIEH3MOHHOT0 M (MJIU) CBOOOJHO PACHPOCTPAHSIEMOr0 MPOrPaAMMHOIO
ol0ecreyeHusi, HMCNOJb3YyeMOr0 IMPH OCYLICCTBJICHHMH 00pPa30BaTeJBbHOI0 Imponecca Io
AUCHHUILINHE
B nporiecce ocymiecTBiaeHust 00pa30BaTENIbHOTO MPOIEcca UCTIONIB3YIOTCS:
— IIpOTrpaMMHOE oOecrieueHre Ui CO3JAaHUS U JIEMOHCTpPALMU  MPE3CHTALUN,
WITIOCTPALMH U IPYTUX y4eOHbIX MaTepHAJIOB:
— Microsoft Windows (B cocraBe Microsoft Imagine Premium Electronic Software
Delivery);



Microsoft OfficeSTD 2013;

Virtual Box (cBo6oano pacnpoctpansemoe 110);

Ubuntu (cBo6oano pacipoctpansemoe I10);

Kali Linux (cBoboano pacrnpoctpansiemoe I10).

— Ui TIOWCKa Yy4deOHOW smteparypbl OubOimmoreku SApl’Y — ABTOMaTH3MpOBaHHAS
oubmmoreuynas nnpopmannonnas cucrema «kBYKU-NEXT» (ABUC «byku-Nexty);

— TIpH MPOBEJICHUU JICKIIUHA UCTIONB3YIOTCS MYyJIbTUMEANITHBIC TIPE3CHTAIINN;

— TMpU TPOBEICHUU JIAOOPATOPHBIX pabOT HCHONB3YIOTCA CPEACTBA BBIYHCIUTEIHHON
TEXHUKH, TTOJICPKUBAIOIIME IEPEUNCICHHOE TPOrpaMMHOE 00ecTIeYeHuE.

7. IlepeyeHb cOBpeMeHHBIX MNpodecCHOHANBHBIX 0a3 JaHHBIX M HMHG(OPMAIHMOHHBIX
CIIPABOYHBIX CHCTEM, HCII0JIb3YeMbIX IIPH OCYLIEeCTBJICHHH 00pa30BaTeIbHOIO Mpolecca 1o
AUCHUILINHE

1. DanexTponnsblie katajgoru Hb Spl'yY

(http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php) comepxar 6ubarorpadguuecKue 3amnucu
BCEX BHJOB JIOKYMEHTOB, COCTaBISIOMMX (PoHI OMOIMOTEKH, Ha PYCCKOM M HMHOCTPAHHBIX
A3BIKAX.

2. DJIeKTpOHHAsI OUOIHOTEeKA yueOHbIX MaTepuasioB Spl'yY

(http://www.lib.uniyar.ac.ru/opac/bk_cat find.php) comepxkutr ©Gomee 2500 mONHBIX
TEKCTOB YYEOHBIX UM y4eOHO-METOJUYECKHX MaTepPHajOB IO OCHOBHBIM H3y4aeMbIM
TUCIUIUIMHAM, W3JaHHBIX B yHHBepcuTeTe. JlocTym B CceTH YHHBEpCUTETa, JHOO 1O
JIOTUHY/TIapOJIIO.

3. CnpaBouyHoO-nipaBoBas cucreMa «KoHCyJIbTaHTILTIOCH

(https://www.consultant.ru/) cmpaBOYHO-TIpaBOBas CHUCTEMa IO 3aKOHOJATEIbCTBY
Poccniickoit denepanun.

4. CnpaBo4yHo-nipaBoBas cucrema «l'apanT»

(http://www.garant.ru/)  crmpaBoYHO-TIpaBOBasi ~ CHCTeMa 10  3aKOHOJATEIbCTBY
Poccniickoit denepanun.

8. [lepeyeHb OCHOBHOI W JOMOJHHUTEILHOW Y4eOHO#H JIMTepaTypbl, PecypcoB
NH(POPMALMOHHO-TEJIEKOMMYHUKAIIUOHHOH ceTn «WHTepHeT» (NIpM HEOOXOAUMOCTH),
PEKOMEHYyeMBbIX /ISl 0CBOCHHS IHCUHUILIHHbI

a) OCHOBHasI JIUTEpPaTypa

a) OCHOBHasI JIUTEpPaTypa
1. BeszomacHocTh B coBpeMeHHON nH(popmanoHHoi cpeae. Yacts 1: yuebHOe mocobue.
B.H. Kusazes, I.M. Mypun; fpocn. roc. yu-T uM. ILI'. [lemunosa. - Spocnasib:
NHJNT O, 2021. — 158 c. [https://e.lanbook.com/book/75150]
2. Horamun, H. B. Apxurektypa xommbiotepa : yueoHoe mocobue / H. b. Jloragua. —
4-e u3n1. — Mockga : JlabopaTtopus 3nanuii, 2020. — 274 c.

0) 10MOJTHUTEJIbHAS JIATEepaTypa
1. bysza, M. K. Apxurektypa komnbiotepoB : yueOnuk / M. K. by3a. — MuHck :
Bermitmas mkoia, 2015. — 414 c. [https://e.lanbook.com/book/75150]
2. CononeBuu, A. B. Komnbrotepnsie cetu : yueOnuk / A. B. CononeBny. — MHUHCK :
PUIIO, 2021. — 208 c. [https://e.lanbook.com/book/194950]
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https://www.consultant.ru/
http://www.garant.ru/

3.

Pakutun, P. FO. KomneroTepasie cetu : yueoHoe mocodue / P. FO. Pakutun, E. B.
MockaneHKo. — bapnayn : Antl'TlY, 2019. — 340 c.
[https://e.lanbook.com/book/139182]
Kopxuk, B. Y. OcHoBbl kpuntorpaduu : yuedHoe nocodue / B. U. Kopxkuk, B. A.
AxoBneB. —  Cankr-IletepOypr:  Uatepmenus, 2017. — 312  c.
[https://e.lanbook.com/book/161359]

0) 1OMOJIHUTE/IbHAS JIUTEepaTypa

1.

Konctutynust Poccuiickoit ®denepanuu: [MpuUHSITA BCEHAPOJHBIM TOJIOCOBAHHEM
12.12.1993 ¢ u3MeHEHUsAMH, OOOPEHHBIMH B X0JI€ O0IEPOCCUICKOTO TOJIOCOBAHHMS
01.07.2020]. — JlocTyn u3 CpaBOYHO-IPABOBOM CHCTEMBI «KOHCYIBTaHTILIIOCY . —
TekeT: 2IeKTPOHHBIN.

VYronoBueiit konekc Poccuiickoit @enepannu: denepanbubiii 3akoH oT 13.06.1996
No63-D3: [mpunsat ['ocymapctBennour [ymoit 24.05.1996]: (¢ u3MeHEHUSAMH U
JIOTIOJTHEHUSIMU ). — Hocryn u3 CIIPaBOYHO-TIPAaBOBOM CUCTEMBI
«KoHCyIbTaHTILIIOCH. — TEeKCT: 2JEKTPOHHBIN.

Konexc Poccuiickoit ®enepaunu 00 aJMUHUCTPATUBHBIX MPABOHAPYIICHUSIX:
®enepanphblil 3akoH oT 30.12.2001 Nel95-®3: [mpunst ['ocynapcrBenHoit Jlymoii
20.12.2001]: (c wu3MeHeHMSIMHM U JAONONHEHUsIMH). — JlOCTym H3 CHpaBOYHO-
MpaBoBOM cucTeMbl « KOHCYJIBTaHTILIIOC). — T €KCT: 3JIIEKTPOHHBIM.

Tpynosoit kogekc Poccuiickoit @enepanuu: ®denepanbueiii 3akoH ot 30.12.2001
Nel197-@3: [mpunst ['ocymapctBennou Jymoit 21.12.2001]: (¢ u3meHeHUsAMH H
JIOTIOJTHEHUSIMU ). — Hoctyn u3 CIIPaBOYHO-TIPAaBOBOM CUCTEMBI
«KoHCyIbTaHTILTIOC». — TEeKCT: 2JIEKTPOHHBIN.

®enepanbHblif 3akoH oT 27.07.2006 Nel149-D3 «O06 undopmanuu, HHGOPMAITMOHHBIX
TEXHOJIOTHSIX M O 3amuTe wuHpopMmamuw»: [npuHAT [ocymapctBenHoit Jlymoit
08.07.2006]: (c u3MEHEHMSIMH W JOMOJTHEHHsIMH). — JlocTym u3 cHpaBOYHO-
MpaBoBOMl cucTeMbl « KOHCYJIBTaHTILIIOC). — T€KCT: 3JIIEKTPOHHBIN.

®enepanbHblil 3ak0H 0T 27.07.2006 Nel52-D3 «O nepcoHaNbHBIX JaHHBIX»: [[IPUHST
lNocynapctBennoit Jlymoit 08.07.2006]: (¢ uM3MEHEHHSIMH U JIOMOJIHEHUSIMH). —
Hoctyn w3 crnpaBouHO-IpaBoBOM  cucTeMbl «KoHcynbTanTILIFOCY. —TEKCT:
JJIEKTPOHHBIN.

[Tonoxenue o mopsiike oOpalieHust co ciy>keOHOM MHpopMareil orpaHUYEeHHOTO
pacnpocTpaHeHuss B (eiepaJibHBIX ~ OpraHax  HCIOJHHUTEIBbHOM  BIIACTH,
YIOJTHOMOYEHHOM OpraHe YIpaBJIICHHsS MCIOJIb30BAaHUEM AaTOMHOM DJHEPIHMM H
YIOJHOMOYEHHOM OpraHe 10 KOCMHMYECKOH JesITeNbHOCTU»: [YTBEpIKIEHO
ITocranoBnenuem llpaBurensctBa Poccuiickoit @enepauyn ot 03.11.1994 Nel233]:
(c U3BMEHEHUAMHU U JOMOJHEHHsIMH). — J[OCTYIl M3 CHpaBOYHO-TIPABOBON CHCTEMBI
«KoHcynbranTIUIIOC». —TEKCT: 3JIEKTPOHHBII.

TpeboBanust K 3amUTe TMEPCOHAJIBHBIX JAHHBIX MpH HX 00paboTke B
MH(POPMAIMOHHBIX CHUCTEMaxX NIEPCOHAIBHBIX JTAHHBIX: [yTBEPKI€HbI
[Toctanosnenuem IlpaButenbctBa Poccuiickoit @enepammu ot 01.11.2012 Nel119].
— Joctyn u3 cnpaBouHo-nipaBoBoi cuctemsl «Koncynprantnllmroc». —TekcT:
3JEKTPOHHBIN.

Ilepeuenp Mep, HampaBiIeHHbIX Ha oOOECIeYeHHE BBINOJIHEHUSI 00s3aHHOCTEH,
npenycMoTpeHHbIX  DenepanbHbiM  3aKOHOM «O TMEpPCOHAIbHBIX JAHHBIX» H
NPUHATBIMU B COOTBETCTBUM C HHM HOPMATHBHBIMH I[PaBOBBIMU aKTaMH,
OnepaTopamu, SIBJISIOIKUMHUCS TOCYIAPCTBEHHBIMU WJIM MYHULIUIIAJIbHBIMU OpPTaHaAMU:
[yrBepxaeH IlocranoBnenuem IlpaButenscrBa Poccuiickoii ®enepaunn  oT
21.03.2012 Ne211]: (c m3MeHEHUsIMA M AOTOTHEHUsIMHU). — JlOCTyn M3 CIpaBOYHO-
npaBoBoii cucteMbl «Koncynprantnllntoc». —TeKCT: 31eKTpOHHBIH.



10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

[Tonoxxenne 06 0COOEHHOCTAX 0OPabOTKH MEPCOHATBHBIX JAHHBIX, OCYIIECTBIISICMOM
0e3 HCIONBb30BaHUS CpPEACTB aBTOMaTH3aluMu: [yTBepxkaeHo IlocraHoBieHuem
[IpaButenscrBa Poccuiickoit @eaepanuu ot 15.09.2008 Ne687]. — Jloctyn wu3
cIpaBO4HO-IIPaBoBOM cucTeMsl «KoHcynbranTnlirocy. —TeKeT: AIeKTpOHHBIN.
TpeboBanust kK MaTeprallbHBIM HOCUTENIIM OMOMETPUUECKUX MEePCOHANBHBIX JaHHBIX
U TEXHOJOTHSM XpaHCHHWS TaKuUX JIaHHBIX BHE HMH(POPMAIIMOHHBIX CHCTEM
MEPCOHAJIBHBIX  JaHHbIX:  [yTBepxkaeHo  IloctanoBnennem  IIpaBurenbcTBa
Poccuiickoit @eaepannn ot 06.07.2008 Ne512]: (c U3BMEHEHUSIMH U JIOTIOJHEHUSIMHU ).
— JHoctyn u3 cnpaBouHo-nipaBoBoM cucteMbl «Koncynbrantnllmtoc». —Tekcr:
3JIEKTPOHHBIN.

Meroanueckue pEeKOMEHJALMKM IO YBEJOMIICHHIO YIOJIHOMOYEHHOrO oOpraHa o
Hadase oOpabOTKM NEPCOHANBHBIX JAaHHBIX M O BHECEHHHM HW3MEHEHHH B paHee
MpEeACTABICHHbIE CBEJICHUS: [yTBEepkKACHBI IpukazomM Pockomuaazopa ot 30.05.2017
Ne94]: (c usmeHeHMsIMM U JAOmNOJIHEHUsAMHU). — JlOoCTyn M3 CIpaBOYHO-IIPABOBOM
cucteMbl «Koncynprantnllmtoc». —TekcT: 3eKTpOHHBI.

TpeboBanust 1 MeTOJbl 10 OOE3IMUMBAHUIO MEPCOHATBHBIX JTAHHBIX: [YTBEPKICHBI
npukazom Pockomuamzopa ot 05.09.2013 Ne996]. — Jloctyn U3 cHpaBOYHO-
npaBoBoil cucrteMbl «KoHcynbranTnllimocy. —TeKCT: 3JeKTpOHHBIN.

CoctaB U coiepX aHHEe OPraHU3AlLMOHHBIX M TEXHUYECKHX MEp MO O00ECIeueHUIo
0€30MaCHOCTH TEPCOHATBHBIX JIAHHBIX TNPH HX 00paboTke B HH(GOPMAIMOHHBIX
CUCTEMax MepCOHAIbHBIX AaHHBIX: [yTBepkaeHbl npukazoM PCTOK Poccum ot
18.02.2013 Ne21]: (c u3MEHEHMSIMH U JOMOJIHEHUsAMHU). — JlocTyn U3 crnpaBo4HO-
npaBoBoil cuctemsl «Koncynbrantnllmtoc». —TekceT: 3eKTPOHHBIMN.

bazoBas monens yrpo3 6€30macHOCTH MEPCOHAIBHBIX JAHHBIX MpHU UX 00paboTKe B
MH(OPMAIIMOHHBIX CHUCTEMax IMepPCOHANbHBIX MaHHBIX (Beimucka): [yTBepkiaeHa
3amectutenem aupekropa ®CTIK Poccun 15.02.2008]. — Joctym U3 cripaBO4YHO-
npaBoBoil cuctembl «Koncynbrantnllmoc». —TekceT: 3IeKTPOHHBIMN.

MeTtoauka onpezeneHuss akTyalbHbIX yrpo3 0€30MacHOCTH MEePCOHAIBHBIX JAHHBIX
npu ux o0paboTke B UWH(GOPMALMOHHBIX CHUCTEMaX TMEPCOHAIBHBIX JAaHHBIX:
[yrBepxkaena 3amectuteneM aupekropa ®CTIOK Poccun 14.02.2008]. — Hdoctyn u3
CIpaBO4YHO-TIPaBoBOil cucteMbl «KoHcynbTanTnlImroc». —TeKCT: 31eKTpOHHBIN.
CocTtaB M coiepxaHHE OPraHU3alMOHHBIX M TEXHUYECKMX Mep IO OOECIeueHHIo
0€30MacHOCTH TMEepPCOHANBHBIX MaHHBIX TpU HUX 00paboTke B HMHGPOPMAIIMOHHBIX
CHUCTEMax IMEPCOHANbHBIX JAHHBIX C UCIOJB30BAaHUEM CPEJICTB KPUITOTpapuuecKon
3amuThl  UHGOpPMAIlMK, HEOOXOAWMBIX  JJI  BBINOJHEHHS  YCTAaHOBICHHBIX
[IpaButensctBoM Poccuiickoit ®denepanuu TpeOOBaHWI K 3alIUTe MEPCOHATBHBIX
JAHHBIX N7 KaXKJ0ro M3 YPOBHEH 3alllMIEHHOCTH: [yTBEpkJeHbl npukazom PCh
Poccun ot 10.07.2014 Ne378]. — J[octyn u3 CHpaBOYHO-IIPABOBOM CHCTEMBI
«Koncynprantnl Iitocy. —TeKCT: 371eKTpOHHBIH.

Metoauyeckie peKOMEHJAlMu 10 pa3padOTKe HOPMATHUBHBIX IMPABOBBIX AaKTOB,
OTIPECTISIONIUX YIPO3bl OE30MACHOCTH TEPCOHANBHBIX NAaHHBIX, aKTyallbHbIE MpPU
00paboTKe NMepCOHATIbHBIX NAaHHBIX B MH(MOPMAIMOHHBIX CHCTEMax IMEPCOHAIbHBIX
JAHHBIX, OJKCIUIyaTUPYEMbIX TIpU OCYILIECTBICHUH COOTBETCTBYIOLIUX BHUIOB
NesTeNbHOCTH: [yTBepkaeHbl pykoBojcTBoM 8 llentpa ®CB Poccum 31.03.2015
Ne149/7/2/6-432]. — Hoctyn u3 CIPaBOYHO-TIPABOBOI CHUCTEMBI
«Koncynpranrnl Irocy. —TeKCT: 371eKTpOHHBII.

I'OCT P 51275-2006 3amuta uHpopmaruu. OO6bekT uHPOpMaTuzauu. PakTopsl,
BO3JICHCTBYIOIIME Ha wHpopManuio. O0mme mojoxenus. — JlocTynm U3 crpaBOYHO-
npaBoBoii cucteMbl « TEXOKCIIEPT». —TekeT: 351eKTpOHHBII.

®nenos, M.E. Linux rmazamu xakepa. 5-¢ u3a. / ML.E. ®aenos. — CII6. : BXB-
[etepOypr, 2019. —416 c.
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21. JIaB, P. Linux. CuctemHoe nporpaMmMupoBanue. 2-¢ usf. / P. JlaB. — CII6. : ITutep,

2014. — 448 c.
22. Yopn, b. Buyrpennee ycrpoiictBo Linux. / b. Yopa. — CII6. : ITurep, 2016. — 384
C

23. Yosifovich, P. Windows Internals Seventh Edition. Part 1 / P. Yosifovich, A. lonescu,
M.E. Russinovich, D.A. Solomon. — Microsoft Press, 2017. — 784 p.

24. Intel 64 and 1A-32 Architectures Software Developer’s Manual [DnexkTpoHHbIi
pecypc] — DnekTpoH. TekcToBbie naH. —Ilocnennee obHoBnenne : 16.11.2020. —
Pexxum moctyma: https://software.intel.com/content/www/us/en/develop/articles/intel-
sdm.html.

9. MatepuajibHO-TeXHHYecKasi 6a3a, HeoOXoAUMAs /ISl OCYIIeCTBIEHUS
00pa3oBaTeIbHOIO Mpouecca Mo JMCUUIINHE

MarepuanbHO-TeXHHUECKas 0a3a, He0OX0oAUMast ISl OCYIIECTBICHUSI 00pa30BaTEIHLHOTO
npoiiecca 1o AUCLUILIMHE BKIIOYAET B CBOM COCTaB CHELMAIbHbIC TOMEICHUS:

-y4eOHble ayAUTOPUHU IS IPOBEJICHUS 3aHATUHN JIEKIIMOHHOTO TUIIA;

-y4eOHbIe ayIUTOPUH Ul MPOBEICHHs 1a00paTOPHBIX paboT, OCHAIIEHHbIE CPEACTBAMU
BBIUMCIUTEIbHON TEXHUKH, IOAJIEPKUBAIOIIMMU IIPOrpaMMHOE OOECIIEUYEHUE, YKa3aHHOE B
MyHKTE 0;

- yaeOHbIe ayTMTOPHH ISl IPOBEIECHHS TPYIIIOBBIX U WHAWBUYaTbHBIX KOHCYIJIbTAIIHIA;

- ydeOHblE ayJUTOPUU Ui MPOBEACHUS TEKYLIEro KOHTPOJIS M IPOMEXYTOUHOM
aTTecTaluu;

- IOMEUICHHUS JJIsl CAMOCTOSITENIbHON pabOThI;

- TMOMEUICHUs IS XpaHEHUS M MPOQHIAKTUYECKOTO OOCTYKMBAHUS TEXHHUYECKUX
CpEeICTB O0yUEHHSI.

[Tomemienust 111 caMOCTOSTENBHON pabOThl OOYYaIOUIMXCS OCHAILEHBl KOMITbIOTEPHOM
TEXHUKOM C BO3MOXKHOCTBIO MOAKIIOUEHHUsI K ceTu «VHTepHeT» M obecredeHneM A0cTyna B
AIIEKTPOHHYIO HH(OPMALIMOHHO-00pa30BaTeNbHYIO CPEAy OpraHU3aI|H.

Yucno nocaoyHbIX MECT B JIEKIIMOHHOM ayJUTOpUU OoJjblle JUO0 paBHO CHHUCOYHOMY
COCTaBy IOTOKAa, a B AyIAUTOPUM AJI1 NPAKTUYECKUX 3aHATUN (CEMUHAPOB) — CIHUCOYHOMY
COCTaBY I'PYIIIBI 00yYarOIIUXCS.

ABTOp(BI): Mypun JI. M., KacbstHoBa P.C.
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IMpuaoxenne Nel k padoyeil nporpamMme 1M CHUANINHbBI
«be3onmacHOCTb B COBpeMEeHHO MH(OPMAILMOHHOI cpe/e»

MoH/1 OLIEHOYHBIX CPEACTB
JJ1s1 IPOBe/IeHUs] TeKylleil U MPOMeKYTOUHOI aTTecTAlMHU CTY/IEeHTOB
1O JUCHUIINHE

1. TunoBbIe KOHTPOJIbHBbIE 32/IaHUS] UJIM HHbIE MATEPHAJIbI,
He00X0UMBbIe 1JI1 OLleHKH 3HAHUI, YMEHUi, HABBIKOB M (WJIH) ONBITA 1eATeJIbHOCTH,
XapakTepu3yomuXx 3Tansl popMupoBaHus KOMIETEHIUI

11 KOHTpOJ’ILHbIe 3alaHUd U HHbIEC MaTEpHuaJbl,
HCIMOJb3yEeMbIC B IpoLecce Telcymeﬁ aTTeCcTalumn

Tect mo Teme 1.1 IIlpaBoBbIe 0CHOBBI 00ecnevYeHN s MH(POPMAITMOHHON 0€30MACHOCTH

Kakue nomnoxxeHus, cBsi3aHHBIE C BOIpocamMu 0oOpaOOTKM HMH(pOpMAlMU, 3aKPEIJIeHbI B
Koncturynuu Poccuiickoit ®enepannn?

a) [IpaBo Ha HEMMPUKOCHOBEHHOCTh JTUYHOW U CEMEWHON TalHBI.

6) IIpaBo Ha 00pabOTKY MH000H HHDOPMAIIH JTFOOBIM BO3MOKHBIM CIIOCOOOM.

B) 3ampet Ha 00pabOTKy MH(OPMALIMK O YACTHOW KHU3HU JIMla 6€3 ero coraacus.

r) [IpaBo Ha nosyyeHue rpaxkJlaHaMu JI0IycKa K TOCyJapCTBEHHOM TaliHe.

Kakue Buapl uHdopmamuu o0s3arenbHO TpeOyercs 3alluilaTh B COOTBETCTBHM C
3aKoHoaarenbcTBOM Poccuiickoit denepanuu:

a) Undopmanus s ciry>keOHOro MoJIb30BaHMSL.

0) IlepconanbHBIC TaHHEBIE.

B) ['ocynapcTBeHHas TaiiHa.

r) BpaueOnas Taiina.

1) Bee nepeuncnennsie.

B coorBerctBun ¢ ®enepanbHbiM 3akoHOM «0O0 wuHpopmanuu, HUHPOPMAIUOHHBIX
TEXHOJIOTUSX U 3alluTe HH(pOopMauu» HH(POPMALHS — 3TO:

a) JIroOble naHHbIe, IpeACTaBICHHbIE HA MATEPHAIbHOM HOCHUTEIIE.

6) CBenenus (cooOlieHus], JaHHbIE), HE3aBUCUMO OT ()OPMBI UX MPECTABICHHUS.

B) He sHeprus u He matepus.

r) CBeneHusi, BOCOpUHUMAaEMbIe YEIOBEKOM M (MJIM) CIIEUATbHBIMU yCTPOHCTBAMU
KaKk oTpaxeHue (aKTOB MaTepUaIbHOIO WM JyXOBHOTO MHpa B IIpolecce
KOMMYHUKAIIH.

Uro u3 mepedyucIeHHOro MOXHO paccMaTpuBaTh Kak 0a3y JaHHBIX B COOTBETCTBHH C
3aKoHoaarenbCcTBOM Poccuiickoit denepanuu:

a) EXCEL Tabawuiy ¢ ynmopso4eHHON U CTPYKTYpUPOBaHHON HH(OPMAITHEH.

6) daiin popmara DOC, B KOTOPOM CO3aH CIHCOK CIyIIaTeae TOi MporpaMmBbl.

B) KapToTeky peructpaTypsl yupekaeHUs 3paBOOXPaHEHHUS.

r) Bee nepeuncnennsie.

[lemocTHOCTH MHpOPMALIUH — ITO:

a) OOs3arenbHOE IS BBINOJHEHUS JIMIIOM, MOJYYHMBIIUM JOCTYIl K OINpeeeHHON
uH(popMalnu, TpeOOBaHHWE HE MepeaaBaTh TaKylo HH(OPMAaLHI0 TPETbUM JHIaM 0e3
corJiacusi ee ooyajgaress.

0) CoctosiHre nHGOPMAIINH, TIPU KOTOPOM OTCYTCTBYET JIt000€ ee M3MEHEHHUe 100
U3MEHEHHE OCYIIECTBISETCS TOJIBKO MPEeIHAMEPEHHO CYOBEKTaMH, UMEIOIIUMHI Ha HETO
paBo.

B) Bo3MOXXHOCTD moNyyeHHs MHPOPMALIUU U €€ HCIIOIb30BaHMS.

Ha teppuropuu Poccuiickoit @eaepaiuum 3anpemnieHo pacnpoCcTpaHeHHE:
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7.

8.

9.

a) Madopmaruu, koTopas HarpaBjeHa Ha Tporaraiay BOWHEI.

0) Kommepueckoii TaifHbl.

B) MH(DOopMaIim, KOTOpast HarpaBiieHa Ha Pa3KUTaHUE PEIIUTHO3HOW HEHABHUCTH.

r) [lepcoHanbHBIX TAHHBIX.
['paskJaHWH WK FOPUIMYECKOE JIUII0, OCYIIECTRIISIONINE NESITEIbHOCTD 110 SKCIUTyaTalluu
WH(OPMAIIMOHHON CUCTEMBI, B TOM YHCJIE TI0O 00paboTKe HHPOPMAIIIH, COACPKAIICHCS B
ee 0a3ax JaHHBIX — 3TO:

a) Obnanarens HHPOPMALIUH.

6) Oneparop UHGOPMAITMOHHON CUCTEMBI.
Ecnu He onpeneneno nHOTo, ONepaTopoM HHPOPMALMOHHOW CUCTEMBI SIBIISETCS:

a) ObnanaTenp HHGOPMAIIHIH.

0) CoOCTBEHHUK HCIONB3YEMBIX UIsi 00paboTKM copepxaiieiics B 0azax JaHHBIX
WH(POPMAIIUU TEXHHUYECKUX CPECTB.

B) Jlumo, ompexensiomee NeMH 0O0pabOTKH HWHGPOPMAIUU U  OCYIIECTBIISIONICE
00paboTKy HHPOpMAITIH.
He moxeT ObITh OrpaHUYCH JOCTYII:

a) K nadopmanmu o cocToSIHUM OKpYIKarOIIeH Cpe/ibl.

0) K mepcoHa pHBIM JaHHBIM TOCYJAPCTBEHHBIX TPaXKIAHCKHUX CITYKAIUX.

B) K nHpopManmm, XpaHsimencst B OTKPBITHIX (hoHIaX OMOIHOTEK.

r) K cBenenusiM o 3010T0BaOTHBIX 3anacax Poccuiickoit @eneparuu.

10. KaKon OTBCTCTBCHHOCTb MOXKET IIOBJICUb HAPYUICHUC Tpe60BaHHfI CDeI[epaJ'IBHBIX

1.

2.

3aKOHOB:
a) YTOJIOBHYIO.
0) ducuumnunapHyio.
B) AIMUHHUCTPATUBHYIO.
r) ['paxnancko-nipaBoByIo.
1) Bee nepeuncnennsie.

Tect mo Teme 1.2 3amuTa nNepcoHANbHBIX TaHHBIX

IlepcoHanbHbIE JaHHbBIE — 3TO:

a) CpeneHusi 0 CyOBEKTE MEPCOHATBHBIX ITAHHBIX HE 3aBUCUMO OT (OPMBI UX
IPEe/ICTaBICHHUS.

0) Jlro6ast undopmanusi, OTHOCAIIASICS K NMPSAMO UM KOCBEHHO OIpPENEeIEHHOMY HIIN
ornpenenseMoMy pU3NIECKOMY JINIY (CyOBEKTY MEePCOHATBHBIX JAHHBIX).

B) JlroGast mHbopMmaius, OTHOCAIIAsCS K ONPENEICHHOMY WIH OIpelensieMoMy
¢duznueckomy JuIy (CyObeKTy MepCOHAIbHBIX JAHHBIX).

r) Jlro0as mHpopmaius, oTHOCAIIAsICS K ONPEICICEHHOMY WJIU OIpejAessieMoMy Ha
OCHOBAaHMHU Takoi MH(popManu pusnueckoMy ULy (CyObEKTy MepCOHANBHBIX JAHHBIX),
B TOM YHCJIE ero (aMIIus, UMsl, OTYECTBO, TOJI, MECSII, 1aTa U MECTO POXKACHUS, aJIpec,
ceMeliHOe, coLMalbHOE, MMYILECTBEHHOE TOJOXKEHUEe, oOpa3oBaHue, Mpodeccus,
TOXOJIBI, IpyTast HHPOpMAITHSI.

Ha kakue oTHOLIEHMS HE pacmpocTpaHsercs JeicTBue QenepaibHOro 3akoHa «O
NIEPCOHATBHBIX JAHHBIX»?

a) Ha 00paboTKy mepcoHaNbHbIX JaHHBIX, OTHECEHHBIX B YCTAHOBJICHHOM MOPSJIKE K
CBEJICHUSIM, COCTABIISIFOIIINM T'OCY/IapCTBEHHYIO TaifHYy.

6) Ha 00pa0boTKy nepcoHaNbHbIX JaHHBIX, HEOOXOAUMYIO JUISl OCYIIECTBIICHUS TpPaB
¥ 3aKOHHBIX HHTEPECOB OIEPaTOpa WIIN TPETHUX JIUII.

B) Ha 00paboTKy TmepCOHANBHBIX JaHHBIX, HEOOXOAUMYIO JUIS HWCIOJHEHUS
Cy/eOHOTO aKTa.
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r) Ha o0paboTKy mepCOHANBbHBIX MAaHHBIX (HU3UYECKUMHU JIMIIAMH HCKIFOYUTEIBHO
JUIS JINYHBIX M CEMEWHBIX HYXKI, €CJIM TPU 3TOM HE HapyIIAloTCs MpaBa CyOBEKTOB
MEPCOHAIBHBIX JAHHBIX.

n) Ha o0paGoTky mepcoHaIbHBIX MAaHHBIX, MOJICKANIMX OMYOJIMKOBAHHIO WIIH
0053aTeNTbHOMY PACKPBITHIO B COOTBETCTBUH C (eZiepaibHbIM 3aKOHOM.

e) Ha 00paboTky mepcoHaNbHBIX MJAHHBIX, HEOOXOMUMYIO [UIS OpraHU3aluu
XpaHEHUsl, KOMIUJICKTOBaHMs, y4yeTa U HCIIOJIb30BAHUS COJEPKAIIMX IEPCOHATBHBIX
JAHHBIX AapXUBHBIX JIOKYMEHTOB B COOTBETCTBHH C 3aKOHOJATEIICTBOM 00 apXWBHOM
nene B Poccuiickoit @enepanuu.
®enepanbHblif 3aK0H «O MEPCOHANBHBIX TAaHHBIX» PETYIUPYET OTHOIICHUS, CBA3aHHBIE:

a) UckimrountenbHo ¢ 00pabOTKOM MEpCOHAIbHBIX MAHHBIX C MCIOJIb30BAaHUEM
CpEeICTB aBTOMAaTH3AINH.

6) C 006paboTKOl MepPCOHATBHBIX JaHHBIX, HE3aBUCHUMO OT TOTO 00pabaThIBAOTCS JIN
OHH C MCIIOJIb30BaHUEM CPEJICTB aBTOMATH3AIMY WU HET.

B) C  00pa®oTKOI  MepCOHANbHBIX JAHHBIX C  HCIOJb30BAHHEM  CPENCTB
aBTOMATH3allMM, a TaKXke ¢ 0O0pabOTKOW NEepCOHANBHBIX JaHHBIX 0€3 HCIOJIB30BAHMUS
CPEICTB aBTOMATHU3aIlMH, €CIU Takas oO0pabOTKa COOTBETCTBYET XapaKTepy ICHCTBHIA,
COBEPILIAEMBIX C TIEPCOHAIBHBIMU JAHHBIMHU C UCIIOJIB30BAHUEM CPEJICTB aBTOMATH3AIINH.

r)C o0paboTKOW TEpPCOHANBHBIX JaHHBIX ©0€3  HCIOJb30BaHUS  CPEJICTB
aBTOMATH3AIIHH.

JleiicTBus, B pe3yjibTaTe KOTOPBIX CTAHOBUTCS HEBO3MOXHBIM 0€3 HCIOJIb30BaHUS
JIOTIOJTHUTEIPHONH MH(OPMAIIUU OIPENEIUTh MPUHAIICKHOCTh MEPCOHATBHBIX JTAHHBIX
KOHKPETHOMY CYOBEKTY IepCOHAIBHBIX JAHHBIX, — 3TO:

a) brnokupoBanue nmepcoHaNbHBIX TaHHBIX.

0) YHUUYTOXKEHHE EPCOHAIBHBIX TaHHBIX.

B) O0e3nnunBaHue MEPCOHATIBHBIX JIaHHBIX.

r) [lepeBos mepcoHaNbHBIX JaHHBIX Ha apXUBHOE XpaHEHHE.

JleWicTBUS, B pe3yNbTaTe KOTOPBIX gpemenHO TIpeKpamaeTcss o0paboTka MepCOHAIBHBIX
JTAHHBIX, — 3TO!

a) brnokupoBaHue nmepcoHaNbHBIX TaHHBIX.

0) YHUUYTOXKEHHE EPCOHAIBHBIX TaHHBIX.

B) O0e3nnunBaHue MEPCOHATIBHBIX JIaHHBIX.

r) [lepeBos mepcoHaNbHBIX JaHHBIX Ha apXUBHOE XpaHEHHE.

Kakue u3 nepeynciieHHbIX AeHCTBUN ¢ IEPCOHAIBHBIMH JTaHHBIMHU SIBIISIFOTCS. 00paOOTKOM
HEePCOHAIbHBIX JAHHBIX!

a) XpaHeHHe MePCOHATBHBIX JaHHBIX.

0) 3amuch nepcoHaNbHBIX JaHHBIX.

B) O0e3nnunBaHuE MEPCOHATBHBIX JTaHHBIX.

r) Y ajeHue nepcoHalbHbIX TaHHbIX.

C Touku 3peHus GeneparbHOTO 3aK0Ha «O TIEPCOHANBHBIX JaHHBIX)» OMEPATOp — ATO:

a) 'ocynapcTBeHHBIH opraH, MyHUIIUIIAIBHBIN OpraH, OpUINYecKoe U (pusnueckoe
JIMIIO, CAaMOCTOSITEIIFHO WJIM COBMECTHO C JIPYTHMMH JIMIIAMH OpTaHu3yIomme u (WTH)
ocymiecTBisitonue oopadotky I1J[H, a Takxke ompenensromue 1enu odpadorku [1/1H,
cocta I[1/11, moanexamux o6paboTke, neiicTBus (onepaiun), copepiaemsie ¢ [1J1H.

6) I'paxnaHuH WM IOPUIAMYECKOE JIMIIO, OCYILIECTBISIOMINE JESTEIbHOCTh 110
JKCITyaTallud MHQOPMAIIMOHHON CHUCTEMBI, B TOM uucie Mo obpaboTke mH(popManuy,
coJepxaleiicsa B ee 6a3zax JaHHBIX.

O6paboTka nepcoHaNbHBIX JAHHBIX:

a) He nomyckaercs 6e3 cornacus cyObeKTa NEepCOHAIBHBIX JAHHBIX.

0) JloikHa OrpaHMYMBATHCS JTOCTH)KEHHEM KOHKPETHBIX, 3apaHee OIpeleTIeHHBIX U
3aKOHHBIX LIEJICH.
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10.

11.

12.

13.

14.

15.

16.

B) He nomyckaercs B ciydasx HECOBMECTHMBIX C LENISMU cOOpa MepCOHaJIbHBIX
JTAHHBIX.

r) JlomkHa oCylIecTBIATHCA HAa 3aKOHHOM U CIIPaBEIMBOM OCHOBE.

O0paboTKa MepcoOHANBHBIX JAHHBIX JIOMYCKACTCS:

a) C cornacusi cyObeKkTa MepCOHANBHBIX JTaHHBIX HA 00pabOTKY €ro mepcoHaJIbHBIX
JTAHHBIX.

0) B ciywasix, ecimu oHa HEOOX0IMMAa ISl UICTIOJTHEHUS CYZ€OHOTr0 aKTa.

B) B ciyuasx, ecim oHa HeoOXoauma il OCYLIECTBICHHS NpOodEeCCHOHATBLHON
JESTENIbHOCTH JKypHAJIUMCTa M (WJIM) 3aKOHHOM JEsTeNbHOCTH CpEeACTBa MAacCOBOM
uHpOpMaLIUH.

r) B cuyuasx, eciu Benmercss oOpaboTKa MEPCOHANBHBIX JAHHBIX, MOJJIEKAIIMX
OITyOJINKOBAHHIO B COOTBETCTBUH C 3aKOHOJaTeNbcTBOM Poccuiickoit denepanui.

KTo Hecer OTBETCTBEHHOCTH 3a JCHCTBHS IOPUIMYECKOTO JHIA, KOTOPOMY MOpy4YeHa
00paboTKa NepCOHANBHBIX TaHHBIX, TIEpes] CyOBEKTOM IEPCOHANBHBIX TaHHBIX?

a) Omneparop.

0) IOpuanueckoe TuI10, KOTOPOMY MOPYUHIH 00Pa0OTKY.

B) Hukro.

r) Pockomuanzop.

B nopyuennn 006paboTKu AOTKHBI ObITh 00513aTEIBHO ONPEAETICHBI U YKa3aHbI:

a) llemm 0OpabOTKM MEPCOHABHBIX JAHHBIX.

06) CyObekThl TEpPCOHAIBHBIX MJAaHHBIX, YbH IE€PCOHAJbHBbIC JAaHHBIE OyayT
00pabaTbIBaThCS MO MOPYUYCHHIO.

B) TpeGoBaHus K 3amuTe 00padaThIBAEMBbIX ITEPCOHAIBHBIX JIAHHBIX.

r) CpeacrtBa 3amuTel HHGOPMAIMH, KOTOPbIE HEOOXOAMMO  IPUMEHSTH
IOPUJINYECKOMY JIUILY, KOTOPOMY HOpYy4eHa 00paboTKa MePCOHABHBIX TAaHHBIX.

Ha xoMm nexuT 00sS3aHHOCTH TO JIOKA3aTENbCTBY IIOJYYEHHUS COTJIACHs OT CyObBeKTa
MEPCOHAIBHBIX JTaHHBIX?

a) Ha Pockomuanzope.

6) Ha ropuanyeckoMm Juie, KOTOpOMY MOPYUYHIIN 00paboTKYy.

B) Hu Ha kom.

r) Ha oneparope.

Cornacue cyObeKTa MepCOHANBHBIX TAHHBIX JIOJDKHO BKITIOYATh:

a) [lacnopTHble naHHbIE CyOBEKTa MEPCOHAIBHBIX JAHHBIX WJIM €ro 3aKOHHOTO
IpeICTaBUTEIIS.

6) KoHTakTHBIE JaHHBIE JMIA, OTBETCTBEHHOI'O 3a OpraHU3alMI 00pabOTKU
NIEPCOHATBHBIX JTaHHBIX.

B) Anpec oneparopa.

r) damwimu, WMeHa W OTYECTBA (PU3UYECKUX JIHI, KOTOPHIE OCYIICCTBIISIOT
00paboTKy MEePCOHAIBHBIX JaHHBIX MO MOPYUYCHUIO OTIepaTopa.

B cirydae cmepTr cyOBeKTa epCOHATBHBIX JaHHBIX:

a) Ilomyware corjmacue Ha OOpabOTKY €ro HEepCOHANbHBIX JAHHBIX Tpedyercs y
HACJIETHUKOB CYOhEKTa MePCOHABHBIX TaHHBIX.

6) IlomyuaTh coryiacue Ha OOpabOOTKY €ro MepCcOHaJbHBIX JAHHBIX TpeOyercs y
PockomHuamzopa.

B) [TonmyuaTs cornacue Ha 00pabOTKY €ro MepcoHaIbHBIX JaHHBIX HE TpeOyeTcs.

K cnenmaipHBIM KaTeropusiM NepCOHATBHBIX JAHHBIX OTHOCSITCS:

a) CBeneHMsI, KacaroIuecs: pacoBOM MPUHAIEAKHOCTH.

0) CBeneHus, Kacaronuecs TpaKI1aHCTBA.

B) CBeieHMs, Kacaroluecs MOJIUTUYECKUX B3TIISAI0B.

r) CBeieHus, Kacaloluecss HHBAJIUTHOCTH.

C touku 3penus (eaepanbHOro 3akoHa «O MEPCOHATBHBIX TAHHBIX» K OMOMETPUYECKIM
MEPCOHAIBHBIM JTaHHBIM OTHOCATCS:
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a) Bce cenmeHus, KOTOpbIe XapakKTepU3YIOT (DU3UOJIOTHUYECKHE W OWOJIOTHYECKUE
0COOEHHOCTH 4eJIOBEKa, HA OCHOBAHWU KOTOPBIX MOKHO YCTAaHOBUTH €T0 JINYHOCTD.

06) CseneHusi, KOTOpble BHOCATCA B 0a3y OMOMETPUYECKHX JAHHBIX TpakIaH
Poccuiickoit @enepanuu.

B) Bce cBenmenusi, KoTopble XapakTepusyloT (pU3MOIOTrHYEecKHe M OHOIOrHyYecKue
OCOOEHHOCTH 4€JIOBEKAa, Ha OCHOBAaHUU KOTOPBIX MOXHO YCTAHOBUTH €r0 JUYHOCTb, U
KOTOPBIE UCHOJIB3YIOTCS AJIsl yCTAHOBJICHUSI €T0 JTUYHOCTH.

17.Kto o00s3aH yOeauThCs B TOM, YTO WHOCTPAHHBIM TOCYIAapCTBOM, Ha TEPPUTOPHIO
KOTOPOTO  OCYILECTBISIETCSl Iepefjaya IEepPCOHAJbHBIX JAaHHBIX, O0OecreYrBaeTcs
aJIcKBaTHAas 3alIUTa MPaB CYObEKTOB MEPCOHAIBHBIX JTaHHBIX?

a) Oneparop.

0) IOpuanueckoe IuI0, KOTOPOMY MOPYUMIH 00PaOOTKY.

B) Hukro.

r) Pockomuanzop.

18. CyObekT nepcoHaIbHBIX JAHHBIX UMEET MPaBO Ha MOJIY4YCHHE cleAyrolnel nHpopmarum,
Kacaromieicss 00pabOTKH €ro MepCOHATbHBIX JTaHHBIX:

a) [IpaBoBbIe OCHOBaHUS U 1€ 00PaOOTKH MEPCOHANBHBIX JAHHBIX.

0) [louMeHHBIN MepeyeHb COTPYAHHKOB OIEpaTopa, KOTOPhIE UMEIOT JOCTYI K €ro
MEPCOHAIBHBIM IaHHBIM.

B) CBeneHuss 00 OCYIIECTBIEHHONM WIM O HpeanoyiaraeMoid TpaHCTPAaHUYHOU
nepegavye JaHHBIX.

r) CBeICHUS O MPUMEHSIEMBIX OIEPATOPOM CPEJCTBAX 3aAIIUTHI HH()OPMAIIHH.

19.1lpaBo rpakmanmHa Ha TMody4deHHe uHoOpManMM, Kacaromeics o0paboTKU ero
MIEPCOHATBHBIX JJAaHHBIX, MOJKET OBITH OTPAHUYCHO:

a) Ha ocHOBaHuU 3asBIEeHUs APYTOTO CYOBEKTa MEPCOHATBHBIX TaHHBIX.

0) B ciyuasx, ecnmu o0paboTKa MEpCOHATBHBIX JaHHBIX OCYIIECTBISETCSA B CIydasX,
MPEAyCMOTPEHHBIX 3aKoHOAATenbCcTBOM Poccuiickoii @Penepauuu O TPaHCIIOPTHOM
0€30MacHOCTH.

B) B ciyuasx, ecnu oOpaboTka MEepCOHANBHBIX JAaHHBIX OCYIIECTBISIETCS B IIENSAX
000pOHBI CTpaHbl, 0€30MaCHOCTH IOCYJapCTBa U OXPAHbI IPABOMOPSAKA.

r) B cnywasx, ecnmu o6paboTka mepcoHaNbHBIX JAaHHBIX OCYIIECTBISETCS B paMKax
3aKOHHOM JIeATEIbHOCTHU CPEACTBA MACCOBOM MH(OPMAILIUH.

20. KonTponb u Hag30p 3a BBIIOJIHEHHEM Mep MO0 o0ecredeHruto 0e30macHOCTH
MEPCOHANIBHBIX JIAHHBIX OCYIIECTBIISIET (OCYIIECTBIISIOT):

a) MunkomcBs3u Poccun.

6) PockomHamzop.

B) ®CBb Poccum.

r) ®CTOK Poccun.

21. Kakoii opraH rocyJapCTBEHHOH BJIacTH MMEET MPaBO O3HAKOMIICHHUS C MEPCOHAIBHBIMU
JAHHBIMHU TIPH OCYIICCTBIICHUN KOHTPOJILHBIX U TIPOBEPOYHBIX MEPOIIPHUATHH?

a) ®Cb Poccun.

6) PockomHamzop.

B) ®CTIK Poccun.

22. JIuita, BAHOBHBIE B HAPYIICHUH TIOJIOKEHUH 3aKOHOAaTeNbcTBA Poccuiickoit deneparun
B 00JIaCTH TIEPCOHANBHBIX JaHHBIX MPU 00pabOTKe MEePCOHATBHBIX JAHHBIX PaOOTHHUKA,
MOTYT OBITh TPUBJICUCHBI:

a) K yronoBHO! OTBETCTBEHHOCTH.

0) K aucruruinHapHOi OTBETCTBEHHOCTH.

B) K anMuHHMCTpaTUBHON OTBETCTBEHHOCTH.

r) K MmaTepuaibHO OTBETCTBEHHOCTH.
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Tect mo Teme 1.3 OpraHu3anmoHHbIe OCHOBBI 00ecnedyeHr s HH(POPMAIITHOHHOI
0e30macHoOCTH

1. Pacnonoxute B MpPaBWIBHOM MOPSAKE 3Tambl padoT MO OOECIeYeHUI0 Oe30MacHOCTH
nHpopmanuu.
1) OnieHka cooTBETCTBHS 00BbEKTa HHPOPMATH3AIIHH.
2) BeisiBnieHue u aHainu3 HHOOPMAIIOHHBIX aKTHBOB.
3) IlpoekTupoBanue (pa3paboTKa) CUCTEMBI 3aIIUTHl HHPOPMAITUH.
4) ®opmupoBaHue TpeOOBAHUH K 3aIIMTE HHPOPMAIIUH.
5) BHenpenue cuctemsl 3aMTHl HHPOPMALIUH.
6) DKCIUTyaTausi CHCTEMBbI 3aIUThl HHPOPMAITUH.

a)1)2)3)4)5) 6).
6)4)2)3)5)1)6).
B)2)4)3)5)6)1).
r)2)4)3)5) 1) 6).

2. Ilyctb He 00e3IMUYEHHbIE NTEPCOHANIBHBIEC JAHHBIE O COCTOSIHUM 3/10pOBbS BCEX IpaKAaH
SApocnasckoil obnactu oOpabarbiBaloTCs B MH(GOPMALMOHHONW CHCTEME, JJIsi KOTOPOM
aKTyaJbHbI YIpO3bl CBA3aHHBIE C HKCIUTyaTallMeil ysS3BUMOCTEH B MPUKIIAJHOM, HO HE B
CHCTEMHOM IpOrpaMMHOM obOecrieueHun. Kakoil ypoBeHb 3alIMIIEHHOCTH JOJDKEH OBITh
YCTAHOBJIEH JUIs TAKUX NEPCOHATbHBIX JAHHBIX?

a) Y31.
6) V32.
B) Y33.
r) Y34.

3. IlycTh He 00e3MUeHHBIE TIEPCOHATTFHBIC JaHHBIE B TOM YncIie (oTorpadusi COTpYTHIKOB
HeOonpmoro (1o 10 000 coTpyIHUKOB) Npeanpuatusi oOpabaTBHIBAIOTCS B CHUCTEME
KOHTPOJISL U YIPAaBJICHUS JIOCTYTIOM, Ui KOTOPOW aKTyalbHBI yrpo3bl HE CBSI3aHHBIE C
JKCIUTyaTaluen ysa3BUMOCTEH B MPHUKIAJHOM U CUCTEMHOM MPOTrPaMMHOM 00eCIeUeHHH.
Kakoii ypoBeHb 3aIIMIIEHHOCTH JOJDKEH OBITh YCTAHOBJICH JISi TAKHUX MEPCOHATBHBIX
MAHHBIX?

a) Y31.
0) V32.
B) ¥33.
r) V34.
4. BHemHWe HapYIIUTENN PEAN3yIOT YIPO3HI:
a) VI3 BHeImHUX ceTeil cBsA3M O0IIEero NoIb30BaHUS.
6) HenocpeactseHHO B MH(GOPMAIIMOHHBIX CHCTEMAX.
B) M3 ceTeil MexyHapOAHOr0 HH()OPMAITMOHHOTO OOMEHa.
r) Haxomsce B ipeaenax KOHTPOJIUPYEMOM 30HBI.
5. Tlpumepamu BHEIIHUX HApYIIUTENEH MOTYT SIBISTHCS:
a) [Tomp3oBaTenn HHPOPMAITUOHHON CUCTEMBI.
6) Konkypupyromue opranuszanuu.
B) HenoOpocoBecTHbIE MapTHEPHI.
r) O6cayKUBarONUil MepcoHan OpraHu3alyH.
6. Ilpumepamu BHyTPEHHHX HApPYIIUTENEH MOTYT SIBIISTHCS:
a) AIMUHUCTPATOPHI 0€30MaCHOCTH MH(POPMAITMOHHBIX CUCTEM.
6) CtoponHue HU3NIeCKue JIHIa.
B) Jluia, oGecrieunBarone COnpoBOXKAEHUE TPOrPAMMHOT0 00eCIIeUeHUSI.
r) KprMuHaibHbIE CTPYKTYPBL
7. K 00BEKTUBHBIM yrpo3aM OTHOCATCS:
a) OmmOKu 00CTyKMBAIOIIETO TTEPCOHAIA.
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10.

11.

12.

13.

0) HedexTsl, cOon W OTKa3bl, aBapUM TEXHUYECKHUX CPEJCTB M CHCTEM OOBEKTOB
UH(POPMATU3AIUH, A TaK XKe CUCTEM o0ecriedyeHnss 00BEKTOB HHPOPMATHU3AIUH.

B) [Ipupoausie siBneHus, CTUXUIHBIE O€/ICTBUS.

r) @aKTOPHI COIMATBHO-TIOIUTUIECKOTO XapaKTepa.

VYrpo3sl yTeuku HHPOPMALIUKA BO3MOXKHBI TIOCPEICTBOM:

a) Bo3zgelicTBUS MpOrpaMMHBIMH CpPEACTBAMH B KOMIUIEKCE C IpeIHAaMEPEHHBIM
CUJIOBBIM 3JICKTPOMAarHUTHBIM BO3/I€HCTBHUEM.

0) [lepenaun nHGOpMAIMH 11O OTKPBITHIM KaHAJIAM CBSI3H.

B) [logkimroueHus K TEXHUYECKUM CPEACTBAM U CUCTeMaM 00beKTa HH(OpPMATHU3AIHH.

r) O6paboTku nHGOPMAIIMK HA HE3AIUIIEHHBIX TEXHHUECKUX CPelICTBaX 00paboTKu
uHpopmanuu.

YTpo3bl HECAHKIIMOHUPOBAHHOTO JIOCTYTA K MH(POPMALIUH, PEATU3YIOTCS yTEM:

a) Konuposanus nndopmannu Ha He3aperuCTPUPOBAHHBIN HOCUTENb HHPOPMAIUH.

0) XuIIeHHsI HOCUTEIIS 3aluIaeMoi HHpopMaIrm.

B) Ucmonp3oBaHuS ~ OporpaMMHOrO  OOecliedeHHMs]  TEXHHYECKHX  CpEICTB
UH(POPMALMOHHON CUCTEMBI, Yepe3 MPUMEHEHUE BPETOHOCHOT'O IPOTPAMMHOTO KOJA.

r) CujoBOro 3JeKTPOMarHUTHOTO BO3JACUCTBUA MO MPOBOJHBIM JIMHUSM CBSI3U Ha
MOPTHI BBOJA-BBIBOJIa CUTHAJIOB U TIOPTHI CBSA3H.

Kakue cpencra 3amutbl uHpOpManuu OOBIYHO MTPUMEHSIOTCS Jig OOecredeHus
Oe3omacHocTH nH(pOopMamuu, 0OpadaTeiBAcMON Ha ABTOHOMHBIX KOMITBIOTEpaX:

a) CpencTBa 3amMThl HHPOPMAIIUU OT HECAHKIIMOHUPOBAHHOT'O JOCTYTIA.

0) MexcereBble 3KpaHbI.

B) CpencrBa kpunTorpaduueckoi 3auThl HHPOPMAIIHH.

r) CpeacTBa aHTUBUPYCHOM 3aIMUTHI.

1) Cucrembl OOHApYKEHHs BTOPKEHUH.

Kakme cpenctBa 3amuThl WHGOpPMAIMK  TO3BOJSIOT  OOECIIEYHTH OE€301MacHOCTh
uH(poOpMallMK, TepelaBaeMoil M0 KaHalaM CBSI3M, BBIXOISIIUM 32 TPEAeIb
KOHTPOJINPYEMOU 30HBI:

a) CpencTBa 3a1uThl THPOPMALIUU OT HECAHKIIMOHUPOBAHHOT'O JIOCTYTIA.

0) MexceTeBble 3KpaHbI.

B) CpencrBa kpunTorpaduueckoi 3auThl HHPOPMAIIHH.

r) CucteMbl 0OHapy>KEHUS BTOP>KEHUI.

Kakoii Bum cpencts 3amuThl MHQOpPMAIMK TO3BOJSET KOHTPOIUPOBATH Pa3IMUHBIC
KaHaIIbI TTepeadn HHPOPMaIUH: SJIEKTPOHHYIO ITOUYTY, MECEHKEPHI, CheMHBIE HOCUTEIN
uHpopmanuu?

a) IPS.

6) DLP.

B) IDS.

r) CSP.

ATTecranus 00beKTOB HH()OPMATH3AIMNH — ITO:

a) JIokyMeHTaJIbHOE YJOCTOBEPEHNE COOTBETCTBUS MPOIYKIMH WM UHBIX O0BEKTOB,
NPOIIECCOB MPOCKTUPOBAHUS, IPOU3BOJICTBA, CTPOUTEIHCTBA, MOHTaXa, HAJAJKH,
OKCIUTyaTalluy, XpaHEHUs, MIEPEBO3KH, peaTn3allui W YTHIW3alUW, BBIOJHEHUS PadoT
WIA OKa3aHWs YCIyr TpPeOOBaHMSIM TEXHUYECKUX PETJaMEHTOB, IOJIOKEHHSIM
CTaHJApTOB, CBOJOB MIPABUJII MJTH YCIIOBHSIM JJOTOBOPOB.

0) [IpssMoe nau KOCBEHHOE OTpe/eiieHHue COOTI0ACHHS TPEOOBaHUH, TTPEIBIBISIEMBIX
K O0BEKTY 3aIIUTHI.

B) OdunmanbHoe MPU3HAHKE KOMIIETEHTHOCTH (PU3UYECKOTO WM IOPUIUIECKOTO
JIMIIA BBITOJIHATH pabOTHI B ONPEACTICHHON 00acTH.

r) Kommiekc opraHu3alimoHHO-TEXHUYECKHX MEPONPUATUN, B pe3ysibTaTe KOTOPBIX
MOCPEJCTBOM CHEIHMAIBHOTO JOKYMEHTa IMOATBEPKAACTCS, YTO OOBEKT COOTBETCTBYET
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14.

15.

16.

TpeOOBaHUAM CTaHJIAPTOB WJIM MHBIX HOPMAaTHBHO-TEXHHYECKMX JOKYMEHTOB IIO
0e301acHOCTH HH(POPMALIHH.
Kakoli nokymeHT naer mpaBo 00paOOTKM MH(OpMAIMM C yKa3aHHBIM B HEM YPOBHEM
KOH(HICHIIMATBHOCTH?

1) JIunieH3us.

2) ATTectar akKpeaUTaIIH.

3) Cepruduxar.

4) Attectatr COOTBETCTBUSI.
Ha HacTosAmmii MOMEHT CpOK JEHCTBMs aTTecTaTa COOTBETCTBUS HH(OPMALMOHHON
CHCTEMBI, B KOTOpOW 0OpabaThiBaeTCsi KOH(pHIEHIMATbHAsA HH(OPMAIHSL, B CIIy4ae, eCiu
B XOJI€ €€ IKCIUIyaTalliy, B Hee HEe BHOCATCS CYILIECTBEHHbIE H3MEHEHMsI, COCTABIISCT:

a) 3 rona.

0) 5 ner.

B) Bechb cpok skcmutyaranuy nHGOPMAIIMOHHON CUCTEMBI.
TectupoBaHue Ha IPOHUKHOBEHUE — ITO CKOpEe:

a) AHanu3 ysi3BUMOCTEH HH(POPMAIIMOHHON CHCTEMBI.

6) WcnoblTanus cucTembl 3allUThl MUH(GOPMAIMKM IMYTEM OCYIIECTBIEHHUS HOIBITOK
HECAaHKIIMOHUPOBAHHOTO AOCTYyMA (BO3ACHCTBUS) K NH(GOPMAIIMOHHOH CHCTEME.

TecT mo Teme 2.1 ApxuTeKTYpa KOMIBIOTEPa

3a HEeMmoCPECTBEHHOE BHITIOJIHEHHUE ONEPaIlii B IIPOLIECCOPE OTBEYACT:
a) ApupMeTHKO-IOTUYECKOE YCTPOICTBO.
0) Kour-namsite.
B) biiok ympaBienus..
r) Perucrpsl.
Ucnone3ys 10 OuT st aapecany siueek maMmsTh pasmepoM | OaillT, MBI cMOXKeM
00€ecTeunThb aapecaliio CIeaymero o0bemMa naMsTh:
a) 10 Gaiit.
6) 80 Oaiir.
B) 1024 Gaiir.
r) 1024 6ur.
Pacnionoxxute B mopsiike yBenudeHust 00beMa mamsTH.
a) Ctpanura.
0) bur.
B) CrnoBo.
r) bank.
n) Sueiika.
Pacrionoxxute BUIBI TaMSATH B TOPSAKE YBETUYCHUNU CKOPOCTH PaOOTHI.
a) Peructpe! mporeccopa.
0) TBeproTenbHbIC HAKOMTUTEIH.
B) OcHOBHas (OriepaTUBHAs) TAMSTh.
r) ONTHYECKHUE JUCKH.
1) MarHuTHBIE KECTKUE JUCKHU.
e) Komr-nmamste.
Kaxkas xoHmeniust 00bIYHO peasiu3yeTcsi B MPOIECCOpax BUACOKAPT?
a) MHOXeCTBEHHBIN MOTOK KOMaH/l, MHOKECTBEHHBIN MOTOK JaHHBIX.
6) OTMHOYHBIN MOTOK KOMaH/I, MHOKECTBECHHBIN IMOTOK JaHHBIX.
B) MHOKECTBEHHBIH MMOTOK KOMaH/1, OTAHOYHBII MOTOK JaHHBIX.
r) OAMHOYHBIN TOTOK KOMaHI, OAMHOYHBIH MOTOK JaHHBIX.
J171s1 COBpEMEHHBIX MarHUTHBIX KECTKUX JIUCKOB XapaKTEepPHO:
a) bonbmias cToMMOCTh IO OTHOUIEHHIO K TBEPAOTEIbHBIM HAKOTUTEIISM.
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0) IocrenenHoe n3HAIIMBAHUE TPAH3UCTOPOB.
B) Haymmume MexaHMYECKHUX 3JIEMEHTOB.
r) Pacnonoxenune KOHTpoIUIepa Ha MATEPUHCKOM TLIaTe.
1) Bonpmmii 00beM mamMsTH MO0 CPABHEHUIO C TBEPOTEIbHBIMUA HAKOMIUTEIISIMHU.
7. Kakas mmuHa Haubosee pacnpocTpaH€HAa Ha TEKyIIMH MOMEHT B IEPCOHAJIbHbBIX
KOMITBIOTEpAX:
a) ISA.
0) PCI.
B) PCI EXxpress.
r) SCSI.
8. Ilycth TakTOBast yacToTa MIMHBI KOMIIbIOTepa cocTaBigeT 5 I'T'1. 3a ouH TakT Mo muHe
MOJKHO mepeaars 16 6ut. OueHuTe CKopocTh nepenayn nHpopMauu mno muHe?
a) 80 MeraOuT B CEeKyHy.
0) 10 ['urabaiit B cexyHmy.
B) 80 ['urabaiit B cekyHmy.
r) 21 T'urabaiit B CeKyH1y.
9. Jlns mpoeKIMOHHO-EMKOCTHBIX CEHCOPHBIX IKPAHOB XapaKTEPHO:
a) Beicokast CKOpOCTh OTKIIMKA MPH KacaHUH.
6) Bo3MOXHOCTB yIpaBieHUs Pa3IMUYHbIMU YCTPOICTBaMHU.
B) [Tommeprxka multi-touch.
r) HeBO3MOXKHOCTB OIpE/ICIICHUS CUITbI HAXKATHSI.
n) [IpoGnema «aBoEHUA».
10. DnemeHTaMM KUAKOKPUCTATIINYECKOTO MOHUTOPA SIBJISIOTCA:
a) JlyueBas TpyOKa.
0) Mcrounuk cBera.
B) KK-matpua.
r) I13C-matpwuiia.
1) DIEKTPOIBI.
11. Kakoii anemMeHT npuHTepa OTBeuaeT 3a (PUKcaluio ToHepa Ha Oymare:
a) ®ortoBa.
6) TepmoBat.
B) Ponuk mepenoca.
r) Ban momauu ToHepa.
12. HazHavyeHuneMm na3epa B IIBETHOM MIPHHTEPE SBIISIETCS:
a) Hanecenue Tonepa Ha ¢otoBa.
0) duxcamus ToHEpa Ha Oymare.
B) Y1aneHue Hecylux 3apsi1 2JIEMEHTOB ¢ ()OoTOBaA.
r) [Togaya OGymaru B ipuHTED.
13. Dnementamu 1udpoBoil BeO-KaMepsl ABISAIOTCS:
a) doromeHka.
0) OOBeKTHB.
B) [13C-marpuia.
r) ®ukc-dokyc
n) Ipormeccop.
14. J1na KoHIeHCATOPHBIX MUKPO(QOHOB XapaKTEPHO:
a) Cnabast 9yBCTBUTEIHHOCTb.
0) YCcTOMUUBOCTh K yJapam.
B) BrICOKast 4yBCTBUTENBEHOCTS.
r) 3aBUCHMOCTh OT TApPaMETPOB OKPY>KAIOILEH Cpebl (TeMIepaTypsbl, BIAXKHOCTH).
n) [IpuMeHeHue B CTyAUAX 3BYKO3AIUCH.

Tect no Teme 3.1 BBenenue B ”H(OPMAIMOHHYIO 0€30MACHOCTH ONEPANMOHHBIX CHCTEM
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IIycts B OC peann3oBaHO JHUCKPELMOHHOE YIIPABIEHHUE IOCTYIIOM CO CIEAYIOIHUMU
npaBaMu: uTeHue(r), 3amuch(w) u ucnoiaHeHue(X). IlpucyrcTByer dainm mpriioKeHus
«KanpkynsTop.exe» €O cleayronuMm crnuckom npoctyna: (Amuca: rwx), (bopuc: rx).
Bri6epute npaBusibHbIC YTBEPKICHUS:

a) Airca MOXeT 3aIlyCTUuTh npuioxeHue «KaapkysTop.exey.

0) bopuc He MoxeT 3anmycTuTh mpuiioxkenue «Kanpkyastop.exe».

B) AJlHca HE MOXKET U3MEHHUTH CoJiepkuMoe Qaiiia «KaabKysarop.exe».

r) Bopuc MokeT u3MeHHuTh cojiepxkumMoe Gaitna «KaabKyssitop.exe».

ITycts B OC peann3oBaHO IrpyIIIOBOE YIPABIECHUE JOCTYIIOM CO CIEIYIOIIMMHU IPaBaMu:
yteHue(r), 3anucb(w) u ucnonHeHue(x). IlpucyrcTByer daitn «Hakmamgnas.docx» co
ciaenyromum crnuckom jgoctymna: (byxranrepei: rw), (Kypeepsi: r), (Anuca: rw). B
CHUCTEME 3aJlaHbl pOJIM, B KOTOPbI€ BKJIKOYEHBbl COOTBETCTBYIOUIME I10Jb30BATEIINU:
(byxranteper: bopuc, T'anuna), (Kypeepsl: Bukrop). Breibepute mnpaBuibHbie
YTBEPKIACHUS:

a) bopuc He MoXkeT U3MEHUTH coepkumoe (daitna «Hakmamnas.docxy.

0) lamura MoxeT yuTaTh coaepkumoe daiina «Hakmaanas.docxy.

B) Bukrop MoxeT nuameHuTh conepxkumoe daiina «Haxnamanas.docxy.

r) Buktop Moxer unuTath comepxumoe daiina «HakmamHas.docxy.

1) Anrca MOXET U3MEHHTD coaepxkumoe (aiina «Hakmamanas.docxy.

IIyctb B OC peanu3oBaHO MaHJATHOE YIpaBieHue aocTymnom. [IpucyrctByer daiin
«log.txt» ¢ ypoBHeM cekpeTHOocTH 1. IIpucyTcTBYIOT mOjb30BaTen AnHca ¢ YPOBHEM
nomycka 1, bopuc ¢ ypoBaem pomycka 2 u Bukrop ¢ ypoBHeM nomycka 0. Beibepute
IIPABUJIbHBIE YTBEPKICHHUS:

a) Buktop MoxeT u3MeHUTh coziepxkumoe (aiina «log.txt».

0) Buktop Moxet untaTh comepkumoe daiina «log.txt».

B) AIrica MOXeT U3MEHUTb coepxkumoe (daitna «l0g.txt».

r) Anrca MOKeT YuTaTh cojepxumoe daiia «log.txty.

1) Bopuc moxeT nuameHuTs conepkumoe ¢aiina «log.txt».

e) bopuc moxer untaTh comepkumoe daitna «log.txty».

ITyctes B OC peanuzoBana Monensd neiaoctHocTH buba. IIpucyrcrByer daiin «log.txt» ¢
ypoBHeM 1enoctHocTH 1. [IpucyTcTByIOoT nosib3oBaTenn AMca ¢ YpOBHEM LEIIOCTHOCTH
1, Bopuc ¢ ypoBHeM nenoctHocTH 2 U Bukrop ¢ ypoBHeMm nenoctHoctu 0. Bribepute
IIPABUJIbHBIE YTBEPKICHHUS:

a) Buktop MoxeT u3MeHUTh cozepkumoe (aiina «log.txt».

0) Asca MOKeT M3MEHHTH coziepskuMoe (aiima «10g.txty.

B) Bopuc Moxer usmenuTs conepxumoe daiina «log.txty.

r) Bece Tpoe MoryT unTtaTh coaepikumoe daiina «log.txty.

Bribepure npaBuiibHbIE YTBEPKIACHUS O ayTeHTH(PUKAINUU B cOBpeMeHHbIX OC:

a) [Taponu monp30BarTenst XpaHITCs Ha JUCKE, HA KOTOPOM YCTaHOBJIEHA CHUCTEMa, B
NIEPBOHAYAJILHOM BHJIE.

0) DOtanoHHbIE 3HAYEHMs, HEOOXOIWMMBIE JUISI TPOXOXKIECHUS OHMOMETPHUYECKOMN
ayTeHTH(UKAlMK, XpaHATCA B CHCTEME B HEJOCTAaTOYHOM JJISi BOCCTAHOBIICHHS
M3HAYAIbHBIX OMOMETPHUECKUX JTAHHBIX 00bhEMeE.

B) TokeH ¢u3MYeCKH W3TOTOBIEH TakUM O0pa3oM, YTO CYUTHIBAHHE C HETO
3aKpBITOTO KJIKOYA SIBJISIETCS HEBO3MOYKHOW WA IOPOTOCTOSIIEN ONIEpaIiueii.

r) Jns ayTeHTU(HUKAIUU ¢ TIOMOIIBI0 TOKEHa B CHCTEME JIOJDKEH NPHCYTCTBOBAThH
OTKPBITHIN KJFOU MTOJIB30BATEINS], COOTBETCTBYIOINUN 3aKPBITOMY KJIFOUY Ha €r0 TOKEHE.
Uro He BXOAUT B METa/IaHHbIE (paiina (BpIOEpUTE OJJUH BapUaHT)?

a) Bpewms co3znanus (aiina.

0) Anpec KOPHEBOU TUPEKTOPUHU.

B) Bpems moaudukanuu daiina.
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10.

r) Apeca KiiacTepoB COACPKUMOTO (haiiyioB.

1) Undopmanus o Bnanensle daiina.

Bribepure BepHbIe YTBEPKICHUS O YIIPaBJIECHUH aMAThIO B coBpeMeHHbIX OC:

a) CoBpemenHble OC HCIOJIb3YIOT BUPTYaIbHYIO 1aMSATh.

6) CoBpemennble OC He 3alMIIAIOT AMATh OJHUX MPOLECCOB OT YTEHHS IPYTHMHU
IIPOLIECCAMH.

B) CoBpemennbie OC pazfessitoT O0LIyI0 MaMsTh MEXIy IIPOLECCaMH, YacTO B TAKOIl
MaMSITH HAXOAATCS OMOTMOTEKH.

r) CoBpemennbie OC HHMKOT/Ia HE BHIIPYXKAIOT YaCTH ONEPATHBHOW MaMsTH Ha JAHUCK
BO BpeMs paOOoTBhl.

1) B coBpemennbix OC nmamsaTh pa3OuTa Ha MajleHbKUE (parMeHThl, HAa3bIBa€Mble
CTpaHHIIAMHU.

Bribepure BepHbIe YTBEPKIACHUS O IUIAHUPOBILUKE:

a) [lmaHMpoBHIMK BBIIENSIET MPOIECCOPHOE BpeMs KOPOTKHMMH WHTEpPBAIaMH,
Ha3bIBAEMbIMU KBAaHTAMHU.

0) B ciydae uCHONHEHHUS MPOIECCOM HWHCTPYKIMH, IS 3aBEPIICHUS KOTOPOH
TpeOyeTcst UIMTEeNIbHOE OXHJaHHe, IJIAaHUPOBLIUK IEPEBOAMT IPOLIECC B COCTOSHUE
«3a0JI0KHpOBaH» W HE OyJeT BBIACIATH €My MPOIECCOPHOE BpEMs, MIOKa COCTOSIHHE HE
CMEHHUTCS Ha «KTOTOBY.

B) s paboThl TUIAHMPOBIIMKA TPOIECCHl JOJDKHBI CaMU IepeJaBaTh Ha HEro
ylOpaBleHUE, TaK Kak KOMIIbIOTepbl He mnpenocraBisitor OC  wmexaHu3Ma  JUIs
NEPUOIMIECKOTO MPEPHIBAHMUS BBIITOJHEHHS MOJH30BATEIHCKOTO TPOIIEcca.

r) B rmiaHupoBaHUM 1O MPUOPHUTETAM BCE IPOLECCHI C Pa3HbIMU MPUOPUTETAMHU
MOJTYYar0T MPUMEPHO OAMHAKOBOE KOJIMYECTBO BPEMEHHU.

Bribepute BepHOE yTBEpKIeHHE (BBIOEPUTE OJTUH BAPHAHT):

a) OC peanim3oBaHa amnmapaTHO B MPOIECCOPE.

6) OC peanu3oBaHa anmapaTHO B MATEPUHCKOM I1are.

B) OC — mporpammHOe oOecrieueHre, KOTOpPOE TPEIOCTABISCT MPHIOKECHUSIM
pecypchl anmnapaTHOro odecreueHusi KOMIIbIoTepa B BUJE YJOOHBIX aOCTpakiuii, HO He
YIPaBIISIET 3TUM aIlapaTHbIM 00ECTICYCHUEM.

r) OC — mporpamMmmHOe O0OeCle4YeHHe, KOTOpO€ MPEIOCTABISCT MPUIOKCHUSIM
pecypchbl  amnmapaTHOTO OOECTEYEeHHs] KOMITbIOTEpa B BHUJAC YMOOHBIX aOCTpakiuid u
yIpaBIIseT 3TUM alnapaTHbIM 00eCTIEYeHUEM.

Bri6epute BepHOE yTBEp:KIeHUE (BbIOEpUTE OJJUH BapUaHT):

a) B OC komnbroTepa ¢ OJHOSJEPHBIM NPOLIECCOPOM B KaXJblii MOMEHT BpeMEHHU
MOYET paboTaTh TOJBKO OJFH MPOIIEeCC.

6) B OC kommbioTepa € OJHOSAECPHBIM IPOLECCOPOM Yy MPOIECCOB BCeria
NPUCYTCTBYET TOJBKO OJIH MOTOK.

B) B OC kommbproTepa ¢ MHOTOSACPHBIM IPOLECCOPOM B KOHKPETHBIH MOMEHT
BPEMEHU MOTYT BBITIOTHSTCSI HECKOJIBKO MTOTOKOB OJTHOTO TIpoIiecca.

r) B OC xoMmbroTepa ¢ MHOTOSIIEPHBIM MTPOIIECCOPOM KOHKPETHBIN MPOIECC MOKET
UCTIOJTB30BaTh TOJIBKO OJTHO SIIPO TIPOIIeccopa.

Tect mo Teme 3.2 UndopManuoHHas 6€30MaCHOCTH ONEPAIMOHHBIX CHCTEM ceMelicTBa

1.

Windows

Ha ocHoBe xakux mpanHbix cyosekta OC Windows mpuHUMAET pelieHne o JocTyne?
a) XeIr 3HaYeHUEe MMapoJIsl MOJIb30BaTeNs, 3aITyCTHBIIIETO MPOIIEeCC.
0) TokeH mepeBOTIIONICHUS.
B) Unentudukarop mporecca.
r) TokeH gocrymna.
n) bazoBsIii mpropuTeT TIpoIIecca.
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Ha ocHoBe xakux manHbix 00bekta OC Windows nmprHHMAET penieHne o T0CTyre?

a) [Ipusunerun.

0) Token mocTyra.

B) [leckpurnrop 6€30MacHOCTH.

r) CUCTEMHBIH CIHCOK YIPABICHHUS JOCTYIIOM.

1) Crioco6 ayTeHTH(HUKAIIMU T0JIh30BATEIS.

Kakue npumuTrBHBIC TpaBa o0beauHsAeT B cede mpaBo ureHus OC Windows?

a) «Yrenue arpuOyTOB 0€30MACHOCTHY.

0) «UTeHne CUCTEeMHBIX aTpUOYTOBY, KITCHHE aTPUOYTOB 0E30MMaCHOCTH.

B) «UTeHne JaHHBIX».

r) «UTeHue CHCTEMHBIX aTpHOYTOB», «YTEHHE aTPUOYTOB OE30MACHOCTHY, «UTCHHUE
JTAHHBIX).

1) «UTeHue CUCTEMHBIX aTpuOyTOB», «YTEHHE aTpUOYTOB OE30MACHOCTHY, «YTCHHUE
JAHHBIX», «BBITIOJIHEHUE (AIIIOBY» U «IIEPEX0]] B TUPEKTOPHION.

BriGepuTe npaBusibHBIE YTBEPkKACHUS 0 MaHaaTHOU nonuTnke «He-3anuceiBarh-BBepx»
OC Windows:

a) OGecnieurBaeT CBOMCTBO IEIOCTHOCTH JAHHBIX.

6) ObecnieunBaeT CBOMCTBO KOH(DUICHIIMAIBHOCTH TaHHBIX.

B) Mcronib3yercsi B CHCTEME TOJIBKO ISt 00BEKTOB CETEBBIX COKETOB.

r) HesiBHO ucnonb3yercs st Bcex NTFS-gaitnos.

1) Pasperiraer 1o0CTyn Ha 3aMKCh TOJBKO CyObEKTaM C YPOBHEM IEJIOCTHOCTH PABHBIM
WTH OOJIBIIIMIM 10 OTHOIIICHUIO K YPOBHIO I[EIOCTHOCTH 00BEKTA JIOCTYIIA.

Kakue u3 nepeuncnennsix npas OC Windows npeaocTaBisieT o yMOJIYaHUIO BIaAETIbILy
¢aiina?

a) Yurate CCY /.

6) Yurats ACY .

B) Uurath comepxumoe Gaiiia.

r) Usmensts JICY/I.

n) Nsmenste CCY/I.

e) Usmensats comepkumoe ¢aiina.

Bribepere nmpaBuiibHBIE  YTBEPXKICHHS OTHOCHUTENBHO AalTOPUTMa  OMPEEICHUS
npaBoMepHocTH goctyna OC Windows:

a) IlepBeiM pelicTBUEM SBISIETCS MPOBEPKAa COOTBETCTBHS JOCTyMa MaHIATHOMN
TIOJINTUKE.

0) IIpoBepka COOTBETCTBHs JOCTyNa MaHIATHOW MOJUTHKE OCYIIECTBISETCS MOCHE
aHanu3za 3anuce JCY /1.

B) Ecin ipu mocnenoBarenbHoM aHanmu3se 3anuceii JICY /] oka3siBaeTCsl, 4TO OJHO U3
3aMpalnrnBaeMbIX MPaB 3aIMpeniacTcsi B TEKYIISH 3aMuCh, TO TOCTYT 3alPeIIaeTcs.

r) Ecnmu mpu mocnenosarenpHoM ananmu3e 3amucein [ICY]] paspemraromme mpaBa
TEeKyIIed 3alMiCH B CyMME C pa3pemialoldMHi TpaBaMy TPEABIAYIINX 3amucen
MEePEKPBUIN BCE 3alpalliiBaeMbl€ MPaBa, TO JOCTYM pa3peraeTcs.

n) Ecim B ciickax JICY /] He ObIIO 3ampelnaroimx 3ampaniiBaeMble mpaBa 3aruce,
U B TO K€ BPEMS BCE pa3pellIaolIie 3allMCH HE MEPEKPBUIN 3alpalliuBaeMble MMpaBa, TO
JOCTYT 3alpeaeTcs.

Kakas npusuneruss OC Windows mo3BoJisieT 4uTaTh JI000M (aiil BHE 3aBUCHIMOCTH OT
3a/IaHHBIX MpaB?

a) [IpuBunerus co3nanust pe3epBHBIX KOMUH.

0) [IpuBwmIerns N3MEHEHUST CHCTEMHOT'O BPEMEHH.

B) [IpuBmierus 3aBepiieHus: paboThl CUCTEMBI.

r) [IpuBuerus yBenuuenus paboyero Hadbopa.

n) [MpuBunerus cozpanus (aiia moJKaYKH.

BriGepuTte cymnocTH, He BXoAsmue B TokeH goctyna B OC Windows:
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a) SID nonk3oBarens.

0) ACVY ]l Bcex 00bEKTOB CUCTEMBI.

B) SID-bI rpymi.

r) CCY /I Bcex 00BEKTOB CHCTEMBI.

n) IMpuBuneruu.

9. BriOepuTe CyIHOCTH, BXOJIIUE B Ieckpurtop 6ezomacHocty oobekra B OC Windows:

a) SID Bnanenbiia 00bEKTA.

0) IMCKpELIMOHHBIN CIIMCOK YIIPaBJIEHUS JOCTYIIOM.

B) CHCTEMHBIH CITUCOK YIPABJICHHS JOCTYIIOM.

r) CIIMCOK TOKEHOB JOCTYyIIa MPOIECCOB, OCYIIECTBIISIOIINX JOCTYI K O0BEKTY.

1) YpOBeHb LEITOCTHOCTH.

10. Kakue w3 TMYHKTOB TPaBUIBHO ONKCHIBAIOT (WJIBTPOBAHHBI TOKEH JIOCTYIIA

aagmunauctpatopa B OC Windows?

a) YpOBEHb LIEJIOCTHOCTH yCTAHABINBACTCS CPETHIM.

0) YpoBeHb 1IEIOCTHOCTH YCTAaHABINBACTCS BHICOKUM.

B) CIMCOK MPUBWIETHHA, KOTOPHIE MOTYT MOMNACTh B (PHIBTPOBAHHBIA TOKEH, CUIBHO
OrpaHUYeH.

r) Ilpu ompenencHun mnpaBoMepHOoCcTH moctyma cpeau 3ammced JICYJ ¢ SID
aJIMAHUCTPATHBHBIX TPYII OyAyT YYTEHBI TOJBKO 3aIPEIIAOIIHE.

1) CrUCKY MPUBUICTHH OJJMHAKOBBI B OOBIYHOM M (DHUIIBTPOBAHHOM TOKEHE JOCTYIIa
aJIMAHUCTPATOPA.

Tect mo Teme 3.2 UndopmannonHasi 6€30MacHOCTb ONePAIMOHHBIX CHCTEM ceMeiicTBa
Linux

1. Ha ocHoBe kakux gaHHbIX cyObekTa OC Linux npruHUMaeT penieHue o 10cTymne?
a) SUID-6ur.
0) Sticky-our.
B) YUeTHbIC JaHHbIC.
r) UID mporiecca.
1) DNEKTPOHHAS MOJMUCH TPOrPAMMBI.
2. Kaxwue npasa npucytctByroT B OC Linux:
a) Ucnonuenue.
0) Urenwue i-node.
B) UteHue.
r) Y anenue.
1) 3amuch.
3. Jus gero cyxut SUID-6ut B OC Linux?
a) [To3Bomser 3amycTUTh NPUIIOKEHHE OT UMEHHM BiaJiesiblia (aiisia MpuIoKeHHs .
0) [1o3BossieT 3amyCTUTh NPUIIOKEHUE OT UMEHHU CYTIEpPIOIb30BaTENs.
B) [To3BousieT 3amyctuth npuinoxkenne ¢ npusmierueis CAP_SYS ADMIN.
r) [To3Bomnsiet 3anycTuth npuioxenue ¢ UID paBHBIM HYIIIO.
o)  3ampemaer  3amycK  NPWIOKEHHS  BCEM  MOJB30BaTeNsM,  KpPOMeE
CYTIepIOIb30BaTENS.
4. Yto nenaer Macka B CIHCKe yrpaBieHus goctynom gaiina B OC Linux?
a) 3aj1aeT MaKkCUMaJbHbIE IPaBa, KOTOPHIE MOKHO TOJIYYUTh U3 3aMUCEH [T TPYIII.
0) 3ajaeT MaKCUMaJIbHBIE NTPaBa, KOTOPHIE MOXKHO MOJIYYUTh U3 3alIUCH OCTAIbHBIX.
B) 3aJaeT MakCUMalbHBIC MPaBa, KOTOPHIC MOXKHO MOJYYHTh U3 3alMCH BIaJeibla
daiina.
r) 3amaeT MaKCHMaJbHBIC IIPaBa, KOTOPBIE MOXXKHO IIOJNYYHTh M3 3amuceil Juist
[IOJIB30BATEJIEH U TPYIIIL.
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10.

11.

1) 3agaeT MaKCHMallbHbIE TpaBa, KOTOPbIE MOXHO TOJYYUTh W3 3alUcell s
I10JIb30BaTENEH.
Uro Takoe cosb xemni-3HaueHus naposist B OC Linux?

a) Crpoka, KOTOpasi BBIOMpAeTCS MPH KaXKAO0M ayTeHTHU(HUKAIMU CIIyYailHO IS
obecrnieueHns 6€30MacHOCTH MapoJIs.

0) CnyuaitHo BbIOpaHHasl MPU CO3JAHUU IMAPOJsST CTPOKA, KOTOpasi CKJICHBACTCS C
XellI-3HaYeHHEM I10CJI€ BBIUHUCICHHS XelI-(DYyHKIIUU.

B) CiydaiiHO BbIOpaHHas NPH CO3JaHUU MApPOJsl CTPOKA, KOTOpask CKICUBACTCS C
napoJieM fepejl BbIUMCICHUEM Xell-(DyHKIINH.

r) JyimHa, 10 KOTOpOil ype3aeTcs mapoiib MMOJIb30BaTeNs Il KOMIIAKTHOTO XPaHCHUS
B CUCTEME.
Bribepure cymuocTy, BXOAAIINE B yueTHbIe JaHHbIe mporecca B OC Linux:

a) UID nonp3oBatensi, 3amyCTUBIIETO MPOIIECC.

0) ['pynmnsl nosp30BaTeNs, 3a11yCTUBILETO MTPOLIECC.

B) [IpuBuieruu.

r) [IpaBa ucnonusiemoro ¢aiina, 13 KOTOPOro ObUT 3aIyIIEH MPOIIECC.

1) ®nar 3¢ (heKTUBHOCTH IPHUBHICTHIA.
Bribepure cymuocTa, Bxoasmye B aTpuOyTsl 6e3onacuoctu ¢aitna 8 OC Linux:

a) Tpolika mpaB AJisl Ka)JI0H TPYIIIbI B CUCTEME.

0) [IpuBuiierumu.

B) Tpoiika mpaB Biajeibiia Qaiiia.

r) Tpoiika mpaB moJNb30BaTeNel, HE SBISIFOIIMXCS BiajeibllaMu (aina u He
BXOJISIIINX B TPYyMIy Biajaeiblia (aiia mo yMoI4aHuio.

n) Bnanenen gaitna.
Bribepure cymuoctu, Bxoadiye B aTpuOyThl 6e3onacHoctu ¢aitna B OC Linux:

a) Tpoiika npaB Jy1st KaXK0¥ TPYTIIBI B CHCTEME.

6) IlpuBnneruu.

B) Tpoiika npaB Biajeinbiia daiina.

r) Tpoiika mpaB TMoNb30BaTeieil, He SBJSIONMXCS BiaaeabllaMu (aiina u He
BXOJISIIIUX B TPYIITY BJaeNbla Qaiiia mo yMoI4aHHIo.

1) Bragenen daiina.
Kaxue nabopsl npusuieruit ects y ¢aina B OC Linux:

a) Hacnenyewmpbie.

0) Db dexTuBHBIE.

B) BHemnwue.

r) OrpaHYUBaOIIHE.

n) Paspemiennsie.
Kakyro xem-¢pyukmuto ucnons3yer OC Linux 1yst BEIYUCICHUS XEIT-3HAUYEHUS TTapoJis B
OC Linux?

a) MD-5.

0) SHA-256.

B) SHA-512.

r) SHA-3.

n) ODyHKIUA HECKOJbKO, OKOJO XelI-3HAUCHHs MapoJii XPAHUTCS HOMEp
UCTIOJIb30BaHHON XelI-(pyHKITNH.
Uro nemaer xonseriep B OC Linux?

a) OuIbTpyeT BHIBOJ KOMaH/IbI.

0) [lepenanpaBinsieT cCTaHIaPTHBIN BBIBOJ KOMaHAbl C KOHCOJM CTaHIApPTHBIN Ha BXOJ
JIPyroi KOMaH/IE.

B) [TogHrMaeT mpasa 710 mpaB Cyneproab30BaTeIs.

r) OTKJ1apIBacT BBITIOJHCHNE KOMaH bl Ha YKa3aHHBIH CPOK.
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Tect mo Teme 4.1 BBeieHne B apXUTEKTYPY JOKAJIbHBIX BHIYHCIUTEIbHbBIX ceTel

1. Kakoii nopsigok ypoBueit mogenu OS| BepHbIii?
a) Ou3nueckui, KaHaJIbHBINA, TPAHCIIOPTHBINA, CETEBOW, CEAHCOBBIN, MPEICTABICHUS,
MIPUKJIaAHOM.
0) dusnueckuii, KaHaJIbHBIN, CETEBOM, TPAHCIIOPTHBIN, CEAHCOBBIN, MPEICTABICHUS,
MPUKJIaAHOM.
B) Dusuueckuii, KaHAJIbHBIA, CETEBOM, TPAHCIIOPTHBINA, CCAHCOBBIN, MPHUKJIATHOM,
Mpe/ICTaBICHHUS.
r) DusnyecKuii, KaHaJbHBINA, TPAHCIIOPTHBIA, CETEBOH, CEAHCOBBIN, MPUKIAIHOM,
Mpe/ICTaBICHHUS.
2. Kaxue npoTOKOJIbI OTHOCATCS K TPAHCIIOPTHOMY ypoBHIO Mozenu OSI?
a) UDP.
0) ARP.
B) IPv4.
r) GSM.
n) TCP.
e) DNS.
x) PPTP.
3. Kaxkoii ypoBeHb peqHa3HAuCH IS OTIPEICIICHUS Iy TH MIepejadu JaHHbIX?
a) Ousnyeckuid.
0) CeaHCOBBIIA.
B) TpaHCIOPTHBIA.
r) [IpencraBienus.
n) KananbHbrid.
e) [MpuknaaHoii.
k) CeTeBOli.
4. Kaxue ¢uaru ucnonb3yrorcs B npotokose TCP s ycTaHOBICHUS COSAMHEHUS?
a) RST.
6) SYN.
B) FIN.
r) URG.
1) ACK.
e) PSH.
5. Kaxkue npeumymectsa ecte y FTTB?
a) Bricokast ckopocTh paboThl MIHTEpHET.
6) PaBHast ckopocTh IpreMa M nepeadu HHpopMarum.
B) HeszaBHCHMOCTH CKOPOCTH JOCTyHa OT 4YMCiia abOHEHTOB, MOJKIIOYCHHBIX K
KOMMYTaTopy.
r) OTcyTcTBHE HEOOXOIMMOCTH pa3MeIlleHHss KOMMYTaTopa MpoBaiiiepa B 31aHHH.
6. Kakwue Henocratku ectb y FTTB?
a) Huskas ckopocTh pabotsl IHTEpHET.
6) Pa3znas ckopocTh npremMa u nepeaadn HHGOpMaLuu.
B) 3aBHCHMOCTh CKOPOCTH JOCTyla OT 4YHciaa aOOHEHTOB, MOAKIIOUEHHBIX K
KOMMYTaTopy.
r) Heo0XoauMoCTh pa3MelieH st KOMMYTaTopa MpoBaiiepa B 31aHHH.
7. BbiOepuTe BepHbIE YTBEPKICHUS
a) TCP He rapanTHpyeT H0CTaBKy JlaTarpaMM.
6) UDP He rapanTupyeT JOCTaBKy JaTarpamM.
B) UDP rapantupyeT 10CTaBKy JaTarpamm.
r) TCP rapanTHpyeT TOCTaBKY JaTarpamMM.
8. Kakoit agpec 0OTHOCHTCS K aApeCHOMY MPOCTPaHCTBY |Pv4?
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9.

10.

a) 192.168.0.17
0) 129.256.0.0
B) 301.169.107.0.0.3
r) 127.0.1000.0
Kaxk paboraet xoHueHntparop (xad)?

a) IIpu mony4yeHnu makeTa JaHHBIX Xald MepechlIaeT 3TOT MAKeT Ha BCE OCTAJbHbBIE

CBOM MOPTHI.
0) I[lpm nonydyeHuu mnakera JaHHBIX Xab

cootBercTBUM ¢ Tabmumedr  MAC-ampecos.

oTOpachIBaeTCsl.
B) Ilpu mnosdydeHHM MakeTa IaHHBIX Xab

MNepeChbIaCT I3TOT IIAKCT Ha IOPT B
Ecmu  coorBeTcTBHSA HET, IIaKET

nepeCblIa€T I3TOT IIAaKET Ha IIOPT B

coorBercTBUM ¢ Tabnuieit MAC-aapecos. Eciu cOOTBETCTBUS HET, B CETh OTIIPABISAETCA

ARP-3amnpoc.
Kaxk paboraer kommyTtaTop?

a) B cjIydae, €Ciiv AJid OTIIPaBJIICMOIro MAC-az[peca HET COOTBCTCTBUS, KOMMYTAaTOP
PACChUIACT MAKEThI HA BCC IMOPThI, KPOMC MMOPTA-IIOJTydaTCIIA.
6) HpI/I IMNOJIYYCHHUU ITaKCTa AAHHBIX KOMMYTATOp HEPECHLIACT 3TOT ITAKET Ha BCC

OCTAJIbHBIC CBOH ITOPTHI.

B) KoMmyTatop XpaHUT B mamsTd TaONUIy KOMMYTAIlMH, B KOTOPOW YKa3aHO
conoctarieane MAC-aapeca 1 Homepa mopra KOMMYTaTopa.

r) Co BpeMeHeM KOMMYTAaTOp CTPOUT TaOJHILy JJisl BceX akTHBHBIX MAC-aapecos.

1) Tabmuia MAC-aipecoB KOMMYTaTOpa CTaTHYHA U HACTPAUBACTCS BPYUHYIO.

Tect mo Teme 4.2 CeTeBble Yrpo3bl H MeTOAbI IPOTHBOIEIHCTBUS UM

Kaxkue ObIBatoT MCTOYHUKY BOSHUKHOBEHUSI YSA3BUMOCTEMN?

a) OmuoKu peanu3auu.

6) Ommoku 00CIy)KUBaHHUS.
B) OmmOKK MPOSKTHPOBAHUS.
r) Omm6ku HR-oTxema.

Yro He BXoAUT B 06azoByo rpynmmy merpuk CVSS?

a) Crioco0 moy4yeHus J0CTyTIa.
0) Bausinue Ha KOH(OUAEHIIMATBHOCTb.
B) BiusiHue Ha moss3oBarels.
r) [Tokasatesnp ayTeHTH(DUKALIUH.
1) ClOXXHOCTh MOTYYEHUsI JOCTYTIA.
Kakoit rpynmsl metpuk CVSS ne cymiectByer?
a) KommiekcHas.
0) Bpemennas.
B) bazoBasi.
r) KonrekcrHas.
Kewm pazpaborana CVSS?
a) ISO.
0) FIRST.
B) WWW.
r) UCLA.
UYro He sBnsgercs merpukoit B CVSS?
a) CJI0’)KHOCTh aTaKH.
0) BimsiHue Ha TOCTYIHOCTD.
B) JIIMTEIbHOCTD aTaKH.
r) Cnoco0 moy4eHus JoCTyma.
1) ITokazarenp ayTeHTH(OUKALUH.
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10.

UYro sBIISIETCS MACCUBHOM aTakoi?

a) [IpocnymuBanue Tpaduka.

6) OTka3 B 00CTy)KUBaHHH.

B) Ou3MuecKOe HAMTAJICHUE HA OOBEKT.

r) DKCIuTyaTanus ysa3BUMOCTH.

Uro Takoe 3BpUCTUUECKUN aHAIN3?

a) Meroa, mnpeaHa3HAUYECHHBINM Aiii OOHApPY>KEHUS HOBBIX, €II€ HE BBIABICHHBIX
BUPYCOB.

0) MexaHu3M, HEOOXONMMBIA [IJI1 OTCJICKUBAHHMS HEU3MEHHOCTH (ailyioB,
JIOKYMEHTOB, peecTpa, KoHpUrypamnun o0opy10BaHusl.

B) MeToj, OCHOBaHHBI Ha MOCJIEAOBATEIBHOM MPOCMOTPE MAMSATH YCTPOWCTBA,
3arpy304HBIX CEKTOPOB, (halJIOB B MOMCKE CUTHATYP U3BECTHBIX BUPYCOB.

UYro Takoe 63K10p?

a) YacTb BpEIOHOCHOIO MPOTrPaMMHOIO OOECIEUEHUs, PEeaTu30BaHHOIO IS
COKPBITHS MPUCYTCTBUS STOTO BPEAOHOCHOTO KO U €ro JeWCTBUM.

0) Ilpunoxenue, wucnonb3yemMoe Jis JajdbHEHIIEd 3arpy3kM W 3alycka
MOJIHOIIEHHOTO BPEIOHOCHOTO MPOTrPaMMHOI0 00eCIIeYeHHUS.

B) BpemonocHoe mnporpaMMHOe o0OecneueHHue, KOTOpOe, IOMHMO MOJTYy4CHHS
KOHTPOJISI HaJl 3apaK€HHBIM YCTPOICTBOM, MBITAETCS 3aXBaTHTh IOJ CBOW KOHTPOJIb
JpyTHUE Y3IIbI CETH.

r) [IpuoxeHue, MO3BOJIAIOIIEE YIPABIATH KOMITBIOTEPOM YIAJICHHO.

Urto Takoe pyTKUT?

a) YacTh BpEIOHOCHOTO MPOTPAMMHOIO OOECIeUYeHHs, pPeaTu30BaHHOTO s
COKPBITHS IPUCYTCTBHUSI 3TOTO BPEAOHOCHOTO KOJIa U €r0 ACHCTBUM.

6) Ilpwioxkenue, wucnonb3dyemMoe JUis JajbHEWIIed 3arpy3kd W 3alycka
MOJIHOLIEHHOT'O BPEIOHOCHOTO MPOTrPaMMHOI0 00€CIIeUEeHHUS.

B) BpemoHocHoe mnporpaMmMHOE oOOecreueHHe, KOTOpPOe, IMOMHMO MONTydYCHUsI
KOHTPOJISL HaJ| 3apaKCHHBIM YCTPOMCTBOM, MBITAETCS 3aXBaTUTh TOJ] CBOH KOHTPOIIb
JpyTHUe y3JIbl CETH.

r) [IpunoxeHue, MO3BOJISIONIEE YIPABIIATH KOMITBIOTEPOM YIAJICHHO.

Yro caenyer aenarh, 4TOOBI 3aIIUTUTH c€0s1 OT BUPYCOB?

a) He 3amyckaTh NpuiioskeHust U3 HETOBEPEHHBIX HCTOYHHUKOB.

6) Cuneauts 3a UUGPOBBIMU MOAMUCSAMHM YCTaHABIMBAEMOIO IPOrPaMMHOTO
oOecrieyeHus.

B) OTKJIFOUMTH MEXKCETEBOM IKpaH.

r) Bcerma OTKpbIBaTh BJIOKEHHS OJCKTPOHHOH TMOYTHI ¢ TeMoi «BaxkHo» u
«CpouHO».

n) CBOEBpeMEHHO OOHOBJISATH  OMEPALMOHHYI) CHCTEMY H  [POTPaMMHOE
o0ecrieueHue.

e¢) Ucnonp30BaTh aHTUBUPYCHOE MTPOTPAMMHOE 00eCTIeUeHHE.

Tect no Teme 4.3 MeskceTeBbie IKPAHBI

Uto Takoe MeKCEeTeBOM IKpaH?

a) [IporpaMmHOe WM TPOrpaMMHO-TEXHHYECKOE CPEJCTBO, peanu3ytoiiee GpyHKIuu
KOHTPOJIA U q)HHBTpaHI/II/I B COOTBCTCTBHHU C 3aJaHHBIMU IIPaBUJIaAMU IMPOXOOAIINUX YCPE3
HEero NHGOPMAITMOHHBIX TOTOKOB.

6) VYcrpoiicTBOo, mpenHAa3HAaYEHHOE JJIi COCOUHEHUS  HECKOJbKHUX  Y3JIOB
KOMHBIOTepHOfI CCTH B NIPCACIIaX OAHOTO UJIN HECKOJIBKUX CCTMCHTOB CCTHU.

B) YCTpOICTBO, KOTOPOE MO3BOJISICT OPraHU30BATh JIOKATBHYIO CETh C BO3MOYKHOCTBIO
BBIX0JIa B UHTEPHET IS APYTUX YCTPOUCTB.

MexceTeBbie IKpaHbI 711 BEO-TIPHIIOKEHUH PacIoararoT:
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a) I[lepen 3amumiaemMbiM BeO-cepBepoM (TpaduK BHaAUYAE MEpEAacTCss MEKCETEBOMY
dKpaHy, 3aTeM BeO-cepBepy).

0) Ilocne 3ammmmaemoro BeO-cepBepa (Tpaduk BHadaje mepenaeTcs BeO-cepBepy,
3aTeM MEXCETEBOMY KpaHy).

B) MexceTeBOH SKpaH M 3alMIIaeMblii UM BeO-CepBep HAXOMATCS B Pa3HBIX
HOJCETAX, TPAQUK MEXTy HUMH 3aIpereH.

r) Bmecto 3ammuinaemMoro Bed-cepsepa.
[lepconanbHbIE MEKCETEBBIE IKPAHBI 11 HACTOJIBLHBIX KOMIIBIOTEPOB U HOYTOYKOB:

a) O0ecneunBalOT JOMOIHUTENBHBIN YPOBEHB 3alIUTHI OT CETEBBIX aTakK.

0) [TomHOCTBIO 3aMEHSIOT BCE OCTAIbHBIE HHCTPYMEHTAJIBHBIE CPEJICTBA 0OECIICUeHUS
0e30MacHOCTH.

B) [ToJIHOCTBIO 3aMEHSIIOT MapUIPYTU3ATOPBI, SBJISSACH IIUTFO30M IO YMOIYaHHIO JUIS
3alUIIIAaeMOr0 KOMITbIOTEPa WM HOYTOYKa.

r) IlpemocraBisiloT BCe HEOOXOJMMBIC CETEBbIC CEPBHUCHI Ui  3aIIUIIAEMOTO
KOMIIBIOTEpa UM HOYTOYKa.
[lepcoHanbHBIE MEXCETEBBIE SKpaHbI JJIS HACTOJBHBIX KOMITBIOTEPOB M HOYTOYKOB
SBIISIOTCS:

a) AnmapaTHO-TIpOrpaMMHBIMHU CPEICTBAMH 3aIUTHI.

0) Bcerma BctpoennsiMu B OC, KOTOpYHO OHHM 3allMIIAIOT; HE MOTYT OBITh
peaTn30BaHbl BHEUTHUMHU TPOU3BOIUTEIISIMH.

B) VICKIIIOYMTEILHO TIPOrPAMMHBIMHU.

r) Wckimo4ynTeibHO BHENTHUMH, HE BCTpOeHHbBIMUA B OC, KOTOPYIO OHH 3allUILIAIOT;
BCEr/la peaqn30BaHbl BHEITHUMHU IPOU3BOAUTEISIMH.
[lepcoHanbHBIE MEXCETEBbIE SKpaHbl IS HACTOJIBHBIX KOMITBIOTEPOB M HOYTOYKOB
YCTaHABIUBAIOTCA:

a) Ha xocTax, KOTOpbIe OHU 3aIUIIAIOT.

6) Ha wmapmpytusaTopax, KOTOpble yKa3aHbl Ha XOCT€ B KadecTBe MUII03a I10
YMOTYAHHIO.

B) Ha oT/e/ibHBIX KOMIIBIOTEpax.

r) Ha xoneunsix Toukax VPN.
Bribepure HecyleCTBYIOLINI BUJ] TPAHCISILIMK CETEBBIX aJIpeCcOB.

a) Jlunamuueckasi.

0) CraTuueckas.

B) C UCIMOJIb30BaHUEM TTOPTOB.

r) C UCronb30BaHUEM MOCTOB.
[I1r0361 YPOBHS IPHIIOKEHUH MO3BOJISIIOT:

a) HckmouuTh mpsiMoe B3aUMOJECHCTBHE BYX Y3JIOB IyTeM peallu3alludl poJiu
MIOCPETHHKA.

0) BBIMONHATE PYHKIMU [IUTI03a CEAHCOBOTO YPOBHS.

B) AHAJTM3UPOBATH BCE CYIIECTBYIONINE B MUPE IPOTOKOJIBI.

r) AHanM3MpOBaTh TOJNBKO MOJJICPKHUBAEMBIE JTUM MEXKCETEBBIM JKPaHOM
MIPOTOKOJIBL.
VYnpasisieMble KOMMYTaTOPbI MOTYT:

a) OcymecTBiATh QrbTpanuio Ha ocHoBe IP-aapecos.

6) Ocy1iecTBIATh (PUIBTPALUIO IO UCTIONB3YEMOMY MTPOTOKOIY.

B) OcyiecTBisaTh ¢puibTpalmio Ha ocHoBe MAC-anpeca.

r) OcymectBusars Gunbrpanuto Ha ocHoBe VLAN ID.
Bri6epuTe BO3MOKHOCTH MEKCETEBOI'0 HKpaHa.

a) Perucrpanus coObITHIA U TeHepalys OTUYETOB.

0) unbTparus Tpaduka.

B) TpaHCIIsIIIKs CETEBBIX aPECOB.

r) AyreHTr(HKaLNs M0Ib30BaTEIEH.
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1) AIMHHUCTPUPOBAHHE.

10. Kakue yTBep>KA€HHS O MPOrPAMMHOM MEXCETEBOM SKpPaHe BEPHBI?

a) IlomxomuT B cny4asx, KOrJla YCTPOMCTBO MOJb30BaTeIsl IOMENIAETCs B
HEJIOBEPEHHYIO CpeLy.

06) Ilpu ero paboTe HCHONB3YIOTCS PECYpCHl YCTPOWCTBA, HA KOTOPOM OH
(YHKIHOHUDYET.

B) [TogxomuT aist 3a1a4 CErMEHTUPOBAHMUS CETEH.

r) [TogxoauT JuIst OTACTICHUS IOBEPEHHOM YacTH CETH OT BHEIIHUX YIPO3.

1) Cuuraercsi 6oyiee 0TKAa30yCTONYUBBIM, YeM aIllapaTHbIA MEKCETEBON IKPaH.

Tect no Teme 5.1 BBenenue B kpunrorpagpuyeckue MeToabl 3alIUTHI HHpopMauu

1. Kaxnapiii mudppoTekcT MoOXKeT ObITh MOMY4eH Kak pe3yjibTaT — CIEAYIOIIEro
npeoOpa3oBaHus:
a) Ex (D«(p))-
0) Dk(p).
8) Ex(p)-
r. Dk (Ex(p)).
2. Bammdpyiite ¢ nomoupo mudpa «Atdam ciaoBo «\Worldy.
A/B|C|D|E|F|G|H|I |J |K|L M
Z| Y XIW|[VIU|IT|S|R|Q|P|O|N
a) Dlrow.
6) Svood.
B) Woild.
r) Dliow.
3. Paccummdpyiite cmoBo «Xjxoby», 3ammdposannoe ¢ momompro mmppa [as FOmus
[e3aps:
A/B|CIDIE/IF|IGIH|I|J |K|ILIM|N|O|P |Q|R|S|T|U|V XY |Z
X|Y|[Z|A|B|C|ID|E|F|G|H|I |J |[KILIMIN|O|P|Q|R|S|T|U |V
a) Tgtly.
6) Amare.
B) Crypt.
r) Vivna.
4. 3ammdpyiite cnoBo «KU3HbB» ¢ MOMOLIBIO TEPECTAHOBKH
1123 4|5
2/5/3|14
a) Hx3bu.
0) bu3mx.
B) H3bxu.
r) Ub3xH.
5. Pacumdpyiite cnoBo «1216312611» ¢ momoripto Tadbauis! Hoanbus:
112|3]4]|5|6
1/A|B|B|T|A|E
2| E[K|3 |1 |1 |K
3|JIJIMH|O|IT|P
4|/BIE|YV|D X |1
S| Y| 'B|bI| b
6| D/IO|A|*|*[*
a) benxa.
6) EsBroa.




10.

11.

12.

13.

B) Crpernxa.

r) benoxk.
BrniepBbie MeTO/1 4aCTOTHOTO KPUIITOAHATIN3a BIIEPBBIC U3TIOKUI:

a) Jleon barrtucra Anp6epru.

0) ®panuyecko CuMOHETTA.

B) AGy HOcyd fAxy6 ans-Kunau.

r) Jxuponamo Kapmano.
Jluck Anp0epTy MO3BOISIET aBTOMATU3HPOBATH!

a) [lIudp mpocroii 3amensl (0gHOAN(BABUTHBIN TIHQD).

6) MHuoroasnhaBuTHBII WUOD.

B) [lIudp nepectaHoOBKH.

r) [Torounsiii mugp.
Hcnonp3oBanue maposist i MHEMOHHUYECKOTO 3allOMUHAHUS MEPECTaHOBKU CHMBOJIOB
andaBuTa MPEIJIOKHUIT:

a) Mareo ApIKeHTH.

0) bies ne Buxenep.

B) JI>xoBanHu barTucra bemnaso.

r) IxambarTucra (>xoBanum) nemna [lopra.
[Tomemenue s neparoctparuu nepenuckd B XVII1 — XX Bekax Ha3bpIBaJIOCH:

a) bernbrit kabuHeT.

0) Taiinast KOMHaTa.

B) SlHTapHas KOMHaTa.

r) UepHblli KaOUHET.

1) Kpachslii kaOuner.
udpel, B KOTOPBIX KaKIbIi CHMBOJ OTKPBITOTO TEKCTa MpeoOpa3yercs B CHUMBOI
mmdpoTeKcTa, B 3aBUCUMOCTH OT CBOETO PACIIOJNOKEHHUS B OTKPBITOM TEKCTE M KIFOYa
HA3bIBAIOTCS:

a) MHoroandaBuTHBIMU K (pamMu.

6) baounbMu mudpamu.

B) [lorounbiMu mudpamu.

r) PoropubiMu mmdpamu.

3ammdpyiite cioBo «CJIOHy 6urpammusiM mudpom Ilneidepa.

vy q 0] b B
XK T 9 H D
I r JI b IT
M I 11 3 P
C E A bl K
1) I 111, n X

a) BABU.

0) [IIADD.

B) DI VBI.

r) BITIII3.

[Tycts mepectanoBka T npencraBiieHa CaeAyOMEH TaOIuIeH:
1/2(3]...{n-5|n-4{n-3|n-2|n-1]|n
5(6[7]...|n-1 n 1 2 3 |4

Kaxkoit Bug mmeeT nepecranoBka oObpaTHas repectaHoBke T7

a.
1123 nN—-5/n-4|n-3|n-2|n-1/|n
1123 n-5/n-4|n-3|n-2|n-1/|n
0.
1/2(3]...{n-5|n-4|{n-3|n-2|n-1]|n
413(2|...| 10 9 8 7 6 5
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1123 n-4/n-3/n-2|n-1|n
415]6 n-1] n 1 2 |3
T.
1 2 3 [4]5].../n=-3|n-2|n-1] n
n-3/n-2/n-1/njl]...|n-7|n-6|n-5|n-4
14. 3ammdpyiite ¢ moMousio oTKpeITOro kitova (8051, 5) kpunrtocucremsl RSA coobiienne
m = 10.
a) 8051.
0) 3388.
B) 1949.
r) 12.

15. Kakoe cBoO#HCTBO 0€30MAaCHOCTH TapaHTUPYET, UYTO YYACTHUKY KPHUIITOTpaduuecKoro
MPOTOKOJIA IEJIOCTHOCTU TMOJNyYEHHOTO COOOLIEHUS U €ro Co3/JaHue 10 MOMEHTa
MOJIYYEeHHUs, HO HE TAPAHTUPYET 3aIIUTY OT IIOBTOPHOM OTIPABKU COOOIICHNUS?

a) CBOMCTBO «ayTeHTH(PHUKAIUS CTOPOHY.

0) CBOIiCTBO «ayTeHTU(DHUKAINSI HCTOTHHUKAY.
B) CBOICTBO «MHBAPUAHTHOCTH OTIPABUTEIISI.
r) CBOICTBO «ayTCHTH()HUKAINS COOOICHUS .

16. Kakoe cBoiicTBO 0€30MacHOCTH TapaHTUPYET, YTO YYAaCTHUKY KPUOTOrpaduyecKoro
NPOTOKOJIA, YTO YYAaCTHUKH, HAYABIIWE HCIOJHEHHE NPOTOKOJIA, HE H3MEHHINCH C
TEYCHHEM BPEMEHU?

a) CBOMCTBO «ayTEHTHU(HUKAIHS CTOPOHY.

0) CBOIicTBO «ayTeHTU(DUKAIIHS UCTOYHUKAY.
B) CBOMCTBO «MHBAPUAHTHOCTH OTIPABUTEIISI.
r) CBOICTBO «ayTeHTH(UKALINS COOOLICHUS».

BepHblil 1 monHBIA OTBET Ha BONPOC TECTa OLEHUBaeTcs B 1 Oay, Ui MPOXOXKICHUS
TeCTa HE0OXOIMMO BEPHO U MOJHO OTBETUTH HA HE MeHee 4eM 60 MPOLEHTOB BOIIPOCOB TECTA.
Tembl NIPaKTHYECKUX 3aHATHH

Tema npakTH4eckoro 3ausitus no reme 3.1
BBenenne B uHpOpMAIHOHHYIO 6€30MACHOCTH OMEPAIMOHHBIX CHCTEM

1. OcHoBBI paboTHI ¢ TIpOIIECCAMHU, BBOIOM-BBIBOJIOM | daiiimamu B OC Windows u Linux.

Tema npakTH4eCKOro 3aHATHSA 10 Teme 3.2
NudopmannonHas 0e30MacHOCTh ONEPALMOHHBIX cUcTeM ceMeiicTBa Windows.

1. OcuoBsl o0ecneueHus oe3zomnacaoctd B OC Windows.

Tema npakTH4YeCKOro 3aHATHS MO0 Teme 3.3
HNudopmanuonHHas 6e30nacCHOCTH ONEPAIMOHHBIX CHCTEM ceMelicTBa Linux

1. OcHoBsl 00ecnieuenus oe3omacuocti B OC Linux.

TeMa npakTH4ecKoro 3ausitus mno teme 4.1
BBeneHue B apXUTEKTYPY JIOKAJIbHBIX BBIYHCIUTEIBHBIX ceTell

1. Cereoii cauddep Wireshark. 3nakoMcTBO ¢ pUIBTPaMu MAKETOB.
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TeMbl NPAKTHYECKOT0 3aHATHSA 10 Teme 4.2
CeteBble YIpo3bl U MeTOAbI IPOTUBOAEHCTBUSI UM

WNHBeHTapu3anus M TOUCK YsSI3BUMOCTEW c ucrnosib3oBanueM Open Vulnerability and
Assessment Language.

CereBoii ckaHep Zenmap. MHcmnonb3oBaHME CETEBOr0 CKaHepa Uil  BbIABICHUSA
YSI3BUMOCTEHN YPOBHS CETH.

Bupychl, uX BBIBIEHHE M YCTPAHEHHE C HCIOJB30BAHUEM CIEIMATU3UPOBAHHOTO
MIPOrPaMMHOTO O00ECTICUCHUSI.

Tembl NMPAKTUYIECKOI'0 3aHATHSA 110 TEME 4.3 Me:xceTeBble IKPaHbI

Bpanamaysp Windows. Pa3paboTka nmpaBui MEKCETEBOTO SKPAHUPOBAHUS.
Bupryansnas undpactpykrypa Eve-NG.
MeskceTeBol 3KpaH Ha TpaHUIle ceTd. HacTpolika mpaBuiI MEKCETEBOTO SKPAHUPOBAHUSI.

Tembl IPaKTHYECKOT0 3aHATHS MO Teme 5.1
Brenenne B kpunrorpaguyeckue MeTObI 3aIIMTHI HH(POPMAUN

Hcrtopuueckue mudpsl mudpoBanue 1 pacmudpoBaHue.
JlonoIHUTeIbHBIE 32JaHUA 1JI51 CAMOCTOSITEIbHOI0 pPelleHust

JononnurteabHble 3a1anusA mo Teme 1.1 IlpaBoBbie 0CHOBBI 00ecnieyeHust
HH(POPMALIMOHHON 0e30acHOCTH

Kakas wundopmanus mnpencrasnser i Bac nennocts? Kakue XapakTepucTUKH
UHPOPMaLMOHHOM Ge3omacHocTH Bbl ObI X0TeNn obecrneunTs A Takoi nHdopMaruun?
Bribepere kakoii-nmubo BuJ neHHOM ans Bac mHpopmanuu. B xakux dopmax Moxer
OBITH MpeJICTaBIIEH 3TOT BUA HHPopMauu?

[IpoananusupyiiTe: K KakuM BH1aM TailH Bl MoxkeTe umMeTh 1octyn?

IIpoananusupyiite: Kakue CBA3aHHbIE ¢ Bamy JaHHBIE MOTYT SBJIATHCSA TallHAMU?

IlOHOJIHI/ITe.TIBHLIe 3aJJaHMU4d 110 TEME 12 33HII/ITa NMEePCOHATBHBIX TAHHBIX

Onummre cxemMy HHQOPMAIIMOHHBIX TOTOKOB Bammx mepcoHaIbHBIX HTaHHBIX B
YHusepcurere.

Onummre cxeMy HHPOPMAIIMOHHBIX TOTOKOB Barmx nepcoHalbHBIX JaHHBIX B baHke.
[Ipoananusupyiite: Bcerna ju (korga 3To HeoOxoaumo) ¢ Bac B3umaroT cormacue Ha
00paboTKy TepCcOHANBHBIX NaHHBIX? Bcerma nmum 3TO MPOMCXOAUT B COOTBETCTBHH C
3aKOHOIATEIILCTBOM?

[Ipoananu3upyiiTe: B Kakux cUTyalusx Bbel maBanmu cornacue Ha o0paboTky Bammmx
crenraibHbIX JaHHBIX? He ObLI10 111 2TO M3IHUITHUM?

[Ipoananu3upyiiTe: B Kakux cUTyalusx Bel maBanmu cornacue Ha o0paboTky Bammmx
OuomeTpuuecknx qaHHbIX? He 0110 T 3TO U3MUIITHUM?

JlonosiHuTeILHBbIE 3a1aHKs 110 TeMe 1.3 Oprann3anuoHHble OCHOBBI 00ecnedyeHus
HH(}OPMANMOHHOM 0€30IacHOCTH

Pazpaboraiite Mozenb HapymuTens A Bameit tomarneit ”HPOPMAMOHHONW CHCTEMBI.
PazpabotaiiTe Moenb HapymIUTENS AJII KOMIIBIOTEPHOTO Kjlacca Y HUBEPCUTETA.
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Pazpabotaiite Mmoaens yrpo3 mis Bameit qomamneir nHQOPMaIMOHHON CHCTEMBI.

4. Pa3paboraiiTe MOJEIIb HAPYIIUTENS Il KOMIIBIOTEPHOTO Klacca Y HUBEPCHUTETA.

5. Ilpemnoxute cpeacTsa 3amuThl HHGopManuu sl Bamei momamHedn nHGopManoHHON
CHCTCMBI.

6. Ilpemmoxure cpeacrBa 3amuThl  WHOOpPMAIMU  JUII  KOMIIBIOTEPHOTO  Kjlacca
YHusepcurera.

JlonoJIHUTeIbHBIE 32JaHUA 110 TeMe 2.1 ApXuTeKTypa KOMIbIOTepa

1. U3zyunrte Bam nepcoHanabHBI KOMIBIOTED U COBPEMEHHBIE TaJKEThl, KOTOPHIMU BbI
nojab3yerech. CpaBHUTE UX XapaKTEPUCTUKU: ObICTpoJeiicTBUE, 00BEM ONEPaTUBHON U
BCIIOMOTI'aTeJIbHOM ITaMATH, CKOPOCTh 10ocTyna B IHTepHeT.

JonosHuTtenbHbIe 3a1aHus 10 TeMe 3.1 BBenenune B HH(OPMALMOHHYI0 0€30IACHOCTH
ONepPAIHOHHBIX CHCTEM

OC Windiws
1. Orxkpotite Opay3ep Internet Explorer. Haiinure ero uaentudukarop mpoiecca, OTKPHIThIC
COEMHEHUS 1 0a30BbII MPHOPUTET.
2. Ortkpoiite Opayzep Chrome. Haiimure ero wuaeHTHduKaTop mporecca, OTKPBITHIC
COEMHEHUs 1 0a30BbII PHOPUTET.
3. 3amycrute npuinoxenue «bmokHoT». Haliaure daiinbl oTkpeiThie poreccoM «BIOKHOTY
¢ moMoIbio yTuauTsl Process Explorer.

OC Linux
Haiigure 1msath caMbIX TpeOOBATENBHBIX K TAMSTH ITPOIIECCOB.
Otkpoiite Opay3ep U HallIUTe OTKPHITHIC COEAUHCHUS.
BriBequTe ComepKUMOe AUPEKTOPHH /etc.
BeiBeaure comepxumoe aupekropun /etc/schedule.

oY

JlonojiHuTeIbHBbIE 3aAaHus 110 TeMe 3.2 UndopMannonHasi 6e30MacHOCTH
onepanuoOHHBIX cucTeM cemerictBa Windows

1. Cospaiite mnonb3oBatens «Amnuca». Hasnaubte et mapons. Cozpaiite rpynmy
«HenoBepeHHbIE NOIB30BATEIN.

2. CospaiiTe TUpEKTOpHUIO, cojepkaniyro ¢ainel. HazHaupTe AJnce mpaBa JOCTaTOYHBIC
JUIS OTOOpa)KEeHUs CIIUCKOB (ailyIoB M MEPEX0I0B B IUPEKTOPUU U €€ MOATUPEKTOPHUSIX, a
TaK)ke 4YTeHMs (aillioB B IUPEKTOpuU U ee monaupekropusix. [IposeprTe, uro Anmca
MOYKET MPOCMATPHUBATh (HaiIIbI.

3. 3amperute Tpynmne «HemoBepeHHBIE IOJIB30BATENW» JIFOOOH JOCTYN K CO3IaHHOMN
JUPEKTOPUH, €€ MOJAMPEKTOpHsIM, a Takxke K ¢ailslaM BHYTPH JUPEKTOpUU U €€
MOTUPEKTOPHH.

4. Jlo6aBbTe Ammcy B rpynny «HenoBepeHnsle monszoBatenu». [IpoBepbTe, uTo Annca He
CMOJKET MpocMaTpuBaTh (aiiibl B AUPEKTOPUH.

JlonosHuTeIbHbIE 3a1aHus 110 Teme 3.3 UndopMannonHasi 6e30acHOCTb
ONepauMoOHHBIX cUCTeM cemeiicTBa Linux

1. Cozmaiite monb3oBatens «Amuca». Hasnaubre el mapons. Co3paiite Tpyrmimy
«HenoBepeHHbIE TTOJIB30BATEIIN.
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2. Co3pmaiiTe OUPEKTOpHUIO, cofepkamtyio ¢aiiasl. HaznaubTe Asnce mpaBa JOCTATOYHBIC
JUIS OTOOpa)KEHUS CIIUCKOB (DailJIOB M MEPEX0JI0B B TUPEKTOPUU U €€ MOJTUPEKTOPHSIX, a
Takke 4TeHusi ¢ailioB B IUpEKTOpuU U ee monaupekropusix. [IposeprTe, uro Anmca
MOYKET YUTATh (PaiiIbl.

3. C mnomoupl0 CHOHCKAa KOHTPOJS JOCTYymoB 3amperute rpymmne «HemoBepeHHbie
NOJIb30BATEIM» JIIOOOW JOCTYN K BHIOpaHHOMY (ailry BHyTpH nupekropun. [Tomensiite
BJIa/IeJIbIIa 3TOTO (paiiyia Ha Cynepnob30BaTes cucTeMbl. Pa3peninte B 6a30BbIX MpaBax
JOCTYTI K BEIOpanHoMYy (aiimy kogom 600.

4. ]Jlo6aBeTe Ammcy rpymmy «HemoBepeHHble mosb3oBaTenmn». [IpoBepbre, uTo Anuca He
CMOXET IPOYUTATh BEIOPAHHBIN (haiin.

I[OHOJIHI/ITCJIBHLIC 3aJlaHUA 110 TEME 4.1 BBenenne B APXUTEKTYPY JOKAJIbHBIX
BBIYHCJIUTEIbHBIX ceTel

1. HpOBepre AOCTYIIHOCTDb 1100010 HCIIOJIB3YyEMOTI'O Bamu mnouroBoro cepBEpa C
ucnonb3oBanuem ytuiutel Telnet. Cremyiite cratee https://docs.microsoft.com/ru-
ru/exchange/mail-flow/test-smtp-with-telnet?view=exchserver-2019 u caMOCTOSATEIBHO.

2. Hactpoiite moury B mnouroBom kimeHte Thunderbird. Crnenyiite craTthe
https://support.mozilla.org/ru/kb/nastrojki-konfiguracii-dlya-uchyotnyh-zapisej.

3. Paspaboraiite GuiabTpsl 11 TpocMoTpa Tosbko ucxoasmmx ICMP-3anpocos. Cienyiite
cratbe https://habr.com/ru/post/211042/.

JlonoHuTeIbHBIE 3a1aHus 110 TeMe 4.2 CeTeBble YTPO3bl H METOAbI IPOTUBO/IECTBUSA
UM

1. TlpoBeamTe MOMCK YSA3BHMOCTEH Ha CBOEM JOMAIIHEM IIE€PCOHAIILHOM KOMITBIOTEpE,
O3HAKOMBTECh C ONHMCAHUEM BBISBIECHHBIX YSI3BUMOCTEH, ONpenenuTe HACKOJIBKO OHH
KpuTH4HbI 1o mkaine CVSS, u ycrpanure ux.

2. IlpoBeppTe, ycTpaHeHa mau ys3BuMocTh CVE-2017-0144 Ha BameMm jgoMaiiHeMm
KOMITBIOTEPE, U YCTAaHOBUTE OOHOBIIEHHE OE€30MacHOCTH B CIydYae, €Cli YS3BHUMOCTb
npucytctByer. Cnenyiite craree https://support.microsoft.com/ru-ru/help/4023262/how-
to-verify-that-ms17-010-is-installed.

3. Uzyunte ys3Bumocth CVE-2014-0160, cnenys cratesam  https://xked.ru/1354/
http://mirror3.esetnod32.ru/company/virlab/analytics/2014-05-05-ujazvimost-
heartbleed.pdf.  IlepBas cratess mpeactaBasieT CcoOOi  HEOONBIION  KOMHKC,
MOKa3bIBAIOIMA, HACKOJBKO ONAacHa M JIETKO HCIOJb3yeMa 3Ta YSI3BUMOCTh. Bropas
CTaThsl TMpEACTaBiIsAeT co0OW MOAPOOHOE OMHMCAHUE YSI3BUMOCTH, IIOCIEJCTBHUS €€
WCTIONb30BaHUS M PUCKH.

JlonosiHuTeIbHBbIE 3a1aHus 110 TeMe 4.3 MeskceTeBble IKPaHbI
1. 3amenute y31b1 Hacker u Victim Ha y351bl moj ynpaBi€HHEM OINEPAlMOHHOM CHUCTEMBbI
Windows 1 oOpaTuTech K UX CETEBBIM pecypcaM 1o npoTtokony SMB. Crenyiite crathe
https://www.eve-ng.net/index.php/documentation/howtos/howto-create-own-windows-
host-on-the-eve/.

JlonosiHuTeAbHBbIE 3a/1aHus 110 TeMe 5.1 BBenenne B kpunrorpaguyeckue MeToabl
3alMThI HHpopMaLMU

1. 3ammdpyiite u pacumdpyiite coodmenne « Tebds mo0mr0!» BceMu M3BeCTHHIME Bam
UCTOPUYECKUMHU MH(PaMHU.
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KpuTtepuu oneHKkH NpakTH4eCKOr0 3aHATHS.

3a mpakTHYeCKOe 3aJaHHE BBIMOIHIETCS OJHA M3 OLEHOK: «OTJIMYHO», «XOPOIIO»,
«YAOBJICTBOPHUTEJIBbHOY, «HEYAOBJIETBOPUTEIBbHO.

OneHka «OTJIMYHO» BBICTABISETCS, €CIIM CTYJICHT aKTUBHO pabOTaeT B TEYCHHE BCETO
MMPAKTUYCCKOI'0 3aHATHA, HACT BCPHBIC W IIOJIHBIC OTBCTHI Ha BOIIPOCHI MPCHOAABaATCId H
MOKA3bIBACT MPHU 3TOM IIyOOKOE OBIJIAZICHHE JIEKIMOHHBIM MaTepUalioM, BCE YacTH 3a/aHus
BBIIIOJIHEHBI BEPHO (JIOMYCKAIOTCSI HEOOJBIIME HETOYHOCTH, HE SIBISIOIIMECS CIIEICTBUEM
HE3HaHUs WM HEMOHMMaHUs ydeOHoro marepuana). PaboTa BBINOIHEHA CaMOCTOSATEIBHO.
Pabora cnana ¢ cobmoaenrnem Bcex cpokoB. CoOumoIeHbI BCe MpaBuiia 0popMIICHHS.

OneHka «XOpoOUIO» BBHICTABJISETCS, €CJIU CTYJIEHT aKTUBHO pabOTaeT B TEUEHUE BCETO
MMPAKTUYCCKOIr'o 3aHATUA, HaCT BCPHBLIC, HO BO3MOXHO HCIOJHBIC OTBCTHI Ha BOIIPOCHI
MpenojaBaTesiss U MOKa3bIBaeT MPU 3TOM CBOOOIHOE BIAJCHHE JICKIIMOHHBIM MaTepUalIOM, BCe
YaCTu 3adaHusa BBIIIOJIHCHBI BCPHO (I[OHYCKaIOTCFI HETOYHOCTH, HE ABIAIOIUCECA CICACTBHEM
HE3HaHUs WJIM HENOoHMMaHUs ydyeOHOro Marepuana). Pabora B 1elOM  BBINOJIHEHA
CaMOCTOSITENIbHO, BO3MOKHO C KOHCYJbTallel npenojasarens. Pabora caana ¢ cobnoneHneM
BCeX CPOKOB. JlOMycKalTCsa He3HAYUTENbHbIE HEJJOUEThl B O(POPMIICHUH.

OneHka «ya0BJIETBOPUTEJIbHO» BBICTABIIIETCA B TOM Cilydae, KOI/la CTYJIEHT B LIEIOM
OBJIaJIENI CYThIO BOIIPOCOB MO JAaHHOW Teme, OOHapyXUBAeT 3HAHHE JIEKIIMOHHOTO MaTepuaa.
HpI/I 3TOM Ha 3aHATHUH BCIACT ce0st IMaCCMBHO, OA€T HCIIOJHBIC OTBETHI HAa BOIIPOCHI, JOITYCKACT
OIIMOKHU MPH OCBEUICHUH TEOPETUYECKOTO MaTepuaia, He MOXKET 00OOIIUTh U CIeNaTh YETKUE
JIOTUYECKHE BBIBOJBI. Pabora crmana ¢ omo3ganueM He Oosiee NIBYX 3aHATHM. JlomyckaroTcs
HE3HAYUTENbHbIE HEJJOUETH B O(POPMIICHUHU.

OneHka «Hey/A0BJIETBOPHTEIbHO» BBHICTABIISIETCS B CIIyyae, KOI/la CTYAEHT OOHApy KU
HECOCTOSITENIbHOCTh OCBETUThH BOMPOCHI MJIM BOIPOCHI OCBELIEHbI HENPaBUIbHO, OECCUCTEMHO, €
rpyObIMH  OLIMOKaMH, OTCYTCTBYIOT IIOHMMaHHSI OCHOBHOH CYyTH BOIIPOCOB, BBIBOJBI,
000011eHNs, OOHApYKEHO HEyMeHHe pemaTh ydeOHble 3amaud. OOyuarouuiics He MOXeT
BBITIOJIHUTH paboTy 0e3 momoinu npemnoaasatens. Pabora caana ¢ HapyleHneM CpoKoB (TT03/1HEe
yeM uepe3 J1Ba 3aHATHs). B ohopMiieHnn NpUCyTCTBYIOT 3HAUUTENbHbIE HEJOUYETHI.

1.2 Cniucok BonpocoB U (WJIM) 3aaHUI 1JIsl MPOBeIeHUsI MPOMEKYTOUHON aTTecTalnu
Bonpocsl k 3auety

1. OcHoBHbIe paBa rpaxkJiaH B cepe 00pabOoTKU U 3alIUThl HHPOPMAIUH.

2. OCHOBHBIE NPUHIUIBI MPABOBOTO PEryJMpOBaHUS B 00JacTh OOpabOTKM W 3alUThI
uH(pOpMaLUH.

3. Hudopmanus. OCHOBHBIE CBOIcTBa 0€30MacHOCTH WH(pOpMAIUU: KOH(UAECHIIUAIBHOCTD,
IEJIOCTHOCTD, IOCTYITHOCTb.

4. Buapl vHGOpMaIMK MO MOPSAKY AOCTyIA U PACIPOCTPAHEHUS.

5. Orpanunvenue noctymna Kk uHpopmarmu. 3anmra nHpopmanun. OObEKTHI 3amUTH. Buap
TalH.

6. MudopmarmoHHbIe TEXHOIOTHH U HH)OPMAITIOHHBIE CHCTEMBI.

7. OOGnangarens nHGOPMAIMK U ONEpaTop MH(HOPMAITMOHHON CHCTEMBI.

8. OTBeTCTBEHHOCTH B cpepe 00pabOTKH | 3alIUTHI HH(OPMAIIHH.

9. TlepcoHasibHBIE JaHHBIE M IPUHLUIIBI KX 00PaOOTKH.

10. Bupl mepcOHANBHBIX TAHHBIX: CTICIIHAIbHBIC, OMOMETPUUYECKHUE U OOIIEIOCTYITHBIC.
11. YcnoBust 06paboTKy epcoOHATbHBIX JTaHHBIX.

12. Cornacue Ha 00pabOTKy EPCOHATBHBIX JTAHHBIX.

13. TpancrpanuyHas nepenadya nepcoHaIbHBIX TaHHBIX.

14. TIpaBa cyOBEKTOB MEPCOHATBHBIX JaHHBIX.
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15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
217.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.

38.
39.
40.

41.
42.
43.
44,
45.
46.
47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.
60.
61.
62.

Omneparop nepcoHaNbHBIX JaHHBIX U €r0 00A3aHHOCTH.
Mepsl obecrieueHust 0€30MaCHOCTH MEPCOHABHBIX TAHHBIX.
KoHTpoab u Haa30p 3a BBIMOJIHEHHEM Mep 10 00eCeUYeHN0 0€30aCHOCTH.

YTOIHOMOYEHHBIH OPraH IO 3aIIUTE MPaB CyObEKTOB MEPCOHATBHBIX JAHHBIX.

[TocnenoBarenbHOCTh ACHCTBHIA O 3aIUTe HHGOPMAIUH.
BrisiBnenue u ananu3 HHQOPMAIIMOHHBIX aKTUBOB.
dopmupoBaHue TpeOOBAHUMN MO 3aIUTE UHPOPMALIUH.

[Tomxomp! K MOAETHPOBAHUIO HAPYIIUTENIEH HHPOPMALIMOHHON O€30MTaCHOCTH.

Yrpo3sl uHGOpPMALIMOHHON OE30MTaCHOCTH.

CpencrBa 3amuThl HHOOPMAIIUH.

[Ipoueccopsl.

OcHoBHas (K311 ¥ orepaTuBHAas) MaMsTh.
BcnomorarenbHas maMsTh.

YcTpoiicTBa BBO1a-BbIBO/IA (ILIMHBI, MOHUTOPBI, IPUHTEPHI).

YcrpoiicTBa BBOAA-BBIBOIA (KIIaBUATYPBI U MBIIITH, BEO-KaMepbl, MUKPO(OHBI).

OO0muit cnocod xpaHeHust ¥ 00paboTKU UH(POPMALIMK B KOMIIBIOTEPE.
[TonsiTus onepanoHHON U (haiiIoBOI cUCcTEM.

CyOBeKThl, 00bEKTBI, METO/IBI U TIPaBa JIOCTYIA, IPUBUJIETHHN CyOBEKTa JOCTYTIA.

JIMCKpeMOHHOE YIIPABJICHUE JOCTYIIOM.

MasnaTHOe ynpaBieHHE TOCTYIIOM.

Wnentudukanus, ayreHTU(GUKALUsI 1 aBTOPU3ALHSL.

VYnpasjeHue T0CTyIIOM B ONEPAIlHOHHBIX cUcTeMax cemeiictBa Windows.,
Wnentudukanus, ayTeHTUGUKALMS M aBTOPU3aLUs B  ONEPALMOHHBIX
cemeiicrea Windows.

Peanuzarnus aynura B onepannoHHbIX cucTeMax cemeiictea Windows.
VYrpasjeHue T0CTyIIOM B ONEPAIlHOHHBIX CHCTEMax cemeicTBa Linux.
Wnentudukanus, ayTeHTUGUKAIMS M aBTOPU3ALUS B  ONEPALMOHHBIX
cemeiictBa Linux.

Mogens ISO/OSI.

APXUTEKTYypa ¥ OCHOBHBIE TIPOTOKOJIBI JIOKAJIHHBIX BEIYUCIUTEIBHBIX CETEH.
Knaccugukanum ceTeBbIX yrpos, ya3BUMOCTEN U aTax.

CeTteBble aTaku Ha pa3IMYHbIX YpoBHsX Monenu 1SO/OSI.

Knaccugukaius BpeZJoHOCHOTO TPOrpaMMHOT0 00ecieueHHs..

[Tpu3HAKH IPUCYTCTBUS BPEAOHOCHOTO MPOTPAMMHOTO 00eCTIeUeHHUS.
Mertobl 06HapyKEeHUsI BPEJOHOCHOTO NMPOrPaMMHOI0 00ecrieyeHusl.
MecTo 1 poJTb MEXKCETEBBIX SKPAHOB B 00ECIIEUEHUH CETEBOW OE30MTaCHOCTH.
Knaccugukanus MeKceTeBbIX HKPaHOB.

OCHOBHBIE BO3MOKHOCTH MEXCETEBBIX IKPAHOB.

JIOCTOMHCTBA U HEJOCTATKH MEXKCETEBBIX SKPAHOB.

[Toctpoenue nmpaBui GUIBTpaLIUN.

Kpunrorpadus npeBHero mupa.

Kpunrorpadus cpeaHux BEeKOB.

Kpunrorpadus snoxu Bozpoxnenus.

Kpunrorpadus HoBoro Bpemenu.

CumMmeTpuyHas ¥ aCUMMETpUYHAast KpUNTOrpagus.

BBIMMCIUTENBEHO CIOKHBIEC 33]Ja9l MATEMATHKH.

Kpunrocucrema RSA.

[Tonatue xpuntorpapu4eckoro NpoToKoa.

CBoiicTBa IPOTOKOJIOB, XapaKTepU3YIOIINE NX 0€30IacCHOCTb.

CxeMbI 1Tu(POBO MOTUCH.

HpaBmIa BbICTABJICHHUA OLICHKHN HA 3a4eTe.
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B nponecce 3auera TpedyeTcst OTBETUTh HA OAWH M3 MPHUBEICHHBIX BBIIIE BOMpocoB. Ha
IIOATOTOBKY K OTBETY J1aeTCsl HE MEHee | akaleMHU4YecKoro yaca.
ITo uToram 3adera BBICTABIACTCA OJHA U3 OLICHOK: «3a4TCHO», «HE 3a4TCHO».

Onenka «3a4yTeHO» BBICTABIIAECTCA CTYJEHTY, KOTOpBIM JEMOHCTPUPYET BIIAJCHUE
CoJiepKaHWEM MaTepHajja M MOHATUHHBIM annapaToM TEOPHUHU ICEBAOCITyYallHbIX T€HEpaTOPOB;
YMEET CBSI3bIBaTh TEOPUIO C MPAKTUKON. B oTBeTe MOryT OmycKaTbcs OTAEIbHBIE HETOYHOCTU
(HecyllecTBEHHbIe  OMIMOKM), KOTOpble  HUCHPABIAIOTCA  CaMUM  CTYJIEHTOM  IOcie
JIOTIOJIHUTENbHBIX U (WJIM) YTOUYHSIOLIMX BOIPOCOB 3K3aMeHaTopa. Ha 4acTh 10MOJHUTENBHBIX
BOIIPOCOB CTYJIEHT MOKET HE JAaTh OTBET WJIHM J1aTh HEBEPHBI OTBET.

Onenka «He 3a4TeHo» BBICTABISAETCS  CTYJIEHTY, KOTOpPBI JEMOHCTPUPYET
pa3po3HEHHbIe, OECCUCTEMHBIE 3HAHM;, OCCIOPAJOYHO M HEYBEPEHHO M3JIaraeT Marepuai; He
YMEET BBIIEIAThH [NIABHOE U BTOPOCTEIIEHHOE, HE YMEET COECUHATh TEOPETUUECKUE MTOJIOKEHHUS C
IPAaKTUKOH; AOMyCKaeT rpyOble OIIMOKY MU ONpeIeIeHUH TOHATHH, BCIeICTBIE HETOHUMAaHUS
UX CYILIECTBEHHBIX U HECYIIECTBEHHBIX MPU3HAKOB U CBSI3€H; 1a€T HEIOJIHbIE OTBETHI, JOTHKA U
IOCJIEI0BATEIbHOCTh U3JIOKEHHUS KOTOPBIX MMEIOT CYIIECTBEHHbIE U IMPUHIMIIHMAIBHBIE
HapylLIEHUs, B OTBETaX OTCYTCTBYIOT BbIBOJbI. J[ONOJHUTENIbHbIE M YTOYHSIOIIME BOMIPOCHI
9K3aMEHaTopa He MpPUBOAAT K KOPPEKLIMH OTBETOB CTyJeHTa. Ha OCHOBHyK 4acTh
JIOTIOJTHUTEIIbHBIX BOIIPOCOB CTYEHT 3aTPyAHAETCS AaTh OTBET UJIU J1a€T HEBEPHbIE OTBETHI.

Onenka «He 3auTeHO0» BBICTaBIISIETCS TAKXKE CTYACHTY, KOTOPBIH B3sUI SK3aMeHallMOHHBbIH
OuiieT, HO OTKa3ajcs JaTh Ha HErO OTBET.
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Ipuiaoxenne Ne2 k padoyeil mporpaMme I CIUANINHbBI
«be3onmacHOCTb B COBpeMEeHHO MH(OPMAILMOHHOI cpe/e»

MeToauuyecKue YKa3aHusl AJjs oﬁyqammnxcﬂ 0 OCBOCHHUIO TUCHHUILINHBI

OcHoBHOM (hopMOH HM3TOKEHHSI Y4eOHOTO MaTepuana o AucuuIuinHe «be3ormacHocTh B
COBpEMEHHOM HMH(OPMALIMOHHON cpeie» SBISAIOTCSA JIEKLUHU, YTO CBS3aHO, MPEXIE BCEro, C
HOBM3HOH Marepuana i oOydatouuxcs. [1o O0NBIIMHCTBY TEM MPETyCMOTPEHBI TPAKTUYECKHE
3aHATHUS, LENbI0 KOTOPBIX SIBJISETCS 3aKPEIUICHHE JIEKIIMOHHOIO Marepuaia MyTeM pelieHUus
CHeHaIbHBIM 00pa30M NOJ0OPaHHBIX MPAKTHYECKUX 3a7ad.

Jnsg  ycnemHOro OCBOEHMS JMCIHUIUIMHBI BaKHO CaMOCTOATEIBHOE HM3Yy4YEHHUE
TEOPETHYECKOr0 MaTepHuajla W PEIICHHE IPAaKTHYECKUX 3a4ad, KaKk B ayJIUTOPUH, TaK H
CaMOCTOSITENIbHO B KaYeCTBE CAMOCTOATEIbHOM paboThl. [Ipumeps! perienus 3ana4 pa3ouparorcs
Ha JIEKIUSAX M IPAKTHUUECKUX 3aHATUAX, MPU HEOOXOIUMMOCTH MO Hambojee TPYAHBIM TeMam
MPOBOJATCS JOMOJHUTEIbHBIE KOHCYIbTaMU. OCHOBHAS 11€JIb PEIICHUS MPAKTUYECKUX 3a7a4d —
IIOMOYb yCBOUTH OCHOBHBIC IMOHATHS WH(YOPMALMOHHOW OE30MAaCHOCTH, WX OINpPEIeNCHHs, a
TaKk)K€ OCHOBHBIE METOJIbI M CpelcTBa obecrieueHUs WHGOpManuoHHON Oe3zomacHocTH. [lns
pelieHus 3ajad HeoOXOJUMO HE TOJIBKO 3HaTb, HO M IIOHMMAaTh JIEKIMOHHBIA MaTepual.
[Toaromy B mpolecce U3y4YeHHs IUCHUIUIMHBI DPEKOMEHIYyeTCs peryisipHas pabota c
KOHCIIEKTaMU JIEKIIUH U PEKOMEHAOBAHHOW JINTEPATYPOI.

bonbiioe BHMMaHuE AOIDKHO OBITH YJIEIEHO CaMOCTOSATENbHOW pabore. B kauecTBe
3a/laHuil JJI1 CaMOCTOSITENIbHOM paboThl loMa CTYAEHTaM IPEAJIaraioTcs 3a1ay, aHaJIOTUYHbIE
pa300paHHBIM Ha JIEKIMSIX U MPAKTUYECKUX 3aHITUSIX WM CXOXKUE C HUMHU.

JUis mpoBEpKH M KOHTPOJS YCBOEHHMS TEOPETUYECKOro MaTrepuaja, MpUOOPETEHHBIX
NPAaKTUYECKUX HABBIKOB pabOThI ¢ OCHOBHBIMHU MOHSATHSMU B TeUEHUE OOYy4EHHUS MPOBOIATCA
MEpPOIPUATHS TEKYIIEH aTTeCTAllMM B BUJAE TECTUpPOBaHUMU. Taxxke NMpPOBOAATCS KOHCYJIbTALlUU
(mpu HEOOXOAMMOCTH) MO JIEKIMOHHOMY MaTepuady U pa30opy HEKOTOpBIX 3aJaHUd A
CaMOCTOSITENIbHOM pabOTHI.

B KoHIE u3y4deHMs IUCLUIUIMHBI CTYAEHTHI CHAIOT 3a4eT. 3a4eT IPOBOAMTCA Ha
OCHOBaHUU BBITIOJIHEHUSI TECTOBBIX 3aJaHUi U coOeceloBaHUsl HA OCHOBAHUHU CIMCKa BOIIPOCOB
K 3a4€Ty, KOTOPBIM OXBATHIBAET ITOJIHOCTHIO BCIO NIPOTPaMMy AUCLIUIUIMHBI.

Y4eOHO-MeTOANIECKOE 00ecTIeueHHne
CaMOCTOSITEILHOI PadoThI CTYI€HTOB MO0 AUCIHUIIHHE

Jl1st caMOCTOSTENTFHON pabOThl pEKOMEHTyETCS HCITONTb30BaTh CIIEIYIONIYI0 YIeOHYIO
JUTEpATYypy:

1. Tanenbaym 3. Apxurekrypa kommbtorepa. / J. Tanenbaym; [mep. c¢ aura. lO.
I'opoxosckoro, JI. IlluaTtsikoBa] - 5-e wu3a. - CII6.: ITurtep, 2013. - 843 c.
(akamemMmIuecKoe U3JI0KEHNE MaTepraia Mo apXUTeKType KOMITBIOTEpa).

2. Tanenbaym 3. CoBpeMeHHBIE omnepannoHHble cuctembl. / 3. Tanenbaym, X. boc;
[ep. ¢ anri. A. JleonTseBoit, M. MansimeBoii, H. Bunsunnackoro] - 4-e uzna. - CII6.:
IMurep, 2019. - 1119 c.: un. (akageMuyeckoe H3JIO0KEHUE MaTepuaia o
OTIEPAIIMOHHBIM CHCTEMAM).

3. Tanenbaym D. Kommbrotepusie cetu. / D. Tanenbaym, /. Yazepomr; [mep. ¢ anri. A.
I'peGenbkoBa] - 5-e uzn. - CII6.: [Tutep, 2019. - 955 c. (akameMuueckoe MU3JI0KEHUE
MaTepHaa 1o KOMIBIOTEPHBIM CETIM).

4. AndepoB A.Il. OcuoBbl kpunrorpadun. Yueonoe nocodue. / A.Il. Andepos, A. 1O.
3y6oB, A.C. Kyspmun, A.B. Uepemymkun. M.: I'emmoc APB, 2005. 480 c.
(axkageMuyecKoe U3NI0KEHUE MaTepralia 1o Kpunrorpadun).
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