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BBenenue

OcHoBHOIl TIe/IbIO Kypca «bBesomacHocTh B coBpeMeHHON WH(MOPMAIMOHHON cpejies
SIBJISIETCS  TIOJIOTOBKA OaKaJlaBPOB HETEXHUYECKUX CIICIUAJIBHOCTENl U HallpaBJIeHUI
IIOJITOTOBKH K JAeATeIbHOCTH, CBSI3aHHON € UCIIOIH30BAHUEM COBPEMEHHBIX CPEJICTB U METOIOB
3aIUTHl HHMOPMAIMY B [TOBCETHEBHONH U TPOGMECCUOHATBHON JIesATeIbHOCTH.

[Ipu paspaborke Kypca MBI HCXOAUM W3 HEOOXOJUMOCTH TIOBBIIIEHUS OOIIETro
YPOBHsI OCBEJIOMJIEHHOCTH TpazkjaH Poccuiickoit @ejeparnuu B 06/1acTi MHGOPMAIMOHHO
6e3onacuoctu. Beeobiree obydenne nudOpMAITMOHHONR 6€30IIaCHOCTH JIOJI?KHO CTaTh OCHOBOIT
JUist  pOpMHUpPOBaHUs KOJUIEKTHBHON (0OIIEeCTBEHHOI) uHMOPMAINOHHO 6e30MacHOCTH,
HOHIMAEMOIl KaK COIJIACOBAHHOCTH (OOIHOCTH) OIEHOK W JIEHiCTBHUI PA3IMIHBIX <JICHOB
o0ITiecTBa MpPHU pPEAKIMH Ha CYIIECTBYIONNE W BO3HUKAMOIINE YTPO3bl MHMOOPMAIMOHHON
6e301acHOCTH.

B mocobum MbI 0OCO3HAHHO OITyCKaeM HEKOTOpPbIe TEXHUYECKUEe JeTaJH, aKIEeHTUPYs
BHUMaHHE Ha NPUHIUIHAJBHBIX HIAEIX U I0JAX0JaX K obecredeHuio HHGOPMAIMOHHON
besomacHoctu. B kadecTBe  OCHOBHOrO  0O0OBEKTa  3aIlllUTBl MBI  PACCMATPUBAEM
KOH(DUICHITNATBHYI0 TH(MOPMAIMIO, B TOM YUCJIe [TePCOHAIbHDBIE JTaHHBIE.

B mepmoit wactm mocoOmsi pacCMOTpPEHBI IPaBOBble U OPTaHW3AIMOHHBIE OCHOBBI
obecrieuenns nHdopMalmonHoit bezonacHocTu B Poccniickoit Genepariun, a TakKe IITATHBIE
cpejicTBa obecrievenns THMOPMAIMOHHON 6€30TIaCHOCTH B OIIEPAITHOHHBIX CUCTEMAX.

[lepBas raBa mOCBsIEHA IIPABOBBIM OCHOBaM olecriedenusi UHGOPMAIMOHHON
Oe3omacHocTr. B Helt MBI U3y4nM OCHOBHBIE KOHCTUTYIIMOHHBIE ITpaBa rpaxKjan Poccuiickoit
Qegieparun B 001acTH 00PAOOTKU M 3aIUThl HHPOPMAIIUN; TO3HAKOMUMCSA C ITOJIOXKEHUAMUI
desiepabHOTO 3aK0HA, peryaupyiomniero cdepy o6padoTku nHdopMaIymi, HHOPMATUIAITII
U 3aiuThl  UHAOPMAIMH, W3YYUM OCHOBHBIE CBOHCTBAa 0E30IIACHOCTH MHMOPMAIIIH:
KOH(DUIEHITHAIBHOCTD, 1E€JTOCTHOCTD, JIOCTYITHOCTh, 8 TaKyKe MO3HAKOMHUMCS € Pa3JInIHBIMUI
BUJIAMU TaiiH; TpHUBEJIEM Kjaccudukarmumn uHGOPMAIUU 10 BO3MOXKHOCTSM JIOCTyHa U
pacripocTpanenusi. Kpome Toro, Mbl pacCMOTPHUM Pa3/IMIHbIE BUA Bl HHMOPMAITMOHHBIX CHCTEM
U y3HaeM IpaBa U 00sI3aHHOCTHU 00JIaJiaTesid NHMOPMAIIMU W ollepaTopa UH(MOPMAIIMOHHO
CUCTEMBI, a B 3aKJIIOYEHUE OOCYIUM BOIIPOC OTBETCTBEHHOCTH B chepe 00pabOTKM U 3AIMUThHI
nHMOPMAIIIH.

Bo BToOpoil raBe paccMaTpuBarOTCS BOIPOCHI 3aIUTHI IEPCOHAIBHBIX JIAHHBIX. B Hei
MBI ITO3HAKOMHUMCSI C Pa3JAIHBIMU BUJIAMU [T€PCOHAJIBHBIX IAHHBIX W U3YyYUM TPUHITAIIBI
U YCJIOBUS WX OOpabOTKM; y3HAEM, KAKUMH IpaBaMH O00JIaal0T CYObEKTHI MePCOHATBHBIX
JIAHHBIX ¥ 110 KaKUM [pUYIMHAM OHH MOIYT OBbITh OI'DAHMYEHBbI; M3y4YUM IIpaBa U
obst3aHHOCTH orepaTopa (MEePCOHAJNBHBIX JaHHBIX). Tak:ke B 9TOW IyiaBe MBI PACCMOTPUM
MepbI o0ectiedenns: 6e301aCHOCTH TIEPCOHAIBHBIX JIAHHBIX U Y3HAEM, KaK1e roCy/IapCTBEHHbIE
OpraHbl OCYIIECTBJIAIOT KOHTPOJIb U HaJA30p B cdhepe 0OpabOTKU M 3alUuThl MTePCOHATHHBIX
JTAHHBIX.

B Tperbeit riaBe MbI paccMOTPHM OOIMUI IOPAIOK obecriedeHns MHMOOPMAaIIMOHHON
6e3omnacHocT. B KadecTBe 3TAIOB Iporiecca obecriedennst HHGOPMAIMOHHOW 0e3011acHOCTI
MBI BBIJIEJISIEM: 9TAll BBIABICHUs U aHAJIM3a HHPOPMAIIMOHHBIX aKTUBOB; 3Tall (POPMUPOBAHUS
TpeboBaHUil 110 3aIuTe NH(MOPMAIUN, BKIIOYAIONINNI MOJIeJITMPpOBaHe HAPYIIUTE el 1 yIpo3
nHGOPMAITMOHHOW 0e30IIaCHOCTH; STAIl BHIOOpPA CPEJICTB W METOJIOB 3aIlUThl NH(MOPMAIIHIH;
9Tall BHEJPEHUs] CUCTEMbI 3aIlUThl MHMOPMAIUU W STAIl SKCILIyaTallud CUCTEMbI 3aIlAThI
nadopmarmu. Mbl ONKCBIBaEM IIOJIXO/IbI, KOTOPbhIE MOYXKHO HCIIOJIB30BATh IIPU peau3alin
KazKJ0ro 9Talla, a TakKKe IJIaHIPyeMble Pe3yIbTaThl, KOTOPhIE J02KHbBI OBITH JOCTUI'HYTHI 110
UTOraM KarKJ0ro dTalla.



B uwerBeproii TyiaBe TO3HAKOMHUMCH C apXUTEKTYPOIl KOMITLIOTEPA, YTO HEOOXOIUMO
JUIS TaJIbHEIero nsydenusd Kypca. Mbl y3HaeM TPUHIMIBI PAOOTHI OCHOBHBIX 3JIEMEHTOB
KOMIIBIOTEpa: MPOoIleccopa, OIEePATUBHONM M BCIIOMOIaTeJbHON HaMATH, YCTPOWUCTB BBO/a-
BBIBOJIA (IIMHBI, MOHUTOPA, KJIABUATYDBI U MBIIIN, BeG-KaMephl, IPUHTEPOB ¥ JIMHAMUYECKIX
U KOHJIEHCATOPHBIX MHKPO(MOHOB), & TaKyKe ITO3HAKOMUMCSI C TAKUMHU IOHATHUSIMH, KaK
«UHTEPIIPETAIAA> U «UE€PAPXUIECKOE YCTPOUCTBO ITAMATHU .

[Iaras riaBa TOCBAIIEHA BBEJIEHUIO B MH(MOPMAIMOHHYIO 0OE30MACHOCTH ONEPAITMOHHBIX
cucreM. B Hauvajse 1yIaBbl paccMaTpHUBAIOTCS OOIMUE METOJbl XpaHeHus u o0paboTKu
nHMOPMAINYT Ha KOMIBIOTEPE, JTAIOTCS OIPeesIeHns OHATHAM «OIepallnoOHHas CUCTeMay U
«(aitoBas cucremMay. 3aTeM U3YYaIOTCd METO/IbI YIIPABJIEHUS JIOCTYIIOM B NH(MOPMAITMOHHBIX
(KOMITBIOTEPHBIX ) CHCTEMAaX: JUCKPEIMOHHOE YIIPABJIEHHE JOCTYIIOM, MAHIATHOE YIIPABJICHIE
JIOCTYIIOM U POJIEBOE YIIpaBJIEHUE JIOCTYIIOM. Kpome TOro, paccMarpuBaioTCdA IMOIXOJbI K
nJIeHTUUKAINN, ayTeHTU(PUKAIIUA U aBTOPU3AIMH TI0JIb30BATEIEHl KOMITBIOTEPHBIX CUCTEM,
B TOM 4YHCJIe ayTeHTHdUKAINS Ha OCHOBE IMapoJieil, Ha OCHOBE BHEITHUX HOCUTEJIEN KIIo4a 1
ouoMeTpuiecKas ayTeHTUMUKAIIIS.

[[lecTast raBa MOCBsIIEHA OCODEHHOCTSM YIIPABJIEHUS JIOCTYIA B OMNEPAIMOHHBIX
cucremax cemeiicta Windows, a ceabMasg — B OIEPAIIMOHHBIX CHCTEMax CceMeicTBa
Linux. PaccmarpuBaiorcss moJxoJibl K WJIEHTU(DUKAINNA, ayTeHTUMUKAIIIT U aBTOPU3AIIT
[IOJIb30BaTe el B TAKUX CHUCTEMaX, a TaKyKe K peasu3allyl IIPoliecca ayauTa.

[Ipu moaroroBKe IMepBOil YacTU MOCOOUS WMCIOJIB30BAIUCh MCTOYHUKU, ITPUBEJECHHBIE B
crucke Jgureparypbl. [Ipu ocBemennn mpaBoBBIX BOIIPOCOB MbI CTAPAJIUCh ITPUJIEPKUBATHCS
JIEUCTBYIONINX —ITOJIOKEHUN HOPMATHUBHBIX, WPABOBBIX W METOAUYECKUX JTOKYMEHTOB,
PeryupyoIux BOIPOChl 00pabOTKH 1 3ammuThl uHMOpMalnuu. [Ipu 3ToM MbI TPUBOIUM
0OJIBITIOE YHUCJI0 TTPUMEPOB MIPUMEHEHUS ITUX IMOJIOKEHUI, a TaKKe BO3MOYKHBIE TPAKTOBKHU
JINCKYCCUOHHBIX TOJIoKeHuil. CyIecTBEHHYIO0 POJIb IPH IOJINOTOBKE TEXHUYECKHUX IJIAB
nmocobusi ChIrpajii KHUTH ODHJPIO TanenOayma, KOTOpPbIE MbI DPEKOMEHJyeM i 0OoJiee
yIUJIyOJIEHHOTO M3yU€eHUs MaTepuaJia.

Bce pucynkwm, wucrnosb3dyemble B IIOCOOMH, OTPHUCOBAHBI ABTOPAMHU CaMOCTOATEIHHO.
CroponHne u300pakeHWsT HE WCIOJIb30BAINCH B KAdeCTBE WHCXOJHOTO MaTepuasa s
CO3JIaHUS PUCYHKOB B MOCOOKH, 38 UCKJIFOUEHUEM CJIOXKHBIX TEXHUYECKUX CPEJICTB (XKEeCTKOrO
JIICKA, MOHUTODPA, KJIABUATYDBI W T. II.), MCXOJHbIE HU300DPArKEHUsI KOTOPBIX MOJIYYEHbI C
caiita https://pixabay.com/ u, BO3MOYXKHO, M3MEHEHbI U JOMOJHEHbI. PUCYHOK 9 oCHOBaH
Ha puCcyHKe |28, KOTOpBIil sB/IsgeTCS OOIECTBEHHBIM J0CTOsTHIEeM. PrucyHOK 12 ocHOBaH Ha
pucyHnke u3 paborsl [20]. BosmoxkHast cxoxecTh ¢ pUCYHKAMH JIPYTUX aBTOPOB OObSICHSIETCSI
MJUTIOCTPIIMEH aHAJIOTUYHBIX UJIeN U KOHIIEIIINH.
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1. IIpaBoBble oOcHOBBI oObOecriedeHus WHQOPMAIIMOHHOM
be3omacHOCTH

1.1. OcHoBHbIe mpaBa rpaxjgaH B cdepe 00pabOTKHM W 3AMIUTHI
uHdopManumn

OcnoBHble mTpaBa u CBOOOJBI Tpaxkaan Poccuiickoit Pemeparun  3aKpelieHbl B
Koncrurynun nameit crpanbl. B Tom dmcie B Hell copep:Kkarcs 0a30Bble IOJIOXKEHUS,
Kacalolmecss BOIPOCOB 00paboTku u 3amuThl nHMopMmarmu. Tak, dactb 4 crarbu 29
Koncrurynun Poccuiickoit @enepanun ycTaHaBINBAET, ITO KarKJIbIl UMeeT IIPaBo CBOOOIHO
HUCKaTh, IMOJIy49aTbh, IepedaBaTh, IIPOU3BOAUTH M PACIPOCTPAHATH WHQOPMAIUIO JTOObIM
3aKOHHBIM CIIOCOOOM.

ObparuM BHMMaHWEe, 9TO Takas (QOPMYJIUPOBKA HESIBHO COJEPXKHUT OIpPeIeIeHHYIO
npobyiemy. PackpwiBass mpuBesieHHOe panee rojioxkenne Koncturymuu —Poccniickoit
Qesepariun Ha MPAKTUYIECKOM YPOBHE, Mbl CTAJKHBAEMCs C HEOOXOJUMOCTBIO OIMCAHUS
MO0 BCEX 3aKOHHBIX, JIMDO BCEX <«HE3AKOHHBIX» CIIOCOO0OB «0OpaboTkmy umHpopmanun. C
TEXHUYIECKON TOUKHM 3peHHsi peajm3yeMbl (M IMOJIyYIHIH IIHPOKOE pacrnpocTpaHeHue) oba
nojixosia. [lepBblit 13 HUX MOJIYYMJT HA3BAHUE «3allPEIIeHO BCE, UTO HE pa3pelieHo», BTOPOit
— «pa3pelieHo Bce, 9To He 3alpenteHoy. C I0puandecKoil ke TOYKN 3PEeHUs CYIIeCTBeHHBIM
[IPENMYIIECTBOM ITOJIb3YETCsI BTOPOM ITOAXO0J, ITO HPUBOIUT K OIPEICJICHHOMY COCTSI3aHUIO.
BHas onucaHne «HE3aKOHHBIX» CII0CO00B 06paboTku nHopMalmu (BBHLY OOIIEI0CTYITHOCTH
[IPABOBBIX AKTOB), «3JI0YMBIIIJIEHHUK» TI0JIy9aeT BO3MOKHOCTD UCKATDH CIIOCOOBI JTOCTHKEHMUST
CBOUX TIeJiell, He MO IaloNInie M0/ U3BECTHBIE €My OIUCAHUSI.

Obecniegenne 6Ge30macHOCTH UHAMOPMAIMH HPU TOM BO MHOTOM COCTOUT B CO3JIAHUU
TaKUX YCJIOBHIl, TP KOTOPBIX 3JIOYMBIIIJICHHUK OYJIeT BBIHYKJIE€H JTOOUBATHCS CBOUX IIEJIEl,
UCIIOJIb3Yd SBHO ONMUCAHHBIE «HE3aKOHHBIE» CIIOCOOBI 00PabOTKN MH(MOPMAIIUH.

PykoBo/icTBysCh NPHUHITUIIOM, YTO CBOOOJA OJIHOTO YeJIOBEKA 3aKAHYMBAECTCA TaM, TJIe
HadYMHAeTCAd CBOOOJ/A JIPYTOro, Mbl MOYXKEM MOHUMATbH 3aIUTy UH(MOPMAIUA KaK CO3/IaHue
OTIpeJIeJIEHHBIX «OapbepoB», CTOJKHOBEHNE C KOTOPBIMH JIOJIKHO SIBHO CBUJIETEJIbCTBOBATD,
YTO peasu3alis KeJaeMbIX AeHCTBUil, BKIIOYAIONast IPeoIoIeHne TaKuX «0apbepoBy, BEJIET
K HAPYIIEHUIO 3aKOHA.

B yxe ymnomamytoit wmamm cratbe 29 Kowncrurynum Poccuiickoit  @eneparun
TaKyKe YIOMHHAETCd IePBbIii BCTPETHBIINNCI HAM BHJ 3alllUIaeMoil wHdopManmm —
rocyrapcrBenHasg TaiiHa. Vcropmyeckm 3TO camblii JpeBHUI W BO MHOTOM CAMBIA
3aIlUIaeMblil BII HH(MOPMAIIUN.

Kpowme rocynapcrsennoii Taitabl, B ctarbax 23 u 24 Koncrurynun Poccuiickoit @eneparun
daKkTUIeCKn IPUBOJIUTCS BTOPO# BUI 3aIuiiaeMoil mudopMalu — IIepCcoHaIbHbIE JaHHbIE.
Tak, B craTrbe 23 yCTaHABIUBAETCH, UTO KarKJbIii MMeeT IMpPaBO HA HEIPUKOCHOBEHHOCTH
YaCTHON »KU3HM, TUIHYIO U CeMeHyIo TaiiHy, a B cTaTbe 24 oTMedaeTcs, 9To ¢Oop, XpaHeHue,
HCIIOJIb30BaHUe U pacipocTpaHeHne nHGOPMAIMK O YacTHON >KU3HM JIUIA O€3 ero coryiacus
HE JIOTYCKAIOTCS.

Ormerum Tak:ke, 4910 coriacHo crarbe 71 Koucruryrmun Poccuiickoit Pempeparmn
(myHKTHI 1, M) wHDOpMaIs, nHGOPMAIIMOHHBIE TEXHOJIOTHH U CBSA3b, & TaKKe 0becrevdeHre
0e301aCcHOCTH JIMIHOCTU, OOIIEeCTBA M TOCY/IapCTBA IPU HMPUMEHEHHH HWHQMOPMAIMOHHBIX
TEXHOJIOTHI 1 000poTe MUGPOBBIX JAHHBIX OTHOCATCS K Bejiennio Poccuiickoit Peeparun.

[Tonoxkenns Koucturyrmun Poccuiickoit Peepaiinn KOHKPETH3UPYIOTCs B (beiepaabHbIX
3aKOHAxX (BKJIIOYasi KOJEKChI), B ykazax IIpesumenta Poccniickoit @Denepanuu  u
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nocranoByieHusix IIpaBurenbcrBa Poccniickoit @Pesepalniiu, a Tak:Ke B BEJIOMCTBEHHBIX
[IPABOBBIX U METOIUIECKUX TOKYMEHTaX.

OcHOBHBIM (eIepalbHBIM 3aKOHOM, PeryaupyiomuMm chepy obpaboTkn mHOOpMAINH,
sBisercss  Qepepanbublii  3akoH  or  27.07.2006 Ne149-d3  «O6  mndopmarmm,
MHMOPMAITMOHHBIX TEXHOJIOTHAX U O 3alliTe NH(MOPMAIIAT.

YKazaHHBI deepabHbIil 3aKOH PeryaIupyeT OTHOIIEHNS, BOSHUKAIOIINE IIPU:

® OCYIIECTBJIEHUNM TIpaBa Ha IOWUCK, IOJIyUYeHHe, Iepejiady, IIPOM3BOJICTBO U
pacipocTpaHerne nHGOPMAIUN;

e TpuUMeHEHUN UH(MOPMAIMOHHBIX TEXHOJIOTUIL;

e obecriedeHny 3aIuThl THOOPMAaIIIH.

C TOYKM 3peHHs 3al|Thl WHMOOPMAIMN, OCHOBHBIMHU IMPWHIMIIAMA  ITPABOBOIO
PETYJIMPOBaHNUS, YCTAHOBJIEHHBIMHU PACCMATPUBAEMbBIM 3aKOHOM, SIBJISTIOTCS:

1. CBoboma TmoWCKa, TOJydeHWs, Iepeadn, [TPOU3BOJICTBA W PACIPOCTPAHEHUSI
nHdOpMaIun JTI00bIM 3aKOHHBIM CIIOCOOOM.

2. Ob6ecmneuenne bGesomnacHoctu Poccuiickoit Peiepannm Ipu co3MaHnn THMOPMAIMOHHBIX
CUCTEM, UX SKCILIyaTalluu U 3allluTe Co/epsKallleiicss B HUX NH(MOPMAIIUHN.

3. VcraHoBJIeHHE OrpaHWYeHuil JocTyna K WHQOPMAaIUd TOJBKO deaepabHbIMKA
3aKOHAMH.

4. JloctoBepHOCTH NH(MOPMAIMH ¥ CBOEBPEMEHHOCTD €€ IIPEIOCTABICHUS.

5. HenmpukoCcHOBEHHOCTH ~ YacCTHON  »KU3HU,  HEJONYCTUMOCTH  cOopa,  XpaHEHUsd,
HCIIOJIb30BaHUsl W PACIPOCTpaHeHnsd MHMOPMAIMU O YaCTHON KHU3HU JuIa 0e3
€ro CorJIacusl.

Qeepastbiblii 3ak0H «O0 nHbOpMaIu, THOOPMAIMOHHBIX TEXHOJIOIUIX U O 3aIlUTe
undopMaIny BBOJUT OIpe/ie/ieHns 0a30BbIX MOHATHI B cdepe 00pabOTKU U 3alluThI
nHbOpMAaI, KOTOPbIE UCIOIB3YIOTCS BO BeeM IpaBoBoM 1ojie Poccuiickoit Dereparimm.

1.2. Nndopmanus u ee cBoiicTBa

OueBHIHO, YTO OCHOBHBIM IOHATHEM B pPacCMaTPUBAEMONl cdepe sIBJISETCsT TOHSITHE
«Nudpopmarusy. Corsacio Penepanbaomy 3akony «0O6 muHGOpMammm, nHOGOPMAIHOHHBIX
TEXHOJIOTHSX U O 3aIlUTe HH(MOPMAIIULS :

Onpenesnienne 1.1. Ungopmavus — smo ceedernus (coobuenus, dannvie) He3asucumo om
popmuvl ux npedcmasieHua.

ObpartuM BHMMaHWE, 9TO ITO OIPEJIEeHne sBJIdeTcss odeHb obomum. OHO He Tpebyer,
4TOOBI CBeJICHUS ObLIN KaKUM-JIHO0 00pa30M CTPYKTYPUPOBaHbI, ObLIM 3aUKCHPOBAHBI Ha
KaKOM-JIu00 HOCHUTE e U T. 1I.

CitestyeT 0cobo MoTIepKHY Th HE3aBUCUMOCTD CBEIeHMIT 0T (hOPMBI IpejicTaBienus. ['oBops
o dopmax mpeJcTaB/IeHrs UHMOPMAIUN, Mbl OOBIYHO MTOHUMAaEM, UTO UH(MOPMAIUA MOXKET
OBITH 3alKcaHa OT PYKU Ha JIHCTOUYKE (HAIPUMED, UM, ajipec i TesiechOH HOBOTO 3HAKOMOTO),
HameJaraHa Ha OyMarkKHOM HocurTese (HampuMep, B KHUTAX, OpOIIOpax, Ha JIMCTOBKAX,
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IIaKarax), npejcrabjieHa B Buje (ailjoB pasaumdHbX (GOPMATOB B HAIIUX KOMIIBIOTEPAX,
IJIAHIIeTaX, cMapTdoHax u T. II.

Kpome Toro, mudopmarmeii MoxKHO obMeHUBaThCA. MBI o0IMaeMcs Jpyr ¢ JIPyrom,
FOBOPDUM ¥  CJIBIIIMM, ITOKa3bIBAEM W BHJUM, I[HUIIEM 3JIEKTPOHHBIE COOOIIEHUS U
NpUKJIaIbiBaeM K HuUM dororpadun, dnrtaeMm 3T coobdmienus. Bo Bcex 3Tmx mporeccax
undopMarys HepeaeTcs 0 <«KaHajJaM CBA3U» U MOYXKET OBbITh IIPeJCTaB/IeHA B BUJIE
AKYCTUIECKUX, OMTUIECKIX, PAJINO- WIN JIEKTPOMATHUTHBIX CUTHAJIOB.

Ecim  eme wemHOro yriiyourbed, TO TOBOpd, dYTO «daitabl ¢ wHOpMaIuei
00pabaThIBAIOTCA Ha KOMIIBIOTEDE», MbI IMOHMMAeM KOMIILIOTED KaK 3aKOHYEHHOe IIeJI0e.
Ha camom jiesie oH sABjIsSIeTCsl CJIOYKHOW CHCTEMOIi, COCTOSINEN M3 MHOXKECTBA Pa3JIUIHBIX
9JIEMEHTOB, HEKOTOPbIE U3 KOTOPBIX MOTYT BBICTYIIATh KAK <«IPUEMHUKAMHU», TaK U
«repejaTaukaMuy uHpopManun. Kpome TOro, s B3aUMOIEHCTBUS MEXKY IJIEMEHTAMU
KOMIIbIOTEPA CYIIECTBYIOT 0COObIe «KaHAJIbI CBA3W» (HAIPUMED, IINHBI) BHYTPH KOMITBIOTEPA.

Takum obpazom, «daiiiabl ¢ mHGOpMaIueii, oOpadaTbiBaeMble Ha, KOMIILIOTEPEY, Ha, CAMOM
JieJie MOT'YT XPaHUTLCS Ha KECTKOM JicKe B opMe 0coObIM 00pa3oM HaMarHHYeHHOM
00J1aCTH, MOTI'YT HaXOJIUTHCS B OIIEPATUBHON TAMATH, IIEPEJIABATHCS 110 KaHaJIaM MaTEePUHCKOMN
IJIATBI ¥ 00pabaThIBATHCS IIPOIECCOPOM B BHUJE IJIEKTPOMArHUTHBIX CUTHAJIOB. boJiee
TOro, B Iporiecce 00paboTKM MHGMOPMAIIUKA PA3/JIUIHbIE 3JIEMEHTHI KOMITbIOTEPa (DOPMUPYIOT
9JIEKTPOMATHUTHBIE T0JIs, KOTOPbIE TaKzKe Oy/yT sIBISATHCs HocuTessiMu (00pabarbiBaeMoii )
nHMOPMAITIN.

OrmeTuM, 9TO, ¢ TOYKHU 3PEHUs JIAHHOI'O BBIIIE OIPEJIE/IeHUs TOHATUST «MHMOPMAIUS»,
HAIKA MBICJIH TakxKe dABgioTcs uHbopmarmeii. [lpu sTom, ¢ o1HOI CTOPOHBI, YeETOBEK
KaK HOCUTE/b MBICTEl MOXKET pPacCMaTpUBaTbCs B KadecTBe oObekTa 3amutbl. C Japyroit
CTOPOHBI, HAPYIINTE/b, He 00Ja/as TEeXHUIECKMMHU CPeJICTBAMU, MOXKET TMOJCMOTPETD
nHMOPMAIMIO WM MOACAYMAaTh. [lOCKOIBbKY 3alura deslOBEKa peain3yercs CKopee B
[IPABOBOM, OPraHU3AIMOHHOM # (DU3MIECKOM CMbBICJIe, a Hallle I[ocodue B Oosbieit
CTENeHU OPUEHTUPOBAHO Ha BOIPOCHl TEXHUYECKON 3aluThl MH(MOPMAIUH, TO MbI CKOpEe
paccMaTpuBaeM YeI0BeKa KakK HApPYIIUTEIs, a He 00bEeKT 3alllUThI.

[Ipu pabore ¢ wmH@OpMaIUeli MBI NpeIbiaBIdeM K Heil ompejeseHHble TpeOOBaHUs.
Hampumep, Mbl MOXKeM MpeIbdaBISATHL TpeboBaHus K opme ee MIPeCTaBIeHUs, 00beMy
JIAaHHBIX, HOBH3He U TakK Jajee. C TOUKM 3peHHsd WHMOPMAIMOHHON 0€301MaCHOCTI
BBUJIEJIAIOTCST  TPU  OCHOBHBIX —CBOWCTBa Oe3omacHocTH UH(MOPMAIUN  («TpH  KHTA» ):
KOH(PUAEHIIUAIIBHOCTD, IIeJIOCTHOCTh U JOCTYITHOCTb.

Onpenenenne 1.2. Kongudenuuasbrocms unpopmayuy — 2mo 00A34MEALHOE OAA
BUINOAHEHUS AUYOM, NOAYHUSWUM docmyn K onpedeseHnoti uHPopmayuy, mpebosanue He
nepedasams maxyro UHPGOPMAUUI0 MPEMBUM AUUAM bE3 CO2AaCUA €€ 00AGIAMEN.

Jpyrumu cjioBaMu, KOH(MDUJICHITUAJIHLHOCTD ITOHUMAETCs KaK HEKOTOPOe OrpaHuveHHE,
HaJIO’KEHHOe Ha MHMOPMAIMIO ee BJaJeblieM. KarK/blil, KTO KejJaeT MOJYYUTb TaKyio
MHMOPMAITHIO, JOJXKEH COTJIACUTHCA ¢ T€M YCJIOBUEM, UTO OH HE MOXKET CBOMM COOCTBEHHBIM
pellieHreM epejiaTh Takyto (KOH(UIEHINATBHY0) HH(MOPMAIIIO TPETHUM JIUIAM, a J0JIZKEeH
[IPEIBAPUTEIHHO TIOJIYIUTh COracue obJagaTessl Ha Iepeaady WId O00EeCIeIUTh IOy YeHIe
TpeTheil cTOpoHO# mHMOPMAaIUN HEMTOCPECTBEHHO y 0018 1aTe Id.

Corytacurech, 9TO €C/IM MBI JOBEpsieM KOMY-TO HalledaTaTh HaIlu (GOoTorpaduu, TO MbI
(o Kpaiineii Mepe B HEKOTOPBIX CJIydasiX) XOTUM ObITh YBEPEHHBIMH B TOM, YTO 3aBTPa HE
Haitzem 3tu dororpadun B cetu Vnrepuer. Vi Bpsm jiu Mbl OyaeM pabl, €Ciin 00HAPY KM
B cetu HTEepHET MaHHBIE CBOEH ODAHKOBCKOM KAPTHI MM KOIMIO MEIUIIMHCKON KHUKKI.

He menee 3HaumMoil XxapaKTepUCTHKON UHAMOPMAIIUK SIBJISIETCs IEJIOCTHOCTD. KaxKiblii
u3 Hac, nojoxkuB B Kapman 1000 pyOseit, Hajgeercd ux Tam OOHApYKUTh. B jaHHOM
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caydae uWHMOPMAIUI, KOTOPON SBJIAIOTCH CBEJIEHUA O HOMHUHAJE KYIIOPbI, HEPa3PBbIBHO
CBsI3aHa ¢ (PUBMIECKUM HOCUTEJIEM — TO €CTh COOCTBEHHO KyIopoit. CuTyarus CyIecTBeHHO
YCJIOXKHSAETCs, €CJIM CBA3b MHMOPMAIUU € <«HOCUTEJIEM» YTPAdUBACTCA WJIN IOJTHOCTHIO
ncye3aer.

Hanpuwmep, mbr monoxumn Ha 6ankoBekuit caer 100.000 pyb6uieit (6ygem camrarh, 9TO
[POIEHTHAs CTaBKA HE OTPUIATE/IbHASI) ¥ HE MPEIIPUHIMAN HUKAKUX JIEHCTBUI 110 CHATHIO
cpesactB. Corylacurech, YTO BCEe MbI HAJEEMCs 4Yepe3 KaKoe-TO BpeMsi OOHAPYKUThH Ha
cuery kak muaumym 100.000 u 10.000 mac aBuHo paccrposar. Ilpm sTom jgocTynHble HAM
Ha 0AHKOBCKOM CYeTe CPeIACTBa IPEJICTABJSIOT cO0OIl 3allcu B HEKOTOPOH Oase aHHBIX,
3HAYEHUs KOTOPBIX MOXKHO U3MeHSATh. EcTecTBEHHO, K JIAHHBIM HAIEro OAHKOBCKOI'O CHUeTa
MO2KEM UMETh JIOCTYI He TOJBLKO MbI, HO U COTPY/IHUKN OAHKOBCKOW OpraHU3aIlNy, a TaKKe,
BO3MOXKHO, JIUIIA, OOC/TY2KHBAIOIINE aBTOMATU3NPOBAHHYIO OAHKOBCKYIO CUCTEMY, U &y TUTOPHI.

HeiicTBust co c4eToM MOIYT OBITH CAHKIMOHUPOBAHHBIME (HAIIPUMED, MbI [EPEBOUM
JIEHEJKHBIE CPeJICTBa C OJHOIO cyueTa Ha JPYTOi, ONepaTrop MpocMaTpuBaeT MH(MOPMAIIIO
HAIIIEro cYeTa [IPU IIPOBEJIEHNH OIePAIiN ) U HECAHKITMOHUPOBAHHBIMU (HAIIPUMED, CTOPOHHEE
JIIIO OCYIIECTBJISIET MEePeBOJL JICHEXKHBIX CPEJICTB C HAIEro cvera, HO 6e3 HAIero BeJIOMA).
Ecim MBI MOXKEM TPOTUBOCTOSTH HECAHKIIMOHUPOBAHHBIM U3MEHEHUSAM WH(OPMAIUd, TO
TOBOPAT, YTO MBI 0OecIiednBaeM ee MeJIOCTHOCTD.

Onpenenenne 1.3. Ileanocmrocms ungpopmayuu — Mo cOCMOAHUE UHPOPMAUUL, NPU
KOMOPOM OMCYMcmeyem A1000e ee USMEHEHUE UAU USMEHEHUE OCYULLCMBAACNCA MONDKO
NPeOHAMEPEHHO CYOBERMAMU, UMENULUMY HEOOT0dUMBIE NPABA.

W nocitesiHee 0CHOBHOE CBOMCTBO 0€30MIACHOCTH — JOCTYHHOCTb.

Kaxkprit n3 nac xord Obl OJMH pa3 OKa3bIBAJICS B CUTYyaIlUU, IIPU KOTOPO MHMOpMAaIus
HeoOXxo/IuMa HaMm HeMejyieHHO. Hampumep, nam TpeOyercst CBS3aTbCsl C POJCTBEHHUKOM,
MIOTIABIITUM B CJIOKHYIO *KU3HEHHYIO CUTYAIIUIO, UM CPOYHO HEOOXOIUMO OILIATUTDH MOKYIIKY.
JoctynHocTh uHMOPMAIUN OKa3bIBAETCd KPUTUYIHON BO MHOTHX CHTYAIUAX, TPEOYIOIINX
HEMeJ[JIEHHOTO pearmpoBaHUs, HAIpUMep, B cjaydae pPabOThl CTaHKa, 00padaTHIBAIOIIETO
CJIO?KHYIO JleTaJlb U IOJIyYalollero yIpaB/diolne KOMaH/Ibl B peKiuMe PeaJbHOr0 BPpeMeHH,
WIN B CJIydae UIPbl HA OUprKe, IPU KOTOPOIl HEOOXOIMMO KaK MOXKHO 0oJiee OIepaTUBHO
pearupoBaTh Ha U3MEHSIONIYIOCH CUTYAITUIO.

Onpenenenune 1.4. JlocmynHocms undopmayuy — 2mo COCMOAHUE UHPOPMAYUL, NPU
KOMOpom Aauyy, obaadarowemy npagom Adocmyna ¥ UHPOPMAUUYL U BINOAHUBULEMY BCE
HEOOTLOUMbBLE YCAOBUA OAA NOAYUEHUA JOCTYNG K UHPOPMAUUY U €e UCTLOALI0BAHUI, HE
MOoicem 6vimb 0MmKa3aHo 6 docmyne.

ObparnM BHUMaHWE Ha OTPAHWYEHUs, IPUBEIEHHBIE B OIIPeIe/IeHNN.

Bo-1iepBbIX, JOCTYITHOCTH NHMOPMAITIT TapAHTUPYETCs TOJIHKO JIUILY, KOTOPOE JIETUTUMHO
obpariaercs K nHMOPMAIUIT, TO €CTh UMeeT IIPABO MOJIYUNTD 3alpalnBaeMyio HHMHOPMAIIHIO.
MokHO cKa3aTh, UTO OMHON W3 3aJad 3alluThl HH(MOPMAIMH SIBJIAETCA CO3JaHHE TAKUX
YCJIOBHII, HpH KOTOPBIX BpeMsl MOaydeHus HHAMOPMAIWK IIPH HECAHKIIMOHUPOBAHHOM
obpallleHnn JOJIXKHO CTPEMUTHCS K OECKOHETHOCTH.

Bo-BTopbix, jgaxe eciaum Bbl obsajiaeTe mpaBoM Ha TOJydeHne WHQMOPMAIUU, OJIHOIO
JKeJIaHUs ee IOJIyIuTh HeJocTaTodHo. Tpebyercs TakxKe coOJIIOJIeHIE BCeX HEOOXOIUMBIX
YCJIOBUA.

Hampumep, s monydenuss uHdopManuu O OaHKOBCKOM —cYeTe Mbl  JOJI?KHBI
HE IIPOCTO OOpaTUTHCA K aBTOMATH3MPOBAHHON OAHKOBCKOH CHCTEME IIOCPEICTBOM
NPUJIOYXKEHUS «KJUEHT-0aHK», HO W JIOJIKHBI IPEIbABUTH OIPEJICTCHHYI0 HUH(MOPMAIIHIO,
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nIeHTHDUIIPYIONLYI0 HAC B 9TOH cucreme (OOBIYHO JIOTHH, IApPOJb U OJHOPA3O0BBIH KO/,
MIPUXOJIATININ IO aJIbTEPHATUBHOMY KaHAJIY CBI3U U IMOJATBEPKJIAIONIUI HAIIIe 3HAHIE 00 3TOM
KaHaJse U BJaJeHne Olpe/eJIeHHbIM YCTPORCTBOM ). Vi j1j1st 3aKpBITHS HAIEro cueTa B GaHKe
HEeOOXOMMO He TOJIBKO IMPHiTH B OaHK, HO M IOJATBEPJUTL HAIy JUYHOCTH, IPEIbIBUB
acIopT U, BO3MOXKHO, APYTU€E JOKYMEHTHI.

1.3. Kinaccndukarusa mHdoOpManum II0 BO3MOXKHOCTU JOCTYIIA M C
TOYKMN 3PEHUs BO3MOXKHOCTU PaCHpPOCTPAHEHU

Kak ™Mbl yke 3HaeM, He KO BCAKOM mH(pOPMAIU Mbl MOYKEM TOJIYIUTD jocTyir. Hampumep,
MBI MOZKEM IOJTyYUTH JJOCTYII K COCTOAHUIO CBOETO OAHKOBCKOI'O CUYETa, HO HE MOXKEM MOy YUTh
JIOCTYT K OAHKOBCKOMY CYeTy CTOPOHHETO JIUTIA.

B mHamem 3aKOHOJATENHLCTBE B 3aBUCHUMOCTH OT KaTErOPUH JIOCTYIA BbBIIEISIOT
obmenoctynuyo wundopmaluio u uHOOPMAIUIO, AOCTYH K KOTOPOIl OrpaHmvyeH
denepanpbHbIMU 3aKOHAMU (MHGMOPMAIMIO OTPAHUYEHHOTO JOCTYTIA).

Kak ciiemyer n3 nassanug, K o0MieJOCTYTHON UHAMOPMAIIMK JTOCTYI MOYXKET IMOJIyYIUTh
KaxKIbIil. s mostydenus jgocryna K mH(GOpPMaIN OTPAHUYEHHOTO JIOCTYTa HeOOXO0IMMO
VJIOBJIETBOPSTH OIIPEJIe/IEHHBIM TPeGoBaHUAM (HApUMED, ObITH ee 00JIaIaTesIeM U BXOIUTh
B KPYT' JIMII, UMEOIIUX TIPABO JIOCTYyIIa K Takoil nudopmamm).

K obmenocrynuoit wHpOpMAIMT  OTHOCSTCsSI  OOIIEU3BECTHBIE CBEJCHUS (HAIIPUMED,
[PABUJIA CJIOXKEHUsT U yMHOXKEHUsI IeJIbIX Ynces) W WHas WHMOPMAIMs, JOCTYI K KOTOPOIi
He OorpaHudeH (HAIPUMED, CIHUCOK KHUT B OOIecTBeHHOH Gubsmoreke). OO6iemocTymHAsT
nHMOPMAIIS MOYKET HCIOJIB30BATHCS JIIOOBIMU JIUIAME TI0 UX YCMOTPEHUIO MPH YCJIOBUH,
YTO OHM COOJIIOJAIOT IIPABUJIA PACIPOCTPAHEHW TaKOil UH(MOPMAIUN, YCTAHOBJIEHHDLIE
derepabHBIMU 3aKOHAMH.

Ocobo BblIIEISIETCS  PsiJl CBEJEHUI, JTOCTYIl K KOTOPBIM B COOTBETCTBUU C HAIUM
3aKOHO/IATEICTBOM HEJIb3sl OrPAHUINBaTh. [IpuMepamMu TaKux CBeJEHUN BBICTYNAT [5]:

® HOPpMaTUBHBIE IIPpaBOBbIE€ aKThbI, 3aTpaluBalolllvue IIpaBa, CBO60,ZH:;I 1 00A3aHHOCTH
Y€JIOBEKa U I'pa2K/IaHWHA;

e nHMOpPMAIUSI O JIesATeJIbHOCTH T'OCYJapCTBEHHBIX OpPraHOB U OpPraHOB MECTHOI'O
caMOyIIpaBJIEHUS;

e uH(OpMAIA O COCTOTHUN OKPYZKAIOIIEH CpeJIbl;

e cBejieHUsT 00 WCHOJIB30BAHUU OIOJKETHBIX CPEJICTB (32 MCKJIIOYEHHEM CBEJICHUil,
COCTABJIAIONIIX TOCYIAPCTBEHHYTO WJIH CJIy?KEOHYIO TailHy);

e undoOpMaIs, HAKaIIMBaeMas B OTKPBITHIX (hoHIaxX OUbIMOTEK, My3eeB U apXUBOB (B
TOM qucye onudpOBAHHASL).

OrpaHuvnuThb JOCTYII K IPOU3BOIBLHON MH(MOPMAIINK, HCXOIs TOJIBKO M3 CBOErO YKeJTaHUsI,
HEJIb34d. OFpaHI/I‘{eHI/Ie J0CTylla K OTJAEJIbHBIM BH/IaM I/IHCbOpMaL[I/II/I yCTaHaBJIMBaCTCA
denepanbabiMu 3akoHaMu. [IpuMepoB Takmx 3aKOHOB JIOCTATOYHO MHOro. Ilommmo Tpex
3aKOHOB, HEIOCPE/ICTBEHHO IIOCBSIIEHHBIX OCOOBIM BHjaM HHMOPMAIMH OI'PAHTIECHHOTO
JOCTyIIa: TOCYJapCTBEHHOI TaliHe, KOMMEPYECKOU TailHe U IEPCOHAJBbHBIM JaHHBIM, —
CYIIECTBYET MHOXKECTBO 3aKOHOB, BBOJIAIIMX Pa3/IMUIHbIe ITPOMeccruoHabHble TailHbI.

JJt miLTIoCTpAIuy IUPOTHI OXBaTa, IPUBEIEM JIaJIeKO He ITOJIHBIN IepeueHb TaKuX TaiiH:
HaJloroBasi TaiiHa, OaHKOBCKasl TaiiHa, TaiiHa CTpaxOBaHUsI, TaiiHa JioMOapia, a/IBOKATCKas
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TaiiHa, TailHa 3aBellaHus, TailHa CJIEJCTBUd, TaliHa COBeIaHUs CyJeil, BpadeOHad TaliHa,
TaffHa CBsI3M, TaliHa yCBHIHOBJEHUS U TaiiHa ucroBenu. llpm aTOM cjegyer OTMETUTH, UTO
MHOTHE U3 IMePEUNCTIEHHBIX TAH TaKKe SBJISIIOTCS TIePCOHATBHBIME JTAHHBIMHU.

ObparuM  BHUMaHWe  Ha  CJAeAyOMee  BaXKHOE  IOJIOXKEHUE: cobJtiojIeHne
KOHMDUIEHITNATBHOCTU NH(MOPMAINH SBJISETCH 00A3aTeTbHBIM B TOM CJIydae, €CJIM JIOCTYI K
Heil orpanuyeH (eepaibHbBIMU 3aKOHAMA.

B cBa3u ¢ 3THM TIpeJicTaB/IAET UHTEPEC BOIIPOC O CTaTyce «MH(MOPMAIUU JIjId CITyKeOHOTO
HoJIb30BaHust» (WIn CayzKeOHON MHMOPMAIMN OrpaHuIeHHOro pacupocTpatenus). Jlo cux
IIOP HA HEKOTOPBIX JOKYMEHTAaX MOYKHO BCTPETUTb METKY «JIJI CJIY2KEOHOTO TOJIb30BAHUS »,
YTO JIOJIZKHO TPEAYIPEXkKIATh O HAJUYIUU B JIOKYMEHTE KOHMUICHIINAIBHON MHMOPMAINH,
[PETHA3HAYCHHO JIJIs] O3HAKOMJICHUSI MJIM UCIOJIb30BAHUS TOJBKO B CJIy?KEOHBIX IEJIX.

Oanako denepanbaoro 3akona «O ciyxebnoit wadopmaruny He cymiectByer. On
paspabarbiBajics mapajieabHo ¢ DegepanabHbIM 3akoHOM <« IepCOHATBHBIX TAHHBIX»
B 2008 romy, HO He ObLT mnpuaAT locymapcrBennoit /Jlymoit. Ha Ttekymmit mMomeHT
JIOKYMEHTOM, OIPEJIC/IAIONUM OPSI0K 00pabOTKU M 3alllUThl CJIy2KeOHOM wH(OpMaIun
OrPaHUYEHHOIO pacipocTpanenusi, siBjasgercs l[locranosiienne IlpaBurenbcrBa P® ot
03.11.1994 Ne1233 «O6 yreepxkaenun Ilomoxkenunss o mopsiake oOpaIleHusi co CayKeOHOit
nHopMaImeil OrpaHIIEHHOTO PACIIPOCTPAHEHNs B (he/IePAThHBIX OPTaHaX MCIIOJTHUTETBHOMN
BJIACTH, YIOJHOMOYEHHOM OpraHe VIIPaBJIeHUsS HUCIOJIb30BaAaHUEM AaTOMHON SHEPruM u
YIIOJTHOMOYEHHOM OpTaHe I10 KOCMUYECKOH JIedATeIbHOCTHY, CTATyC KOTOPOTO HUXKE, YeM
cratyc degaepagsbHOro 3akoHa. [[oaToMy IpaBoBOil cTaTyC JOKYMEHTOB, UMEIOIINX METKY
«JJTsl CJTY2KeOHOTO TI0JIb30BAHMS», BO MHOIOM $IBJISIETCS JTUCKYCCUOHHBIM.

SaMeTuM TakKe, 9TO KOH(UJIECHIINAILHOCTh HE SBJISETCA €IUHCTBEHHBIM CBOHCTBOM
nHMOPMAITH, KOTOPOe HEeOOXOIUMO ODECIEeYUTh, MOITOMY CYIIECTBYIOT JIOCTATOYHO MHOTO
BUJIOB HUHQOpPMAINK, TPEOYIOIIUX 3alluThl, HO He TPeOYyIOIUX OrpaHUYeHUd JIOCTYIIA.
B wacrHoCTH, 3am@Thl TPEOYIOT OTKPBITHIE U  OOINIEJOCTYIIHBIE PECyPChl  (HAIPUMED,
odunmaibHble CafiThl OpPraHOB T'OCYJApPCTBEHHON BJIACTU W opFaHI/I3aImI71), CBEIeHUS],
BJIMAIONINE Ha PabOTy aBTOMATU3UPOBAHHBIX CHCTEM YIIPABJIEHUS TEXHOJOTUICCKIMUI
nporieccaMu (HAIPUMep, CBeJIeHHsI O TeMIlepaType OKDPYZKarolleil Cpejbl Wi JaBJIeHUN) U
Jpyrasg nHQOPMAIUS.

Ecimm  pocryn Kk wHMOpMAIUM OrpaHUYIHBAETCS, ... 3HAYAT — 3TO KOMY-HHUOYIH
HyKHO». B 1epByo odepejib, orpannydeHune JIOCTyna K wHMOpMAIUU TPU3BAHO 00ECIETNTH
[MPEUMYIIECTBO  OJIHUX JIWI[ Tepej JPYyTMMHU, OCHOBBIBAIOIEECS Ha  BO3MOXKHOCTHU
HCIIOJIB30BaHUs Takoil wHMopManun. 371ech BO3HUKAET OJUH W3 TJIABHBIX CyOBHEKTOB
(poccuitcKoro 3aKOHOIATENLCTBA) B cepe 06paboTKM 1 3amuThl nHGOPMAIUI — BJIaJeser]
i obJagares b HHMOPMAIIIN.

Onpenenenne 1.5. Obaadamens uH@GOpMaAUUY — AULO, CAMOCTOAMENOHO C030a8ULEe
UHPOPMAUUIO AUOO NOAYHUBULEE HA OCHOBAHUL 3AKOHA UAU D02060DA NPAGO PA3PEULAMD UAU
oeparurusams docmyn K ungopmayuu, onpedesiemots no KaKuM-AUO0 NPUSHAKAM.

ObajaresyMu THOOPMAIUNA MOTYT BBICTYIIATh: (DPU3UIECKNE JIUIA, IOPUINIeCcKue JINTA,
a Takxke Poccuiickas @eneparus, cyobekT Poccniickoit Depepaliii Wik MyHHUITUNAILHOE
obpazoBanne. B Tpex mocaegHux ciaydasx IpaBo pas3peliaTh WX OrPAHUYIUBATH JOCTYI K
UHMOPMAITNHT PEATN3YETCsl OpraHaMU T'OCYIapCTBEHHON BJIACTH M MECTHOT'O CAMOYIIPABJICHUSI,
Ha KOTOPbI€ BO3JIO2KCHBI COOTBETCTBYIOIIKWE ITOJITHOMOYHMA.

Obagarens mHGOPMAINT pean3yeT BCIO MOJTHOTY MPaB B ee OTHOINEHWH. B gacTHOCTH,
OH WMeeT IpaBa Ha HUCHOJIb30BaHKe UH(MOPMAIUKE 110 CBOEMY YCMOTDEHHUIO (B TOM YHCIIE
Ha YHUYTOXKeHHe MH(MOPMAINH, ee JapeHne, MpoJayKy W T. I.), Ha OIPAHUYEHHE JOCTYIa
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K nH(MOPMAINK, HA 3aIUTY (3AKOHHBIMU CII0COOAMU) CBOUX IIPAB HAa MH(MOPMAIMIO B CJIydae
ux napymeaud. [Ipu sTom obsragarens nndopmanum 0dsA3aH cOOIONATH TpaBa U 3aKOHHbIE
MHTEepeChl MHbIX JIMIL, IIPUHUMAaTb MEPbI II0 3allliTe I/IHCbOpMaJ_[I/H/I, a TakK>Ke OI'paHu4vYuBaTb
JIOCTYT K MH(MOPMAIINH, eCJIU TaKasl 00sI3aHHOCTb yCTaHOBJIeHA (DelepaTbHBIMI 3aKOHAMU.

Kitaceudburnupys wrdopMaIuio 1Mo MmopsajiKy JOCTyla, Mbl CMOTPUM Ha Hee € TOYKU
3peHus rmojydaresid. Tenepb Mbl PaccMOTPUM BOIPOC O Kjaccudukaruun wHboOpMalum ¢
TOYKHN 3peHUdAd HMCTOYHHKA. IL.HH Ha4daJila OTMETHUM, YTO Hallle 3aKOHO/aTeJIbCTBO BbIAE/IAET
JiBa popmaTta nepejadn nHMOOPMAIU: ITPEJOCTABJIEHNE I PACIIPOCTPAHEHHUE.

Onpenenenue 1.6. IIpedocmasaernue ungopmayuyu — JeUcmeus, HANPAEAEHHDIE HA
NOAYUEHUE UHPOPMAUUY ONPEOEAEHHBIM KPY20M  AUY, UL NEPedady  UHPOPMAUUL
onpedeneHHomMy Kpyay AUy,

Onpenenenne 1.7. Pacnpocmpanenue ur@opmayuy — 0elicmeus, HANPABACHHbLE HA
NOAYHEHUE UHPOPMAUUL HEONDPEIEAEHHBIM KPY20M AUY, UM NEPEIayy UHPOPMAUUL
HeonpedeaeHHoMy Kpyay AU,

Ob6paTuM BHHMaHHE, YTO 5TO JOCTATOYHO BAXKHO, IIOCKOJBKY MHOI'HE BOIIPOCHI 00
OTBETCTBEHHOCTU C(OPMYJIMPOBAHBI B TEPMUHAX TOJBKO OJHOTO ¢opmara Iepeiadn
MHMOPMAITIHU U BOIIPOC 00 OTBETCTBEHHOCTH ITPUMEHHUTE/IHHO KO BTOPOMY (hbopMaTy sABJISIETCS
juckyccmoHubiM. Hampumep, B wactu 1 crarbm 242 YrosioBHOTO KojieKca Poccuiickoit
Qeneparun «HezakoHHBIE M3rOTOBJIEHHE U 0OOPOT HMOPHOrpapUIECKHX MaTepuasioB WU
IIPEJIMETOB» COCTAB MPECTYIICHUsT CPOPMYTUPOBAH CJICIYIOIIIM 0OPA30M:

Hesaxonnwvie uzeomosaenue u (uau) nepemewernue wepes locydapemeennyio epanuuy
Poccutickoti  @edepavuu 6  ueasxr pacnpocmparHeHus, nYyoAuNHOl  deMOHCMPAUUL
UMY PEKAGMUPOBAHUS — AUOO  DacnpocmpaHerue, nYosudHas — JeMOHCMPAUUA U
PEKAAMUPOBAHUE NOPHOPAPUIECKUT MATNEPUANOE U NPEOMEMOE.

Ntak, B 3aBUCHMOCTH OT IOpsiJIKa PACIPOCTPAHeHus (IPEJIOCTABIECHNS) BbIIEIAIOT
cJietyiomue Buibl uradopmanuu [5):

1. Coboxnno pactpocrpansgeMas nadopMarys (HanpuMmep, nepedeHb KHUT B IIyOJIMIHOMN
6ubsmorexe);

2. Nudopmarius, mnpejgocrapiigeMasi IO COTJIAIICHUIO JIUIT, YIACTBYIOIINX B ONPE/IC/IEHHBIX
OTHOIIEHUX (HAIIPUMED, TPOM3BEICHNs, 3aIIUIIEHHbIE ABTOPCKUM IPABOM );

3. Undopmanus, momexkanas MPeIOCTABICHUIO WM DPACIPOCTPAHEHHIO (HAIPUMED,
CBeJIeHNsI O 30JI0TOBAIOTHBIX pesepBax Poccuiickoit Deeparum);

4. Nndopmanus, pacrpoctpanenue Kotopoit B Poccuiickoit @ejiepaliny orpaHuanBaeTCs
WJIN 3aIPETaeTCs.

Hanpmwvep, va Tepputopun Poccuiickoit @enepariun 3anpeniaercs pacnpocrpaHenue [5]:
1. Ungopmavyuu, nanpasienroti na npona2ardy 60THbL.

2. Ungopmavuu, HANpasAeHHol HA — PA3KHCUGHUE — HAUUOHAALHOT,  PAcosot U
PENULUOSHOT HEHAGUCTIU U BPAAHCODL.

3. Undopmayuu, 3a pacnpocmparerue Komopot npedycMOmMpeHa Yzor08HAA UAU
AOMUHUCTIPATMUBHAA OMBEMCMEEHHOCTY (HANPUMED, 20CYIaPCMEeHHas Malna).
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1.4. IndopManmoHHble TEXHOJIOTUN 1 MHAOPMAIIMOHHBIE CUCTEMbI

CretytornuM BazKHBIM TIOHSITHEM, OIpejiesieHne Koropomy gano B PenepasbHOM 3aKOHE
«O6 madopmarmn, THGOPMAIMOHHBIX TEXHOJOIUAX U O 3aluTe HHMOPMAIMH» SABJISIETCS
MOHSATHE «UHMOPMAIMOHHBIE TEXHOJIOIUT .

Onpenenenne 1.8. HHPopmauuoHHble TETHOAO2UL — IMO NPOUECCHL, MEMOIL NOUCKE,
cbopa, rparenus, oo6pabomKU, NPedocmasAeHUA, PACHPOCMPAHEHUA UHPOPMAUUY U CNOCOODL
OCYULECTNBAEHUS MAKUT NPOYUECCOE U MEMOJ0E.

DTO ompe/IesIeHne TaKKe ABJIAETCS JOCTATOIHO o0ImmM. B paMkax JaHHOTO OlpeIe/IeHus
nHGMOPMAIIMOHHBIMU TEXHOJIOTHSAME OKa3bIBAIOTCs, HAIPUMED, YTEHUE ra3eT, O0bsABJIEHMUIT,
dbopmupoBanne 6ubmorek (6yMarxKHBIX U 9JIEKTPOHHBIX KHUT), PACIPOCTPAHEHHUE JINCTOBOK,
pacchliKa JIEKTPOHHBIX IIMCEM, XpaHeHue uHdOpMaIluu B IeHTpax 0OpabOTKHU JIaHHBIX,
obpaboTKa BHIEO Ha KOMIIbIOTEpE, OOIeHHe Yepe3 CMC M CepBUCHI 0OMeHa MIHOBEHHBIMU
COOOITeHNAMH, Iepejiada MHMOPMAIUU IO CIIyTHUKOBBIM KaHAaJaM CBA3W M MHOI'Oe-MHOTOe
JIpyToe.

Kak wmbr yxke 3nHaeMm, mudopmanus He cymiecTByeT cama 1o cebe. C ojiHO#l CTOPOHBI,
00s13aTeIbHO JIOJIPKEH CYINeCTBOBaThH HOcuTe b uHpopMmanun. C JIpyroit CTOPOHBI, JTOJIZKHBI
OBITH OIpeJie/ieHbl  MH(MOPMAIMOHHBIE TEXHOJIOTHH, KOTOPBIE TO3BOJIAIOT PadoTaTh ¢
nndopmalmeii Ha TakoM HocuTese. B MpoTUBHOM cilydae, caMo IO cebe CyIecTBOBaHUE
undopmanu 63 BO3MOXKHOCTH €€ MCIOJIb30BaHusl (IPUMEHEHNsI) MOXKET He OKa3blBaTh Ha
HAC HUKAKOT'O BJIMSTHUS.

[Tpu 5TOM MOXKHO HPHUBECTH MPUMEPHI CUTYallUil, IIPU KOTOPbIX HHMOpMaIus (BMecTe
C HOCHTEJIEM) CYIIEeCTBYeT, HO TEXHOJIOIHWil, MO3BOJISIONINX HU3BJEYb 3Ty UHGMOPMAIMIO
u paborarb ¢ Hell, eme He cymecTByeT. Hampumep, MOXKHO cYATaTh, YTO HAaIla
Bceenennas gapisiercst «HocurTeseM» undopmanmun o camoit cebe. [losTomy oTKpbITHE HOBOTO
dusnueckoro 3akona, 1o CyTH, siBJII€TCS aKTOM U3BJIEUEHUS CYIIIECTBOBABIIIEN HA «HOCUTEIE
uHOpMAIIH, KOTOPYIO JI0 9TOIO MOMEHTA HE MOIJIU U3BJICYb.

Jpyrum mpuMepoM siBJIsIeTCsl HEBO3MOXKHOCTE (IO KpaiiHeil Mepe Ha TeKyIUii MOMEHT)
YTEHUs YeJI0BEYECKUX MbICJIEH, ec/ii TOJIbKO Ye/I0OBEK caM MX He BOCHPOu3BOJUT. [losTomy
CTyJIEHTaM TPUXOJAUTCA JOKA3bIBATh IIPENojaBaTessiM, YTO OHU YTO-TO 3HAIOT IyTeM
HEIIOCPE/ICTBEHHOI'O BOCIIPOU3BE/IEHUS CBOUX MBICJIEI.

Wrak, ¢ yuerom CcKa3aHHOIO, BBEJIEM B PACCMOTDPEHUE eIle OJHO BayKHOE IOHATHE —
«HMOPMAINOHHAS CUCTEMAY.

Ounpenenienne  1.9. HUngopmayuonnas cucmema (UC) — smo  cosoxynmocmo
codeporcawetica 6 baszax dannolr uHnpopmauuy  u  obecnevusarowur ee  0bpabomky
UHPOPMAUUOHHLT METHON02UL U METHUMECKUT CPEIcms.

NudopMaIimoHHyo CHCTEMY MOXKHO pacCMaTpUBaTh KaK OCHOBHOW «CTPOUTE/ILHBIN»
9JIEMEHT U «yYEeTHYIO €JIMHUILY » B cepe nHpopMaTu3aum 1 nHHOPMAITMOHHBIX TEXHOJIOTHIA.
MoKHO cKa3aTb, YTO HAC OKPYKAIOT MH(MOPMAITMOHHBIE CUCTEMBI, 9TO HE TOJIBKO ITUPOKO
u3BectHble [lopTas rocymapcrBeHHbIX yciayr, Eambnas rocynapcrBenHas nHMOpMAIMOHHAS
cucrema B cepe 3apaBooxpanennsd win EauHbII rocyapcTBeHHBIN peecTp 3amuceil akToB
IParKJIAHCKOI'O COCTOSIHUSI, HO U MH(MOPMAIIMOHHBIE CHCTEMBI IIPEAIPUATAN — KaIpPOBbIE WU
Hyxrajrepckue MH(MOPMAIMOHHBIE CHCTEMBI, CHCTEMbI yrpasjienus mnpeanpustiaeM (ERP)
WM CHCTeMbl ylpaBieHusi B3ammooTHorreHusMu ¢ kiamentamu (CRM). Bosee toro, y
KaXKJ0ro M3 Hac €CTb, KaK MUHUMYM, OJIHA CBOs HWH(OPMAIMOHHAS CHCTEMa, HAIPUMED,
TesiepOHHBIN CIPABOYHUK JPYy3eil 1 3HAKOMBIX.
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Bepuemcs k omnpejgenennto wHMOpMAIMOHHON cucteMbl. OOparuMm BHUMAaHUE, €TO
[IPUBEJIEHHOE OIpeJie/ieHre Yy Ke He Iojpa3yMeBaeT paccMOTpeHue Jioboit mHbopMamn
HE3aBUCUMO OT (POPMBI €€ TPeICTABIEHUS.

Corytacuo crarbe 1260 ['paxkanckoro komgekca Poccuiickoit @enepariun 6a30il JaHHBIX
SIBJISIETCsI  TIPEJICTaB/IeHHAsT B OObEKTUBHON QopMe (COOTBETCTBEHHO MBICIH YeJI0BeKa
He TIONAJIAI0T O] OIPEJIeJIeHIe) COBOKYIIHOCTh CAMOCTOSITEIbHBIX MATEPHAJIOB (HAIpUMED,
crareii, pacyeToB M T. II.), CACTEMATU3UPOBAHHBIX TAKUM 00Pa30M, YTOOBI 9TH MATEPUAJIbI
MO ObITH HAMJIEHBI 1 0OPAbOTAHBI C MOMOIIBIO JIEKTPOHHOU BBIYUCIUTEJILHOMN
MaIlIuHBbI.

CooTBeTCcTBEHHO, TOBOPs 00 MH(MOPMAIIMOHHOI crCcTeMe, MBI ITOPa3yMeBaeM He TOJIbKO
[IpUMEeHEHne KOMIIBIOTEPOB It 00pabOTKKM MHMOPMAIINK, HO U 00sS3aTe/IbHO OIpeaeIeHHbIe
cBoiicTBa camoili obpabarbiBaeMoil MHMOPMAIUU, & WMEHHO IPUTOIHOCTH It 0OpabOTKU
C TMOMOIIBI0 KOMIbIoTepa (06beKTUBHYIO (bOpMY) W HaJUYUe ONpPeJIeJeHHON CTPYKTYDhI
(cucremHOCTH).

Hecmorpst na  BbIlecKazaHHOe, 110 INPHUBEJIECHHOE OIpeJie/ieHrne  MHMOOPMAITMOHHON
CHUCTEMBI IIOTAJIaeT BCe elle OdYeHb IMUPOKU Kjacc oObekToB. Hampumep, B coctan
nH(MOPMAITMOHHON CHCTEeMbl MOTYT BXOJUTH 0a3bl JAHHBIX C CHCTEMaMU YIIPABJICHUS,
rakume kak Oracle, MS SQL wiun MySQL, a moryr smexkrponnbie Tabmuisr Excel. Bosee
TOrO, CTPYKTypuWpoBaHHas Tabymia B aiile dopmara Microsoft Word takxke wmoxker
paccMaTpuBaThbCd B KadecTBe 0a3bl JJAHHBIX U BMECTEe C IPOrpaMMHBIM obecliedeHueM u
KOMIIBIOTEPOM, Ha KOTOPOM XpaHuTcs daiii, ona dpopMupyer nHOOPMAIMOHHYIO CHCTEMY.

Kpyr BO3MOXKHBIX TEXHUIECKUX CPEJICTB, BXO/ISIINX B COCTAB NH(MOPMAIMOHHOM CUCTEMBbI,
TaKKe OUeHb MUPOK. [IpuMepamMn TeXHUIECKUX CPEJICTB sIBISIOTCSA CEePBEPHI, TEPCOHATbHDBIE
KOMIIBIOTEPBI, HOYTOYKH WU ILIAHIIETHI, CMapT{OHBI, KOMMYTAIIMOHHOE 00OpYyI0BaHUE,
IIPUHTEPHI, BeO-KaMepbl U MHOT'O€ JIPyToe.

Takum  obpazom, mpuMmepamMu HUHMOPMAIMOHHBIX CHCTEM  MOTYT  SBJIATHCI U
YIOPAJIOUEHHBIN IepevueHb ciaylnaresieil sroro Kypca B daitie dpopmara Microsoft Word na
paboteM KOMITBIOTEPE TIPEIoiaBaTe/Isl, i CUCTeMa YIIPABICHIs YHUBEPCUTETOM, BKJIIOTAIOIIAS
cepBephl, pabodre MecTa MoJIb30BaTe/ el — COTPYIHNKOB YHUBEPCUTETA W YKe YIIOMSHY ThIi
[Topras rocyapCcTBEHHBIX YCJIYT, B COCTaB KOTOPOI'O BXOJST HECKOJBKO IIEHTPOB 00pabOTKU
JIAHHBIX, & KPYT HOJIb30BaTe el TOTEHIINAIbHO HEe OrpAHUYIEH.

[IpuHATO BBIIEIATH TPHU BUIa HHPOPMAIIMOHHBIX CHCTEM.

K mepBomy Buly OTHOCATCsI TOCY/IapCTBEHHBIE WH(MOPMAIMOHHBIE CUCTEMBI, CO3/IaAHHBIE
Ha OCHOBaHUM (eJiepalibHbIX 3aKOHOB, 3aKOHOB cyObeKTOB Poccuiickoit Pejieparun uim Ha
OCHOBAHWUM IIPABOBBIX AKTOB TOCY/IapCTBEHHBIX opraHoB. [lo macmTaly rocyiapcTBeHHbIE
nHMOPMAITMOHHBIE CUCTEMBI JICJIATCA Ha PErHOHAJIbHBIE, TEPPUTOPUATIHLHO PACIIOIOKEHHBIE B
onaoM cyobekTe Poccuiickoit @esepariun, u dejiepaabHble, TEPPUTOPUATHLHO PACIIOIOKEHHBIE
B HECKOJIbKHX cyObekTax Poccuiickoit @eneparun mim Ha TeppuTopum Beeit Poccumiickoi
Qeneparun.

Ko BTopoMy BH Iy OTHOCATCA MYyHUITUIIAIbHBIE MH(OPMAITMOHHBIE CUCTEMBbI, CO3/IaHHbIE HA
OCHOBAHWM PEIIeHNs OpraHa MECTHOI'O caMoylipaBiieHus. Takne nHOOPMAITMOHHBIE CUCTEMbI
OOBIYHO paCIOJIOXKEHBI B IIpejiejiaX OJIHOIO0 Topoja WIu paifoHa cyObekTa Poccuiickoit
Qe repariun.

Bcee ocrampuble mHOOPMAIMOHHBIE CHCTEMBI OTHOCSATCS K TPETbEMY BHJLY <«HHBIX
MHMOPMAITMOHHBIX ~ CHCTeM».  TakuMu  HUH(MPOPMAIMOHHBIMA ~ CUCTEMAaMM  SBJIAIOTCS
MHMOPMAITMOHHBIE CHUCTEMbI TPEINPUATUN U OpraHu3allyii, JacTHble HHQMOPMaIMOHHbIE
CUCTEMbBI HE3aBUCHUMO OT UX TEPPUTOPHUAILHOTO pasMerienus. Hanpumep, uadopMainoHHbe
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cucrembl [TAO «lazmpom», conmanbrast cetb BKorTakTe n Hamr tejiepOHHBIN CIIPABOYHUK B
TesiepoHe OTHOCATCH K MHBIM HH(MOPMAITMOHHBIM CUCTEMAM.

ObpatuM BHUMaHWE, ¢YTO, HECMOTpsS Ha I[IPABOBOE 3aKpeIlIeHne ITPUBEICHHON
KJIaCCU(pUKAIUN,  CYIIECTBYIOT — aJIbTePHATUBHBIC  B3IVIAJIbl HAa TO, YTO CYUTATh
rOCYJapCTBEHHBIMU  MH(MOPMAIMOHHBIMU  cucTeMamu.  Hampumep, B OgHOM U3
OCHOBHBIX a&JIbTEPHATUBHBIX IIOJXO/I0B IIPEJlJIaraeTcs CUYATATh TI'OCYJAPCTBEHHBIMU BCE
nH(MOPMAIMOHHbBIE CHCTEMBI, CO3JI[aHIE KOTOPBIX (DMHAHCUPOBAIOCH (Wjn (DUHAHCUPYETCsI)
u3 010/KeTOB (heJIepabHOIO U PErMOHAILHOIO YPOBHEN, ITPH 9TOM HaJIUYUE ITPABOBBIX aKTOB
HE CUYUTACTCS IMEPBOCTEIIEHHDBIM.

[TockouibKy mHGpOPMAaIMOHHAS CUCTEMA COJIEPYKUT B CBOEM COCTaBE TEXHUIECKUE CPEJICTBA,
a TaKzKe IIporpaMMHOe obeciiedeHune, peaausyiomiee HHPOPMAINOHHBIE TEXHOJIOTHH, TO KTO-
TO JIOJIZKEH TI0/[JIEPKUBATH UX B PAOOTOCIIOCOOHOM COCTOSTHUM, OOHOBJISITh, MOJIEPHU3UPOBATH,
3aMEHATh U T. 1. JIumo, obciryzKuBaromniee HHMOPMAIMOHHYIO CUCTEMY, IPUHATO Ha3bIBaTh
orrepaTopoM WHQPOPMAIMOHHOM CUCTEMBI. DTO BTOPOIi 110 BaxKHOCTH (T10CsIe 0018 1arest
nadopmalnn) cyobekT B cdepe wmHGOpMATH3AINN W HUHOOPMAINOHHBIX TEXHOJOTHIA.
[IpuBeem dopmasibHOE OIIpe/Ie/IeHNe.

Omnpenenenne 1.10. Onepamop uH@opMauuoHHOT CUCTNEMDBL — MO 2PAAHCOGHUH UAU
0PUIUMECKOE AUUO, OCYULECTNEAANOULUE EAMEALHOCTD NO IKCIAYAMAUUY UHPOPMAUUOHHOT
CUCTNEMDL, 8 TOM “HUCAe N0 00pabomre UHPOPMaAYUL, codeprcauletica 6 ee 0a3axr JaHHbLT.

Obaataresb nHGOPMAIUN U OIIEPaTOP MHAMOPMAIMOHHON CUCTEMBI MOTYT HAXOJIUTHCH B
Pa3IMIHBIX OTHOIIEHUSX. DTU POJNA MOI'YT COBIAJIaTh WX ObITH pasjudHbiMu. K mpumepy,
MBI gBJIsieMCsI obJtajaTesieM nH(OpMaIlul B HAIIeM cMapTdOHe U OJHOBPEMEHHO OIIepaTOPOM
resieoHHOTO cripaBodHUKa. C JIPyroil CTOPOHBI, MBI MOXKEM SIBJISIThCS O0JIAIATEISIMI
nHMOPMAITNHT, HO TMOPYUHUTH €€ SKCILIYATAINIO IIEHTPY O00pabOTKU JAHHBIX, KOTOPBIH OyieT
BBICTYIIATh B JIAHHOM CJIydae B POJIU Olleparopa.

Bostee Toro, ponm obnagarenas u omeparopa MOIYT OBITH pacHpeIeeHbl MexKLy
HECKOJIbKMMH JIMITaMM. HaHpI/IMep, TEXHUYICCKHUE CPEe/ICTBa IEeHTPa O6pa6OTKI/I JaHHBIX MOXKET
apeHI0BaTh OpraHu3alis, KOTopas pa3BepHET Ha HUX MH(MOPMAIMOHHYIO HHPPACTPYKTYPY
COIMAJILHOM CeTH, K KOTOpO# yiKe OyIyT IOJAKJII0IaThCsT IOJIB30BaTe/n — ObJIaaTe
«CTPAHUIL» B 3TOU COIUAJIBHON CETH.

HeobxomMo 0TMETHTD, ITO MOTYT BO3HHKATH M JIOCTATOTHO TAPaIOKCAIbHBIE CUTYAIUN.
Hamnpumep, kak ob/agaresnb nadopMalii, pa3MeIiaeMoil Ha Hallleil CTpaHuIe B COIUAIBLHO
CeTH, Mbl MOYKEM pas3pelrarh 1 OrPpaHHINBATE JTOCTYII K Heil, HO BJIaJIeJIel] caMoil COIaIbHOI
CeTH TaKKe€ MOXKeT OI'PAHMYUTL JIOCTYI K Hallleil CTpaHulle U pPa3MEIICHHONW Ha Heil
MHMOPMAITMH, B TOM YUC/IE U HAM CAMUM.

To ke camoe MOXKeT HPOU3OUTU BO BTOPOM IPUBEJICHHOM IIPUMEPE, B CUTYaIlUd, IPU
KOTOPO#i MEeHTp 06paboTKM JAHHBIX (HAIPUMED, 33 HEYIJIATY) MOYKET OIPAHUYIUTH JIOCTYII
K nHpopmaruu ee obsajarento. [lostomy B 00Iem ciydae olpejesieHre TOro, y KOro B
KOHKDETHBIII MOMEHT BPEMEHH MOKET OKa3aThCst OOJIbINe TIpaB Ha MHMOPMAIHO (1 pecypcoB
Ha WX Peau3aluio) y obajaress Wil y Oneparopa, MOKeT OKa3aThCsl JOCTATOYHO TPYIHOI
3aJa4eit.

B caydasx, npu KOTOPBIX PoJib omepaTopa MHMOPMAIIMOHHONR CHCTEMbI He OIIpeesieHa
SIBHO (HAIPUMEpP, OHA MOKET OBITh IPONUCAHA B IPABOBBIX JIOKYMEHTAX, SIBJISTFOIIIXCSI
OCHOBAHWEM Jiisi CO3J[aHUsT WHMOPMAIMOHHONW CHCTEMBbI), ONEPATOpoM HH(MOPMAIHOHHOI
CUCTEMBI CYUTAETCsI COOCTBEHHUK TEXHUYECKUX CPEJICTB, KOTOPBIE HWCIIOJIb3YIOTCI
Jist 00paboTKu cojlepxkaiieiicss B 6a3ax JaHHBIX uHGOpManuu (0OpaTuM BHUMAHWE, YTO
TaKOW TIOJIXOJ[ MCKJIIOYAET, HAIpUMep, COOCTBEHHHKa KOMMYTAIMOHHOIO 00OPYI0BAHUS
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U BCIOMOIaTeIbHBIX TEXHUYECKUX CPEJCTB), WM JIUIO, C KOTOPBIM 3TOT COOCTBEHHUK
3aKJIFOUMII JIOTOBOD 00 9KCIUTyaTallid HH(MOPMAIUNOHHON CHCTEeMbl (OTMETHM, YTO TAKHX
JIOTOBOPOB MOKET OBbITh HECKOJIbKO, HAIlpUMED, SKCILIyaTallds Pa3JIMIHbIX KOMIIOHEHTOB
nHGOPMAIMOHHON CUCTEMBI MOYKET OCYIIECTBIATHCH PA3JINIHBIMI OPraHU3AIUAMHY ).
Obsagiaresss nndopMar 1 ornepaTop UHMOPMAIMOHHON CUCTEMBI B CIydasiX, €CJIH 3TO
yCTaHOBJIEHO 3aKOHOIaTe/IbecTBOM Poccuiickoit Pesepariun, 00s3aHbl IPUHIMATEH TPABOBBIE,
OpraHu3aIMOHHbIE M TEXHUYECKHE MePHI 110 3amuTe nHdOpMAIni, HallpaBieHHble Ha [5]:

e IIpeJIOTBpAIEHNe HEIPABOMEPHOTO (HECAHKITMOHMPOBAHHOIO) JOCTYyNa K HH(MOPMAIIIH,
pPe3yJIbTATOM KOTOPOI'0 MOXKET CTaTh yHUUYTOXKEHUe, Mojudukaims, OJOKUPOBaHUE,
KOITMPOBAHKE, MPEIOCTaBICHIE WM paclpocTpaHeHne WH(MOPMAIUA, a TaKzKe JIo0bIe
JpyTrue HelTpaBOMepHbIe JIEUCTBUS B €€ OTHOIIEHWUN;

e co0JTI0/IeHe KOH(MUIEHIMATBLHOCTH HH(MOPMAIIUKA OI'PAHUICHHOTO JIOCTYIIA;

® pea/IM3alliIo MPaB JIOCTYIa K HHPOPMAaIIUH.

B ciyyasax, ycTaHOBJIEHHBIX 3aKOHOJATEJLCTBOM Poccuiickoit ®Peneparun, odJajiaresb
urGOpMAaIUK 1 OTepaTop WHMOPMAIMOHHON cHCTeMbl 06g3aHbI 06ecnednTh |5|:

e IIpEJIOTBpAIEHNE HECAHKIMOHUPOBAHHOTO JOCTYyTa K WHpOpManuu u (KIK) nepejiadu
ee JInIaM, He UMEIONUM IIPAB JIOCTyIa K WH(OOPMAIIUU;

® CBOEBpPEMEHHOE  ObHapy:KeHHe  (HAaKTOB  HECAHKIIMOHWPOBAHHOTO  JOCTyHa K
nHMOPMAIIHH;

® TIpeIyIpesK/IeHne BO3MOKHOCTH HeOJIAroNpUATHBIX MOCJIEICTBUI HAPYIIEHUs MO IKa
JIocTyTa K nHMOpMaIuu;

® HEJIONYINEHNe BO3JICHCTBUA Ha TEXHUYECKHE CPEJCTBAa 00paboTKu uH(MOpMAINH, B
pe3yabTaTe KOTOPOro HapyIIaeTcs nX (DyHKIIMOHUPOBAHIME;

® BO3MOXKHOCTb HE3aMEJJINTETLHOI'O BOCCTAHOBJIEHUST NH(MOPMAIIIHT, MOIM(MUITTPOBAHHOMN
WIN YHUYTOXKCHHON BCJICACTBUE HECAHKIIMOHUPOBAHHOIO JOCTYIIa K HEH;

® TIOCTOSIHHBIN KOHTPOJIb 3a ODecliedeHneM YPOBHS 3alUIIEHHOCTH MHMOPMAIINN.

Ha macrtogmmuii MoMeHT B HOpMaTHBHO-IIpaBoBoil Oaze Poccuiickoit Pemepariuyu MOXKHO
BBIJIEJINTH CJIEJIYIONINE OCHOBHBIE BHUJIbI 3allUINAaeMOil WHMOPMAIUA W OCHOBHBIE BUJIbI
3aIUIIAEMBIX HHDOPMAIMOHHBIX CUCTEM (O0BEKThI 3AIUTHI):

® IOCyJapCTBEHHAA TailHa;
® IIepPCOHAJIbHLIC JaHHbIC;
® KOMMepUecKad TaiHa;

e undoOpManua s CJIY:KeOHOTO MOJIb30BaHMs (CMOTPH 3aMedaHHe O CTaTyce 3TOTOo
BU/JIa KOH(MDMIeHIINabHOI nHMopMalnuu B pasene «Kiaccudukarus nabopmalinu 1o
BO3MOYKHOCTH JIOCTYIIA U BO3MOYKHOCTH PACIPOCTPAHEHUS» );

® 00BEKTHI KPUTUUIECKOW NHMOPMAITMOHHON NH(MPACTPYKTYPHDI;
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® TOCY/JapCTBEHHBbIE NH(MOPMAIMOHHBIE CUCTEMbI;

I/IH(bOpMaHI/IOHHbIe CUCTEMBI IIEpPCOHAJILHbBIX JTaHHbIX;
® ABTOMATU3UPOBaHHbBIC CUCTEMbI yIIpaBJICHUA TEXHOJIOI'HYECCKUMU ITPOIECCAMMU;

® OTKPBITBbIE U OOIIEIOCTYITHbIE MH(MOPMAIMOHHBIE PECYPCHI.

HO KazKJI0My IIpeJCTaBJIEHHOMY B IIpEAbIAYIIEM CIIMCKE O6’beKTy 3alllUThl CYIIIECTBYET
CBOS «BETBb» B 3akoHojarTeabcTBe Poccuiickoit Desepaniuu, B KOTOPYIO B TOM YHUCTIE
BXOJIAT BEJIOMCTBEHHBIE IIPABOBbIE JIOKyMeHTHI PejiepasbHOil CIyKObI 110 TEXHUIECKOMY U
sKcIopTHOMY KOHTpoJito Poccuiickoit Peneparuun u PejiepaabHORl C1yKObl 0e3011aCHOCTH
Poccuiickoit @ejiepalinu, ycraHaBuBaoIlue TpeOOBaHUS K COCTaBY M COJEPYKAHUIO Mep I10
3aIuTe NHMOPMAIIAHN.

1.5. OTBeTCTBEHHOCTbH B cdhepe obpaboTku’ n 3aMIUThHI
KOH(UIeHITnaJIbHON nHdOpMAITAN

Hapymenne TpeboBanuii  deepalbHOrO 3aKOHOIATENLCTBA B cdepe oOpaboTKU
U 3alUThl  KOHPUJIEHIINATLHON WHGOPMAIUA  MOYXKET I[OBJIeYb pa3IudHble BUJIbI
oTBeTcTBeHHOCTHU. [IpaBwiaMu BHYTPEHHEIO TPYJIOBOIO PACIOPSIKA OpPraHu3anuii u
OPEIPUATHI  MOXKET —[PEyCMaTPUBATHC — UCIHUAINIMHAPHAST OTBETCTBEHHOCTH  (3a
COBepIIleHNe TUCIUILIMHAPHOTO MPOCTYIIKa padoTajlaTelb MOXKET NMPUMEHHTh K paOOTHUKY
JIUCIUILINHAPHOE B3bICKAHNE: 3aMeYaHne, BBITOBOP Win yBosibHeHne ). Cepbe3Hble MPOCTYIKN
MOT'YT SBJIATbCS aAMUHUCTPATUBHBIMU MPABOHAPYINEHUSIMU WU IIPECTYNJICHUSIMMA.

OCHOBHBIMU HOPMATUBHBIMHU ITPABOBBIMU AKTAMMU, OIPEJIE/IAIONIUMA OTBETCTBEHHOCTH
B cdepe 00pabOTKM U 3alUThl KOHMUIAEHINAILHON wuHbOpMaImu, spjidiorcsa Kojeke
Poccuiickoit  ®eneparun 06  ajmunnctpatuBabix npaoHapyiiennsx (KoAIl P®) wu
Yronosublit Kojexe Poceniickoit @eneparun (YK P®). Pacemorpum ux Gosee 1opobHo! .

OcHoBHbIe MpaBOHAPYIIEHUA B 00acTU 00pabOTKU KOHMUIEHIINAILHON wHMOpMAIUn
npejycMmarpuBaiored  crarbamu - 13.11  «Hapymenue 3akonomarenbcrBa  Poccuiickoit
Qenreparuun B 00/1aCTH MMEPCOHATBHBIX JaHHBIX> U 13.14 «Pazriamenue wndopmanum c
orpannydeHubIM JocTynoM» KoAll PO.

Ob6bekTOM TIpaBOHapyIIeHus, npeaycMorpennoro crarbeit 13.11 KoAll P®, asagarorcs
o0ITecTBEHHBIE OTHOIIEHNUS, BO3HUKalomue npu obpadorke [1/1w, a TakxKe npu ucCHogIHEHUN
OIIepaTOpPOM  BO3JIOXKEHHBIX Ha  HEro 3akKoHojarTebcTBOM — Poccmiickoit  Despeparun
obsi3aHHOCTEl M 3aKOHHBIX TpeboBaumit cyobekToB [[/In. CyObekramu mpaBoHapyIIeHUs
MOTYT SIBJIATHCS T'pazk/iaHe, JOJKHOCTHBIE W opuandeckue jmna. OObeKTUBHAsT CTOPOHA
[IpABOHAPYIIIEHNs] COCTOUT B JIEWCTBUM WM 0e3/1eliCTBUU, NPHUBOJIAINIEM K HAPYIIEHUIO
nopsijika obpaborku [I/ln u ucrnosHeHus orepaTopoM CBOUX OOS3aHHOCTENH M 3aKOHHBIX
TpeboBanuit cyobekros [1/1H.

Ob6bekToM  mpaBoHapyiieHus, upejgycmorperroro crarbeit  13.14  KoAIl PO,
SBJIAIOTCS  ODOIECTBEHHBIE OTHOINEHUs, BO3HHUKAIONUE Ipu 00paboTke uHMOPMAIIT
orpannydeHHoro jocrymna. CyObeKTaMu IIpaBOHADPYIIEHUST B 9TOM CJIydae MOTYT sBJISATHCS
rpazKjaHe, MOJIYUUBINHE JIOCTYH K WHMOOPMAIUN OIPAHUYEHHOTO JOCTYIa B CBI3U C
UCIIOJIHEHUEM CJIY2KEOHBIX min podeccuoHabHbIX obsizannocTeil. OObeKTUBHAs CTOPOHA

!Ocnoanno na xkommentapusx kK KoAIl P®, npusenenHbx Ha caiitax http://koapkodeksrf.ru/,
https://kodeks.ru/news/read /podgotovlen-novyy-postateynyy-kommentariy-k-koap-rf, u kommenrapusx x
YK PO, npusesennsix Ha caiirax http://ukodeksrf.ru/, http://stykrf.ru/.
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[IPABOHAPYIIIEHUsSI COCTOUT B JIeficTBUU mjin Oe37eficTBUM, TPUBOMAINIEM K PA3IJIAIICHUIO
uHGOpMAINE  OPPAHHYEHHOIO JIocTyma (TO ecTh mepefade, IPEJOCTABICHUIO I
pacIpoCTpaHeHn0 WH(MOPMAIUN OrPAHWIEHHOTO JOCTYIA JINIAaM, He WMEMOINM IIpaBa
nocryma K Heil). IIpu sTom, eciam pasriamnienve uHMOPMAIMA OIPAHUYEHHOIO JIOCTYIIA
obpa3syeTr cocTaB IPECTYILIEHU, TO JIUIO, €0 COBEPINUBINee, OYIET HECTH YIOJOBHYIO, a He
AJIMIHICTPATUBHYIO OTBETCTBEHHOCTD.

C rouku 3penns 06pabOTKM KOHMDUIEHITNAILHON mHMopMaIun 6,im3Koi K crarbsaMm 13.11 u
13.14 KoAIl P® asnisiercs cratbs 5.27 KoAll PO «Hapyterne Tpy10Boro 3aKOHOIATETHCTBA
U UHBIX HOPMATUBHBIX ITPABOBBIX aKTOB, COJAEPXKAIIUX HOPMBI TPY/IOBOI'O IIPpaBay, MOCKOJILKY
Boripockl obpaborku II/Ix paboTHMKOB peryaupyiorcsd TpymaoBbIM KojekcoM Poccuiickoit
Oeneparun. OObEKTOM IPaBOHAPYIIEHU, MPEIYCMOTPEHHBIX dacTsaMu 1 u 2 craTbu 5.27
KoAIl PO, asisrorcst obiiecTBeHHBIE OTHOIIEHNS, BOSHUKAOIIHE B cdepe TPYI0BOIro Ipasa,
B YaCTHOCTH K OOBEKTY IPABOHAPYIIEHUsI MOXKHO OTHECTH OOIECTBEHHBIE OTHOIIEHUSI,
BOZHHUKaloIme 1pu obpaborke paboromaresem IIJIa paboraukoB. OObEeKTHBHAST CTOPOHA
[IpaBOHAPYIIIEHUI COCTOUT B JICHCTBUH WU O€3JefiCTBUN, NPUBOJANIEM K HEBBITIOJHEHHIIO
WK HAPYIIEHUIO HOPM JIEHCTBYIOIIEr0 TPYIOBOIO 3aKOHOAATEIbCTBA U MHBIX HOPMaTUBHBIX
[IPABOBBIX aKTOB, COJIEPKAIIIX HOPMBI TPYJ/IOBOTO IIpaBa, B TOM YHUCJIE HAPYIICHUIO TTOPSTKA
obpaborku [I/Ia paborHukoB. CyObeKTOM MpaBOHAPYIIEHN, TPEIYCMOTPEHHOIO YaCTHIO
1 crarbu 5.27 KoAIl P®, asasercs, gomkaOCTHOE JnIio (HampuMmep, paboToaTesh
WM T[IpeJICTaBuTe b paboTojaTess) WK JIMIO, OCYIIECTBIISAIONIEe TPEIPUHIMATEIHCKY O
JIeATeJIbHOCTh 0e3 00pa30oBaHUs OPUIUIECKOrO JIUIA, a CyObEeKTOM IIpaBOHAPYIIECHUS,
[IPEyCMOTPEHHOTO YacThio 2 TOH »Ke CTaTbu, — JHUIO, KOTOPOE paHee IM0JBEPrajioch
HAKa3aHUIO 38 aHAJIOITIHOE TPABOHAPYIICHHE.

Craren 13.12 «Hapymenne mnpasun 3amurel uapopMamumy un 13.13 «Hesakonnas
JIeATeIbHOCTL B objacty  3amuThl  umHopMarmny KoAll P® onpenensiior ocHOBHBIE
COCTaBbl AJMUHUCTPATUBHBIX IIPABOHAPYIIEHUN B 00JACTU 3aIUThl KOHMUIEHITUATHLHOMN
undopmarmu. OOBLEKTOM IMIPaBOHAPYIIEHUI, [IPEyCMOTPEHHBIX YKA3aHHBIMU CTATbIMH,
SIBJISIFOTCST OOIIECTBEHHBIE OTHOIIEHUSI, BO3HUKAIOIINE IIPU OCYIECTBICHUN JeATeTbHOCTU B
obJtacTu 3aIUThl THPOPMAIIAHT.

Crarbsa 13.12 KoAIl P® comepkuT cemMb COCTABOB IpaBoHApYyIIeHUil, dactu 3, 4 u
7 yKa3aHHON CTaTbU IPEJyCMATPUBAIOT OTBETCTBEHHOCTH 3a HEIPAaBOMEPHBIE JIeHCTBUA
IpU 3alllUTe CBEJIEHUN, COCTABJIAIONINX TIOCYJAPCTBEHHYIO TaliHy, W IOTOMY 3JeCh He
paccMaTpPUBAIOTCS.

OObekTrBHAsT CTOPOHA IPABOHAPYIIEHUN, MPEJLyCMOTPEHHBIX dYacTsaMu 1 u 5 crarbn
13.12 KoAIl P®, cocrour B jeiicTBum mim 0e31efCTBUE, MPUBOJSINEM, COOTBETCTBEHHO,
K HapyIIEHHI0O W TIpydOMyMy HApPYIIEHUIO YCJIOBHil, NPEJLYyCMOTPEHHBIX JHUIEH3UEH Ha
OCYIIIECTBJIEHNE JIeATeIbHOCTH 110 3armuTe nHpopmarmn. CybbekTaMi aJMIHUCTPATHBHBIX
[IPABOHAPYIIEHUN B TEPBYIO OUYePe/b ABJSIOTCS IOPUIMIECKUAe JTUIA U WHIUBUTyaIbHbIE
[peIPUHUMATEN, UMEOINNe JINIEH3UI0 Ha OCYIIEeCTBICHHE IedTeTbHOCTH B 00/1acTh
3aIUTHl HHPOPMAIINN, & TaKXKe JOJ2KHOCTHBIE JTUIIA.

[Ipumepom HapyIIeHWs MPH  OCYIIECTBJICHUU JUIEH3UPYEMO  JIeATeIbHOCTH  TI0
TEeXHUIECKON 3amure KOH(MUIACHIINAIBHON HHMOPMAIMN SBJI€TC HapyIIeHHe CPOKOB
MOBBIIICHNsT KBaJN(MUKAIUN COTPYHUKOB OPTraHU3aIUU-JINIIEH3UATa, HEIOCPEICTBEHHO
MPUHAMAIOIINX Y9IACTHEe B OKA3AHWM YCJIYD MO0 TEXHUYIECKON 3aluTe KOH(MUIEHIHATIbHON
nHMOPMAIINH, & TAKXKe JIUI, PYKOBOJIAIINX TOMN JeATEeIbHOCTDHIO.

[Ipumepom rpyboro HapyiieHus B COOTBeTCTBUU ¢ nyHKTOM 7 Ilojmoxkenuss o
JINIIEH3UPOBAHUH JIEATEIbHOCTH 10 TEXHUYIECKON 3aIuTe KOH(MUICHIINAIbHON NHMOPMAIINH,
yrBepxkaennoro I[locranosiienuem IlpaBurennbctBa Poccuiickoit @enepanuu or 03.02.2012
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Ne'79, gamigerca  ucCnosb30BAHWE IIPW  OKA3aHWUU  YCIAYT IO TEXHUYECKON  3alluTe
KOHDUIeHITAIBHOT HHMOPMAITIN H3MEPUTEIbHBIX TPUOOPOB (IIPOIIE X B YCTAHOBJIEHHOM
3aKOHOATEIbCTBOM Poccuiickoit Pesieparn  mopsijike METPOJIOIHIECKYIO TIOBEPKY), He
NPUHAJICXKAIUX JIMIICH3UATY Ha IIpaBe COOCTBEHHOCTH WJIM MHOM 3aKOHHOM OCHOBAHUM.

OObeKTHBHAs CTOPOHA IPABOHAPYIIEHHUs, IPEJIYCMOTPEHHOIO YacTbio 2 CTaTbhu
13.12 KoAIl P®, cocrour B geiicrBuM wid  Oe31efdCTBUH, IPUBOALAIIEM K
UCIIOJIb30BAHUIO  HECepTU(UIUPOBAHHBIX CPEJICTB  3allUThl  WHQOpPMAIUU, a TaKzKe
MHOTO HecepTUMUIIMPOBAHHOIO MTPOTPAMMHOTO obecriedennsi n 6a3 mgaHHbIX. CyObekTamn
JIMIHACTPATUBHOIO IPABOHAPYIIEHUA B STOM CJIydae MOLYT OBbITh TI'pakjiaHe, a Tak:Ke
JIOJIZKHOCTHBIE U IOPUIUIECKUE JTUIIA.

Hakonern, o0bekTHUBHasi CTOPOHa IIPABOHAPYIIEHUs, IPEIYCMOTPEHHOIO YacTbio 6
paccMaTpuBaeMOil CTaTbU, COCTOUT B JIEUCTBUM WM 0e37eficTBUU, IPUBOJILAIIEM K
HapyIIeHUIo TpeboBaHuii o0 3ammre UHAGOPMAIMH, YCTAHOBJCHHBIX (deiepaabHbIMU
3aKOHAMHU, U TPUHATHIME B COOTBETCTBHHM C HHUMHU ITO/I3aKOHHBIMU akTamu. Harpumep,
DenepabubiM 3akoHOM 0T 27.07.2006 Ne152-P3 «O mepconaabHBIX JTaHHbIX». CyObeKTaMu
aJIMIHACTPATUBHOIO IIPABOHAPYIIIEHUST B 9TOM CJydae TaKxKe MOIYT SIBJIATbCS I'parKIaHe,
JIOJIZKHOCTHBIE U IOPUIUIECKUE JTUTIA.

B ornmaae ot npaBonapytienuii, npeycMoTpeHHbIX dactaMu 1 u 5 cratbu 13.12 KoAll
P®, obbekTuBHASA CTOpOHA IPABOHAPYIIEHUS, PEIYCMOTPEHHOTO YacThio 1 crarbu 13.13
KoAIl PO, cocrout B jeiicTBrm, HAIIpaBI€HHOM Ha OCYIIECTBJIEHNE JI€ITEILHOCTA B 00JIaCTH
3aIUThl HHPOpMaIU 6e3 HeOOXOIUMOI JIJIs OCYIIECTBICHUST TAKOH JIeTeIbHOCTH JINIICH3UH.
CyObekTamu mpaBoOHAPYIIIEHNS B 9TOM CJIy9dae MOTYT ObITh I'ParkKIaHe, a TaKZKe JT0JKHOCTHBIE
U opujndeckne Juma. JacTb 2 yKa3aHHOW CTaTbU IIPEyCMAaTPUBAET OTBETCTBEHHOCTDH 3a
AHAJIOTUYHBIE JIEHCTBU, CBA3aHHbBIE C UCIIOJIb30BAaHUEM U 3aIIUTON CBEJICHUI, COCTABJISIONTIX
rOCY/JapCTBEHHYIO TaliHy, U MIO9TOMY 3JIeCh HE PaCCMATPUBAETCH.

Otnenbayio rpymnmy crareii KoAIl PO, omnpenensiionux Mepbl OTBETCTBEHHOCTH 34
HApyIIeHus B 00/1acTu 00pabOTKU U 3AIMUTHI KOH(DUIEHITNATLHOI HH(MOPMAIINN, COCTABJIAIOT
CTATbW, B KOTOPBIX OOBEKTOM IIPABOHAPYIICHUS $BJMIOTCA OOIIECTBEHHBIE OTHOIICHUS,
BOBHUKAIOIIUE TIPU OCYIIECTBIECHUN NOCYJIAPCTBEHHOIO KOHTPOJIS WM HAJ30Pa, B TOM YHUCJTIE
B obsacTu 00paboTkyu u s3ammThbl uHopMmanuu. Ilpummepamu Takux crareit KoAIl PO
SIBJISTIOTCSI:

1. Cratbs 19.4 «HemoBuHoBeHNE 3aKOHHOMY PACIOPSIZKEHUIO JTOJ2KHOCTHOTO JIATIA
oprasa, OCYNIECTBJISIIONIEr0 TOCYJIAPCTBEHHbINH HAI30p (KOHTPOJIb), JIOJXKHOCTHOIO
JINIIA OpraHW3allid, YIOJHOMOYEHHON B COOTBETCTBUHU C (deliepalbHBIMU 3aKOHAMM
Ha OCYIIECTBJIEHHE TOCY/JapCTBEHHOTO HAJ30Pa, JOKHOCTHOTO JIMIA OpraHa,
OCYyHIECTBJIAIOIIETO MyHI/IL[I/IHaJIbeIfI KOHTPOJIb».

2. Crarbsa 19.4.1 «BocupengarcTBoBanue 3aKOHHON J1€sITEILHOCTH JIOJZKHOCTHOIO JIMIIA
oprafa roCyJapCTBEHHOIO KOHTDOJIS (HAI30pa), JOJZKHOCTHOTO JIMIA OpraHU3alliH,
YIIOJTHOMOYEHHOH B COOTBETCTBUM C deepaJbHbIMI 3aKOHAMH Ha OCYIIEeCTBJIEHHE
rOCyIaPCTBEHHOI'O HAJ/I30Pa, JOJIKHOCTHOT'O JIUTA OPraHa MYHUITUIIAJTBHOTO KOHTPOJIST.

3. Crates 19.5 «HeBbinosHeHEe B CPOK 3aKOHHOTO TIPEANUCAHUsT ([MOCTAHOBJICHHUS,
[PEJICTABJIEHNs], pellleHus) opraHa (JIOJZKHOCTHOIO —JIHMI@A), OCYIIECTBIISIFONIEro
rOCYJapCTBEHHbI  HAA30p  (KOHTDOJIb),  OpraHW3allid,  yIOJHOMOYEHHOW B
cooTBeTCTBUU C DejlepaJbHbIMI 3aKOHAMHU HA OCYIIECTBJIEHUE TOCYJIapCTBEHHOIO
Ha/30pa  (JIOJKHOCTHOTO JIUIA), OpraHa (JIOJIZKHOCTHOIO JIMIA), OCYIIECTBJISIONIETO
MYHUIIUTIAIbHBIIT KOHTPOJIb>.
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4. Crarbsa 19.6 «Henpunsarue mep 110 yCTpaHEHUIO IPUYUH U YCJIOBUIT, CIIOCOOCTBOBABIIIIX
COBEPITNIEHUIO & IMUHUCTPATUBHOTO ITPABOHAPYIIICHUS .

5. Crarbs 19.7 «Henpencrasienue ceejennit (nHdopManum)y.

Obparum paumanne Ha cratbio 19.7 KoAIl P®. Cbop ymoJHOMOYEHHBIME OpraHaMu
rOCyJapCTBEHHON BJacTH WHMOPMAIUN  SBJIAETCA OJHUM U3 METOIOB OCYIIECTBJICHUS
rOCyJIapCTBEHHOTO KOHTpoJisd. Hampumep, wacte 4 cratbu 20 @PesepaabHOr0 3aKOHA
or 27.07.2006 Ne152-®3 «O mepCcoHAJBHBIX JAHHBIX» YCTAHABIMBAET, YTO OIEPATOP
(mepcoHATIBPHBIX JIAHHBIX) 00si3aH COOOIMUTH TI0 3AlPOCY YIIOJHOMOYEHHOTO OpraHa 1o
3amTe npaB CyObeKTOB MEepPCOHATBHBIX JaHHBIX (PockoMHas30pa) BCIO HEOOXOIUMYIO
nadopmarmio. OObeKTUBHAsL CTOPOHA, IIPABOHAPYIIEHUs, IPeIyCMOTPEeHHOro craTtheit 19.7
KoAIl P®, cocrour B geiicrBum mim 6e3jeificTBUM, NPUBOLLAIIEM K HEIIPEIOCTaBICHHIO
WM HECBOEBPEMEHHOMY IIPEJIOCTaB/ICHUI0 MHMOpPMAIIUN B YIOJHOMOYEHHBI OpraH, a
TaKKe K IPEeIOCTABIEHNI0 NH(MOPMAIMKE B HEIOJIHOM WM HCKaykeHHOM Buje. CyObekramun
JIMUHACTPATUBHOIO TIPABOHAPYIIEHUsST MOI'YT BBICTYIATh TIpakJaHe, JOJKHOCTHBIE U
IOPUIUIECKUE JTUIA.

[Iepeiigem K paccMOTPEHHIO MTOJIOXKEHU Y TOJIOBHOTO Kojiekca Poccuiickoit Peneparuu. C
pazBuTHEM HH(MOPMAIMOHHBIX TEXHOJOTHI PacTeT YKUCJIO BUJIOB IPECTYILICHUMN, CBA3aHHBIX
¢ obpaborkoit m 3amwurToit mHoOpMaruu. IIpumepaMy MIpecTyIIeHN SIBISIIOTCS Kparka
nieHTU)UKAIMOHHBIX JAHHBIX (HampuMmep, JoruHoB u mapoJeil, PIN-KoI0B), pekBU3UTOB
OAHKOBCKUX KapT, MACIOPTHBIX JIAHHBIX, CO3JAHME MOJJIOKHBIX (MOIIEHHUYECKUX) CANTOB,
HE3aKOHHOE BO3J/eiicTBHe Ha WHMOPMAIMOHHYIO HHMPACTPYKTYPY, CIIOCOOHOE HapyIIUTh
mraTHoe (GpYHKIMOHUPOBaHUEe HHQMOPMAIMOHHBIX CHCTEM M aBTOMATH3UPOBAHHBIX CHCTEM
yIpaBJIeHUs TEXHOJOIMYeCKUMH IporeccaMu. Kaxkjoe u3 Iepevdnc/ieHHbIX TPecTyILIeHN
MOXKeT TIPUBECTH K CYIIECTBEHHOMY (KaK MaTepUATbLHOMY, TaK U MOPAJbHOMY) yiepOy st
rpakKJaHuHa, OOIIECTBa WU TOCYJapCTBa. 3/eCh Mbl PACCMOTPUM TOJIBKO PsJI IPUMEPOB
npectyiieHuiit B cepe 0OpabOTKM U 3aIUThl HHMOPMAIINN.

OObeKTOM  TpPeCTYIUIeHWi,  HpeIyCcMOTpeHHbIX  cratbamu 137  «Hapyrmenne
HEIIPUKOCHOBEHHOCTHU YacTHOM Kusuu» u 138 «Hapymrenue Taitubl nmepenucku, TeaedOHHBIX
[IEPEroBOPOB, TMOYTOBBIX, TejerpadHbIX WM HWHBIX coobmenuity YK PO, gasasiorca
OOIIeCTBEHHbIE OTHOINIEHUSA, BO3HHUKAIONINE IIPU peaJU3alMi  KOHCTUTYIIMOHHBIX IIPaB
rpazk/laH Ha HEIIPUKOCHOBEHHOCTDb YACTHOM KWU3HU, JIMYHOU U CeMENHOI TailHbl U Ha TalHy
[IEPEINCKH, TeaeOHHBIX IIEPErOBOPOB, IOYTOBBIX, TejerpadHbIX WA WHBIX COOOIIEHHI
coorBeTcTBeHHO. CyObeKTaMu MPECTYILIEHUH, IPeIyCMOTPEHHBIME YacTaMu 1 u 3 cTaTbu
137 YK P® u gactu 1 crarbu 138 YK P®, gpasiorcs BMmeHsemble (busndeckKue JuIa,
ngocrurmme (K MOMEHTY COBepIeHHsl TpecTyiuieHus) Bospacra 16 ser. CyGbekramun
IIPEeCTYILIEHU, TTpeyCMOTpeHHbIME JacThbio 2 ctatbu 137 YK P® u gacrhio 2 cratbu 138
YK PO, gpusiorcs una, UCHOAb3YIONIAE TP COBEPIIEHNN IIPECTYILIEHUSI CBOE CIIy:KeOHOe
nostoxkerne. OObEeKTUBHASI CTOPOHA IIPECTYILIEHNI, IIPelyCMOTPEHHBIX JacTIMI 1 1 2 cTaTbu
137 YK P®, cocrout B AeiicTBrH, HallpaBJIeHHOM Ha HE3aKOHHBIN cOOP MJIM PACIIPOCTPAHEHUE
(B ToM umcIie, B MyOGJUYHOM BBICTYILIEHUH, MyOIMIHO JIEMOHCTPUPYIOIEMCS TPOU3BEICHIN
mwm CMMU) cBesenmii 0 9acTHOW JKU3HU JIMIA, COCTABJIAIONINX €r0 JIMIHYIO UM CEMEHHYIO
Taiiny, 6e3 ero coryiacusi. OObEKTUBHAS CTOPOHA IPECTYILICHUSI, IIPEyCMOTPEHHOIO YaCThIO
3 paccmaTpuBaeMoOli CTaTbU, COCTOUT B JIECTBUHU, HAIIPABJIEHHOM Ha, pacIpoCTpaHeHue
CBeJICHUI O »KepTBaX IMPECTYIUIeHWH (MOTepIeBNrx), He JOCTUTINX Bo3pacta 16 Jer,
CJIeJICTBAEM KOTOPOTO SIBJISIIOTCSI TSIXKKHE ITOCTIeICTBUs Jjisi morepreBmmx. OObeKTUBHAS
CTOpOHA TPECTYIJIEHUH, NpeycMOTpeHHbIX cTaTheil 138 YK P®, cocrour B jeiicTBum,
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HaIIPpABJIEHHOM Ha HApYIIEHUe TalHbI TEPENUuCKU, Te/Ie(DOHHBIX IEPErOBOPOB, TOYTOBBIX,
TeserpadHbIX WA UHBIX COOOIIEHHUII.

OOBEKTOM TpeCTyILIeHNs, MperycMoTpeHHoro cratbeit 140 «OTka3 B mpesocTaB/IeHIN
rpaxkpanuny undopmarmny YK PO, gpiasiorcs obiecTBeHHbIe OTHOIIEHNs, BO3HUKAIONNE
B CBS3U C KOHCTUTYITMOHHOI OOSI3aHHOCTBIO OPIaHOB T'OCYJIAPCTBEHHON BJIACTU U OPraHOB
MECTHOI'O CaMOYIIPaBJIEHUs, a TaKyKe WX JOJKHOCTHBIX JIAI[, OOECHEYUTh KaryKJIOMy
BO3MOXKHOCTb ~ O3HAKOMJIEHHS C JIOKYMEHTaMH ¥ MaTepuaJlaMd, HeIOCPEeICTBEHHO
3aTparnBalIMU ero mpaa u cBobozabl (dactb 2 crarbu 24 Koncruryrun Poccuiickoit
Deneparin). CyObeKTOM TPECTYIUIEHUsT ABJISETCs  JIOJKHOCTHOE Jinio. OObeKTuBHAas
CTOPOHA  TIPECTYIUIEHWs COCTOMT B  JefCTBUM Wian  0e3/eliCTBUU,  I[PUBOJILIIEM
K HEIpPaBOMEPHOMY OTKa3y B IpeJocTaBjieHun  uH(MOPMAIUU,  HEIOCPEICTBEHHO
3aTparmBalolieil mpaBa M CBOOOJIbI I'paKkJ/IaHWHA, a TaKXKe B IIPEJOCTaBJIEHUU HEIOJIHOM
WA 3aBEeJIOMO JIOKHOM MH(pOpMAIMHU, B CIydae, €CJIM ITO NPHUBEIO K MPUINHEHUIO BpEJa
IIpaBaM U 3aKOHHBIM WHTepecaM I'DazkJiaH.

Ob61bekTOM IpecTyIuieHus, mpeaycMoTpentoro crarbeit 159.6 «Mormmennundectso B cdepe
KoMItbioTepHOit nadopmaruny YK PO, apisgiorcs obiecTBeHHbIE OTHOIIEHMS, BO3HUKAIONNE
BCJIEJICTBUE TPUMEHEHUs WHMOOPMAIMOHHBIX —TexHoyoruil. CyObeKToM IMpecTyILIeHus
SIBJIIETCST BMeHsieMoe (bU3nIecKoe JINTO, focTuriree Bo3pacta 16 jger. OObeKTuBHAS CTOPOHA
MIPECTYIIJIEHUST COCTOUT B JIeHICTBUM, HAIPABJIEHHOM Ha XUIEHWE YYXKOTO MMYIIEeCTBa WU
npuoOpeTeHne TpaBa Ha HEro € TOMOIILIO MpUMeHeHUus WHQOPMAIMOHHBIX TEXHOJIOTUi
u obpaborku wuHbopMaluu (IyTeM BBOJA, y/aJieHus, OJIOKHPOBaHUs, MO Iu(UKAINN
KOMITBIOTEepHO# nH(bOpMaIuu b0 WHOTO BMEIIaTeIbCTBA B (DYHKIIMOHUPOBAHUE CPEJICTB
XpaHeHusi, 0OpabOTKN WU Tepeadn KOMITLIOTEPHO# nHMopMarmn uian uHGOPMaInoOHHO-
TeJIEKOMMYHUKAIMOHHBIX  cereil). [lpmsHakamu, XapakKTepusyrolmuME MOIIEHHIYIECTBO B
cdepe KoMIbIoTepHOI nHMoOpMalni, Kak jesHue, 00J1a/1aolee MOBBIIEHHO! 00IecTBeHHOI
OIIACHOCTBIO, SIBJIAIOTCH COBEPINEHNE IPECTYILIEHUs] TPYIION JIUI[ 110 MPEeIBaAPUTETHHOMY
CrOBOPY, a PABHO C HPUYIUHEHUEM 3HAYUTENBHOIO yIiepda I[OTEPIEBIIEMY, COBEPIICHUE
MPECTYILJICHUS JIUIIOM C UCIOJb30BAaHUEM CBOErO CJIY2KEOHOTO TOJIOYKEHUS, ¢ TPUINHEHHEM
yiiepba B KPYITHOM pa3Mepe WU ¢ IPpUIHHEeHUuEM yiepda B OTHOIIEHUH OAHKOBCKOI'O cUeTa
WJIN 9JIEKTPOHHBIX JIEHEYKHBIX CPEJICTB, COBEPITIEHNE MPECTYILIEHNs] OPTaHU30BAHHON I'PYIIIOL
JmbOo ¢ mpuyunHeHueM yiiepba B 0co60 KPYIIHOM pa3Mepe.

OOBeKTOM TIPECTYILIeHUs, IPeycMOTpeHHOro crarbeil 272 «HemnpaBomepnsrit gocTyin K
KoMIbioTepHOI nHpopmarumy YK PO, apisgiorcs obIecTBeHHbIE OTHOIIEHUST, BO3HUKAIOITIE
npu  obecriedeHnn  CcBOMCTB GesomacHocTn  uH(popMarnuu (B mepBoM  PUOJIMZKEHWH,
KOH(MDUIEHITMAIBLHOCTH, TIEJI0CTHOCTH U J0CTymHOCTH). CyObeKTOM IPECTYILIEHHsT SBJISTETCSI
BMeHseMoe pusnyueckoe JIUIO, Jocturiiee Bo3pacta 16 jer. OObeKTuBHas CTOpPOHA
[PECTYIIEHUST COCTOUT B JEHCTBUU, HAIPABIEHHOM HA OCYIIECTBJICHUE HEIPABOMEDPHOTO
JOCTyTIa K OXPaHseMOil 3aKOHOM KOMIIBIOTEpHOi mHMOpMAIn (HAIPUMED, TePCOHATBHBIM
JIAHHBIM, KOMMEPYECKOi TaifHe U T.11.), eCJii 9TO JefiCTBIe TTOBJIEKIO HECAHKITMOHINPOBAHHOE
YHUUTOXKEeHHe, OJIOKMpOBaHKe, MOANMDUKAINIO WK KoluposaHue wuHbopMmaruu (To ecTh
HapylieHue cBoiicts GesonacHoctu unHopMmanuu). I[IpusHakamu, XapakTepU3yOIUMUI
HEIIPABOMEPHBIN JIOCTYII K KOMIILIOTEPHOI uHdoOpMaIu, Kak JesdHune, o00Ja/aolee
MIOBBINIIEHHON OOIECTBEHHOM ONMACHOCTBIO, ABJILAIOTCA ITPUYNHEHNE KPYITHOrO yInepOa Wiu
COBEPIIIEHUE TTPECTYIIEHNA U3 KOPBICTHOM 3aMHTEPECOBAHHOCTH, COBEPIIEHUE TTPECTYILICHUS
TPYWION JIUIL IO MPEIBAPUTETHHOMY CTOBOPY WMJIM OPTaHU30BAHHON TPYIIION OO0 JIUIIOM C
UCIIOJIb30BAHUEM CBOEr0 CJIYzKEOHOTO TOJIOXKEHUsI, COBEpIIeHNe TPECTYIJIeHUS [TOBJIEKITIETO
T’KKUE TOCJEICTBUS WU CO3/IABIIEro yIpo3y UX HACTYIJICHUS.
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B zakmouenne ormernm, uro Kpome KoAlIl P® u YK P®, orsercrBeHHOCTH B 00/1aCTH
00paboTKM M 3amuThl HHAOPMAIUK MOLYT OHPEIeIsITh W APYTHe IIPABOBBIE JTOKYMEHTHI.
Hamnpumep, B coorBeTcTBun co crarbeit 81 Tpymosoro kojekca Poccuiickoit @eneparun:

Pabomodamensv moorcem 6 odnocmoporrem nopadke pacmoperyms mpydosoti do2060p 6
cAYMae, ecAU COMPYOHUK PA32AACUA OTPAHACMYIO 3GKOHOM MATMY, CMABWYO U3BECMHOU
PAOOMHUKY 6 C8A3U C UCTONHEHUEM UM MPYIOBLIT 00A3AHHOCTE.

1.6. Bompochsl n 3agaHus

1.1. JlaiiTe ompejiesieHne MOHATUIO «UH(MOPMAIIHISS.

1.2. Kakue moJioxkeHns, CBsI3aHHBIE C BOIIpOcaMK 0OPabOTKH HMHAMOPMAIINK, 3aKPeIlIeHbl B
Koncrurynun Poccuiickoit @eneparun?

1.3. Kakwne Bumpl undopmanum ob0S3aTeIbHO TpedyeTcs 3allluilaTh B COOTBETCTBUHU C
3aKoHOIaTeIbcTBOM Poccuiickoit ®Geneparium?

1.4. Yro u3 nepevnuc/;ieHHOro MOYXKHO paccMaTpUBaTh Kak 0a3y JaHHBIX B COOTBETCTBUU C
3aKoHotaTeibcTBoM Poccuiickoit ®eneparum?

1. EXCEL Ttabauity ¢ yrnopsiio9eHHOl U CTPYKTYPUPOBAHHOM NHMOPMAITHE.
2. Qaitn dopmara DOC, B KOTOPOM CO3aH CIHUCOK CJIyIIATe/Iel 9TOi IPOrpaMMbI.
3. Kaproteky perucrparypbl yUpeKJIeHUs 3PABOOXPAHCHHUSI.

4. Bce nepedncieHHoe.

1.5. [laiiTe ompenesieHnsi MOHATHAM <«KOH(MUIEHIINATHLHOCTE UH(MOPMAIIIY, «IEJIOCTHOCTD
UHMOPMAITUN», «IOCTYITHOCTH HH(MOPMAIUN».

1.6. Bribepure Bepublie yTBep:Kienusa. Ha tepputopun Poccuiickoit Pejiepariun 3amperieHo
pacrpocTpaHeHue:

1. Undopmarym, KoTopas Halpas/eHa Ha IMTPOTAraHy BOWHDI.
2. KoMmMmepueckoil TailHbI.
3. Nudopmarun, koropad HallpaB/ieHa HA pa3’KUTaHUE PEJIUTUO3HON HEHABUCTH.

4. TlepcoHaJbHBIX JAHHBIX.

1.7. Jlaiite omnpeje/ieHuss IOHSTHUSIM  «00Jajare/ib  MHGOpPMAIMU» U «OIepPaTop
MHMOOPMAITMOHHON CUCTEMBI».

1.8. Ko gBisiercs oneparopom nH(GOPMAIMOHHON CUCTEMBI !
1. Obnamarens nndopMarum.

2. CoOCTBEHHUK WCIOJB3YyEeMBIX JIsI  00pabOTKU cojepzkarieiicss B 0a3ax JTaHHBIX
nHMOPMAIINN TEXHUIECKUX CPEICTB.

3. Jlumo, onpenensomee meyim 00pabOTKH nHMOPMAIUU U OCYIIECTBIIsA0NEe 00pabOTKY
nHMOPMAIIIH.

1.9. IlpuBemure wupuMmepbl BwgoB wuHMOpPMANUU, K KOTOPOil (B  COOTBETCTBUU €
3aKOHOIaTEe/IbCTBOM Poccuiickoit Dejiepalinm) He MOXKET OBITH OIPDAHUYEH JOCTYIIL.

1.10. Kakue BUbI OTBETCTBEHHOCTH MOYKET IIOBJIEYb Hapyllenue TpedoBanuii deepaibHbIX
3aKOHOB B 00j1acTi 00PA0OTKY U 3aIlUThl HH(pOpMaIum?
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2. 3amuTa IIepCcoOHAJIbLHBIX JAaHHBIX

2.1. ITpaBoBbie aKThl B 00J1acTy OOpabOTKM U 3alTATHI IEPCOHAJILHBIX
JaHHBIX

Ha rexymmit MmomenT B Poccuiickoit Peepariu jieficTByeT OOJIBIION KOMILIEKC ITPABOBBIX
U METOIUYECKNX JIOKYMEHTOB, PerlaMeHTHPYIONIX 00pabOTKy W 3alllUTy MePCOHATBHBIX
nausbix (I1/1w). B Tabiure 1 npuBoasTcs HaNMEHOBaHUS JIBEHAJIIIATH OCHOBHBIX JIOKYMEHTOB,
a TaKyKe Has3HadeHNe Kayk/I0ro M3 HHUX.

Tabaumna 1.
[IpaBoBbie akThI B cdhepe 00pabOTKU U 3aIlUThl I€PCOHAJIBHBIX JAHHBIX

Ne | HanumeHoBaHHue AOKYMEHTa Haznauenne JAOKYMEHTa

1 | ®enepasbabiii  3akon ot  27.07.2006 | OcHoBHOI denepasibHbIit 3aKOH,
Ne152-®3 «O nepcoHa bHBIX JAHHBIX» | PEryJUPYIONUH  BOIPOCHI  00PabOTKU

U 3alllUTbl [E€PCOHAJIBLHBIX JTAHHBIX.

ComepKUT  OCHOBHBbIE  TEPMUHBI W

OTIpEeJIe/IEHNUsI, YCTAHABINBAET IIPaBa

rpak/iaH, a TaKyKe [IpaBa 1 00I3aHHOCTH
JiI;, oOpabaThIBAIOIINX IIePCOHAJILHBIE
JIaHHBIe, M OPraHOB T'OCYJIAapCTBEHHOMN
BJIACTH, OCYIIECTBJIAIONINX KOHTPOJb U
HaJI30p B cdepe 0OpabOTKH U 3AIUTHI
IEPCOHAJIBHBIX JIAHHBIX

2 | Ilocranosnenue [IpaBurenscrBa | Comepur MTOPSAIOK OIIpEJICTICHAS
Poccuiickoit @enepanuu ot 01.11.2012 | ypoBHA BaIMUINEHHOCTH T€PCOHATBHBIX
Ne1119 «O6 yTBep:KjaeHun TpebOBaHUII | JIAHHBIX.  YPOBEHb  3aIUIIEHHOCTU
K 3allliTe MEePCOHAJBHBIX JTAHHBIX IIPHU | ABJIAETCs OCHOBOW JIjIsd BBIOOpa Mep
ux o00paboTke B HWHQPOPMAIMOHHBIX | 3aIUTHI IEPCOHAJIBHBIX JAaHHBIX,

CucTeMax IepCOHaJIbHBIX JaHHBIX»

B cooTBeTcTBUU ¢ 21-M TIpuKazoMm

OCTOK Poccun

[TocTanosienune [IpaBuTenbcTBa
Poccuiickoit Qe repariun oT
21.03.2012 Ne211 «O6 yTBepxXKIeHUH
epeyHst Mep, HAIIPABJIEHHBIX
Ha obecrievuenne BBITIOJTHEHUSA
obg3aHHOCTEl, MIPE/IyCMOTPEHHBIX
DerepaibHbIM 3aKOHOM «O

IICPCOHAJIBHBIX JAHHBIX» W IIPUHATHIMUA
B COOTBETCTBHM C HMUM HOPMAaTUBHBIMU
IIPaBOBBIMU  aKTaMH,  OllepaTopaMu,
ABJAIOIUMUCA TOCYJAPCTBEHHBIMU WU

MYHUIUIIQAJIbHBIMA OpraHaMu»

YTouHsgeT U Ppacmupser TpeOOBAHUS
DeepaaTbHOTO 3aKOHa, «O
MEPCOHATBHBIX JIAHHBIX > B
OTHOIIIEHUU OIIEPATOPOB IEPCOHATBHBIX
JIAHHBIX, SIBJIATOTIIAXCST opranamu
rOCy/IapCTBEHHO# BJIACTH U MECTHOTO
caMOyTIPaBJIeHUS
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HaumenoBanue qoKymeHTa

Haznauenue gokymenrta

ITocranosienue [IpaBuTenbcTBa
Poccuiickoit Qe reparun oT
15.09.2008 Ne687 «OO6 yTBepXKeHUN
ITomoxkenns 00 0CODEHHOCTSIX
00pabOTKM  IEPCOHAJIBHBIX  JAHHBIX,
OCYIIECTB/IsIeMOil  6€3  HCIOJIb30BAHUSI
CPEJICTB aBTOMATU3AIIN»

Perynupyer orHOIIeHUs, CBsI3aHHBIE
¢ 00paboTKOI MIePCOHABLHBIX
JIAHHBIX 0€3 WCIIOIBb30BAHUST CPEJCTB
BBIYUC/INTE/IHHON TEXHUKN, TO €CTh IIPH
X HeaBTOMAaTH3UPOBAHHOI 00paboTKe

[Tocranossenue [IpaBuresnncra | Oupesesnser  HOPsSJAOK  00pPabOTKH
Poccniickoit @enepanuu or 06.07.2008 | GuomeTputuecKux MIePCOHAJTBLHBIX
Ne512 «O6 yTBepkaeHUU TpebOBaHUIl | JaHHBIX. AKTyajbHO, HAIPUMEp, I
K MaTepUATbHBIM HOCHUTENIAM | OMOMETPUYECKHX IaclOpTOB  HOBOTO
OMOMeTpUIeCKIX [IEPCOHAJIBLHBIX | MTOKOJIEHUS

JIAHHBIX W TEXHOJOTUSAM  XPaHEHUs

TaKUX JAHHBIX BHE WHMOOPMAIMOHHBIX

CUCTEM TIePCOHAJIBHBIX JTAHHBIX»

[Ipukaz Pockomuamzopa or 30.05.2017 | OuuckiBaer  MOPSJIOK  YBEIOMJICHUS
Ne94 «O6 yTBep:xkaenun merogmdeckux | PockomHazopa (oprana
peKOMeH TaIiit o VBEJIOMJIEHUIO | TOCYIapCTBEHHOI BJIACTH,
YIOJIJHOMOYEHHOTO OpraHa o HadvaJe | YIIOJTHOMOYEHHOTO 1o BOITpOCaM
00pabOTKM  MEePCOHAJLHBIX  JIAHHBIX | 3aIUTHI IPaB CYObEKTOB IIEPCOHATBLHBIX
U O BHECEHWM W3MEHEHUil B paHee | JAHHBIX) o  Hadajge  0OpabOTKH

npeJacTaBJICHHBIE CBEICHUA»

opraHuzalyell NepcoHaJbHbIX JaHHBIX U
MOPSJIOK BHECEHUS U3MEHEHUll B paHee
IPEIOCTABJICHHBIE CBEJICHUA

[Ipukaz Pockomuaazopa ot 05.09.2013
Ne996 «O6 yTBepKIeHUN TpPeOOBAHMIA
U METOJOB 110  O0E3TUINBAHUIO
[IEPCOHAJIBHBIX JTAHHBIX>

YcranaBimBaeT TpeboBaHUsI K
IIPOTIELy PAM 003 TMINBAHNSA
[IEPCOHATBLHBIX JTAHHBIX,
00pabaThIBAEMbBIX B opraHax

rOCYJIapCTBEHHON BJIACTM U MECTHOT'O
caMOyTIpaB/IeHU

[Ipukaz ®CTIK Poccun or 18.02.2013 | Oaua u3 BakKHEHININX TEXHUIECKUX
Ne21l  «O6  yrBepxkgmenun CocraBa | jokymenToB. Ormpemensier cocraB u
U COJEp:KaHWs OpPraHU3aIMOHHBIX U | COJEp:KaHWe  OPraHU3aIMOHHBIX U
TEXHUYECKUX Mep 10 ODeCIIeYeHUIO0 | TeXHUYECKHX Mep 10  0DecrevdeHuio
0e301MacHOCTH  TIePCOHAJILHBIX JIAHHBIX | O€3011acHOCTU [IEPCOHATBHBIX
npu ux ob6paboTKe B MHPOPMAIMOHHBIX | JJAHHBIX 0€3 WCIOJIb30BaHUs CPEJICTB
CUCTEMAX TIEePCOHAJBHBIX JTAHHBIX» KPUIITOrpahUIeCKOi 3AIUTHI
nHMOpMaIIN
BazoBass momens yrpos3 Geszomacuoctn | Comep:KuT KJIACCU(DPUKAITATO
[IEPCOHAIBHBIX ~ JIAHHBIX ~ IPU  HUX | U oIHCcaHue OCHOBHBIX yIpo3
obpaboTke B nHAMOPMAIIMOHHBIX | MH(MOPMAIIMOHHON  06e30IacHOCTH,  a
CUCTEMAX  IEPCOHAJIBHBIX  JIAHHBIX. | TAKyKE THUIOBbIE HAOOPHI AKTYaJbHbBIX
OCTIK Poccun, 2008 rox yIpo3 i OIpPEJEJeHHBIX  TUIIOB

NH(MOPMAITMOHHBIX CUCTEM
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Ne | HammeHoBaHUME JJOKyMeHTA Haznauenue gokymenrta

10 | Meronuka ompejeneHns akTyaabHbIX | Oupesesser HOPSIIOK OIIEHKH
yIpo3  0e30macHOCTH  TEePCOHAJBHBIX | aKTYAJbHOCTH Yrpo3 MHMOPMAIMOHHOMN
JIAHHBIX ~ [IpU  uUxX  0OpaboTkKe B | 6€30IACHOCTH TS KOHKPETHO
MHOOPMAITMOHHBIX cucremMax | MH(MOPMAIMOHHON CHCTEMBI C YIETOM ee
IIEPCOHAJIBHBIX  JTAHHBIX. OCTIK | dyHKIIMOHAIBHBIX 0OCOOEHHOCTEIH

Poccun, 2008 rox
11 | ITlpukaz ®CB Poccum ot 10.07.2014 | Oupenensger coctaB € COJIEPIKAHHE
Ned78 «O6 yrBepxkienun CocTaBa | OPraHU3AIUOHHBIX M TEXHUYIECKHUX
U COJIEp’KAHWS OPraHM3aIllMOHHBIX W | Mep 10 obecrevdeHnio 0Oe30macHOCTU
TEXHUYIECKUX Mep 10 ODeCIIedeHnI0 | TMePCOHAIBHBIX JTAHHBIX c
0e30MacHOCTH TIePCOHAJIBHBIX JIAHHBIX | MCIIOJIb30BAHIEM CPEJICTB
pu X obpaboTKe B MHAMOPMAIIMOHHBIX | KPUITOrpaduIecKoil 3aIUTHI
CUCTEMAX  IEePCOHAJbHBIX  JIAHHBIX | WHMOpPMAIUN

c UCII0JIb30BAaHUEM CPeJICTB
KPUTITOrpaOUIeCcKOi 3AIUTHI
nHMOPMAITHH, HEOOXOTUMBIX TS
BBITTOJTHEH WS YCTaHOBJIEHHBIX
[IpaBuTesbcTBOM Poccuiickoii
Qesiepariuun  TpeboBaHMit K - 3aIUTe
[IEPCOHAIBHBIX JIAHHBIX I KaXKJ0Tr0
U3 YPOBHEH 3allUIIECHHOCTU»

12 | Merommaeckue pekomengaruu | OnuUChIBAET — MOPSIOK — OIpPEIeIeHusT
110 paspaboTke HOPMATHUBHBIX | KJacCa CPEICTB KpUITOTPadUIeCKOl
[IPaBOBBIX  aKTOB, OIPEJETSIONINX | 3aIUTHI nHAMOPMAIIHH. Bcero
yIpo3bl OE30IACHOCTH IEPCOHAJBHBIX | BBIAEIAIOT IATh  KJIACCOB  CPEJICTB
JIAHHBIX, aKTyaJIbHbIe Ipu | KpUITOIPaUIecKoit 3aIUTHI
obpaboTke nepconasbubix | nadopmarnun (KC1, KC2; KC3, KB u
JTAHHBIX B uadopmannonnbix | KA). Kaxaerit kmacc obecrieanBaer
cucreMax — IEpPCOHAJBHBIX  JAHHBIX, | 0E30I1acCHOCTD OTHOCHUTEJIHLHO

SKCIJIYaTUPYEMbIX IPUA OCYIIECTBJICHUN | OIPEJICJCHHOTO BHAA HApPyIIATEJCH
COOTBETCTBYIOIINX BUJOB JI€ATEIbHOCTH,
yTBepkKIeHHnble pykoBojicTBoM 8 [lenTpa
®CB Poccun 31.03.2015 Ne149/7/2/6-
432

ObparuM BHUMaHHE, 9YTO B HEKOTOPBIX CHTYAIMAX [PEJICTABJICHHBI I1€pevIeHb
JIOKyMeHTOB moTpebyet jonosiHenusd. Hampumep, npu obpadborke IIJIn B rocymapcTBeHHBIX
MHAOPMAITMOHHBIX ~ CHCTEMaX, Mbl O00d3aHbl HUCIOJHATH HE TOJBKO TpeboBaHUS
3aKOHO/ATe/bCcTBa O 3amure [[JIH, HO m TpebOBaHMA 110 3alIUTE TOCYIAPCTBEHHBIX
nHGMOPMAITMOHHBIX CUCTEM.

Kpome Toro, B ormenbubIX ciaydagx npu obpaborke I[/In HeoOXOIUMO yUHTHIBATH
TpebOBaHUsT MeXKIYHAPOIHBIX HOPMATHBHBIX IIPABOBBIX aKTOB. Hampumep, perjiamMeHT
obpaborku I1/Ia rpaxman Espomneiickoro Coroza mpu3Ban obecrednTh 0e30IMacHOCTh TaKUX
[IJIn HEe3aBUCHUMO OT TOrO, Ha TEPPUTOPUU KaKOW CTpaHbl OHM 00pabaTHIBAIOTCI. DTOT
peryiaMeHT UCXOIUT W3 TJI00AJBHOCTH MHUPOBOTO DPBIHKA U BO3MOXKHOCTH MAaCIITabOHOM
nepegaqn [1/In rpaxman Esporneiickoro Coro3a Ha TEPPUTOPUE JIPYTUX MOCYIAPCTB B MEIIX
[IPOJIBUZKEHNsT TOBAPOB U yCayr. OTMeTuM, 9TO B 9TON JaCTU MOJIXO0/T, HAXOIAINN OTPAXKEHIe
B HaIlleM 3aKOHOJIATE/IbCTBE, CYIECTBEHHO OTINYaeTcst oT moaxoja Epporneiickoro Coroza. B
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HallleM 3aKOHO/IATe/IbCTBE BIPAKEHO CTpeMJIeHre K JioKaym3arnuu oopadorku 11/1x rpaxkian
Poccuiickoit @eieparium Ha TeppUTOPUN HAIIIEH CTPAHDI.

B cnyyasx, mpu kKoTtopbix Bbl opranmsyere wmiam ocyiiecTBisiere obpadorky [1JIn
MHOCTPAHHBIX I'Pak/iaH, BbI JOJKHBI yUNTBIBATH BO3SMOXKHOCTD CYIIIECTBOBAHUS TPeOOBaHUIT
MHOCTPAHHBIX TOCYJIApCTB OTHOCcUTebHO obpaborku [IJIH wmx rpaxkiman. DTu cuTyarun
OTHIOJIb HE PeJjiKu, Hanpumep, oopadborka [/l mHOCTpPAHHBIX I'DarkKJaH OCYIIECTBJISIETCS B
chepax Typusma, TpaHCIOPTa U TOCTUHUIHOTO OU3HECA.

Kaxk MBI y2Ke 3HAE€M, OCHOBHBIM MTPABOBBIM JIOKYMEHTOM, PErJIaMeHTUPYIOMIIM 00paboOTKy
u 3amuty [[/In Ha Teppuropun Poccuiickoit Penepanun, siisiercsas Pemepanbubiii 3akoH «O
[IePCOHAIBHBIX JAHHBIX». [Ipu 3TOM 0H BO MHOTOM Oasupyercd na Koncrurynun Poccuiickoit
Deneparun 1 PejiepanibaoMm 3akone «O6 nadopMalu, THPOPMAIIMOHHBIX TEXHOJIOTUAX U O
3aIuTe HHMOPMAIUIY, TOJIOKEHIS KOTOPBIX MBI PACCMATPUBAJIN PaHee.

Penepanbablit 3akoH «O MEpCOHATBHBIX JAHHBIX» PETryJINPYET OTHOIIEHUSI, CBSI3aHHbIE C
obpabotkoit [1/1H, B HE3aBUCUMOCTH OT TOTO, KTO ee ocylecTBsieT. Harnpumep, oopadbaTbiBaTh
[epcoHaIbHbIE JIAHHBIE MOTYT OPTaHbl FOCY/IaPCTBEHHO BJIACTH PA3JIMYHBIX YPOBHEN, OpraHbl
MECTHOI'O CAMOYIIPABJICHUS ¥ ITIOJBEJIOMCTBEHHbIE UM OPraHU3aIlUU, UHbIE IOPUJINYECKUE U
dusnveckue juma. st Bcex rmepevuncieHHbIX JIAI, B OTHOIEHNH 00paboTku n 3ammuThl 11/ [H
JIEHCTBYIOT OJTHU U T€ YK€ OCHOBHBIE IPABOBBIE HOPMBI.

O6patum Bunmanue, uto Peaepanabupiii 3aKkoH «O MEPCOHANBHBIX JAHHBIX» PETYJIAPYET
He TOJBLKO OTHOINEHWs, CB3aHHBIE C aBTOMATH3WpOBaHHOI obpaborkoit II/In (To ecTh
06pabOTKOI € MCIIOJIB30BAHUEM CPEJICTB BBIYUC/IUTEIBLHON TEXHUKM), HO U OTHOIICHHUS, TIPU
KOTOpBIX obpaborka [I/[H BejeTcs 6e3 MCIONB30BaHUA CPEJICTB aBTOMATU3AINU B CJIyYae,
€CJIN TIOPSAJIOK TaKoil o0pabOTKU «CXOXK» € IHopsajakoMm obpadborku [[/In ¢ mcnosib3oBanmem
CPeJICTB aBTOMATH3AINN.

[Tocnenusss curyarusd /10 CHX TOpP YacTO BCTpPEYaeTCs, HAIPUMED, B Perucrparypax
YUIPEXKIEHNI 3/IpaBOOXpAHEHNsI, B KOTOPBIX MEJUIMHCKUE KAPThI MAIMEeHTOB XPAHATCS B
KapTOTeKaX WM CUCTEMAaTU3UPOBAHHBIX coOpanusix. HecMoTpss Ha apxXamdHOCTb, Takas
OpraHmu3aIis XpPaHEHUsI TTO3BOJISIET PEAN30BATh aJTOPUTMbBI TIOUCKA MEIUIMHCKUAX KapT I10
damMuun, IMEHN U OTYECTBY TAIMEHTA WJIN 10 CIeNUaJIbHOMY MJIEHTH(OUKATOPY.

Baxkuo yuursiBarh, uro jgeiicreue Pemepanbuoro 3akona «O mepcoHabHbIX JTAHHBIX» HE
pacupocTpaHsiercst Ha CJIejyrolue oTHoenus [6:

1. Ornomenusi, Bo3HHKalomue 1pu  obpaborke [I/n  dusmdeckumu  uaMu
HCKJIFOUUTEIBHO JIJIsT JIMTIHBIX U CEMEHHBIX HYK/I.

Hamnpumep, obpaborky II/ln Bamux jgpyseit wa Bamem jwuanom  Tenedone
Qerepabhblil 3aKoH «O MMepCOHATBHBIX JAHHBIX» HE PEryJInpyer.

2. OrHomenns, BO3HMKaomue mpu o00paboTke WHMOPMAIMA B COOTBETCTBUU  C
3aKOHO/IATE/ILCTBOM 00 apxuBHOM jeje B Poccuiickoit Depepariym.

B mamHOM ciiygae BarkHO COOJIIOJATH aKKypPATHOCTH. 3aKOHOIATEILCTBO Poccuiickoit
Qeseparun 00 apXWBHOM Jlejie IIPeyCMaTpuBaeT (OPMUPOBAHUE apXUBHBIX JIEJI,
OpraHM3aIi0 WX ydeTa M XPaHeHHWs B CIENUAIbHBIX ITOMEIEHUAX, & TaKyKe BBhIIady
APXUBHBIX JIEJT 110/l POCIIICH B CIIEIMAIBHOM KYypHaJe, ¢ 00g3aTeIbHBIM OC/Ie LY FOIIIM
Bo3BpaiienueM. /o HacTosIero MoMeHTa B 3aKoHojaTeibcTBe Poccuiickoit ®eneparun
CbaKTI/ILIeCKI/I HET olIpeJe/ieHud ITOHATUA «apXHUB B 3JICKTPOHHOM BHUJIE».

3. Ornomenust, cea3anubie ¢ obpabdorkoit I1/1H, cocTaBisonux rocy1apcTBEHHYIO TailHy.
B »sroit curyanum mnepcoHaJibHbIE JIAHHBIE 3allUIAIOTCI KakK 0oJiee BaXKHBIA BU/I
nHMOpMAIK, B COOTBETCTBUAU € 3aKOHOM «( rocy/1apCTBEHHO TaiiHe.
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2.2. ObpaboTka MepcoHAJbLHBIX JAHHBIX. OCHOBHbIE TIOHATUS W WX
onpeeseHusd

Hagepusika Bam y»ke mHTEpeCcHO, 9TO K€ TaKOoe «IIepCOHaJbHbIE JTaHHbIe» !

Onpenenenue 2.1. IlepconanavHwvie darHble — MO 210004 UHPOPMAUUA, OMHOCAWAACS
K NPAMO UAU KOCBEHHO ONPEICAEHHOMY UAU ONPEIEAAEMOMY Pusuveckomy suny (cybsexmy

I1/n).

Bokpyr sToro omnpejenenus cJIOMaHO JIOCTATOYHO OOJIBIIIOE YUCJIO KOIIHiA, TIOCKOJIBbKY BO
MHOTUX CUTYAIIUAX OYEHb CJIOXKHO OIPEJIEJIUTH T'PDAHUILy MEXKJIy TeM, YTO eIIe dABJIIeTCd
MIEPCOHALHBIMY JIAHHBIME, ¥ TEM, YTO MEPCOHATbHBIMU JTAHHBIMU yKe He ABJIACTCH.

fcHo, garo, ykaswiBasi oHO3HAUHBIE HueHTHUKATOPHI cyObekTa [I/IH (Hampumep, ero
nacnoprubie gantbie, CHUJIC, peKBU3UTHI BOJUTENHLCKOTO YIOCTOBEPEHHsI) WJIH HEIOJIHbIE
WIeHTUMUKATOPBI U JIONOJHUTEIbHYI0 nHbOpMaIuio (Hanpumep, haMuIno, UMs 0TIeCTBO,
MeCTO PabOThI ¥ J0JZKHOCTD UK (DaMUJIUIO, UMsl, OTYECTBO U aJ[PEC IIPOKUBAHMUS ), Mbl MOYKEM
OJIHOBHAYHO MJAEHTUDUIUPOBATEH cyObeKTa. [loaTomy a1mu cBesienns, 6€3yCI0BHO, ABIAIOTCI
[I€PCOHAJILHBIMY JIAHHBIMH.

O/iHAKO JIOCTATOYHO YaCTO BO3HUKAIOT CUTYAIWW, IIPU KOTOPBIX OYEHb TPY/IHO CJIEIaTh
OJIHO3HAYHBIN BBIBOJI O TOM, MOXKHO Ji omnpeieuTb cyobekta I[/n mo wumeroreiics
undopmarmu. Hanpumep, MOXKHO Jid OJHO3HAYHO ONPEJIEIUTH CyObeKTa TOJBKO MO0 MMEHH,
damuun u orgectBy? C ojHOI CTOPOHBI, eciu Mbl ToBOpuM 00 VBanose Bane VBanosuve,
TO Takux Jiojieir Ha rTepputopuu Poccuiickoit Desepanuu J0CTATOYHO MHOTO M CJIOYKHO
CKa3aTh, 0 KOM KOHKDETHO WJIET pedb (OJHAKO JJisi HEGOJIBIIOrO IMOCEJIKa CUTYAIUs MOYKET
6biTh mHoit!). C Apyroit cTOpoHbI, ecyin Mbl TOBOpUM, Harpumep, 06 Mocnde Buccapnonosuae
Crajsiuue, TO KOHTEKCT BO3HHKAET HEIOCPEJCTBEHHO U3 (aMUINM, UMEHH U OTYeCTBa
YeJIOBEKA.

[TosTomy, ¢ Haleit TOYKHM 3peHusd, JIIoOble COMHEHUs JIOJIZKHBI TPAKTOBATHCA B IOJIb3Y
cyobekToB [1/0H.

[Tomumo «kyaccuveckux» [1/In  (Takux Kak, DACHOpPTHbIE JaHHBIE, CBejeHUs 00
00pa30BaHmM, CBEJICHNUS O COCTOSHUN 3/I0POBbs 1 T. I1.) CYIIECTBEHHOE 3HAUEHIE TPHOOPETAIOT
[1]1x, cBsazanHble ¢ 0OPAOOTKON «OOBIMNX JAHHBIX». JHAUNTE/bHAs dYacTb Takwx [1/1a
CO3JIaeTCd B IIPOIECCE B3aUMOJIEHCTBUS CYObEKTa ¢ PA3JIMIHBIMUA «YMHBIMU» YCTPONCTBAMH,
HaIpuMep, OOBIYHBIMU TIEPCOHAJIBHBIMU KOMIIBIOTEpAMU WU CMapT(OHAME, HO BO3MOXKHO
«yMHBIM XOJIOJUJIBHUKOM» WM TypPHUKETOM B MeTponoJintene. [Ipumepavu takux I1/1n
SIBJIAIOTCH T€OJIOKAIIMOHHBIE JIAHHBbIE, OTCJIEXKMBAEMble OINEPATOPAMHU COTOBOW CBSI3U II0
TPAEKTOPUSIM JIBUKEHUsI COTOBBIX Te/Ie(POHOB, CBEJIEHUs O BBI3BIBAIOIINX HHTEPEC CaiiTax
WIA TOTEHIIMAILHO WHTEPECHBIX TOBapax, cobmpaemble n oOpabaTbiBaeMble TOMCKOBBIMU
cucTeMaMu, JlaHHble O Bareii akTUBHOCTH Ha caifiTaXx W O PEryJsipHOCTH OILIATHI CYETOB,
CTATUCTUKA IOCEIEHNs MArasnHoB, & TaKyKe CBEJEHUS O «CpeTHeM UYeKes» W MHOI0e-MHOTOe

Jpyroe.

Onpegenenune 2.2. [lod ob6pabomxotli nepcoHasbHbBL OAGHHBLL NOHUMANOMCA N00bE
deticmeus, ¢ NEPCOHAALHOIMU — OGHHLLMU, COBEPULAEMDIE €  UCNOAL30BAHUEM CPEICME
A8MOMATMUIAUUY UAU OE3 UCTLOND30BAHUSL TMAKUT CPedcms.

Obparnm BHMManwme, uto xpaHenue [IJIH Briouaercs B oOpaborky. [lostomy dakr
Hasimaust (B opranusaiun) [1JIH Ha MaTepUAIbLHBIX HOCUTEIAX YKe TOBOPHUT 06 X 06paboTKe.

Onpenenenne 2.3. [lod asmomamudupo8arroli o06pabomkolt. nNePcoHaNbLHBLT
0AHHBLT NOHUMAEMCA 00PAOOMKG C NOMOWDBIO CPEICTNE BHIHUCAUMENLHOT, METHUKU.
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[Ipuy »sTOM T™OM CpeaCTBAMU BBIYUC/AUTEILHOW TEXHUKU TMOHUMAIOTCS HE TOJIBKO
CTAIIMOHAPHBIE KOMITBIOTEPBI, HO M BCE BBIYUCIUTEIbHBIE YCTPOICTBA: IIJIAHIIETHI, HOYTOYKH,
cMapTOHBI U JIpyTHE.

PacemoTrpuMm HekoTOpBIE JIEHCTBHSA ¢ EPCOHAIBHBIMU JIAHHBIMU 00JIee 10/ IPOOHO.

BuaokupoBaHue 1epcoHAJBHBIX JIAHHBIX IIPEJIIOJaraeT BpPEMEHHOe IIpeKpalleHue WX
obpaborku. Ilocie ocyiecTBieHns: OJOKMPOBAaHWS B TeYeHHE OIPeIeJeHHOrO IIepruoIa
BPEMEHU JIOJIZKHO OBITb HEBO3MOXKHO MPOU3BOJUTH C MEPCOHAJIHHBIMU JTAHHBIMU HUKAKUIX
neticTeuii. Bo3sMOXKHOCTE ynajeHust, peJaKTUPOBAHNS, ITEPEIadn U OCYIIECTBIIEHUsT IPYTUX
JieiicTBHil ¢ 3a0JJOKUPOBAHHBIMHU ITEPCOHATBHBIMU JAHHBIMU JIOJ?KHA ITOSBUTHCS TOJIBKO TIOC/IE
X Pas30IOKUPOBAHUSI.

B ormmune ot 6710KHpOBaHusI, IPU YHUYTOXKEHUH TIePCOHAIBHBIX JTAHHBIX BOCCTAHOBUTH
UX cojiepKaHue, a TaKyKe BO30OHOBUTH UX O0OPa0OTKY CTAHOBUTCA MPUHITUITUAIHLHO
HEBO3MOKHBIM.

Yacro geiictBugd 1o yanaroxkenuto [I/1H mogpaszyMeBaioT YHHIUTOKEHIE UX MATEPUATbHBIX
nocuresieir. Hampumep, cxkuramnne 6yMaskKHOT'O HOCUTE ST WA YHUUTOKEHNE KECTKOTO JTUCKA
IIyTeM ero paciliaB/IeHus.

Ob6e3mynBaHme MEPCOHATBHBIX JAHHBIX COCTOUT B OCYIIECTB/ICHUU JeHCTBUil, B
pe3yabTaTe KOTOPBIX CTAHOBUTCS HEBO3MOXKHBIM 0€3 WCIOJIb30BAHUA JIOMOJTHUTETBHON
UHAMOPMAIIMU  ONPEJCTUTh  NPUHAJICZKHOCTh — [TEPCOHAIBHBIX  JIAHHBIX ~ KOHKPETHOMY
cyobekry [6]. Hanpumep, mycTh Mbl XpaHUM HACHOPTHBIE JAHHBIE BJIAJIEIBIIEB aBTOMOOUIIENT
U CcBeJieHHs 00 WX TPAHCIOPTHBIX CPEJICTBAaX. Ya/leHHE MACIOPTHBIX JAHHBIX ITPUBEIET
K CHTyallud, [PU KOTOPOW MbI HE CMOYXKEM COOTHECTH TPAHCIOPTHOE CPEJCTBO C €ro
BJIAJICTIBIIEM.

Obparum BHUMaHWEe, 9TO B mpukaze Pockomuamgzopa «O0 yTBepkKaeHUN TpeOOBaHWT 1
METOJIOB 110 00e3JIMYUBAHKIO IEPCOHAJIBHBIX JIAHHBIX» [13]| obesmuuBaHue MEepPCOHATIBHBIX
JIAHHBIX paccMaTpUBaeTcd B 0oJiee MHUPOKOM KOHTEKCTe. B COOTBETCTBUU C 3TUM IPUKAZOM
METOJbI 00E3/IMIUBAHUS JIeJIATCS Ha oOparuMble n HeoOparumbie. Ecyin mocsie npumMenenus
00OpaTUMBIX METOJOB O0E3/IMYMBAHUS CBSI3b MEXKIY CYObEKTOM U €ro MepCOHAJIBHBIMU
JIAHHBIMU MOYKHO BOCCTAHOBUTH, TO TIOCTe TPUMEHEeHHs HeOOPATHUMBIX METOJOB CBSI3b
MIOJTHOCTBIO yTpadnBaeTcd. TakuM oOpa3oMm, IOcCe IPUMEHEHUsS HeoOPATUMBIX METOJIOB,
[IOJTyYeHHbIE JaHHbIE yKe He SIBJISIOTCS IePCOHATbHBIMU.

Omnpenenenne 2.4. B mepmunar Pedeparvrozo 3sarxona «O nepeoHasvHOLT OGHHBLL»
onepamopom (NepcoHaNbHHIT OGHHBIT ) ABAALTNCA AUYO, CAMOCTNOAMENDHO UAU COBMECTIHO C
OPY2UMU NUUAMU OP2AHUSYIOWEE UAU OCYULLCMEAAIOULEE 00PAbOMEKY NEPCOHANGHBLL OUHHBIL,
onpedeasrouee et 06pabomKU NEPCOHANLHVIT OGHHLT U UL COCNAEG, G MAKAHCE COBEPULAEMBLE
€ MEPCOHANLHBMU DAHHBLMU 0eTLCMEU.

Takum 0O6pa3oM, IPAKTUIECKU BCe OPraHU3AINN U IIPEIPUATHS SIBJISIOTCS OllepaTopaMu
(IT1x), mOCKONIBKY NPAKTUYECKH KayKjas OpraHu3alus W KaxkJ0e [PEIPHsITHE
00pabaThIBAIOT TIEPCOHAIBHBIC JIAHHBIE XOTs OBl CBOUX COTPY/IHUKOB.

Cnenyer pasmuuars <«omeparopa (IIJIn)» B rTepmunax @PenepasnbHoro 3akona «O
[IEPCOHAJILHBIX  JIAHHBIX» U «OllepaTopa HHQMOPMAIMOHHON CHUCTEMBI» B TEePMHUHAX
Qenepaabaoro 3akoHa «0O0 wmHboOpMaruu, UHAGOPMAIMOHHBIX TEXHOJOTUAX U O 3allUTe
nadopmainny. Hampumep, mycrs nentp obpaborku panubix (I1O/]) npegocrasiser yeayru
0 XpaHeHHto (JTOObIX) JIAHHBIX Ha CEPBEPHBIX MOIMHOCTSX. HekoTophle opraHusarmn,
nosb3ytomuecst  yeayramun  1HOJI, moryT pasmernarb Ha ero CepBEPHBIX  MOITHOCTSIIX
epcoHajbHble JlaHHble, He yBegoMmsass npu 3tom LOJI. B mamsoit curyamum I11OJ]
BBICTYIIA€T OIEPATOPOM CBOeil MHMOPMAIMOHHOM cHucTeMbl (MHMPACTPYKTYPbI), HO HE
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apagercd oneparopoMm [I/IH, MOCKOJbKY He ompeesdeT Ien U COCTaB 00padaThIBAEMbIX
JIAHHBIX, & TaKyKe MOYKET He ITPUHUMATH (PaKTHIECKOr0 yIaCTUd B UX 00pPabOTKe.

Onpenenenune 2.5. [[o0 un@opmauuorHoti cucmemoti NepPcoHaAAbHHL OaAHHBIT,
no  cymu, MNOHUMAGEMCA UHPOPMAUUOHHAA CUCTIEMG, 6 KOMOPOT 00pabamvleaomcs
NEPCOHANDHBLE DAHHDLE.

[To cocraBy TeXHUYECKUX CPEJICTB U WCIOJIb3yeMbIM HHMOPMAIMOHHBIM TEXHOJIOTUIM
uHGOpPMAIMOHHBIE  CHCTeMbl  TepcoHalbHbIX  JaHHbX (MCIIQa) Moryr odeHb CHIBHO
paszimuuarbed.  Hampumep, wuHMOpPMaIMOHHbIE CHCTEMBI MOTYT COCTOATH TOJBKO U3
OJIHOTO KOMIIbIoTepa (aBTOMATH3MPOBAHHOrO pabodyero mecra, APM) wuam HECKOJBKEUX
paboumnx MeCT, BXOJLAIINX B COCTAB JIOKAJHLHON BLIYUCIUTENLHON CETH IIPEJINPUATHS, a
MOT'YT BKJIIOYATH PACIPEICICHHYIO BBIYUCIUTEIbHYI0 HUHPPACTPYKTYPY, OXBATHIBAIOILYIO
tepputopuio cyobekta Poccuiickoit Peneparu i Bcio Poccuiickyio Deepalifio B 1E7I0M.

[Ipumepom nHGOPMAITMOHHOW CHCTEMBI, cOCTOsIIel 3 omgHoro APM, moxker sBasTBHCS
KOMITBIOTED Bpada, Ha KOTOPOM OH BeJleT 00pabOTKYy CBEJeHMII O CBOWX IallieHTax.
[IpakTuuecku B KaxKJ0H OpraHu3aluu CYIIECTBYIOT KaJIpoBasg U  OyXrajrepckas
nH(MOPMAIMOHHBIE  CUCTEMbI, PpPa3BEPHYTbIE B JIOKAJIBHBIX BBIYUCIUTEIbHBIX — CETIX
npenpudTuii. uadopmarmonnoit cucteMoii, oxXBaTbIBaIOIIE BCIO TeppuTopuio Poccuiickoit
Qereparuu, gBIFETCH, HAIpUMepP, EJIMHBII TOCy/IapCcTBEHHBIN peecTp 3amnuceii aKToB
rpazkanckoro cocrosinust (EI'P 3ATC).

2.3. IlpuHOUTBI 06PAOOTKN MEPCOHAJBHBIX JaHHBIX

ITpuamun 1 (Ha Hamn B3I, He HyXKJIarormiics B KomMeHTapusx). O6paborka [1/1u
JIOJTZKHA OCYIIECTBIIATHCS Ha 3aKOHHOW U CIIpaBeIINBON OCHOBe [6].

IMpusnun 2. O6paborka II/IH moKHA OrpaHHYIUBATHCS JIOCTHKEHHEM KOHKDPETHBIX,
3apaHee ONPEJICTIEHHBIX U 3aKOHHBIX IeJiei [6].

Henb obpadorku I[n nepsuuna. Mcexogs us e/, KOTOPYIO IPEJACTOUT JIOCTUTHYTh,
dopmupyercss cocraB HEOOXOMMMBIX Jitd 3Toro II/[H, a TakxKe ycTaHABIUBAIOTCH CPOKHU
ux obpaborkm. OT™mermMm, 4TO He JomyckaeTcs obpaborka [IJIH HecoBMecTmMas ¢ IeasMu
ux coopa. Hampumep, Heab3ss cobuparh IlepcoHaJIbHBIE JIaHHBIE BeTepaHoB Besmkoii
OTedecTBeHHOI BOWHBI JIJIA TOTO, 9TOOBI BPYYUTh UM TOJapKu K 9 Mas, u oJlHOBpeMeHHO
UCII0JIB30BATh 3TU JAHHDIE JJIsT IIPOBUKEHIS TOBAPOB U YCIYT WJIHM MOJTUTUIECKON aruTaIun.

IIpuamun 3. Kpome Toro, He jronmyckaercd oobeauaenue 6a3 [1/1r, ob6paboTka KOTOPHIX
BEJIETCST B PA3/IMIHBIX, HECOBMECTHMBIX MeKLy co0oii messix [6].

Hampumep, 6a3a I[1/ln Berepanor Besmkoit OredecTBeHHON BONHBI, HYKIAIONUXCS B
YJIYUIIEHUHW KUJIAIIHBIX YCJIOBUN, HE MOXKET ObITh O0bejuHeHa ¢ 06a30if JaHHBIX JIHII,
JIABIIIAX CBOE COIIacue Ha MPOJABUZKEHNE TOBAPOB U YCJIYT, IMOCKOILKY Iiean obpadorku [1/1x
HECOBMECTUMBI MKy COOOIA.

IMpuamun 4. O6paboTke MOmjIeXKaT TOJMBKO T IEepCOHAJIbHBIE JaHHBIE, KOTOPbBIE
HEeOOXOMMBI JIJIs1 JIOCTHKEHUs e uX obpaborku [6].

Hamnpumep, /1 oTIIpaBKu MOYTOBBIX COOOIIEHUI JTOCTATOYHO XPAHUTH (DaMUIUIO, UM U
oruectBo cybbekta [I/In u ero mourosslit ajgpec. O6pabOTKa MACIOPTHBIX JAHHBIX (Cepus u
HOMep TaCIopTa, KOrjia U KeM OH BBIJAH ...) JJIs OTIPABKU IIOYTOBBIX COOOIIEHUN sIBJISIETCSI
U30BITOTHOI.

IMpunnun 5. Comepxkanue n oobem obpabarbiBaeMblx [I/IH T0KHBI COOTBETCTBOBATH
nessm obpaborku 111w [6].
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Cy1ecTByeT HECKOJIBKO IIOJIXOJI0B K TPAKTOBKE IOHATUN «COJEp:KAHUE» U «00BHEM»
[I/Ta. C omHOIt CTOPOHBI, TOJ COJEPXKAHMEM MOYXKHO IOHUMATh AKTYAJIbHOE COCTOSHUE
oOpabaTbIBaeMbIX JJAHHBIX, a I10J] 00EMOM UX COCTaB. B 9TOM ciydae, ecjiu Mbl 00padaThiBaeM
damunm, MeHa, OTIYeCTBa, IMacCIIOPTHBIE JaHHbIe U CBeJIeHNs 00 00Pa30BaHUU — 3TO 00beM
obpabaTbiBaeMbIX JaHHBIX. OOpaboTKa MACIOPTHBIX JAHHBIX MOXKET OBbITh M30BITOYHA, C
TOYKHU 3penusi obbema. CojiepKanue Ke B 9TOM CJIydae — 9TO KOHKpeTHas oOpabaTbiBaemast
nncdopmarga. Hanpumep, Usanos Nsan Neanosuy, nacnopt: cepus 0000, romep 000000,
cpejiHee crieruaibHoe 0Opa30BaHue.

C Japyroit CTOPOHBI, MOJ COAEpP:KAHWEM MOYKHO IOHHMAaTh COCTaB 0O0pabaTBIBAEMBIX
JIAHHBIX, & 0]l 00bEMOM — BPEMEHHOW HHTEpBaJ, B TeUEeHHE KOTOPOTO 00padaThIBAIOTCs
[IepCOHAJIbHBIE  JAaHHBIE, WJIX TEPPUTOPUAJBHYIO NPUHAIIEKHOCTh cyobekTa 11/1H.
Hampumep, eciu mbl oOpabaTbiBaeM TE€pPCOHAJIBHBIE JIAaHHBIE B IEIdX (HPOPMUPOBAHUSI
HAJIOTOBOI OTYETHOCTH 3a IMOCJIEIHNE TATh JIET, TO HaM JOCTATOYHO XPAHUTDH IT€PCOHATbLHDBIE
JIaHHBIE B «00beMe» IOoCIeIHuX IaTu JjeT. XpaHenue II/Ix 3a Gojee mjIuTeIbHBIN IepPHO
B JIAaHHO¥ CHUTyalluud sBJIAeTCAd U30BITOYHBIM. Ecim i JOCTUXKEHUsi Ieau 00paboTKU
JIOCTATOYHO XPaHUTH IE€PCOHAJIbHBIE JAaHHBIE KHUTEJel OJHONO H3 PaioHOB TOpOa
dApocnapiss, To 00paboTKa JaHHBIX BCEX KUTeeil ropoja fpociaBiasgs — u30BITOYHA.
Ecyimm MBI i1aHUpyeM TPOBOJIMTH COPEBHOBaHU 110 Gery cpejm tonoreit or 12 1o 14 jer, To
y Hac HeT OCHOBaHWil Ji/isd cOopa MHMOPMAIUU O CIIOPTCMEHAX-JIEBYIIKAX U WHMOPMAIUU O
CIOPTCMEHaX JIPYTUX BO3PACTOB.

IMIpuamuno 6. Ilpu ob6paborke II/ln jgo/mkHBl  ObecrednBaTHCST WX TOYHOCTD,
JOCTATOYHOCTD U AKTYaJIbHOCTH IessiM 00paboTku [6).

Hampumep, mpm BbIXOJE 3aMy’kK JEBYIIKH MOTYT IIOMEHSTH CBOIO (DAMUJIUIO HAa
damuauio wmyxka. Ilocme sToro oHm wmMmeroT TpaBo TPeOOBATH Y BCEX OIEPaTOPOB
MHMOPMAITMOHHBIX CHCTEM, B KOTOPBIX 00padaThIBAIOTCd WX IEPCOHAJbHBIE JIaHHBIE,
aKTya n3aIun MHGOPMAIIAHN.

ITpunnun 7. B obmiem ciaydae, eciu jist oopadborku 11/x oTcyTcTBYIOT NHbIE 3aKOHHBIE
ocHoBauus, TO xpanenne [[JIH TOKHO OCYHMIECTBIATHCS TOJBKO 0 JOCTUKEHUS NEIN UX
obpaborku [6].

[Tocsie mocrmzkenns 1emu oopadorku I1/1H, oHE HOKHBI OBITH MO0 O00E3IMIEHbI, JIU0O
YHUYTOXKEHBI, JIHOO IIepeBejieHbl Ha apXWBHOE XpaHeHHe (M TeM CaMbIM BbIBEJIEHBI W3
topucaukinun PejiepaibHOro 3akona «O MepcoHATBHBIX JAHHBIX ).

B kadectBe mpumepa paccmMorpuMm Bompoc obpaborku II/I[H cOTpy/JIHMKOB B OOBIYHBIX
OyXraJaTepcKux W KaJPOBBIX CHUCTEMaX. B COOTBETCTBUU C HAJIOTOBBIM 3aKOHO/IATE/THCTBOM
Poccuiickoit @ejieparun 1ocjie yBOJbHEHUs COTPY/IHUKA €r0 IepCoHaJbHBIE JIAHHbIE MOTYT
VUUTBIBATHCSI B HAJIOTOBON OTYETHOCTH B TedeHue Tpex (wau naru) Jjier. CoOTBETCTBEHHO
st obpaborku ero IIJIH B Teuenne Tpex (WM MsITH) JIET UMEIOTCH 3aKOHHBIE OCHOBAHIMSI
(sakperiennbie Hamorosbim kosekcom Poccmiickoit @epepannn). Ecim cyObekT He mai
corytacus Ha oOpaboTky cBoux II/IH B Tedenune Oojiee JIIUTEIBHOIO CPOKA, TO MO JOCTUXKEHUN
Tpex (WM TSITH) JIeT ¢ MOMEHTa YBOJIbHEHHS COTPY/JIHHUKa HEOOXOIMMO YJIATUTb €ro
[epCoOHAJIbHbIE JIAHHBIE U3 aKTYaJbHBIX HWH(MOPMAIMOHHBIX CHCTEM. YacTo COTPYIHUKHU
oTJea KaJIpoB WM COTPYJAHUKHU OT/Aesa OyXraJTepund amleIupyioT K HeoOXOIMMOCTH
xpanenusi [IJI[H yBOJIEHHBIX COTPY/JHUKOB B TedeHue 795 JieT rocje yBojbHeHus. OHaKo
B JIAHHOM CJIlydae pedb ujerT o0 apxuBHOM XpaHeHuu. Kak yxke o00cyzKjajaoch pamHee,
apXMBHOE XpaHeHue He TmpejrnojaraeT xpanenus u obpaborku I[IJ/[n B akTyasbHOi
nadopmarmonHoit cucreme. /Jljig mepeBojia mHMOpPMAIMU Ha apXUBHOE XpaHEHUE MbI
JIOJIKHBI  3allicaTh IePCOHAJIbHBIE JaHHBbIE Ha OTYYKJIAEMbIl HOCUTEIh WH(OPMaIU,
IPOMapKUPOBATh €ro, MepEeMECTUTh B «apXWUB» (XPAHWJIUINE) U BbIJIaBaTh MaTepUaJsbl MO/

35



POCIIICh B COOTBETCTBYIOIIEM »KypHaJjie. B opraHuzamuy J0/KHBI ObITh pa3padOTaHbl U
BHEJIDEHBI JIOKAJIbHBIE HOPMAaTHUBHBIE aKThl, OIKCHIBAIONINE IOPsI0K IepeBoga II/In Ha
apxuBHOe XpaHeHme. Kpome Toro, apxuBHOe XpaHeHUe B OOINEM CjIydae He IMOPa3yMeBaeT
BO3MO>KHOCTHU BHECEHUs U3MEHEHHIl B XpaHUMbIC MaTEPHUAJIBI, TOJHKO JIOTOJTHEHHE.

2.4. OcHoBaHUs 00pPabOTKU MEPCOHAJIBHBIX JTAHHBIX

O6patorka [1/Ta gomyckaercss B ciegyromux ciaydasx [6]. Bo-mepBbix, cyObekT Moxer
JaTh coryacue Ha oO6paboTKy cBoumx II/Ir. Bo-BTOphix, obpadborka [I/IH MoxkeT okazaTbcs
HEOOXOIMMO#T JIJIsT JIOCTUZKEHUS TIeJIell, YCTAHOBJIEHHBIX MEeXKIYHAPOIHBIMU JOMOBOPAMU WU
zaxonoare/ibcTBoM Poccniickoit @eneparuu. Jatee obpadorka [1/1n momyckaercs, ecu ona
OCYIIECTBJISIETCS B CBSAI3M ¢ ydacTueM cyobekToB [1/IH B pa3mudHbix BUax Cy10Ipon3BOICTBA
WM HeoOXOMMa JIJI UCIIOJTHEHHWs CyJIeOHOTO aKTa, aKTa OpraHa rOCy/JapCTBEHHON BJIacTH
WM OpraHa MeCTHOI'O CAMOYIPaBJIEHHs, & TaKyKe [JIsi WCIOJHEHUS aKTOB JOJZKHOCTHBIX
JIUIL B CJIydae, €CJIM 9TU aKThI MO/IJIEYKAT UCIOJHEHNIO B COOTBETCTBUU C 3aKOHO/IATEIHLCTBOM
Poccniickoit @esiepariun 06 UCIOJHATETLHOM [TPOU3BO/ICTBE.

O6paborky II/IH MOXKHO OCYIIECTBISATH B Ieadx peajnsainmn PegepabHOrO 3aKOHA
or 27.07.2010 Ne210-®3 «OO6 opraHuszanuu MPeJJOCTABICHUS TOCYJAPCTBEHHBIX U
MYHUIIUTIATBHBIX YCIYT», & TaKXKe B IeJIsIX UCIOJTHEHHUs JOr0BOPa, CTOPOHOI KOTOPOTo, TNO0
BBITOJIONIPUOOPETATENIEM WJIH MOPYUYUTEIEM IO KOTOpOMY sBjsgeTcda cyobekT /1w, a Takxke
JIUTS 3aKJIIOYEHUsT TAKOTO JIOTOBOPA.

Obparum BHEUMaHUe, 4YTO corjacue cyobekta [IJIH m 10T0BOpP, CTOPOHOI KOTOPOTO
SIBJIIETCS] TAKON CYOBEKT, SIBJISIIOTCSI SKBUBAJEHTHBIMU OCHOBAHUSIMU JIJIS OCYIIECTB/IEHUSI
obpaborku I1/Tun cybbekra. Ecim Boer 3akmouniu ¢ cyobekTom [I/IH gorosop, B KOTOpoM
IIPUBOJINTCS IIOJIHAsI U JO0CTOBepHas nHpopmalms 06 obpadoTke ero I1IH, gpomoaHnTe/ IbHOIO
corstacug Ha obpaborky II/In or cybbekTa He Tpedyercs.

Oobpaborka [I/In momyckaercst, ecjim OHa HEOOXOAUMa ISl 3AIUTHI KU3HU, 310POBbSI
I WHBIX KU3HEHHO BaKHBIX MHTepecoB cyObekTa I[/IH, a mosayueHnne coryiacus cyObeKTa
[TIJTn neBo3moxkHO. Hampumep, 4e/loBeK MOXKET OKa3aTbCsd BPEMEHHO HEJIeeCIIOCOOHBIM I10
npuyarHaM OOJIE3HM WM HECYACTHOI'O CJIydas, IMPU 3TOM TpedyeTcs ONepPaTUBHBIN JTOCTYH K
€ro TePCOHAJILHBIM JIAHHBIM JIJIs OKA3aHUs MeJIUIIMHCKON TOMOIIIH.

Haee obpaborka II/In BOo3MOKHA, eci OHA HEOOXOAMMA JIJIsi OCYIIECTBJIEHUS MPAB U
3aKOHHBIX MHTepecoB oneparopa [[/Ix mmm rperbux juil. B omHOM U3 1mocjieHuX peaaKIinii
QDeepanbaoro 3akoHa «(O MepCOHANBHBIX JAHHBIX» OBLIO HEIOCPEICTBEHHO YTOYHEHO, UTO
pedb UJET O 3allUTe IPaB KPeJINTOPOB.

Kpowme Toro, obpadarsBars 111 MOXKHO 7718 TOCTHKEHMS OOIECTBEHHO 3HAYNMBIX TIeJIei
[IPU YCJIOBHUH, YUTO IIPU 9TOM He HAPYIIAIOTCs MpaBa u cBoboswl cyobekta [I/[H, a Takke B
pamMkax mpodecCuOHAMBHON JIedTe/IbHOCTH YKYPHAIUCTA, 3aKOHHOW JIeATeIbHOCTH CPEJICTBa
MacCcOBO MH(MOPMAITIH, HAYIHOW, INTEPATYPHOI U MHOM TBOPYECKON JIeATe/TbHOCTH, B CJIydae
€CJIN TIPU 9TOM He HapYIIAITCs IIpaBa U 3aKOHHbIE HHTepechl cyOobekToB [1/1H.

Hanpumep, ecim B paMKax MeJIUIIMHCKUX WCCJIEJIOBaHUIl BeJIETCA JOKYMEHTAIUs, B
KOTOPOIl YKa3bIBAIOTCS PpeajibHble IePCOHAJIbHBbIE JIAHHBbIE MAIMEHTOB, YYaCTBYIOIIUX B
UCCJIeIOBAHUHU, TO YKeJaTe/JbHO 3apyduTbCs WX COrjIacueM Ha 00paboTKy. DTO CBI3aHO €
TeM, 9TO MEJIUINHCKAs JIOKYMEHTAIUs MOYKeT MPEeI0CTAB/ISITHCS B PA3IMIHbIE OPTaHI3aI[IN
(HampuMep, B MeJUIMHCKHE WHCTUTYTHI), a TaK»Ke HCIOJIb30BATbCSA JIJIs BBICTYILIEHUI
Ha Hay4dHBIX KoHpepennusax. [lockoabKy KoHTposmpoBarh ucnosb3oBanue [I[/In B Takoit
CUTyaIluu JIOCTATOYHO TPY/JAHO, TO HEKOTOpPbIe JEHCTBUS MOYXKHO TPAKTOBAThH, KakK
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HapyIIaloe IpaBa U 3aKOHHbIe mHTepechbl cyObekToB [I/IH HecmoTpda Ha TO, 4TO Takue
JIECTBUS MOTYT OCYIIECTBJIATHCA B PAMKaxX HAYYHON JIeATETbHOCTH.

Obpaborka II/Ilm  momyckaercsi, ecim OHa  BeAeTCd B CTATUCTUYECKAX WA
uccsaenoBaTebcKux Ieasax wianm ecan [IJ[H mojmekar omyOJMKOBAHWIO WJIM PACKPBITHIO
B COOTBETCTBUU ¢ (hbejiepabHbIM 3aKOHOATeILCTBOM. Harpumep, mosjekuT o0s3aTe IbHOMY
oIryOIMKOBaHUIO HHGOPMaIius 00 ypoBHE 3apILIAT PYKOBOIUTE/IEN OPTaHOB MOCY/IapCTBEHHOMN
BJIACTU M OPTaHOB MECTHOI'O CaMOYIIPABJICHUSI.

2.5. Coriacue cyobeKkTa Ha 00pabOTKYy ero IepCcoHAaJbHBIX JaHHBIX

Cyobekt II/Ia npunuMmaer perieHune o IPeIOCTABICHUU COTJIacUs Ha 0OPabOTKY CBOUX
[1/Iz cBoGomHO, 1O cBOeil BoJeit m B cBomx uHTepecax [6]. Ecam cyGbekra 3actaBmiin
npegocraBuTh cBou IIJIH m garh cornacme Ha mx 0OpabOTKY, TO B 9TOM CJIydae COTJIACHe
Ha 06paborky II/IH MOXKeT OBITH NPU3HAHO HIYTOXKHBIM.

Cornacue nHa 00paboTKy II/IH 10/2KHO OBITH KOHKPETHBIM, WHMOPMUPOBAHHBIM U
cosHare/ibHbIM. KOHKpETHOe corJiacue Iojpa3yMeBaeT OTCyTCTBHE abCTPaKTHBIX U
IpeaebHO  0000IEHHBIX (QOPMYINPOBOK. Takoe corjiacue JIOJ?KHO OBITh IIPEJIMETHBIM,
ompejie/IeHHbIM 1 TOUHbIM. Hampumep, KonKpeTHbIM cpokoM obpaboTku [I/1x aBsgerca «ugaTh
JIET TIOCJIe TIPEKPAIIEHHS JOTOBOPHBIX OTHOIIEHUHN ¢ paOOTHUKOM OPraHU3aIllniy, KOHKPETHO
1EJIBI0 — <«HCIIOJIHEHNE TpeDOBaHuil TPY/I0BOro 3aKoHoaTe1bcTBa Poccniickoit Megeparinmy.

NudopmupoBanHoe  corjiacme  IOApPasyMeBaeT  JOCTOBEPHOCTH U IIOJHOTY
npegocTaBasieMblx cyobekTy I[I/JIH cBemeHmit, HEOOXOMMMBIX [JI HPUHSATHS WM PEIIeHUsI
O TIPEIOCTABJIEHUN COIJIACUs. DTHU CBEJICHUs], KPOME IMPOYero, JIOJIKHBI COJEPKATH
nHGOpPMAINIO O TOCAEJICTBUAX HpeJoCTaBieHnst (WM HENpPeJIOCTaBIEHUsI) COLJIACHS.
Hamnpumep, nenb3sa ckpbiBaTh oT cyobekTa 1/l gacTh meseit, s JTOCTUZKEHUST KOTOPBHIX
mwianupyercs obpabarbiBarhk [IJIH, winm 4yacTh jeiicTBuil, KOTOpble OYy/IyT COBEPIIETHCS C
[IJIz B mpomecce ux obpaborku. Cunraercs, 910 HHOOPMUPOBAHHOE COIJIACHE MOXKET JIaTh
cyobekT IIJIH, KOTOpBI 00/1a/aeT JOCTATOYHON KOMIIETEHTHOCTBIO M JIEeCIIOCOOHOCTBIO U
OCO3HAET IIOCJIEJICTBUSI CBONX JAEHMCTBUI.

Co3HaTeJibHOE corviacue IojpasyMmeBaeT, uTo cyobekT 1111 nuMeer mpaBo npounTarh,
[IOHATh W OCMBICJIMTDL IIpejocTaBisgeMoe UM coryacue. Kpome rmpouero, cyobekty I1/1x
JIOJIZKHO OBITH IIPEIOCTABICHO HEOOXOIUMOE ISl 3TOTO BPEMH.

Corytacue O/KHO BKJIIOYATH HWHQOPMAIMIO O TOM, B KAKUX I[EIIX ILJIAHUDPYETCs
obpabarbiBaTh 11/IH, o mepeune I1/IH, HEOOXOAUMBIX I JOCTUXKEHUS Iiejieii oOpaboTKH,
nndopmalmio o cpokax obpadborku [I/IH, a Tak:ke O JEHCTBUAKX, KOTOPbIE ILIAHUDPYETCS
copepmmarh ¢ obpabarbiBaeMbiMu [I/IH m Tak jamee. B coracum Ha 0OpaboOTKy
[[/la  me Jomyckaercs HEKOHKPETHOCTh (DOPMYJIUPOBOK (pasMbIThie, abCTpaKTHBIE,
HeccosepkaTesibabie (HhopMyIupoBKn) [6].

Ecim nnoe ne ycranoBjieHo (dejiepaabHBIM 3aKOHO/IATEILCTBOM, COTJiacue Ha 00paboOTKY
[IJa wmoxker OBITH JaHO B JH000H dopMe, IO3BOJLAONEH MOATBEPAUTH (aKT ero
nostyuenus |6]. Hanpumep, corsacue Moxker 6bITh JaHO B MUCbMeHHOM dhopMme mwin B (opme
9JIEKTPOHHOIO JIOKYyMEHTA.

Ha macrtosmmii MOMEHT cOrIacHs COOMPAIOTCS TaKyKe B JIMYHBIX KaOWHEeTax
BeO-CepBMCOB B BHJE IIPOCTAaBJIEHHsI METOK B cCIenuaJbHbIX dopmax. Obparum
BHUMaHHUE, HYTO 3aKOHOJIATeJbcTBO Poccuiickoit  Pejeparuum  He  MPELyCMATPUBAET
BO3MOYKHOCTH TOJITBEPK/IeHNs JleficTBueM coryiacust Ha o6paboTky IIJIH (KOHKJIIOJIEHTHOIO
nojarBepxkiennst). Hanpumep, npuobperas ToBap B HHTEpHET-Mara3mHe, Mbl MOYKEM BBOJIUTH
B BeO-OPMBI CBOHM IIepPCOHAJIbHBIE JaHHBIE, IMOATBEPXKIAasd TEM CAMBIM IOTOBHOCTH KYIIHTh
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ToBapbl. 3amojHeHne (GOpM caMo 1o cebe MOXKHO ObLIO ObI paccMarpuBaTh B KadecTBe
cornacug na obpadborky II/ln. Tem mHe Menee, 1o HallleMy 3aKOHOJATEILCTBY COTJIACHE B
Takoit popMe He IPUHUMAETCS U HeOOXOANMO IpuberaTh K 3aIll0JHEHHUIO CIeInalIbHbIX (DOPM.

B ciayuae, ecim cybbexkr IIJIH He [goCTUT COBEpINEHHOJIETHS WA HE SABJISAETCH
JleecriocoOHBIM, coryiacue Ha 0bpaboTky ero [I/In jmo/keH 1aBaTh 3aKOHHBIH IIPe/ICTABUTEH
cyobekta. Ilpu srom mnosnomounsi mupespcrasutess cyobekrta [I/In jgo/mken mpoBepsdThb
oreparop (IT[1m) [6].

CyObekT mMeeT TpaBo Ha OT3BIB coryiacusa Ha obpaborky II/Ia. B »stoit curyarumn,
€CJI WHbIe 3aKOHHBIE OCHOBAHUS JIJIS IPOJOJIZKEHUS 00pabOTK! OTCYTCTBYIOT, HEOOXO/IMMO
npekpaTuTh 06padorky [I/lH, To ecTh ymaauTh ux, 00E3/IMYUThH WU IIEPEBECTH Ha apXUBHOE
xpanenue. B nenpasomepnoit obpadorke [I/In B mepByto ouepess 3aMHTEPECOBAH OIEPATOD,
[I0O3TOMY MMEHHO Ha, HEM JIE2KUT OOsA3aHHOCTD JIOKA3BIBATDH, YTO CYOBLEKT JIaJl CBOE COTJIacue
Ha obpaborky [1/1u [6].

Cornacue cyobekTa B MUCbMEHHO# (hopMe JI0JIZKHO BKJII0UYaTh [6]:

e baMuInIo, UM U OTIECTBO;
e ajipec cyobekTa 11/1H;

® HOMEP OCHOBHOI'O JOKYMEHTa, YJOCTOBEPAIOMIETO JIMIYHOCTDL, a TaK2Ke CBEACHHUA O JaTe
BbIJJa91 YKa3aHHOI'O JOKYMEHTa W BbIAAaBIIECM €I'O OpraHe;

B cuty aToro TpeboBanms MHOTIa BO3HUKAIOT TAPaI0KCAIBHBIE CUTYaIlu!, IPU KOTOPBIX
corytacue cyobekta I/l comepxkut Gosibiite MHMOPMAIUKM, YeM HEOOXOIUMO JIJIsd
JIOCTUKEHUS 11es1eii 00paboTKMU.

e 1HOOPMAINIO O JIOKYMEHTAaX, KOTOPBIE MOJITBEPZKIAIOT IPaBa PEJICTABUTEsI CyObeKTa
[1/Iz Ha moamucanue coriacus oT ero (cybobekra) uMeHu (Ipu HEOOXOJAUMOCTH );

e HamMeHOBaHUE orneparopa, ecju o0Opadorky I/ BeméT ropuamdeckoe JHUIO, WA
damuio, UM, OTYECTBO st OlepaTopa — (PU3MIECKOrO JINIA, & TaKKe ajipec
OIepaTopa;

e HAMMEHOBAHUE OPraHU3AIMU WK (PaMUINIO, UM, OTIYECTBO (PUIUIECKOTO JIUIA,
KOTOPOMY Mopydaercst 0bpaboTka (Ipu mopydeHnn o6paboTKn);

e 1esiu oopaborku [1/1H;

Hesm obpadborku II/[H 10/KHBI OBITH KOHKPETHBIMU U JOCTUKUMBbIMU. Harpumep,
MBI MOXKEM 00pabaThIBaTh MepCOHAIbHBIE JAHHBIE COTPYIHUKOB HAIEH OpraHU3aIlH
B IIeJIAX HCIOJHEeHWsI TpeboBaHUili 3akoHomareabcTBa Poccuiickoit  ®Peneparun
(Hamorosoro kogekca wim  Tpymosoro kojekca Poccuiickoit @emepanuu). st
JIOCTUYKEHUS TUX IeJIeil PACCUNTBIBAETCS, HAYUC/ISIETCS U BBIILJIAYUBACTCA 3apadOTHAS
miaTa, a TaKXKe PACCUUTBIBAIOTCA HAJIOTH, KOTOPBIE JIOJIZKHBI 3aILIATUTH COTPY/IHUKH
opraunmzaruu. [Ipumepamu meneit oopadorku I[/Ia Takke Oy/LyT ABJIATHCSI OKa3aHUE
yeayr cyoberry [1/1# (B TOM 9mcsie rocyIapCTBEeHHBIX U MYHUIIUITAIBHBIX ) HJTH TTPOJIAZKa
TOBapOB.

e 1epedenb 1I/IH, KoTopble HEOOXOMUMBI JIJIsI TOCTUZKEHUS 1e/In 00PabOTKH;

® JIepeYCHb ,ZLefICTBHfI C IIepCOHaJIbHBIMU JTaHHBIMH, Ha COBEPIIECHUE KOTOPLIX JacTCdA
corjiacue u obIIee ONucaHue UCIOIb3yeMbIX OIIEPATOPOM criocoboB obpadborku 11/11.
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31ech pedb MIeT O JOCTaTOYHO (DOPMAIHLHOM ONMCAHUN JeHCTBUI C IEPCOHATbHBIMI
JIAHHBIMK, KOTOPBIE MbI IIpeJIIojaraeM OCyIecTBIATh. Hampumep, cOop, XpaHeHue,
nepejiada u pacrupocrpanenue [[JIn. B kadecTtBe oOIero ornmcanusi HCIOJIB3YEMbIX
criocoboB obpadboTku I1/1H cieayer ykazaTh: UCHOIB3YIOTCs Jid Ipu 00paboOTKe CPpejicTBa
BBIYUCIUTEILHON TEXHUKH, IepelaeTcs Jin UH(OPMallisd B CTOPOHHUE OpPraHu3alliuu,
UCIOJIB3yeTCs Jiun 1epepada 1o ceru Uurepuer m tak jasee. laee y coracus
JOJIZKEeH OBITh OIpeJiesieH CPOoK jeficTBusi. Hampumep, moJroma Iocie JTOCTUKEHHS
neaun obpaborku [IJIn. 3amac BpemeHm MOKeT OBITH HEOOXOJMM OIEPaTOpPy JIJIs
[IPEIOCTABIEHNS] BCEX HEOOXOIUMBIX BUJIOB OTYETHOCTH, & TAKXKe /s IPOBEIEHNUST BCEX
HEOOXOIUMBIX MEPOIPUATHI 10 yjajeHuto, obesnnauBaHuio uin repesoiay I1/In Ha
apXUBHOE XpaHEHHE.

[Tucbmennoe cornacue nHa odpaboTky I[IH m0mKHO O6BITH COOCTBEHHOPYYHO ITOIUCAHO
cyobekToMm [I/1H, maromumm coracue.

Kak y:xe ropopusioch panee, B cirydae, eciu cyobekT [1JIH aBisgercs He1eecriocoOHbIM, TO
corjlace 3a Hero JaeT IpeJcTaBUTe b. B ciydae cMepTn cyObeKkTa coryiacue Ha oOpaboTKy
ero II/In maror ero macjaemHuku (B ciiydae OTCYTCTBUSI COIVIACHsS CYObEKTa, MOJIyYEeHHOIO
npu ero xu3nn). Ecmu 3a cyobekra [1/IH coracue naér ero 3aKOHHBIN PEJICTABUTEH, TO
corJIacue JIOJIZKHO COJEePZKATh COOCTBEHHOPYUIHYIO TOJIIUCEH TTPEICTABUTE .

2.6. Ilopyyenmne o6pabOTKN MepCcCOHAJILHBIX JTaHHBIX

Omneparop II/lx moxker mopyuuTh ux o00pabOTKYy CTOPOHHEH OpraHu3alud WIn
dusnaeckomy suity. Eceim nnoe He mpeaycMoTpeno dejiepaabHBIM 3aKOHOATE/IBCTBOM, TO
¢JIeJIaTh 9TO MOXKHO TOJIBKO mMes coryiacue cyobekTa [I/n. [Topydenune od6paboTKu JIOIZKHO
OBITH 0O(POPMJIEHO B BHUJIE JOIOBOPA.

Hamnpumep, 11 MajieHbKHX OpraHu3aliiii MOKeT OBITh HeIeJecoo0pa3sHo COo3/IaHue
cBOero otnena  Oyxrajarepckoro ydera. llosromy oHM MoOryT 3aka3arh yCJIYTH IO
BEJIEHUIO OyXrajTepCKOro ydera y TPeTbeil opraHmsaiuu. B 5ToMm ciiydae IepcoHajbHbIE
JIaHHBIE COTPY/JHUKOB MAJIEHBKON opraHm3amuu OyayT 00pabaThlBATHCS CTOPOHHUMUI
JINTIAMU, TIPEJIOCTABJIMIONIUMEI  YCJAYTH 110  BeJeHUI0 Oyxrajarepckoro ydera. Jlpyroit
npumep. KoMmmanus, yrpaBsioniasg MHOTOKBAPTUPHBIME JOMAaME, MOXKET HOPYIHUTh PACIET
CTOMMOCTH YKHUJIUITHO-KOMMYHAJbHBIX YCJIYT CTOPOHHEH opranmsaiuu. Ecianm madopmarms,
HEOOXO/IMMast JIJIsi OCYIIECTBJ/IEHUsT PACUIETOB, OYJ/IET CO/EpXKATh IIePCOHAJIBHBIC JIAHHBIC, TO
CTOPOHHSAS OpraHu3allud OyJIeT OCyIecTBAATL 00padoTky [IJIH 1Mo mopydeHHIo KOMIIAHWUH,
YIPABJIAIONIEH MHOTOKBAPTUPHBIMU JIOMAMHU.

B oboux ciiydasx HEOOXOIMMO 3apPYIUThCA COTVIaCHeM CYObeKTa Ha IopydeHne o0paboTKN
ero IIJIn wim mpeycMOTpeTh COOTBETCTBYIOIINE ITOJIOKEHUsT B JIONOBOPAX, 3aKJII0IaeMbIX
MexK Ty opranuzarnuamu u cyobekramu [[/In. B epBoM cirydae mexk 1y paboTojiaTesieM U ero
COTPYIHUKAMU, & BO BTOPOM — M€Ky YIIPABJIAIONIEN KOMIIAHUEH 1 JTUIAME, 3aK/TIOINBIITAMEA
¢ Hell JIOroBOp Ha 0OC/Ty2KHUBaHUE MHOTOKBAPTUPHOI'O JIOMA.

Opranuzanus, KOTOPOH Mopydaercs o0paboTKa, oOs3aHa COOJIIOIATH HTPUHIUIBI 1
npasusia obpaborku I1Ju [6]. TIpu sroM 06s3aHHOCTD IO TIOJYYEHUIO COTJIACUsS CyOheKkTa
Ha HopyveHre 00pabOTKH IOJTHOCTBIO JIEXKUT Ha OPraHU3alllH, IOpyvalonieir 0o0paboTKy.

B cayuae mopyuenumsi obopaborkm II/IH oTBeTCTBEHHOCTH IIepeji CYObEeKTOM HeceT
opranuzarys, nopy4Jaoiias oopadborky [I/In. Bece nperensuu cybbekT OyIeT IPeIbaBIATh K
Hell, Jaxke ec/ii HEKOPPEKTHbIE JEHCTBUS C MEPCOHAJbHBIMU JAHHBIMU OYJIyT COBEPIICHBI
opranuzaryeii, koropoil mopyumiu o0paborky. Ilociemnsss B cBoIO odYepesab HeceT
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OTBETCTBEHHOCTHL He Tepes, cyobekTom [I[/IH, a mepes opranmsarueil, mopyduBinei eit
00paboTKYy.

Ecim B poroBopax na mnopydenue obpaborku [IJIH He mpeaycMOTpeHbI IMOJIOKEHUs
00 OTBETCTBEHHOCTH CTOPOHBI, KOTOPO# IopydaeTcss o0OpaboOTKa, TO MpHUBJIEYb €€ K
OTBETCTBEHHOCTH OYJIET JOCTATOYHO TPYAHO. [ToaToMy HEOOXOMMMO yIeadaTh 0cob0e BHUMAHNE
Borrpocam obpaborku u 3amutel [[JIH B ciryuae nmopyuenus: o6paboTKu.

O6parum BHEMaHME, 9TO TTopyueHue obpadorku /I Tpedyercs, maxe ecjim opraHu3arius,
KOTOpasi mopy4daeT o0pabOTKy, W OpraHu3allis, KOTOPOW IMOpydaioT 00pabOTKY, BXOJAT B
ojiHy Tpymiy (HampuMep, XOJJMHT), WM OJHA OPraHU3aIlis sIBJISETCS MOJBEOMCTBEHHBIM
yupexkjenneM Apyroit opranmzanuu. Ha takoe mopydenue OyJlyT pacIpoCTPaHATHCH BCE
paccMOTpeHHbIe HOPMBI (hejiepaibHOro 3akoHa «(O MmepcoHabHbIX JIAHHBIXS.

B mnopyuenun na obpaborky II/Im mim B jgoroBope Ha mopyueHue oOpabOTKU JTOJIKHBI
ObITL yKazanbl Iieau obpadborku [I/In, cocraB mepenaBaembix g obpaborkm [I/In, a
TaKyKe IepevdeHb JIeWCTBUN ¢ 9THUMU JAHHBIMH, KOTOPBIE MOYKET COBEpINATh OpPraHU3alldsd-
nopyuener [6].

Kpome Toro, B mopyuenun Ha obpaborky I/l obszaresbHo fo/KHA OBITH yKa3aHa
OTBETCTBEHHOCTH OPTaHU3AINHI, KOTOPOIl TIopy4daeTcs 06paboTKa, a TakKe chOPMYIUPOBAHBI
TpeboBaHus 10 cob0IeHn0 KoHduaeHmaabaoct [1/In n obecrieuennio nx 6€3011aCHOCTH.
[Io mpwymHAM, pPacCMOTPEHHBIM paHee, >KeJaTeJIbHO YKa3aTh KOHKDETHBIE Mepbl II0
opranmsaruu oopaboTku u 3amuThl [[/[H, KOoTOpble 0/KHA peaJn30BaTh OpPraHU3allNs-
Oy Y€eHeIl.

2.7. TpancrpannydHas nepejada IIepPCOHAJbHBIX JJAHHBIX

B obmiem ciryuae Tpancrpanndas nepejada I1/1, To ects nepeada [1/1x va Teppuropuio
MHOCTPAHHOI'O TOCY/apCTBa, JOIYCKAETCsI B CTPaHbl, ODECIEeYNBAIONINE <«aJIeKBATHYIO»
zamuTy npaB cyobekToB [1/1H.

B niepByto odepeib K TaKUM CTpaHaM OTHOCSITCS TOCY/IapcTBa, noanucasiinne Konsenmio
Copera Espomnbr «O 3zammnre (usndeckKux JUIl IPU  ABTOMATH3MPOBAHHONE 00paboTKe
[IEPCOHAJILHBIX JTAHHBIX». [Ipn 5TOM HEOOXOAUMO YUHUTBIBATH, UTO JAaXKe B 9TU CTPAHBI
nepeiada [1/IH MoxKeT OBITH 3alIpeleHa B IeJIdX 3allUThl OCHOB KOHCTUTYIIMOHHOTO CTPOSI,
coOJIIOJIeHNsT TIpaB M 3aKOHHBIX MHTEpecoB TIpaxKiaaH Poccuiickoit Pemepanuu, a Tak:Ke
obecrievennsi 0OOPOHBI U 6€30TTACHOCTU T'OCYIapCTBa.

Hanee,  «b6e3omacHBIMU»  CUYATAIOTCA  CTPAHBI,  BOIIEAIUE B  (POPMHUPYEMBbIit
PockoMua130poM  1epedeHb MHOCTPAHHBIX TOCY/JApPCTB, HE SBJSIONIUXCSA CTOPOHAMU
Konenruun Copera EBpornbl, HO obecriednBaronux aJeKBaTHYIO 3alllUTy IpaB CyObEKTOB
[T 1m.

Ucnonb3yst 3TOT 1Iepevdenb, omnepaTop MOXKET YOeJIUThbCs B TOM, UTO CTpaHa, B KOTOPYIO
OH TIpEJIoJIaraeT HAIPABUTh IIePCOHAJIbHBIE JAHHBIE, 00ECIIeINBAET JOCTATOTHBIN yPOBEHD
3aIUThl TpaB cyobekToB [11H.

ObpaTuM BHHMaHHE, YTO JOCTATOYHO 4YacTO BCTPEYAECTCS CJIEAYIONAs CUTYAIUs.
MezktyHapo/iHble  KOMIIAHUU MOTYT HMETh IITab-KBApTUPbI WM IIPEJICTABUTEILCTBA Ha
Tepputopun ctpan EBpocoroza u mpm 9TOM apeHI0BATH BBIUUCIUTE/bHBIE MOIIHOCTU B
HeHTpax 00pabOTKU JIAHHBIX, PACIOJOXKEHHBIX B COBCEM WHBIX CTpaHaX (HalpuMmep, B
yenosaom Comasn). CoorercrBenro npu tmepegade [1/1a (Hampumep, jist GpOHUPOBAHMUST
HOMEPOB B  OTeJIAX) TaKOW MeXKJyHADOJIHON OpraHu3alid  BBICOKA BEPOATHOCTD
ocymecTBIeHns Tpancrpannydnoit nepegaqan [11n B Comastn.
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Tpancrpannanas nepegada [1/1a B crpansl, He noamucapinue Konsenmnuto Cosera EBporibr
U He yKa3aHHble B IepedHe PockoMHa130pa, MOXKET OCYIIECTBIATHLCA TOJTBKO ITPY BHITIOJTHEHITT
(KaK MHHUMYM OJIHOTO) U3 CJIEJYIONMX ycaosuii [6]:

e cyonekT [/ man corstacue B mucbMeHHO# bopMe Ha OCYIIECTBIICHUE TAKOH mepegadn
WJIA SBJII€TCsI CTOPOHOI JIOTOBOpa, Ha OCHOBAHUU KOTOPOT'O OCYIIECTBIISIETCS IIepeiada;

e 1iepejiada HeoOXOIMMA JIJTA 3aIlUThI XKU3HU U 3/I0pOBbs cyobekTa [1/11H, ecytn moryuenne
corjiacusi B IUChbMEHHOI (hopMe HEBO3MOYKHO;

e 1epesiada  OCYIIECTBIISETCA C TEeJIbI0  Pean3aliid  MeXK/IYHAPOIHBIX JTOTOBOPOB
Poccuiickoit @eneparun;

e liepejada HeoOXOoJMMa IS 3alllUThl OCHOB KOHCTUTYIIMOHHOIO CTpos Poccuiickoii
Qeneparun, obecriedeHuss OOOPOHBI U OE30MACHOCTU TOCYJIAPCTBA, TPAHCIOPTHOM
6e3011acHOCTH.

2.8. Ocobbie KaTeropu NepCcoHAJIbHBIX JTAHHBIX

Beigenstor Tpu  ocobbix kareropun (Buga) IIJIn: crenmanbhbie Kaveropmm I1/TH,
6uomerpudeckue [1/Tn u I1/IH, pasperiennbie 1jist pacipocTpatenus (paree o0IIe0CTyTHbIE
[1/11), ocobenHocTr 06PabOTKI KOTOPBIX MBI PACCMOTPHUM JIaJIee.

2.8.1. OOmmenocTynHble MCTOYHUKU IE€PCOHAJBHBIX [JAaHHBIX U NepPCOHAJbHBbIE
JaHHble, pa3pelleHHble 1Jid PacIIPpOCTPAaHEHUS

Nudopmarmonnbie pecypebl, saBdIONecs o01e10cTyHbIMI uctounukamu 11, moryT
CO3/IABATBCS B IEIAX MHGMOPMAIOHHOrO obecredenns. B coorsercrBun ¢ [6] pasmemnienue
[T Ha Takux pecypcax BO3MOXKHO TOJIBKO ¢ TTUCbMEHHOTO coryiacus cyobekTa [1/1H, ognako
HA IMPAKTHKE YacTO OTPAHUYUBAIOTCH JIEKTPOHHBIMEU (hOpMaMU IOJIydeHus: corjacus. B
OBIIIEIOCTYTHBIX KCTOYHUKAX MOTYT PA3MEIaThCsl (COIePKATHCsI) CIIE/IYIONINE TIEPCOHATbHBIE
JlaHnble: (haMmis, Mg u oT4ecTBo cyobekTa [1/1H, 1ata u MecTo poxKieHusd, ajpec, CBeJIeHns
o npodeccuu u UHasg UHPOPMAIUs, coodImaeMas CyObeKTOM.

[Ipumepamu ob1e10CTYIHBIX UCTOYHUKOB [[/IH sgBistorcs TenedoHHBIE CIPABOYHUKN
JKUTeJIeN TOPOJIOB, CIIUCKU KUJIHIIOB MHOTOKBAPTUPHBIX JJOMOB, & TAKKE OTKPBITHIE CTPAHUITHI
cormasibubix cereit BKonrakre, Facebook u jnpyrux.

I[Ipu cosmanum obmenocrynnoro wucrounuka IIJIH jtokHa OBITH IIPEyCMOTPEHA
BO3MOKHOCTB yjajienus [IJIn cyobekTa 1o ero Tpebosanuio. Hampumep, B comuaibHoil cetn
BKonTakTe peaycMoTpeHa BO3MOKHOCTD YAAJI€HUs] JTMIHON CTPAHUIIBL.

Ob6parum BHUMaHME, 9TO Tocse pasMenienus coux [I/1x Ha ob1eocTymHOM pecypcee, Mbl
[IPEJIOCTAB/IsIEM JIOCTYII K HUM HEOTPAHUIEHHOMY KPYTY JIUI. DTH JIUIA MOI'YT CKOITUPOBATH
UHMOOPMAIIIIO I UCTIOTB30BAHUS B JIUUHDBIX IEJIAX» M, TAKUM 00Pa30M, BBIBECTH €€ U3-TI0]T
opucaukimn Penepasibaoro 3akona «O mepcoHaIbHBIX JaHHBIX». (CJreI0BaTeIbHO, KOIIHMU
narux [1/Ix, moydeHnbie 3 o0IIeI0CTYITHBIX PECYPCOB, MOTYT 00pabaThIBATbCS CTOPOHHUMEI
JINIIAMY B TeYeHHe HeOolPeIeJIEHHOIO0 NHTePBaJa BPEMEHH.

o Berymienus B geiictsue 21.03.2021 Penepanbuoro 3akona or 30.12.2020 Ne519-
O3 «O Baecenun wusmenenuit B Desepasibbiii 3aKOH «(O  EPCOHAJBHBIX JIAHHBIX>
[1/Tn, pa3merneHnble B OOIIEIOCTYIHBIX MCTOYHUKAX, HA3BIBAJIUCH <«OOIIEIOCTYIHBIMIY U
cocrapiisiyim ocoberit By [1/1a. Vkasauubiii (dbejepasbHbil 3aKOH (COXpaHssi MOJOKEHMUS,
Kacarommecs: obIeI0CTYIHbIX ucTouynHukoB [1/1H) BBOAMT B3amen obmemocTynHbx 11/TH
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noBblit Bugi I[/lH — «mepconasibHble JJaHHBIE, pa3peIlleHHble CYObeKTOM IePpCOHATBHBIX
JaHHBIX JJId PACIIPOCTPAHEHUA».

Onpenenenne  2.6. Ilepconaavnvie  damnmvie,  pa3peweHHvie  cybsexmom
NEPCOHAABHBIL OAHHBIT OAS PACTLPOCMPAHEHUS, — MO NEPCOHANDHBIE JaHHbIE,
docmyn Heo2PaHUMERHO020 KPY2a MUY, K KOMOPYLLM NPEAOCMABAEH CYOBEKMOM NEPCOHANDHBIL
JaHHLIT nymem 0ayuu CO2AGCUA HA 00pabOMEKY NMEPCOHANOHVT OGHHOIT, PA3PEULEHHDIT
Cy6’567€m0M NePCoHaANdBHBLT daHHbLJJ d/Lﬂ pacnpocmpaHeHUA.

Paspermtenne na pacrpocrpanenue 1I/In jtaerca cybbeKTOM B OTJIEIBHO OMDOPMIISIEMOM
corstacuu. Ilpm sToM omepaTop JI0KeH MPeoCTaBUThH CYObEKTY BO3MOXKHOCTH YTOUHEHUS
nepeuns [I/ln, wma pacnpocrpaneHne KOTOPBIX jaeTcs corsacue. Hampumep, cyObekT
MOXKET YTOYHUTH, YTO J@eT COIJIACHE HA PACIPOCTPAHEHUE HE BCEX KOHTAKTHBIX JAHHDBIX
(Bryfogaromux (haMuIMIo MMsl, OTIYETCTBO, MOYTOBBIA apec, aapec JEKTPOHHOH MOUTHI,
HOMEp COTOBOTO TejedoHa W T.11.), & TOJBKO (DaMUINN, WHUIIHAJIOB U aJpeca 3JIEKTPOHHOI
nouThl. Ecymm n3 corstacus Ha oOpabOTKY pas3pelnieHHbIX Jijid pacupoctpanenus [1/1x sBHO He
CJIeJIyeT, 9TO CyOBbeKT paspelnus pacupocrpanenue HekoTopbix [[/1n, To Takue [1/ln moryr
06pabaThIBATHCS OIEPATOPOM (KOTOPOMY JlaeTcs coryiacue) 6e3 mpaBa pacipoCTPAHEHUSI.

Kpome moro, cyobexkr II/JlH MoOKeT ycTaHOBUTH B cOIVIacCUU OOsi3aTe/IbHbIE JIJId
HCIOJIHEHUST  OTEPATOPOM  3allpeThl Ha mepedady (KpoMe IIPeIOCTABJIEHUs JIOCTYIIA )
paspeleHHbIX s pactpocrpanenns: [[/IH omeparopom HeorpaHmdeHHOMY KpYyTY JIAIL, a
TaKKe 3alpeThl Ha 00pabOTKY WM ycsioBUst 00pabOTKK (KPOME IIOJIydeHHsl JTOCTYIIA) TAKIX
[I/Tn weorpaHWUYeHHBIM KPYI'OM JIMI[. 3allpeThl U YCJIOBUs, YCTAHOBJIEHHBbIE CYyOHEKTOM
[1/1n, omepartop o0si3aH OMyGIMKOBATH (JOBECTH 10 CBEJCHUS JIMI, HCIIOJB3YIONHNX €ro
nH(bOpPMAIMOHHBIE Pecypbl). B ciyuasx 0bpaborku [1/1# B rocyiapcTBeHHBIX, OOIIECTBEHHBIX
U WHBIX IIyOJIMYIHBIX NHTEePecax, OpeIesIeHHBIX 3aKOHo1aTeTbcTBOM Poccuiickoit eneparim,
3aIlpeThl U YCJIOBUS, ycTaHOBIeHHbIe cyObekToM [IJ[H, MOryT He JieficTBOBATH.

CyObekT MOXkKeT JlaTh corjiacue orneparopy Ha obpaborky I[I/Im, paspemeHHbIx jis
pPACIIPOCTPAHEHUsI, HEIOCPEJICTBEHHO WM C HCIIOJb30BAHMEM HH(MOPMAIMOHHON CUCTEMBbI
YIIOJTHOMOYEHHOTO OpraHa 110 3arure mpas cyoberTo [1/1u (Ha MOMeHT Hammcanus yaeGHOTO
nocobust perjiaMeHT MpPeIoCTaBIeHNsT TAKOrO CONIACHST HAXOJAUTCS Ha dTale paspabOTKM ).

Cornacue mwa obpaborky IIJIH, paspermeHHbIx I pPacIpOCTPAHEHHA, JIeHCTBYeT 10
MOMEHTa MOCTYILIEHUs] OIepaTopy TpeboBaHus CyObeKTa O MpeKpalleHuun oOpaboTKU ero
[1/Tr. B Takom TpeboBaHuu JOJZKHBI OBITH YKAa3aHbI (paMUJINs, UMsI, OTYECTBO U KOHTAKTHASI
nncdopmarusa cyobekta 11/1H, a Takxke nepevuenns [[/In, 06paboTKa KOTOPBIX JI0KHA OBITH
[IPEKPAIIEHA.

B cnygae pacnpocrpanenus 11/1x nHenocpepcreernno cyobekTom 11/11 6e3 nipeioctaBienns
orepaTopy coryiacus na obpaborky II/IH, pasperennbIx 1y pacupocTpaHeHus, U B CIydae
pacrpoctpanenus: [I/IH BejegcTBue mpaBoHAPYIIEHUS, MPECTYILIEHUST WU OOCTOSTETHCTB
HEIPEOJIOJIMMON  CHJIBI, OOSI3AHHOCTb TI0 IIPEJIOCTABJICHUIO JI0KA3aTE/IbCTB 3aKOHHOCTHU
obpaborku I1/11 BO3/I0)KEHA Ha KaKJI0€ JIUIO, OCYIIECTBUBIIEE PACIIPOCTPAHEHNIE WJIH HHYIO
obpaborky Takux [1/1H.

2.8.2. Cneunaﬂbele KaTeropmum inepCoHaJIbHbIX JaHHBIX

Onpenenenne 2.7. K cneyuaavbHvimM KaAMe20pUAM  NEPCOHAADHBIL — OAGHHBLT
OMHOCAMCA — Cc8edeHUs, KACAOWUECHs PACOBOT U  HAUUOHAALHOT — NPUHAOAEHCHOCTU,
NOAUMUNECKUL 83244008, PEAULUOZHBIT UAYU GUAOCOPCKRUT Yoeorcdenuti, coCmoaruL 300P06bA
U UHRMUMHOT AHCUSHU.
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Ob6partuM BHUMaHUE, 9YTO JOCTATOYHO 4YACTO IIEPCOHAJIbHBIE JAHHBIE, KOTOpPbIE HE
OTHOCSATCS K CIIEIUABHBIM KATErOPHUsM, IBITAIOTC K HUM OoTHecTu. Hampumep, cBejeHust
o ToM, siByisiercst yin cyobekT I[IJIH pe3mmeHTOM TOH MM WHON CTPAHBI, MOT'YT IBITATHCS
pPaccMOTpeTh KaK HAIMOHAJIbHYIO TPUHAJIC)KHOCTD, WJIM CBEJCHUSI O COIMAJLHOM CTATYCE,
HaIpuMep, O IpyIle HHBAJUIHOCTH, PACCMATPUBAIOT KaK CBEJIEHUS O COCTOSIHUM 30POBbSI.
B obmem cityuae, rpaxkIaHCTBO He OIpPeJesisieT HAIMOHAJIbHYIO ITPUHA/JIEXKHOCTD CyObeKTa
[IJIn, a K cBeJleHUsIM O COCTOAHUU 3JI0POBbS PEKOMEHJIyeTCd OTHOCUTH WH(OPMAIINIO,
ompejiesieHHyI0 B cooTBeTcTBUE ¢ PeepasbHbM 3akoHOM «O0 OCHOBaX OXpaHBI 3/I0POBbSI
rpaxkjgan B Poccuiickoit @eneparun» Kak BpadeOHylo Taiiny. B dwacrHOCTH, K TaKoOil
nHMOPMAITMU OTHOCATCA CBeJieHHsi 00 OOpallleHuN TIpazk/iaH 3a OKa3aHueM MeIUIIMHCKOI
[IOMOIIIY, CBEeJEHUsI O JMarHo3e U HHbIE CBEIeHUsl, IOJIYUYEeHHbIE IIPU OOPAIEHUH JINIA 3
MEJIUTTAHCKON TTOMOIIBIO.

ObparuM BHUMAaHWE, YTO B HEKOTOPBIX CHTYAIUSX OIPEIETUTb, SBJISIIOTCS JIN
obpabaTbIBaeMble ITIepPCOHAJIbHBIE JAHHBIE CIEIUAJHHBIMA WX HET, JOCTATOYHO TPY/IHO.
NurepecubiM mpuMepoM  sBjigeTcd obpaboTka uudopmanuu o OepemenHoctu. C  ojHOit
CTOPOHBI, MOYKHO OOPATUTHCS B 9TOM COCTOSIHUM K Bpady, U Bpad IIOCTABUT COOTBETCTBY IO
arHo3 (B COOTBETCTBUH C MEXKIYHAPOJHBIM KjaccuduraTopoMm Oosesneit). B rakoit
cutyarun nadopMaIus 0 6epeMeHHOCTH OY/IeT PacCMaTPUBATHCA KaK CBEJIEHUsT O COCTOSTHIN
3/10pOBbs. Kpome Toro, cBejienns 0 66peMEHHOCTH MOTYT PacCMaTPUBATLCA KaK WHMOPMAIU
00 umuTEMHON KuzHu. C JIPyroiff CTOPOHBI, €cau OEpPEeMEHHOCTDb SIBJIAETCH OCHOBAHHEM
JUIst oOpallleHusl, HalpUMepP, B COIUAJIbHYIO CIy:KOy, TO ee MOXKHO pacCMaTpUBATh KakK
COIUAJILHYIO KATErOPHIO (CBEJIEHUS O COIMABHOM IOJIOYKEHUMN ).

B obmiem ciydae obpaborka cruernmaabHbix Kareropuii [1In 3anpemaercs. Vckiouenne
MOZKeT OBITh CJIEJIAHO B CJIEIYIONINX cirydasx [6]:

e cyObEeKT Jlajl coryiacue B IMUChbMEHHON (opMe Ha 00pabOTKY CIEIUaIbHBIX KaTeropui

IT1n;

e cyObEKT paspelny pPaciupoCTpaHeHHe CBOUX CreluajbHbix kKareropuu I[1JIn (mpm
yCJIOBUM ~ COOJIIOJIEHUSI  OIlepaToOpoM TpeboBaHUil 3aKOHOJATENbCTBA Poccuiickoii
Denepanum);

® JIJIsl JIOCTVKEHUS TeJIell, YCTAaHOBJIEHHBIX MEXKIyHapOIHbIMU jToroBopamu Poccuiickoi
Qeneparun o peagmuccun, PenepanbubiM 3akoHOM «O Beepoccuiickoit mepernucn
HaCeJeHUd», a TaKxKe JJId JTOCTUZXKEHUd I1esieil, YCTaHOBJICHHBIX 3aKOHOAATEIbCTBOM O
roCyJapCTBEHHON COIMAJIbHON IIOMOIIHU, TPY/IOBBIM 3aKOHOAATEAbCTBOM U [IEHCUOHHBIM
3aKoHoJIaTeIbecTBOM Poccuiickoit eiepanum;

® J[JIsl BAIMUTHI YKU3HU, 3/I0POBbS M MHBIX KU3HEHHO BaXKHBIX MHTepecoB cyOobekTa [1/1n
WIA JAPYTUX JIAI, B CJIydae ecjiu IojydeHue coryacus cyobekrTa I1/In HeBo3MoxKHO;

B mocnennem ciyuae peub wujer, Hanpumep, o0 obpaborke II/lm B ciyuae
HEODXOIMMOCTHU SKCTPEHHOI'O MEIUITNHCKOIO BMEMAaTeIbCTBa, a cyobekT [1JIH mpu sTom
HaXOJIUTCA B OECCO3HATEHLHOM COCTOSHUM.

® B Me,Z[I/IKO—HpO(fl)I/IHaKTI/I‘{eCKI/IX eJidx, a TakKzKe B IeJIAX YCTaHOBJICHUA MEJUITMHCKOI'O
JAWarno3a, OKa3aHWud MEIUIIUMHCKUX W MEIUKO-COIUaJIbHBIX YCJIYyI' IIPU YCJOBUHU, YTO
00paboTKa IPOBOIUTCS JIAIOM, HIPOMECCHOHAIBHO 3aHUMAIOMINMCS MeTUIITHCKON
JIeATeJIbHOCTBIO U 003aHHBIM COXPaHATh BpadeOHYyIO TaifHy;

Ob6parnm BHUMaHIE Ha HEKOTOPhIE TOHKHE MOMEHTBI, KaCaloIHecsi BOIIPOCOB 00PabOTKH
cuenuabHbix Karteropuit II/ln B MemmnumucKMX yupexjeHusx. B coorBercTBUM
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¢ 3akonojaresbcTBoM Poccumiickoit @eseparnun  «O6 ocHOBaX OXpaHbI 3/I0POBbS
rpazkiaH» 00sS3aHHOCTH COOJIIO/IATh BPAdIeOHYIO TaliHy BO3JIOYKEHA HA MEIUITUHCKUX W
dapmareBTrndecknx pPabOTHUKOB, & TaKyKe Ha MEIUINHCKYI OPTaHU3AINI0 B IEJIOM.
[Ipr sTOM 10T MEIUIIMHCKAM pPaOOTHUKOM ITOHHUMAETCs (PU3NIECKOe JIUI0, UMEIOIee
MeJIUIIUHCKOE WM WHOe oDpasoBaHue, padoTaloliee B MEIUIMHCKON OpraHm3allii, B
TPYIOBbIEe 00S3aHHOCTH KOTOPOI'O BXOJUT OCYIIECTBJIEHUE MEIUIIMHCKO JIeATeIbHOCTH,
win GU3nIeCKoe JUIMO — UHIUBUIYAJBHBIN IPEANPUHIMATE/b, KOTOPBIA TaKKe
OCYIIECTBJISIET MEIUINHCKYIO JIedATebHOCTh. 1lo MeIunmHCKONW e TeTbHOCTHIO
[MOHMMAaeTCs podeccnoHaIbHas AeATeTbHOCTD M0 OKA3aHWI0 MEIUITTHCKON TTOMOIIH,
[IPOBEJICHUIO MEJIUIIUHCKUX SKCIEPTU3, OCMOTPOB, OCBUJIETE/ILCTBOBAHMI U TaK JlaJjee.
O/iHaKO B MEIUIIMHCKUX OPraHU3aIlUAX TIOMUMO MEIUIMHCKUX PabOTHUKOB JIOCTYI K
naOpMAIME O TAIMEHTAX MMEIOT, HAIPUMEp, aIMUHUCTPATOPHI MH(MOPMAITHOHHBIX
CHUCTEM U BBIYUCIUTENbHBIX CeTeifl W aJMUHUCTpATOpbl Oe3omacHocTH. [losToMmy
B TPY/JOBBIX JIOTOBOpaxX C TaKUMH JIUIAMH JOJDKHA OBITH 00s3aTe/bHO yUITeHa
00sI3aHHOCTD 110 COOJIIOIEHUIO0 BpadeOHON TaiiHbI.

® JIJIsT JJOCTUXKEHUsI 3aKOHHBIX TleJIei, MPelyCMOTPEHHBIX YIPeIUTeTbHBIMI JIOKYMEHTaMI
OOIIECTBEHHBIX O0bEIMHEHUI WM PEJUTHO3HBIX OpraHu3alidii, B dacTu 00pabOTKH
[1/Ia wrenoB (y4aCcTHHKOB) TAakuX OObLEJMHEHWUl WM OPraHU3alluii, IIPU YCJIOBHH,
9TO IepCOHAJIbHBIE JaHHBIE HE OyIyT PacIpOCTPaHATbCs 0e3 corjacust CyObeKTOB B
MICHhMEHHOIT opme;

® JIJIsi YCTAHOBJIEHUs WJIU OCYIIEeCTBJ/IeHnd paBa cyobekra [1JIH uian TpeTbux Jini, B TOM
YncyIe MpaB KPeJUTOPOB, & TaKKe JJIs OCYIIECTBJIEHUs] ITPABOCY/INS;

e UIsI peaju3aluy 3aKoHojarTegbcTBa Poccuiickoit  Peneparun 06  obopoHe, 0
6e301macHOCTH, O IPOTUBOJECHCTBUN TEPPOPU3MY, O TPAHCIIOPTHOH 0e30ImacHOCTH,
O TPOTUBOJAEHCTBUM KOPPYIIHH, 00 OIEepaTUBHO-PO3BICKHON JIeATeJIbHOCTH, 00
UCIIOJIHUTETLHOM ITPOU3BO/ICTBE, YTOJIOBHO-UCIOJIHUTETLHOTO 3aKOHOATE/THCTBRA,;

e I peasn3allui 3aKoHOAaTeabcTBa Poccuiickoit Peeparuun 06 00g3aTe/IbHBIX BUIAX
CTPaxXOBaHMS U CTPAXOBOIO 3aKOHOIATEIHLCTBA;

® B IeJIIX YCTPOMCTBA JeTell, OCTABIINXCA O€3 TOoIeUYeHnsT POIUTE e, Ha BOCITUTAHUE;

e IS peaJin3aliuy 3aKOHOJIaTe/IbCTBa O IpazkjaHcTBe Poccuiickoit Peiepanini.

2.8.3. Buomerpuyeckne nepcoHa/ibHbIE JJAHHBIE

B coorBercrBunm ¢ DenepanbubiM  3aK0HOM  «(O  [IEPCOHAMBHBIX  JTAHHBIX»  TIOJ
onomerpuueckumu [[/IH moHMMalOTCHA CBeleHMs, XapaKTepusylomye (U3N0JIOTTIecKre U
Ouosiornyeckne OCOOEHHOCTHU HUeJIOBEKA, Ha OCHOBAHUU KOTOPBIX MOYKHO YCTAHOBHUTH €r0
JmaHOCTh. [Ipu aroM ocobbie mpasuia obpaborku Ouomerpuueckux [L/Ia (1o oTHOIMEHNIO
k uabiM [1/IH) mpenyemarpuBatorcs PenepanbibivM 3akoHOM «O [EPCOHATBHBIX JTAHHBIX»
TOJIBKO JIJId T€X CJIy4daeB, IPU KOTOPLIX OMEPATOP HEIOCPEICTBEHHO UCIIOJIb3YET ITH JIaHHbIE
JUtst yetanoBsienust naroctu. O6pabdorka buomerpuyeckux [1/1H, KoTOpbIe HE UCTIOTB3YIOTCS
JUUIsl YCTAHOBJIEHUS JIMIHOCTH CyObeKTa, OCYIIeCTBIIeTCA Ha OOIIMX OCHOBAHUAIX.

Paccmorpum nipumep. [Ipsimoe maznauenue dororpacdun B nacriopre — HaeHTU(DUKAIINAS
gejioBeka. [losromy dororpacdmss B macmopre orHOcuTca K - OmomerpwdeckuMm [1/1H,
HCIIOJIB3YEeMBIM  JIJIsI  ycTaHoBaeHus JjmaHoctn. OpHako Ta Ke camast dororpadus,
HaXOJIAMIAsICA, HANpUMep, B MaMATHOM aJbboMe, He TpeJroJaraeT HCIOJIb30BaHU

44



JIJIST YCTAHOBJIEHUsT JIMIHOCTH U IIO3TOMY OCODOBIE IPaBUIa OOPAOOTKH OHMOMETPUIECKHIX
[I/1a, ycranoBiennble PenepasbHbiM 3akoHOM <« IEpCOHANBHBIX JAHHBIX», Ha Hee He
PaCIIPOCTPAHSIOTCS.

[Tpumepamu 6momerpudeckux 11 spisiroTcst:

dororpadusi, BEIIOJIHEHHAS TP OIPEJIEJICHHBIX YCI0BUAX (Hampumep, dhororpadust B
nacropre);

® OTIEYATKM MAJIbIEB WA OTHEYATKN HAlM/UIAPHBIX Y30POB JIPYIUX dacTeil Teia;
® DUCYHOK KWUCTU PYKU;

® DHUCYHOK KallWJIJIAPHBIX Y30POB JIMII;

® DHUCYHOK CeTYATKHU IJ1a3a;

® HAIMCAHHBII OT PyKHU JIOCTATOYHO JIJTMHHBIN TEKCT;

® JIOCTAaTOYHO JJIMHHOE I'OJIOCOBOE COO6m€HH€.

Ha obpaborky oOmomerpudeckux IIJIH, mcrosb3yeMbix onepaTopoM Jijisl YCTAaHOBJIEHUS
JIMIHOCTH, TpeldyeTcd MOJYyYUTh HucbMeHHoe corjacue cyobekta [I/[H. Be3 corracus
takue [I/IH MoryT obpabarbiBaTbCsd B Clydasx, €CJIU 3TO HEOOXOJMMO i peau3alliu
MeXKIYHApOIHBIX JoroBopoB Poccmiickoit  @epepanunm 0  peajMHCCHH, B CBA3U €
OCYIIIECTBJIGHHEM IIPABOCY/IUsI WJIM MCIOJHEHHEM CYJ/IeOHBIX aKTOB, a TaKxKe B C/Iydasdx,
[IPE/IyCMOTPEHHBIX 3aKOHOIaTe IbcTBOM Poccuiickoit @eneparium 06 obopone n 6e3011acHOCTH,
O TPOTUBOJIECHCTBUUA TEPPOPU3MY, O TPAHCIIOPTHON 06€30MacCHOCTH, O IPOTUBOJICHCTBUI
KOPPYIIUU, 00 OIEepaTUBHO-PO3BICKHONW JIeATEJIbHOCTH, O TOCY/JIapCTBEHHON ciryxKoe,
YT'OJIOBHO-UCIIOJTHUTEILHBIM 3aKOHOAATEIbCTBOM, 3aKOHOIATEILCTBOM O TOPSIJIKE Bble3/1a U3
Poccuiickoit @ejiepanuu u Bbe3jia B Poccuiickyro Pejiepanuio u o rpaxkjancrse Poccuiickoit
Denepanun [6].

2.9. IIpaBa cyObeKTa IIepCoOHAJbHBIX JAaHHBIX

CybbekT wuMeeT TpaBO 3allpalliuBaTh U IOJIy4YaThb Yy oneparopa HHMOpPMAIHIO,
Kacatomiytocs obpaborku ero I1JIu [6]. Dra undopmanus Bo MHOrOM COBIAJAeT C TOM,
KOTOPYIO OIEPATOD JOJIZKEH IPEJIOCTABUTh CYObEKTY IpPU B3UMaHUU C HEro COIIACHS Ha
06paboTKYy, IMO9TOMY MBI He OyJieM aKIeHTHPOBaTh Ha HEil BHUMAaHUeE.

OrMeTuM TOJIBKO, 9TO CyOBEKT WMeeT TIPaBO Ha IMOJIyUeHHe CBEJIeHUN O JIUIax,
UMEIONUX JIOCTYI K IEePCOHAJTBHBIM JAHHBIM, U JIUIAX, KOTOPBIM IepCOHAbHBIE IaHHbBIE
MOT'YT OBITH PACKPBITHI 110 JIOTOBOPY WJIN Ha OCHOBAHWU (he/IepaIbHOTO 3aKOHOIATEIHCTBRA.
Baxkno mommMaTh, 9TO B 9TOil CHUTyaluu pedb HAET O IOPUIUIECKUX JIUIAX, ¢ KOTOPBIMU
B3aMMO/IEHICTBYET OllepaTop, a He 0 (hU3NIECKUX JIUIAX, HAIIPUMED, COTPYIHIUKAX OIEPATOPA,
ocymecTBgomux oopadborky I11m.

Paccmorpum  cremyrommuit  mpumep.  Ilycets cyObexT II/IH mokynaer myTeBKY ¥
Typoneparopa. Typomneparop WHCIOIB3yeT IpeIoCcTaBIeHHblE CyOHLEKTOM IepCOHATbHbBIE
JIAaHHBIE JJId 3aKJ/II0YeHHs JIOTOBOPOB C TOCTHHHUIIAMU M ABTOTPAHCIIOPTHBIMA KOMITAHUSIMU.
B stoMm ciiydae cyObekT uMmeeT mpaBo MOJYyYIUTH KHMOPMAIIUIO O TOM, KAKUM TOCTUHUIAM W
ABTOTPAHCIIOPTHBIM KOMITAHUSAM IE€PEIAIOTCA €ro MepCOHAJIbHbIE JTaHHbBIE.

Kpome Toro, cybbekTy Jlo/kHa OBITH IpejiocTaBjiena  UHAMOPMAIUA O IOPSJIKe
OCYIIIECTBJIEHNSI UM BCEX CBOMX MpaB. B dacTHOCTH, HOJIzKeH ObITh MpeJIoyKeH KOHKPETHBII
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AJITCOPUTM JIefiCTBUN B cilydae, ecim CyObeKT oOHapyKuT (hakT oO0pabOTKH U3OBITOUHBIX,
HEAKTYaJbHBIX UM HE3aKOHHO moTydeHHbIx [1/1.

SamparmBaemMas HHGOPMAIHS JTOKHA ObITH petocTaBiena cyobekTy 11/1a B mocTymHOM
J1s1 Hero opMe.

[IpaBa cyObekTa Ha JIOCTYII K €ro IepCOHAJbHBIM JaHHBIM MOTYT OBITh OIpaHUYEHBI
B CUTyallusiX, B OCHOBHOM CBSI3aHHBIX C obecriedeHueM Oe301aCHOCTU U IPABOMIOPSIKA, a
MMEHHO, IIpaBa cy0beKkTa MOTYT ObITh OrpaHnvIeHbl, ecn oopaborka [1/1x ocymecrsisiercs [6]:

® IIPABOOXPAHUTE/ILHBIMUA OpraHaMM, OCYIIECTBUBIIUMU 3ajiepxkanne cyobekTa [1]1m,
OO TPeIbABUBIIAME €My OOBHHEHWE IO YTOJIOBHOMY ey, JINOO MPUMEHUBITUMHI K
CyObEeKTY Mepy MpecevdeHus JI0 MPeIbIBIeHNs OOBIUHEHNS;

e B Ieyigx obecrievenusi OOOPOHBI CTPaAHBI, 0OE30ITACHOCTU TOCY/JIAapCTBA W OXPaHbI
[IPABOIIOPSJIKA;

® B COOTBETCTBUM C 3aKOHOJATEJHLCTBOM O IMTPOTUBOJEHCTBUN JIETAJIU3AINN JIOXO0B,
MIOJTy YEHHBIX ITPECTYIHBIM ITyTeM, U (DUHAHCUPOBAHUIO TEPPOPU3IMA;

® B COOTBETCTBHU C 3aKOHOJATEJILCTBOM O TpaHCHOpTHOfI 0e30IIaCHOCT.

OcobeHHOI ABJISIETCS CUTYaIWs, IPU KOTOPOH JOCTYN CyObeKTa K ero mepcoHabHBIM
JIAHHBIM MOYKeT OBITH OIPDAHMYEH, TIOCKOJIBKY HApYIaeT IpaBa U 3aKOHHbIE MHTEPECHI TPETHUX
qui. B sTom cirydae peds ujier ckopee o hopmarte npejictaBienus nadopmanuu. K npumepy,
Hara nHGOPMAIMOHHAS CUCTeMa MOXKET He MO3BOJISITh BBIBOJIUTH HA IedaTh MH(MOPMAIUIO
TOJIbKO 00 oHOM cyObekTe [IJIH m Bcerjia BbIaeT Ha medarh WHPOPMAIUIO O HECKOJIBKUX
cyobekTax. [loyanB pacreuatanuble JaHHBIE O CYObEKTE, Mbl HE MOYKEM IepeIaTh UX eMy
BMeCTe C IePCOHAJBHBIMU JIAHHBIMU TPETHUX JIAI. [Ipwm 3TOM MBI MOXKEM IIOC/Ie IMevYaTh
«BBIPE3aThy» IE€PCOHATbHbIE JAHHBIE CyOhLEeKTa, 3aIPOCUBINETO NH(MOPMAIIMIO U HepeIaTh UX
emy yzxe 6e3 [1/ln mocTopoHHUX JIHII.

Ecian cyObekT oOHapy:KuBaeT, UTO orepaTop obpabaTbiBaeT ero InepcoHaJibHbIC JaHHBIE,
KOTOpbIe He $BJSIOTCS AKTYaJbHBIMU (HEIOJHBIME, YCTAPEBIINME, HETOYHBIME) HJII
SIBJIATOTCS W30BITOYHBIMHA TI0 OTHOIIIEHUIO K TIeJIsIM 00pabOTKN MJIM HE3aKOHHO IOy YeHHBIM,
To cyobekT I[I/IH mmeer mpaBo TpeboOBaTH OT OlepaTopa yTOYHEHUS, OJOKUPOBAHUSA WU
yuuaroxkenns tTakux [1Tx [6].

Hamnpumep, mycts coruasibiast ciryzkba obpadaTbiBaeT HH(MOPMAIIIO O CEMbE, B KOTOPOI
ectb siBoe jereil. CIiycTs Kakoe-TO BpeMsi B CEMbE MOXKET IOsIBUTbCS TpPeTuit pebEHOK, HO
conua/ibHasd CIy2K0a MPOJIO/IKUT 00padaThiBaTh NH(MOPMAIIUIO TOJLKO O JIBYX JIeTdX. B aTom
cJIydae OJIMH U3 POoJuTeseil nMeeT MpaBo TPeOOBAThH YTOUHEHUs HEIOJTHOW MHMOPMAIIIH.

CyombekT [I/In nmeer npaBo odparuThest B PockoMHAI30p min CyJI ¢ 1EIbI0 00KaJTOBATH
JieticTBus wn Oe37eficTBrue orepaTopa, eCjii CIUTAEeT, YTO OllepaTop HapylraeT TpeboBaHus
Deepanbaoro 3akona «O nmepcoHa bHbIX JaHHbIXy. CyobekT [I/IH umeer mpaBo Ha 3amuTy
CBOWX IIpaB M 3aKOHHBIX MHTEPECOB, B TOM UHCJIe Ha BO3MEINeHne yOBITKOB U KOMITEHCAITIIO
MOPAJILHOTO BPEJia, PEIleHre 0 KOTOPBIX IPUHUMAETCs B CyeGHOM mopsiike [6].

IIpaBa cybbekTa npu obpaborke ero II/IH B 1esissx mpoaBUM>KeHUsI TOBapPOB,
paboT u ycJyr Ha pbIHKE, a TaK»Ke B IEeJIIX IMOJIUTUIECKON aruTaruu.

Obpaborka II/IH B 1essax IIPO/IBUZKEHNST TOBAPOB, PAOOT U YCJIYT Ha PBIHKE C HOMOIIBIO
IPSIMBIX KOHTAKTOB C IIOTEHIUATILHBIME HOTPEOUTEISIMIE C HOMOIIBIO CPEJICTB CBSI3H, & TAK/XKe
B HeEJIdX HOJINTUYECKOI aruTaiuy JOIIYCKaeTCdA TOJIbBKO IIPpW YCJOBUM IIPEJIBapHUTE/JILHOI'O
cornacus cyobexra [1/1n [6].
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[Tog mpsaMBIM KOHTAKTOM 3/1€Ch IOHUMAETCS «IIEPCOHUMDUIINPOBAHHBINY KOHTAKT.
Hamnpumep, Bam 3BoHAT 10 Tenedony u oOpaImaioTcsd MO0 UMEHH U OTYECTBY, JIMOO Bam
npuxoauT (6yMayKHOe WM JeKTPOHHOE) MUChMO ¢ JMYHBIM obparieHueM. He oTHOCATCs K
IPAMBIM KOHTAaKTaM MacCOBas PACCHLIKA OJHOTHITHBIX COOOIEHN M TejlepOHHbIE 3BOHKH,
OCYIIECTBJIsIEMbIE HA OCHOBE CJIy9aifHOTO BbIOOpa HOMepa TesiedhoHa Oe3 JIMTHOr0 OOpAIeHUs .

WNuTepecHblM mpuUMepoOM B JIAHHOM CJIydae sBJISIETCd IeYaTh PEKJaMbl Ha CYeTax
3a KOMMYHaJIbHBIE ycayru. [locko/qbKy Ha cueTrax 3a KUJINIIHO-KOMMYHAJbHBIE YCIYTU
yKa3bIBalOTCAd (paMuimu U WHUIUAIL cyobekToB [I/IH, a Takxke ajpeca, TO MOXKHO
CUUTATH, YTO B JIAHHOM CJIydae PeKJiaMa OCYIIECTBIIAETCS C MOMOIIBIO MPIMBIX KOHTAKTOB C
[OTEHITUAJILHBIM TToTpeduTeieM. Bo3aMOXKHOCTH TaKO#l MHTEPIPETAIIMH TTOPO/IAJIA JOCTATOTHO
bosbioe  wmcesio obpamenuit rpaxgan B Pockomuanzop u mpokyparypy. OpHako Ha
CYJIeOHBIX PaszdMpaTe/bCTBaX YIPABIAIONIIM KOMIIAHUIM Y/IAJI0Ch OKa3aTh, YTO CHAYaJIa
OHU TIeYaTaJd Ha JIUCTAaX OyMaru, NnpeJHa3HavYeHHbIX JIJId [Ie9aTh CUYEéTa, PeKJIaMy, U TOJIbKO
[ocJIe 3TOr0 TedaTaJ d Ha ITUX JHUCTax cdeTa. TakuM oOpa3oM, NepCOHAJbHBIE JTaHHbIE
MOSBJISINCH HA JIUCTaX C yrKe HalledaTaHHOW pPeKJIaMoil, TO eCcTb peKjaMa He UMeJia
nepcoHnUIMPOBAHHON HAIIPABJIEHHOCTU ¥ IIPE/IHA3HAYAJIACD JIJIsi HEOIPEJIEJICHHOIO0 KpyTa
qut. OTMeTuM, 9TO KOHBEPTOBAHUE CUETOB 3a KOMMYHAJbHBIE YCJIYTH TaKXKe CBSI3aHO C
obecnieuenuem OezornacHoctu 11/1H.

HpaBa Cyﬁ’beKTa IIpA IIPpUHATAA IOPUINYIECKN SHAYUMbIX [IJId HETO peIIIeHI/Iﬁ Ha
OCHOBAaHMMN MNCKJIIOYUTEJIBHO aBTOMaTI/IBI/IpOBaHHOﬁ 06pa6OTKI/I €ero 1nmepCcoHaJIbHbIX
JaHHDbIX.

Buagasie obparum BHUMaHMe, YTO HCK/IOYUTEIHLHO aBTOMATU3UPOBaHHAs 00OpabOTKa
[IJIn wmck/ro9aeT BO3MOXKHOCTH BJIMAHHS YeJOBeKa Ha pe3yJbTaTbl o0paboTku. Muorue
IIPOIECCHI, KOTOPBIE MPEACTAB/ISIOTCA HaM IIOJHOCTHIO aBTOMATH3UPOBAHHBIMU, HA CAMOM
JieJie IIpeIIoJiaraloT HaJudue orepaTopa Win SKCIepTa, KOTOPBII TPUHIMAET OKOHYATETHLHOEe
pellleHre Ha, OCHOBAHWH TIOJIYIE€HHOW C IIOMOIIBIO CPEJCTB BBITUC/IUTEIBHON TEXHUKU
nHMOpPMAaIIN.

B wacrHOCTH, mpW HApPYIIEHUX AaBTOMOOHWJIEM CKOPOCTHOI'O peKHUMa, (UKcaIns
HapyIIeHUsI OCYIIECTBJISIETCsT € IOMOIIBIO KaMep BueOHaO oaeHnsd. llomydeHHbie
P STOM CHUMKH HAIPABISIOTCA olieparopy wuHbopMarmonaoit cuctembl (B LlenTtp
ABTOMATH3UPOBAHHON  (pUKcAMM  aJIMUHUCTPATUBHBIX  I[PABOHAPYIIEHWT B  00JACTH
nopozkuaoro gemkenns ['MBJ/IJ1, ITADAII), koTopblii TpuHUMAaeT pelieHne O TOM, OBLIO
JIN COBEPINEHO HapyIlleHue, U MOXKHO JIM OJHO3HAYHO UJIEHTU(MUIIMPOBATH aBTOMOOWUIL Ha
cauuMKke. Eciam oba pernreHns IMOJIOXKHUTENIbHBIE, TO OIepaTop HampaB/seT HH(OPMAaIUO B
['MBJI/I u y:xe HA OCHOBAHUHU 3TOI 0OpabOTAHHON M IIPOBEPEHHONH MHMOPMAIINN BJIAIE/IbILY
aBTOMOOMJIS Ha3HAdaeTcsd mTpad.

Jpyroit mpumep. CBeieHNsT O COCTOSTHUN 30POBbsI MOTYT OBITH TOJyYeHBI ¢ TIOMOIIBIO
HCKJIIOYUTE/ILHO aBTOMATU3UPOBAHHON 00pabOTKM Ha MEIUIMHCKOM O00OPYJI0BAHUU, HO
UHTEPIpeTUpyeT 3Ty WHMOPMAINo U Ha3HAYaeT JiedeHne Bpad.

[IpumepoB uckr0INTE/ILHO aBTOMATH3UPOBAHHOI 00padboTku [1/[H cyiiecTBeHHO MeHbIIIe.
Takag 06pabOTKa MOYKET OCYIIECTBJISATHCA INMPHU TECTUPOBAHUU ITKOJHHUKOB C IIOMOIIBIO
KOMIIBIOTEPOB, ITIPU STOM 00paboTKa uHMOPMAINU, BKJIOYas BbICTABJIEHNE OIEHKH
yUaIeMycsi, JIOJZKHA MOJHOCTBIO OCYIIECTBJISIThCS  KOMIbIOTEPOM  (6€3  TpUBJIEYEHHUSI
nejarora). B gacTHOCTH, B HAIMX Kypcax Pe3yJIbTAThI TECTUPOBAHUs OYIyT OIPEIe/ISThCS
Ha OCHOBAHUHU UCKJIIOYUTEIHHO aBTOMATH3MPOBAHHON 00pabOTKMU.

B ofmeMm ciaydae, mpuHATHE OPUJIMYECKN 3HAYUMBIX pEIIeHuil I CyObeKTa Ha
OCHOBAHWM WCKJIIOYATEIHHO aBTOMATH3MpoBaHHO# obpaborku ero I1/1u sampermaercs [6].
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UckmouenusiMu  sIBJSIIOTCS  CJIydan, IPU KOTOPBIX CyOBEKT Jaj Ha 3TO CBOE COIJIacue
B MHUCbMEHHOW (opMe, WU TPUHATHE OPUJINYECKH 3HAYUMBIX PEINICHUN Ha OCHOBAHUU
UCKJIIOYUTE/IbHO aBTOMATU3UPOBAHHON 00pabOTKH IpegycMaTpuBaeTcd dejiepaabHbIMU
3aKOHaMU, KOTOpbIE, KpOMe IPOYero, JOJIKHBI OIPeNesATh IOPAJIOK CODJIIO/IeHUs
obecrievenus IpaB U 3aKOHHBIX UHTEPecoB cyobekToB [1/1H.

[Ipy upuHATUM OPUINYECKN 3HAYUMBIX PEIIEeHnNl Ha OCHOBAHUM WCKJIOYUTETHHO
aBroMaTu3upoBanuoit obpadborku I[IJIn, omeparop o0sg3aH pazbacHUTH cyobekTy [1/1n
MOPSJIOK TPUHATHUS PEIIeHrl, a TaKyKe BO3MOXKHBIE IOPUJIMYECKHe MocjeacTBud. Kpome
TOrO, ONEPATOpP O00sA3aH IPEyCMOTPETh BO3MOXKHOCTH HECOITIACUsl CYyOBbEKTa € MPUHATHIM
peIlleHreM, Pa3bsCHUTH €My HOPSIOK 3alUThl CBOUX IPAB U 3aKOHHBIX UHTEPECOB, & TAKIKe
Opranm3oBaTh paboTy ¢ BO3parKeHusiMu CyObeKToB [6].

2.10. Mepsbl obecrieveHust 6€30IMaACHOCTA MEPCOHAJIbHBIX JaHHBIX

OrmepaTop 00si3aH NPUHUMATH HEOOXOIUMBIE H JIOCTATOUYHBIE MEPbI JJIsi BBIIOJTHEHUS
tpeboBanuit PemepasibHoro 3akona «(O IMEPCOHAJIBHBIX JIAHHBIX» M IIOJI3aKOHHBIX AKTOB,
COCTaB KOTOPBIX OH BIIPABE OMPEJILIATH CAMOCTOATEIbHO. OTHAKO TTOCKOJIbKY CYIIECTBY OIS
HOPMAaTHUBHO-TIpaBOBasi 0a3a, peryiaMeHTHPYIOIiasi BOIPOCHl OpraHu3alni 00PabOTKH WU
samurhl [1/1H, 1ocTaTouHO mMHUpoKa, TO, paKTUIECKH, OlIepaTop BIIpaBe BLIOMpATh HE COCTaB
Mep, a KOHKPETHBIE PENIeHUus JIJId UX Peam3allii.

Cremxyer OoTMETHUTH, YTO BO MHOTHX cCjaydadax TpeboBanus PegepasbHoro sakona «O
[IEPCOHATBHBIX JIAHHBIX> U TOJ3aKOHHBIX AKTOB SIBJIAIOTCA TPEeOOBAHUSIMU JOCTATOTHO
BBICOKOI'O ypoBHdA. Harpumep, cyiiecTByioT TpeboBaHUs 110 pa3pabdOTKe OIpee/IeHHOi
nokymenTarmn. OgHaKO HeT TpeDOBaHUI K COJMEPIXKAHWIO JIAHHOW JOKYMEHTAITMH. JTO
OCTaBJISIET BOBMOXKHOCTD JIJIsT TBOPYECTBA OllepaTopa.

[lepeitmem K paccMOTpeHHIO cocTaBa Mep, ompejenaeHHoro DejepalbHbIM  3aKOHOM
«O 1epcoHAJIbHBIX JAHHBIX». B 1epBy0 ouepesb, B OPraHU3AIUU-OIEPATOPE JIOJIZKHO
OBITH HA3HAYEHO JIAIO, OTBETCTBEHHOe 3a opranmsaimio obpaborku [1/1x [6]. B kauectse
OTBETCTBEHHOT'O JIUIA PEKOMEHJIyeTCd Ha3HAYaTh OJHOIO U3 3aMeCTHUTeJIel PYyKOBOJIUTEIS
opranmsaruu-oneparopa. Canraercs, 9TO MPHU TAKOM ITOJX0/I€ OTBETCTBEHHOE JIUIO CMOYKET
CKOOP/JIMHUPOBATHL paboOThl 110 opraHu3anuu obpaborku u 3amurhl [[/IH B pamkax Bceit
OpraHu3aIuu.

lastee, oniepaTop JIOJIZKEH TPUHATH MOJTUTUKY B OTHOIeHnn obpadorku [1/1H, a Takxke psi
JIOKAJIbHBIX HOPMATUBHBIX aKTOB, PEryJUPYIONIX Borpockl oOpaboTku [1/In B opranmsarnum-
oneparope [6].

OrepaTop 00s13aH 00eCIeINTh HEOTPAHUIEHHBIH JTOCTYII JIUI K 1ToJuTuKe oopadorku 11/1H.
[Ipuwaém oH HOJIZKEH 9TO CAEJIATh C UCIIOJb30BAHUEM TEXHOJIOTUi, NCIIOJIb3YEeMbIX JIjIsd cOopa
[I/Tn. K mpumepy, ecytu oniepaTop cobupaeT nHMoOpMaImio Ha OyMayKHbIX HOCUTEIIX B CBOEM
ocuce, TO B 3TOM cJiydae OH JIOJIZKEH TTOMECTUTD OTUTUKY 00padoTku [1/IH Ha cTeH 1b1, 9TOOBI
KaXKJIbIil TPUXOAAIUil B opuc cMOT ¢ Hell 03HAKOMUThCA. e ke onepaTop OCyIIecTBIIAeT
coop II/Iu ¢ ucnonb3oBanuem cetu VIHTEpHET, TO OH JIOJIZKEH OIYOJUKOBATH CBOIO IOJIUTUKY
B 9TOM CETH.

OrMmeTuM, YTO TIOMUMO TIPABOBBIX U OPraHU3AIMOHHBIX MEp OIEepPATOp JIOJIKEH
pean30BaTh U TexHmaeckue Mepbl 3amutel [1TH [6].

Kpome mpunsaTHA 11epBOOYEPEIHBIX Mep IO opraHu3anuu oopaboTku u 3amuThl [1/1H,
orepaTop JIOJIZKEH OPraHn30BaTh IIPOBE/IEHEe BHYTPEHHET'O KOHTPOJIS U &y IUTa COOTBETCTBUS
obpaborkm IIJ[n tpeboBanusm PenepasbHoro 3akoHa «(O IepcOHATBHBIX JTAHHBIX> U
[O/[3aKOHHBIX aKTOB [6].
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Ocoboe MecTO TPHU TPOBEJIEHUNM BHYTPEHHETO KOHTPOJIS JIOJIKHA 3aHUMAThH IIPOBEPKA
AKTYaJIbHOCTH TPHUHSATHIX Mep JeHCTBYIOMNUM HOPMaM 3aKOHOJATE/bCTBA. DTO CBSI3aHO
B IIEPBYIO OYEpPEeJb C TEM, YTO 3aKOHOJATEILCTBO B cdepe obpadborku [IJIn aBisgercs
JIOCTATOYHO JUHAMUYHBIM. [lo9TOMY MepornpuaThs, KOTOpble OBLIN aKTyaJbHbI HEKOTOPOEe
BpeMsi Has3aJl, MOI'YT OKa3aTbCd HeaKTyaJbHBIMH K MOMEHTY KOHTPOJisd. Kpome Toro,
JIOCTATOYHO YaCTO IPOUCXOJIUT W3MEHEHHE B TEXHOJOIMYECKUX IIporeccax o0paboTku
[IJIx, mocie wero MOKHBI M3MEHSThCA NPHUHATBIE Mepbl. OmIHAKO Ha IMIPaKTHKE 3TOr0
3a9aCTYI0 He TMpoucxoauT. Hampumep, B opranmsamnumu-onepaTrope yBOJbHAETCS COTPYIHUK,
OTBETCTBEHHBIN 3a opranmsamuio oopaborku I[Idux. Ilocite sToro mo/nken ObITH Ha3HAYEH
JIPYTOil OTBETCTBEHHBIH, HO 9TOI0 HE ITPOUCXO/IUT.

Taxke cirelyeT BHEMATE/IHHO OTHECTHCH K BOIPOCAM HM3MEHEHHUsI IIPABOBLIX OCHOBaHUI
obpaborkm II/In. YacTto BO3HUKAIOT CcHUTyaruu, MpU KOTOPBLIX panee obOpaborka [I/1n
[IPE/IIICHIBAIACH ITPABOBBIMHI AKTAMHU, HO C IPOIIECTBHEM BPEMEHH STH AKThI ObLIN OO
OTMEHEHbI, JTnO0 m3MeHeHbI. [Ipu aTOM 00paboTKa MPOIOIZKAET OCYIIECTBIISTHCS 110 TTPEZKHIM
npaBmiaM. TakuM o0pa3oM, TeXHOJOTHYecKue Iporecchl obpaborku II/Ix mepecraior
COOTBETCTBOBATH JIEHCTBYIONIEMY 3aKOHOMaTeILCTBY Poccniickoit Deepaliun u TepPsIOT CBOIO
JIETUTUMHOCTB. B HacTOsIUT MOMEHT TaKasl CUTyallidsl MOXKeT IIPOU30MTU IIPHU IPUMEHEHUN
OpraHaMu I'OCyJIapCTBEHHON BJIACTU PEryJidTOPHON I'MJILOTUHBIL.

Haee, oreparop JOJKEH MPOU3BOJUTL OIECHKY Bpeda, KOTOPBIH MOXKET ObITb
npuanHeH cyobektam II/In. B Hacrodmuit MoMeHT 9Ta OIEHKa OCYIIECTB/ISAETCS B PaMKax
MOJEJIUPOBaHUs HapyimmTeaeii u yrpo3 oezomnacnoctu [[/IH, o KoTopoit OyieM roBOpUTH B
caenyioeit Teme [6].

Kpome Toro, omeparop mgo/KeH 00€CIeYnTb O3HAKOMJIEHHE CBOUX COTPY/IHUKOB,
ocymecTBadgomux obpadborky II/IH, ¢ monoxkenusaMu 3aKoHOJATETHLCTBA PoccuiicKoit
Qeneparuun o 111, B ToM d4nciie TpeOOBAHUAMHU 110 UX 3aIlUTE, & TaKXKe JIOKAJIbHBIMH
HOPMAaTUBHBIMK aKTaM# ollepaTopa, peryaunpyiomumu oopaborky II/1#, nmpoBectn obydeHue
COTPY/IHUKOB 110 9TUM BorpocaM [6].

B cocraB texnmueckux Mep 1o obecredenuio Oezomacuoctu [I/IH BXOIAT ciiemgyromine
Meponpusrus [6]:

® OlpeJie/ieHne  aKTyaJbHBIX yrpo3 6OesomacHocru [IJlu  (opranusarnmonHasi Mepa,
pPe3yIbTATOM KOTOPOi sIBJIsieTCsl pa3paboTaHHas MOJeb HapyIuTeaeii u  yrpos
6esonacaocru 11/Tw);

e I[IpUMEHEHHEe CPeJCTB 3alUThl UHMOPMAIMH, IPOIIEAIINX B YCTAHOBICHHOM IHOPSIKE
IPOIEyPY OIEHKU COOTBETCTBHs (TO €CTh CepPTUMDUIMPOBAHHBIX CPEJCTB 3aIlUThI
urOpMAaIn);

e oreHKa SPMEKTUBHOCTH PUMEHsIEMbIX Mep 10 obeciiedeHno  06e3011acHOCTH
(opraHuzanmoHHAsi Mepa, KOTODPYI0 MOYKHO Deajn30BaTh B PA3JUYHBIX (GOpMax.
Ha macrostuit  momenT, HamboJsiee pacupocTpaHeHHas (opMa — aTTeCcTalus
nH(GOPMAIMOHHON CHCTEMBI );

e yuer MamuHHBIX Hocutesedr [IJIH  (opraHumsanyioHHass Mepa, PEeNoJIaralast
HOIITYYHYTO Tepenuch Beex Hocuresteit [1/1n n opranusanuio nux obopora);

e obOecneuenne Oezonacuoctu [[/IH OT HeCAaHKIIMOHMPOBAHHOTO JIOCTYIA, B TOM HYHUCJIE
Mep 110 OOHAPYKEHUIO, ITPEIYIIPEXKICHUIO U JIMKBUJIAINNA TTOC/ICICTBHIl KOMIIbIOTEPHBIX
aTak Ha HWHQMOPMAIMOHHBIE CUCTEMbI MEPCOHAJIbHBIX JaHHBIX U 110 pearupoBaHUIO
HA KOMIIbIOTEDHbBIE WHIMJICHTHI B HUX (OPraHU3al[MOHHO-TEXHUYECKas Mepa, MOXKeT
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OBITH peajn30BaHa C MOMOIILIO PA3IUIHBIX CPEJICTB 3aIUThl NH(MOPMAINH, HAIIPUMED,
cucteM OOHAPYIKEHUsS BTOPXKEHUI, AHTUBUPYCHBIX CPEJICTB, CPEJICTB IIPEIOTBPAICHUS
yreuek, SIEM-cucrem m T. 1., mpm 9TOM MOApa3yMeBaeT HAJIWYIHNE TOAPa3/IeIeHHsT
110 MHMOPMAIMOHHONW OE30IIaCHOCTH MJIM JIOIOBOpa Ha OOC/IYKUBaHUE CO CTOPOHHEI
opranmzarueit — jmrensuarom OCB Poccun u @CTIOK Poccun, nmockosibky Tpedyer
JIOCTATOYHO BBICOKOTO YPOBHSI KOMIIETEHIIUI Y Pean3yIONIUX ee JIHIL);

® BOCCTaHOBJICHME H,B;H, MO,ZLI/I(bI/IHI/IpOBaHHI)IX njin  YHHYTOXKCHHBLIX  BCJIEACTBUE
HECaHKIIMOHNPOBaHHOI'O JOCTYIIa (TeXHI/I‘{eCKaH Mepa, KOTOPYIO MOXKHO p€aJjin30BaThb C
IIOMOIIBIO CPEACTB PE3CPBHOI'O KOIIMPOBaHUA U BOCCTAHOBJICHHS IIOCJIE C6OH);

® pasrpaHWYEHHE IpaB JOCTyIa K IEPCOHAJIBHBIM JaHHBIM (MOXKHO DPEaJn30BaTh C
IIOMOIIIO OPTaHU3AIMOHHBIX Mep, & TaKzKe C IIOMOIIbIO IPUMEHEHUs CPECTB 3aIlUThI
OT HECAHKITHOHUPOBAHHOTO JIOCTYIIA);

® perucrpalys U yder Bcex JIeHCTBUil ¢ MepCOHaJbHBIMU JaHHBIMU (TeXHUYeCKas Mepa,
KOTOPYIO MOYKHO PEaJU30BaTh C IIOMOIIBIO CUCTEM PErUCTPaIii U ydeTa WM ayIuTa
coOBITHIA );

® KOHTPOJIb 3a MPUHUMAEMbBIME MepaMu (OpraHU3aI[OHHAsT Mepa, KOTOpas UCIOJIb3YeT
MaTepuaJsibl, IOJyUEeHHbIE C IIOMOIIBIO CPEJICTB 3allUThl UHAOPMAIUK B KadeCTBe
BXOJIHBIX JIAHHBIX).

2.11. KouTpoyb M HaA30p 3a BBINOJHEHHNEM Mep II0 00ecIIeuYeHHIO
0e301acHOCTU

Perynsgropamu, ocCyIiecTBIMIONMMI KOHTPOJIbL U HaJI30p B cdepe 00pabOTKH U
samuThbl [[/1H, apasiorcs Pockomuamgzop, Penepaibhast ciiy:kba 6e3omacuoctu Poccniickoit
Genepannn (PCB Poccun) n Pepepanbhast cayKba M0 TEXHHIECKOMY W 9KCIIOPTHOMY
kouTposio Poccriickoit @eneparn (PCTOK Poccun).

Pockomuanzop  aBasierca  denepalbHBIM  OPraHOM — T'OCYJAApPCTBEHHON — BJIACTH,
YIOJIHOMOYEHHBIM Ha 3amuty npas cyobekToB [1/In. menno Pockomua z3op ocyiecTsiser
OCHOBHbBIE IIPOBEPKU [0 TeMaTUKe coOJoenust TpeboBanuii 3akonoaresbcrea o [11un. Ero
cdepa MMPOBEPOK — 3TO IpaBOBasl YacTh HUCIOJHeHUs TpeboBanuii PejiepasibHOrO 3aKOHA
«O TepcoHAbHBIX JTAHHBIX» U MOI3aKOHHBIX aKTOB. DTO €IMHCTBEHHBIN U3 PEryIuPYIONNX
OPraHOB, KOTOPBINl MMeeT MPaBO TOJYyYaThb JOCTYI K 0OpabaThIBaeMbIM MEPCOHAJIHHBIM
JIAHHBIM C TIeJIbI0 OOHApYKeHNs (haKTOB HAPYIIEHN 3aKOHOIATE/HCTBRA.

Kpowme nposeenus nposepok, Pockomua30p opranusyer 3amuty npas cyobekTo 11/,
paccMaTpuBaeT XKaJao0bl U 0OpallleHns 0 BOIIPOCaM, CBA3aHHBIM ¢ obpaborkoit [1/11, a Takke
IPUHAMAET DEIIeHus 10 Pe3yIbTaTaM PacCMOTPEHUsT YKa3aHHBIX Kajuob u obparenuii [6].
Hampumep, o Moxker 00si3aTh oleparopa HM3MEHUTb cocTrapB obOpabarbiBaeMmbix IIJIH wmin
IPEKPATUTH UX 00PabOTKY.

OCB Poccun u @CTIK Poccun ocyiiecTBiasgioT KOHTPOJIb U HAJ30D 3a BBIIOJHEHUEM
OPraHU3AIlMOHHBIX M TEXHUIECKUX Mep 10 obecredenuio besonacuHoctu 11J/[H, koTophie 60
00pabaThIBAIOTCA B TOCYJAPCTBEHHBIX MHMOPMAIIMOHHBIX CUCTEMAaX, JUOO ITPEJICTABIISIOT
YPE3BbIYANHY IO BAXKHOCTD (J0CTATOUHYO /711 TOro, uTo6b! HateasTh PCTIK Poccun u @CH
Poccun otHOMOUMSIMEI 10 UX WHJIUBUJLYATEHOMY KOHTPOJIIO).

He-iope  ®CB  Poccum  joymkHa  KOHTPOJIMPOBATH — MPOIECCHl  HMPUMEHEHUs
kpunrorpadudeckux cpejcTB 3amuTbl uHpopMmarnuu i 3ammthl  [[Jla, a DPCTIK
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Poccun — mporiecchbr mpuMeHeHns MHBIX TEXHUYIECKUX cpeicTB 3amuThbl. O THAKO (DaKTUIECKN
opranms3armontast crpykrypa PCTOK Poccunm BKIo9aeT TOABKO —YIPABIEHUsST 110
QejrepaabHBIM OKPYTraM, YTO OT'PAHMYUBACT €€ BO3MOXKHOCTHU 110 IIPOBEJIEHUIO ITPOBEPOK,
[I09TOMY dYacTh ee KoHTpoJsmpylonux dyuknmii nepeganbl @CB Poccun. Ynpasienus
OCB Poccun B cybbekrax Poccuiickoit @esepariiii OCymecTBISIOT KOHTPOJIb UCIOJTHEHUS
TpeboBanuit 0benx ciyxk06 1o rexuudeckoit 3amure 11/1u. IIpu nposenenun nposepok @CH
Poccun 1 @CTIK Poccun He mMeror mpaBa 3HAKOMHUTHCS € MEPCOHAJIBHBIME JAHHBIMU (TO
eCThb MOJIy9YaTh K HUM JIOCTYII).

2.12. Bomnpochl n 3agaHUs

2.1. [laiiTe ompejie/ieHne MOHATUAIO «IIEPCOHAJIbHBIE JTAHHBIEY.

2.2. Ha kakme oOTHOIIIEHUsI He paclpocTpansercs Jeiictsue degepaabHoro 3akona «O
[IEPCOHATBHBIX JIAHHBIX> !

2.3. Kakwue orHorenus peryaupyet dejiepaibhbiii 3akon «O 1mepcoHaIbHBbIX JaHHBIX» 7

2.4. JlaiiTe ompejie/ieHUs TOHATUIM <«00pabOTKay, «00e3/MIuBaHUEy, «OJOKMPOBAHUEY WU
«YHUYTOXKEHUE» MMePCOHATBHBIX JTAHHBIX.

2.5. Yem oramyaiorcsd onepaTop MHMOPMAIMOHHONR CHUCTEMbLI U OIEPaTOp B OIPEIC/ICHUAN
denepasbHOro 3akoHa «O MEpCOHATBHBIX TAHHBIX» 7

2.6. Bribepere Bepuble yrBepKaeHns. OOpaboTKa MepCOHATBHBIX JTAHHBIX:

1. Jlo/mkHa OrpaHUYMBATHCA JOCTUZKEHHEM KOHKDPETHBIX, 3apaHee OIPEJIe/IEHHBbIX U
3aKOHHBIX IIEJIEN.

2. He nmomyckaercs 06e3 coryiacusi CyObeKTa MepCOHAIBHBIX JTAHHBIX.
3. He momyckaercs B cirydasix, HECCOBMECTHMBIX C IeJisiMi ¢OOPa TEePCOHAJILHBIX JAHHBIX.

4. JlomKHa OCYIIECTBIIATHCA Ha 3aKOHHOW U CIIPaBEJJTMBON OCHOBE.

2.7. B kakux ciiydasx JI0IycKaeTcss o0paboTKa MepPCOHATBHBIX JTAHHBIX !

2.8. KtTo mecer OTBETCTBEHHOCTDb 3a JIEHCTBUsS IOPUJIMYECKOTrO JIMIA, KOTOPOMY IOpYyYeHa
00paboTKa MepCcoHaIbHBIX JAHHBIX, ITepej] CyObeKTOM ITePCOHATBHBIX JAHHBIX !

2.9. Kakune cBeJieHHS JIOJKHBI 00s3aTE/IHHO COJAEPXKAThCA B IOPYYEHUU Ha 0OPabOTKY
[EPCOHATBHBIX JAHHBIX ]

2.10. Ha koM Jj1e2kuT 00sI3aHHOCTH II0 JIOKA3aTEeJbCTBY IIOJYIeHUsI COIVIACHSI OT CyObeKTa
[IePCOHATBHBIX JIAHHBIX !

2.11. Kakwme cBejieHUsI JIOJKHO BKJOYATh coryiacue cyObeKkTa Ha 00pabOTKy ero
[IePCOHAJIBLHBIX JTAHHBIX !

2.12. Kro j0/KeH jgaBaTh coryiacue Ha 0OpOOTKY MepCOHAIBHBIX JAHHBIX B C/Iydae CMEPTH
cyObeKTa MepCOHATBHBIX JAHHBIX !

2.13. Kakue cBefieHUsT OTHOCSTCS K CIIEIHAJIbHBIM KATEerOPUAM IIePCOHAIbBHBIX JAHHBIX !
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2.14. Kakue cBejienns ¢ Touku 3penusi Pejepaiboro 3akona «O mepcoHATBHBIX JTAHHBIX>
OTHOCSATCSA K OMOMETPUYIECKUM TIePCOHATBHBIM JTAHHBIM !

2.15. Kro obsizan yOeauThcss B TOM, UTO MHOCTPAHHBIM T'OCYAApPCTBOM, Ha TEPPUTOPUIO
KOTOPOT'O OCYIIECTBJISIETCS Iepe/iada MepCOHAbHBIX JIAHHBIX, 00ECIeInBACTCs aJIeKBATHAS
3aIKTa IpaB CyObEeKTOB IMEPCOHATBHBIX JAHHBIX !

2.16. Ha mnosyuenue kakoit unHdoOpMaIuu, Kacamolieics oO0pabOTKU ero epCOHABHBIX
JIAHHBIX, UMEET MPABO CYO'bEKT MMEePCOHAIbHBIX JIAHHBIX !

2.17. B kakux ciydasgx I[paBo T'paxKIaHWHA Ha IOJydeHHne WHQOpPMaIU, Kacaromeics
00pabOTKM €ro MmepCoHAIBHBIX JAHHBIX, MOXKET OBITH OTPAHUIEHO?

2.18. Kakme opranbl TOCYJapCTBEHHON BJIACTH OCYIIECTBISIOT KOHTPOJIL U HAJ30p 34
BBIIIOJIHEHUEM MEP II0 O6eCHe‘IeHI/IIO 6830HaCHOCTI/I IIEepCOHAJIbHbIX ﬂaHHbIX? KaKOBbI nx
00J1aCTH KOHTPOJISI U Ha30pa’
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3. OpranuzanmoHHBIE OCHOBBI obecrnedyeHm’s
nHdopMalmoHHoii 6e301acHOCTN

3.1. Opraam3anmmoHHbIe OCHOBBI oODOeciieueHuss WHOHOPMAINMOHHOM
O6e3omacHocTu. AJAroputM AeiicTBuii

O6mmit moaxon K obecredennio 6e30macHoCTH (He TOMBKO MH(MOPMAIOHHON) COCTOUT B
[IOCJIEIOBATEJILHOM II0JIyYEHUN OTBETOB Ha CJIEJYIOIINe BOIPOCHL.

1. Yro nam soporo? Yro Mbl HE XOTUM MOTEPSTH !

OTBer Ha 3TOT BONPOC MO3BOJISIET ONPEJEIUTh OObEKT 3alluThbl. B obiem ciydae,
0OBEKTOM 3alllUThl MOXKET OBITH UEeJIOBEK (HAIPUMED, JIPYT, POJICTBEHHUK), MPEIMET
(HampuMep, KOIIeJIeK, KpeJuTHas KapTa, MallliHa), 3JaHie WIH COODYIKEHHe
(mampumep, oM, MocT), uHbopManus (HAIpUMep, JaHHble OGAHKOBCKOIO CYera,
mequnuHcKre ganibe). C Touku 3penusi nHGOPMAIMOHHON (GE301aCHOCTH OCHOBHBIM
OOBEKTOM 3aIlUThl BHICTYNAeT WHMOPMAIMs, a TakxkKe ee HOCHTeIN (He TOJIBKO
OyMaKHbIE W, HAIPUMEDP, KECTKHE JUCKU, HO U (pU3MUECKHe I0Js, a TaK¥kKe,
mogn). ObparuM BHEMaHKE, ITO HEOOXOIMMOCTH 3aIIUTH (DUBMIECKUX TOJIeHl OTHIO/b
He ¢BJseTCs SK30TUKOM, HalpuMmep, IIHMPOKO PaCIpPOCTPAHEHHBIE OECKOHTAKTHBIE
IJIaTeXKHble KapThl TPeOyIOT obecriedeHus 6€30MAaCHOCTU IIPH Iepejade UH(MOPMAIIUKT
¢ TIOMOIIBIO 3JIEKTPOMATHUTHOTO TIOJIS.

2. Kro nam «spar»? Koro (mwiu 1ero) mot 6onmmvces? Kaknvn pecypcamu on obsagaer? Kak
OH Oy/eT JIelicTBOBaTh?

OtBer Ha 3TOT BOIPOC OIpeJesseT KpPYr JINI, 3alHTEPECOBAHHBIX B JIEHCTBUSAX C
00BEKTOM 3alllUThI, KOTOPBIE MBI, I10 KAKUM-JI100 IPUYNHAM, XOTUM OI'PAHUYUTL WJIN
IPUHIUIINAIBHO He JIONyCcTUTh. Hampumep, Mbl He XOTHUM IIPEIOCTABJIATH JIaHHBIE
HaIero 6aHKOBCKOIO ¢YeTa IMOCTOPOHHUM JINIIAM, HO IIOHUMAaEeM, 9TO HEKOTOPbIE U3 HUX
Ba.I/IHTepeCOBaHbI B HOqueHI/II/I TaKUX JaHHDbIX JJId MCIIOJIb30BaHUA B IHEJIAX JIMYHOI'O
oboralenmns.

B obmactm  wHOpManmoHHOW ~ 0€30MacHOCTH  «Bparas  INPUHATO  HA3bIBATH
3JI0YMBIIIEHHUKOM (OOBIYHO JIJIi BHEIIHUX CYOBEKTOB, IEJEHAIPABIEHHO WYX
Ha HapyIIeHHe 3aKOHA, 3JIOHAMEPEHHOe JefcTBHe) WIn HapymmrejaeM (OOBIYHO B
OTHOIIIEHUU JIUII, 3HAIOIINX YCTAHOBJICHHBIC IIPABUJIA, HO OCO3HAHHO UJIM HEOCO3HAHHO
UX Hapymamnmx ). Mbl Oy1eM IpUIepKUBATHCS TEPMUHA «HAPYIIUTE/Ib>.

3. Kakne ¥ HaC eCTb OCO6€HHOCTI/I, ciaboctu? Kak Ux MOXKHO HCIIOJIB30BATH IIPpOTUB Hac?

Hamm cinaboctu — 9T0 BO3MOXKHOCTH JjIs HapyInuTesei. Keim Mbl He oco3HaeM HaIlm
cjaabocT, TO He MOHMMAaeM, KaK Ha HAaC MOLYT HAIACTh, U HE MOXKEM BbIPADOTATD
perenusi 1o TpoTuUBOJielicTBuio. Hampumep, Mbl oOpabaTbiBaeM JaHHBIE O CBOEM
OAHKOBCKOM CYeTe Ha IE€PCOHAIBHOM KoMIbioTepe u cMmapTtdone. CireoBaTenbHo,
MOJIYYUB JIOCTYII K STUM YCTPOICTBAM, HAPYIIUTEIb CMOYKET MOJIYINTH NH(MOPMAIIIO O
HareM OaHKOBCKOM CYUETe.

4. Kak mbr 6yem samumarbea?! C moMorpio Kakux cpegacts? Kaknvu meromamu?

SHas cBom €JabOCTH, MBI MOXKEM pas3paboTaTh ILIaH 3allUThl. B ITaHe 3alluThl MbI
JIOJIZKHBI OITPEJIeINTh, KAKUMH METOJIaMU U CPeJICTBaAMU MbI OyJieM 3amuinarbed. [Lnan
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JIOJIZKEH TIPeJlyCMaTpPUBaTh CO3JIaHUE JIONOJHUTEIbHBIX OapbepoB /I HapYIIATE I
IIPU IIOIBITKE MCIOJIb30BaHUS WM JIH000# Hareit cjaaboctu. Hampumep, monumasi,
9TO XpaHeHHe Ha IIePCOHAJBHOM KOMIIbIOTEPEe IapoJid I IIPUIOYKEHUS KJIMEHT-
OaHK MOXKeT IPUBECTH K IMOJYYEHUIO JOCTyIa K HEMY CO CTOPOHBI HapyIIUTE Isd,
HEOOXOUMO  OIPeeuTh: OyJeM JHU Mbl HCIOJb30BATh JJIs HPOTHBOIEHCTBUS
CpeJIcTBa AHTUBUPYCHON 3allUTbl MK OygeM IMudPOBaTh Iapojb C ITOMOIIBIO
KpunTorpauiecKux CpeJiCTB, WM BOBCE OTKayKeMCd OT XpaHEeHus I1apoJid Ha
IIEPCOHAJILHOM KOMITBIOTEpE.

5. Nmeercs i y HAC Bce HEOOXOAUMOE JIJIsT 3aIUThI !

Ecim B cooTBercTBUM € IJTAHOM 3alllUThl HaM He XBaTaeT KaKUX-JIUO0 HaBBIKOB
WIA CPEJICTB 3alllUThl, Mbl JIOJIKHBI UX MPUOOPECTH M KCIOJIb30BaThb, B YaCTHOCTH,
YCTAHOBUTH W HACTPOUTH CPEJCTBa 3amuThl uHOpMAIuu (HAIPUMED, CPEJCTBO
aHTUBUPYCHOI 3amuThl). [Tociie Toro Kak Bce HEOOXOJAUMOE B COOTBETCTBUU C TLIAHOM
OyJIeT peaju30BaHO, MOXKHO TOBOPHUTH O CO3JAHUU CHUCTEMBI 3aIATHI.

6. T'OTOBBI JT MBI OTPA3UTH «ATAKY» !

[Tocie Toro kKak co3jaHme CHCTEMBI 3allUTHI 3aBEPIIEHO, HEOOXOIMMO ITPOBEPUTh,
JleficTBuTe/IbHO Jin oHa paboraer. Bo3aMOXKHO, MBI 9TO-TO HE YUJU WM JIOMYCTUJIH
HETOYHOCTH TIPU ee co3januu. Kcaum npu mnpoBepke OyiayT OOHAPYKEHBI H3bHBI
B CHCTEME 3alllUTbhl, TO CJeJyeT BEpPHYTbCA K OTBETY Ha IEPBBI BOIPOC U
MIOBTOPHUTDL BCe JaJIbHelue aeficTBud. Kcam mpoBepka MokKazKeT, 9TO CUCTEMAa 3aIUThI
paborocriocobna u obecrieunBaeT TPeOYeMblil ypOBEHb 0€30IIaCHOCTH, TO MOXKHO
HEPEXOIUTH K STAIY SKCILIyaTAINN CUCTEMBI 3AITUTHI.

B cdepe zamure nndopmalun 1mocsea0BaTe/ IbHOCTL OTBETOB HA IIPUBEJ/IEHHDBIE BBIIIIE
BOIIPOCHI c(HOPMUPOBAJIA CJIEIYIONLYIO STAIHOCTD ITPOBE/IEHUs] PADOT U OKA3AHUS yCJIYT.

Tabuia 2.
DTalbl IPOBeIeHNsT PAbOT 1 OKA3aHUsI YCIYT IO 3aIlnuTe nHGOpMaIun

Ne¢ HammenoBanue | Ha Kakoii | ITomsTanbl AxTyaspbHOCTD
Tana BOIIPOC OJis  TPUMEHEHUs
MMpU3BaH B JOMATITHAX
OTBETUTH YCJIOBUSIX
STAIl
1 | Boiasienne Yo Ham AxTyasbHO.
n aHAJU3 | JOPOro? Yro Heobxonumo
nHGMOPMAIMOHHBIX | MBI HE  XOTHUM OIIPEJIE/INTD,  KaKas
AKTUBOB IOTEPATH ! uHbOpMAITHST
[pEeJICTABIACT  JIJIsd
Bac nmennocTts
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HaumenoBanue | Ha Kakoii | IlomaTans: AxKTyaibHOCTH
Tana BOIIPOC OJis  TPpUMEHEeHUsd
MpU3BaH B JOMATITHAX
OTBETUTH YCJIOBUSIX
Tan
OopMupoBaHue Kro Ham | MonenmpoBanue AxTyasbHO.
TpeboBaHuit «Bpar»?  Koro | mapymmuresneit Heobxomumo
K samure | (wm 4ero) | u yrpo3 | HOHSATH, OT KOTro BbI
nHdopMaIn MBI boumcsa? | nHGOPMAITMOHHOM Oynere 3aluIaTh
Kakumn 0e30I11acCHOCTH. nHAOPMAIIIO.  IDTO
pecypcamu Kareropuposanue He 00s3aTeTHLHO
oH  obsanaer? | (kaaccudurariusi) JTOJI?KHBI OBITH
Kak on Oyner | mndopmarmn [IOCTOPOHHUE  JIUIIA,
JIeficTBOBATh ! HaIpuMmep, ecan Bor
paboraere J0oMa,
TO obecrieuenne
IEJIOCTHOCTU
nH(MOPMAITITT
B pabounx
JIOKYMEHTax, npu
yciaoBun urp Barmmx
nereit Ha pabouem
KOMIIbIOTEpE
MOZKET SABJIATHCS
AKTyaJIbHOI 3a/1auei
[IpoektupoBanme | Kak ™Mbl Oymgem Mozxno
(paspaboTka) 3aIUIIATHCS ! OIrPAHUIUThHCS
cuctembl 3anmuTel | C MIOMOIITHIO HMPUHITATAATHEHBIM
nHMOpMAIIT KaKiuxX CpeacTB? pelreHnemM o
Kakumn HPUMEHEHU U
MeToamMu’? Tex nin MHBIX
CPeJICTB BAINATHI
nHMOpMAaIN,
HO  [paBWiIa  UX
HACTPOUKU  JIydIlle
copmyupoBaTh
dopmabHO u
ybenThed, ITO
OHHI MTO3BOJISIIOT
peain30BaTh
Tpebytomuecss  Bawm
dyHKIIN
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HaumenoBanue | Ha Kakoii | IlomaTans: AKTyasibHOCTH
Tana BONIPOC O TPUMEHEHUS
NpU3BaH B JOMAIITHAX
OTBETUTH YCJIOBUSIX
aTan
Coszmanne Nwmeercsa gu | 3akynka, ycranoBka | Moo
CUCTEMBI 3aIUTHI | y HAC BCce | W HACTPOWKA | OrPAHMYUTHCS
uHOpMAIIH HEOOX0IMMOe CPEJICTB BAIUTHl | MOKYIKOIA,
LTS 3AITUTHI ] UHGMOPMAIIIH. yCTaHOBKO# u
Buepenne HaCTPOMKOI
CUCTEMBI BAIUTHI | CPEICTB 3aIUTEHI
nHMoOpMaIun nHMOpMAaIIN
(opranu3anuoHHbIE
MEpOIPUSITHUS ).
Pazpaborka
OpPraHu3anOHHON
U SKCILIyaTAIlMOHHON’
JIOKYMEHTaIuu
Ormenka T'oToBbI g | Ananms MozkHO
COOTBETCTBHUSA MBI  OTPa3WUTh | BAIUIIEHHOCTH. OTPaHUIUTHCS
obbeKkTa «aTaky» ! TecrupoBanue Ha | KOHTPOJIEM
nHdOopMaTU3AIIN IIPOHUKHOBEHHE. paboTocrniocobHocTH
Arrecrarus CPEJICTB 3aIUTEI
nHMOpMAIIN
OKCITyaTaIms Oran Axryansno. Ha sTom
CUCTEMBI 3aIUTHI | MOJAPa3yMeBaeT STame  HeoOXOJUMO
uHpOpMAIIH [IEPUO/INIECKOE PeryJspHo
[IOBTOPEHUE KOHTPOJINPOBATH
OTBETOB Ha paboTOCIIOCOOHOCTH
BCe BOIPOCHI B CPEJICTB 3AIUTEI
COOTBETCTBUU C nndopMarIm, a

[IPUBEJICHHBIM
IIOPSAJIKOM

TaKKe TePUOIUICCKH
[POBEPATH, SBJISICTCS
Jn aKTyaJIbHOI
CO3/IaHHAs] ~ CUCTEMa
samnTel. Hampumep,
Uepes HEKOTOPOE
BpeMsi MOTY'T
MTOSIBUTBHCSI HOBBIE
OOBEKTHI  3alUThI,
KOTOpble He ObLIn
yUITEHbI npu
CO3/IAHUHM  CHCTEMbI
3AIUTHI u ee
Oyzer  HEODXOIMMO
aKTYaJIM3UPOBATD
(moHaCTpPOUTDH
JIOTIOJTHUTD )

nJI
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3.2. BpigBieHue u aHAJAN3 UWHHOPMAITMOHHBIX AKTHBOB

Nrak, npun Havayie paboOT IO 3amuTe WHMOOPMAIMU B IMEPBYIO OYePeb MbI JIOJIZKHBI
BBIIBUTH MH(POPMAIMOHHBIE aKTUBBI. OCHOBHBIM aKTUBOM OyJIeT SIBJIATHCA Ta WHMOPMAIHSI,
KOTOpasi IPeJICTaBIAET JIjIsd HAC IIEHHOCTb U KOTOPYIO MbI XOTUM 3allHUINaTh. 3adUKCHPOBAB
Takyo WHMOPMAIINIO, MbI CMOYXKEM YCTaHOBUTHL MecTa e€ xpaHeHuss u o0paboTKu, a
TaKKe BBISBUTH KAHAJbI CBA3U, UCIOJIb3YEMbIE MIPU Iepejiade MHMOOPMAIUN. JTO MTO3BOJIAT
HaM ONpPEJIE/IUTh UH(MOPMAIMOHHBIE CUCTEMBI, B KOTOPBIX 00pabaThbIBaeTCsd 3allluiiaeMast
nHMOPMAITHSI.

TpaguimoHHO BBIAEIAIOT JIBa IOJXO0JA K BBIABICHUIO HH(MOPMAIMOHHBIX aKTHBOB.
[lepBbrit  1OJIXOJ, OCHOBLIBAETCS HA  AHAJU3€  BBIUYUCAUTE/LHON  WHMPACTPYKTYPHI
opraumzaruu. OH TPEIIIoaraeT MCCIeI0BAHAE CEPBEPOB, aBTOMATU3UPOBAHHBIX PADOUNX
MEeCT, KOMMYTAIlMOHHOTO OOOPY/IOBaHUsI M OIHMCaHud WH(OpMaIluu obOpadaTbiBaeMoil Ha
KaXKJIOM CPEJICTBE BBIUYUC/IUTEIbHOW TEXHUKU, a TakKxKe HHQMOPMAIMOHHBIX IIOTOKOB B
BBIYUCIUTETHLHON HHPPACTPYKTYPE.

Ucxoaawwmii noTok =
<4—— NepcoHaNbHbIX <
JaHHbIX
Cepsep b, NS
N
MesKceTesoit Cepsep

3KpaH

) APM (M3BM)

MesceTeBoi MapLupyTusatop

3KpaH

% APM (N3BM)

APM (N3BM)

Puc. 1. Cxema pacripe/iesieHHON BBIYUCIUTE/IHHON HHPPACTPYKTYPBI

Ha pucynke 1 npejcrapieHa cxema pacipeIe/IeHHON BhITUCIUTEIbHON NHPPACTPYKTYPhI,
KOTOPYIO MO2KHO IOJIYYIUTH C IIOMOIIbIO IIEPBOIO METO/Ia. By,ZLeM CIUTaThb, 9TO B JaHHOM
claydae Ha BCEX YKa3aHHBIX Ha CXeMe aBTOMATH3MPOBAHHBIX PabOYMX MecTax U cepBepax
BeJeTcsa 00paboTKa IePCOHAIBHBIX JAHHBIX.

AlbrepHaTUBHBIA  1OAXO0J  Gasupyercs  Ha  aHaJIM3e  OPraHU3aIMOHHO-INTATHON
CTPYKTYpPBI opranusaruu. [Ipu 3ToM Mmojxosge myTeM MHTEPBBIOUPOBAHUSA ITPEJICTABUTEEH
HO,HpaB,He.HeHI/Iﬁ OpraHusaluuml JOJIZKHBI 6bITb IIOJIy4Y€eHbl OTBETHI Ha CJIeAYIOINE BOIIPOCHI:

1. Kakas urdopmaiius o6padaTbiBacTCs B MO/IPA3/ICTICHAN !
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2. Kakopa 3HaunMoCTb 9T0i HHMOPMAIMH s TOAPA3ICTICHIS !
3. Kakwne cpejicTBa BBIYUCIUTEIBHON TEXHUKHA yIACTBYIOT B 00paboTKe mHpOpMAIAn?!
4. Kakne nadoOpMaAIMOHHBIE TEXHOJIOTHH IPUMEHSIIOTCS IIPU 00paboTKe MHMOPMAITIT?

5. Kakum mojipazjeseHussM WM CTOPOHHUM OPraHU3AIUAM IepejiaeTcss MHMOpMAId B
mporecce 06paboOTKM?

CybbekT NAH
(paboTHMK)

MpepocraBneHne
LIOKYMEHTOB Cneumanuct .
' no Kagpam BHeceHue cBegeHUI
CBeAEHUN l
Cy6vekt NAH MpepocTaBneHune
(koHTpareHT) [OKYMEHTOB,
cBefeHU
MpepocrasneHue
e PaboTHuK
JOKYMEHTOB, b4 NC
. 6yxrantepuu
cBefeHun «byxrantepuna»
Y
MpenoctasneHve Bbirpyska AaHHbIX
baHKoBCKan Pc.)ﬂ. €HTOB n oc:?;T ‘:bIBO,EI, l-;a
KYMEHT!
opraHusauusa AOKY o P P,
CBEeAEHUN nevatb

Puc. 2. Cxema nadOpMAIMOHHBIX TOTOKOB OT/IEa OYXIaaTepCcKoro ydera

Ha pucynke 2 mpuBejsena cxema WH(MOPMAIMOHHLIX ITOTOKOB OT/EIa OyXTaJTepCcKOro
ydeTa, KOTOPYIO MOXKHO IIOJIyYUTh C TIOMOIIBIO BTOPOTO IOJXOJa. DBXogdmmmu s
OT/esIa OYXTaJTepCKOro ydeTa BJIAIOTCA TOTOKU, KOTOPbIE MCXOAAT OT OTJesa KaJpoB U
HEIIOCPEJICTBEHHO OT CYObeKTOB MEPCOHATLHBIX JIAHHBIX, SBJISIONUXCS CTOPOHAME JIOTOBOPOB.
WcexonsanumMm OTOKOM SIBJISIETCS IIOTOK B OAHKOBCKYIO OPTaHU3AIHIO.

Kpome sToro, coTpyaHunkn OyXraJTepuyu HETOCPEJICTBEHHO OCYIIECTBJIAIOT 00PabOTKY
zamuinaeMoit undopmanun B 6a3e JaHHBIX MHMOOPMAIIMOHHON cucteMbl «Byxranrepusi», B
TOM YHCJIe BHOCAT W BBITPYZKAIOT JIAHHBIE.

s noctuzkenus Hanbosiee JIOCTOBEPHBIX PE3Y/ILTATOB HEOOXOIMMO KOMOMHMPOBATL 00a
OIMCAHHBIX ITO/IX0/Ia U UCIIO/Ib30BATh HHMOPMAIINIO, TTIOJIYIEHHYIO B PAMKAaX OJHOIO IIOIX0/Ia,
JIIS IPOBEPKU MHQOPMAIIUU, MTOJTyYEHHON B paMKax JIPYToro MmojIxo/ia.

O HEKOTOpBIX HIOAHCAX BBISIBIECHUS WH(MOPMAIIMOHHBIX AKTHBOB BbI MOXKeTe y3HATH,
U3YYUB JOMOJTHUTETbHBIE MaTePHAIbI.

PesynbraTom BblsB/IeHNS U aHAM3a WHMOOPMAIMOHHBIX aKTHBOB OY/IyT SBJISATHCS:

1. Ilepeuennb cBejieHmit, KOTOPbIe MBI IUIAHUPYEM 3allUIIATH (3amuinaemas WHGOpMAIs,
HAIPUMED, [ePCOHAJIbHbBIE JaHHbIE WU KOMMEpUecKasl TaifHa).
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2. Xapakrepuctuku 06e30macHocTr UHAMOPMAIUU, KOTOPbIE MbI JOJIZKHBI 00ECIIeInTh
(To ecTb COGCTBEHHO TO, OT €ero Mbl XOTHM 3allUlaTh HHMOPMAIUIO, B HEPBOM
IpUOIMKEHNI: KOHMDUIEHINATBLHOCTD, [eJOCTHOCTh U JOCTYITHOCTb ).

3. CaejieHnsI O MPUMEHAEMBIX TEXHOJIOTUSIX 00pabOTKN WHMOPMAIINN.

4. Cesienus O CpEJCTBAX BBIYUCIUTEIHLHON TEXHUKU, HA KOTOPBIX OCYIIECTBIISIETCS
00paboTKa 3aIuIaeMoil THOOPMAIIIH.

5. llepeuennr wuHOOPMAIMOHHBIX CHCTEM, B KOTOPBIX 00pabaThIiBaeTCs 3aluiiacMasi
nndopmaIms.

Caejiening 00 MCIIOJIB3YEMbIX KaHAJAX CBI3M.
Csejiernst 00 UCHOJIB3YEMbBIX ChEMHBIX HOCHTEJISIX.

CBeJieHNs 0 B3aMMOJIEHCTBYIONINX CUCTEMAX.

. »®» N>

CBe,ZLeHI/IH O IIpPUMEHAEMbBIX METOIaX U UCIIOJIb3YEMBIX CPEJICTBaX 3alllUThI I/IH(i)OpMaHI/II/I
(HpaBOBbIX, OpraHu3allMOHHBIX, TeXHH‘Ie(ZKHX).

10. IlepeumciienHble BBIIIE CBEJIEHUS B COBOKYITHOCTH (POPMUPYIOT MOJE/b 3allUIaeMOoi
MHMOPMAITMOHHON NH(MPACTPYKTYPHI.

B kawecTtBe mpmMepa  pacCMOTpUM — MOJENIb  «JIOMAIHEH»  WH(MOPMAIMOHHON
nHGPACTPYKTYPHI. 3amuiaeMast HHGOPMAIHS B 9TOM CIydae MOXKET MPeJCTaBIATh CODOit
Bamu suunbie dororpadun, cKaHUPOBaHHbIE KOIUU JOKYMEHTOB, CJIYKEOHBbIE CBEICHUS
(ecit Bor paboraere ¢ jloMalnsero Komibiorepa). B ee oTHOmeHN Bbl MOXKeTe PEIbsIBIISITh
TpeboBaHus 110 00ECIEeUCHUIO KOH(MDUIEHITUATLHOCTH, IEJTOCTHOCTH WU JOCTYIIHOCTH.

Jomarasisi  mHGpOPMAIMOHHAST CHCTEMa MOYKET BKJ/IIOYATh OJWH WU HECKOJIBKO
KOMITBIOTEPOB U CMapT(OHOB, UMEIOIINX JOCTYII K ceTu VIHTepHeT moCcpeIcTBOM JIOMAIITHETO
Wi-Fi-poyrepa, min cocTodTh U3 OJIHOIO KOMIIBIOTEPA, MOJKJIIOYEeHHOTO K cetu VHTepHET
C TIIOMOIIBIO «BUTOH mapbl». BcroMorareJbHBIMU TEXHUYECKUMH CPEJICTBAMU  MOTYT
BBICTYIIATh CKAaHEPhbI, IPUHTEPHI M JIPYIrHe TEeXHUUICCKUE CPEICTBa, HE IpPUMEHsIeMbIe st
obpaborku 3ammuiaemoit nudopmarmu. Ha ykKazaHHBIX TEXHUYIECKUX CPEJCTBAX MOIYT
OBITH yCTAHOBJIEHBI OlepannonHble cucreMbl cemeiictB Windows (mampumep, Windows
7 wm Windows 10) wmmm Linux (manpumep, Ubuntu, Android wu japyrume). Ilpu
00paboTKe WHGOPMAIUA MOI'YT HPUMEHATHCS O(UCHBIE MTaKeTbl IIPOrpaMM, POrpaMMHOE
obecrievenue st obpaborku dororpaduil, Bujieo n T. 1. B KauecTBe ChbEMHBIX HOCUTE el
MOTYT wucob30Barhesd flash-wakornurenmn u nopraruBHble KecTKue jaucku. CpegcrBamun
3aIUTHl UHGPOPMAIMA MOTYT BBICTYIIATH BCTPOEHHBIE B OIEPAIMOHHBIE CHCTEMbBI CETEBbIE
SKpaHbl (Hampumep, cereBoii skpan Windows wmim [P Tabels gma Linux, a takxke
AHTUBHUPYCHOE ITporpamMHuoe obecrieuenne (marmpumep, Dr. Web, Kacmepckwuit, Avast, NOD
32). Bamu ungopmaimonHbie CUCTEMbI MOTYT B3aHUMO/ICHCTBOBATH C aBTOMATH3UPOBAHHBIMIU
bankoBckuMmu cuctemamu, [loprasom rocymapcTBeHHbIX yeyr, FamHON rocymapcTBeHHOM
cucTeMoil B cdepe 3/IpaBOOXpPAHEHUS.

3.3. MoaenmupoBaHue HapyIIuTeJgeili u yrpo3 uWHEOOPMAIMOHHOMN
Oe3zonacHOCTH

[Tocsie TOro Kax MbI OIPEICUIN TIepedeHb NH(MOPMAIMOHHBIX aKTUBOB, XapaKTePUCTUKU
Oe3omacHOCTH UH(MOPMAIMH, KOTOPble TpedyeTcd O0eCHeduTh, a TaKyKe OIHUCAJIA CXEeMY
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BBIMUC/IUTE/ILHON WHMPACTPYKTYPHI U cXeMy UH(MOPMAIMOHHBIX MOTOKOB, MbI JIOJIZKHBI
nepeiiTu K popMupoBanuio TpeboBanuii mo 3amnmre undopmanmn. TpedboBaHUd O 3AIATE
MHMOPMAITMHU TPOU3PACTAIOT M3 JIBYX NPUHIUAIHAAILHO PA3HBIX HCTOYHUKOB. [lepBblii u3
HUX — 3TO MOJIeJIb HApYyIIUTeId U yrpo3 mHbopMannonHoit 6esonacnoctu. Hedbopmaabao
9TO JIOKYMEHT, KOTOPBIil OTBedaeT Ha jiBa Bompoca: «Kro s Hac sBisiercst «Bparom» ?» (1o
€CTb KOMY MHTEPECHO OCYIIECTBUTH HECAHKITMOHUPOBAHHbIE JeficTBUs ¢ Haieil nndopmarueii,
KaKIMI pecypcaMu 1 Kakoil MoTuBanueii o obranaer), «Kak wa wac 6yayT Hamagats?» (T0
€CTh KaKue y HaC eCThb cj1abble MecTa U KaKue JIeHCTBUSA MOYKET IPEIPUHATD «Bpars Jjisd TOTO,
9T00BI UX UCIOJIB30BaTh). Bropoit — akT Kareropupoanus (Kiaccudukaimm) nabopMaIun
(nr(OPMAIIMOHHON  CUCTEMBI), ONPEEJISIIONUi  BaXKHOCTh  (KPUTUIHOCTH) HMHMOPMAIUN
(nHMOPMAIIMOHHOl CUCTEMBI) TI0 CPABHEHHIO C JIDYTUMU CHCTEMAMH.

3.3.1. MoaenupoBaHue HapyUIuTeJ e

[Ipomecc orBera Ha Bompoc «KTo i HAC ABJISIETCST «BparoM»!» HOCHUT Ha3BaHNE
MOJIeJIUPOBAHIE HAPYIITNTEIS.

Omnpenenenne 3.1. Hapywumens 6e3zonacrocmu un@dopmauuu — amo gusuueckoe
AUYO, CAYHATHO UAU NMPEOHAMEPEHHO CoBepwaowee Jeticmeus, CAeOCTEUEM KOMOPLILL
ABAACNCA HAPYWEHUE DEZONACHOCTIU UHPOPMAUUL.

OcHoBHOI 3a/1a49€ll MO/IE/TMPOBAHNS HAPYIITUTE/ISI SIBJISIETCS HE TOJIHKO OITpeIeJIeHre KpyTra
JINII, 3aUHTEPECOBAHHBIX B HECAHKITMOHMPOBAHHBIX JICHCTBHUAX C 3allUIaeMoii nH(popMaIueii,
HO ¥ OIIEHKA MX BO3MOXKHOCTEIA: JIOCTYIHBIX PECYPCOB (B TOM YHC/IE HABBIKOB, MATEPUAJBHBIX
U TEXHUYECKUX CPEJICTB), & TaKyKe MOTUBAIINY (HEOTCTYIHOCTH B CBOEM KeJIaHu ). Tak MoyKeT
O0Ka3aTbCs, UYTO HAPYIIUTEJIb UMEET O4YeHb OOJIbIIOe KeJaHUue OCYIIECTBUTH OIPEJIe/IEHHOE
JIeficTBUe, HO HE MMeeT TeXHHIecKoit BO3MoOyKHOCTH. C JIpPYyroif CTOPOHBI, BO3MOMKHO, UTO
HapPYIIUTE/b 00J1a/1aeT TEXHUIECKUMEI BO3MOXKHOCTSIME, HO COBEPIIEHNE JIeHCTBUS JIJIT HETrO
He SIBJIAETCA NPUHITUINAIBHO HEOOXOIMMBIM.

[Ipocreitmas Knaccuukaims HapymnuTeaeil cBsa3aHa ¢ MOHATHEM KOHTPOJIUPYEMOl 30HBI.

Onpenenenue 3.2. Konmpoaupyemas 30HG — I9MO NPOCMPAHCMEO, 6 KOMOPOM
UCKAIOUEHO HEKOHMPOAUPYEMOE NPedbLEatUE COMPYIHUKOE U nocemumeneti 0P2aHu3auUL, o
MAKHCE MPAHCNOPMHBLT, METHUMECKUT U UHBLL MAMEPUANOHLLT CPeJCMS.

Hampumep, B KpyHHBIX O(MUCHBIX IIEHTpPaxX JIOCTYI IoceTuTeseil 0e3 IperbsiBIeHU
[acIopTa BO3MOXKEH TOJBKO HA OTPaHUYeHHYI0 TeppuTopuio (06braHO X0t win doiie). s
[POXOJia Ha OCTAJbHYI0 TEPPUTOPHIO 3/aHUsI HEOOXOIMMO BBI3BATH (I COMPOBOXKIEHMUS )
[Ip€eJICTAaBUTE sl OPTaHU3aIMM, B KOTOPYIO BBl Ipuiim, a Tak:Ke IPebSBUTH MaclopT U
HOJIYYUTh MPOIYCK Ha TEPPUTOPHUIO y BaXTOBOW CJIyKObI (WM B OTJEIEe MPOIYCKOB). DTa
TEPPUTOPHS U OYJIET SABIATHCS KOHTPOJUPYEMOIl 30HO# (B ONUCAHHON CUTYaIun).

[lo manmumio mpaBa TOCTOSHHOTO WJIM PA30BOIO JIOCTYIIA B KOHTPOJUPYEMYIO 30HY
OpTraHU3aINN HAPYIIUTEN JIeISTCs Ha BHEITHNAX, HEe NMEIOIUX IIPaB JI0CTYIIa U PeaIn3yonnux
YyIPO3bl U3 BHENHUX (HEKOHTPOJMPYEMbIX) cereil cBsa3u (Hanpumep, urepHer), wu
BHYTPEHHHUX, HMMEIONNX JOCTYIl U Ppeaju3yIoNuX yIPO3bl HEIOCPEJICTBEHHO B IIPejesiax
KOHTPOJIUPYEMOI 30HbI.

[Ipumepamu BHENTHUX HApyIUTeNei aBiagoTcs [15]:

e pa3Be/bIBATE/IbHBIE CJIYKObI TOCYIAapCTB (OOJIBINMHCTBO I'DarKJaH, HE CBSI3aHHBIX C
yIIpaBJIE€HUEM T'OCYJIADCTBOM WJIM KPYIHBIMU OPraHU3aIUsIMUA, HE IPECTABJISIOT JIJIs
HUX HEOCPEICTBEHHOIO MHTEPECa);
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KPUMHUHAJIbHBIE  CTPYKTYPbl  (HAMOOJIBINUI WHTEpeC I HHUX  IIPEJCTABJISIOT
uHaHCOBBIE U MaTepUaJbHbIE AKTUBBI IPAKJIaH );

KOHKYDEHTBI (HAIpUMep, KOHKYPEHTBI 3a JOJKHOCTH WJIM IOJOXKEHHE B KOMIIAHUH
IIOTEHIINAIBHO MOT'Y IIBITATHCs IOJYUYUTh JOCTYN K Barmemy pabodemy KOMIIBIOTEDPY,
B TOM 9HCJIE TIPU €ro JIOMAIHEM HCIIOIb30BAHNN );

HeI0OPOCOBECTHBIE TTAPTHEPHI (B TOM YHUCJIE TTOCTABIIUKY [TPOrPAMMHOIO 00€CIIeYeHNsT
U TEXHUIECKHUX CPEJICTB, HAIIPUMED, IIPU IPUOOPETEHUH IPOIPAMMHOT0 00ecleueHus Ha
HEIIPOBEPEHHBIX cafiTax);

BHemHue CyObekThl (usndeckue i@, OOBIYHO OCYIIECTBJISIIONME JIEfiCTBUS U3
JFOGOIIBITCTBA, UIIN [IJIsT «OTPHUIATEIHHOTO» CAMOYTBEDZKICHS ).

[Io onpejiesieHnIo BHENTHMIT HAPYIIUTE/b He MOYKET HAXOJUTHCA BHYTPU KOHTPOJMPYEMO
zoubl. [losTOMY €ro BO3MOXKHOCTU TIO JOCTYIy K HWH(OPMAIMOHHON HUHMPACTPYKTYpe
orpanmdenbl. OHAKO BHENTHUIT HAPYIITHTEIb UMeeT 1ocTy [15]:

K KaHaJiaM CBA3H, BBLIXOJAIIIMM 3a IIPE/IeJIbl KOHTpOJIpreMOfI 30HbI (B TOM 4YHCJIE K
KaHaJlaM CE€TU I/IHTepHeT);

K aBTOMATH3WPOBAHHBIM PAbOIUM MeCTaM, IMMOJKIIOYEHHBIM K HEKOHTPOJIUPYEMBIM
cersiM cBsA3u (Hanpumep, cetu Uurepuer);

K 9JeMeHTaM  HWHQOPMAIMOHHON  MH@PPACTPYKTYPbl, KOTOPbIE  OKA3bIBAIOTCS
3a  NpejieJlaMd  KOHTPOJMPYeMOil 30HbI  (HalpuMep, K I[E€PEeHOCHBIM —CPeJICTBAM
BBIYUCIUTEILHON TEXHUKHU: HOYTOYKY, ILJIAHIIETY WA CMAapT(OHY WM TEXHUICCKUM
cpeacTBaM, (PYHKIIMOHAJIbHOE Ha3HAUYEHHEe KOTOPBIX IIPeIojaraerT pas3MeleHne BHe
[PEJIEJIOB KOHTPOTMPYEMOii 30HbI: GaHKOMaTaM, MH(pOMaTaM U T. 1I.).

IIpu 5TOM BO3MOKHBIN MHCTPYMEHTADHUI BHEIIHEIO HADYIINTE/Is JOCTATOYHO INIHPOK.
[Torenmuanpao on Moxer [15]:

BCTpaWBaTh allllapaTHble 3aKJ/aJKU B TEeXHUYCCKHE CPEJICTBa, HaxoJdliuecd 3a
npejegaMid KOHTPOJIUPYEMOI 30HBI;

CO3laBaTh IIpOorpaMMHBI€ 3aKJ/IaJKNW B IIPOI'PaMMHOM obecrieueHn  WJIn JaHHBbIX,
IIOCTYIIaOIUX B Bamy JIOKAJIbHYIO CE€Tbh IIOCPEJICTBOM CETHU I/IHTepHeT;

IPUMEHSATH BPEJIOHOCHOE TTPOrpaMMHOE 00ECIIeYeHNE;

OCYIIECTBJIATh aTaKW Ha 3JIEMEHTb WHMOPMAIMOHHON UH(PPACTPYKTYPHI, JOCTYIIHbIC
U3 HEKOHTPOJIMPYEMbIX cereii cBs3u (Hampumep, cetn VHTEpHET);

HCIIOJIb30BaThb I/IH(bOpMaHI/IOHHbIe CHUCTEMDI, BSaI/IMO,HeIL/'ICTByIOHLI/Ie C Bammmvu
I/IHCI)OpMaLLI/IOHHbIMI/I CUCTeEMaMU, B Ka9eCTBE IIPOME2KYTOIHOI'O 3BE€Ha B aTaKe.

Bryrpennunx napymmresieii MOXKHO Pa3/IeUTh Ha JBe OOJIBINNE TPYIIIHI B 3aBUCHMOCTH OT
YPOBHSI UX IOJTHOMOYHUIT U BodMoOxKHOCTEl. [lepByto rpyriny hopMUPYIOT JIHIa, SBIISIONIHEC
[I0JTH30BaTE/IAMI UH(MOPMAITMOHHOM NHMPACTPYKTYPbI, HO He 00/1a/Ial0Iie CyIeCTBEHHBIMU
NIPUBUJIETUSAMU, & TaKxKe JINIa UMeEIOIre IpaBa JIOCTyIla B IMOMEIIEeHUs, HO He WMEIOIne
[pPaB JIOCTyTa K TeXHUYIECKUM CpeJcTBaM HHGOPMAINOHHON MHMDPACTPYKTYpPbI (HAIIpUMED,
obcIryKUBaroMuUil IepcoHast: YOOPIHIILl, CAHTEXHUKHI, JIEKTPUKHU WX HOCETUTEHN ).
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Bropyto rpymmy dopMupyor Jsmna, obsrajatonye 601ee BBICOKIM YPOBHEM ITPUBUJIETNN,
a TakyKe OOBIYHO OoJiee BBICOKMM yPOBHEM KOMIIETEHIIMII B OTHONIEHUU WHQMOPMAIMOHHOM
uadpacTpyKTyphl. B a1y rpymmy MoryT Bxoauth [15]:

® 110/Ib30BaTEIN  MHMOPMAIMOHHON CHCTEMBbI € IIOJHOMOYUSIMHU  aJIMUHACTPATOPA
6e3011aCHOCTH,;

e 10jib30BaTEIN  MHMOPMAIMOHHON  CHUCTEMBI € [MOJHOMOYHMSIMHU  CUCTEMHOIO
QJIMIHUACTPATOPA NH(MOPMAIMOHHON CHCTEMBI;

® IIPOrPAMMUCTBI-PA3PADOTINKY ITPUKJIATHOTO TPOTPAMMHOIO 00ECIIeUCHUST;

e Jiiifa, OOeCIeYnBalOIIe COIPOBOXK/IEHNE IPUKJIAIHOTO MPOrPAMMHOTO ObecIedeHust
(HampuMep, MpeICTAaBUTEN Pa3pabOTINKa IIPOrPAMMHOIO 0OeCIIeIeHNs );

e JjinIia, obecrednBaroIie, COIPOBOXKICHNE U PEMOHT TEXHUIECKUX CPEJICTB.

BosmoxknocTu mpejicraBuTe el BTOPOI T'PYIIIBI OYeHb BEJIUKH. B KadecTBe mpuMmepa,
JIOCTATOYHO CKa3aTh, UYTO @JMHHHCTPATOD O€30MacHOCTH NPAKTUYEeCKN BCET/Ia WMMeeT
BO3MOKHOCTb OTKJIIOUEHUs CPEJICTB 3AIUTHl MH(MOPMAIUKA, a CUCTEMHBIH aJMUHUCTPATOPD
MOXKET BBIJIATh ceOs 3a MPAKTUYUECKHU JIIOOOr0 IOJIh30BaTE/sd UH(POPMAIIMOHHONW CUCTEMBI.
[TosToMy nipu mmpuemMe COTPYTHUKOB Ha JIOJIZKHOCTH, TTPEJIITOIATAIONIIE TTPUBUICTUPOBAHHBIH
JIOCTYII K MHMOPMAIMOHHONW MHMPACTPYKTYPE, HEOOXOJIUMO OCYIIECTBJIATEH TINATEIHHDbIN
0oTOOP MpPETEH/IEHTOB. PyKOBO/ICTBOBATHCS TIPU 9TOM HEOOXOIMMO HE TOJBKO OIEHKOU YPOBHS
3HAHUIl, yMEHWiI U HABBIKOB MIOTEHIINATHLHOTO COTPYAHUKA (9TO TOXKe KpaiiHe BaxKHO!), HO 1
€ro MOPaJIbHO-3THYECKUME XapaKTepucTukamu. Kpome Toro, HeOOXOMMO CO3/IaBATD YCIOBUS
(1 ToOMIPATH WX CO3J[aHUE) [T OCYIIECTBJIECHUS B3aMMHOIO KOHTPOJIS IpEJICTaBUTE e
BTOPOH I'PYIIIILI.

WNucrpymenTapuit BHy TpEHHUX HAPYIIUTEJIel BKIIOUaeT B cebst HHCTPYMEHTapUil BHETITHITX
Hapymumreseit. Kpome Toro, BHyTpeHHWH HapymuTea b Moxer |[15]:

e BCTpauWBaThb allllapaTHble 3aKJ/JaJKU B TeXHUYECKHE CPEJICTBa, HaXOJdIIecsd B
KOHTPOJIMPYEMOIt 30HE;

e co3/laBaTh IPOrPpaMMHBIE 3aKJIAJKA B IIPOrpaMMHOM OOeCleueHnr WA JaHHBIX,
MUPKYJAAPYIONUX BHYTPU JIOKAJIbHON BBIYUCIUTEIbHON CETH;

® OCYIIECTB/ISITH aTakKh Ha 3JeMEHTbl HH(MOPMAIMOHHON HHMPACTPYKTYPbI, H3HYTPU
JIOKAJIbHON BBIYUCJIATEIbHON CETH;

® JICIIOJIb30BaTh HITaTHBIE BO3MOXKHOCTHU ITPOIr'PpaMMHOI'O obecrieueHnst I/IH(i)OpMaHI/IOHHbIX
CHUCTEeM, K KOTOPbBIM OH mMeeT JOCTYII.

g nomarneir MHMOPMAIMOHHONW MHMPACTPYKTYPHI aKTYaJIbHBIMU BHYTPEHHUMHU
HapYIINTEJIAMHA MOI'YT ABJIATHCA:

e JUIla, HMeENMe IIpaBa JOCTyla B IIOMENIeHUs C TeXHUYECKUMHU CpeJCcTBaMu
uHpOpPMAIMOHHOM UHMPACTPYKTYPbI, HO He HUMEIOIne IpaB JOCTyIla K CAMUAM
TEXHUYECKUM CpeJICTBaM, HalpUMep, I'OCTU WU IIOCEeTUTEeH, JIUIA, OKa3bIBAIOIIINE
YVCJIyTH: CAHTCXHUKH, TA30BUKHA U T. II.;

® JIErUTUMHBIE TI0/Tb30BATE/ N NHMOPMAITMOHHON NH(MPACTPYKTYPbI, HE UMEIOIIUE IIPaB Ha
00paboTKy 3armuinaeMoil nHopMaIum, HalpuMep, JIeTH;
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e jniia, OOECIeYNBAIOIINe, COIPOBOXKIECHNE U PEMOHT TEeXHHUYECKUX CPEeJICTB U
IPOrpaMMHOTO OOecIevueHns, HaIpuMep, KOMIILIOTEPHBIII MacTep, K KOTOpoMy DBbr
obparaerech.

3.3.2. MoaenupoBanue yrpo3 nH(pOpMaNOHHOI 6e30macHOCTH

Ucxonss m3 ocobennocreil MHMOOPMAIMOHHBIX CHCTEM ¥ BO3MOXKHOCTEN aKTYyaJbHBIX
Hapymureseit, GopMupyeTcs nepedeHb aKTyaJbHbIX YIPO3 HHMOPMAIIMOHHONH OE€30IACHOCTH.
B sTor nepedens BKIOUAOTCH yIPO3bI, KOTOPhIE MOTEHIIUATHLHO MOTYT OBITH pean30BaHbI,
U y HapyliuTeJieil JJOCTaTOUYHO PECYPCOB JJIsl UX Peasn3alliu.

Onpenenenune 3.3. Yepoza 6e3onacrocmu uHdOpMAUUYL — MO COBOKYNHOCMD
ycaosuli u Ppaxmopos, Co30aI0WUT  ONACHOCTL  HECAHKUUOHUPOBAHHO20, 6 MOM “YUCAE
cAYyuaiinozo, docmyna K UHPOPMAUUY,  DESYALMAMOM  KOMOPO2O  MONCEM — CMAGMD
YHUYIMONCENUE, USMENHEHUE, OAOKUPOBANHUE, KONUPOSAHUE, PACTIPOCTPAHEHUE UHPOPMAUUL,
a4 MaKIAHCe UHDLT HECAHKUUOHUPOBAHHLIT deticmeuti npu ee obpabomke.

Vrposer 6e3omacHoCTE THMOOPMAIIMU MOYKHO Pa3/Ie/IiTh Ha 00bEKTUBHBIE, HE 3aBUCAIIIIE
OT YeJIOBEKA, U CyObeKTUBHBIE (COOTBETCTBEHHO 3aBUCSIIIIE OT YEJIOBEKA) YIPO3bI.
[Tpumepamu 00HLEKTUBHBIX yIpo3 Ge30mnacHocTr uHpOpMaluu aBisgoTes [19)]:

1. ¥Yreukn mudopmanuu 1Mo TexHuIecKuM KaHajam. Dusmyeckue CBOWCTBa HEKOTOPBHIX
HOcUTeJIell I/IHCI)OpMaLH/II/I (TaKI/IX KaK 3BYKOBad BOJIHa, CBe€TOBad BOJIHa WJIA
9JIEKTPOMATHUTHOE T10JIe) HEe BCerja MO3BOJISIOT IOJHOCTHIO KOHTPOJMPOBATH WX
pacupoctpanenue. [losromy npu 0b6paborke mHPOPMAIUKA BOZHUKAIOT YIPO3bI YTEUKH
AKyCTHIECKOll (pevueBoit) min BUIOBOI MHMOPMAIMHT, a TaKyKe yTeuK: nHMOPMAIUH 110
KaHa/aM IOOOYHBIX 9JIEKTPOMATrHUTHBIX U3JIy9YeHUl U HABOJIOK.

2. JledekTnl, cOoM 1 OTKA3BI, aBAPUN TEXHIIECKUX CPEJICTB U TPOrPAMMHOTO ODECTIeYeH N,
a TaKXKe CHCTeM <«XKu3HeoOecreueHusi» MHMOPMAINOHHON HHPPACTPYKTYPHI.

3. dByieHust TeXHOreHHOrO XapakTepa (HAIpUMep, HelpeIHAMEPEHHOE SJIEKTPOMArHUTHOE
WA PAJINAIOHHOE 0OJIydeHne).

4. TlpupojHble siBJ€HHUsI W CTUXHUAHBbIE O€JCTBUS (HAIPUMED, IOXKAPbI, HABOHEHHUS,
HOTIAIAHNsT MOJIHUI, 3eMJIeTPSICEHNUSI ).

[Tpumepamu CyGbeKTHBHBIX YIpo3 GesonacHocTu uHbopMarmu sipjisirores [19]:

1. Yrpossl chema nHbOPMAIUK, P €6 yTeUYKe [0 TeXHMIECKUM KaHajaM (cama 1o cebe
yTedKa IIPeIIoIaraeT ToJIbKO HEKOHTPOJIUPYEMOe PACIIPOCTPAaHEeHe NH(DOPMAITMOHHOTO
CHUTHAJIA, «CbEM» MPEJIIOJIAraeT ero 3J0HAMEPEHHOE MCIIOJIb30BaHMe).

2. yrpo31;1 HECaHKIIMOHNPOBaHHOI'O JOCTYIIa (KaK K I/IHCbOpMaHI/II/I, TaK I K €€ HOCI/ITGJIHM).

3. Yrposel pasriaiienusi uHGOpMalUU (4acTO MX TaKyKe HA3bIBAIOT yIPO3aMU YTEUKH
nHMOpPMAIIU, HO B JaHHOM CcJiydae pedb HJET CKopee O JAeHCTBUSX JINIL, UMEIOIINX
JOCTYII K HHQPOPMAIUK, U OCO3HAHHO IepeIafolnX 3Ty HHMOPMAIMU JINAIaM, He
UMEIOIIUM [IpaBa, JIOCTYIIA K Heil).
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YVTrpo3bl HECAHKIIMOHUPOBAHHOTO JIOCTYIIA MOTYT ObITh PEaJU30BaHbl KAK BHYTPEHHUMH
(3a TpemesaMu  KOHTPOJUPYEMOW 30HBI), TakK U BHEIIHUMH HapylmmTeasiMu (Kak 3a
[pejielaMi, TaK ¥ BHYTPU KOHTDPOJMPYEMOI 30HBI), OJHUM U3 CJEIYIONUX MyTeil (Mam ux
koMOuHarmeit) [15]:

® IIyTeM IOJKJIIOYECHNA K TEXHUYECKUM CPeJCTBaM M KaHaJaM CBS3H;
® IIyTeM UCIOJIb30BAHUS 3aKJIaJI0UHBIX CPEJCTB (YCTPOIiCTB);

® IIyTeM WCIOJb30BaHUS INTATHOTO IPOrPAMMHOIO obecriedeHus WHQMOPMAIMOHHON
cucTeMbl (JIJI1 BHYTPEHHErO HAPYIIUTEs );

® IIyTeM IIPUMEHEHUs] BPEJOHOCHOTO ITPOIPAMMHOTO KOJIa;
® IIyTeM XUIEHUs HOCUTE IS 3allUIaeMoil mHdopMaImm;

® [IyTeM peajin3aliu KOMIIbIOTEPHO (J1jisi BHY TPEHHErO HApPYIIUTEJIs) I CeTEBOI aTaKu
(HampuMep, ¢ TOMOIIBIO aHAJIN3a CeTeBOrO TpaduKa, CKAHUPOBAHUS BBIUHCIATETbHOI
CeTH, yJIAJIEHHOT'O 3allyCKa IIPUJIOYKEHHIT, OPraHU3aIlni OTKa3a B 00C/Iy KUBAHNH, IIyTeM
HOCBLIKK GOJIBIIIOTO YUC/Ia HAKeTOB Jisi 06paboTKM).

Vrpo3bl  pasrianieHusd UHAGOPMAIMM  PEAJU3YIOTCH, KaK I[PABUJI0, BHYTPEHHUMH
HAPYIIUTEISAMA, UMEIONIMI TpaBa JIOCTyNa K 3alluiaeMoil WHMOPMAINN, OTHAKO MOTYT
OBITH PeaIN30BaHbl M BHEITHUMU HAPYIITUTEISIMA TIPU YCJIOBUY [TPE/IBAPUTETHHOTO TIOJTY Y€HU S
HECAHKIIMOHUPOBAHHOIO JIOCTYIIa K 3allUIaeMoil uHdopMaruu. YTrpo3bl pasryiallieHus
uHGOPMAIIUE MOTYT OBITh PEaN30BaHbI CJACYIONUMHA My TsMu [15]:

e IyTeM KOIMpOBaHUS MH(MOPMAIMN HA HE3aPErncTPUPOBAHHBIA HOCHTENb (HAIPUMED,
Ha HemsBecTHbIH flash-nakonmTess);

e IyTeM Iepejadn HocuTe st HHMOPMAIUK JIIAM, He UMEIONUM [IpaBa JOCTyIa K Hel
(HAampuUMep, IPU PEMOHTE);

e 1yTeM yTparhl (OTEpH) HOCUTEJIS;

e [yTeM Iepeadn HHMOPMAIUK 110 OTKPBITHIM KAHAJAM CBA3H (B TOM YUCJIE C IOMOIIBIO
9JIEKTPOHHOMN MOYTHI);

e nyTeM 06paboTKKM HMHGOPMAINKE Ha HE3AIUIIEHHBIX TEXHUIECKUX CPEJCTBax (B TOM
qHCsIe Ha HEe3AIUIEeHHOM JTOMAIHeM KOMIIbIOTepe).

3.4. KareropupoBaHue, KJjaccudukKammus, oOIpeaejJeHne YypOBHeil
3alIUNIEHHOCTH

Mojsiesib  HapymmuTesneii u  yrpo3 paspadaTbiBaeTCs B OTHOIIEHHUU KOHKPETHOM
nH(MOPMAITMOHHON CUCTEMBI U JIOJIKHA YUUTHIBATH €€ TEXHOJOTMIeCKue OCODEHHOCTH.
Hamnpumep, manuume mim orcyrcrsue Wi-Fi mojyseit, nanuydmne min OTCYyTCTBUE KaHAJIOB
CB4A3H, BBIXOIAIINUX 3a IIpeaeJsIbl KOHTpOﬂpreMOﬁ 30HbI U JIpyrue.

KareropupoBanme unnn Kiaaccudukaius OOBEKTOB 3alllUThl OOBIYHO IIPOBOAUTCS HAa
ocHOBaHNM (POPMAJIbHBIX KPHUTEPUEB, YTBEP:KJIEHHBIX B IIPABOBBIX aKTaX. B Takmx akTax
ONPEIETISIIOTCA  CCAYIONIe OTHOIIEHNWS: KakKash HH(OpMaIldd sIBJIsgeTcs 0OoJiee IEeHHOI
[0 OTHOIIEHWIO K Jpyroil Wium Kakad WHGOPMAIMOHHAS CHCTEMa ABJISIeTCs  0oJee
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Ba)kKHOI 110 CPABHEHWIO C JPyTrUMHU cucteMamu. KareropupoBaHme COCTOUT B OTHECEHUU
obbekTa MHpOpMATU3AIME WIN 00padaThiBAEMOil Ha HeM HH(MOPMAIMU K OIpPeIeIeHHO
Kareropun (KJIacCy WM YPOBHIO 3alllUIeHHOCTH). Harmpumep, Jjisi epCOHATBHBIX JAHHBIX
OTIPEJIETIIOTCA YPOBHU 3AIMUINEHHOCTH, & JJIsi NOCYJIaPCTBEHHBIX UH(MOPMAIMOHHBIX CUCTEM
KJIACCHI 3alUIEeHHOCTH.

Jlns omnpenesenus Kjacca UHGMOPMAIMOHHOW CHUCTEMBI WU YPOBHS 3allUIIEHHOCTU
nHpOpPMAIMN B OPraHU3AIAsIX CO3/IAeTCs CleluajbHas Komuccus. Komuccusi cobupaer
nHMOPMAIINIO, HEOOXOJMMYIO I KaTeropupoBaHus OO0beKTa WH(MOPMATUIAINHT, WU
3aKa3bIBaeT cOOp Takoil mHMOpMaIuu y CTOPOHHMX opranusainuii. /lajee Ha ocHOBaHUHU
cobpaHHOI WHGOPMAIINA KOMUCCHS JIOJ2KHA HPUHATH perieHne o0 OTHeCeHHH OObeKTa
undopMaTU3aUl K TONH UM WHOW KATeropuu. DTO pelneHue opopMIsgeTcs CHeIUaTbLHBIM
AKTOM, HAIPUMEp, aKTOM KJIACCU(PUKAINNA TOCYJAPCTBEHHON WHQMOPMAIMOHHONW CHCTEMBI
WM AKTOM OIIPEJIe/IeHNs] YPOBHEH 3allUINEeHHOCTH IePCOHAJBHBIX JaHHBIX. (OCHOBHBIM
apaMeTpoM I OIpeJie/IeHUs KaTeropuu WHQMOPMAIUKA SABJIAeTCd BeJUYMHA yIiepoba,
KOTOPBI MOYXKET HAHECTU HAPYIIUTE/Ih, PEAJIM30BaB yIpo3y HH(MOPMAIMOHHO Oe3011acHOCTI
B OTHOIIEHUU 3Toit nHdopmannn. KareropupoBatre 0ObITHO HE YIUTHIBAET TEXHOJIOITIECKUX
ocoberHOCTEl MHPOPMAITMOHHBIX CUCTEM.

PaccmorpuM B KadecTBe mpuMepa TOPSIOK OIpeJeseHns YPOBHEH 3alllUIeHHOCTH
[ePCOHATIBHBIX JIAHHBIX, 00pabaTbiBaeMbix B HH(MOPMAIMOHHBIX CUCTeMaX (B COOTBETCTBUU
¢ Ilocranosyiennem IlpasurenbcrBa Poccmiickoit @emepanunm or 01.11.2012 Ne1119 «O6
YTBEPKJIEHUN TpeOOBaHMil K 3alluTe IIePCOHANbHBIX JAaHHBIX IIpu uX 00paboTKe B
nH(MOPMAIMOHHBIX CHCTEMAX TEPCOHAJIBHBIX JIAHHBIX ).

Tabmauma 3.
HaMHTKa JLJIA OHpe,ZLe.HeHI/IH ypOBHeﬁ SalllUIITCHHOCTHU HepCOHaHbeIX JaHHDBIX

T OBeK THI AKTYAJBHBIX YTPO3
T HICTT T Kareropiu cyobeKTOB Incio cyorexron . =
: IITn ltoum | 2Tom | 3TN
JInna, He ABIAOMIHECA Bomaee 100.000 V31 V31 V32
HCTI TR, COTpYAHHKaMH
oGpaGaTeIBaroIIasd OpraHH3aLHH Megee 100.000 V31 V32 V33
CIIEIIHATbHBIE m ” =
; ; v V32 V-
kateropms T/TH COTPYAHHKH Bomaee 100.000 V31 Y32 V33
OpraHH3alHH Menee 100.000 V31 V32 V33
JInna, He ABIAOMHECT Bonee 100.000 V31 V32 V33
HCTI s, COTPYIHHKaMH
oGpaGaThIBaromas OpraHH3aIHH Megee 100.000 V31 V32 V33
GuoneIrIpﬁI:eCI\ne COTpyIHHKH Bbonee 100.000 V31 ¥32 ¥3.3
OpraHH3allHH Mesnee 100.000 V31 V32 V33
Jluna. He ABIAIOIIHECS Bomaee 100.000 V31 ¥32 V33
HCTI . COTPYIHHKAMH
O@paﬁaTBIBa]OH.[aH OpraHH3alHH Menee 100.000 Y31 ¥33 V34
— xﬁegzroplm CoTpyIHHKH Bonee 100.000 V31 ¥33 V34
OpraHH3aIlHH Menee 100.000 V31 V33 V34
JInna, He ABIAIOIIHECH Bonee 100.000 Y32 ¥32 V34
HCT1 I, COTPYIHHKAMH
oOpaGaThIBaroIIast OpraHH3aIHH Menee 100.000 V32 V33 V34
N~ Cotpy mHHKH Boree 100.000 | ¥32 | V33 | V34
OpraHH3alHH Menee 100.000 V32 V33 V34

VpoBeHb 3allUIIEHHOCTA IIE€PCOHAIbHBIX

KPUTEPUEB:

JaHHBIX OIIpeJde/ideT A
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1. Tun obpabaThiBAEMBIX MEPCOHATBHBIX JAHHBIX (UM TUI WH(MOPMAIMOHHBIX CHCTEM,
B KOTODBIX 00pabaThIBalOTCs Takue I[ePCOHAJbHBIE JaHHBE). BBIIEIAIOT deThipe
THI& [EPCOHAJIBHBIX JAHHBIX: CIENUaIbHbIe, ONOMETPpUIECKHE, ODOIIE/IOCTYIIHbIE U Te,
KOTODBIE He TIONAJAI0T B IIPEJIBLIYIIe KATErOPUH — HHbIE.

2. Kareropusi cy6beKTOB IepCOHAIBHBIX JIAHHBIX. BBIJIEIIIOT 1Be KATEropun CyObeKTOB:
CyObeKTBI, SBJIAIONINECT COTPYIHUKAMU OPraHU3allnd — OIepaTopa MePCOHATBHBIX
JIAHHBIX, U CYObEKTHI, HE ABJISIONINECS €€ COTPYIHUKAMHU.

3. Hucno cyObeKTOB, IEPCOHAJIBHBIE JJAHHBIE KOTOPBIX 00padaThiBaloTCA. BbliersdoT aBe
kareropun: csbime 100.000 cyobekToB min meree 100.000 cyObeKTOB.

4. Tunr  axTyaJbHBIX yrpo3 Oe3omnacHoctu wuHMOPMAIMU. DBbiaendior Tpu THIA
AKTYaJIbHBIX yI'PO3: TPETUU THUII COOTBETCTBYET CHUTYAINMH, [PU KOTOPOW YTPO3BI
peain3yIoTcsd HapyIIUTe MU, He TPOBOJAIIINMYI aHAIN3 IIPUKJIAIHOTO U CHCTEMHOTO
[IPOrPaMMHOTO ODecIieueHns Ha MPEMEeT BBISIBICHUS YSI3BUMOCTE; BTOPOIl TUII YIPO3
[IPEJIIIOJIaraeT PeATU3aINI0 YIPO3 HAPYIIUTEIAMU, TPOBOAAIINMU AHAJIN3 TPUKJI&THOTO
IIPOTPAMMHOTO OO€CIIeYeHNs; IMEePBBIII TUII YIPO3 IPEIIIoaraeT pPean3aliio yrpo3
HaPYIIUTE/IIMU, TPOBOJAAINIMMU aHAJIU3 KaK MPUKJAJIHOTO, TaK W CHCTEMHOIO
[IPOrPAMMHOTO OOeCIIeYeHUS.

Ha ocHoBanum BbIOOpa 3HAYEHUIl BCeX 4YeThIPEX IapaMETPOB OIPEJIe/IAeTCs YPOBEHb
BAIMUINEHHOCTH TEPCOHAJBHBIX JAHHBIX. [PajMIMOHHO HaWMeHee KPUTHUYHBIA YPOBEHb
(kjracc, KaTeropms) 3allUIIEHHOCTH, TPEOYIONMA peasn3aluil MEHBIIero YHCIa Mep
nrGOpMannoHHON Ge3omacHocTH, uMeeT Oosbimilt uHjeke (1mdpy), B JaHHOM cliydae 5TO
YeTBEPTHIIl YpOBeHb 3aluineHHocTH. Hanbosiee KPUTHYHBIM BJISE€TCs MEPBBINT yPOBEHb
3AIMUIIEHHOCTH T€PCOHATBHBIX JTAHHBIX.

Pesynabratrom dopmupoBanusi TpeboBaHuit K 3arure wHOOPMAIUN OyJIyT SBJISATHCH
MOJIeJIb HapyIIUTeIs U yrpo3 MHMOPMAIMOHHON 0e3011acHOCTH, B KOTOPOIl OIIPe/IesIioTCs
aKTyaJIbHbIE 711 NH(MOPMAIIMOHHON CUCTEMBI HAPYIITUTEIN U YT PO3bI, KOTOPBIE OHU CITOCOOHBI
Pean30BaTh, & TaKXkKe akT KaacCupUKAIMN, B KOTOPOM yKa3bIBaeTcsi KaTeropus (KJaace Wi
YPOBEHb 3allUINEeHHOCTH ) UH(MOPMAIIMOHHON CHCTEMBbI, ONpeeséHHbIil Komuccueit. Kpome
TOro, Ha 9TOM 3Tare (OPMUPYETCs TEXHUYECKOe 3aJ[aHhue HA ITPOEKTHUPOBAHUE CUCTEMBI
3aIUThl  WHMOPMAIUA, B KOTOPOM IPUBOJUTCS KPATKOE OMHCaHue UH(MOPMAIMOHHBIX
CUCTEM, IEePEeYHN aKTYaJbHBIX HapYIIUTe/ell U yrpo3 MH(MOPMAIMOHHON 6e301acHOCTH, a
TaKyKe MPUCBOEHHbIE KaTeropmu (KJIacChl WM YyPOBHE 3ammuiieHHocTn). llenpio cosmanust
TEXHUYIECKOI'O 3aJIaHus Ha IPOEKTHPOBAHUE CHCTEMbI 3allUThl WHMOPMAIUU SBJIAETCS
dukcupoBanue OCHOBHBIX TPeOOBaHUIl K pa3padaThIBAeMOl Ha CJIEIYIOIIEM JTAalle IPOEKTHOM
JIOKYMEHTAIIH.

3.5. IlpoekTmpoBaHmUe cuCTEMbI 3aIMUTHI THMOOPMAITAN

[Tocne Toro, Kak Ha 3Talle MOJIEJIUPOBAHUA HAPYIIUTEel U yrpo3 ompeseseHo, KaKue
HAPYIIUTE/ I OYIAyT HAC aTaKOBaTh U KAKUM 0Opa30M OHM OYIyT 3TO JeJaTh, HEOOXOIMMO
MIOJITOTOBUTLCA K OTPaXKEHWIO aTak. 1pedyercs yCcTaHOBUTH Oapbepbl, KOTOpbIE OyIyT
NPEIATCTBOBATD HAPYIIUTE/ISAM B OCYIIECTBJICHUU MX IJIAHOB. B KadecTBe TaKMX OAPHEPOB
BBICTYIIAIOT CPeJICTBA 3aIMUTHI NH(MOPMAIIIH.

Buger cpepcrs  3ammThl  uHMOpMAIUN, KOHKPETHBbIE MPOJYKTHI, KOTOpPbIE OyJIyT
UCIIOJIB30BAaTLCs It obecriedenusi O€30MaCHOCTU 3allUiaeMoil UH(MOPMAIUA, UX HHUCJIO,
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MeCTa PACIIOJIOYKEHN, KOHKDETHBbIE IIapaMeTPbl, a TaKyKe OCODEHHOCTH YCTAHOBKU U
HACTPOUKHU OIPEJIEISIOTCS IIPU TPOEKTUPOBAHUU CHCTEMBI 3aIUTHI NH(MOPMAIIIH.

Taxum 0O6pa3oM, ecJTu TocIe MO TUPOBAHNST HAPYIITUTEIEH U yTPO3 CTAHOBUTCS MTOHATHO,
KTO U KaK Ha Hac OyJIeT Hala/IaTh, TO MOCJIe TPOEKTHPOBAHUS CUCTEMBI 3AIIUTHI NH(MOPMAIIT
JIOJIPKHO CTATh MOHSTHO, KAKMM 00pa30M MBI Oy/IeM 3alllUIaTbCs.

Ucropuveckn — cjioKujiach — CUTyalldsl, [OpPA  KOTOPO  NPH  CO3JAaHUU  HOBBIX
nHGMOPMAITMOHHBIX TEXHOJIOTUN TPOOJIEMbI UX OE30TIACHOCTH HE SIBJIAIOTCS TEPBOCTEIICHHBIMU.
B mepByo oduepenp TpW  CO3MAHWM HOBBIX TEXHOJOIHMIl BHUMaHUE VIAEJIAeTCs UX
paboTOCIIOCOOHOCTH U HAJCXKHOCTH, yI00CTBY Hcnosb3oBanus. Obecredenne 6e301acHOCTH
OOBIYHO HAKJIAJIbIBAET Ha UH(MOPMAIMOHHBIE TEXHOJIOTUU JIOTOJHUTE/IbHbIE OrPAaHUYEHUS,
[IO9TOMY BOIIpOCaMu OE30MMaCHOCTU OOBIMHO IPEHeOPEraloT Ha PAHHUX ITallaX PA3BUTUSI
TEXHOJIOTUU. B mocjegyoomeM HeJIOCTATOK BHUMAaHHUS K  BOIPOCaM  ODecrievueHust
nHGOPMAITMOHHOM 6€30MacHOCTH TPUBOJIUT K TOMY, UTO HAPYIINTEN HAXOIAT YI3BUMOCTHU
B MHMOPMAIMOHHBIX TEXHOJOTUAX W IOJIYyYaloT BO3MOXKHOCTb PpeaJM30BaTh yI'PO3bI
nndopmarmonnoit 6ezomacuoctu. llocste 3Toro pazpaboOTUMKKM TEXHOJOTMH HAYUHAIOT
yJIeJISITh BHEMAHUE BOIIPOCaM obecrievdeHnst 6e30acHOCTH, MTOCKOJIBKY OHU B TAKOW CHUTyaIluu
y2Ke 00yCJIOBJICHBI PHIHKOM.

Bonbmoe uneio mHGOPMAIMOHHBIX TEXHOJIOTH, & TaK»Ke KOHKPETHBIX IPOIYKTOB,
B KOTOPBIX Peaqn3yIoTCsd 3STU TEXHOJOTUH, TOPOXKIaeT OOJIbIIoe YHCIO YI3BUMOCTE
U BO3MOXKHOCTEeNl I HapymmuTejaeil 1mo wux peanusanun. COOTBETCTBEHHO BO3HHUKAET
HEOOXO/IMMOCTDb CO3J/IaHUS MHOYKECTBA CPEJICTB 3allUThl MHMOPMAIUU, O00ECIIeUYnBAIOINX
0e30mMacHOCTh OT TeX WM WHBIX YyI'PO3, 3aKPbIBAIOIUX TE€ WU WHBIE YI3BUMOCTH.
[TosTomy B HacTOAImMMT MOMEHT HAa DPBIHKE IIPEJCTABJIEHO OYEHBb OOJIBIIOE YHUC/IO CPEJICTB
3AIUTHI, PEAJTM3YIONNX Pa3Hble TEXHOJOINN obecriedeHnsi HHMOPMAIMOHHONW 0e30TIacHOCTH,
HeOOXO/IMMBbIe JIJIT IPUMEHEHNs B PA3JINYHbIX cUTyarusaXx. /lajgee Mbl pacCMOTPUM OCHOBHBIE
BHJIbI CPEJICTB 3aIUTHI HH(MOPMAIINN.

Cucrembl yIpaB/eHUus JOCTYIIOM OOBITHO COCTOSAT M3 TPEX 3JIEMEHTOB: IOJICUCTEMbI
neHTU(UKAINT, TTOJACUCTEMbI ayTeHTUMUKAIINA U TojcucTeMbl aBropusaruu. [loacucrema
naeHTuUKAIMT  OoDecliednBaeT HajJudIue y  KaXKJOro JIETUTUMHOTO — IOJI30BaTeIst
nHAMOPMAIMOHHON CHCTEMBl YHUKAJIBHOTO WIAEHTU(MUKATOPA ¥ OCYIIECTBJIAET KOHTPOJIb
HAJIMYIUS  [PEeIbsABASeMOro  wieHTudUKaTopa B  0a3e  JAHHBIX  (CYNIECTBYIOIMX
nnentudukaropos). llogcucrema ayrenTuduKauu MO3BOJISAET YOEJAUTHCA, UTO JIUIO,
obparatorieecss K MHPOPMAIIMOHHON CHCTEeMe, MOYKeT IOJATBEP/IUThH, YTO OHO sIBJISIETCH
BJIAJIEJIBIIEM TIPEIbsIBIISIEMOrO UM UeHTH(GUKATOPA (HAIPUMED, C HOMOIIBIO TPEIbsIBICHUSI
napoyist). Ilojcuerema aBTOpm3anuy MO3BOJISIET OJH30BATEIO MOJIYyYUTh [paBa B
nHMOPMAIMOHHOM CUCTEMe, KOTOPhIE COOTBETCTBYIOT MPEIbABICHHOMY UJICHTU(DUKATOPY.

Cucrema yrpaBJ/ieHUsl JIOCTYIOM JIOJIZKHA ~ODECHEYUTbh BO3MOYKHOCTBH JOCTyIHA K
BAIUIIAEMBIM  PECypcaM TOJBKO JIJIsi JIETUTHUMHBIX —TI0JIb30BaTeeil  mHMOOPMAIMOHHON
CUCTEMBI, 00/IaJIAIOIINX TPABAMK JIOCTyIa K 9THUM pecypcam. OO 0COOEHHOCTSIX yIIpaBICHUST
JIOCTYTIOM MOXKHO y3HaTh B JIONOJHHUTEIbLHBIX MaTepruajax K 3STOH JIEKIINU, a TaKxXKe B
JIEKITUSX, TOCBAIIEHHBIX YIIPABJIEHUIO JOCTYIIOM B ONEPAIIMOHHBIX CHCTEMAX.

B muporecce skciuryatanun uHMOPMAIMOHHOW CHUCTEMBl B HEl MOI'YT IPOUCXOJUTH
pasziudHble cOOM, a Tak:Ke Ha Heé MOTYT OCYIIECTBJIATHCA araku. J[jisg Toro, 9ToOBI
KOPPEKTHO 00pabaThIiBATL ITH COOBITHHA, HEOOXOJMMA IOJICUCTEMA PErUCTPAlUA U ydeTa
(nnm ayaura). Dra cucreMa HBUKCHPYET COOBITHS, KOTOPbIE MPOUCXOAAT B HH(MOPMAIIMOHHON
cucTeMe, KOHCOJIMJIUPYET UX U MPEJIOCTABJIAET JJId aHAIN3a CUCTEMHBIM aJIMIHUCTPATOPAM
Wil aJIMUHECTparopaMm wuHdopMmannonnoit 6e3omacuoctu. [IpoBogs amnanusz cobbiTHil B
nHMOPMAIMOHHO CUCTEME, HE BCET 1A MOXKHO OTHO3HATHO OIIPE/IE/IUTh, 9TO B HEll TPOUCXO/IUT
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(mmu  yxke upomsonuio). Bo3MoKHO, B cHCTeMe IIPOUCXOJIUT KaKasi-TO HEeCTaHIapTHAsI
nporietypa (Hampumep, 0GHOBJIEHIE TPOrPAMMHOTO 0OECIIEYeH s ), U B CHCTEME [IPOU30IIIET
cOoit, mm cucreMmy artakyor. Hajmdane cucTeMbl PErUCTpPAIMN W yUI€Ta MO3BOJIAET cOONpPATh
0a3y 3HAHUI 110 PA3JIMIHBIM COOBITHSM, AHAJIU3NPOBATH HAKOIJIEHHBIE JaHHbIE U IPUHUMATH
peIlleHrs O TOM, YTO IIPOUCXOJIUT B CUCTEME U KaKUM O0Opa30M CJjIe/lyeT pearupoBaTh Ha
IPOUCXOJIsiIee (B TOM YHUCJIE OIPEJE/IATh KAaKUe MEPOIPUSITHUS 110 IIPOTUBOJCHCTBHIIO aTaKaM
cllejlyeT peajiu30BaTh B IEpBYIO odepesb). OnepaluoHHbIE CUCTEMBI, CPEJICTBA 3aIlUThI
nHGOpMAIMU U JPyTHe MPOrpaMMHBIE MPOJIYKTHI BEIYT CHEIUAJN3UPOBAHHBIE YKYPHAJIBI,
KOTOpBIE (IIPH COOTBETCTBYOIIEH HACTPOIKE) (DUKCUPYIOT TIPOUCXOJISIIIIE COOBITHSI, BPEMsI, B
KOTOPO€ OHU ITPOUCXOJIAT, UCTOUHUKU COOBITHIT, IPOM3OIIIE/IIINE IIPU STOM OINIMOKU ¥ MHOI'O€
Jipyroe.

Cucrembr 3amuthl uHdopMmarmu or yredek wimm DLP-cucrembr ouenb O6/mskum K
CHCTEMAaM PEerucTpaIliid U y4era, HO HaIPaB/JIeHbl B OCHOBHOM Ha PETUCTPAIUIO JeHCTBUIA
[I0JTH30BaTe e, CBA3AHHBIX C Tepejiadeil nHMOPMAINN, KOMUPOBAHUEM ee Ha 0TIy KIaeMble
HOCHUTEJIM, paclpocTpanenneM B ceTu VIHTepHeT, OoTmpaB/ieHHeM II0 TOoYTe U TakK JaJiee.
DLP-cucrembr dukcupyior ¢axTbl Iepejadn Wi KONUpOoBaHUs coobienuii. Kpowme
TOro, OHM OOJIAJIAIOT CPEJCTBAMU AaHAJN3a, IO3BOJISIONIMMI OOHAPYKUBATHL COODIIEHUSI,
Y/IOBJIETBOPSIIOIIIIE OIIPE/IeTIEHHBIM YCI0BUAM. Harpumep, coepxKaT MeTKy «/1Jisi CJIy2KeOHOTO
MIOJTb30BAHUS» WJIA SBJISIOTCI KOMUSAMH JOKYMEHTOB, COJEpKAIlUX IeYaTH U INTaMIIbI
opraHm3aluu Wiu 1ojAnuch pykoBoguresns. Cobpannyio DLP-cucremoit undopmarmio
aHaJU3UPyeT AIMUHUCTPATOP UHMOPMAIMOHHON O€30MACHOCTU WU COTPYIHUKHU CJIyZKOBI
sKoHOMUYIECKOIT Oe3omacHocT. DLP-cucrembr (mpu cooTBETCTBYIOIIEH HACTPONKE) TaKKe
MOTYT CHTHAJU3UPOBATH 00 ONpPEJEeJIeHHBIX CUTyallusIX W WHIUICHTAX, HAIPaB/Isis
COODINEHNS COTPYJHUKAM CJIy?KO MHMOPMAITMOHHON WM SKOHOMUYECKON 0e301acHOCTH.
[TonyuuB Takoe cooOIeHne, CJIy:KObl 0e3011acHOCTU pearupyoT B COOTBETCTBUH €
YCTaHOBJIEHHBIME B OpraHu3aruu persiaMentamu. [Ipumepamu cucrem 3amuThl nadopMalun
ot yreuek spiisitorcst DLP-cucrembr InfoWatch uiu Zecurion.

Cucrembl obecriedeHnsi TEJIOCTHOCTH OOBIYHO COCTOAT U3 JByX mojcucteMm. llepsas
[IO/ICUCTEMa OTBEYAEeT 3a KOHTPOJIb IeJIOCTHOCTH. Hampumep, Mbl XOTHM Y0CTOBEPUTHCS, ITO
3aIiCcanHas Ha KECTKUN TNCK NHMOPMAIIIS OCTaJIach HEM3MEHHON B T€UeHNe OIPeIeIEHHOTO
nepuojia Bpemenu. [ sToro mnpm 3anucu daitia Ha KECTKUNR JUCK BBIYHCIIAETCS
KOHTPOJIbHAST cyMMa (WM 3HadYeHue X3M-yHKIMKI) 3TOro daiiia, KoTopas COXPaHSeTCst
BMecTe ¢ ailjloM mid Ha OTJAeIbHOM HocuTese. [ljas mpoBepku 1enocTHoCTH (haiiia depe3
OTIPEJIEJIEHHBIN TPOMEKYTOK BpeMeHHU, TpeOyeTcsi CHOBa BBIUUC/INTH KOHTPOJIBHYIO CYyMMY
sroro aiiia U CpaBHUTH C TeM 3HaYeHHeM, KOTOpoe OBLIO 3alllCaHO B IepBbIi pa3. Ecin
3HAYEHUS COBIAJIYT, TO C OOJIBINON BEPOSATHOCTHIO (haill OCTaICT HEU3MEHHBIM.

Bropas nozcucrema HeobxoMMa 7T BOCCTAHOBJIEHUS! TIEJIOCTHOCTH, B TOM CJIydae, eCJin
nepBasi MOJICUCTEMa CUTHAJIM3UPYET O TOM, UTO MEJTOCTHOCTDH (aitia Hapyiiena. [loacucrema
BOCCTAHOBJIEHUSI TIEJIOCTHOCTH MOYKET OBITh OpraHn30BaHa pa3andHbiMu criocobamu. C oHO
CTOPOHBI, OHa MOYKET WHCIOJIB30BaTh METO/BI TEOPUU KOJMPOBAHUS, KOTOPBIE MO3BOJISIIOT
BOCCTaHABJINBATH OIPEJIEIEHHOE YUCIO CIYyYallHbIX OMMOOK, KOTOPbIE MOIVIM IPOU30UTH B
nameM aiie npu xpanenuu. Hampumep, MarouTHbIE JOMEHbI Ha YKECTKOM JIUCKE MOLJIU
yTPaTUTh HAMATHUYEHHOCTH, UTO HE IO3BOJUT KOPPEKTHO BOCIIPOU3BECTU 3aIUCAHHYIO
nadopmarmio. C TOMOIIBI0 TEOpUM KOIUPOBAHUSI MOYKHO HAWTH JIOMEHBI, B KOTOPBIX
[IPOUBOIILTH OMMUOKU, M BOCCTAHOBUTH UX UCXo 1Hoe 3nadenue. C 1pyTroit CTOPOHBI, MOJICHCTEMa,
BOCCTAHOBJIEHUS II€JIOCTHOCTH MOXKET OBITh OpPraHM30BaHa KaK COBOKYIIHOCTb CHCTEMBI
PE3epPBHOTO KOIMMMPOBAHUS U CUCTEMBI BOCCTAHOBJIEHUS.
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Cucrema  pe3epBHOIO  KOIMPOBAHUS  OCYIIECTBJISIET  PEryJIpHOE  KOINUPOBAHUE
nadopMaIm Ha BCIOMOraTeabHble HocuTenu, Hampumep, wHa CD- winm DVD-maucku,
nin Quren-Hakonuren. Cucrema BOCCTaAHOBJIEHHS ODeCIedmBaeT OOHAPYKEHUE TOC/IeTHel
HeJI0CTHO Ko Haiero daiiia (To ecTh KoUK, B KOTOPOIi elle He MPOU30IILIN N3MEeHEeH s,
obHApyIKEeHHBIE IOJICUCTEMON KOHTPOJIS IEJIOCTHOCTH) U BOCCTAHABJIMBAaeT HAall aii
IyTeM <«O0OPATHON 3amucu pe3epBHOI Kormwus. Kcjm KECTKUil JUCK ele IPUTrOJeH it
UCIIOJIb30BAaHNUsI, OHA BAIUINET PE3EPBHYIO KOIMUIO HA HErO, B IPOTUBHOM CJIydae MPEJJIOKAT
3aIMCaTh PE3EePBHYI0 KOIHWIO Ha aJbTePHATUBHBIN HOCHTE/Ib. B  KadecTBe MTPUMEDPOB
[oJICHCTEM O0eCIIeYeHns IEJIOCTHOCTH ITIPUBEIEM CHCTEMY BOCCTAHOBJICHUsI OIEPAIIMOHHO
cucrembl Windows mocjie ¢60eB, a TaK:Ke CUCTEMY Pe3epBHOIO KOIMpoBaHus Acronis.

[Toacucrema MexKceTeBOro 3KpanupoBanusa. Hecmorps Ha TO, uTo cerh IHTepHeT
[MOBCEMECTHO UCIIOJIB3YETCs /It 00eCIevIeHnst KOMMYHUKAIUI, Mbl HE MOYKEM TapaHTHPOBATh,
YTO TIOCPEJACTBOM 3TOW CceTh K HaM He OyJeT NPOHUKATh BPEIOHOCHOE IIPOrPAMMHOE
obecrievenne UM JIPyroil HeraTuBHBIN KOHTEHT. Kpome Toro, Mbl He MOYXKEM TapaHTHPOBATh,
9TO HAPYIIUTEIb, WMEIONUi JocTyn K cetn VHTepHeT, He OyJIeT NbITaTbCsd Hac
aTakoBaTb. l[losTomy it TOro, 9ToObI 00€30IIACHTHL HAIlly CeTh U OTJEJUTH €€ OT
HOTEHIUATBHO OMACHOM cpenbl (HampuMmep, cern VHTepHer wim JIpyrux ceTeil o0IIero
[OJIb30BAHUsI) WCIOJB3YIOTCS MEXKCETeBble SKDPaHbl. DTU CPEJCTBA 3aIlUThl (PUIBTPYIOT
BXOJIAIINAN W HUCXOJANUN TpaduK 10 ONpeeéHHbIM paBuaaM. Hampumep, mporryckaioT
MHMOPMAITMOHHBIE TTAKETHI C OIPEICICHHBIMU 3ar0JI0OBKAME U OT OIPEJIEIEHHBIX HCTOYHUKOB
U He IPOIIyCKAIOT JAPYTHe MaKeThbl. TaKuM 00pa3oM, ¢ OMOIIBIO0 MEXKCETEBBIX SKPAHOB MOKHO
3allpeTUTh IMPOIYCKATh B HAIy CEeTb HeXKeJaTebHbIl Tpaduk (HAIpUMED, COJepKAIUi
BPEJIOHOCHOE TIporpaMMHoe obecredenne). Kpome Toro, ¢ moMOIIBI0 MEKCETEBBIX 9KPAHOB
MOXKHO 3allPeTUTh COTPY/IHUKAM OPTaHU3alMd OOPAIAaThCd K BPEIOHOCHBIM PECypCaM,
pasmenieHHbIM B ceTr nTeprer. Ob6HapyKuB B TpaduKe TaKue 3allPpOChl, MEKCETEBOM IKpaH
HE HPOIYCTUT UX B CE€THh OOIIEro MOJIb30BAHUS U, TAKIM 00pPa30M, 3aIllUTUT OT IONAJaHUs B
HAIIY CETh HEXKeJIATEIbHOTO TpadrKa, KOTOPBII MOXKET IONACTh B HEé BMECTe ¢ OTBETaMU Ha
3AIPOCHI COTPY/IHUKOB.

C pa3BuTHEM TEXHOJIOTHII MeyKCeTeBble SKPaHbl BKJIIOYAIOT B ceOs BCE HOBBIE U HOBBIE
s/meMeHThl. [lomMuMoO peasimsanuu cTaHJIapTHBIX (QYHKINE 110 duabTparun Tpaduka Ha
OCHOBe aHaJI3a 3arojioBkoB, IP- 1 MAC-aapecoB, MexkceTeBble SKpaHbl BKIIOYAIOT JIeMEHThHI
AHTUBUPYCHBIX CPEACTB 3aIUTBhI JJIsi KOHTPOJsI OTCYTCTBHSI B IIPOXOISINEM Tpaduke
BPE/IOHOCHOTO ITPOIPAMMHOr0 obectiedenusi. Kpome Toro, Ha HACTOSIIIIIT MOMEHT MEXKCETEBbIe
9KPAHBI YACTO OOBEINHSIOT EIE C OJIHUM BUIOM CPEJICTB 3AIMNTHI MH(MOPMAIUN — CHCTEMaMI
obHapy KeHUs U MPeJIOTBPAIeHUsS] BTOPXKEHUIT, TTO3BOIAIONIUMI aHaJIU3UpOBaTh Tpaduk Ha
IIpEJIMET BBISBJICHUSA JeHCTBUil aKTHBHOIO HapyiuTerd. [IpumepamMu MexKceTeBbIX SKPaHOB
spisitorcss ViPNet Firewall, Pybukon, Checkpoint.

[Ipeamosokum, €TO MBI OTJEJUIM C IOMOINBIO MEXKCETEBOIO 3JKpaHa  HaIly
BBIUUC/IUTE/IFHYI0 CeTh OT BBIUYACAUTENbHONW cetn VlHTepHer wmim  aHAJOTHYIHBIX
cucTeM ODINEro I0Jb30BaHuA. TakuMm 00pa30oM, Mbl YCTaHOBUJIM KOHTPOJIb HaJl CBOEi
BBIYUCIUTEIbHON ceThbio. OJiHAKO I Hac MOXKeT OBITh aKTyasbHa 3ajada I10 OOMeHy
nadopmalmeii ¢ JAPYyruMu OpraHu3aldsgMU WX JUIAMU, He IOJKJ/IIOYEeHHBIMH K Haleit
BBIYUC/IUTE/ILHON ceTu. B 3TOM ciydae HaM HpueTcs Iepe/iaBaTh COODIIEHUS {epe3
cetb UHTepHer (mim wWHYIO CTOpOHHIOIO ceThb). CoobIieHnst BBIAIYT 3a Hpejesbl Halleil
BBIYUCIUTE/IbHBIE CETU U MBI HE CMOXKEM HX KOHTPOJIMPOBATH, B TOM YHUCJIE OOECIeInBaTh
ux 0e30IIaCHOCTh TEeMH K€ CpEJICTBAMU U METOJ[aMU, KOTOPbIe HPUMEHAIOTCS BHYTPH
BBIYUCIUTEILHON CeTH.

69



Jnsg  obecrievuenusi  Ge3omacHocTH  WHMOpPMAIUU, — KOTOpas  MMOKUJIAET  HAIIY
BBIYUC/IUTE/IFHYIO CeTh, HEOOXOJMMO IPUMEHSTH CPEJICTBa KPHUITOTpadUIecKoil 3aruThl
nadopmarmu.  HedopmanbHo, ¢ HTOMOIIBIO  CPEJACTB  KPUITOIPAMDUUECKON  3aIUTHI
nHGOpPMAIMN  MOYKHO TIOCTPOUTH 3AllUIIEHHBI KaHaJl CBA3W CKBO3b HEDE30IacHYIO
BBIUUCJINTEJIbHYIO cpeiy (Hampumep, cetb Wureprer). Hapymmrenas cmoxer oOHADYKUTH,
YTO MbI OOMEHHMBaeMCs WHMOpMAIUeil ¢ HaIUM KOHTPAreHTOM, HO, IOJyYUB JIOCTYII
K TepejaBaeMoil WHQOpPMAaIUM, OH OOHAPYXKUT, YTO OHA HBJIAETCA KPUIITOTrpapUIECKN
npeobpazoBannoii. He 3Hasd croermuaJbHbIX, XpaHSAIUXCsd B CEKpeTe, CBeJeHUil, a
MMEHHO KPHUNTOrpadWIecKoro KJiioda, HAPYIIUTEJb HE CMOXKET BOCCTAHOBUTH HUCXOHYIO
nHMOPMAIMIO, TO €CTh COODIIEeHNe, KOTOPOe MbI 3alndpoBaIn MMepejl TeM, KaK OTIPABUTH
HameMy KoHTpareuTy. Kpome mocTpoeHus 3allMINEHHbIX KaHAJIOB CBA3U, HEOOXOIUMBIX
Jutss  obecriedeHusi  KOH(DUJIEHIINAIBHOCTH — TepejiaBaeMoit  mH(OPMAIUK, — II0JICUCTEMA
KpunrorpaduIeckoil 3amuThl HHGOPMAINA TaKKe IMO3BOJISET PeraTh 33 a49u 00ecIeIeHnst
IeJIOCTHOCTH, ayTeHTHdUKarmuu u japyrue. K cpeacrtBaM KpunTorpaduiecKoil 3aIiuThl
uaGOpMaE OTHOCATC (KPOME IPOYEro) CpeiCcTBa CO3JaHuil ¥ IPOBEPKH 3JIEKTPOHHOI
TIO/IITHACH.

[Ipumepamu kpunrorpaduIecKux CpPeJCTB 3aIUThl THOOPMAIUN SIBJISIOTCH TPOLYKThI
texnojorun ~ VIPNet: mporpammuo-anmaparuerit  komrmieke  VIPNet  koopgamnarop,
nporpammuoe obecriedenne VIPNet Client, a takyke mporpamMMmHO-ammmapaTHble KOMILIEKCHI
«3acraBay u «Koutunents, nporpammubiii TpogaykT «Kontunent-Ally u apyrue.

PazBuTne cpencTB BBIYUCAUTE/NHHON TEXHUKU IMONLIO [0 IIYTH YHUBEPCAJIU3AIIUU.
K coxasenuto, mpsgMbIM CJIEJICTBHEM 3TOIO IIOJX0JIa SIBJISIETCS HAJUYIHE BPEIOHOCHOTO
porpamMMHoro obecriedenus. TeopeTmdecku OOOCHOBAHO, YTO U3 IPEJIIOJIOKEHUST O TOM,
YTO Hallla MOJEJb BBIUUCJEHUIl SIBISETCS JTOCTATOYHO MOITHON (YHUBEPCATLHOI), MOXKHO
3aKJIIOYUTh, YTO B pPaMKaX JAHHON MOJIeJN CYIIeCTBYyeT IIPOrpaMMHOe obecrievdeHue,
CIIOCOOHOE K CAMOBOCIIPOU3BEJIEHUIO. IJTO OTKPBIBAET BO3MOXKHOCTH JIJII  CO3JIAHUS
BPEJIOHOCHOTO TIPOrpaMMHOro obecriedenus. [Ipumepamu BpeJOHOCHOIO MPOTPAMMHOIO
obecrieveHnst SBJISIIOTCS KJIACCHYECKUE BUPYCHI, TPOSTHCKUE IMPOTPAMMBI, CETeBble YEpBH,
a Takxke mmdpoBaabiukn. Ha Tekymmii MOMEHT BpeMeHU BPEIOHOCHOE TPOTPaMMHOE
obecrieyenre B OCHOBHOM IIONQJIaeT B BLIUNCIUTE/]bHBIE CETH OpPraHU3alWil W3 CeTu
WNurepuer. B OoJbIIUHCTBE CJIydaeB OKA3bIBAETCHA, UTO COTPYIHUKH OPraHU3AIUUA CAMU
JIOIYCKAIOT OIIMOOYHbIE JEfICTBUSA: OTKPBIBAIOT IOJ03PUTE/ILHBIE ITOYTOBBIE COODIIEHUS
WA TEPeXO/IdAT Ha He IIPOBEPEHHBbIE CANThI, YeM JOMYCKAIOT BHEJPEHUE BPEJIOHOCHOTO
IIPOTPAMMHOTO 0OeCIIeYeHNsT B BBIYUC/IUTEIBHYIO CeTh. [lo-TIpexKHeMy aKTyabHBIM KaHAJIOM
pacCIpOCTPAHEHNUsT BPEJIOHOCHOTO IMPOIPAMMHOIO OOEeCIedeHnsl SBJAIOTCA 3aparKeHHble
HocuTes I WHAOPMAIWKM, Hanpumep, dIern-nakonurean. Kpome Toro, BpeIOHOCHOE
[IporpaMMHOe ODecIiedeHre MOYKET IMOIACTb B BBIMUCIUTEILHYIO CETh IPHU MOJIKIIOYUEHUN
COTPYIHUKOM JIMIHOTO MOOMIBHOIO YCTPOHCTBa K paboueMy KOMIIBIOTEDY.

K coxastenuio, jijisi haitsioB OGOJIBIIMHCTBA U3BECTHBIX (DOPMATOB HEJIB3A YTBEPXKIATH,
YTO OHH He MOTYT COJIepKaTh BPEJIOHOCHOTO IMPOTpaMMHOTO obecredenus. BpejonocHoe
IIporpaMMHOe obecliedeHne MOXKeT PaclpOoCTPaHsSIThCSI B TEKCTOBLIX haitnax dpopmara docx,
daitinax mzobpazkenuii, narpumep, JPEG, pdf-cdaitnax u daitnax apyrux dopmaros.

Cpe/icTBa AaHTUBUPYCHOMN 3aIUTHI UCIIOJIB3YIOT J1Ba OCHOBHBIX METO/Ia JIJisi OOHAPY XKEHUsT
BPEJIOHOCHOTO ITPOTPAMMHOIO  obecriedeHusi. l[lepBbIii MeTo — METON) CUTHATYPHOTO
aHa/IM3a IPEJIIoaracT, uTo BPEJIOHOCHOE IPOrpaMMHOE obecriedeHre OBbLIO OOHAPYKEHO
U TPOAHAIU3UPOBAHO B AHTUBHUPYCHON Jaboparopun. Ilo pesyiabraraM mTpPOBEIEHHOTO
aHajn3a yCTaHABIMBAIOTCA WJICHTUMUIUPYIONUE TPU3HAKUA BPEJJIOHOCHOTO ITPOIPAMMHOIO
obecrieveHns, Ha3bIBAEMbIE «CHUTHATYPAMU». DTU CUTHATYPHI IONAIAI0T B AHTHUBUPYCHDLIE
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6a3bl anHbX. CPecTBO aHTUBUPYCHON 3aIUTHI AHAJIU3UPYET IPOrpaMMHOe ODecIievueHrne u
JIaHHBIE, TONAIAIOIINe Ha CPEJICTBO BBIYUCIUTEIbHON TEXHUKHU, HA MPEJIMET COOTBETCTBUS
curHarypaMm. Ecam ycTaHOBJIEHO COOTBETCTBHE CHUTHATYPAM IIPOTPAMMHOTO 0ODeCIedeHusT
WIN JIAHHBIX, TO OHHM CYNATAIOTCH BPEJIOHOCHBIMH, O 4YEM CPEJCTBO AHTHUBUPYCHOM
3alUThl COOOIIAET TI0JL30BATETI0 (CPEJICTBA BBIYUCIUTENBLHON TEXHUKM), MPU ITOM OHO
[PUHUMAET BO3MOYKHBIE Mepbl NPOTUBOeiicTBUs. [IpenmMyIiecTBOM CHUIHATYPHOTO aHAJM3aA
SIBJISIETCST  TOYHOCTh  WMJICHTH(UKAINE  BPEJIOHOCHOTO IPOrPAMMHOTO  obecriedeHust  (3To
6e3yCJIOBHO 3aBUCHT OT KauecTBa CUrHATYD). HemoctaTkoM CUTHATYPHOTO aHAIHM3a, SBJISTETCSI
OTHOCHTEJILHO OOJIBIION WHTEPBaJ BpPEMEHU, KOTODPBII HeOOXOmuM i OOHapy KeHUs
BPEJIOHOCHOT'O TIPOrPAMMHOTO O0eCIeveHns, ero aHa/ii3a B AHTHUBUPYCHOI J1abopaTopui,
COBJIaHUsl CUTHATYDPbI W OOHOBJIEHUS AHTUBUPYCHBIX 0a3 ITAHHBIX. 3& 9TO BPEMs HOBOE
BPEJ/IOHOCHOE TIPOrPAMMHOE ODecIiedeHne MOYKET PaclpOoCTpaHUuThCs B cetu VHTEpHET U
3apa3uTh JOCTATOTHO OOJIBINIOE THCJIO CPEJICTB BBITUCIUTETLHON TEXHUK.

Bropoit meron — MeTOJ] IBPUCTUYECKOTO aHAJN3a OCHOBBIBAETCH HA BEPOATHOCTHBIX
MeToax. B pamMkax 3Toro Meroja o MOBEJIEHUIO U aTpuOyTaM MPOrPaMMHOIO ODecreveHust
BBIJIBUT'AETCS IIPE/IIOJIOKEHNE O TOM, SIBJISETCS JII OHO BPEJIOHOCHBbIM miin HeT. [Ipm sTom
BO3MOKHBI OIUOKK JIBYX POJIOB. Bo-TIepBBIX, 1Py aHA/M3€e MOXKHO CIEIATh MPEIIOJI0KEHNE
O TOM, HYTO BPEJIOHOCHOE TIPOrPAMMHOE ODeclievdeHne He sIBJISeTCS BPEIOHOCHBIM,
CJIeI0BaTeIbHO, MBI IIPOIIYCTHM B HAITy BBIYUCIUTENBHYIO CETh BPEJOHOCHOE MPOTPAMMHOE
obecrieuenue. Bo-BTOpPBIX, MOXKHO IIPEJINOJIOXKUTH, UYTO HE HABJSAIONIEeCT BPEIOHOCHBIM
porpaMMHoe obecIiedeHre sBJIeTCS BPEJIOHOCHBIM, CJIEJOBATE/ILHO, 9TO IIPOIPAMMHOE
obecrievenne MOYXKHO 3a0JIOKUPOBATH WK JayKe YJIAJIUThb. BepodaTHOCTSIMU BO3HUKHOBEHUS
OommOOK TEPBOTO W BTOPOIO POJIOB MOXKHO VIIPaB/IsATh. PEeKOMEH/yeTcs HacTpPauBaTh
AHTUBUPYCHOE IMPOrpaMMHOE obecIieueHrne TaKiuM 00pa30M, 9TOObI MUHUMU3UPOBATH OIMTUOKHI
[IEPBOTO POJIa, TO €CTh YMEHbBIIATh BEPOSATHOCTb IPUHATH BPEJOHOCHOE IMIPOIPAMMHOE
obecrieuenue 3a Oe3onachoe. [IpumepamMu aHTHBUPYCHOTO MIPOIPAMMHOIO ObecIeueHust
sBJisitorcs antuBupyc Kacnepekoro n antusupyc Dr. Web.

Hamee, jaas TOro, dYTOOBI yOEIUTHCs B 3alllUIIEHHOCTH Halmeil MHMOpMAIMOHHOMN
CHUCTEMBI WM B TEJIOM BBIYUCIUTEIBHON WHQMPACTPYKTYPhI, HTPUMEHSIOTCS CPeICcTBa
aHaJIN3a 3alUIMICHHOCTH. JTO CHEeNUaIbHBIN KJIacC CPEJCTB 3alUThI, KOTOPBIN obecrieanBaeT
[IONCK U aHaJU3 YSI3BUMOCTell B BBIYUC/IUTETbHON nHMpacTpykrype. [Ipummepamu Takoro
porpaMMHOTO obecrievuenus sBisiorcs npoayKTel XSpider m RedCheck. Cpencrsa anammsza
BAIUIIEHHOCTA  OMPAIIUBAIOT CPEJICTBA BBIYUCIUTE/TbHON TEXHUKU, TOAKIIOUEHHBIE K
HaIllell BBIYUCIUTEILHON CeTH, W MPOBOJSAT MPOBEPKY HAJUYUS AKTYaJbHBIX OOHOBJICHHIT,
a TaKyKe OCYIIECTBJIAIOT IOWCK HEKOPPEKTHBIX KOoHUrypamumii m HacTpoek. llomyuas
OTBETBI OT CPEJICTB BBIYUCJIUTEIHLHON TEXHUKU, OHU (QOPMUPYIOT 0a3y JaHHBIX, B
KOTOPOI COXpaHSIOT BCIO cOOpaHHyto nH(popMaImio. AHATIN3UPYsT COOpaHHYI0 HH(MOPMAIIUIO,
CUCTEMHBIH aIMIHUCTPATOD WM aJIMIHICTPATOD UH(MOPMAIMOHHON 6e301IacHOCTH 10Ty IaeT
cBejieHnst 00 OOHAPYKEHHBIX YsI3BUMOCTSX (OTCYTCTBUY OOHOBJIEHW, NX 3aKPBIBAIOIINX ) M
0 HEKOPPEKTHBIX HACTPOIKAX W MOXKET IPEeIIPUHATH MePHI IO X YCTPAHEHUIO.

st obecrieuennst THGPOPMAITMOHHON 6€30ITaCHOCTH CJIOYKHBIX 00bEKTOB MH(MOPMATH3AIIII
(HapUMep, BBIYUCJIUTEJLHON CeTH ¢ OOJIBIIUM YHUCJIOM KOMIIBIOTEPOB, C HECKOJbKHMU
CErMEHTaMM, KOTOPBIe MOIYT OBbITh TEPPUTOPUATBHO pPACHpPEeIeHbl) Tpebyercs He
yCTyHamoIas UM B CIOXKHOCTH (M TEPPUTOPHAJIBHON  pACIPEIeJIeHHOCTH) —CHCTEMA,
3aIMUThl WHMOOPMAIUU. YIIPaBIATh TaKOl CHCTEMON BPYYHYIO KpaiiHe TpymHo. [losTomy
BayKHBIM 3JIEMEHTOM CHCTeMbI obecriedeHunss WHMOOPMAIMOHHON 6e3011acHOCTH  CJIOZKHBIX
CUCTEM SIBJIFETCS MOJICUCTEMa IEHTPAJIN30BAaHHOIO yiipaBienus. K coxkajeHuio, eIuHOro
pellieHns i YIPaBJIEHUsS CHUCTeMOil obecriedeHust WHMOPMAIMOHHONE 0e301acHOCTH,
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BKJIIOUAONeil B cebsd cpejicTBa 3alUThl OT HECAHKITMOHUPOBAHHOIO JIOCTYIIA, CPEICTBa
ME2KCETEBOTO SKPAHUPOBAHUSA, CPEJACTBA KPUITOTPAMUUIECKONW 3aliuThl WHMOOPMAINU, HE
cymecrByeT. Hambosiee TpPyJIHO yHIPaBIATH CHCTEMON 3alllUThI, BKJIIOYAIONIEH CPEICTBA
3aIUThl UH(MOPMAIME Pa3JIMIHBIX Tpon3BoguTeseii. OObBIYHO cucTeMa MEHTPAIN30BAHHOTO
yIpaBJIEHUS pPeaiu3yeTcs POU3BOJIUTEIEM JIJId CBOEH IMPOIYKIINU, a TaKyKe, B HEKOTOPBIX
caydasx, JJs TPOJYKIIUU JIPY’KECTBEHHbIX emy opranum3anuii. [Ipumepamu cucrem
IEHTPAJM30BAHHOIO YIPABJEHUA CPEJICTBAMU 3aIUTHl WHMOPMAIUN SBJIAIOTCI: CEPBEP
0e301acHOCTH JIJIsi CPEJICTB 3alllUThl OT HecaHKIMOHUpoBaHHOTO Joctyna Dallas Lock
n ViPNet AaMuHucTpaTop, yHpaBISIONWA CpeacTBaMU  KPUITOTPadUIeCcKOl 3aliuThl
nndopmaruu TexHosiorun ViPNet.

Ha rekymem srane pa3BuTusg HHOOPMAIMOHHBIX TEXHOJOTHI CJI0KUIACh CUTYAIUs, IIPU
KOTOPO# $IBJISIETCSI BBINOJIHBIM SKOHOMHUTH TEXHUYECKHE PECYpPChl, a TaKKe 00ecrevuBaTh
HAJIE2KHOCTh U YCTOWIMBOCTH WH(MOPMAIMOHHON WHMOPACTPYKTYPHI 38 CYET MPUMEHEHUsI
cpest, Buptyaau3aiun. C IMOMOIMBIO TaKUX CPeJl MOXKHO CO3/aBaTh BUPTyaJbHBIE aHAJIOTH
CepBEpOB, aBTOMATU3UPOBAHHBIX pabOUMX MECT M KOMMYTAIMOHHOrO obopymoBanusd. [Ipu
9TOM B BHPTYaJIbHOW MHMPACTPYKTYPE OCTAIOTCA AKTyaJbHBIMA BCE YIPO3bI, KOTOPbIE
MIPEJICTABJISIOT OIMMACHOCTD JIJIsT OOBEKTOB «peaibHOro» Mupa. Kpome Toro, jij1d BUPTyaJIbHO
nHGPACTPYKTYPHI MOSIBIAIOTCA TTPUHITUITHAILHO HOBBIE YIPO3bI, CBSI3aHHBIE C aTakKaMd Ha
IUIEPBU30D (CIENUATN3NPOBAHHOE TIPOrPAMMHOE O0eCIeueHne UM TIPOIECC, OTIeJIsIOIIuil
OIIEPAIMOHHYI0 CUCTEMY M TPUJIOXKEHUs KOMIbIOTEpa OT AllapaTHOro obecredeHws ), Ha
faze KOTOPOro pa3BopaduBaeTCs BUPTyaJbHAs Cpela, a TaK:Ke CBA3aHHbIE C BOIPOCAMEI
pacripejiesieHusi MaMsaTH B BUPTyajbHOI uH@pacTpykType. [Ipumepom cucrembr 3armuThb
BUPTYyaJbHOI uHGMPACTPYKTYpbI sBisgercs npogaykr vGate. Muorme cpejcTBa 3amuThI,
KOTOPBIE HUCIOJIB30BAIUCEH I 3alllUThl «PEAJTbHBIX> OOBEKTOB, TOJYyYal0OT B HACTOSIIEE
BpeMsi BUPTYaJIbHbIE AHAJIOTU. Y 2Ke CYIIECTBYIOT U IIPUMEHAIOTCS Ha ITPAKTUKE BUPTYaJIbHbIE
AHAJIOTM MEXKCETEBBIX SKPAHOB, CPEJICTB KPHUITOrpaduuecKkoil 3ammuThbl HHMOPMAIMH, a
TaKKe CIeIUaJ/IbHble AaHTUBUPYCHBIE PEICHUS I 3aIUThl BUPTYAJIbHON HHMPACTPYKTYPbI
U JIpyTue.

BonbmuHaCcTBO U3 Tepednc/ieHHbIX paHee CPeJCTB 3alluThl MHAOPMAIUN TPU3BAHBI
obecrieunTh 6€30MaCHOCTH WHMOPMAIUU OT OOJIBIIIONO YHC/Ia HanboJiee BEPOATHBIX YIPO3,
HO, K COXKaJIeHHI0, OHM HE CMOIYT IPOTUBOCTOATH CIEIUAIBHO IOJATOTOBJICHHON st
Bareit opranmzaruun araku. Hanpumep, 3nas 0COOEHHOCTU HACTPOMKH yCTAHOBJICHHBIX Y
Bac cpencTs 3ammThl, HAPYIIUTEIb MOYXKET 1OJ00paTh M UCIOJIb30BaTh ITPU aTake TaKue
JIEHCTBUST W OTepaIiui, KOTOpble OyAyT MPUHUMATHCA BammmMu cpecTBaMu 3allluThl Kak
joryctuMble. CucTeMbl OOHAPYKEHUST U TIPEIOTBPAIIEHUST BTOPXKEHN TPU3BaHbI 00ECIIeINTh
6e301acHOCTh  MHMOPMAIMOHHOW  HHGMPACTPYKTYPbI  [IPH  Ie/I€HAIPABICHHBIX —aTaKax.
CucreMbl OOHAPY?KEHHSI BTOPXKEHHII MOIYT TOJIBKO JIETEKTHPOBATH aTakKh U COOOIIATH
0 HOX aJIMUHHCTpaTopy wuHdopMannonHoit 6e3omacHoctu. CHCTEMbBI TPEIOTBPAIIECHUS
BTOPKEHUI MOTYT IOCBLIATH YIIPABJISONINE CUTHAJIBI, M3MEHSONNe HACTPOWKNA U MTOPSIIOK
00paboTKK nH(MOPMAIMU CcpeJicTBaMU 3aluThl nHdopmarmu. Hanpumep, mocie mosydeHus
TAKOI'0 CUTHAJA MEXKCETEeBOW SKpaH MOXKeT 3a0/I0KUPOBATh BCE KaHAJBI CBA3M B IEIAX
orpaxkenus artaku. CucreMbl OOHAPYKEHUsI U IIPEIOTBPAICHUsS] BTOPXKEHUI aHAJIU3UPYIOT
TpaduK Ha HpeaMeT OOHApYKEHUsl IIOC/Ie/I0BATEILHOCTH  JIeHCTBUil, XapaKTepHO
JUIg  [IPOBejieHus araku. Harpumep, Takoil IOC/IeI0BATEIbHOCTBIO JIEHCTBUI  MOYKET
ObITh OTIpaBKa CIEIUaJbHO IIOJATOTOBJIEHHBIX COOOINEHU OIpeIesIeHHOrO (opMaTa.
[Ipumepom TTporpaMMHO-AIIIAPATHONO KOMILIEKCA, MPeHA3HaYeHHOrO JIjId OOHApYKEeHUsT U
npejorBpaiienuss Bropxkenuii spisierca ViPNet IDS, mpumepamu nmporpaMMHBIX CPEJICTB
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oOHapyKeHUsd BTOPKEHUN ¢ABJISIOTCA COOTBETCTBYIOININE MOJYJIU CPEJCTB 3aIllUThl OT
Hecankmoruposanuoro joctymna Dallas Lock min Secret Net Studio.

CpencrBa 3amuThl WHGOOPMAINNA, B TOM YHCJIE CHCTEMBI OOHAPYKEHHS BTOPIKEHUIA,
FEHEPUPYIOT JIOCTATOYHO OO0JIbINOi  00beMm uHbopmarmu. s CHUKEHUS Harpys3kKu
[0 aHaJM3y Ha aJMUHACTPATOPOB WHMOPMAIIMOHHONE 0O€30IMacHOCTH MW CUCTEMHBIX
AJIMIHICTPATOPOB HEOOXOIUMO MIPUMEHSThH CPEJICTBA aBTOMATU3UPOBAHHOI 00pabOTKU ITOi
nadopmarmu. Cucrembl, obecrriednBarorime cbop mHMOPMAIUNI CO CPEICTB 3alllUThl U €€
ABTOMaTU3UPOBAHHYIO 00OPAOOTKY, B TOM YHCJIe KOPPEJIAIMIO COOBITHI, TIOJTYIUIN Ha3BaAHUE
SIEM-cucrem (cucrem MeHe/KMeHTa WHMOPMAIMOHHONW 6e30IacHOCTH U yIpaBJIeHHUSI
cobbiTusivu - GezomacHoctn). I[Ipumepamu takux cucrem spistioress ViPNet TIAS wim
Maxpatrol SIEM.

3.5.1. Tumnosble IpOEKTHBLIE PelIeHnusd AJisi CUCTEM 3aluThl MHMOpMAILIN

[Ipu mpoeKTUpOBaHUN CHCTEM 3aIIUThl TH(MOPMAIIUN U3 BCETO MHOI0OOPa3Us MMEIOITUXC S
CPEJICTB 3alUThl HEOOXOMMO BBIOPATH TE, KOTOPBIE IO3BOJIAT O0ECHEYNUTH O€3011acHOCTD,
BAIUTUTHCA OT aKTYAJIbHBIX YIPO3 WH(MOPMAIIMOHHON OE30IIACHOCTH, & TaKKe OKAXKYTCA JIJIs
9TOTO ONTUMAJIBHBIME 110 JIDYTUM XapaKTePUCTUKAM, HAIIPUMED, CTOUMOCTH.

PaccMoTpuM — aBTOHOMHOE — aBTOMAaTU3MPOBAHHOE pabodyee MeCTO, He HMeoIne
NOJK/IIOUEHNT K KaHajlaM cBasu. Jljog Takoro pabodero wmecta OOBIMHO —ABJIAIOTCH
AKTYaJIbHBIMI BHYTPEHHUE HAPYIIATEIN. DTO MOTYT OBITH JTHOO JIETUTUMHBIE TTOJIb30BATEIIH,
UMEIOINe JIOCTYII K CPEeJCTBY BBITUC/IUTEILHON TEXHUKU W WHMOPMAIMOHHBIM CHCTEMAM,
B COCTaB KOTOPBIX BXOJUT PAaCCMATPUBAEMOE CPEJCTBO BBIYHCIUTEIHHON TEXHWKH, JUOO
obcsryzkuBaomuii  mepcoras (yOopIIUIBl, JEKTPUKH, CAHTEXHUKU U JPYTHUe), UMEROIIuii
[paBO JIOCTyIa B IOMEIEHUE, B KOTOPOM PACIOJIOZKEHO aBTOMATU3UPOBAHHOE padouee
MecTo (COOTBETCTBEHHO JIOCTYI K CaMOMy paboueMy MeCTy), HO He MMEOIIH 1IpaB J0CTyIa
K MH(MOPMAIIMOHHBIM CHCTEMaM, B COCTaB KOTOPBIX BXOJIUT PacCCMaTPUBAECMOE CPEJICTBO
BBIYUCUTENBHON TexHuKu. OOBIMHO I 3allUThl ABTOHOMHBIX ABTOMATU3UPOBAHHBIX
paboumx MeCT JOCTATOYHO IPUMEHEHUs CPEJCTB 3allUThl OT HECAHKIIMOHUPOBAHHOTO
JIOCTyTIa, ODECIeYUBAIONINX YIIPABJIEHUE JOCTYIIOM K 3TOMY paboOdYeMy MeCTy, U CPeJICTBa
AHTUBUPYCHON 3aIATHI.

Ecim  aBromaTmsmpoBanHOe pabodee MeCTO TOJK/II0YEHO K CeTAM CBA3M  OOIIEro
[I0JTb30BaHNUsl, HAIIpUMep, K ceTn VIHTepHeT, TO CPeJ/ICTB 3allUThl OT HECAHKIIMOHUPOBAHHOTO
JIOCTYTIa ¥ CPEJICTB aHTUBUPYCHOI 3aINTHI Oy1eT HeocTarouHo. Kak MuHuMyM, morpedyercs
00ecIevnTh MEeXKCETEeBOE SKPAaHUPOBAHUE JJAHHOI'O pabovero MecTa OT IOTEHIIMAIBHO OIACHOM
cetu. ObpaTuM BHUMaHWE, YTO B JIAHHOM CJIydae HEOOXOIMMO BBIOUpPATH MPOrPAMMHO-
aIapaTHble MeXKCETEBbIe SKPaHbl, KOTOPble MOTYT OBbITh YCTAHOBJIEHBI Ha T'DAHUIE CETH.
JocTaTodHO MIPOKO PACIPOCTPAHEHbl TaK Ha3blBaeMble ([IePCOHAJbHbIE) CeTeBble YKPAHbI.
OTO MpOorpaMMHbBIE PeITeHNs, YCTAHABINBAIOIINECH HA CPEJICTBA BBIYHCIUTETHLHON TEXHUKH.
Takue sKpaHbl He 00€CIEYUBAIOT 3AIUTY CPEJICTBA BBIUUCIUTE/]HHONW TEXHUKU OT aTak
JI0O MOMEHTa 3arpy3Kd OIEPAIMOHHON CHUCTEMbl U CTapTa [POIPAMMHOIO ODecieueHust
ceTeBoro skpana. [[oka oneparumonnas cucTeMa KOMITBIOTEPaA €IIE He 3arpyzKeHa, HapyIInuTe /b
MOXKET IOMbITATHCA TOJYIUTh JOCTYI K KOMIIbIOTEpPY U3 ceTu VIHTepHET M 3arpy3uTh Ha
Hero (10 ceTH) CTOPOHHIOK OlepaluoHHylo cucteMy. [locie dero, obsajasi mpaBaMu B
9TOl (HABAZAHHOI) ONEPAIMOHHOM CHCTeMe, HAPYIIUTE/ b IOJYIUT JOCTYI K 3aliUIaeMbIM
pecypcam, pacIooKEHHBIM Ha KOMITBIOTEDE.

[Ipun pa3BuUTUM BBIYUCIUTETHLHON ceTHm B Heil OyJeT pacTh YUC/IO0 CPEJICTB 3alluThl
nadopMaruu. YIPaBJIaATh BPYUIHYIO Pa3IUIHBIMU CPEJICTBAME 3aIllAThl MH(MOPMAIIHIH,
yCTaHOBJIEHHBIME Ha Oosiee veM 10-Tm paboumx MecTax, JOCTATOYHO TPYAHO. [losTomy
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BO3HUKAET HEOOXOJUMOCTb B IPUMEHEHUM CHUCTEM IE€HTPAJIU30BAHHOIO YIIPABJIECHUS
cpeJicTBaMu  3amuThl  uHpopMmanuu. Kpome Toro, eme 0ojiee  TPYJAHO BPYYHYIO
KOHTPOJIMPOBATH COCTOSTHUE BBIUNCIUTE/IBHBIX CceTeifl ¢ OOJIBIMUM YHUCIOM KOMITBIOTEPOR.
Hamnpumep, nmpu oOHOBJICHUU ONEPAIMOHHBIX CUCTEM YacTh KOMIILIOTEPOB BBITUCIUTEIHLHOM
CeTH MOXKET OOHOBUTBCS, a YaCTh OCTAThCSI CO CTAPbIMHU OIEPAIMOHHBIMUA CHCTEMAaMU
6e3 obuomsenuit. Takum o00pazom, BTOpas 4YaCTh KOMIIBIOTEPOB OKAYKETCA YI3BUMOI.
[TosTomy it OOJIBIIMX BBIYUC/IUTETBHBIX CeTeil PEKOMEH/IyeTCsl UCIOJ/IB30BaTh CPEJICTBa
aHaJIM3a 3alUIIeHHOCTH JJIsI KOHTPOJIA HAJIMIH OOHOBJIEHUH M OTCYTCTBHUS YSI3BUMOCTEIR,
a TaK»Ke OTCYTCTBHUS HEKOPPEKTHBIX HACTPOEK IMPOrPAMMHOI0 OOeCIedeHus U IMPOrPaMMHO-
aIlapaTHBIX CPEJICTB BHIYUCIUTE/THHON TEXHUKU.

[Ipu B3ammogeiicTBun MHAGOPMAIIMOHHBIX CHCTEM IIOCPEICTBOM OOINEIOCTYIIHBIX CEeTel,
HAIIPUMED, JIJTs 1Tepeiadn nHGOpMaInl KOHTpareHTaM Wik Jijist oOMeHa nHpopMaImeii Mexkry
TEPPUTOPUATBLHO PACIPEICICHHBIMU  O(DUCAMHU  OpPraHu3aIluu, IOTpedyeTcss 00ecIeInuTh
Oe3omacHoCTh MHGMOpPMAIU, IIepeIaBaeMoil MO0 OTKPBHITBIM KaHaJiaM CBs3u. /Jljas 3Toro
noTpedyercsd NpUMEHEHUEe CPEJICTB KPUITOrpadudecKoil 3anuThl HHMOOPMAIIIH.

Jlnist opraru3anyii cpefHero MacinTaba CTaHOBATCS aKTyaJbHBIMU HAIlPABIEHHBIE ATaKM.
[TosToMy akTyaJibHO TPUMEHEHHE CPEJICTB OOHAPYXKEHUs U IIPEJIOTBPAIICHUS BTOPYKEHMUIA.
Kpowme Toro, y:ke Ha JaHHOM 3Talle CTAHOBUTCS aKTyabHBIM nmpuMmenenne SIEM-cucrem.

[Ipu pasbHEiieM yBeJIUYEHUH MAaciiTabda OpraHu3allii CTAHOBUTCA OIPABJIAHHBIM
co3jlaHne IeHTpa O0OpabOTKU JAHHBIX, B KOTOPOM OyJeT pa3BepHyTa BUpPTyajIbHas
nndpacrpykrypa. CiegoBarejbHO, KpOMe IIEPEYHCJICHHBIX paHee CPEeJACTB  3allUThl
undopMaI, BO3HUKHET HEOOXOJUMOCTb B NPUMEHEHUH CPEJCTB  3alllUThl  CPeJ
BUPTYaTU3AIINN.

Kpome Toro, eciim B mHMOPMAIMOHHON CUCTEME JIOIYCKaeTCsd 0OpadOTKa 3alluIlaeMoit
nHAMOPMAIIMU € HUCHOJIb30BAHUEM IMOPTATUBHBIX U MOOWJIBHBIX TEXHUYECKUX CPEJICTB:
HOYTOYKOB, ILJIAHIIETOB WM CMapT(OHOB, — TO HEOOXOJNMO OCHACTUTH HX CPEJICTBAMUI
zamuThl nHMOpMaruu. Ocoboe BHUMaHUE B JIAHHOM CJIydae CJIe/yeT YJIeJsdTh BBIOOPY
MOOUJIBHBIX TEXHUYIECKUX CPEJICTB, MMOCKOJIBKY JIjIs MHOTUX YCTPONCTB, HAIIPUMED, YCTPOUCTB
¢ omeparmoHHoii cucremoit 10S, HATOXKEHHBIX CPEICTB 3AIUTHl MOYKET He CyIIeCTBOBATH.

Pesynbrarom paspaboTKH CUCTEMBI  3alllUThl  HUH(MOPMAIUA — ABJISAETCH  TPOEKTHAs
JIOKyMEHTAIlds Ha CUCTEMY 3alllUThl, B KOTOPOI OIPEJIEIAIOTCS:

® BIJbI CPEJICTB 3allUThl WHMOPMAIUU, KOTOpPbIe OyJIyT BXOJIUTH B COCTAB CHCTEMBI
3alllUThI, HAIIPUMED, CPEJICTBA AHTUBUPYCHON 3aIlIUTHI, MEYKCeTEBbIE SKPAHbI, CUCTEMBI
oOHapyKEeHUsT BTOPKEHUII;

® KOHKPETHBIE IPOAYKTHI — IIPOrpaMMHO-aIIapaTHble KOMILIEKCHI MJIA IIPOrpaMMHOE
obecriedenne, KOTOpbIe OyIyT NTPUMEHSTHCs, HAIPUMEP, B KadeCTBE CPeJICTBa
AHTUBUPYCHON 3aIllUTBhl MOXKHO WCIOJb30BaTh JMOO aHTUBHpyC Kacmepekoro,
qubo antwBupyc Dr. Web, a B KadecTBe cpejicTBa 3alllUThl HHQMOPMAIUA OT
HECAHKITMOHUPOBAHHOTO JIOCTyIIa — b0 mporpammuoe obecredernune Dallas Lock, 6o
nporpammuoe obecriedenue Secret Net Studio;

® CPEJICTBA BBIYUCIUTEILHON TEXHUKH, Ha KOTOPBIE JIOJZKHO OBITH YCTAHOBJIEHO
[IpOrpamMMHOe ODecliedeHre CPeJICTB 3alluThl MHMOPMAIUU, MeCTa PACIIOJIOXKEHUS
[IPOrPAMMHO-AIIaPATHBIX KOMILIECKCOB 3aIUThl HHMPOPMAIIIN;

® 1IapaMeTpbl YCTAHOBKU U HACTPOWKM CPEJICTB 3aIUTHI HH(MOPMAIIIH.

Kpowme Toro, B NpoeKkTHOI JIOKyMEHTAIIUA MOT'YT OBITH IIPELyCMOTPEHBI KOMIIEHCUPYIOINE
Mepbl 3alllUThl MHMOPMAIMU, B CJydae, €C/IM peajn3alus HEKOTOPbIX OCHOBHBIX Mep
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OKaxKeTCsl HEeBO3MOXKHON (Hampumep, B cjydae, OPU KOTOPOM OCHOBHOE IIPOIPaAMMHOE
obecrievenne WHMOOPMAIMOHHONW CHCTEMbBI OKayKeTCd HECOBMECTHMBIM C IIPOIPAMMHBIM
obecriedeHreM CPeJICTB 3aluThl HHGOPMAIIIH ).

[Tocyie Toro Kak mpoekTHas JJOKyMeHTaIus pa3padoTana, TOTOBUTCS TEXHIIECKOE 3a/IaHIe
HA CO3J/IaHWe CUCTeMBbl 3amuThbl uHdopMmanuu. B HeM B coOTBeTCTBUE € TpeOOBAHUSIMU
[POEKTHON JIOKYMEHTAIN (DUKCUPYIOTCS XapaKTEPUCTUKKU CPEJICTB 3AIMUThI NH(MOPMAIIIH,
KOTOpPBIe HeOOXOUMO TPUOOPECTH, UX YUCJIO U ITapaMeTPhl YCTAHOBKU M HACTPOUKH.

3.6. PazpaboTrka OpPraHuU3aI[MOHHOI u IKCILIYyaTAIlMOHHOMN
JOKYyMEHTAIIuN’

JL1st TOrO, YTOOBI peasm30BaTh CUCTEMY 3alliThl HHPOPMAINH, HEOOXOIIMO ITOJATOTOBUTH
COOTBETCTBYIOIIIEE  JIOKyMEHTaJ/IbHOEe  obecriederue.  TpajuiinoOHHO  JOKYMEHTAJIbHOE
obecrievenue jiesinTcss  Ha JBe dactu. llepBas dYacTh Kacaercss  OpPraHU3aIlMOHHON
COCTABJISIONIEH  cucTeMbl  3amuTbl  wHMOpMaruu. OpraHn3anuoHHas  JTOKYMEHTAIHS
CIYKWUT JIJIsT OIpeJeleHnsl JIUI, OTBETCTBEHHBIX 3a peau3alluio OU3HEeC-MpOIEeCcCOB B
obstacTu 00pabOTKM U 3AIMUTHl MHMOPMAIUN, HaJe/IeHIs] UX IpaBaMH U O0sI3aHHOCTAMU, a
TaKKe CJYKUT JIJIsi ONpeJIe/IeHns] TTOIX0A0B K PENIeHNI0 3a/iad, CBA3aHHBIX ¢ 00pabOTKOi
u 3samuroil wmHMopMmanuu. Hamnpumep, B opranmsanuum MOryT OBITH Ha3HAYEHBI JIAIIA,
OTBETCTBCHHbBIC 3a OpraHU3alllui0 W 3alllUTy II€ePpCOHaJIbHBIX MJaHHBIX M 3a MCIIOJIb30BaHUE
CpeJiCTB  Kpunrorpadudeckoir 3amuTbl UHAOOPMAIIUK, OINCAHBI IIPOIECChl  B3UMAaHUsI
coryacus cyObeKkTa Ha 00pabOTKY ero ImepcoHasIbHBIX JIAHHBIX W T. 1. K opranm3annoHHoit
JIOKYMEHTAIIUA OTHOCATCS TPUKA3bl O HA3HAYEHUU OTBETCTBEHHBIX JIMI[, O CO3/[aHUuU
CTPYKTYPHBIX  IOJpa3/ieseHuil, 3aHUMAIOIIMXCSI BOIpocaMu OOpabOTKM U 3aIlUThI
nHMOPMAINYT, a TaKyKe IOJIUTUKHU, TOJIOKEHUS U PErJIaMEHTBI, OIPEJIEIIONne MOPsiIOK
00paboTKN MHAPOPMAIINN U €€ 3aIUThI.

Bropasi WacTbh JOKyMeHTAJIbHOrO OOeCIedeHnsl KacaeTCsl BOIPOCOB HCIIOJIb30BAHUS
(sKCIUTyaTanuu) — CpeJCTB  3aluThl  MHGOpPMANUM W Has3blBaercd — paboueil  wim
9KCILTyaTaIllMOHHOW JOKyMeHTamueii. B 9Toit  JOKyMeHTallum COJepKaTcsad CBEJIEHUsT O
MOPSA/IKE YCTAHOBKU, HACTPOIKU, OOHOBJIEHUS, YIAJIeHI, OOC/TYKUBAHUS U PEMOHTA CPEJICTB
zanuThl nHOpMalnu. B cocTaB sSKCITyaTallMOHHON JTOKYMEHTAIIUN BXOJAT PYKOBOICTBA
AJIMIHICTPATOPA W TOJIb30BATEIS CPEJICTB 3aINThl WHMOPMAIINN, a TaKyKe HWHCTPYKIIUU 110
aIMIHICTPUPOBAHUIO U SKCILIyaTallu CPEJICTB 3aIlUThl HH(MOPMAIINN.

3.7. BHeqpeHue cucteMbl 3alUThl UH(OpMaIun

Ha ocnoBanny pa3spaboTaHHOTO ITPOEKTHOTO PEIEHN > Ha CHCTEMY 3aITHTH HHPOPMAIAN
1 TEXHUYECKOIO 3aJIlaHis Ha ee CO3JaHre IIPUOOPeTaloTCs CPeJICTBa 3alluThl NH(MOPMAIIIH,
[IOCJIe 9€ero OCYIIECTBIISIETCS UX BHEJIPEHHE, TO eCTh UX yCTAHOBKA U HACTPOWKA Ha cepBepax,
pa60‘H/IX MecTaXxX IIoJb30BaTesieil 1 Ha I'paHnaX BbIYUCJ/IMTE/IbHBIX ceTeit (B 3aBUCUMOCTHU OT
(DYHKIMOHATTLHOTO HA3HAYEHHUS ).

HaHpHMGp, Ha I'paHHUIIE BBIUUCJJINTEJILHOII ceTu yCTaHaBJIMBAIOTCA MEZKCETEBbIC IKPAHDbI,
CHUCTEMBI OOHApYKEeHWsl BTOp:KeHWil, Kpunrorpadgudeckue MLIO3bl. Ha cepBepbl u

2Q6paTuM BHEMAHTE, UTO, TTOCKOIBKY TeXHOJOTHH PA3BUBAIOTCS JOCTATOTHO OLICTPO, IIPOEKTHOE PelleHNe,
paspaboTtannoe 6osee 3-X JieT Ha3a], CKOPee BCEro, OKAXKETCs HeaKTyaJbHBIM BBUJY CHSTHUS C IPOU3BOJICTBA
YCTapEeBINIUX CPEJICTB 3amuThbl uHMOpMaiuu (& TakXkKe BHECEHUS H3MEHEHUIl B HOPMATHBHO-IIPABOBYIO
6a3y). IlosTomy co3zaBaTh cuCTeMy 3amUThl UHQMOPMAIMA, OCHOBBIBASCH HA TAKOM DpelleHun 6e3 ero
IIPEeJIBAPUTEIIHLHOIN aKTyaInu3alui, He IPeICTaB/IIeTC BO3MOXKHBIM.
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aBTOMaTU3MPOBAHHbIE pabovune MecTa yCTAHABJIMBAIOTCI CPEJCTBA aHTHUBUPYCHOM 3alllUTHI,
CPEJICTBA 3aIlUTBI OT HECAHKIIMOHUPOBAHHOT'O JIOCTYIA, CPEJICTBA KPUNTOrpadpuiecKoit
3aIUTHl UH(MOPMAIIUKA U JIPYTHE.

@akT YCTAHOBKH CPEJICTB 3allUThl WHQOPMAIMA MOYKET IOJTBEPKIATHCA aKTOM
YCTAHOBKH. B 3TOM akTe yKa3bIBalOTCs:

® TEXHUYECKUE CPEJICTBaA, Ha KOTOPbIE YCTaHABJ/JIMBAIOTCA CPpeACTBa 3alllUThI;
® JIepcYCHb yCTaHaBJ/IMBAa€MbIX CPEJACTB 3alllUTDhI;
® YyCTaHOBHUBIIIEEC UX JIAIO;

® KOHTAKTHBIE JIaHHBIE JIUIA, K KOTOPOMY MOXKHO OOpPATUTHCA B CJydae HapylIeHUs
pabOTOCIIOCOOHOCTH CPEJICTB  3alllUThl W TEXHUYIECKUX CPEJCTB, HAa KOTOPBIX OHHU
YCTaHOBJICHBI.

Pesysnbratom BHeJpeHUsi SABJIAETCS TOTOBadg K  IKCILUIyaTAIlUd CHCTEMA  3aIlATHI
nHMOPMAIIH.

3.8. O1eHka cooTBeTCTBUsS 00beKTa MHPOPMATUIAIUNT

[Tocsie Toro, kak cucrema 3almuThl HHAOPMAIUK BHEIpPEHa, HEOOXOIMMO IIPOBEPUTH
ee COOTBETCTBHE TEXHUYECKOMY 3aJIaHUI0O ¥ IPOEKTHON JIOKyMEHTaIlud, a TaK:Ke
yOeIUThbCs B TOM, UTO CHCTEMa 3alllUThl 00ECIeUNBAET HEHTPAJIU3AINI0 aKTYaJIbHBIX YIPO3
nHMOPMAITMOHHO 6€3011aCHOCTH.

Jlns pemreHust 9TUX 3aJa9 CIYXKAT STAll OMEHKW COOTBETCTBUS. DTOT STAIl MOYKET
ObITh BaMm 3HakoM 1o HasBaHumeM <«arTecTarndgs. /st obecrevuennst KadecTBa CO3/1aBaeMOii
CUCTEMBI 3alUThl HUH(MOPMAIWH, TPOEKTUPOBAHUE CHCTEMbI 3alllUThl, €€ BHEJPEHHe U
OIIEHKA COOTBETCTBUS JIOJIZKHBI IIPOBOJIUTHCA C COTPYIHUKAMU PA3JIUIHBIX T10JIpa3/IeICHUIA.
[Lnanupyercsi, 9TO B jJaJibHeiIeM Oy/eT yCTaHOBJIEHO HOpMaTHUBHOE TpeboBaHUE, COIJIACHO
KOTOPOMY OIIEHKa, COOTBETCTBUSA JIOJIZKHA OyJIeT NMPOBOJIUTHLCA CTOPOHHEN OpraHu3aiueil, He
NIPUHUMABIIEN yIaCTUs B TPOCKTUPOBAHUU U BHEJIPEHUU CHCTEMBI 3AIMUTHI HH(MPOPMAIIAH.

Arrecramust sBistercst pOpMOil oneHku coorBercTBus. Iloj arrecrarumeil moHuMmaercs
KOMILJIEKC ~ OPraHU3alllOHHO-TEXHUIECKUX  MEPOIPHUATHN,  MTOCPEJICTBOM  KOTOPOTO
ITOJITBEPK/IAeTCS  COOTBETCTBUE 00beKTa uHMOpMaTu3aiun TpebOBaHUSAM 110 3alluTe
nadopmarmu. OO0bekTamMu MHGOPMATU3AINK  SBJISIIOTCS  ABTOMATH3UPOBaHHBIE DPabOtIne
MecTa, HHOPMAIMOHHBIE CUCTEMbI, 8 TaKyKe ITOMEeIIeHHs.

B pamkax mporemaypbl aTTecTallid, Ha OCHOBAHMH pa3pabOTAHHBIX MIPOTPpAMMbI U
METO/INK, IPOBOISATCS ATTECTAIIMOHHBIE UCIIBITAHUS. PaccMOTPpUM MEeTO bl IIPOBEPOK, KOTOPbIE
IPUMEHSIIOTCS TIPU IPOBEIEHNH aTTECTAIMOHHBIX UCIBITAHUIL:

® SKCIIEPTHO-J0KYMEHTATBHbI MeTO/ (IIPE/IIoJaraeT MPOBEPKY HAMMYUSA ¥ UCIOTHEHUS
OPraHU3aIMOHHO-PACIIOPSIINTEIbHON W IKCILIYATAITMOHHON JIOKYMEHTAIlNH, & TaKkKe K
9TOMY METOJy MOYKHO OTHECTH HPOBEPKY COOTBETCTBUSA HACTPOUKHU CPEJCTB 3alllUThHI
nHGOPMAIIH TIPOEKTHOMY DEIIEHHO);

® aHaJInu3 YHSBI/IMOCTeﬁ (Hpe,ZLHOJIaFaeT HCIIOJIb30BaHuEe CIEIUaJIbLHOI'O KJlacCCa CpeldCcTB
3alll1ThI HHCbOpM&HHH — CpeJCTB aHaJIu3a 3allUIICHHOCTU B II€JIAX BbIABJICHUA
yHBBI/IMOCTefI B CUCTEMHOM U ITPUKJIQIHOM IIPOI'paMMHOM O6€CH€‘I€HI/II/I);
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® OCYIIECTBJIEHNUE IONBITOK HECAHKIIMOHUPOBAHHOIO JIOCTYIA B O0OXOJ[ CHCTEMBI 3alllUThI
uadopmanuy (MMUTAIMS JIEfCTBUI HAPYIIUTEIs HPU ero TMONbITKaX ATAKOBaTh
nHGOPMAIMOHHYIO CHCTEMY ).

Baxk#ro nonnMaTh pasindus MezK/Iy BTOPBIM U TPEThUM MeTomaMu. AHAIN3 YI3BUMOCTEH
[PEJIIIOJIAraeT, 9TO MbI MIIEM H3BECTHBIE YSI3BUMOCTHU (CepTH(MUIMPOBAHHBIMU) CPEJICTBAMI
aHaj3a 3allUIICHHOCTH. DTU CPEJCTBA HUCIHOJb3YIOT pPa3UYHble METOJbl aHAJIM3a s
oOHapyKeHUs HEeYCTAHOBJIEHHBIX OOHOBJIEHHMII 0OEe30MacHOCTH IMPOrPAMMHOIO O0ecIevYeHus,
HEIPABUILHO CKOH(UIYPUPOBAHHBLIX MPOI'PAMMHO-AIIAPATHBIX KOMILIEKCOB U HEBEPHO
HACTPOEHHOT'O MPOTPAMMHOTO OOeCledeHns, W BBIJAIOT CBeJleHnsT 00 OOHapyKEHHBIX
ys3eumocTsx. CpejicTBa  aHa/IM3a 3allUIIEHHOCTH (B OOIIEM cjlydae) He IIbITAIOTCsI
peayin30BaTh aTakKu ¥ HSKCIUIyaTUPOBATh YI3BUMOCTU. TakKe BaXKHO, 9UTO CPEJICTBA
aHa/n3a 3alUIEeHHOCTH B OTJINYME OT 4YeJOBeKa He aHaJu3UpyIoT KOHTeKcT. Hampuwmep,
nanka «llaposm» MoxKeT okazaTbcd umuM He 3amedennoii. Hapymumrens mpu arake Ha
nHGOPMAIMOHHYIO CHCTEMY, CKOpee BCero, He OyJeT HCIOJIb30BaTh (cepTudUIMPOBAHHBIE)
cpejicTBa aHaauM3a 3anmineHHocTn. OH TPUMEHUT TaK Ha3bIBAEMbIil, «XaKepCKHiiy
UHCTPpYMeHTapuii, gocTynubiit B cetu uTepHeT, OyJIeT MCIOJIB30BATH IKCILIOWTHI, TO €CTh
IporpaMMHOe O0ecIiedeHne, MO3BOJIAIONIEe SKCINIYATUPOBATH YSI3BUMOCTH W IPOHUKATH B
nHMOPMAIIMOHHYIO UHPPACTPYKTYpPy. Takum obpa3om, aHaIu3 yA3BUMOCTEH W UCHBITAHUS
CUCTEMBI 3alUTHl MHAMOPMAIMH IIyTEM OCYIIEeCTBJIEHUS TONBITOK HECAHKIIMOHIPOBAHHOTO
Jocryna (MM TeCTUPOBaHMe Ha MPOHUKHOBEHUE) MPEJICTABJSIIOT OOl CBA3AHHBIE, HO HE
B3anMMO3aMeHseMble METOJIbI UCITBITAHUIA.

[Io  pesyabraraM  aTTECTAIMOHHBIX  HUCHBITAHUN  OQOPMIISLIOTCS  ITPOTOKOJIBI
ATTECTAIIMOHHBIX UCTIbITAaHUN. B HUX (DUKCUPYIOTCST PE3Y/IbTATHI UCIBITAHWI (TeCTUPOBAHMUS )
YCTAHOBJIEHHBIX CPEJICTB 3aluThl nHpOpManuu. VcnubITanugd BKJIIOYAOT B cebsd TTPOBEPKY
HAJIMIHS CPEJICTB 3alUTHl HH(MOPMAIUHU, TPOBEPKY COOTBETCTBUS MapaMeTPOB UX YCTAHOBKHU
U HACTPOMKU MPOEKTHOW JOKYMEHTAIluU, WPOBEPKY KOPPEKTHOCTU pabOThl CPEJICTB
3aIUThl MHMOPMAIIUA U JPYTUe BUJILI POBEPOK, OMUCAHHLIX B IIPOrPAMME U METOIUKaX
ATTECTAIIMOHHBIX UCITBITAHUI.

[Toce odopmaeHusT TPOTOKOJIOB ATTECTAIMOHHBIX MCIBITAHUI TOTOBUTCA 3aK/IIOYUECHUE
0 cooTBeTcTBUN O0OBbeKTa MHMpOpMaTu3anu TpedboBaHUAM 10 3amure uHOpMalun. B
BaKJIIOYEHUN TPUBOJATCA BBIBOJLI O IOJIOKUTEJIHHOM WA OTPUIATESILHOM Pe3yJIbTraTe
KazKJIOrO [TPOBEJIEHHOTO MCIIBITAHS, U JeIaeTCst OOIIIi BBIBOI (3aK/IIOUEHUE) O COOTBETCTBUN
(mm HecooTBeTCTBUHU) O00bEKTa HHMOPMATH3AINK 3asiBICHHOMY KJACCY 3alllUuThl. Ecim
3aKJIIOUeHHe OTpUIaTeabHoe (00beKT WH(GOpPMATH3AINN HE COOTBETCTBYET 3asBJICHHOMY
KJIACCY ), TO BJIAJIEJIbILY WK ONepaTopy 0ObeKTa MH(MOPMATH3AINN JAI0TCs PEKOMEH AT 110
[IpUBeJIEHNI0 O0beKTa B cooTBeTcTBUE. [l0oCIe BhIToTHEHST pEKOMEH IaIiil aTTecTanus MOKeT
ObITh 1poBejieHa MOBTOPHO. [lpu mosioxkuTebHOM 3ak/oueHnn (00beKT HH(MOPMATA3AINN
COOTBETCTBYET 3asiBJICHHOMY KJIACCY, BCE UCIIBITAHUS TIPOMJICHBI YCIIEITHO ) BBIIAETCS ATTeCTAT
COOTBETCTBUS.

B arrecrare ykasbiBaercs, KAKOMY KJIaccy (WM YPOBHIO) 3alllUIEHHOCTH COOTBETCTBYET
00bekT mHpoOpMaTu3anuu. PaHee B arTecraTe COOTBETCTBHA TaKKe YKa3bIBAJICT IEPHOJ
BPEMEHH, B TedeHue KOTOporo JefictByer artectar. [locie wucredenusi sToro mnepuoja
BPEMEHH HEOOXOUMO ObLIO IIAHUPOBATH MEpPOIPHUSATUsSI 10 IIOBTOPHOI aTTeCcTaIluH,
HO TOoC/IeiHNe u3MeHeHusT HOPMATUBHBIX JOKyMeHTOB PCTIK Poccum npurnunmaibHO
U3MEHU U cuTyaruio. Ha TeKymmit MOMEHT aTTecTaT COOTBETCTBUS BbIIAETC Ha BECH ITEPHO/T
SKCILTyaTalun o0beKTa uHopMaTuzanuu. Takum obpa3om, MHGOPMAIMOHHAS CHCTEMa
JIOJIPKHA TTPOXOJIUTD MPOIIE/LYPY aTTeCTalluu OJHOKPATHO MPU €€ CO3/IAHNH.
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Odenb 9acTO MPEACTABIISIETCsI, YTO aTTECTAT COOTBETCTBHUSI ABJSETCS ajb(oil U OMeroi
obecrieyenns mHMOPMAaIIMOHHON Oe3oracHOCTH. Takoil B3IV He siBsieTcd BepHbIM. Bo-
IIEPBBIX, aTTeCTaT COOTBETCTBUSI — 3TO JOKYMEHT, KOTOPBIH MOATBEPXKIAET, UTO Ha
MOMEHT ITPOBEJICHUS aTTECTAIMOHHBIX UCIBITAHUNE ODECIeUNBAETCs OIPEJIC/ICHHBII YPOBEHb
BAIUINEHHOCTH 00beKTa nHpopMaTu3aiuu. JI1oboe cylecTBeHHOEe COOBITHE MOYKET U3MEHUTH
o1y curyanuio. Hampumep, mepes mporeaypoil arrectamun Ha 00bekTe HHMOOPMATU3AIIN
OBLIM yCTpPaHEHBI BCE W3BECTHBIE HA TOT MOMEHT ya3BUMOCTH. CIIyCTsl CYTKHA MOXKET
MOSIBUTHCSI HOBasl ysA3BUMOCTH, HaIpuUMep, s oreparumonnoii cucrembl Windows, u
00beKT MH(pOPMATH3AINKI, KOTOPBI Mbl OyKBaJbHO BU€pa CUUTAIN 3aIUICHHBIM, CETrOIHS
CTAHOBUTCS HE3AIUINEHHBIM. BO-BTOPBIX, IMOCKOJIBKY aTTECTaT COOTBETCTBUS Ha TEKYIIHil
MOMEHT BBIIAETCsI (PaKTUIECKH OECCpPOYHO, TO SICHO, UTO IOJyYeHHe aTTecTtara — 3TO
OJIHOKPATHAasT KPATKOCPOYHAsI WM CPEIHECPOUHas Ieshb. JloJIrocpotHoil 1ebio JTOJIZKHO
SIBJIATHCS TTOJJIepyKaHNe JOCTUTHYTOIO YPOBHS 3AIUIEHHOCTH U O0ecleveHne exKeIacHOTO
COOTBETCTBUA 00beKTa MH(pOpMATH3aIINT TPeOOBAHUAM 110 NHMOPMAIIMOHHO! 0€30aCHOCTH.
CoOTBETCTBEHHO AaKIIEHT IPU obecredeHnrn WHMOPMAIMOHHONW 0e30IMacHOCTH  JIOJIZKEH
JleslaThCsd He Ha IOJYyYeHUH aTTecTara COOTBETCTBHUs, a Ha HEIPEPBIBHOM O0ECIeYeHUN
3aJIAHHOTO yPOBHS MH(MOPMAIMOHHOM OE301IaCHOCTH.

Ob6paTuM BHEMAHHUE, 9TO B OOIEM CjIydae /s HH(MOPMAIMOHHBIX CUCTEM IT€PCOHAIBHBIX
JIAaHHBIX TPOBEJIEHNe TIPOIEIyPhl arTecTaruu He Tpebyerca. OaHAKO abTePHATHBHBIX
HPOIEYP, TOATBEPXKIAIONINX COOTBETCTBAE WH(MOPMAIMOHHBIX CHCTEM I1€PCOHABHBIX
JIAHHBIX TPEeOOBAHHUSAM II0 3allUTe WHMOPMAIUN, 10 HACTOSIIEr0 MOMEHTa HE IPEJJIOKEHO.
[TosToMy OOBIYHO TIpK TPOBEAEHNH PAOOT IO 3AIMUTE TEPCOHATBHBIX JAHHBIX 3aBEPIIAOIIIM
STAIIOM TaKKe sIBJIAETCS aTTecTanns HHMOPMAIMOHHO cucTeMbl (IIepCOHATBHBIX JAHHBIX ).

3.9. DKkcrryaranus

[Tocie Toro, kak cucremMa 3alUThl UHQMOPMAIMKA MPOILIA IIPOIEAYPY OIEHKU
COOTBETCTBHUsI (ATTECTAIlNN), HAYMHAETCS [EepUOJ €€ SKCIUIyaTallid, B paMKaX KOTOPOIO
mpeJinosiaraeTcs OOHOBJIEHHE CPEJICTB 3aIlUThl WHMOpPMAINN, YTOYHEHHEe WX HACTPOEK, a
TaK»Ke BBIBOJ U3 SKCIUIyaTAIlNH B CIIydae BBIXO/A U3 CTPOs WU IMOTEPU XapPaKTEPUCTHK.

Barkmnoit xapakTepuCTUKOI CpeJICTBa 3allUThl HUHMOPMAIMYN SABJIAETCA HaJUdIue Y
wero ceprucdukaro coorBercTBusgs PCTIK Poccun u PCB Poccum. Dty moKyMeHTHI
(mOITBEPKIAIONTE, YTO  MPOrPAMMHO-AIIIAPATHBIE  KOMILIEKCHl WM HPOIDAMMHOE
obecriedenne JEHCTBUTEIBHO ABJISIIOTCS CPEICTBAME 3aIlUThl HHMOPMAINT 1 00eCIIeINBAIOT
OIPEJIeJIEHHBI  YPOBeHb HMH(MDOPMAIMOHHON 0e301MaCHOCTH)  SIBJISIFOTCS  CDOYHBIMU U B
TedeHue ONpee/IeHHOIO IepUojia BPEMEHN paHee CepTHMUIINPOBAHHBIE CPEJICTBA 3alUThHI
nH(MOPMAIINE MOIYT JIMIIUTLCS 3TOro craryca (morepsitb ceprudukar). [locie Toro,
KaK CPEJICTBO 3aIlUThl MH(MOPMAIUI TEPECTATIO ObITH CEPTUMUITUPOBAHHBIM, € OOJIBINOL
BEPOSATHOCTBIO €ro JaJibHeflInast SKCIUTyaTalus B COCTaBe CHCTEMBI 3alluThl MHMOpPMAIUN
OKazKeTcsl HeBO3MOXKHOI.

3.10. JIunieH3upoBaHUeE

N3 nepevnciieHHBIX BUJIOB JEATETBHOCTH IOJJIEKAT 00sg3aTeTbHOMY JINIIEH3UPOBAHUIO:
MMPOEKTUPOBAHNE CHCTEM 3alluThl WHMOPMAINU, BHEJIPEHUE CUCTEM 3aIllUThl NH(MOPMAIIIH,
arTecranys O0OBEKTOB WH(MOPMATH3AINNA, & TaKKe IO/JIePKAHNE CHCTEMbl 3all[UThI
nHMOPMAITIT B PAOOTOCIIOCOOHOM COCTOSTHUM.
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Ecim B cocraBe cucrembl 3amuThl  HHQMOPMAIMH HE HUCIOJL3YIOTCSA  CPEICTBA
KpunTorpaduIecKoi 3aIuThl HHGOPMAIIN, TO IS OCYIIECTBICHHSI IePEeINCIeHHBIX BUI0B
JIeSITeJIbHOCTH HEeOOXOJIMMO TPUBJIEKATH OpraHu3aimio, obsiamarorntyo jurensueit PCTOK
Poccun Ha nesarelbHOCTH 10 TEXHMYECKON 3aluTe KOHMUIeHInabHOW nHpopMamun. [Ipu
HCIIOJIb30BAaHUNM B COCTaBE CHCTEMBI 3aIllUThl WHMOPMAIMH CPEJICTB KPHUITOrpaduIecKoit
3aIlUTBI, JIJIg OCYIIECTBJCHUS IIEPEUNCICHHBIX BUJIOB JIESTeJIbHOCTH (32 MCKJII0YeHIEeM
aTTecTalun) HeoOXOJAMMO IPUBJEKATh opraHmsarmio, nmemonryio Juinensunio PCB Poccun
Ha BHUJBI JIeATEIbHOCTH, CBSI3aHHBIE C IPUMEHEHUEM CPEICTB KPUITOIPAMUIECKON 3aIINThI
nHMOpPMAaIIN.

3.11. Bompocsl u 3aJiaHud

3.1. Pacrnosio:kure B NPaBUJIBLHOM IOPSIKE 3Talbl paboT M0 oDecredeHuio 0e301acHOCTH
nadopmanuu. 1) Otuenka coorBercTBusi 00bekTa uHpOpMarusanuu. 2) BeisBieHue u
anasn3 uHGOPMAIMOHHBIX akTUBOB. 3) IIpoekTupoBanue (paspaboTKa) CHCTEMBI 3allUThI
nrdopmainu. 4) Popmuposanue TpeboBanuii K 3amure nHdopmarnuu. 5) Baeaperne cucrembl
sanuThl HHGoOpManun. 6) DKCIIIyaTaryst CUCTEMbI 3aITUTHl HHMOPMAIIHH.

3.2. [lycTb He obe3MYeHHbBIE MTEPCOHATbHDBIE JAHHBIE O COCTOSHUM 3J0POBbs BCEX I'DaK/IAH
dApocnasckoit obsiactu  0OpabaThIBAIOTCH B WHMOPMAIMOHHON CHUCTEMe, JIjisi KOTOPOi
AKTYaJIbHBI yI'PO3bI, CBA3AaHHBIE C SKCILIyaTallleil ysS3BUMOCTeHl B IMPUKIAIHOM, HO He
B CHCTEMHOM TIporpamMMmHOM obecriedennn. Kakoii ypoBeHb BaIUIEHHOCTH JIOJ2KEH ObITh
YCTAHOBJICH JIJIST TAKUX TIEPCOHAIBHBIX JTAHHBIX !

3.3. Ilyctp mHe o0e3uyueHHble IepCOHAJBHBIE JIAHHBIE, B TOM 4ucje dororpadun,
corpynuukoB #ebosbmoro (10 10 000 corpyHUKOB) Tpeanpusarus oOpabaThIBAIOTCS B
cucTeMe KOHTPOJIA U YIIPABJICHUS JTOCTYIIOM, JIJIsi KOTOPO aKTyaJIbHbI YI'PO3bI, HE CBA3aHHbIE
¢ IKCILIyaTallnell ys3BUMOCTEH B IPHUKJIAIHOM M CHUCTEMHOM IIPOTPAMMHOM OOECIICUCHHH.
Kakoit ypoBeHb 3aIUIEHHOCTH JIOJI?KEH OBITH YCTAHOBJIEH JIJIsi TAKUX [ME€PCOHAIBHBIX
JTAHHBIX?

3.4. Buemnmnue HAPYIIATEN PEATUIYIOT YI'DPO3bL:

1. VI3 BHemHHUX ceTeil CBA3K OOIIMEro I0IbL30BAHUI.

[\]

. HGHOCpeﬂCTBeHHO B I/IH(bOpMaHI/IOHHbIX cucreMax.

3. U3 cereit MexKTyHAPOIHOTO UH(MOPMAIIMOHHOTO OOMEHa.

>~

. Haxopsgch B npejiesiax KOHTPOJMPYEMO 30HbI.

3.5. IIpuBeuTe mpuMepbl BHENTHUX U BHYTPEHHUX HAPYIITUTEICH.

3.6. Kakue yrpossl sBisiorcs o0beKTuBHbIM? [IpuBeuTe mpumepsr.

3.7. Ilepeunciure BO3MOXKHBIE CIIOCOOBI PEAJTU3AINH YIPO3bI YTEIKU HHPOPMAIINH.

3.8. Ilepeunciiere BOZMOXKHBIE CIIOCOOBI PEATH3AINN YI'PO3 HECAHKITHOHUPOBAHHOI'O JIOCTYIIA.

3.9. Kakue cpejcTtBa 3amuThl wHGOPMAIUU OOBIMHO NPUMEHSIOTCA JIjIg  ODecredeHus
6e3onacHocTu wHMOpMaImn, oopadbaTbiBaeMOil Ha aBTOHOMHBIX KOMIIBIOTEPAX !
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3.10. Kakwme cpeacTtBa 3amuTbl WHOOPMAIUKA  TO3BOJISIOT 00ECIednTh O€3011acHOCTD
nHMOPMAITNH, TIePeIaBAEMON 1T0 KaHaJIaM CBA3H, BBLIXOJSIIINM 34 IIPeIe/ bl KOHTPOJIUPYEMOit
30HBI!

3.11. Kaxoii Bu cpeicTB 3aliuThbl HHAOPMAIIUKA 1T03BOJIZET KOHTPOJUPOBATH pa3/IMIHbIE
KaHaJbl Iepejadn WHQMOPMAIUN: SJeKTPOHHYIO IIOUTY, MECeHJZKephbl, CheMHbIe HOCHTE N
nHdopmarm’?

3.12. JlaiiTe ompeseeHne MOHATUIO «aTTeCTalnd 00beKTa HHPOPMATU3AIIUN .

3.13. Kakoit 10KyMeHT jaeT mpaBo oOpaboTKu WHGMOPMAIUA ¢ YKa3aHHBIM B HEM YPOBHEM
KOH(UIEHITHATIBLHOCTH !

3.14. YkaxkuTe CpOK JefiCTBUs aTTecTara COOTBETCTBUS WH(MOPMAIMOHHON CHCTEMbBI, B
KOTOpOi1 obOpabarbiBaeTcs KOHMUIEHInAIbHAs WHMOPMaIus, B CjIydae, €Cau B XOJe ee
SKCILTyaTallud B Hee He BHOCATCS CYIECTBEHHbIE N3MEHEHNUS.

3.15. TecTtupoBanue Ha MPOHUKHOBEHHNE — 3TO CKOPee:

1. Ananu3z ysg3pumocteit nHGOPMAIMOHHON CUCTEMBI.

2. HcrnplTanust  CUCTEMBI 3alllThI I/IHCbOpMaHI/II/I IIyTeM OCYIIECTBJIEHUA  IIOIIBITOK
HECaHKIIMOHUPOBaHHOI'O JTOCTYIIa (BOS,ZLefICTBHH) K I/IH(bOpMaHI/IOHHOﬁ CucTemMe.

3. Bce niepeunciiennoe.
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4. ApxureKTypa KOMObIOTEpa

Onpenenenne 4.1. Iugposoii romnwvlomep — 2mo IAEKMPOHHOE YCMPOTCMEBO,
cnocobroe pewamsv onpedeserHbie 3a0a4U, UCTMOAHAA OGHHYIO eMly NOCACIO8AMENLHOCTIL
Komand (uncmpyryud). Onucanue nocaedo8amesbHOCY KOMGHO, UCTLOAHEHUE KOMOPHLT
nPUBoJUM K peueruro onpedesertots 3a0ayu, Ha3vi6aemcs NPo2PaMMOT.

CoBpeMeHHbI 1TUGPOBOIT KOMIIBIOTED OOBIMHO BKJIIOYAET B €eOsI CJIEIYIONNE OCHOBHbBIE
9JIEMEHTHI:

® IEHTPAJBHBII TpoIeccop (UM MPOIECCOPHI);
e OCHOBHYIO (OIIEPATHBHYIO) AMSITH;
® BCIIOMOTraTeIbHYIO TAMATD;

e yCTpOICTBa BBOJIA-BBIBOJIA (KJIABUATYPY, MBIIb, IIPUHTED, BeO-KaMepy U JIpyTue).

OTH JIEMEHTB O0BLEJUHSIOTCS € HOMOIIBIO «IMHHBI» (€IMHON0 KOMMYHUKAIHOHHOTO
npocTpancTBa (Habopa IIPOBOJHUKOB) JIs MEPEIadn YIPABIISIONNX CHIHAJOB, aJpECOB U
JIAHHBIX ).

B 9roif Teme MBI KpaTKO O3HAKOMUMCS C TPHHIMIAMEH PabOThl KayKJIO0rO OCHOBHOTO
9JICMCHTA.

4.1. IIpomeccopsbt

Ha pucynke 3 mokazana cTpyKTypa IepcOHaAIHLHOTO KOMITBIOTEPA C MTMHHOM Opranu3alueii.

OcHoBHan
namsaTb bnok ynpasneHus
ApudmeTmnko-
| *ecTKMit AnCK | IOTVHECKOE
| YCTPOICTBO
__Knasuatypa | Bnok onepauni ¢
| MbIlb | naasaoLein 3anATomn
| MpuHtep |
|
| MukpodoH | _ Perucrpesl
| Beb-kamepa |
YcTpoincTtsa
BBOJA-BbIBOAA lWnHa | entpanbHbiit npoueccop
Puc. 3. Cxema kommbioTepa
Onpenenenue 4.2. IlenmpaavbHuiti NPoOUEccop — Mo 0CHOBHOE BHIMUCAUMEALHOE

ycmpoﬁcmeo, 2A06HAA COCMABAANOULAA HYACITD KOMNDBIOMEPR, €20 <«MO32». FE20 ocnosnoti
3adaveti ABAACMNCA UCTLONHEHUE MAUUUHHDLT uncmpy%uuﬂ UAU KOMAHO.
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HenTpasbHbBI TIPOIECCOD CIIOCOOEH HUCIOJIHATH TOJIBKO HEDOJIBINOH HabOp MPOCTHIX
koMaHI. TakuMu KOMaHIaMI MOTYT SABJISITbCSI, HAIIPUMED, CJI0YKEHUE JIBYX THCEJ, CPDABHEHNE
JIBYX dHCeJ, 9TeHNe JAHHBIX W3 TMaMsTH WU 3aliCh B MAMATh Pe3yJibTaTa BBIYUCICHUI.
Komanipl, HENocpeICTBEHHO UCTIOJIHIEMBIE allllapaTHBIM OOecIiedeHrneM KOMITbIOTepa, MOYKHO
paccMaTpuUBaTh KaK CJIOBA, KOTOPbIE B COBOKYIIHOCTH (DOPMUDPYIOT $3bIK, HA3bIBAE€MBbIil
MaITMHHBIM.

Ucnioninenne KOMaHJIbI COCTOMT W3 TPEX OCHOBHBIX IIIAroB: CHadYaja IPOIECCOD
BBI3BIBAET KOMAHJy W3 IAMSITH, 3aTeM OIpeJeser ee TUIl (JeKOIUpyeT), MOocae Uero
[POU3BOUT COOTBETCTBYIONLYIO olleparuio (Jeiicreue). 3a mepBble JiBa Iara oTBedaeT OJIOK
YIPaBJIEHUsT MPOIECCOPa, & 3a TPEThbI0 — apu(MeTUKO-JOIMYecKoe YCTPOHCTBO (Janee —
AJLY), Bomonustomniee apudmerndeckue (HAIPUMED, CJIOXKEHUE, BHIUUTAHNE, YMHOXKEHUE) 1
norudeckue (Hanpumep, «U», «JIU», «Orpuranues) omepanuu HaJ| «I€JIBIMI» YUC/IAMH,
wim 670K omeparuii ¢ trasatoreit 3amstoit (BOII3), BeimonHstomuii apudnmeTnaeckne
olepaIyn HaJl «BelleCTBeHHbIMI» dncaamu. OnucanHas MOC/IeI0BATEIbHOCTD MAroB (BbI30B
— JIEKOJIMPOBAHUE — UCIIOJHEHUE) OJIMHAKOBA, JIJIsl BCEX KOMIIBIOTEPOB.

Kpome 6sioka ymupasienusi, AJIY u BOII3, B cocraB mporeccopa BXOIUT camast
ObicTpasi B KOMIIBIOTEPE IAMsITh, COCTOsIIAs U3 HECKOJbKUX PEerucrpoB (OJIOKOB svueek
[aMsITH) oIpeJieJieHHoro pasmepa (o6erauo 8, 16, 32 mim 64 6ura). PermcTpbl HEOOXOIMMBI
IIPOTIECCOPY JJIs XpPAHEeHUs] HEeIOCPEeICTBEHHO WCIOJJHAEMBIX UM B JIAHHBIIT MOMEHT KOMaH]
n o0pabarThiBaeMbIX JaHHBIX. Kpome permcTpoB Ha MHKPOCXEMe IIPOIEeCcopa MOYKeT
pPa3MemaTbCs KIII-IaMsTh, B CUJIy OJIM30CTU K IIPOIECCOPY 3Ta MaMSATh sIBJI€TCS BTOPOI 110
opicTposeiicTBrIO. K coKaJleHnIo, IOCKOJIBbKY MHKDPOCXEMa IIPOIEccopa JOCTATOYHO MaJla, a
Ha Hell HeoOXO0/IMMO Pa3MeCTUTh MHOYKECTBO 3JIEMEHTOB, KIII-IIAMATD ABJIACTCA TAKXKe OUYeHb
JOPOTOM.

4.1.1. UnTepuperarus

YewM mporrie sI3bIK, TeM MPOIe pa3padoTaTh MPOIECCOP, CIIOCOOHBIN UCIIOIHITH KOMAHIbI
9TOTO sI3bIKA, HO TeM TpyJjHee MPOIPAMMECTY MHCATH HA HEM [POrPaMMBbI ([IOCKOJIBKY
OH OI'DaHWYEH BO3MOYKHOCTSIMU sI3bIKa). MBI yrKe 3HaeM, YTO IEHTPAJIBHBINA TPOIECCOp
paboraer 10 ompejesieHHOMY ajroputmy. (CJie/IoBaTEIbHO, MOXKHO HAIMCATH MPOTPAMMY
(MMETHPYIOILYI0 PabOTy IEHTPAJIBHOIO MPOIECCopa), KOTOPasi MOXKeT HCIOJHSATH JPYTHe
nporpamMMbl. Takas mporpaMma HasbIBaeTCs WHTEpIpeTaTopoM. IIporpamMMbl, ncmo/HsIeMbIe
IIPOTIECCOPOM, MOTYT OBITH HCIIOJIHEHBI HHTEPIPETATOPOM U HA0OOPOT, IMO3TOMY MOXKHO
FOBOPHUTH 00 UX SKBUBAJIEHTHOCTH.

Taxum obpazom, mpu pa3zpabOTKe KOMIBIOTEPOB MOXKHO WJITH IO JIBYM IPUHITUIIAAILHO
Pa3HbIM IIYTAM. Hpe,ZLHO.HO}KI/IM, 9TO MbI BbI6pa.ﬂI/I MAaIIIUHHBIN 93bIK JJ1g HOBOI'O KOMIIbIOTEPA.
Torna wa cieayromeM 3Tale HEOOXOIUMO BbIOpaTh: OyjaeM Jim MbI  pa3padaTbiBaTh
dusngeckuii mporeccop, HEMOCPECTBEHHO BBIMOJHAIONINNA KOMAHIbI HAIIEro MAITUHHOTO
SI3bIKA, WJIM MbI pa3paboTaeM IIpOrpaMMy-HHTEPIPeTaTop (st TporpaMM, HAUCAHHBIX Ha
HAIlleM MAIMHHOM sI3bIKe) M (PU3UIECKUN IIPOIECCOP JIJI BBIMOJHEHUs STOH MPOrpaMMbl-
unrepnperaropa. I[lo cyTu, uHTEpHperaTop OCYIIECTBISIET <«IEPEBO» C BBIOPAHHOTO
MAIIMHHOIO si3bIKa Ha GoJiee MPOCTOii (37eMeHTapHBI) A3bIK Tporieccopa. CiieoBaTesbHO,
IIPOTIECCOP, TPeTHAZHATEHHBIH JIJTsT UCIIOJTHEHN MHTEPIIPETATOPa, MOYKET OBITH CYIIECTBEHHO
IIPOIIE, YeM IIPOIECCOP, MpeTHA3HAMEHHBIH /I MCIIOJIHEHHS IIPOTPAMM Ha, MaIllUHHOM sI3bIKE
6e3 IpeIBapUTE/IbHON HHTEPIIPETAIINN.

OcHOBHOE TIPEUMYIIECTBO UHTEPIIPETAIINH COCTOUT B TOM, UTO Pas3spabOTKy CJIOXKHOTO
aImapaTHoro o0ecledeHns MOXKHO 3aMEHUTb pa3pabOTKOW  CIOXKHOTO ITPOrPAMMHOTO
obecrievennsi. KommpoBaHue ke MOCIeIHer0 HaMHOTO IMIPOITe, IeM IepBOro.
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B konme 50-x romos 20-ro Beka kommanus IBM crasa mepBoii kommnanueit, KoTopas
C TIOMOIBIO WHTEPIIpEeTAlnd 00eCIevunia COBMECTUMOCTb CBOUX KOMITBIOTEPOB M3 Pa3HbIX
mHeeK (yCJIOBHO GOJIBINOM, cpejiHell ¥ HU3KON mpousBojuTesbHocTr). Jlo 9TOro MomenTa
arraparHoe obecriedenre 60see TPOU3BOIUTETBHON JIMHEWKH MOTJIO TIO/JIEPYKUBATH KOMaH/IbI,
KOTOpPBIE OTCYTCTBOBAJIN B MAIIUHHBIX S3bIKAX KOMIIBIOTEPOB JIDYTUX JIMHEEK, W IIO3TOMY
HEKOTOPBIE IIPOrpaMMbl HE MOIVIM HA HUX HUCHOJHATHCA. VIMeHHO st oOo3HaveHus: Takoit
COBMECTHMOCTHU OBIJT BBEJIEH TEPMUH <«apXUTEKTypar. B pamkax OJHOI apXUTEKTypPbI
MOXKET CYIIEeCTBOBaTH MHOXKECTBO PAa3JIMIHBIX KOMIILIOTEPOB, OTJIMYAIOMIUXCA 110 IIEHE,
[IPOM3BO/IUTEHLHOCTH U JIDYTUM HTapaMeTpaM, HO BCe OHU JOJIZKHBI 00eCIeYnBaTh UCIOJTHEHNE
OJINHAKOBBIX ITPOI'PAMM.

B 70-x rogax 20-ro BeKa MpaKTU4YeCKU BCe KOMIBIOTEPHI UCIIOIb30BAIN UHTEPIPETAITIIO.
Nurepriperaropbl O3BOJIMIN pa3pabOTUYNKaM SKCIIEPUMEHTHPOBATH U CO3JIaBATh Bce OoJjiee
CJIOXKHBIE KOMaHJbI (He BHOCS W3MEHEeHHs B ammaparHoe obeciedenue). I, Kak dacto
OBbIBaeT, CKOPO 3TOT IPOIECC CTaJ CAMOIOJIEPXKUBAIONINMCS, TO €CTh CO3J/[aHue Habdopa
CJIOYKHBIX KOMAH/I CTaJIO0 IPEJICTABIISITH CAMOCTOSTE/ILHBIN MHTEPEC, He BCET/Ia MTPUHOCIIIIIT
oJib3y pa3paboTKe KOMIbIoTepa B IejaoM. Kpome Toro, cama mapajurmMa <«eIMHOI
ApXUTEKTYPbl» TpEJIoarajga pa3padoTKy €JInHOro Habopa KOMAHJ JJIsd PA3JIMIHBIX 110
[IPOU3BOUTEILHOCTH KOMITBIOTEPOB, a 3HAYHT, YCJIOXKHEHUEe Habopa KOMAaH] ITPOMCXOJINIIO
KaK JIJIsI BBICOKOITPOU3BO/IUTE/ILHBIX, TAK U IS MAJIOTIPOU3BOIUTEIHLHBIX KOMITHIOTEPOB. DTO
IpuBeJIo K ToMy, 4TO B 80-X rojlax CO3/IaJINCh YCJIOBUs, OJIATONPUSTHBIE I Pa3padoTKu
HOBBIX IIPOIIECCOPOB 6€3 MHTEPIIPETAIIUN.

4.1.2. Cucremnbr RISC u CISC

B nmagane — cepemune 80-x rogos 20-ro Beka B yHuBepcurerax bepkiu u Crendopie
ObLII pa3paboTaHbl HE MIPEJIIOIATAIONINe HHTEPIPETAIIUN TPOIIECCOPBI, 1T032KE PA3BUBIITHECS
B mmmpoko wm3BecTHble TpoaykTel SPARC um MIPS coorBerctBenno. [lis oboznavdenus
IIPOIECCOPOB HOBOI apXUTEKTYpPhl B yHUBepcHUTeTe BepKin ObLT BBEJIEH TEPMUH «KOMITHIOTED
¢ cokpaieHubiM Habopom kKoMmamj» (Reduced Instruction Set Computer, RISC). Dror
TEPMUH HECKOJILKO MCKAYKaeT OCHOBHOI CMBICTT (XOTSI HA TOT MOMEHT BPEMEHU IHCIO KOMAHT
B RISC-komibrorepe jeficTBUTEILHO ObLIO HE BEJIMKO), CKOpee MPaBUJIbLHO TOBOPUTH O
«KOMITBIOTEPE C YIIPOIIEHHBIM HAOOPOM KOMAaHI» WM O «KOMIIBIOTEPE ¢ HADOPOM IIPOCTHIX
n ObicTpbix KoMaHI». AnTaronmcrom RISC-kommbiorepa BbicTyman CISC-kommbiorep —
«KOMIIbIOTED ¢ ToJIHBIM Habopom kKomawiy (Complex Instruction Set Computer), To ectsb
CKOpee «KOMIIbIOTEp ¢ HabOPOM CJI0KHBIX KoMaH1». [Ipumepom CISC-koMmIibioTepa siBJIsIeTCS,
nanpumep, Intel Pentium u ero anasorn.

[Ipu pa3paboTke HOBBIX IIPOIECCOPOB TIJIABHON 3ajiadeil ObLIO JOOUTHCA JIydIIEero
OBICTPOJICHCTBHS, TIPU STOM COBMECTHUMOCTBIO C YK€ CYIIECTBOBABIIMMU HA TOT MOMEHT
mporieccopaMu ObLIO MoXKepTBOoBaHO. [lepBoHavyabHO B MammHEbIH 931K RISC-1rporieccopon
BKJIIOYAJINCH OBICTPBIE KOMAH/IbI, TO €CTh KOMAaH/Ibl, KOTOPbIe€ OBICTPO UCIOJIHAIOTCT. OTHAKO
1101 TIPOU3BO/IUTEILHOCTHIO KOMIIbIOTEPA (DAKTUUIECKH TTOHUMAETCS HE IUCJI0 UCIIOJTHEHHBIX B
eIMHUITY BpeMeHN (HAIpPUMep, B CEKYH/IY) KOMaH/, & 9UCI0 KOMaH]|, KOTOPBIE 3aIlyCKaIOTCsI
B eJUHUILy BpPEMEHW, II09TOMY BIIOCIEJACTBAN B MammuHHbIN s3bik  RISC-mporeccopon
dopmMupoBasics U3 OBICTPO 3AITYCKAEMBIX KOMAH/I.

[Iporusopeuns mex iy RISC u CISC nporeccopamu ObL1n 11peojiosienbl Kommnanueii Intel.
Hauunas ¢ 1989 roga (u 486 mporieccopa), KOMaH/Ibl MAIIUTHHOTO SI3bIKA MPOIECCOPOB ITOI
KOMIIAHUH pa3JiesieHbl Ha JBa Tuna. CaMble MpocThie KOMAHIbI (IePBOIO THIIA) UCIOTHSIOTCS
HeocpeIcTBeHHO mporieccopoM, ananorndno RISC, a Gosee ciioKHbIE KOMAaHJbI (BTOPOTO
THUIIA) WHTepIpeTupytorcs u obpabareiBatorcst, Tak ke Kak B CISC. ITockosbky mpocTbie
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KOMaHIbl BCTPE€YalOTCA CYIIECTBEHHO Yalle, YeM CJIO2KHbIE€, TO IIPDOU3BO/UTE/ILHOCTL IIPpU
TaKOM IIOJXOJe He CUJILHO HHXKe, YeM Ipou3ojaurTe/bHocTh RISC-mporeccopos, npu 3Tom
TaKO# TIOJIXOJ I03BOJIsieT obecrednTh coBMecTuMocTh ¢ CISC-mporeccopamu, a Tak:ke
[TO3BOJISIET MCIIOJIB30BATh CYINECTBYIOIIee MporpaMMHOe obecriederre 0e3 BHECEHHT B HETO
U3MEHEHN.

4.1.3. Kak MO>XXHO caeJjiaTh mpoiieccop 6oJiee IIpou3BOAUTEIbHBIM !

CaMbIit TIPOCTON TIOJXOJ COCTOUT B YBEJIMYCHUM TAKTOBOW YaCTOTHI IIPOIECCOPA.
Hedopmaibiao mporeccop MOXKHO CYATATh MUMPOBLIM YCTPOKCTBOM, COCTOSHHE KOTOPOIO
U3MEHSIETCS B JIMCKPETHBIE MOMEHTBI BPEMEHU — TaKThl. UeM BBIIIe TaKTOBas YacTOTa
mmporeccopa, TeM dalle B eJIUWHHUILy BPEMEHH MOXKeT H3MEHATHCS COCTOSHEE IIPOIEeccopa
U TeM OBbICTpee OH MOYKET BBINOJHATH BbrauciaeHns. K coxajgeHnto (WM K CYACTHIO),
pa3spaboTYNKU IIPOLECCOPOB OYeHb MHTEHCHUBHO MCIOJIL30BAIN OIUCAHHYIO BO3MOXKHOCTH
HOBBIIIEHN IIPOU3BOAUTEILHOCTH, TAK HHTEHCUBHO, YTO Ha HACTOAIIUNA MOMEHT Ha, 3TOM IIyTH
IPAKTHYECKH JIOCTUIHY ThI (DI3UYECKIe TIPeIesibl PA3BUTUsI (HAIPUMED, CYIIeCTBEHHYIO DOJIb
UrpaloT KBAHTOBasl HEOIPEIeJeHHOCTh U HEBO3MOXKHOCTL Iepeaadn MHMOpMAIun ObICTpee
ckopocTu cBera). TeM He MeHee, CYIIECTBYIOT aJIbTEDHATHBHBIE IMOJXO/bl K YBEJUUICHUIO
[IPOM3BOIUTE/ILHOCTH IIPOIIECCOPOB.

Kaxk MbI yzxe 3HaeM, 6oJiee IpOU3BOAUTEILHBIM OYIET CIUTATHCA TOT IIPOIECCOP, KOTOPbIi
CMOXKET 3allyCTUTh OOJIbIIIe KOMaH/ B €IMHUILy BpeMeHu. IIporeccop, CriocoOHBIN 3aIyCcTUTh
1 Mummmap KoMaHJ B CeKYHJy, OyaerT mMmerh mnpomsBogurTenbHocth 1 GIPS = 109 IPS
(Instructions Per Second), HezaBucumo oT TOro, CKOJBLKO BPEMEHU 3aiiMeT MCIIOJIHEHHEe STHX
KOMaHJ[. DTO O3HAYAET, YTO 4YeM OOJIbIe KOMAH] Mbl MOXKEM 3allyCTUTh OJJHOBPEMEHHO, TEM
BBIIIE IIPOU3BOIUTEILHOCTD HAIIETO IIPOIECCOPA.

Takum 006pa3oM, BTOPBLIM II0 BaXKHOCTU IIOJIXOJOM K YBEJIMYEHUIO HPOU3BOIUTEILHOCTH
IIPOTIECCOPOB ABJIsIeTCs mapasuien3M. CyIecTBYIOT JBa OCHOBHBIX BapraHTa IapaJlie/n3Ma,
HaIlle X [PUMEHeHne B pa3paboTKe COBPEMEHHBIX IPOIEccopoB. llepBblii BapuaHT
HpeJroJaraeT peajJu3aliio apaJle/in3Ma BHYTpH OJHOro mporeccopa. OH mocTuraercs
3a CYeT YBeJMYEeHHs YUCJIa OJHOBPEMEHHO 0OpadaTbiBaeMbIX KOMAaH M IIOJIYYMJI HA3BAHUE
«IapaJuie/iu3M yPOBH#A KOMaHI». BToOpoil BapwaHT IpeirojaraeT yBeJIdYeHUue JHuciia
[pPOIEeccOpoB  (MJIM  BBIYUCIUTENBHBIX  sep), CIHOCOOHBIX OJHOBPEMEHHO 00pabaThiBaTh
nHGOPMAIIIO. DTOT BAPUAHT IMOJIYIH/I Ha3BAHUE «IapaJljIeIM3M YPOBHSI IIPOIECCOPOB».

Jlajtlee MBI paccMOTpPUM JIBe IapaJlie/ibHble apXUTEKTYPhI IIPOIECCOPOB, IMOJIYYUBIITNX
IIIIPOKOE PACIPOCTPAHEHUE.

4.1.4. MynabTunporieccopbl (MHOTOsIIEPHBIE IPOIECCOPHI)

MyabTUIIPOIIECCOPbl  peain3yI0T  KOHIIEHIIUIO  «MHOXKECTBEHHBIN  ITOTOK  KOMAH/I,
MHOKECTBEHHBIN 1moToK janHbix» (Multiple Instruction stream, Multiple Data stream,
MIMD). HedbopmaabHo B paMKax JIAHHON KOHIIEIIUI HECKOJIbKO HE3aBUCUMBIX MIPOIECCOPOB
HCITOJTHSIIOT KazKJIbIii CBOIl HAOOP KOMAH I IIPUMEHUTEIBHO K CBOMM JAaHHBIM.

B COCTaB MYJIBTHUIIPOIIECCOPA BXOJAT HECKOJIBKO IIPOIIECCOPOB (I/IJ'II/I BBIYUCJINTE/IbHBIX
s71ep) U OJTHO TIPOCTPAHCTBO IAMSITH, JIOCTYI K KOTOPOMY UMEIOT BCE IIPOIECCOPHI.

[TockoJIbKy KaxKJIbIil ITPOIIECCOP MOYKET O0pAIaThC K JI000I 00JIACTH TAMATH JJIsd YT€HU
I 3a1ucu HHAGOPMAIIUH, TO MOT'YT BO3HUKAThL PA3JIMIHbIEC allltapaTHble omuoku. Hampumep,
IIyCTh OJIMH IIPOIECCOP 3aluchiBaeT B namMsaTh poman «Mactep m Maprapuray, a BTOpOi —
«Benyio reBapauio». Ecau mporeccopbl OyayT obOpamarbcsd K OJHUM U TeM Ke 00/1acTsIM
IMaMATH, TO B KOHEYHOM UTOre B 0OJiacTu OyJIeT 3allucaH TeKCT TOIO pOMaHa, KOTOPHIil Oy1er
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3allCaH MOCJIeIHIM OOpaTUBIINMCS K 00JIacTH IIporeccopoM. B Takoil cuTyanun npounTarh
IIOJIHOCTHIO HU TIEPBBIN, HU BTOPOIl poMaH OyjeT HeBO3MOxKHO. M306exkaTh BO3SHUKHOBEHUS
aImapaTHBIX OMMIOOK MOYKHO Ha YPOBHE MPOTPAMMHOTO 0OECIIeYeHMSI.

MyJibTHIIpOIIECCOP  OTHOCUTEILHO — IIPOCTO  peajm3oBarh. Jlocrarodno coequHUTH
eJIMHCTBEHHOM TMMHON HECKOJIBKO MPONECCOPOB (MM BBIYUCIUTEIbHBIX sJIep) U OOILYIO
nmamsaTh. [lpum Takoii opraHm3anuy BO3MOXKHO BO3HHUKHOBEHUE «COCTSI3QHUIT»  MEXKLy
IpolieccopaMu 3a oO0Iuii pecypc — ImuHy. Jlsi cokpaleHus: dncjia COCTI3aHUN KarKJIblii
IIPOTIECCOp CHAOKAETCsT CBOeHl JIOKAJIBHON TMaMaThio. [Iporeccopbl B OCHOBHOM paboTaioT CO
cBOCHl TaMsATBIO U B 0oJiee PEJIKUX CIydasx oOpalraloTcd K oOIeil mamMsaTh, 9TO CHUZKAET
Harpys3Ky Ha o6mryio muny. [IpuMepb! cxeM MyJIbTHITPOIECCOPOB IPUBEIEHBI Ha PUCYHKE 4.

Obuwan namaTb Obuwan namaTtb

LleHTpanbHbIN LleHTpanbHbIN JloKanbHas
npoueccop npoweccop namATb

LleHTpanbHbIN LleHTpanbHbIN JloKanbHasA
npoueccop npoueccop NamATb

WwuHa LWwuHa

Puc. 4. Myasrunporeccop ¢ obmieit maMaThbio U MYJIBTHIIPOIIECCOP € JIOKAIBHON HaMIThIO Y
KazKJI0r0 IIpolieccopa u odIieil maMaTbio

[Tockonbky opranuzoBarhb paboTy ¢ 00Imeil [aMATBIO — JIOCTATOYHO  IIPOCTO,
MYJIBTHIIPOIIECCOPHI  MOJYYMIN OYeHb IMHPOKoe pacupocrpanerne. C Hadaga 21 Beka
IPAKTHYECKH BCE TPOIECCOPBI JJist MOTPEOUTENHLCKOTO PHIHKA (HACTOIBHBIX U IIOPTATHBHBIX
[TK, mwianmeroB u cMapThOHOB) SIBIAIOTCS MMEHHO MYJIBTUIIPOIIECCOPAMU.

4.1.5. SIMD-nponeccopsbl

Bropasi paccmarpuBaemasi HaMU TapaJulebHas apXUTEKTypa peasin3yeT KOHIIEIITUIO
«OJIMHOYHBII IIOTOK KOMAaHJ[, MHOXKECTBECHHBIN IIOTOK JaHHBIX» (Single Instruction stream,
Multiple Data stream, SIMD). Hedopmanpro B pamrax JaHHOI KOHIIEIIMH IIPOIECCOP
BKJIOYaeT B cebs OCHOBHOW YIPABJIAIONINNA MOJYJIb (KOHTPOJIED) M HECKOJBKO MOJyJIeil
06paboTKM JTAHHBIX (TPOIECCOPHBIX 371eMeHTOB). OCHOBHONH MOJLY/Ib OCYIIECTBIISIET BBI3OB
U JeKOJIUpPOBaHUE KOMAHJ, a TaK:Ke MCIIOJIHAeT KOMAaHJIbl, He CBsS3aHHBIE ¢ 00pabOTKOI
JIAHHBIX, I UHATIMUPYET UCIIOJIHEHNe KOMaH/T IIPOIeCCOPHBIMU jieMeHTamMu. K komania
npe/nosiaraer 06paboTKy JAHHBIX, KOHTPOJLJIEP [IEPEJIAeT e IPOIECCOPHBIM IeMeHTaM (BCeM
WJIN TPYIIE), TOCAe Yero KazKJblil 9JIEMEHT UCIIOIHSIeT 9Ty KOMAaHJy B OTHOIIEHUH CBOMX
IMaHHBIX. Kark eIl IpoIieccoOpHbIil 3J1eMeHT 00J1alaeT CBOel MaMsIThIO.

Curyanuu, TIIpU KOTOPBIX TpedyeTcs MPOU3BOJUTL OJIMHAKOBBIE JICHCTBHUS — HaJl
Pa3IMYHBIMI JTAHHBIME, BCTPEYAIOTCS JIOCTATOYHO dacTo. Hampumep, /1 BociponsBeeHus
n300pakeHusd Ha MOHHUTOpPE TpeOyeTcd PacCUYUThIBATH IIBET KaxKjaoro mukcend. [lpum
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BBITIOJTHEHIH KOMITBIOTEPHBIX 9KCIIEPUMEHTOB B HAYKE U TEXHUKE TAKXKe YACTO IIPUXOIUTCS
obpabaTbiBaTh OOJIBIIINE MACCUBBI HMHGOPMAIUAd B COOTBETCTBUU C  OJWHAKOBBIMU
npuHimnamMu. Hampumep, HeOOXOMUMO 10  OJHOMY aJTrOpUTMy 00paboTraTh TaHHBIE,
[OJIyYeHHBbIE TIPU CTOJKHOBEHUM MHOXKECTBA YACTHUIL B OOJIBIIIOM aJIPOHHOM KOJLIafiaepe.
Ecim maHHBIX JOCTATOYHO MHOIO W UX MOXKHO 00OpabaThiBaTh HE3ABUCUMO JPYT OT JIPyTa,
TO puMeHenwue Jijisi obpaborku SIMD-mporieccopoB MokeT oKazaThesd 09eHb 3(DHEKTUBHBIM
peIeHmneM.

Kak yxe ymomumaamock, SIMD-mporeccopbl MOXKHO 3(h()EKTUBHO TPUMEHSTH TS
00paboTKM M300parkeHnit. DTO CBI3aHO C TEM, UTO AJTOPUTMBI JIJIs 00pabOTKN N300paskeHuit
OOBIYTHO XOPOIIIO CTPYKTYPHUPOBAHBI U IIPEJIITOIArAI0T MHOIOKPATHOE TIOBTOPEHHE OJIMHAKOBBIX
JIERCTBUH JIs PA3/JIMYIHbIX [TUKCesell, 00J1acTeil SKpaHna, BepIind U pedep reoMeTPUIecKuX
duryp. BenencrBue 3TOro mpakTHUYECKH BCE COBPEMEHHBbIE TI'pPadpUIecKue IMMpOIecCOPhI
(Graphics Processing Unit, GPU), mnpumensiemble B Bujeokaprax, ucmosabsyior SIMD-
00paboTKYy JJIsi 00eciedeHnsi BHICOKON BBITHCIUTEILHON MOITHOCTH.

Ha pucynke 5 npusejiena cxema SIMD-mporieccopa.

[MOTOK KOMaHA,

BbluncautensHoe | BbluncamtenbHoe Aapo
AAPO

A 4
A

BbluncauTenbHoe |
A4p0

Y
A

BbluncantenbHoe |
A4po

A 4
A

XIQHHET nHOoLo(|

Peructp

BbluncamtenbHoe
Aapo

A 4
A

Puc. 5. Cxema SIMD-mporeccopa

Komangpr morokoBoro SIMD-pacmmupennst (Streaming SIMD  Extension, SSE) maa
mporieccopoB  apxuTeKTypbl Intel Core MO3BOIAIOT MOBBICUTH MTPOU3BOIUTETBHOCTD IIPU
00paboTKe 6OIBIINX 00HLEMOB OJIHOTUITHBIX JIAHHDBIX, HAIIPUMED, MYJIHBTUMETUA.

4.2. Ilamaro

Onpenenenne 4.3. Ilamams — 9mo ssemenm Komnvlomepa, nPeoHa3Ha%eHHbili OAf
TPAHEHUSA NPOPAMM U OGHHHLT.

[TamsaTh OTBEYAET UCKJIFOUUTE/ILHO 3a XpaHeHue uHbOpManuu (U 3a IEJIOCTHOCTh MPH
XpaHeHNHn ), 3a u3MeHeHne (mpeobpasoBanne) HHMOOPMAIMH OTBEYAET [TPOTIECCOD.

Baszopoit equnnieii naMepeHns: KoJn4decTBa nHMOpPMaIi sIBjsieTcst OuT. B sTOM cMmbIce
OUT paBeH KOJIMYeCTBY WHQOPMAINH, TOJyIaeMOil IPU OTBeTe HA BOIPOC, JOIYCKAIONIU ¢
PaBHOI BEPOATHOCTHIO TOJTBKO OTBETHI «Jla» WU <HET».

[Ipu xpamenuu wundopmamun OUTY COOTBETCTBYET OJWH Pa3pdjl JBOUYHON TaMATH
(KOTOpBIN TakyKe HasbIBarOT GuTOM). JIBOMYHBIH paspsisi MOXKeT NPUHUMATH TOJBKO JIBa
3Hadenus, Hanpumep, 0 wim 1. 910 MUHUMATIbHAS €/INHUTA TTAMSTH.
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JIBoW4HBIII pas3psi)i MOXKHO peajii30BaTh, OCHOBBIBAasiCh Ha PA3HOCTH 3HAYCHUIT KaKOM-
b0 uzmyeckoit BeauunHbI. Hampumep, MOXKHO TPUHATH OTCYTCTBHE 3JIEKTPUUECKOTO
HanpsiKenust 3a 0, a onpejiesieHHoe 3HaYeHre Hanpsizkerus (Hampumep, 0,1 Bosbra) 3a 1.

Bur — odenp MaJjieHbKasi €JIMHHIA MAMATH, CIIOCOOHAS XPAHUTb OYEHb HEDOJIBIIOE
KostmdecTBo wHMopMarun. Hampumep, ¢ OMOIIBIO 0IHOTO OUTa MBI HE CMOXKEM PA3JIMIUTh
HaJIbIIBI HA OJIHOl PyKe (TO eCThb He CMOXKEeM IPUCBOUTH U COXPAHUTDH UM Hajbiies). [loaromy
it obecriedenus POEKTUBHON pabOThl OUTHI OOBLEIUHSIOTCA B TI'PYIIIBI, Ha3bIBa€Mble
gadeifKkaMu, [PpU 9TOM IMaMATh IIPEJICTaBjsgeT co00il COBOKYITHOCTH d4eeK. B HacTodrmit
MOMEHT IIHPOKO PaCIPOCTPAHEHBbI AYeHKH, cocTodine u3 8 OUT, HasbiBaeMble OaiiTamMu.
dlueiika, cocrodmasg u3 k OUT, MOXKET XPaHHUThH Joboe u3 2F JABOMYHBIX CJIOB JIMHBI K.
CoOTBeTCTBEHHO 3HAUYEHHEM DaiiTa MOXKET sIBISTbCs JI000€e 13 256 JIBOUYIHBIX CJIOB JJIMHBI 8.

Kazioit s4yeiike npucBamBaeTcd YHUKAJbHBIII HOMEp — aJipec, MO0 KOTOPOMY K Heil
MOXKHO TIOJIyIUTh J0CTYIl (06parturhes). Hdeiika — MuUHUMaIbHAs €IUMHUIA TAMSITH,
nMeromas aapec. Ecim naMaTh COCTOUT U3 N sideek, TO UM OyIyT IPUCBOeHbI ajipeca ot 0 10
n — 1. OObIYHO ajipeca siueek MPeICTaBIAIOTC JBOUIHBIME 9UCIaMui. Ecn Mbl UCIIOIB3yeM
m-OUTHBIE aJIpeca, TO CMOKeM 00paTUThCs K 2™ stueek naMsT. Jucsio OuT ajpeca He 3aBUCAT
oT uncya o6ut g4eiiku. Hampumep, ¢ momMompbio 32-0UTHBIX a/IpecOB MOXKHO TIOJIYUYUTDb JTOCTYTI
K 2%? g9eeKk maMATH HE3aBUCHMO OT TOTO, 32 OHUTa B aAveiike min 64.

Ha pucynke 6 mokazaHbl pa3judHble BApUAHTHI opranu3anun 128-pa3psgHoi namaru: 16
sigeek 110 8 OuT, 8 gdeek 1o 16 out wim 4 gdeiiku 1o 32 6uta.

AN O
N Oow e

Puc. 6. BapuanTs! opranuzanyu 128-pa3psiHoit maMsaTu

4.2.1. UepapxuyecKasi CTpyKTypa NaMsTHU

3a JecarTwyieTus Ppa3BUTHA KOMIIBIOTEPHON TEXHUKH  CJIOXKHUJIOCH — OIIPE/IE/IEHHOE
«IIPOTUBOPEYNE» MEXKJTy T0JIXOJIaMU K OleHKe 3(PDEKTUBHOCTH ITPOIECCOPOB U rmamMaTu. [lo
TPaJIUIIAN [IPOIECCOPBI B IIEPBYIO OYeEpPE/b OIIEHUBAIOT 110 MPOU3BOJIUTEIBHOCTH, a MaMSITh
no obbemy (emrocTu). COOTBETCTBEHHO WHYKEHEPHI IMPUJIArAIOT CYIIECTBEHHBIE YCUJIHSI
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[0 YBEJUYEHHUIO STUX MMOKasaTeseil, MO3TOMY MpOoIeccopbl (B obmiem ciydae) paboTarT
HaMHOTI'0 ObICcTpee rmaMaTh. BeseicTBue 3Toro mporeccop npu oOpallleHnd K HaMsITH TOJIYIUT
3AITPOIIEHHOE CJIOBO TOJBKO CITyCTS HECKOJILKO TaKTOB. deM Me lJIeHHee TaMATh, TeM JIOJIbIIe
IIPOIECCOP HE TOJIYIHUT 3alPAITUBAEMYI0 NH(MOPMAIIHIO.

Tpa uIimoHHBIM TTOAX0J0M K Y/IOBJIETBOPEHUIO IMOTPEOHOCTH B OBICTPOl W OOJIBINONM
110 00beMy IaMATH sIBJISETCS OPraHU3alds IIaMsTH B COOTBETCTBUM C HEPAPXUIECKOIT
cTpykKTypoii. Ha BepiuHe Takoit nepapxun HaxXoAuTcs HauboJiee ObICTPast TaMsITh MaJIEHbKOI
emkoctu. Huke 1mo mepapxum pacrosiaraerca 0oJiee MeJjIeHHasd TaMATh OOJIbIIeil eMKOCTH.
JL71s1 COBPEMEHHOTO TIEPCOHAIBHOINO KOMIIbIOTEpa HepapXusi HaMATH BBITJIAJAT CJICTYOITUM
obpazoM:

Tabsma 4.
Wepapxmust mamsitu

Yposenb | Tun namsiTu Bpemsa goctymna MakcumasibHBII
nepapxun obbem
1 Peructpsr Hanocekysipr Okosio cra OaiiT
Irporieccopa (HECKOJIBKO ~ COTEH
Gaiir)
2 Ksm-mtamsars HanocekyHipr Heckombko
MerabaiiT
3 OcuHoBHast JlecaTKM HAHOCEKYH/T Heckombko
(omeparuBHasi) Tepadaiir (y
HaMATh OY€eHb JIOPOTUX
KOMITBIOTEPOB,
Harpumep, Apple
Mac Pro)
4 TBep/ioTesibabIE Hecarvie  nosm  mMukpocekyHj | Heckoimbko
HAKOIIITETN JUI  TBEPJOTEBHBIX  JUCKOB. | JECATKOB TepadailT
u MaruuTabie | MHUKPOCEKYH IbI JIjIT MArHUTHBIX
JKECTKUE JIUCKI JKECTKUX JINCKOB
) Onruueckne jucku | Jloan CeKYyH/]I, cexyHnb! | lloTenmmanbpHO
u Hakomuresn Ha | (c yIEeTOM HEOOXOJIMMOCTHU | HEOT'DaHUIeH
MAarHUTHOI JIEHTe [IOMeIeHU s HOCHTEJIS
uH(MOPMAINE B KOMIIBIOTED )

[ToMuMO W3MeHEHUsT BpEeMEHU JIOCTyIla U o0beMa, 10 HepPapXuh U3MEHACTCA TaKKe
CTOUMOCTH O0beMa, IaMdaTu. TepaballT OCHOBHOW MaMSITH CTOUT TBICAYH JIOJIJIAPOB,
TBEPJIOTEJILHBIX HAKOIUTEEN — OKOJIO CTa JIOJIJIAPOB, YKECTKUX MArHUTHBIX JUCKOB — MeHee
cTa JOJIJIAPOB.

Jlajiee MbI KOPOTKO PACCMOTPUM TIEPBBIE Y€THIPE YPOBHA UEPAPXUH.

4.2.2. Peructpsl mporieccopa

Onpenenenue 4.4. Pezucmp npoueccopa — 2mo 040K aveex namamu, 006padyrousut
CEEPTOLICMPYIO NAMAMD.

Peructp cocrour m3 TpUrrepoB — 3JIEKTPOHHBIX YCTPOUCTB, CIIOCOOHBIX JIJIMTETHHO
HaXOJUThCA B OJHOM U3 JIBYX yCTOfILII/IBbIX COCTOSIHUII U U3MEHATH UX I[Ipu yIIpaBJIAIOIIEM
BO31€liCTBUMN.
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Peructpsr jiensares mo csoemy (byHKIMOHAJIBLHOMY HazHadeHno. Hampumep, cymecTByoT
CJICJIYIONNE PErucTphbl. YKasaTe/b KOMAaHJ[ — PErucTp, YyKa3blBAIOMMWi Ha KOMAHIY,
KOTOPYIO TpeOyeTcst BBINMOJHUATD Cjeaytomieii. Peructpobl JaHHBIX, CIyzKalue s XpaHeHUs
pe3yIbTATOB TPOMEXKYTOYHBIX BBIYUC/IeHHl. Peructpnl diaros, XpaHsIue TeKyIlee
COCTOSIHUE TTPOTIECCOPA.

OOBIMHO BCE PErucTpbl UMEIOT OJMHAKOBYIO JIJINHY, [PEBBIIAIONYIO JJIUHY S9eHKU.
Hanpumep, mpu 8-6uTHOi sdeiike HaMATH Pa3psATHOCTH (OUTHOCTB) DPErHCTpa MOZKET
coctaBaaTh 32 mwian 64 Oura. [TosroMy B KIUI-IAMATH ¥ OCHOBHOI (OIEPATHBHOI) IaMATH
SYelKN IPYHIUPYIOTCA B «CJIOBa», KOTOPBIE SABJIAIOTCS MIHUMAIbHON e TMHUIEeN TaMATH T
00paboTKM mporeccopoM. Uucjio sdeek B CJIOBE OIPEJIEIsieTCs OTHONIEHUEM Ppa3PsiIHOCTU
PErucTpoB mpolieccopa K unciy out B sueiike. Hanpumep, myctsb sueiika sBiisiercs 6aiitoM,
TOTJIa, JIJIsi 32-Pa3psHOTO IIPOIleccopa CJIOBO COCTOUT u3 4-x OGaiiT, a i 64-pa3psiiHOro
mporieccopa u3 8-mu 6aiir.

4.2.3. Kam-namarn

Onpenenenne 4.5. Kow-namamsv — 6vicmpas NaMambv, NPOMENCYMOYHAL MEHCIY
PE2UCTMPAMU NPOUECCOPA U OCHOBHOT NAMATDIO.

Kak MBI yKe ynoMmHAIN, TEXHOJOTMYECKAas BO3MOXKHOCTH CO3JaHUs OBICTPOM, Kak
MIPOIIECCOP, TAMSATH CYIIECTBYET, HO ee HeoOXOJIUMO pa3MelaTh HEMOCPECTBEHHO Ha
MUKPOCXEME IMPOIeccopa. DTO O3HAYAET, UTO IMPUJETCH YBEJIUIUTH pa3MepPbl MUKPOCXEMBI, B
CBOIO OY€PE/Ih ITO MPUBEJIET K ee yopoxkanuioo. Kpome Toro, (1o KpaitHeit Mepe, Ha TeKyIIuii
MOMEHT) CYIIECTBYIOT JIPYTHe TeXHOJIOTHIecKre (haKTOPbI, KOTOPbIE HE MO3BOJIAT PA3MECTHTh
Ha MUKPOCXEMe IIPOoIeccopa maMaTh O0JIBIIIOro oobeMa.

Breicrpas maMars HeOoJBIIOr0 00beMa, pa3MeliaeMas Ha MHKPOCXeMe ITPOIEeccopa MJIn
B HEIOCPEJICTBEHHON OJIM30CTH OT Hee (HANpPHMEp, B KOPIIyce Ipolleccopa, HO He Ha ero
MI/IKpOCXGMe), Ha3bIBaCTCA KIUI-IIaMATHIO (OT AHIVIMICKOI'O CJIOBa, <<CaSh>> — <«HaJIMYHbIC
JIEHbIM» OYKBAJIbHO «JI€HBIH TI0J] PYKOii» ). Jlasee Mbl KpaTKO pacCMOTPUM IIPHHITAI PabOTHI
K3II-TIaMATH.

[Ipunanum, Jekamuii B OCHOBe PAbOTHI  KIMI-NIAMATH, HA3BIBAETCS  IIPUHITIIIOM
JIoKasjbHOCTH. Kro cyTh 3akiiodaercs B TOM, YTO OOBIMHO IPOIECCOp He obpalaercs
K d4YefiKaM MaMsaTH I[POU3BOJILHO, CKOpee, Ha IMPOTIKEHUH JOCTATOYHO JIJIUTETbHBIX
IPOMEXKYTKOB BPEMEHU OH paboTaeT ¢ HEeOOJbINUME 00JIACTAMU TTaMATH (TpyInamMu 6JIN3KO
PACIOJIOKEHHBIX STICEK ).

DTO CBA3aHO € TeM, 9YTO B OOBIYHOW MporpaMme OOJIBIIMHCTBO KOMAH] TPeOyioT
[IOCJIE/IOBATEILHOTO UCIOJIHEHUSI W COOTBETCTBEHHO PACIOIAraloTcs B ddeifikax HaMATh
(MCKJTIOUEHMEM — SIBJISIIOTCST  KOMaHJbl  Tepexosa  (OYyKBAJbHO —<«IPBIRKKH» — jump) u
BBI30BBI TIPOIEYD, OOBITHO OTCHLIAIONINE K YJAaJEeHHBIM ajpecaM mamsarn). Kpome toro,
SHAQYUTEJIbHYIO 9aCTh IIPOI'PaMMbI 3aHUMaIOT ITUKJIBI, CYTh KOTOPBIX COCTOUT B MHOI'OKPaTHOM
WCTIOJTHEHNN (PUKCUPOBAHHOTO HaOOPa MOCIe0BATENTHHO UTYIINX KOMAH,

OcHoBHasi ujiest OPUMEHEHUs] KSUI-IAMATH COCTOUT B TOM, dTOObI (PYKOBOJCTBYSICH
HOPUHIMIIOM JIOKAJIbHOCTH) pPa3MECTHTbh B Hell He TOJBKO JaHHbIe, KOTOPBIE HYKHBI
IIPOIlECCOPY B JIAHHBII MOMEHT, HO U T€, KOTOpPbIe C OOJBIINONH BEPOATHOCTHIO MOTYT
OTPeDOBATHCS €My B CJICTY IO

Ecmm mporieccopy Tpebytorcss JlaHHBIE 7t 0OpabOTKH, TO B IEPBYIO OYepeb OH
obparaercs K Kam-namsaTu. Eciu jaHHble B Heil OTCyTCTBYIOT (C/lydaercs K3II-TIPOMax),
mporieccop obpalaeTcss K OCHOBHON mamsaTu. B mocsegHem ciydae TPOIECCOD MOJIydaeT
3allpOoI€HHbIE JaHHbIE, a, KPOME TOIr'o, 3allpOII€HHbIE JJaHHbIC BMECTE C COCCAHUMU JTaHHbBIMUA
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MIOMEIAIOTCA B KIIMI-TIAMATH. TakKuM 00pa3oM, TOBBIMIAETCA BEPOATHOCTH OOHAPYKUTH
HeoOXOUMBbIE TIPOTIECCOPY JAHHBIE B KIMI-TIAMSITH IIPU €r0 0YEPEIHOM 3aIIPOCe.

Kak MbI 3HaeM, mporeccop paboTaeT CO CJI0BAMU, COCTOSIIIIUMHU M3 HECKOJBKHIX SIUeeK
namaTu. [losTomy, 4ToOBI OOecednTh NepeMelenre B K3II-MaMaTh OOJIBIIEro KOJIMYecTBa
JIAHHBIX, 4YeM TpeOyeTcsi IIPOIECcCOpy IpU OJHOM 3allpoce, KIII-NMAMATh OPraHu3yeTcs B
BHjie OJIOKOB, COCTOSININX M3 HECKOJIBKUX CJIOB. DTU OJIOKUM HA3BIBAIOTCA CTPOKAME KHIIIA.
[Ipu k3mI-IpomMaxe B K3MI-TAMATH 3arpyzKaeTcd CTPOKA U3 OCHOBHOM MaMSTH, COJIepKallas
3aIrparmmBaeMoe poreccopom ¢ioBo. CrieoBaTe/lbHO, OCHOBHAs MAMATh TaKKe JOJKHA
TI0/1JIEPYKUBATH [TOCTPOYHOE MPEJICTABIIEHIE.

Cxema TOJKJIIOUEHUs MPOIECCOopa € KIII-MAaMAThI0 K OCHOBHON MMaMsTH IPUBEJIEHA Ha
pucyHke 7.

— Obuan namaTb

LleHTpanbHbIi
| npoueccop

Kaw-namsatb

WnHa

Puc. 7. Cxema MOAK/IIOUEHHST IIPOIIECCOPA ¢ KAMI-IIAMSITHIO U OCHOBHOI HAMSITH

Yem 060JIbIlIe HY?KHBIX IIPOIECCOPY JTAHHBIX «HAXOJUTCA» B KIII-IIAMATH, TEM MEHbIIe
cpeaHee BpeMs gocTyna. Hampumep, ecim mporeccopy 3a KOPOTKHi IMTPOMEKYTOK BPEMEHHI
Tpedbyercs k pas oOpaTUTbCA K OJHOMY CJIOBY JIQHHBIX, TO IIPH UCIIOJIb30BAHUN KAII-ITaMATH
eMy JIOCTaTOYHO 1 pa3 o0paTuThcd K MeJJICHHOW OCHOBHOI mamsaTu u k — 1 pa3 K ObICTpOit
K3-namMaTu. g moctaTodno OOJIBIUX Kk BBIMTPBIIT B IIPOU3BOIUTETLHOCTA CTPEMUTCH K
OTHOIIIEHUIO BPEMEHU OTKJINKA OCHOBHON IMaMATH K BPEMEHU OTKJIMKA KAIII-ITaMsITH.

4.2.4. OcHoBHas (omepaTuBHAasl) MaMITh

Onpenesienne 4.6. Ocnosnas (onepamueHnHas) NAMAM® — MO IHEP203GEUCUMAR
NaMAMS, 6 KOMOpol 60 8PeMsA PabOMbL, KOMNBLIOMEPE TPAHAMCA SHINOAHAEMDLE CUCTEMHBLE
(6x0dsuue 6 COCMA6 ONEPAUUOHHOT CUCTIEMDL) U NPUKAGOHDLE NPOLPAMMDL, G MAKHCE DGHHDLE,
obpabamuieaemuvie IMUMU NPOPAMMAMU.

DTOT BHJ [aAMATH HMeeT NIPUHIMINAIBHO BaykKHOE 3HAUYEeHHEe B CHJIY CBOEro
IIPOMEXKYTOIHOTO MojI0KeHnsi. C OJHONW CTOPOHBI, PETMCTPBI MPOIECCOpa U KIII-TaMsITh
00J1aJIaf0T MaJiofl eMKOCTBIO M JIOCTATOYHO JIOPOTH, C JIpYyroif, — BpeMs oOpalleHus K
naMsiTu 60J1ee HU3BKOIO YPOBHS HepapXun KpaitHe Benko. Takum oOpa3oM, OCHOBHasS TaMSITh
obJtajiaeT J0CTATOYHO OOIBIION eMKOCTBIO I OTHOCUTEILHO IIPUEMJIEMBIM BpeMeHEM OTKJIMKA.

B kadecrBe OCHOBHOII maMATH JJIsI  I[IEPCOHAJBHBIX  KOMIIBIOTEPOB  HamboJiee
paciupocTpaHeHa JIMHAMHUYECKasi ITaMsTh C HPou3BOJbHBIM joctynoMm (Dynamic Random
Access Memory, DRAM). DRAM cocrour u3 sueek HaMsITH, IMPEJICTABISIONIX COOOIL
KOHJIEHCATOPDI, CO3/IaHHbIE Ha OCHOBE ITOJIyIIPOBOJHUKOBBIX TexHojornit. B jpannom ciydae
pa3InvaoT 3apsKeHHOe U pa3psaKEeHHOe COCTOsSHUEe KOHJEeHcaTropa JJjis XpaHeHHs Ourta
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undopmarmu. Co BpeMeHeM 3apsizKEHHBII KOHJICHCATODP Pa3psiKaeTcs, 9TOObI HE TOTEepPITh
JIAHHBIE, er0 HeOOXO/ MO JIMHAMUYECKH «Ioj3apsizKaThy (orcioma dynamic).

Kaxk crenyer u3 mazsanmsa, DRAM mnosBosisier obpammarbcst K MPOU3BOJIBHBIM sTIeiiKaM
namsaTu. s 9Toro staeifiku rpynnupyoTcs B MPsIMOYTOIbHBIE TaOIHITBI, COCTOSIIIIE U3 CTPOK
u crosbnos. OmHa Takas Tab/JIUIA HA3BIBACTCA <«CTPAHUIEH», & COBOKYIHOCTb CTPaHUIL—
«bankoM». OOpaleHne K sideiike OCYIIEeCTBJISETCS 110 HOMEpPY CTPOKH U CTOoJIONa, Ha
[epecevIeHn KOTOPBIX HAXOJUTCS sTaeiiKa.

Hamubostee pacupocrpanenubivu Tumamu DRAM Ha HacTosmmit MomenT sapisiiorcs DDR3
u DDR4 mrst o6wranoit oneparusaoil mamsitu 1 GDDR6 17151 ontepaTuBHON TAMATH BUICOKAPT.

4.2.5. 2KecTkue MarHUTHbIE JUCKH

Onpenenenne 4.7. 2Kecmruti maeHummuwsit duck (oscecmrut duck, hard (magnetic)
diskdrive, HDD) — smo 3anomunaoujee snepeone3asucumoe yecmpotcmeo, 0CHOBAHHOE Ha
NPUHYUNE MAZHUMHOT 3ANUCU.

2KecTkuit MarHUTHBIN JUCK COCTOUT U3 OJHON MM HECKOJbKHX 3aKPEIJIEHHBIX JIPYT
[OJI JPYTOM Ha BPAIIAONIEics OCH KPYTJIBIX IJIACTUH (COOCTBEHHO, JIMCKOB), MMOBEPXHOCTU
KOTOPBIX TOKPBITHI MArHUTHBIM cjioeM. Haji KaxKJIoif MOBEepXHOCTHIO Ha KPOHINTEHEe
PACIOJIOKEHA «CUUTBIBAIONIAsS T'OJIOBKay. KPOHINTEHHBI CKOHCTPYUPOBAHBI TAKUM 0OPa30M,
YTO TO3BOJIAIOT IE€PEMENIaTh CUYUTHIBAIONINE T'OJIOBKH B HAIIpaBJIEHUU K OCH, Ha KOTOPOi
3aKpeIIeHbl IJIaCTUHBI, Wi oT Hee. [Ipu pabore JucKa MOBEPXHOCTH ILIACTHHBI JIBUZKETCS
OTHOCHUTEJILHO CUHMTBHIBAIONIEH T'OJIOBKU, IIPU TOM TOJIOBKA OIMPAETCA Ha BO3JYITHYIO
MOJIYIIKY W HE KacaeTcsd MOBepXHOCTU IiacTuHbl. [Ipm 3ammcen mndopmanymm Ha rojoBKY,
COJIEPZKAIILY IO KATYIIKY WHIYKTUBHOCTH, TI0/IACTCA IIepeMeHHbIN TOK. Bo3HuKaroree mpu 3Tom
MarHuTHOE T10JI€ HAMarHu4InBaeT 00/1acTh MOBEPXHOCTH, PACIIOJIOKEHHYIO B 9TOT MOMEHT TIO/T
rosioBkoit. [Ipu urernnn nndopmalymi roJoBKa IMPOXOAUT HaJl HaMarHUIEHHBIME 00JIaCTAMM,
Py 9TOM B Hell BO3HUKAET TOK, KOTODPBII MOYXKHO U3MEPHUTb U TE€M CAMBIM <«CYUTATh»
3allMCAHHBIN OUT. PUCYHOK 8 M/LTIOCTpUPYeT CTPOEHHE XKECTKOTO JINCKA.

[Ipu Bzamucu Ha OOBIYHBIE JUCKA MArHUTHBIE OOJIACTH HAMATHUYUBAIOTCS  BJIOJIb
OKPY?KHOCTH JINCKa. B 9TOM ciiydae MOXKHO pa3indaTh, HAIIPUMED, HAMarHUI€HHOCTD «I10» U
«IIPOTHB» YacoBO# cTpesiku. BoJiee coBpeMeHHbIE TEXHOJIOTHH IEPIEHINKY/ISIPHON 3ammcu
[IO3BOJISIIOT HaMarHUYMBATh MarHUTHBIE O0JIACTH HE TOPU30HTAJIBLHO, BJOJIb OKPYKHOCTH,
a BEPTUKAJILHO — <«B IIyOb». B 3ToM ciiydae MOXKHO pazjndarb HaMarHUYE€HHOCTh
«K» TIOBEPXHOCTH JHUCKA U <«OT» Hee. IJKCIEPUMEHTAJbHO JIOKA3aHO, YTO ILJIOTHOCTH
MIEePITEH UK Y/IIPHOM 3aIIUCH MOXKeT JIocTUraTh 370 rurabut Ha OJIMH KBaJIPATHBIN CAHTUMET].
Pucynok 9 mumoctpupyer ocoOeHHOCTH TTPOJIOIBHON W HEPHEHINKYISIPHON 3aIMCH JTAHHBIX
Ha, JIUCK.

[ToBepxnocth 1tactun HDD-maucka jgenmures Ha  JIOPOXKKH  —  KOHIIEHTPHYIECKHE
OKPY?KHOCTH MArHUTHBIX oOjiacTeil. JIOpOXKKM € PasHBIX IMOBEPXHOCTEMN, PaCIOI0KEHHbIE
Ha OJMHAKOBOM PACCTOSHUM OT OCH JIMCKa, (hopMUpyIoT muauHp. Ha KaxKjaoi JTopoxKke
BBIJIEISIOTCS OTPE3KU OJIMHAKOBOM JITMHBI — ceKTopbl. CeKTop 4ABJIsieTCs aJipecyeMoit
obnacreio nmamstu HDD-mucka. Ajnpec ceKTopa COCTOUT M3 TPeX [HCce/I: HOMepa IMJINHIpA,
HOMepa IoJIOBKH (UJIM TIOBEPXHOCTH) U COOCTBEHHO HOMEPA CEKTOPA.

Kondurypanusa TopoKKE JIUcKa ToKaszaHna Ha pucynke 10.

Cekrop cocrout u3 mpeamOysibl (preamble), HeoGXOANMOI JJisi CHHXPOHU3AIMN TOJOBKH
repeJi YTeHUeM WJIA 3aIUChIo, 00JIaCTH JIAHHBIX U 00JIACTH KOJIa, UCIIPABJISIONIEIO OIMINOKH.
Mexk 1y cocelHUMU CEKTOpaMU HAXOJIUTCs IMPOCTPAHCTBO, KOTOPOE HE HUCIOJIb3YEeTCs st
3aIlMCU JIAHHBIX, — MEXKCEKTOPHBIN nHTepBa/i. Ha coce/lHUX TOPOKKAX OOBITHO COJICPIKUTCS
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Puc. 8. Ctpoenne KecTKOTro JTUCKa
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C

MarHuUTHbIN

MarHuTHbIN .
= [T At
Mopnoxka Moanoxka

Puc. 9. IIpofosibHas u nepreniuKyJ/asipHas 3aIuch

OJIMHAKOBOE YHCJIO CEKTOPOB, HO IOCKOJIBKY OJIHa W3 HUX 00s13aTeIbHO JIJIMHHEE, TO YacTh
JIOPOXKKH He OYJIeT MCIIOJIb30BAThHCA I 3alIUCU UH(MOPMAIIUA. JTa 9aCTh JOPOKKUA U OyIeT
HCIIOJIb30BaHa it (POPMUPOBAHUS MEKCEKTOPHBIX HHTEPBAJIOB.

HDD-auckom ympapisieT ocoOblil 1poreccop — KoHTpoJuiep. KonTpoJuiep mosydaer
OT OIEpaIMOHHON crucTeMbl KoMaHabl Ha oneparnuu ¢ HDD-muckom (mampumep, read wmim
write), yIpaB/ser BpallleHHeM ILIACTHH W MepeMelleHneM KPOHIITEHOB, OOHAPYKUBALT U
HCIIpaBJISET OIMNOKHU, a TaKKe YIIpaB/IdeT Iepejadeil JaHHbIX.

C mnosBiiennem B cepeguHe 80-X TOJOB «yCTPOMCTB CO BCTPOEHHBIM KOHTPOJIIEPOM»
(Integrated Drive Electronics, IDE) kouTposutep nucka cras pacmosiaratbest Ha camom HDD-
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Puc. 10. @parmMenT JIOPOKKH JTUCKA

JINCKe, a He Ha IiaTe pacmupenud. [Ipu sToMm Ha MaTepUHCKON IIaTe CTAJT PACHOJIAraTbCs
IDE-konTpOJIIIED, PO KOTOPOI'O COCTOslJIa HE B HeNocpeJcTBeHHOM ympasiaennun HDD-
JIICKOM, a B obecriedennn obMeHa uHgopMarmeil ¢ HuM (B TOM 9HCJIe [epejade KOHTPOJLIEPY
JIICKA YIPABJSIONNX KOMAHJ OT oOleparonHoii cucremsl). [Ipu srom wumenno IDE-
KOHTpoJLIep obecriednBas nojakiaoderne HDD-nucka K mmHe, B TOM 49HCIIE «3axXBaTbhIBajI»
ee JUId Tiepegadn nHMOpMaIun.

IDE (asbrepuarusnoe naspanme ATA, Advanced Technology Attachment) sisisiercs
uaTepdeiicom  (KaHaaoM) mHapaJjuieibHoro mnojk/odernss HDD-auckoB u  onrudeckux
npusoyioB (it CD- mam DVD- muckoB) k kommbiorepy. Cranmapr IDE Heckombpko pas
COBEpPIIIEHCTBOBAJICS, IIOC/Ie Yero ObLI 3aMeHeH <«HAC/JIeJHUKOM» — II0CJIe0BaTeTbHBIM
unrepdeiicom obmena qarabimun SATA (Serial Advanced Technology Attachment), koropsiit
UCTIOJIb3YETCs B OOJIBITUHCTBE COBPEMEHHBIX KOMITbIoTepoB. Cranmapt SATA M0oXKHO canTaTh
7-it penakimeii crangapra IDE/ATA. B rtperbeit Bepcunm SATA (2008 rom) mossoJister
nepejiaBath Jjio 6 rurabur B cekymiy. st cpaBHenusi B 6-if Bepcun crangapra IDE/ATA
(2001 roz) CKOPOCTH Tepeiadn JAHHBIX cocTaisdaa 0,8 rurabur B CEKyHILY.

4.2.6. TBep/oTebHBbIE HAKOIUTEJINA

B nagane 1980-x romoB @ymsmno Macyoka, ucrosb3oBaB 3(M@EKT, KOTOPBIH 10 3TOro
paccMaTpUBAJICA TOJBKO KaK MEXaHHU3M <«IOJOMKH» TPAH3UCTOPOB (TIOJIYPOBOJIHUKOBBIIL
npubop), u300pes HOBbIH Buji mamaTu — Quom-namarb. cmnonb3oBanublii  a¢bdekT
HA3BIBAETCS «UHXKEKIUs ropsadnx Hocuteseits. Hedopmaabno on cocroutr B TOM, €TO
TPaH3UCTOP, MCIOJIB30BAHNE KOTOPOT'O OCHOBAHO HA CIIOCOOHOCTU TEPEKJII0IATHCST MKy
JIByMsI COCTOSTHUSIMU, TIPU TIOMAIAHUN SJIEKTPUUIECKOTO 3apsijia MOXKET HaBcerja mepeiitu B
oiHO 6oJiee Hem3MeHsieMoe COCTOsiHue (M TeM caMbIM BbliiTu u3 crpost). Pynzno Macyoka
[OKa3aJ1, YTO OnucaHHblil 3PdEeKT MOKHO HCIOIL30BATh Jjid 3anucu wuHbopmaiuu. Mbr
He OyJeM OCTaHABJIUBATHLCS HA YCTPOHCTBE (DJISII-IAMSTH, TOCKOJIbKY 3TO MOTPeOoBasIo Obl
ONMCaHUsT MHOTHX TEXHUIECKUX JETAJIEH, CKAXKeM TOJIBKO, 9TO (QJIMI-TIAMAThH COCTOUT U3
TPAH3UCTOPOB € ILTABAIOIIIM 3aTBOPOM.

Onpepnenenne 4.8. Teepdomeavmwviti Hakonumenaw (Solid-State Drive, SSD, SSD-
duck) — 2mo  3anomuHauLee IHEPLOHEIABUCUMOE YCMPOUCMBO HA OCHOBE MUKDOCTEM
namsamu.
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SSD-ucKy SBJISAIOTCS JIEKTPOHHBIMUA YCTPOHCTBAMU ¥ IIOITOMY O0JIaai0T OOJIbIei
(Ha HACTOSIIUIT MOMEHT B HECKOJIBKO pPa3) MPOU3BOIUTEIHHOCTBHIO 10 cpaBHeHnio ¢ HDD-
JINCKAMU, B KOTOPBIX HUCIIOJIb3YIOTCHo MEXaHUIECKUE IJIEMEHTHI.

Kpome Toro, orcyrcrBume JIBUXKYIIUXCS MEXaHUYECKUX 3JIEMEHTOB, KOTOPbIE JIETKO
MOBPEJIUTDH IIPH IepeHoce, JenaioT SSD-aucku nanbosiee MOJXOSIIUME JIJI TOPTATHBHBIX
1 MOOMJIBHBIX YCTPOMCTB.

OcHoBHBIM HemOCTATKOM SSD-TMCKOB HA TEKYIIWii MOMEHT SIBJIIETCS WX OOJIbINast
CTOMMOCTH 110 cpaHenuio ¢ HDD-uckamu. HecMoTpst Ha yMeHbITIEHHE CTOUMOCTH C T€IEHHEM
BPEMEHH, Pa3pbIB BCE €Ille COCTABIAET JlecaTKN pa3. Kak u B obmeM cirydae, TpOU3BOIUTETN
KOMITBIOTEPOB IOJIL3YIOTCS TPUHITUIIOM HepapXuiecKoil opranusarun namatu. Ha rexkyruit
MOMEHT BO MHOTHX KoMmItbioTepax SSD- u HDD-ucku ucrob3yiores COBMECTHO, TIPU 9TOM
SSD-uckn 3anumaror 4-if yposenb mepapxun, a HDD-muckum 5-it (cbemHBIE HOCHTEH,
P TaKOM DPACCMOTPEHHH, Mepexoiar Ha 6-ii yposenb). B mepcmektuse SSD-jmmcku
MOTYT MOJHOCTHIO 3amMeHuTh HDD-muckn, HO BO3MOKHO MepapXudecKnii TOIXO0, OKAXKeTCs
3 beKTUBHBIM 1 OyJIeT UCMOJIB30BATHCA Ha TPOTAKEHUH JITUTETHHOTO BPEMEHH.

Emte omaum nepoctarkoM SSD-UCKOB MOXKHO Ha3BaTh IIOCTEIIEHHOE W3HAIIMBAHUIE
OCHOBHBIX 9JIEKTPOHHBIX 9JIEMEHTOB (TPaH3UCTOPOB) MPH KAXKJIOM IUKJIE [epPe3alncu
nudopmarmu. [Ipu Kaxk10M UBMEHEHUN COCTOAHUS TPAH3UCTOPA OH MPUOJIMAKAETCA K BBIXOJLY
u3 crpod. s obecriedenns HaIeXKHOCTH 1 DOJIee JIINTEILHOTO CPOKa pabOTHI 3aIIUCh JTAHHBIX
Ha SSD-juck ocytecTsiisieTcd paBHOMePHO. [[7151 9TOro KaxKiblii pa3 JijIsd 3aliCH BIONPaeTCs
00J1aCTh MaMsaTH, KOTOpPas JIaBHO HE HCIOJIb30Bajach. bJarojaps TakoMy IOJIXOJLY JIJist
OOBIYHBIX TI0JIb30BATE I ONMMCAHHBIN HETOCTATOK SSD-IMCKOB HE MMeeT MPAKTUIECKOTO
3HAYCHUA.

4.3. ¥YcrpoiicTBa BBOJa-BbIBOAA

4.3.1. ITTunbl

B kopmyce cospemennoro kommbiorepa (IIK, HOyTOyka, miaxmera wim cMapTdOHA)
HaXOJINTCS OCHOBHas <«MaTepUHCKas» ILIaTa, BHYTPU KOTOPOH IPOXOJAT IPOBOTHUKHI
(TOKOTIPOBOJISIIIIE KAaHAJIBI), O0pa3yoliue CIeNUuaIbHYI0 KOMMYHUKAIMOHHYIO CDeLy —
muHy (MU HeCKOJIBKO mmnH). K muHe (HemocpeIcTBeHHO WM Yepe3 CIelialbHble PA3beMbl )
HOJIKJTFOUAIOTCST  [IPOIieccop  (MPOIECcopbl),  OlepaTuBHAsl —[aMATb, BCIIOMOIaTe/IbHbIE
MUKDPOCXeMbI, & TaKxKe pa3judHble YCTpoiicTBa BBOja-BbIBOma. IllwHa wucmomb3yercs
JUTS TIepeTadyl JIaHHBIX MeKJy dJIEMEHTaMU KOMIBIOTEPA.

Onpenenenne 4.9. KomnvlomepHas wWuHaG — 39M0 eOuHOE KOMMYHUKGUUOHHOE
npocmpancmeo  (nabop  nposodHuKos),  cayscausee  Oan  nepedauu  OGHHBT  MeHCy
INEMEHMAMU KOMNBLIOMEPQ.

Ha pucynke 11 npusejena jorudeckas CTpyKTypa MEPCOHAJIBHOTO KOMIIbIOTEPa € OJIHO
muHoil. B TakoM KoMIIbIOTEpE MEHTPAJILHBIN ITPOIECCOD, TAMATH U YCTPONCTBA BBOJIA-BHIBO/IA
OJHOBPEMEHHO (HapaﬂﬂeﬂbHO) IIOAKJIIOYCHBI K ITMHE.

JItoboe ycTpoiicTBO BBOJA-BBIBOJIA KMMEET YIPABJIAIOIIUI 3JIEMEHT — KOHTPOJIIED.
KonTposuiepbl yeTpoiicTB BBOIa~-BBIBOIA MOI'YT PACIo/IaraThCst Ha MaTEPUHCKOMN TLIaTe, IIaTe
pacimpenust, MOJAK/I0YaeMOil B pa3beM IUHbI, UK BXOJIUTh B COCTaB caMoro ycrpoiictsa. B
cilydae pacroJiozKeHus KOHTPOJLIEpa Ha MaTEePUHCKON IIJIaTe OH CBA3BIBAETCS C YCTPOHCTBOM
Yepe3 COOTBETCTBYIONINHA pasbeM (MATEePUHCKOMN ILIaTHI).

KonrpoJsuiep He TOILKO YIIPaB/sgeT CBOUM yCTPOHCTBOM BBO/IA-BBIBO/IA, HO U 00ECIICINBACT
JIOCTYII K IIUHE JJIs TIePeIadn JIAHHBIX.
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Puc. 11. Jloruueckast cTpyKTypa OOBIMHOTO IIEPCOHAIBHOIO KOMIIBIOTEPA

Ha nocryn K mimHe MOTYT OJHOBPEMEHHO IPETEHJIOBATH IPOIECCOP U HECKOJIBKO
KOHTPOJLJIEPOB YCTPOWCTB BBOJIA-BBIBO/IA. B TakoM ciydae creruajibHas MHKPOCXeMa —
«apOuTp MUHBIY ONPEJE/IsieT, KTO MOJYIUT JOCTYIl B JaHHbIE MomeHT. [logkarouaembre K
IIIIHE YCTPOWCTBa OOBITHO MMEIOT Pa3Hble IPUOPUTETHI B 3axXBaTe IIMHBI. Tak, ycTpoiicTBa
BBO/Ia-BBIBOJIa MOI'YT «IIOTEPSITh» MH(POPMAIINIO, €CJIM BOBPEMs HE IOJIydYaT JOCTYII K IINHE
(HampuMep, IOJIB30BATE/Ib HAKMET ¥ OTIYCTUT KJIABHUIINY Ha KJIABUATYDE, CeTeBasl Kapra
[IOJTHOCTBIO KCIIOJIB3YeT BCTPOEHHBI 00beM MaMATH JIJisi XPaHEHUs IMOJYIEHHBIX W3 CETU
Unreprer gaHHBIX # T. 1.). Bo m3berkaHne ONMCAHHBIX MOTEPh YCTPOHCTBA BBOJA-BBIBOJIA
OOBIYHO UMEIOT 00Jiee BBICOKUI IPUOPUTET B 3aXBATE IIIHHBI.

ApxurekTypa Kommbiorepa ¢ ojmoil mmHoil «ISA» (Industry Standard Architecture,
[POMBIILIEHHBI  CTAHJAPT IUHHON ApPXUTEKTYPhI) HCIOIL30BAJIACh B EPCOHATBHBIX
KoMITbIoTepax ¢ Hadasa 80-x jgo cepeamabl 90-x rojgoB 20 Beka. B MoMmeHT ee mosiBjeHUs
9JIEMEHTBI KOMITBIOTEpA OBLIU eIle JOCTATOTHO MEJJIEHHBIMU U He CUJIBHO OTJIMIAJINACH JIPYT
oT Jpyra 1o ObicTpojeiicTBuio. [losromy apxurekTypa ObLia J0CTATOYHO 3PDEKTHBHA.
O 1HaKO 9KCIIOHEHIAIbHBINA POCT MTPOU3BOAUTETHHOCTH IEHTPAIBHBIX IIPOIECCOPOB, & TaKIKe
yCKOpeHne paboThl MaMSTH U OTJEJbHBIX YCTPOHCTB BBOJA-BBIBOJA NPUBEIN K TOMY, UTO
mmHa [SA crama y3kum MectoMm. EcrecTBeHHBIM KejlaHneM ObLIo Obl 3aMeHUTH ImuHy [SA
Ha OoJiee 3PpHEeKTUBHYIO, HO YaCTh YCTPOUCTB BBO/A-BhIBOJIA OCTaBaJIaCh OYU€Hb MeJJIEHHOI,
HAIPUMeD, KJIAaBHATYPbl U MPUHTEPHI, & MOJIb30BATEIN He TJIAHUPOBAJNA OTKA3BIBATHCS OT
3TUX YCTPOMUCTB.

B wrore KoMmImbOTEpPBI CTAJM IPOU3BOIUTH C HECKOJBKUMH IIMMHAME: CTapoOil IMUHOM
[SA g nopiepkku MejyieHHbIx yerpoiicts u HoBoil mmHoit PCI (Peripheral Component
Interconnect — mojkItoYeHne nepudepUiHbIX KOMIIOHEHTOB), pa3paboTaHHON KoMIaHUEl
Intel.

B maubosee pacupocrpanerabix peaymsarusx muabl PCI mporeccop He B3ammo/ieiicTByeT
C OCHOBHOM NaMsTBIO IOCPEJCTBOM 3TOH MHUHBI. BMecTo 3TOro Imporeccop MOAKII0IaeTCs
110 BBIJIEJIEHHON BBICOKOCKOPOCTHOM <«INMWHE IaMsITH» HEIMOCPEJCTBEHHO K KOHTPOJIIEPY
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namsaTu. Takum obpasom, B jmanHol KoHburypanun K rmuHe PCl nmogkimogatorcs TOJIBKO
nepudepuiiinbie yCTPOCTBA.

B nauase 20-ro Beka mmua PCI 6buta 3amenena mmuoit PCI Express (cokparento PCle).
U, kax panee ¢ mmHOR [SA, MHOrHE COBpeMeHHbIE KOMITBIOTEPHI Mo iep:kuBaior u muHy PCI
(1St TIOJIKJTIOUEHUs CTaphIX U MeJIeHHbIX yerpoiieTs), u mmny PCle (11s1 HOBBIX U GBICTPBIX
YCTPOIACTB).

Apxurektypa muubl PCle npejcrasiena Ha pucynke 12.

LleHTpanbHbIN OCHOBHas“
npoueccop namaATb
| Kaw-namatb |

| KopHeBo# Komniekc

KommyTaTtop

WnHa

Puc. 12. Apxurekrypa mmaer PCle [20]

Hecmotpst na noxoxkee naspanue, muna PCle npunnunuansno otmmaaercs ot muubl PCI
B YACTU OPraHU3AIUU CBI3U MEXKJIy YCTPOHCTBaAMU.

Bo-tiepBbix, 1mo opranmsaruun pabOThl OHA OJiMKEe K BBIYUC/IUTEBHBIM CETSIM, UM K
IMITHAM TPEeJBIIYIINX MOKOJIeHui. Feam mporeccop xodeT oOpaTuThCsd K yCTPOUCTBY, OH HE
3aXBaTHIBAET INHY, & HAIPABJISET 3TOMY YCTPOICTBY MakeT JaHHBIX. [lakeT mpoxoauT depes
CHEIUAJILHBII KOMMYTATOP U JIOCTUTAeT YCTPOHCTBA, MOC/E Yero OCyIIEeCTBIISIETCs IMepeiada
JnaHHbIX. Bee yerpoiicTBa HAPAMYIO COEIMHSAIOTCA ¢ KOMMYTATOPOM, 00pa3ys 3Be3Ly.

Bo-Bropeix, mis  nogksrodenust yerpoiicts 1o cranmapty PCle  ucnosb3yrores
JIByHAIIpaBJIeHHBIE  II0CJIe/I0BATE/IbHBIE  COEJIMHEHUsI THUIA «TOYKA-TOYKA», UMEOINe
paspsagHOCThL 1 OWT, W HasblBaeMble «auHUAMEU». Jlas cpasmennsi, B crammapre PCI
BCe YCTPOICTBa MapaJuIeIbHO TOJIKIIOUAINCH K 32-pa3psIHON JIBYyHAIIPABIEHHON TITIHE.

Ba eaunnily Bpemenu (TakT muHbL) 10 JuHun mmHEbl PCle MOXKHO 11€peiaTh BCero Ot
ouT nndopmalmu, B To BpeMs Kak 110 32-paspsanoii mune PCI cpasy 32 6ura. Pokyc B TOoM,
YTO 3a CYeT MPOCTOTHI (pusmaeckoro ycrpoiicrsa jgunun muuabl PCle yraercsa cymecTBeHHO
MOBBICUTH TAKTOBYIO YACTOTY, TO ecTh TakT munbl PCle cyiecTBeHHO MeHbIle TaKTa MIMHBI
PCI.

Paccunraem makcumasibHyio cKOpocTh nepenadn wadopmaruu no mune PCIL. 3a onun
takT 1o muHe PCIl moxk#aOo nepemars 32 O6uta umHOpMAINM, a €e TAKTOBas YacTOTa HE
npesbiaer 66 MI'm. [TosToMy ckOpoCTh mepegadn JaHHBIX COCTABJISIET:

[Kosmuectso nndopmaruu, nepegasaeMoii 3a ojus Takt|-[Hucsio TakToB B 0j1HO# cekyHe] =

32[6ural - 66]MI'i) = 2112[M6wur/c|] = 264[Mbaiit/c].
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TaktoBas gacrora nepsoii Bepcun munabl PCle cocranisia okoso 2,5 ', uro obecrieanBalio
CKOPOCTH Tiepeiadn nHdopmaruu 1o oxuoii(!) suann

1[6ut] - 2, 5[I' T = 2500[Mb6utr/c|] = 312, 5[M6aiir/c].

[Ipu sTOM yCTpoiicTBa MOI'YT HOJAKJIFOUATHCS HE 10 OJIHOM, & 110 HECKOJIbKUM HEe3aBUCHUMBIM
JIMHUSM TIUHBI, 9TO KPATHO YBEJIUYINBAET IIPOIYCKHYIO criocodHocTh. B 2021 roy oxkumaercs
obnonsienne crangapra PCle, B cooTBeTcTBUM € KOTOPBIM TaKTOBasi dYacTOTa MOXKET
mocturayTh 64 I'T'1r, a ckopocThb nepejiadn JaHHBIX [0 OJHOM JimHuu muHbl — 7,877 '6aiir/c.
Takasi ckoOpoCcTb MOXKET TpPeOOBATHCA IPOIPAMMHBIM KOMILIEKCAM, PACCUYUTHIBAIOIIIM
CJIOKHBIE MaTeMaTUYecKue MOJEIN, WU IPUJIOKEHUAM JOTOJHEHHON WM BUPTYaJbHOI
peasibHOCTH.

4.3.2. KnaBuatypsl

Onpenenenue 4.10. Kaasuamypa — 5mo ycmpoticmeo 66006 UHGPOPMAUUL, COCTNOAULEE
U3 Ynopadouenno2o nabopa KHonok (Kiasuul).

CyrtiecTByeT 10cTaToqHO OOJIBINIOE YHCJIO0 BUJIOB KJABHATYD: MeMOpaHHas, PEe3UHOBad,
pe3uHoMeMOpanHast, EMKOCTHAsl, MeXaHn1iecKasi, MAarHUTHas U TPOEKIMoHHasd. B Hacrosmuit
MOMEHT B OTHOIIIEHUH TIEPCOHAILHBIX KOMITBIOTEPOB HANOOJIbIIIEe PACIIPOCTPAHEHUE TIOJTY IUIU
pe3uHOMeMOpaHHble KaBuaTyphl. Jlasee Mbl KpaTKO PACCMOTPUM UX YCTPOMCTBO.

MoxkHO cKazarTh, YTO pe3MHOMEMOpaHHAs KJABHATYpa WMeeT TPHU OCHOBHBIX CJIOSI.
[lepBorit cir0it (pOpMUPYIOT KJIABUIIH, TPEICTABIAIONIE COOON <«KPBIMEIKI», KPETSIIIecs
Ha BEPTHKAJbHBIE IIJIACTHKOBbIE CTEPYKHU, C KOJITAYKOM BHH3Y. Bropoii cioit dopmupyer
9JIACTUIHBI MaTepuaJ (pe3nHa WK CUJIMKOH ), OCHOBHAs 3a/[a9a KOTOPOTO — IIPEI0TBPAIATE
CJIydaifHble CONPUKOCHOBEHHS SJIEMEHTOB IIEPBOIO U TpeThero cjoeB. Tperwmit cjioit
npeJcTaBysger coboil MmevaTHyIo IJIaTy, HA KOTOPYI HAHECEHBI TOKOIIPOBO/ISIIIE JIOPOKKH.
[Ipr HakaTwW KJIABUINKM CTEPXKEHb CHAYa/a COIMPUKACAETCS C MaTepruajioM BTOPOTO CJIOS,
a 3aTeM IPOJIABJIMBAET €ro Yepe3 CIeNUaIbHO MPEeyCMOTPEHHBIE JJIg 9TOTO0 OTBEPCTHHA W
3aMbIKaeT KOHTAKThI Ha medaTHOil mare. [Ipu 3aMblkaHum U pa3MbIKAaHUU KOHTAKTOB Ha
KJIABUATYPE BBI3BIBACTCS «IIPOIEIyPa MPEPhIBAHU»: OIEPAIMOHHAS CHCTEMa KOMIThIOTEpa
[oJTy4aeT CHUTHAJ O TOM, YTO OHA JIOJIKHa 00paboTaTh BHEITHEE COOBITHE W 3aIyCKAeT
CHEIUAIbHYIO TpOrpaMMy — OOpPabOTYMK TPEpPbIBAHUA, KOTOpas <«HJICHTHMUITTPYET»
cOOBITHE, B YaCTHOCTH, OIPeJIe/IsIeT HOMeD HaKaToi MJIM OTIYIIEHHON KJIABUIIIH.

Hamnpumep, moka Mbl yiep:kuBaem Kjasuiny Shift, mbr Oyaem nHabuparh 3arjiaBHbIe
CUMBOJIBI, IIpU OTIYyIIeHHOM KjaBuiie Shift cumBosibl Oy1yT HAOUPATHCS CTPOYHBIMU.

Ha pucynke 13 nmpuBejieHbI 9/1eMEHTHI PE3MTHOMEMOPAHHOM K/IABUATYPHI.

4.3.3. Mbpimm

Onpenenenne 4.11. Muviwb — 9mo Koopdunammoe Ycmpotucmeo 66006 UHPOPMAUUL,
cayorcauLee 0N YNPABAEHUSA KYPCOPOM U 8bl00PA KOMAHO U3 «EbNAOAIOUWULT MEHIO>.

OcHoBHast 3aja4a, KOTOPYIO PEIIaeT MbIlb, COCTOUT B O0ECIIEYeHUN BO3MOXKHOCTH
yKa3aHUs OIPEJICJICHHON TO3UIMN Ha SKpaHe KOMIbioTepa. [Ipm JIBMKeHHH MBIIIHT
(HampuMep, TP JIBUXKEHUH TI0 CTOJTY WM KOBPUKY ) KYPCOD Ha 9KPaHe TaKKe [epeMeraeTcs,
YTO MO3BOJISIET HABOJUTH €TI0 Ha ONpeJIeJIeHHBIN 3JIeMEHT dKpaHa. B cocTaB MBIN BXOJAAT
HECKOJIbKO KHOIIOK, HaXKaTHe KOTOPBIX TTO3BOJISIET BBI3BIBATD «MEHIO», CBSI3aHHBIE C TEMU UJIN
MHBIMHI 3JIEMEHTAMU SKPaHa, M JIeJaTh BIOOD KOMAHJ M3 UMEIOIIErocs mepedns (MeHo).
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Puc. 13. DmemenTs pesmHOMEMOPAHHOM KJIaABUATYPBI

HcTopudecku cyIiecTBOBaJIO HECKOJIbKO BHJIOB MBIIICH: MeXaHMYIeCKHe, ONTUYECKUe U
ONTOMEXaHUIECKHE, OJHAKO OINTHYECKUE MBIIMN (PaKTHIECKU BBITECHUJIN BCE OCTAJILHbBIE
BUbI. [103TOMY MBI KPATKO PACCMOTPUM TOJIBKO YCTPOMCTBO MOOEIUBIIETO BU/IA.

B Humxkueil yacTu COBPEMEHHO#l ONTHYECKON MBI PACIOIAralOTCs CBETOAMO (Ujm
HOJTyIIPOBOJTHUKOBBI J1a3ep) U OUeHb MaJleHbKast 1 ObICTpast BUeoKaMepa. DTa BHIeoKaMmepa
CHUMAaeT HECKOJIBKO ThICAY KaJIPOB B CEKYH/ Iy ¢ pa3pernterneM oT 16 x 16 1o 40 x 40 mukcereii.
CpaBHeHME HECKOJIBKHX CHATBIX COCETHUX KAJPOB IO3BOJISIET OIPEIEINTh HaIlpaBICHUe
[IepeMeIeHns MBI W BeJIuduHy cMelnerus. (OcBeleHre MOBEPXHOCTH CBETOHOIOM
[IO3BOJISIET ODJICTYUTD PEIleHue MOCaeHel 3a1a9u.

OOGBIYHO TIPU MTPOXOKJICHNH MBIIIBIO OIPEJIEIEHHOr0 paccrostaus (Hanpumep, 0,3 M)
KOMIIBIOTEPY IePeIaeTcs TOC/Ie/I0BaTEe/IbHOCTh U3 HECKOJIBLKUX OaiiT, B KOTOPOil IeperacTcs
nHadopMarms o cMerennn Ml 1o ocr Ox u 1o ocn Oy, a TakzKe WHMOPMAIIAT O COCTOSTHUN
KHOIIOK MBI (HAIIPUMED, HAYKATHI OHU UJIH HET).

Nudopmariusg o nepeMmenieHnsix MBI U COCTOAHUM €€ KHOIOK 0bOpabaThiBaeTcs
HU3KOYPOBHEBBIM I[TPOTPAMMHBIM — obecriedeHrneM (BXOJSIIMM B COCTaB  OIEPAIMOHHOI
CHCTEMBI ), TIPH 9TOM HHMDOPMAIHst 00 OTHOCHTEIbHBIX JIBUKEHUIX CIIyZKUT JIJIs OIPEIeTIeHUsT
[IO3UIINN Ha SKpaHe, B KOTOPOIl JIOJIZKEH MOABUTHCA Kypcop. Ec/im KHOIKa MBI HaXKaTa, TO,
3Has MOJIOKEeHNE Kypcopa Ha 9KpaHe, KOMIBLIOTEDP MOYKET BBIYUCINTD, KAaKOW 3JIeEMEHT JIOJIZKEeH
OBITH BBLIOpAH.

4.3.4. Ilnockue MOHUTOPBI

Onpenenenune 4.12. Monumop — 5mo  ycmpolicmso  6u600a  UHGOPMAUUL,
omobpascarouee  (susyaaudupyrowee) darHvie, NOAYHEHHVIE OM  OpY2UT  YCMpPolucms
KOMNDLIOMEPQ.

HeobxomumocTb co3aHust IIJIOCKUX MOHUTOPOB OblIa 00YyC/IOBJI€HA IOTPEOHOCTHIO
KOMIIAKTHBIX ~PpeIleHuil sl [OPTATUBHBIX YCTPOHCTB (HE TOJBKO HOYTOYKOB HJIH
HOPTATUBHBIX KOMIILIOTEPOB, HO U, HAIIPUMED, KAJIbKYJIATOPOB). IlepBble MI0CKHe MOHUTOPDI
ObLTM  CO3JIaHBI Ha OCHOBE TEXHOJIOIMU KUJKUX KpuctajaioB B 60-x romax 20-ro
BeKa. lIX XapakTepucTUKH — KOMIIAKTHOCTH MU HEDOJIBINOE IOTpeOIeHne SHEPIuu —
IIO3BOJINJIA ITPAKTUYIECKU ITIOJTHOCTBIO OTKa3aTbCA OT HO.HHOI'a6apI/ITHI)IX MOHHUTOPOB Ha OCHOBE
9JIEKTPOHHO-IYI€BBIX TPYOOK.

Ha mekymmit MOMEHT KHJIKOKPUCTAJINIECKHE MOHHUTOPBI ~ OCTAIOTCS — CaMbIMU
PacCHpOCTPAHEHHBIMU B CEIMEHTE II0JIb30BATEILCKIUX KOMIIBIOTEPOB (HE TOJIBKO st
CTAIMOHAPHBIX KOMIIBIOTEPOB U HOYTOYKOB, HO H JIJIsi MOOMJIBHBIX YCTPOWCTB, ILJIAHIIETOB
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u cmaprdonos). CymecTByer O6OJIBIIOE YUCIO PA3JIUIHBIX MOJAUMDUKAIUI TEeXHOJOIUN
KUJIKAX KPUCTA/LIOB. J[JIsT MPOCTOTHI M3/I0KEHUST MBI KPATKO OIUINEM IMPUHIUIT pabOThI
MOHOXPOMHOTO  (9€pHO-6€/1010)  KUIKOKPUCTAIINIECKOrO MOHHTOpa. PaboTa IBETHBIX
MOHHUTOPOB OCHOBaHa Ha TeX Ke MPUHINIIAX, HO TpeOyeT OT/e/bHON 00paboTKN KPacHOro,
3€JIEHOr'O U CUHErO I[BETOB.

2ZKujikue Kpucrasibl — 9TO MOJIEKYJIbI, UMEIOIIe CTPYKTYPY KPHUCTaJIa, HO IPU ITOM
o013 1aro1e CBOMCTBOM TEKYUIeCTH, KaK KIJIKOCTU. BriepBbie OHNM OBLIN OTKPBITHL B ABCTpun
6oranukom u xumukoM Ppuiapuxom Peitnumiepom B 1888-M rosmy.

[Ipu onpeie/IEHHBIX YCIOBUAX ONTHYECKNE CBOMCTBA YKUJIKUX KPUCTAJLJIOB Oy Iy T 3aBUCETH
OT HAIIPaBJIEHUs OCBEIEHUS W MOJIAPU3aIuu cBeTa. Bo3/ieiicTBys 3JIeKTPUIeCKUM TI0JIeM Ha
JIMHUU YKUJIKAX KPUCTAJLJIOB, MOXKHO YIIPABJIATH HHTEHCUBHOCTDHIO IIPOITYCKAEMOI'0 UMU CBETA,
TO €CTh JIeJIaTh HEKOTOPbIe 00/IACTH MOHUTOPA 0O0Jiee CBETJIBIMUA MU TEMHBIMU.

ZKujikokpucraaindeckuii  MOHUTOpP coctouT u3 zKK-maTpuiibl, HCTOYHUKOB CBETa
(U1t OCBeleHusI MATPUIIBI W3HYTPH), IIPOBOJOB (IPOBOJHUKOB, 3JEKTPOJIOB) M KOPILyCA.
ZKK-maTpumna cocTouT wu3 JIBYX [apaUleJIbHBIX IUIACTUH W3 CTeKJIa WJIH THOKUX
[OJIMMEPHBIX MaTepuaJyioB. B repmermanom mpocrpaHcTBe Mex iy 1tactunamu 2AKK-
MaTPUIIbI HAXOJATCs Kujkue Kpucrasabl. Ha kaxkayto minactuny 2KK-marpurisl Hanecen
HOJIIpon/T, (OIAPU3AIMOHHBI (QUIIBTP), MOCKOIbKY YKHUJIKAE KPHCTAJIBl TYBCTBUTEIbHBI K
oJIApU3aIiy cBeTa. /71 yrpaBiieHnst COCTOSTHIEM KIJIKIX KPUCTAJIOB K KayKJI0W IIacTHHE
[IOJIKJTIOYAIOTCS JIEKTPOJIbl. V300pazkenue Ha MOHUTOPe POPMUPYETCs 3a CUET BO3/IEHCTBUS
Pa3JIMYHBIM HAIPszKEeHUEeM B pa3Hbix obsacTsax 2KK-marpuripbr.

O61mmast cTpyKTypa KUJIKOKPUCTAIINIECKOTO MOHUTOPA MIPUBeJ/ieHa Ha pucyHke 14.

HKunakum
3agHAana KPUCTann [lepepHAn
CTEKNAHHAA CTEeKNAHHaA

nAacTUHa nnacTMHa
NCTOUHMNKN MNepenHuin
cseTa > nonapomna,
3agHunmn NepenHWii
nonsapona 3NeKTpoL,
3aaHunm
3N1eKTPOA,

Puc. 14. Crpykrypa KuJIKOKPUCTATINIECKOIO MOHUTOPA

4.3.5. CeHcOpHBbIE YKPAHBI

Onpenenenne 4.13. CencopHuiti aKkpar — 3mo ycmpoticmeo 66004 UHPOPMAUUL,
npedcmasastowee coboti peazupyrouwuli Ha NPUKOCHOGEHUE IKPAH.

[lepBoblit cencopublit skpaH ObLT paspaboran corpygaHukom kKommnanum Royal Radar
Establishment Dpukom Ixouconom B Benukobpuranun B 1965-M romxy. B Hagasre 70-x o108
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20-ro Beka mpenojaBaresb Camiodab Xeper w3 YHUBepcuTera mrtara KeHTYKKN BIepBbIE
IIpe/ICTaBU IpapUIecKuil IJIAHIIET ¢ BO3MOXKHOCTBIO CEHCOPHOTO BBOJIA, a B 1975-M rojty oH
IIOJIYYMJI IIATEHT Ha PE3UCTUBHDLINA CEHCOPHBIN 3KPaH.

PaccMoTpuM npuHIAIIBL paOOTHL IBYX OCHOBHBIX BHJIOB CEHCOPHBIX 9KPAHOB, ITOJTY YMBIIIIX
pacrpocTpaHenne B MOOUJIBHBIX YCTPONCTBAX — PE3UCTUBHBIX U €MKOCTHBIX.

PesuctuBHblit CEHCOPHBIN SKPaH COCTOUT M3 JIBYX OCHOBHBIX CJIOEB, Pa3/e/ICHHBIX CJI0EM
JRJIeKTpuKa (m30ssTopa). Bepxuuii cioif siBiisiercss THOKAM, MOCKOJIBKY Ha HEroO JIOJIXKEeH
HaXKMMAaTh 0JIb30BaTe b, & HIXKHUI CJIOH »KeCTKO 3aKpernieH Ha skpane. O0a CJ1ost comepKaT
GOJIBINIOE YUCJIO MTPOBOJHUKOB («ITPOBOJAKOB» ). [IJIsi MPOCTOTHI MOYKHO CYHMTATh, YTO Ha
BEPXHEM CJIOe IIPOBOJIHUKU PACIIOJIOXKEHBI TOPU3OHTAIBHO, & Ha HUKHEM BEPTUKAJIBHO.

[Tpu HazkaTHU Ha SKPaH IIPOBOJHUKU BEPXHETO CJIOsI COIMPUKACAIOTCs (MU COMMKAIOTCS )
C IIPOBOJHUKaMMW HU2KHEI'O CJIOd, YTO BJIMAET Ha 3JIEKTPUYCCKHUE IIapaMeTPbl CUCTEMbI U
MTO3BOJISIET OIPEJIEINTh 00/IACTD HAYKATHUSI.

PesuctuBHbIE 3KpaHbI 00J18/1a10T XOPOIIENl TyBCTBUTETHLHOCTBIO, & KPOMe TOTO, ITPOCTHI B
U3TOTOBJIEHUN U JIOCTATOYHO JIEMIEBDI, IIO9TOMY MOJIYYUINA IITUPOKOE PACIPOCTPAHEHUE.

K MuHycaMm pe3UCTHBHBIX KPAHOB MOYKHO OTHECTH ILJIOXOE CBETOIPOIyCKaHue (4UTo
Tpebyer GOJIBIIUX 3aTpaT HA IMOJICBETKY), HEBO3MOXKHOCTH OIPEEIATh CHJIy HAYKaTHs,
a TakxKe mpodseMy <«jaBoeHUsdg». llociemHior0 mpodeMy MOYXKHO HPOUJLIIOCTPUPOBATH
ciaemyomuM npuMmepoM. IIpercraBmm, UTO Ha 3KpaHe M300parkeH KBAJPAT, KOODIMHATEHI
Bepima Koroporo pasubr (0, 0), (0, 5), (5, 0) u (5, 5). Ilpu ojHOBpEMEHHOM HazKATUU Ha
BepiuHbl ¢ Koopuaaramu (0, 0) u (5, 5) 6y 1y T U3MeHIThCsI HapaMeTPhI TeX JKe IPOBOHUKOB,
9TO W NpH HaxkaTuu Ha BepimHbl ¢ kKoopjuHatamu (0, 5) u (5, 0). Takum obpaszom, stu
CUTyallui OKa3bIBalOTCA HEPA3JIUINMbIMU.

PaCHO3HaBaTB HECKOJIbKO TOYEK HazKaTud CHOCO6HBI TaK Ha3bIBaeMbI€ MYJIBTUTAY-9KPaHbI
(multi-touch). Haubosbiee pacnpocrpatenye B IJIAHIIETHBIX KOMIIBIOTEPaX M CMapTdOHAX
MOJIYYMJIA MYJIBTUTAY-9KPAHbI, CO3/IaHHBIE 110 MPOEKITHOHHO-eMKOCTHON TE€XHOJIOTHH.

KaK 1 PE3UCTUBHLBIC, IIPOECKIMOHHO-€EMKOCTHBIE CEHCOPHBIEC 3KpPaHbl COCTOAT H3 JIBYX
Pa3/Ie/IEHHBIX JTMJIEKTPUKOM CJI0€B, HAHECEHHBIX Ha CTEKJITHHYIO OCHOBY. OIMH U3 OCHOBHBIX
CJI0EB COJEP’KUT TOPU30HTAJIBHO PACIOJIOKEHHBIE MPOBOJHUKU, a BTOPOH — ITPOBOIHUKH,
KOTOpBIE PACIOJIOKEHBI BEPTUKAJIBHO. [IpOBOHUKN B CEHCOPHOM 3KpaHe JOJKHBI XOPOIIO
[pOIycKaTh CBeT (ObITh MPO3PAYHBIMU), MOITOMY OHHU JIEJAIOTCS U3 0CODOTO IIPO3PATHOIO
CILJIaBa OKCHJIa WHIUS U OKCHUJIA OJIOBA.

[TpubmKeHHO MOYKHO CIUTATH, YTO IPOEKITMOHHO-eMKOCTHON 9KPAH IIPEJICTAB/ISIET COOOM
MHOKECTBO KOHJIEHCATOPOB (yCTPOHCTB, CIIOCOOHBIX HAKAILIMBATH JEKTPUIECKUil 3apsiy, B
IIPOCTOM CJIydae IPEJICTaBIsIEMBIX B BHJE JBYX ILUIACTUH 3JIEKTPOJIOB, Pa3/eIeHHBIX CJIOEM
JIMIJIEKTPUKA), 00PA30BABIINXCA B MECTaX IepecevdeHrsl TOPU3OHTATBHBIX U BEPTUKAILHBIX
[IPOBO/IHUKOB.

Testo yestoBeKa XOPOIIIO HAKAILTMBAET JJICKTPUIECKUil 3apsil (BCIIOMHUTE CBOI YKU3HEHHBII
OIIBIT CO CTAaTUYECKUM SJ'IeKTpI/ILIeCTBOM). HOSTOMy IIPUKOCHOBEHUE IIaJIbIIEM (Haﬂbﬂal\/ﬂ/l)
K 9KpaHy U3MeHseT eMKOCTb BCEX <«KOHJEHCATOPOB» B O0JACTH HaXKaThsl. DTO M3MEHEHNe
MOXKHO M3MEPUTH, UTO IMO3BOJIFET OIPEJIEIUTh KOOPINHATHI 00JIACTH HAYKATHSI.

[Iposepbre, Kakoit Tui skpana y Baiiero cmaprtdona?’ Byjuer s on pearnpoBarh npu
[IPUKOCHOBEHUU TAJIBIIEM B PE3WHOBON IepyuaTKe WM MPU TPUKOCHOBEHUN KapPaAHAIIOM !

HpeI/IMyHleCTBa,MI/I IIPOEKIUMOHHO-EMKOCTHBIX 3KPaHOB ABJIAIOTCA BbICOKad CKOPOCTDb
OTKJINKA TIpW KaCaHUWU, I[O/JIEPKKA MYJIBTATaY ¥ BO3MOMKHOCTH OIIPEEJIEHNsT CUJIIBI
HaKaTusgd. IDTOT BHUJI SKPAHOB MMeeT OOJIBIIYI0 HAJEKHOCTb, UTO obecreduBaeT 00J1€e
[IPOJIOJIZKUTEIbHBIN CPOK CIy2KObl. K HegocTaTkaM SKpaHa MOYKHO OTHECTH BO3MOXKHOCTH
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YIPAaBJIEHUH TOJIbKO ITaJIbIIAMU, 9TO, HAIIPUMED, OTPAHNINBACT BO3MOXKHOCTU PUCOBAHUA, UJIN
CIIEIMAJIbHBIMU CTAJTYCaMU.

4.3.6. IlpunTepsnl

B srom mnaparpade MbI KpaTKO PAcCMOTPUM TOJBKO HamOOJee HacTO HCIHOJIb3yeMble
JepHO-0eJible JIa3epHbIe TPUHTEPDI.

Onpenenenune 4.14. IIpunmep — smo ycmpoticmeo 6u600a Mexkcmosots Uil epapuieckoti
ungopmayuy, na meépdul Pusuneckuls nocumens (00vuHo bYymazy, HO, BO3MONCHO, MKAND,
noauMep u m. n.).

Cxema paboThI JIa3epHOTO MPUHTEPA MOKa3aHa Ha PUCYHKE 15.

JIvH3a
Jlaze
Ban / 4 /
- . ....................... a

MarHuTHbIN

Nucr
bymaru

Tepmosan pokep

4

MpUKUMHOM Ban nepeHoca

Puc. 15. Cxema paboThl J1a3epHOrO MPUHTEPA,

OcHoBHOIl YaCTBIO TpHUHTEpa sBJsgeTcs Bparaionuiica doroBat. Ilepesn mnedarnio
HOBOI CTpaHUIBl (DOTOBAJ <«JIEKTPU3YeTCsi» (Ha HEro OYKBAJIBHO HAHOCIT 3apsi?KEHHBIE
qacTUIpl). 3aTeM MOBEPXHOCTHh (DOTOBATA OCBEIIAETCS JIa3epOM, TaKUM 00pasoM, 9UTO
dopmupyercs smHHS, COCTOSAIIAS W3 OCBEIIEHHBIX M He OCBEIIEHHBIX JIYUOM Ja3epa
Todyek. Toukm, OCBelIeHHBbIe J1a3epoM, pasdpskaiorcd. llociae Toro kKak JMHUS CO3/aHA,
doToBas noBopauuBaercs s popMupoBanus ciemyiomneii suaun. lastee uHus gocturaer
MaromTHOI'O BaJla, K IIOBEPXHOCTH KOTOPOI'O IIPUTATUBAIOTCA 4YaCTUIbI TOHEPA. TOHep
NPUTATUBAETCA K 3apsaKEeHHBIM TodYkKaM Ha ¢doToBase. Takum obpaszom, Ha doToBase
MIPOSIBJIAETCST HEBUIUMOE paHee M300parKeHue.

Tertepp simHUs ¢ TOHEpPOM mHpub/IMKaeTcsd K Oymare. Bas mepeHoca 3apsizKaeT JIUCTBI
Oymaru, u TOHED MPUTATUBAETCA K HUM, TaK K€ KaK paHee MPUTATUBAjCA K (HOTOBAIIY.
3areM JINCT C TOHEPOM IIPOXO/UT YepPe3 TEPMOBaJI, PACILIABISIONINI TOHED U 3aKPEILISTIOIIIiT
TakuM obpa3oM m3oOpazkenue na Oymare. [locite aToro dhoroBas pazpsKaeTcs U OUUIIACTCI
OT OCTATKOB TOHepa. [Iuk/ moBTopsieTcs.

Kpowme yrke yIOMSHYTBIX 9JIEMEHTOB B COCTAB JIA3EPHOT'O MPUHTEPA BXOIUT KOHTPOJLIED
U JI0 HECKOJIbKUX TUrabafiT mamMsaTh Jjisd XPAHEeHUs edaTaeMblX N300pakKeHnil U Pa3InIHbIX
mpu@TOB, KOTOPbIE MOT'YT ObITH BCTPOCHHBIMU WJIN 3arPY2KATbCS U3 MAMATH KOMIIBIOTEPA.

[IpuHTEpHI MOTYT TOJIYyYaTh IedaTaeMble M300paKeHus B OUTOBOM ITPEJICTABJIEHUN, HO
6OJ'IBHII/IHCTBO VIIpaBJIAIOTCA KOMaH/laMU CHEHUAJIM3UPOBAHHBIX A3BIKOB OIIMCAaHUA CTPAHUII.
[Ipumepom Takoro si3bika siBjsteTcss PostScript, pazpaborannbrii kommnanneit Adobe.
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4.3.7. Beb-kamepsbl

Omnpenenenne 4.15. Beb-kamepa — 2mo yugdposas eudeo- usu gomoramepa, cnocooHas
8 PEANLHOM BPEMEHU PUKCUPOBATDL U30OPANHCEHUA PEANLHBLT 00BEKMOE HA  MAMPUUE
CBEMOUYBCMEBUMENOHVIT INCMEHIOB.

Kaxk ycrpoena n kak paboraer BeO-Kamepa?!

B coctaB BeO-KaMepbl BXOJAT CJIEAYIONIUE DJIEMEHTBhI: O0bEeKTHUB, ONTUYIECKUN (DUIbTp,
[I13C-marpuna, miarta Bugeo3axBara (60K OMEPOBKH), MPOIECCOP, BKIIOYAIOIINI MOIYIIb
CKaThs BUIEOM300parKeHNs, OlepaTUBHAA MaMATb M (DJAM-IaMsITh, cereBoii miam USB
unrepdeiic u, BOBMOXKHO, JIpyrue nHTepdenicol.

Cxema BeO-KaMepbl TIpUBeIeHa Ha pucyHke 16.

Ontnyeckmn  bnok  OcHoBHasA
dunbtp  ouMPpPOBKK NaMATb

JInH3a
S —T ] < LLnHa
B . = o
~ I

:_ | 1 O I m O

Bt o NP ol Ll|gex
TIIIERTTTI R |58
TR N 9 x5

o ! I T~ Q B 0 m

CsetoBon | LY L E
NOTOK R

N3C- Pnew-
ObbeKkTus MaTpiua  NamaTb

Puc. 16. YerpoiicTtBo 11udpoBoit Kamepbl

O0ObeKTUB BeO-KaMepbl, 0OBIYHO C(OKYCHPOBAH Ha OIPEJIEIEHHOE PACCTOSHHUE ChEMKH,
KOTOpOe HeJb3si u3MeHuTh (pukrc-pokyc). O6beKTUB mpejcrasisier coboil cucremy JIMH3
(BOBMOZKHO € HEKOTOPBIMU JIOMOJTHUTEIHHBIMA 9JIEMEHTAMH ), KOTOPasi COOBUPAET OTPAYKEHHBII
oT 00beKTa ChbeMKH CBeT U (pOpMUpYyeT H300pakeHne Ha MATPHUIE CBETOIYBCTBUTETbHBIX
9JIEMEHTOB. MHOrme TeXHHYeCKHe XapaKTePUCTUKU BeO-KaMepbl, Takue KakK (POKycHOe
paccTosiHUe, YPOBEHb M XapaKTep ONTUYECKUX HCKAXKEHUil, pas3periaonias CIOCOOHOCTD,
3aBUCAT OT OOBEKTHBA KaMephl.

Onrudeckue bUIHLTPBI UMEIOT BU/I IJIOCKUX [TAPAJLIEIbHBIX IJIACTHHOK U [IPE/IHA3HAYCHBI
JUTst obecTiedeHrsT Ka9eCTBeHHOMN 1BETOIepe/Iain, KOPPEKTUPOBKY I[BETA, U3MEHEHUS TPKOCTU
U KOHTPACTHOCTU (poTOrpapupyeMbiXx 00bEKTOB.

B ommume 0T aHAJOrOBBIX (<«IJIEHOYHBIX») (OTOANIIAPATOB WJIM KaMep, B KOTOPBIX
HOCUTEJIeM W300paskeHusi BBICTYIaja (HOTOIIeHKa, B 1udpOBOil BeO-KaMepe HOCUTEIEM
n300paKeHUsl SBJISIETCI MAaTPHUIA CBETOYYBCTBUTEIBHBIX 3JEMEHTOB — (DOTOIUOJIOB.
Marpuria MOxkKeT OBITH BBINOJHEHA Ha OCHOBE PA3IUIHBIX TEXHOJOTUN, U3 KOTOPBIX MBI
KOPOTKO PacCMOTPUM TOJBKO TEXHOJOIHI0 Hpubopos ¢ 3apsiioBoii cessbio (I13C, Charge-

Coupled Devices, CCD).
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[Ipu nomamanun cBera 3 oobekTuBa Ha [13C-s71eMeHT MaTpuIlbl B HEM (HOPMUPYETCs
SJIEKTPUIECKU 3apsi, KOTOPBIH 3aTEM «CIUTBIBACTCSA» U IIpeodpasyeTcs: 6JIOKOM O POBKI
B HaTypasbHoe ancygo. Oaua [I3C-smemenT gaer, TakuM 0Opa30M, POBHO OJIHO HATYPaJbHOE
YHUCIIO.

s bopmuposanus 1BeTHbIX nzodbpazkenuit [[13C-ameMenTs 00beIMHAIOTCA B TPYIIIBI U3
derbipex 3jemeHToB. [loBepx rpymmbl pasmernaercs: uibrp Baitepa (Bayer filter), koropsrii
nenaer onuna [13C-3/1eMeHT UyBCTBUTEIBHBIM K KPAacHOMY IIBETY, JPYTOil — K CHHEMY, a
JBa ocTaBminxcs — K 3emeHoMy. OuibTp Baitepa MOXKHO TpeCcTaB/IATh B BUJE KBaIPATHON
IJIEHKU, Pa3/ieJIeHHOI Ha 4 paBHBIX KBaJpaTa, N3 KOTOPBIX OJINH CUHU, OIMH KPACHBIH 1 JBa
3esienbix. Hasimume nByX 3e/1€HbIX (DUIBTPOB OO0bACHAETCS OCOOEHHOCTSIMU HeJIOBEYECKOTO
CBETOBOCIIPUATHUSI.

[Ipu Br/ITOYEHWEM KaMepbl CIEIUAJBHBIN KOHTPOJLIED OIPEIEIsieT KOJUYIEeCTBO CBETa,
[IOTTAIONIEr0 Ha MAaTPUILy, W IPOBOJUT OaJaHCHPOBKY Oejoro. bBajancuposka 06ejoro
[IO3BOJISIET CKOPPEKTHPOBATh IIBETa W300payKeHWsl, dYTOObI WPUBECTH UX K I[BETAM,
HaOJIIOIA€MbIM  YEJIOBEKOM B €CTECTBEHHBIX YCJIOBHUIX (MM JI0 TpeOyeMbIX IIBETOB).
[Tocsie sToro mzobpazkenune cuurbiBaerca ¢ [[3C-marpuipl 1 coxpaHsieTcss BO BCTPOEHHOI
OTepaTUBHON TaMATH KaMepbl. /laiee m306pazkenne wu rpyIirna n300pazkeHnii C2KIMAeTCs ¢
IEJIbI0 COKPAINEHUsT 3aHNMAEMOTO UMU 00beMa TMaMATH, MPU ITOM MeJKHe JeTaal MOTYT
yrpauunBarbcd. Hambosee dacTo wucnosbdyeMbIMu (opMaTaMu cxKaTug M300parKeHuit u
Bujeornoroka sipigiores JPEG, MJPEG, MPEG, Wavelet.

[Tocsie Toro kak m3zobpazkenue oOPAOOTAHO, OHO MOYKET ObIThH JINOO COXPAaHEHO BO (JISII-
aMsATh, JuOO IE€PEAHO Ha KOMITBIOTED WU CepBep, K KOTOPOMY KaMepa IOJIKJ/II0UYeHa
HEIOCPEJICTBEHHO (C MOMOIIBIO OIHOro 13 nHTepdeiicos, Hanpumep, USB) niwm mocpepctsom
BBIYUC/INTETHHON CETH.

4.3.8. MukpodoHbI

B sTom pazjiesie Mbl KpaTKO PACCMOTPHUM HTPUHITUIIBI PAOOTHI B OCHOBHBIE XapaKTEPUCTUKI
MHUKPOMOHOB JIJIsI KOMIIBIOTEPOB.

Onpenenenne 4.16. Muxpogorv, 0asi KOMNBIOMEPOS — M0 Ycmpolucmsa 6600a
ungopmayuu, nmpeobpasyrowue  aKycmuveckue  (36YKo6uie) 60AMbL 6 INEKMPUUECKUE
UMNYNDCDL.

Ha nmacrosmuit MoMeHT HamboJiee pPacIpOCTPaHEHbI JTMHAMUYECKUE, KOHJIEHCATOPHbIE 1
9JIEKTPETHBIE MUKPOMOHBI JJIsi KOMIIbIOTEpoB. [Ipuniun faeficTBus 371eKTpeTHoro Mukpodona
OJIM30K K KOHJIEHCATOPHOMY, ITO9TOMY MbI COCPEJIOTOYUMCS TOJBKO HA JIBYX IIEPBBIX BUJIAX.

4.3.9. Junamuueckue (KaryiiedHbie) MUKPOQOHBI

Cxema JTUHAMIYIECKOTO MUKPO(OHA TIPUBEIeHA HA pucyHkKe 17.

BaxkubIM 3/IeMeHTOM KarKJI0r0 MUKPOQOHA SBJISETCsT MeMOpaHa — 3JeMEHT, CIIOCOOHBIM
coBepIaTh YIpyrue KoJebaHUs MO BO3JIEHCTBHEM aKyCTUYeCKON (3BYKOBOii) BOJIHBI.
B jgunammdeckux MuKpodoHaX MeMOpaHa COEIUHSAETCA € KATYIIKOW HWHIYKTUBHOCTH,
[IOMEINEHHO! B MarHUTHOE II0JIe, CO3/I[aBAEMOE IOCTOSHHBIM MATHUTOM. 3BYKOBasl BOJIHA
3acTaBjIdeT MeMOpaHy KoJie0aThbCsl MU TEeM CaMbIM ITPUBOJIUT B JIBUKEHUE TPOBOAHUK. [Ipum
IepecevIeHnn KaTYIIKOW CUJIOBBIX JTMHUI MArHUTHOTO 101 B Heil BosHuKaeT D/1C unyKimm,
KOTOPYIO MOXKHO PErHCTPUPOBATH, IPeoOpa30BbIBATh B JICKTPUICCKUI CUTHAJ U TIepe/laBaTh
KOMIIBIOTEDY.
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MNoCTOAHHDbIN
MarHuT

r(( ( ( ~ BbIXOAHOM
e CUrHan

N
T \ [N1pOoBOAHMK

3BykoBad MembpaHa KaTtyuika
BOJIHA

Puc. 17. Cxema nunamuvieckoro Mukpodona

Henocrarkom — jguHamMudeckoro  MUKpoOHaA ~ MOXKHO — Ha3BaTh  €r0  MEHbBIIYIO
YYBCTBUTEJIBHOCTD 110 CPABHEHWIO C KOHJEHCATOPHBIM MuKpodonom. OJIHAKO HPU ITOM
JITHAMUYeCKU MUKPOOH Oojiee CTOEK K BHEITHUM BO3JEHCTBUAM (HAIpUMEp, Oojiee
YCTOWYNB K MNaJeHUsIM ¥ yJapaM), & TakxKe NPAKTUIeCKH He 3aBHCHUT OT MOTOHBIX
YCJIOBHU, YTO TO3BOJIAET NPUMEHATH €ro BHe momerieHuii. Kpome Toro, maumHaMmdyeckKue
MHUKPOMOHBI CIIOCOOHBI BBIJIEPKUBATH OYEHb OOJIBINIOE 3BYKOBOE JIABJIEHHE, YTO IIO3BOJIAET
UX UCHOJIb30BaTh B KCTPEMaJIbHBIX YCJIOBUAX.

4.3.10. Kounagencaropubie MUKPOQOHBI

Kak cnemxyer n3 nazsanmsi, OCHOBHBIM 3JIEMEHTOM KOHJIEHCATOPHOT'O MUKPO(OHA, STBJISAETCS
KOHJICHCATOD, OJiHA U3 OOKJIAJOK KOTOpOro sApjsercsd memOpanoii. [locko/ibKy eMKOCTh
KOH/IEHCATOPA 3aBUCUT OT PACCTOAHUS MeXKJIy OOKJ/IaJIKaMM, TO KOJIeOaHWs MeMOpPaHbI IO
BO3JIeICTBUEM 3BYKOBOI BOJIHBI M3MEHAIOT €MKOCTbH KOHJEHCATOPA. 3aperucTpPUpPOBAHHDLIE
U3MEHEHUsI EMKOCTH CJIy?KaT OCHOBOW it (DOPMUPOBAHUS IMOJIE3HBIX SJIEKTPUIECKUX
CUTHAJIOB.

Cxema KOHJIEHCATOPHOTO MUKPO(OHA MIPUBE/IeHa Ha pucyHkKe 18.

Kowniencaropabie MUKpodoHbl 60Jlee dyBCTBUTEIbHBI K 3BYKOBBIM BOJHaM (Tak Kak
[poriecc M3MEHEHUs eMKOCTH KOHJieHcaropa OoJjiee «ToHKHit», deMm wusMenenne J1C
UHJIyKTUBHOCTH B KATYIIKE [PH ee IepPeMelleHnn B MarHuTHoM 1osie). [losromy, ¢ omHoit
CTOPOHBI, OHU CIOCOOHBI 0OECHEYUTD JIydIllee KadecTBO 3BYKa, HO, C JIPYTrOil CTOPOHBI, OHU
[IPU 9TOM BOCIIPUHUMAIOT CYIIECTBEHHO OOJIbIIIE «ITOCTOPOHHUX» 3BYKOB. [loaTOMY X mmpoko
IMPUMEHSIOT B CTYJIUSX 3BYKO3AIWCH, TJe MOYKHO ODECHednTh OTCYTCTBHUE ITOCTOPOHHUX
IITyMOB.

K wmemocrarkam KOHJIEHCATOPHBIX MHUKPO(OHOB TaKyKe OTHOCATCH: OTHOCUTEIHHO
BBICOKAsl CTOUMOCTH, HEOOXOJIMMOCTH BO BHEITHEM IHUTAHUM, 3aBUCHUMOCTb OT ITOTOJIHBIX
yesoBuii (HampuMep, ypOBHSI BJIa’KHOCTH W TEMIEPATYDPhl M aMIUIHTY/bl UX KOJIeOaHwMii),
OTHOCHUTEJIbHASA XPYIKOCTh, YTO TaKyKe OrpaHuYMBaeT 00JIacTh MPUMEHEHUs ITUX
MHUKPO(OHOB.

104



ConpoTusneHune

>
BbixoaHOU

CUTHaN

3ByKkoBaa MembpaHa MNutaHue MpoBOAHMK
BOJIHA

Puc. 18. Cxema KoHEHCATOPHOTO MUKPODOHA

4.4. Bompochl n 3aJaHUA

4.1. Jljs gero npeHa3zHadenbl MpOoIeccop, OlepaTuBHA MaMATh U yCTPOMCTBA BBO/IA-BBIBOJIA
KOMIIbIoTEpa’

4.2. Ilpeamnonokum, 910 MBI UCIIOIb3yeM 10 OUT JiId ajpecanui siueek HaMsaTi pa3sMepoM 4
baiiTa. Ajpecannio KaKoro oobemMa IaMATH Mbl CMOXKEM 0DECIIEUUTh !

4.3. Pacnosioxxure B nopsijike yseandenust oobema namsaru: (1) Crpaunnna. (2) Bur. (3) Cioso.
(4) Bauk. (5) fueiika.

4.4. Pacnosiokure BHJIBI HAMSATH B MOPSJIKE yBeJndeHUH cKopoctu paboTel. (1) Perucrpsr
nporeccopa.  (2) Teepporenpubie  nHakomurern. (3) OcHoBHast —(omepaTHBHAsI) —ITAMSITh.
(4) Onrruaeckue mucku. (5) Marautabie Kectkue qucku. (6) Ksm-namsrs.

4.5. Kakas xoHtenius 0ObITHO Peain3yercst B IIPOIECCopax BUICOKAPT?
1. MHO»KecTBeHHBI# TTOTOK KOMaH] I, MHOYKECTBEHHBIN ITOTOK JIAHHBIX.
2. OMHOYHBIN TTOTOK KOMAH/I, MHOYKECTBEHHBIH MOTOK JIAHHBIX.
3. MHoXKeCcTBEHHBI ITOTOK KOMaH/I, OJIMHOYHBIN ITOTOK JIAHHBIX.
4. OUHOYHBIN TOTOK KOMAHI, OJUHOYHBIN MOTOK JIAHHBIX.

4.6. OnumuTe TPUHIATT PAOOTHI COBPEMEHHOI'0 MArHUTHOTO YKECTKOTO JINCKA.

4.7. Kakag mmHa Hambojee pPACIPOCTPAHEHa Ha TEKYIIMH MOMEHT B I€PCOHAJIBLHBIX
KOMIIbIOTepax?

4.8. Ilycrs TakTOBas 9acTOTA MUHBI KOMITbIoTepa cocTapister 10 I'T'. 3a oauH TakT 110 mmte
MOXKHO TtepesiaTh 8 6uT. OreHnTe CKOPOCTh Iepeadn NHMOPMAIMH 110 MTHHE?

4.9. Onumunre OCHOBHBIE CBONCTBA MPOEKIINOHHO-eMKOCTHBIX CEHCOPHBIX 9KPAHOB.
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4.10. Ilepeuncimre 3/1€MEHTHI KU IKOKPUCTAITIECKOIO MOHUTOPA W OIUIITUTE IIPUHIIAII €TI0
paboTHI.

4.11. Ilepeducaure OCHOBHBIE 3JIEMEHTBHI JIA3€PHOTO INPUHTEPA U OIUIIUTE MIPUHIIAI €ro
paboOTHI.

4.12. Tlepeunciiute s7eMeHTHI TU(POBOIT BeO-KAMEPhI U OMUIIUTE ITPUHITUI €€ PAOOTHI.

4.13. CpaBHHTE TUHAMUYIECKUI U KOHIEHCATOPHBIN MuKpodonbl. KaknMmu nmpenmyiiecrBaMu
U HeJI0CTATKAMU OHU 00J1a/1al0T (0 OTHOIIEHUIO JIPYT JApyra)?
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5. OcHOBBI OIepaIlMOHHBIX CHUCTEM

5.1. BBenenune

ApromarmsupoBaHHasi 00paboTKa WHMOPMAIMT B COBPEMEHHOM MHPE Yallle BCEro
IPOUCXOJUT € WCIHOJIb30BaHUEM Kakoii-imbo omepanuoHHoit cucrembr (nanee OC).
Ecim kakasg-to wmnabopmarusa u oOpabaThIBaeTCs aBTOMATH3UPOBAHHO 0€3 IIpUMEeHEHUs
pactpoctpanenubix OC, TO 3TO CKOpee BCero CBs3aHO C IPUMEHEHUEM KAKOTO-JT00 ITPOCTOTO
win creruduyaeckoro obopyaoBaHUs, Ha KOTOpoe IpocTo He ycraHaBiauBaerca OC, HO
Ha KOTOPOM paboTaeT Kakas-TO BCTpoeHHasi mporpavma. CKazkeMm, BOJIOHAIDEBATEb WU
cTupajbHad MamuHa — HuKakux OC TaM HeT, HO OHH aBTOMATH3UPOBAHHO 00PabATHIBAIOT
nadopmarmio. Ho B HacTymnaromuii BeK HHTEpHETa Belleil y»Ke CYIIeCTBYIOT JIOMaITHUe
ycTpoiicTBa, paboTaromne Ha MHUPOKO pacrnpocrpaneHHblx OC WM UX OTBETBICHUIX
(BeposITHO, Jlazke BOJOHArDEBATEIN W CTHpPaJbHble MamuHbl). [lo Beeil BummMocTH, HUKOrO
yKe He yJAUBHUINL TejeBu3opoMm Ha Android, HO BOT XOJOAMJIBHUKOM Ha Linux, gymaro,
MOKHO. OJIHAKO TaKOil yzKe CYIIeCTBYeT B MPOJYKIMU KOMIIAHUKA Samsung u paboraer OH
Ha IIPOU3BO/IHON OT Linux MOOMILHON omepalnnoHHoi cucreMe Tizen.

Takum obpaszoM, MBI KHBEM B MHpPE, B KOTOPOM II€PCOHAJIbLHBIE JIAHHBIE,
koHUICHITNATIbHAS UHMOPMAI, TOCYIAPCTBEHHAsI TaffHa U Jpyras <yBCTBUTE/IbHAS
K PacKpbITUO uHMOPMAaIUS YacTo o0pabaThIBaeTcsi Ha OJHOW U3 PacIpPOCTPpaHEHHBIX
oneparmonnbix cucrem: Windows, Windows Server, MacOS, iOS, mpomspojubie Linux,
cpen Koroperx Android, Ubuntu, CentOS, Debian, Red Hat u 1. 1. Kpome meckTomubrx®,
MOOWIBbHBIX H  cepBepHbiXx OC wundopmamnms TakzKe IPOXOAUT dYepe3 MHOXKECTBO
ceTeBoro obopyHoBaHMSA, Ha KOTOpoMm pabotator cBou OC, Hampumep, IO yIpaBJIEHHEM
nponpuerapuoit Cisco Internetwork Operating System paboraroT MHOTHEE MapIIPYTH3ATOPbI
n kommyTaropsl Cisco, mom ympasienneMm mpon3Bogaoil or Linux OC paboraior dhaepBosibl
Cisco PIX, Cisco ASA, cereBoe o0b6opyJoBaHue IPOU3BOANUTENA Juniper paboTaer IO
ynpasjenneMm 1mpoussognoii or Linux OC Junos OS, 6Gosee Toro, mox ynpaBieHUEM
npousBoHbIX oT Linux OC paboraror poccuiickue kpunromiio3sl ViPNet HW, a takxe
daepsosibl Pyoukon u T. 1.

Bo Bcex «roukax» obpaboTkm mHbOpMalnu: Ha MOOMJIBHBIX Tesiecbonax, Ha [IK, Ha
ceTeBOM ODOOPY/JIOBAHUHU, HA CEpBEpaxX — CYIMIECTBYIOT CBOHW IIYTU HEJETMTUMHOIO JIOCTYIIA
K mHGOpPMaINN, a U3-3a MUPOKOH PACIIPOCTPAHEHHOCTH JIOBOJIBHO y3Koro Kpyra OC mMeTo bt
aTakK 3avacTylo IOXO0XKHU JPYT Ha JIpyra.

5.2. OnpenesieHne oeparnMoOHHON CAUCTEMBbI

Beirtie y2ke 10BOJIbHO MHOTO Pa3 YIIOMHHAJIOCH CJIOBOCOYUETAHUE «OMEPAIINOHHAS CHCTEMay.
Hacraso Bpemst Hemuoro hopmasin3oBaTh 3TO HOHATHE.
[Tox, OC nonumaror porpaMMHoe obecriedeHne, KOTopoe

1. mpemocTaB/seT IPUIOKEHUAM PECYPChI allllapaTHOIO 00eCIeYeHns KOMIILIOTEPa B BUJIE
VJIOOHBIX (/11 TIPOrPaMMUCTOB) abcTpakimit? u

3Meckronnbivu (ot anrit.  desktop) mim  mactombHBIME  HasbBailor OC, KOTOpble dale BCero
YCTAHABJIUBAIOTCS Ha IEPCOHAJbHBIE KOMIbIOTEephl, Hampumep, Windows 7, Windows 8.1, Windows 10,
Ubuntu, MacOS u T. 1.

4Tlon aberpakmusavm OC mornMaroress HekoTopbie Mexanu3Mbl OC, KOTOPbIE IIPeIOCTABIAIOTCS IPYTOMY
OporpaMMHOMY O6eCIIe‘{eHI/IIO J1JIg BBIIIOJIHEHUA €10 (byHKU‘I/II;’I HpOBeﬂeM ITapaJijie/jib: IIepeMeHHasd B A3bIKEe
[IPOrPaMMUPOBAHUS — 3TO aDCTPAKIM, [0l KOTOPOH B KOHKPETHBLII MOMEHT BPEMEHU MOYKET MOHUMATHCS
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2.

yIpaBJIFeT 3TUM allapaTHbIM 00eCIiedeHueM.

Pazbepem KaxKapIit 13 9TUX JIBYX acIEKTOB ITOAPOOHEE.

5.2.1. OC kak mpoBaiijiep pecypcoB

st monumanust 3roro acriekra OC paciuiieM 1o myHKTaM TPUMEPHBIH CIIMCOK PECypPCoB,
KOTOPBIE HY?KHBI JTIOOOMY TPUJIOXKEHUIO, ITOOBI BBIIOJIHATHCS, U TO, 9TO peayn3oBano B OC
JJId IIPEJIOCTABJICHAA 3TOI'0 PECypca:

1.

Puc.

ITporneccopuoe Bpewms. [Ipusoxkenne TpedyeT MporeccopHoe BpeMs It BHITOJTHEHU s
CBOEro KOJIA.

Cospemennbie OC [0IKHBI 00€CIIeINBATH BO3MOXKHOCTD OJJHOBPEMEHHOT'O BBITTOTHEHHS
MHOTMX IIPHUJIOKEHMII Ha KOMIbIOTEpPax € pPa3HbIM KOJMYECTBOM sIJep IIPOIeccopa,
B TOM YHCJIE€ Ha OJHOsSIEpPHBIX Iporeccopax. llosaromy Bo Bcex OC mpucyrcTByeT
TAKOW KOMIIOHEHT, KakK IIJIAHUPOBIIUK, KOTOPBIA 3aHUMAaeTCsl IIPeI0CTaBICHIEM
IIPOIECCOPHOI'O BpeMeHU ITPUJIO2KCHHUAM. Ka,)KILOMy IIPUJIOZKECHUIO IIJIAaHUPOBIIIUK JTa€T
KaKoe-TO HeDOJIBIIOe KOJIMIECTBO BpeMeHU (HECKOJIbKO MUJLITHCEKYH]I) Ha BbINOJTHEHNE
cBoero Koja. Korma Bpems 3akamauBaercsi, OC mpepbiBaeT BBIIOJIHEHNE TPUIOZKEHHS
U Ilepe/iaeT yIpaB/eHue IJIAaHUPOBIUKY. [[JTaHMpOBIUK peraeT, Kakoe ITPUJIOKEHHe
CJIEJIYIOIIMM TIOJIYIUT IIPOIECCOPHOE BPEMsI W 3aIllyCKAaeT ero BBIMOJHeHHe. TakuMm
obpaszom, B OC wmoxkeT IceBIonapaielbHO paboTaTh MHOXKECTBO IPUIOKEHUIL:
IPOIIECCOP TPOCTO OYEeHb OBICTPO IMEPEKII0YAETC U BBINOJIHSAET MOHEMHOIY KayK10€e
OPUIOXKEHNE, YTO CO37[aeT BIEYATIEHHE UX OJHOBPEMEHHOH paboThl (cMOTpH
pucyHok 19).

19. Tlcemonapasuiesnbunoe BoinosHenue mpuaoxkennit B OC. Kpyrosas crpesika

[OKa3bIBaeT OBICTPYIO CMEHY KAPTUHOK (BBIMOJHAIOMINXCS HA IIPOIECCOPE MTPHIJIOZKEHMI )

3HaYEHUE B PETUCTPE POIECCOpa, aJpec sIefiKu OrrepaTuBHON TaMsATH, 00 BHEKT KAKOH-TO CJTO2KHOM CTPYKTYPhI
B IIporpaMMe | T. I.
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MpunoxxeHunsa

oC

2. ITamsars’. IIpuioxKeHnio HeoOXOIUMa, OlepATHBHAA NAMATL I pa3MeIleHUd B Heil

CBO€CT'O KOJIa N JaHHDBIX.

OC jo/mkHA pasie/nTh MeXKIy BCEMU TPUIOKEHUIMHU OIEPATUBHYIO aMSITh.
DTy 3ajady pemaer IOJCUCTEMa ylpabjeHus namaTbio. OHa peajmsyer (DYHKIUU
BBIJIEJIEHNsT M OCBOOOZKJIEHUS MTAMsITH, YBEJTMUIEHUS U YMEHbBIIEHUs BbIJIEJEHHON JacTh
naMsATH, OJOKUPOBKHM MHAMSITH OT BBI'PY3KH Ha BHEIIHUN HOCHUTEJb, OTOOpaXKeHWs
daitioB B mamMsTh U T. II.

VYcrpoiictBa BBoga/BbIBoAA. [Ipuiioxkennio 0ObIMHO TPEOYIOTCs yCTpOiicTBa it
[peIOoCTaBIeHNs BXOAHON MH(OpPMAIME U BBIBOJA pe3y/Ibrara ero paborbl. Takumm
YCTPOWCTBAMU MOTYT OBITH MOHUTOD, KJIaBHATypa, MbIIIb, YKECTKUN JUCK, CeTeBasd
kapta u T. A. g npemocraBienmst 3tux pecypco OC peaqmsyer MHOXKECTBO
abCTpaKInii.

s mocryna k cetn OC mpetocTaBiisieT MPUIOKEHUSIM COKETBI, Iepe3 KOTOPbIe MOXKHO
OTHPABUTh U NPUHATH nHMOpManuio u3 ceru 1o creky nporokosos TCP/IP (emorpu
pucynok 20 (a)).

NaHHble - HaHHbIE © CoBpiTue DaHHble
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Puc. 20. OC OpeaoCTaBJIAET PECYPChl KOMIIbIOTEpa IIPUJIOXKEHUAM B BHUIE y,HO6HI)IX
abCcTpaxInii

=
OB,ZLGCI) n JdaJiee 110/ IaMATbIO IIOHUMAaeTCd HMMEHHO OllepaTHuBHad IIaMATb (HaMHTh C IIPOU3BOJIbHBIM

nmocrynom, RAM). Do GbicTpas HEprosaBuCUMAag MAMATb, B KOTOPOH NPHJIOKEHUS XPAHIT CBOU KOJI U
JlaHHBIe, HEOOXOUMBbIE BO BpeMs BbioHeHust. QriepaTuBHAas MaMsITh HE MOXKET XPaHUThH JaHHbIE, KOTIa OHA,
obecrouena. Korma peusr Oyzer maru mpo mamsaTb KECTKOTO JUCKA, TBEPAOTEIbHOIO HAKOMUTE s, (bJIer-
AMSATh, TO OY/yT UCIOJH30BATHCS CIOBA «JUCK» WA «BHEITHUN HOCUTEIb>.
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JlocTynn K »KeCTKOMY MMCKY dYallle BCero mjaeT depe3 omHy u3 nomgepxkuBaeMbix OC
daitsiobix cucrem. C nomompio peasmsanuu daiinosoit cucrembr OC npegocTasisier
npusiozkerusiM aberpakimio paiiaa (cmorpu pucynok 20 (b)), pasrpaHnduBaeT 10CTYII
K daitmam mexy nosbsoaresnsmu OC, BoccTaHaB/IMBAeT JaHHbIE HA BHEIIHEM
HOCHTEJIE TI0CJIe aBapUiTHOrO 3aBeplieHus paboThl, BEJET ayJuT JoCTyla K daiimam
I T I

O HUM U3 CaMBIX IIPOCTBIX CIIOCOOOB MOJIYUEHHs JIOCTYIIA K KJIABUATYPE U JHUCILICIO B
OC saBiisiercs HanMcanne KOHCOIbHBIX Tpuiokennit: OC mpeocTaBisgeT MTPUIOKEHIIM
HabOp 6UGIMOTEK JId co3manusa Takux npuioxkernii®. [loap3oBaTens paboTaeT ¢ TaKoil
[IPOrpaMMOii, BBOJA TEKCTOBBIE KOMAH/bI W IOJIydasl Pe3yJbTaT B TEKCTOBOM BHJIE
Ha 9KpaHe MoHuTOpa. st mporpaMMmcra HalMcaHHe TAKUX MPUJIOXKEHH — OdYeHb
IIPOCTOE JEJIO: C MOMOIIBI0 (PYHKIINN «CIUTaii ¢ KOHCOJIU» IIPOIPAMMUCT 3allPAIIUBacT Yy
[I0JTh30BATE/IsI JAHHBIE, 3ATEeM COXPAHSIET BBEJCHHBIC JJAHHBIE B IIEPEMEHHDIE, BHITUC/ISET
HEKOTOPBII pe3ysibraT, 3aBHUCSINANA OT STHUX MEPEMEHHBIX, U BBI3bIBAET (DYHKIINIO
«HAIWINKA Ha KOHCOJIb» JIJIA BBIBOJA pe3ysbrara. Co3maHne OKHa I BBOJA M BBIBOIA
B Hero mH(OpMaImn, epejaada TOJIbKO TeX HayKaThil Ha KJIaBHATYPY, KOTOpPbIE OBLIH
CJIEJIAHDBI, KOTJIa 9TO OKHO OBLIO aKTHUBHBIM, HEIOCPEJICTBEHHAs] OTPUCOBKA CHMBOJIOB
KaKoro-to mpudra B 9TOM OKHe, — Bce 3Tu 3agadun permaer OC He3aMeTHO I
nporpaMmmucta (emorpu pucyHok 20 (¢, d)).

5.2.2. OC kakK MeHeJKep pecypcoB

B mpenmpriymem nyHKTe OBLIO CKa3aHO JOCTATOYHO Ha TEKYIIMII MOMEHT O TOM,
KaK [JIAHUPOBIIUK YIPaBJAeT IIPOIECCOPHBIM BpeMeHeM, II09TOMY 3/leCb Ha 3TOM
OCTaHABJIMBATLCS HE OyJIeM.

OrHOCHTEILHO IIOJCUCTEMDBI YIIpaBJICHUA I1aMATBIO BBIIIE ObLIN BbIJI€JIEHBI HEKOTOPLbIE

MOMEHTBI, KOTOPBIE BHUJIHLI CO CTOPOHBI IPUJIOXKEHWS, KaK TMOJb30BaTEJIsd OIepaTUBHON
namatu. Ho MHOTMe Bemu TMOJCUCTEMa YIPABJICHUS IMaMATBIO JIEJIAeT CKPBITHO OT
npuokenuii. [lepeuncanm HeKOTOpHIE U3 HUX:

1. OC obecnieanBaeT 6€30IACHOCTH THaMATH. BOT HENOJIHBIA CIHUCOK BeIeil, KOTOpbIe

nenaer OC:

a) OC sammiaer CBOIO HAMSATh OT 3alUCH CO CTOPOHBI OJB30BATEIbCKIX
npuioxkenuit (cmorpu mojpasern 5.3.6).

6) Kaxoe npuiokeHne nMeeT CBOIO MaMsITh, 3AIUIIEHHYIO0 OT JOCTYIA CO CTOPOHBI
APYIUux HPUJIOZKEHUIL.

B) OC mpeiocTaBiisieT BOSMOYKHOCTb CO3/IABATH U CO3/AeT CaMa YIaCTKU IaMsITH, B
KOTOPBIX HE MOYKET ObITh MCIIOJHAEMOIO KOJIa IMPUIOKEHUs. DTO HEOOXOIIMMO JIJIsT
IPEeJOTBPAIIECHAS 3alUCH U UCIIOJHEHUS TPOU3BOJIBLHOTO KOJA 3JI0YMBIIIJICHHUKOM
B IIaMATU.

r) B pasueix OC ecrb MexaHW3MbI, KOTOPble He Da3pelialoT Kakoil Obl TO HH
OBLJIO JIOCTYIl B NaMsTh IOJIb30BATE/IHCKUX ITPUIOKEHNH BO BpeMs BbIITOJTHEHUS
koma camoit OC. DTo omdTh Ke 3alm|Ta OT IMOTEHIHMAJbHBIX aTakK, B

6Bubmmorexa — MOJKIIIOYAEMBIH K HPOrpaMMe MOMY/b, KOTOPBIH pacmupserT (ByHKIHOHA IPOIPAMMEL.
Cucremuasi 6ubsmoreka — OubmoTEKa, KOTOpas mocrapisercs: Kak cocraBHas dactb OC. Vcnosib3oBanue
OMOJIMOTEK BBITOIHO TEM, UYTO IPOrPAMMBI MOTYT OpaTh KaKOW-TO oOmumit (pyHKINOHAJI W3 HAX, & HE
PeaM30BbIBATE B KAXKJIOU IIPOrpaMMe.
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KOTOPBIX 3JIOYMBIIIJIECHHUK 3alliCbhIBa€T 3HOBpe,H‘HbH71 KO/ B KOHTPOJINPYEMYIO UM
aMATb, a 3aTeM Kak-TO Iepejaer Ha Hee yupasienue u3 kojga OC (cmorpu
nozpassessr 5.3.1, 5.3.6).

2. Ecim pasHble IpuioyKeHns: UCIOIL3YIOT B CBOEil paboTe OJHU U Te »Ke OHOIMOTEeKN, TO
OC MOZKET 3KOHOMUTL IMaMATh 3a CYET 3al'PDY3KU B pPEaJIbHYIO ITaMATb O,J:[‘HOI;I‘ KOIINM1
3TOi GUOIMOTEKH I OTOOPasKeHHs | ee B IaMATh BCeX IPUJIOKEHNIL.

Ecain kakoe-To m3 Takux HpI/IIIO}KeHI/Iﬁ NU3MEHUT 4YaCTb JaHHBIX B OMbJIMOTEKE B
IIpoiliiecce CBOero BBIIIOJITHEHUA, TO 6yaeT CKOIIMpOBaHa OTJAE/JIbHO TOJIbKO U3MEHUBIIaACA
JacTh. TakuMm o6pa30M, IIPUJIO2KECHU A BUAAT O6HLyIO HEN3MCHEHHYIO 9aCThb 6I/I6J'II/IOT€KI/I7
KOTOpasd IIPUCYTCTBYET B IIaMATH B €IWMHCTBECHHOM 3K3E€MILIAPE, a TaK2Ke CBOU
N3MEHCHHbIC 9aCTH, KOTOPLIE OTO6pa}KaIOTCH B ITaMATDHb KazKJI0I'O IIPUJIO2KEHN A OTICILHO
OoT Apyrux.

3. OC ympapisieT BBITPY3KOIl 9acTH OIEPATUBHON HMAMSITH Ha YKECTKUI JTUCK.

YacTto mpuiiokeHus: 3alpalinBaioT OOJbIIOE KOJUIECTBO IaMATH, ITOOBI €e XBATUJIO
B XOJI¢ BBINOJHEHHUsI IPUIOXKEHHsT BO BcexX creHapusax. OIHAKO He BCA IaMATh
HCIIOJIb3YyeTCsd OJITHOMOMEHTHO. [IpuioxkeHne oObIYHO B HEOOJIBINON MHTEPBAJ BPEMEHH
HCIIOJIb3YeT HEOOJIBINON 00beM CBOEll HmaMsaTH. DTO O3HAYAET, UTO MOXKHO JIep:KATb
B IIaMATHU TOJILKO Te JaHHBble, KOTOPblE IPUJIOXKEHUS aKTUBHO MCIOJB3YIOT ceifdac.
Taxkoii 1MoJIX0/I B TEOPUU ITO3BOJIAET BBIIOJIHATH OOJIbINE MPUIOXKEHUN ¢ HEOOJIBITIMU
BPEMEHHBIMU 3aTpaTaMyi Ha BBII'PY3KY HEHY?KHBIX YacTeil Ha JINCK.

Ocrajioch moroBopuTh 06 ycTpoiicTBax BBOjA,/BhIBojA nHpopMalmu. B OC paboroii ¢
STUME yCTPOUCTBAME 3aHUMAaETCs nojcucrema BBojia-BeiBosia OC. Pabora sToit mojcucrembr
ommpaercsa Ha JpaiiBepbl ycrpoiictB n dactu OC, ¢BA3aHHO! ¢ HU3KOYPOBHEBBIM JIOCTYIIOM
K alapaTHOMy ODeCIIeueHnIo, TaK HA3bIBAEMOMY YposHio abemparuyuy 060pydosanus (OT
auryi. hardware abstraction level, HAL). [IpaiiBepsl obecrieunBaior paboTy KOHKDPETHOIO
obopysoBanust u onupatorcss na HAL, xkoropas abcrparmpyer jpaiitBep OT 0cobeHHOCTEl
mwiatgopmbl, Ha KoTopoit on paboraer. HAL mnpenocrasnser mpaiiBepam (yHKIUN YTEeHUS
U 3aliCd OTHOCUTEJIHLHO HEKOTOPBIX a0CTpaKInii, dYepe3 KOTOpble WJET YIIPaBJICHUE
ycTpoiicTBaMu 1 OOMEH JIAHHBIMEU C HUMH.

[lepeuncum BO3MOXKHOCTH, KOTOpBIe obecrieunBaer dta dactb OC g jydiiero ee
[TOHMMAHUS:

1. Kox napaiiBepa ycrpoiicTBa MOKeT OBbITb HAIlMCAH B OTBJIEYEHUM OT apXUTEKTYPhI
KOMIIBIOTEPA, YTO JIEJIAET €ro JIETKO ITIEPEHOCUMBbIM.

2. OC no3BoJisieT BbICTPauBaTh JApaiiBEPhl B MEMOYKN JJId J00ABICHIA JOMOJIHATETHHOTO
dyHKIMOHAA.

Hamnpumep, sapaiiBep aHTUBHPYCHOTO 0OeCIEYeHHS MOXKET OBITh BCTPOEH IEpe/l
napaiisepoM  aitioBoit  cucrembl  (CMOTPH  IyHKT 3) JJIsi  TIPOBEPKH  JIAHHBIX,
3aMUChIBAEMbBIX Ha JUCK.

BcerpamBanne HOBOro gpailiBepa B IENOYKY JIpPaliBEPOB  YCTPOWCTBA  MOKET
HCIIOJIB30BATHCA u 3JI0BPEIHBIMU PUJIOZKEHUAMU. Tax, [IPUJIOZKEHUE,
IepexBaTbiBarolllee CUMBOJIBI, BBEJEHHBIC C KJIABUATYPbLI, MOXKET BCTpPauBaThb
IIPOMEZKYTOYHBIN ApafiBep B IEIIOYKY JApailBepoB KJIaBUATYPHI.

"TonsTre 0TOOpasKeHHs TAMATH TIPUIOXKEHHUH Ha (BU3MUECKYIO HAMATH CBA3AHO C BUPTYAJIbHOI TAMATHIO
U pacKpbIBaeTcd B 5.3.6.
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3. OC wMoxkeT peaan3oBaTh HEKOTOPbIE VI00HBIE abCTPAKIIUU C IIOMOIIBIO CBOWX
JIpaiiBepoB, KOTOphIe OyAyT padoTaTh Ha/l JpaiiBepaMu KOHKPETHBIX YCTPOMCTB.

Tax, max apaitBepom 1mmHBI SATA, 10 KOTOPOI NPOM3BOINTCS Iepejada JaHHBIX
MezKJLy TIPOIECCOPOM (OCHOBHON MaMsTBIO) 1 skecTKuM juckoM, B OC MozkeT paborarh
MHOXKECTBO JIPYTUX JIpailBepoB, B WacTHOCTH, JpaiiBep daiiiopoit cucrembr (PC). B
Windows sto apaitep NTFS, B Linux, nanpumep, Ext4, a 8 MacOS — APFS. To ectb,
paboras B OC, He HYKHO 3a00THUTHCSA 00 OOIIEHNN ¢ KOHTPOJIIEPOM YKECTKOI'O JIHCKA
mo mmmHe SATA, BMecTo 9TOrO Besg paboTa BeJIeTCsl ¢ BBICOKOYPOBHEBOI abcTpakiiueit
«KOHTellHepa I XpaHeHUs JaHHbIX» — (hailIoMm.

Eme omauMm npumepom Moxker ObITh JpaiiBep cereBoro creka TCP/IP, koropbiM
OTIOCPEIOBAHHO TIOJIB3YIOTCsT OOJIBIITMHCTBO CETEBBIX HpuIoxKeHuit. IIporpammucry He
HYKHO 3HATh BCE TOHKOCTH CETEBBIX ITPOTOKOJIOB U PEaIn30BLIBATH MX B CBOEM
nputoxkennu. Jloctarouno ucronbzoBath adbcrpakimio OC cokeT u onepanum Hal HUM.

4. OC mnozBoJieT Ha JIETy MOJKIIOYUTH W YIAJUTD YCTPOWCTBO M3 CUCTEMBI, & TaKXKe
ABTOMATUYECKH PACIO3HATH HOBOE YCTPOHCTBO, TOJK/IIOYEHHOE K KOMIIBIOTEPY B
BBIKJIIOYEHHOM COCTOSTHUM, W WHHUIMAJIM3UPOBATDH €ro paboTy, WM Ke IMPEIOKUTDH
[I0JTh30BATE/I0 HACTPOUTH YCTPOMCTBO, ecjiu ero jpaiiBep He Obur Habien OC. Dra
dbyuknusa nzsecrna kak Plug and Play (PnP).

5. OC ympaB/sier muTaHreM yCTPOWCTB. BBIK/TI09aeT HEeKOTOPbhIe U3 HUX WJIU TEPEBOJIAT MX
B PEXKUM IOHUKEHHOTO MOTpeOJIeHNsT SHEPTHUH, KOT/Ia OHU He UCIOJIb3YIOTCs, & TaKKe
KOI'JIa, KOMIILIOTEP IePeXOIUT B CHSAININI PexKIM UM PeXKUM THOePHAIII®.

6. OC obecrieunBaer 6e301aCHOCTD onepaluii BBosa-BbiBoa. Hampumep, OC 3arperaer
3allUCh B OIPEJIEJICHHBIN (ailyl M0Ib30BaTEe/II0, Y KOTOPOro HET HA 9TO IIPaB, a TaK¥Ke
3aIlperaeT MucaTh OANTHl JAHHBIX HANPSMYIO Ha JIMCK B TO MECTO, IJle PAaCIOJIOKeH
taxoii daitr. Takke OC He IO3BOJIAET TOJIB30BATETbCKUM IIPUJIOZKEHUAM «ITPOCTO TAK»
MPOCJIYIINBATH BCE BBOJMMBIE C KJIABUATYDPHI CHMBOJIBI WU UJYIIUI Yepe3 CEeTeByIO
kapry Tpaduk. I tak nasee.

Tak:xxke OC wmoxker obecrnednBaTh CBOIO 0O€30MACHOCTD IOCPEJICTBOM ITPOBEPKH
9JIEKTPOHHON TIOJIIIMCH JIOBEPEHHOI0 pas3paboTduka Ha dailjie japaiiBepa ycTpoiicTBa
nepea TeM, KakK 3arpy3uThb €ro Ko/ B IaMATh.

5.3. OcHOBHBbIE€ MOHSATHUS OIIEPAIMOHHOI CUCTEMBbI
5.3.1. Pexxum sijipa u pexKuM I0JIb30BaTEJIst

Copemennble OC HCIOMB3YIOT alllapaTHO IMOIEPKUBAEMYIO0 HEPAPXUIECKYIO CUCTEMY
3alllUTHl CBOErO0 KOJA M JAHHBIX JIJIsi ITOBBIMIEHUS OTKA30YCTOMIUBOCTU. DTOT MEXaHU3M
Ha3bIBAETCH KOJIBIIAMU 3alIUATHI U PEaTn30BaH B OOJILITUHCTBE COBPEMEHHBIX ITPOIIECCOPOB.
OOBITHO WCITOJTB3YETCS JIBA KOJIBIA, XOTS HEKOTOPhIE apXUTEKTYyPhl PEAU3yI0T YeThIPe.
DTH KOJbIla OOBIYHO HA3BIBAIOT PEXKUMOM sifipa (WM CymepBU30pa) U PEeXKUMOM
noJib3oBaTeJisd. Paszmmiang Mex 1y pexKuMaM#l COCTOSAT B OCHOBHOM B CJIEJTYIOIIEM:

8B choamieM pesknMe O6ECTOUYMBAETCS IOUTH BCe AINIAPATHOE oObecliedeHne KOMIIBIOTEPA, HO He
obecrounBaercsi oneparuBHas mnamsTh. OHa xpanur umHMOpManuioo o ucrnoigHseMmbix B OC npuyioxKeHusix
Ha MOMEHT yXOJa B CISIIuii pekuM. B pexxume rubepHarmm 06eCTOYNBAETCS BECh KOMITBIOTED, IIPU ITOM
COJIEPXKMMOE OIEPATUBHON MaMsITH 3AlMCHIBAETCS Ha BHEIIHW HOcuTedb. llpm ciaemyromem 3amycke OC
OOHAPYZKUT, YTO JIO TOIO OHA YILIA B TUOEPHAIMIO M BOCCTAHOBUT COJEPXKUMOE OLIEPATUBHON IaMsTH (duTaii
BOCCTAHOBUT CBOIO PAbOTY) € BHEITHETO HOCHUTEJIS.
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e B pexume sjipa JOCTYIHBI BCe MHCTPYKIIUU IIPOIECCOPA, B PEXKUME IOTH30BATE IS
TOJIKO HEIPUBUJIETMPOBaHHbIe. Hampumep, WHCTPYKIUS 3ampeTa IIpepbIBaHUi
SIBJISIETCS] TIPUBUJIETUPOBAHHON W €€ HeJib3sl UCIIOJHUTH B PeXKUMe T0JIb30BaTENs, TaK
KaK 9TO CJIeJIAJI0 Obl HEBOBMOXKHOI paboTy miaHupoBinuka (cmorpu 5.3.5).

e B pexxumMe gpa UCIOTHAEMBII KOJT MOXKET TIOJIYUYUTD JIOCTYII KO BCE TAMSITH, B PEXKIMe
[OJIB30BATE/IsT KOJT PAOOTAET TOJILKO € MaMSATBIO TEKYIIEro npuiioxkenus, koropyio OC
BBIJICJINIIA €MY.

V3 myHKTOB BBIIE CTAHOBUTCS MOHATHO, Kak OC 3amumaer cebst yepe3 MexaHu3M KOJIell
3aIUTHL: KOJI IPUJIOXKEHUH paboTaeT B pexKuMe 1o/ib3oBareisd. TakuM 06pa3oM, MIPUIOXKEHNE
HE MO2KET BBLIIIOJTHUTH ITIOTCHIUAJIbHO OIIaCHbIEC MHCTPYKIUU IITPOIECCOPpa W UMeeT JOCTYII Ha
U3MeHeHNne TOJIBKO K CBOEl IHaMATU, 9TO ABJIAeTCAd XOPOIIINM CHOCO6OM 3alllIThI OT OH_H/I6OK B
[PUJIOZKEHUSIX, KOTOPbIe MOT'YT IIPUBECTH K aBapuitHoMy 3aBepiinennio paborsl OC, a Takxke
OT HAMEPEHHOI'0 BMEIIaTeIbCTBA CO CTOPOHBI IPUJIOYKEHUI B paboTy BHY TPEHHIUX MEXaHU3MOB
OC. Koy camoit OC paboraeT B peskuMe sjipa, 9To gaer OC Bcio nosHOTY JeiicTsuit’.

JIBa ciiejryromux myHKTa Ja/yT JIydlliee TOHUMaHe TOro, KaK IIPOIeCCOP MEeHAET YPOBHU

3aIUTHI BO BpeMs pabOTHI.

5.3.2. IlpepniBanus

IIpepbiBanuss — mexaHu3M Iporieccopa Jiid 00paboTKH COOBITHIl, KOTOpbIe TPeOYIOT
HeMe IJIeHHOM 00pabOTKM €O CTOPOHBI HPOTPAMMHOTO obeciiedenus. [IpepbiBanus AeasaTCs
Ha JIBa THUIIA.

1. Annapammuvie npepwearus.  Vcmosb3yores — ycrpoiicTBaMu — KOMIIbIOTEpa,  JIJIs
nuadopmupoBannsg OC 0 COOBITHUSIX, CBSI3aHHBIX C HUMHU, Ha KOTOPbIE HYKHA PEAKITHSI
co croporbl OC. Pu3nIecKu 9TO JIEKTPUIECKNE CUTHAJIBI, TOCTYIIAIOIIIE B ITPOIECCOP
or ycrpoiicrBa. Hampumep, Haykarwe Ha KJIABUILY KJAABUATYPbI WA JIBUYKEHHE
MBIIIKOI TPUBOJAUT K Iepejade CHIHAJIa B IIPOIECCOP, & IPOIECCOP IIPU 3TOM
nepegaer yrapapiaenue dactu OC, orBedaromeit 3a 31u cobbiTust. OC cunTaeT HaXKaTyIO
KJ/IaBUITYy WJIM IIO3UIIUIO MBI M IIepeaacT 3TY I/IHCbOpMaLH/HO JaJIblIe 3allyIIeHHbIM
[PUTIOYKEHUSIM.

2. Ilpoepammmvie npepvisarus. BO3HUKAIOT, KOTJIa TPOM3OINILIA OIMMUOKA BLIITOJTHEHUS
OYepeIHOM WHCTPYKIUU IIPOIeccopa WJIM KOrja OblLla UCIHOJHEHA CIIeUa/bHas
UHCTPYKIUs, WHUIUUPYIOIIas Takoe mpepbiBanue. Hampumep, B ciiydae jefienus Ha
HOJIb, 1porieccop coobmutT OC o mporpaMMHOM IPEPBIBAHUM, TaK KakK OH HE MOXKEeT
BBITIOJTHATD 3TY WHCTPYKITHIO.

[Ipn BOBHMKHOBEHUU ITPEPBLIBAHUS ITPOIECCOP MPUOCTAHABINBAET UCIIOJHEHNE TEKYIIETO
NIPUJIOYKEHU S, COXPAHAET €r0 COCTOTHUE JIJIsi TOr'O, YTOOBI TIOTOM €0 BO30OHOBUTH, U TIEPEJIaeT
yIpaBJjeHre B ClienuaabHbI 00paboTunk mpepbiBanus, 3agannabit OC. [Ipu sTom mporeccop
[IEPEXOJIUT U3 PEKUMA IT0JIb30BATE/ I B PEXKUM fJIpa, TaK KaK KoJl 00paboTINKa IMpephIBAHUS

9B cospemernnnx OC wacTo BCTpedaeTcs CHTYaIdsl, KOTAa dacTh mporpammuoro xoma OC Taxsxke
UCIIONIHAETCA B PEXKUME TIOJH30BATEIsI. IDTO CAEJIAHO TaKKe JIT OTKA30yCTOWIHMBOCTA W 0OE30ITacHOCTH.
Hanpumep, apaiiBepbl ycTpOHCTB MOXKHO 3aIlyCTUTh B PEXKUME II0JIb30BaTE/IsI. B TaKOM CjIydae BO3HUKIILYIO
B JipaiiBepe ommOKy MOXKHO Oymer obpaborarh Ha ypoBHe OC u, ckaxKkeM, Iepe3arpys3uTh JpaiiBep Wju
[IPOCTO BBIKJIIOYUTH YCTPOHUCTBO. DTO HE IMPHUBEIET K aBaPUITHOMY BBIKJIIOUEHHIO KOMIIBIOTEPA, KaK OBLIO
OBI ¢ JIpaiiBepoM, pabOTAIONIEM B PEXKUME sIIIPA.
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Haxojurcs B sjpe. [locie 06paboTKu TpepbhIBaHMs BBIIOJTHEHUE TPUIOKEHUS MOXKET ObITh
BO30OHOBJIEHO Cpa3y ke, B APyToit oTpe3oK BpeMenn, mian OC MOXKeT 3aBepIINTh BHIIIOJTHEHIE
IIPUJIOZKEHU A N3-3a BOSHUKIIET'O IIPEPbIBAHMA.

5.3.3. CucremMHBbIE BBI3OBBI

Kak rosopmiock panee, omuoit u3 dyukmuit OC aBisgercss mpesocTaBiIeHne pPecypcoB
KOMIIbIOTepa I mpusioxkennii. JIjs paborel ¢ pecypcamu kKoMmibiorepa OC mpemocTapisier
NPUJIOXKEHUSIM Ha00p (QYHKIIN, KOTOpPbIe HAa3bIBAIOTCA CHCTEMHBIMHU BBbI3OBaAMH. ITOOBI
BBITIOJTHUTL CUCTEMHBIN BBI30B, HY?KHO HCIOJHUATH CIENMUAJHLHYI0 MWHCTPYKIIHIO ITPOIECCopa,
KOTOpas MEePEBEJIET MPOIECCOpP B PEXKUM siJipa M UCHOJHUT 0OpabOTYUK ITOTO CUCTEMHOTO
BbI30Ba. [IpuBejieM puMeEpPbl CUCTEMHBIX BBI3OBOB 110 I'PYIIIAM UX HA3HAYCHUS:

1. Vupasienne mpoleccaMn: CO3JaHKe, 3aBepIlieHne IPOIECCOB M ITOTOKOB, 3arpy3Ka
oub/moTeK, MYHKINN OXKUJIaHUsA, (DYHKIMH CUHXPOHUBAIUU MEXKJIy IPOIECCAMU U
[IOTOKAMM, BBIJEJICHNE U OCBOOOXKIEHNE TIAMSITHA U T. JI.

2. Yupasienue ddaitiamMu: co3janue u yjgajgenue ¢ailyioB, omnepanuu ¢ dailylaMu u
aTpudbyTamu (ailjioB u T. .

3. YipaBjieHue yCTpoiiCTBaMM: CO3/IaHUE U yJlaJleHue YCTPOUCTB, ONepaIuu ¢ HUIMU | T. ]I.

4. VupajeHue ceTbio: CO3/IaHue U YIAJCHUE CETEBbIX MOJIK/II0UEHNN U (DYHKITUN TIePeIadn
JaHHBIX U T. .

5. Yiupapienue 6€30IaCHOCTBIO: U3MEHEHHE MTapaMeTpPOB JOCTYIIa K 00beKTaM, IIPOBEPKA
BO3MOXKHOCTHU JIOCTYIIa, W3MEHEHUe TEeKYyIIUX IlapaMeTpPoOB JOCTylla IIpolecca WiId
OTOKa U T. .

5.3.4. IlpunoxkeHusi, Npoiiecchl, IIOTOKNI

Berirre crienma/ibHO HE YIIOMUHAJIUCH MIOHATHS «IIPOIECC» M «IIOTOK». BMecTo 3Toro Beerjia
MUCAJTIOCH «IIPUJIOYKEHUE». ITO OBLIO CIEJIaHO HAMEPEHHO, TaK KaK CJIOBO <«IIPUJIOYKEHUE»
UHTYUTUBHO MOHATHO, HO CJIOBA «IIPOIECC» U «IIOTOK» TPeOYIOT OoJiee (hOpMAaIbHOIO IMOIX0/Ia,
TaK KaK sSBJILAIOTC JOBOJIBHO TouHbIME ToHATUAMEU OC.

JlaBaitTe 11 Hadaja paszbepeMcsl CO CJIOBOM «IpujioxKenues. lIpumyiokenme — 310 He
4TO mHOe, Kak Habop daitioB. Hekoropble daiiyibl sIBIAIOTCI HUCHOTHAECMBIMHA, TO €CTh
UX KOJI OyJeT 3arpykKeH B OINEPATUBHYIO MaMsiTh U IOJIYYHUT IPOIECCOPHOE BpeMs JIJIs
BbITIOTHeHNS. HekoTopble dailbl — 3TO pecypchbl, KOTOPBIE HCIOIb3yeT MPUJIOKEHNE B CBOEit
pabore. OHU WK UX YACTU MOTYT 3arpyzKaThCd U BBIIPYKATHCS U3 ONEPATUBHON HMAMSATHU
B XOJI¢ BBINIOJTHEHUsT TIpUJIoyKeHus. «l[Ipuioxkenusi» erre 9acTo HA3BIBAIOT <«IIPOTPAMMAMUY.
Cerojiast MOXKHO BCTPETHUTH MHOYKECTBO PA3HOOOPa3HBIX HpuioxkeHuil, padboraromnmx B OC.
Ectp Te, KoTOpBle TTpeoOpa30BaHbl B MAITMHHBIE KOMAH]IBI IPOIleccopa MW Ueil KOJ T'OTOB
K 3arpy3kKe B ONEPATHUBHYIO MaMATh W BBIIOJHEHUIO, a €CThb Te, 4eil KOJI MepeBOJUTCH B
KOMaH/IbI IIPOIECCOPa Ha JIETY MPOMEXKYTOUHbIM HpuiokeHueM. EcTb Te, KoTopbie TpeOyioT
YCTAHOBKM, & €CTb Te, KOTOpble He TpeOyIoT, mjau BoodIe paboratoT m3 Opaysepa. EcTb
rpadudeckre TPUIOXKEHUdA, €CTh NPUWIoXKeHusd 0e3 murepdeiica, €cTh U TaKue, KOTOPbIE
JIAIITB OOCTYKUBAIOT JIPYTHE MPUJIOKEHHST, HAIIPUMeD, 6a3bl JJAHHBIX WJIM KPUIITOIIPOBAI€PHI.

HOCJ’IG,ZLHI/IG Ha3bIBaIOTCA C@pGUCdM’LLlO.

10Ceppucer (mm memonsr B Linux) — mpuioxkenus, pabotaiomue B dbOHe W IIPeJIOCTAB/IAIONTe KaKHe-To
GYHKIMY IPYTUM IPUIOXKEHUSIM.
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Tenepsr mepexonum K mousatuio mnporecca. IIpormeccom B OC HA3BIBAIOT IK3EMILISAD
3aIlyIIEHHOro mpuaoxkenus. [loka mpusoxkenue ere He 3allyIMIEHHO, a MPOCTO JIEKUT Ha
JKECTKOM JINCKE, TO IMPOCTO MPUJIOKEHHE, a He 1poriecc. [Iporece nosgBsieTcss B pe3ysibTaTe
3aIrycka npuoxkenus. [Ipuiokenus oObITHO 3aITyCKAIOTCS 10 OHOM U3 CJICYIONUX TPUTHH:

6.

910 BakHoe i padborsl OC mpusokeHune, U OHO 3AIYCKAETCA ABTOMATHYECKH B XOJI€
zarrycka camoit OC. IIpocTbiM TpuMepoM 371ech MOXKET ObITH IpuUIo)KeHne winlogon na
Windows, B KOTOpOM IOJIb30BaTe/Ib BBOJIUT CBOU UM W TTAPOJIb JIJI BXOJA B CUCTEMY
U KOTOpOE TI0JIL30BATEIb BUJIUT IMOCTIE OJIOKUPOBKUA KOMIIBIOTEPA.

DTO MPUIOKEHUE-CEPBUC, KOTOPOE HACTPOUJIO CBOI aBTOMATUYIECKUI 3aIIyCK [P CTApTe
CHCTEMBI.

DTO TpUIIOKEHNe U3 aBTo3aiycka. Aemosanyck — QyHKIHA, TO3BOJISIONIAS KAYKIOMY
nosib3oBareto OC 3alycTUTh KaKne-TO CBOU IPUJIOKEHUs IIPU CTapTe CHCTEMBI.

ShVe) HIPUJIOZKEHHUE, 3allyHICHHOEC IIJIAHUPOBIIIUKOM.
HpI/IHO}KeHHe 3allyCTHUJI CaM ITIOJIb30BaTEJIb.

[Ipunoxkenue 3aIycTUIO APYTroe MPUIOZKEHHE.

QaKTUIECKHU IIPOIECC TTPEJICTaB/IsAeT cOO0i HADOP HEOOXOIMMBIX /I pabOThI IPUIOKEHUS
naHHbIX, KoTopble OC cOepKUT B ONMEPATUBHOMN MMaMSITH.

Teneps o morokax. Ecim mporecc — 3TO 9K3eMILISIp 3allyIEHHOIO MIPUJIOXKEHUs, TO
MOTOKOM MOXKHO HA3BaTh SK3EMILISIP KOHKDETHOW BETBU WCIOJHEHUS MPUIOXKEHUs. B
coppemennbix OC y mporecca Bcerga e€cTb XOTs Obl OJMH IIOTOK. DTO IIOTOK, KOTOPBIi
CO3JaeTCd IIPpU CTapTe IMPUJIO2KECHNA U KOTOpBIfI CJIY2KUT JIJIsl BBIITIOJIHEHU A TJIaBHOIT beHKHI/H/I
npuioxkeHus. B maspHedieM mporece MoKeT co3/1aTh 60s1ee oaHoro noroka. Ceifdac moToKn
IPUMEHSIIOTCS ITOYTU B JIFOOOM IPHUJIOKEHNH, TaK KaK OHHU IOBBIMIAIOT ITPOU3BOANTEHHOCTH
npuioykeHuii. Bor HeKoTOpble HPEeMMyINecTBa IIOTOKOB II€pPEeJ IPOIECCAMH OTHOCHUTEIHHO
3bdeKTUBHOCTH:

1.

[Lraruposmuk coppemerrbix OC BbI1aeT MPOIECCOPHOE BPEMST UMEHHO ITOTOKaM. 3J1eCh
BasKHO TO, YTO ILJIAHUPOBIIUK MOXKET BBIOPATH HECKOJBKO IOTOKOB OJIHOTO IIPOIECCa
JIJISE BBITIOJTHEHUS B CJICJIYIONINN OTPE30K BpeMeHu. Takum oOpa3oM, IPOIeccop MOZKeT
OJIHOBPEMEHHO BBITIOJHATH HECKOJILKO ITOTOKOB OJIHOTO IIPOIECCA, UTO 3HAYUTETHLHO
yBeJIMUUBaeT IIPOU3BOJIUTEIbHOCTD IIPUJIOZKEHUS B 3TOT OTPE30K BPEMEHU.

Ecmu omun w3 moTrokoB mporecca 3a0J0KUPOBAJICS Ha BBIIOJHEHUN KaKON-TO
JUTATETbHOM omneparn  (0OBIYHO OXKHJIAHWE BBOJA IOJIb30BATE s WM YTE€HHEe WJIH
3alUCh JIAHHBIX Ha YKECTKWH JIUCK), [JIAHUPOBIMK MOXKET TYT K€ BBbIJIATH BpPEMs
JIPyrOMy TIOTOKY Tiporiecca. To ecTh He BeCh IPOIECC KJIET 3aBEePIeHUs KaKOi-TO
JIOJITOIT ollepallii, a TOJBKO OJUH IIOTOK.

Coznmanne HOBoro moroka B OC mpoucxomuT ropas3jo ObicTpee, HWeM CO3/aHUe
HOBOT'O TIporiecca. TakuM o00pa3oM, PUJIOXKEHUs, KOTOPbIE CKJIOHHBI 3aIllyCKaTb
JIOYEpPHUE TIPOTECCHhI IS PEMICHUs CBOUX 3aJad, MOIYT CUJIbHO YBEJIUIUTH CBOIO
[IPOU3BOJINTEIBHOCTD, €CJI OYIYT CO3/IaBaTh MOTOKU C AHAJOTUYIHBIM (hyHKIIMOHAIOM
paJii 3TOro.
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4. MexXIOTOKOBOE B3amMOJeiicTBHEe OBbICTpee MEKIIPOIECCOPHOr0, TaK KaK IIOTOKH
pa3mIeasioT MexKIay coboil obmyro mamsaTh mporecca. OIMH TOTOK MOYKET H3MEHATH
3HAYEHUE HepeMeHHOﬁ B IMaMATM IIpoIeccCa, a ,Z];pyr‘OI‘/)I CHUTBIBATH MU3MEHUBHIYIOCHA
nepeMeHHyo. Mex iy mporeccaMu TaKoe OPraHU30BaTh CJIOXKHEe, TaK KaK IaMATb
OJIHOTO TIpOIecca 3alluIlieHa OT IPSIMOro JOCTYIa CO CTOPOHBI JIPYIOro IpoIecca.
Jnst sroit em B OC peanmsyroTcst clenuaabHble MeXaHU3Mbl MEKIIPOIECCOPHOIO
B3aMOIENCTBUS.

[Iepeiiiem K onmcaHwIo *(KU3HEHHOTO IIUKJIA ITporiecca. Bee HaUmHAETCS ¢ TOTO, YTO MIPOTIECC
3aIlyCKaeTCsd, IPU ITOM CO3JIaeTCs N 3allyCKaeTCs IOTOK, KOTOPBIM HCIOJIHSET IJIABHYIO
dyukuio npuioxkenus. Jlasiee mporecc cymecTByeT B CUCTEME, MOKa y HEro eCTh XOTs Obl
o/inH aKTUBHBIN 1OTOK. [loTOKM B CcBOIO Odepe/ib paboTAiOT 1O CxeMe, M300parKeHHOH Ha
pucynke 21. PaccMOTpUM COCTOSHUSA TTOTOKA:

3aBepLueHmne

Puc. 21. Cxema cocTossHUIT 1 TIEPEXOIOB IIOTOKOB

1. Crapr. B s5TOM COCTOSHUM IIOTOK HAXOJIUTCS IIOCJE CO3JaHUsI, IIOKa OTPadaTBhIBAIOT
dyuxnuu OC, obecrieunBarolue ero JaJIbHERITYIO PAOOTY.

2. T'oroB. B cocrostHunm TOTOBHOCTH IIOTOK HAaXOIUTCS BCErja, KOrja OH TOTOB K
BBITIOJTHEHWIO Ha, Tporeccope. To ecThb emMy HUYero He MelaeT MTPUCTYIUTh K
WUCTIOJTHEHUTO CJIeTYIONell MHCTPYKITUNA TPOTPaMMBI.

3. Beimostasiercss. B 9TOoM cocTOAHUM IMOTOK HaXOJUTCSI B MOMEHT WCIIOJIHEHHS Ha
IIPOIIECCOPE.

4. 3abaokupoBaH. B 5ToM coCTOIHUN MOTOK HAXOIUTCS, KOT/Ia OH OXKUIaeT 3aBePIITeHHS
Kakoii-mnbo ormeparuu. OOBITHO 9TO OlEpalys, CBs3aHHAsd C yCTPOWCTBAME BBOA-
BBIBOJIA: OTKpPBbITHE haiiia, IpreM JaHHBIX 110 CeTH, OKUJIaHUEe BBOJA C KJIABHATYPBI
u T. Ji. Ho ObIBatoT u Jipyrue mpuMepbl, HAIIPUMED, ITOTOK MOXKET BONTH B COCTOSIHUE
OJIOKUPOBKU HaMEpPEHHO NIpU padoTe HECKOJIbKHX IIOTOKOB C OJHON STUeMKO ITaMATH:
€CJIN B 9€efKy IMaMATU UJIeT 3aIMCh JIPYTUM ITOTOKOM, TO TEKYIIUI ITOTOK OJIOKUPYETCS
U 2KJIET 3aBEePIIEHUs OIePaIliy, KOIIa JIPYTroil MOTOK 3aKOHIHUT CBOIO OIIEPAITUIO, MOYKHO
OyJIeT MPOJOJIKHUTDL paboOTy ¢ TIEHKON MaMSITH.

5. 3aBepiieHue. B 31oM coCTOSIHUN IOTOK HAXOIWTCs IPU 3aBEPIIEHUN CBOeil pabOTHI,
noka orpabarbiBaioT dyuknun OC, obecriequBarolye ero KOppeKTHOe 3aBepIIeHNe.
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Tenepp 0 mepexomax MexKy cocTosHuUsIMU. Bce Haumnaercs ¢ coctosuusa «Crapr», B
KOTOPOM IIPOUCXOJUT MHUIUAJJIN3aIUA ITOTOKA. HOCHG 3aBepIIeHuA BCel HO,ZLFOTOBI/ITGJIBHOI'?‘I
paborer OC mepeBOoANT MOTOK B cOCTOsHHE «['OTOB»: MOTOK TOJBKO UTO OBLI CO3JaH 1
HUYTO He MEIaeT eMy BBIIOJHUTH CBOIO IEPBYIO MHCTPYKIMIO. /lajiee MOTOK OXKUTAeT, MOKa
IUIAHUPOBIIUK HE BBIJIACT €My KBaHT BPEMEHU [IJIs BBINIOJTHEHUSI Ha Iporieccope. Korma 3To
IIPOUCXOIUT, OC IepeBouT IIOTOK B COCTOAHUE <<BbIHOJIH51€TCH>>, 1 IIOTOK Ha4duHaeT CBOIO
paboTy Ha OJTHOM M3 IPOIECCOPOB KoMIbioTepa. Jlajee MOTyT OBITH TPU CHUTYAIIUN:

1. Ilorok Bo3Bpamaercss B cocrosinne «loToBs. Hale Bcero 3To MPOUCXOINT, KOIJA Yy
[IOTOKA 3aBEPIIUJICT KBAHT BPEMEHHU.

2. Tlotox mepexomut B cocrosHaue «3ab/IOKUPOBaH». B obIiemM ciydae 9TO MPOUCXOIUT
[MOTOMY, YTO TOTOK XOYeT OCYIIECTBUTH JOCTYI K KAKOMY-TO PeCypcCy, KOTOPBIii
aubo 3aHgT ceidac, JqubO cama oleparyd JOCTyla K PEeCypey OILYTHMO JIOJIbIIe
KBaHTA, BBIJIEJIIEMOTO Ha BBINIOJIHEHUE TIOTOKA. B TakoM cjydae HEeJIOTMYHO OCTABJIATD
[poreccop mpocTtanBaTh 0e3 paborsl, modTomy OC mpepbiBaeT BBINOJIHEHUE TOTOKA,
[EPEBOJIUT €ro B COCTOSHUE <«3a0/IOKHPOBAaH» U IEPEXOJUT K IIJIAHUDOBAHUIO
BBITIOJTHEHHST OJTHOTO M3 MTOTOKOB B COCTOSTHUU «[ OTOB».

3. Ilotox 3aBepiiaer cBoOe BBINOJHEHUE, IEPEiijisd B COCTOSHUE <«3aBepIieHne». IJTO
[IPOMCXO/IUT, KOIJIa IMOTOK BBIMOJHUI (DYHKIUIO MMPUIOXKEHUsI, KOTOPYIO €My HYKHO
OBLIO BBIMTOJTHUTH N3HAYAIBHO, MJIM KOTJIa BO3HUKJ/IA OIMMOKA ¥ TIOTOK HYKHO aBapUNHO
3aBEPIITHUTh.

N3 cocrosuust «3abiokupoBan» B cocrosgHue «l'oroB» moTok mepexoant, Korjga B OC
3aBEPINWINCH JEfICTBUs 110 OCYIEeCTB/IeHUIO jocTyna K pecypcy. Hampumep, OC cuurasia
CTPOKY TeKcTa u3 paiia, ¥ MOTOK I'OTOB HPOJOJIKUTH CBOIO PabOTy ¢ HOBOIIPOYUTAHHOI
CTPOKOW.

5.3.5. Ils1aHMPOBINK 1 CMEeHA KOHTEKCTa

Tenepn, Korya y HaC ecTh Oa3oBasd MH(MOPMAIWS O MPEPBIBAHUIX, IIPOIEccax U MOTOKAX,
XOTeJIOCH OBl JIONOJIHUTH UH(OPMAIMIO O IJIAHUPOBIIUKE. B ciie/Iyonux myHKTax OIUIIeM
OCHOBHbBIE CBONCTBA IJIAHUPOBIIUKA, XapaKTepHbIe Jjisg 00IbIInHCTBA coBpeMeHHbIx OC:

e [[1aHMpOBIINK, KaK IPaBUJIO, INIAHUPYET BBIIOJHEHHE TOTOKOB. 1O ecTh eJnHUIaMU
IJIAHUPOBAHUS BBICTYIIAIOT MMEHHO TIOTOKHM, & He TIpoIecchl. bjaromapd 3SToMy
IJIAHUPOBIIUK MOYKET BBIJIEJTUTH IIPOIECCOPHOE BPEMSI HECKOJIBKUX sIJIEP IIPOIECcopa
Ha BBINIOJIHEHNE HECKOJBKHUX IMOTOKOB OJIHOIO IIPOIecca. DTUM JTOCTUTACTCA MCTUHHBIM
IapaJijieJIu3M, B OTJIMYUHAE OT TICEBJIONapaJIIe/M3Ma, UTIO3UT KOTOPOTO BO3HUKAET TTPU
OBICTPOIl CMeHe BBLITIOJTHAIONIUXCS Ha MTPOIECCOPE MPOIECCOB.

o [[TaHMPOBIMMK BBIJAET TOTOKAM MaJIEHbKHMII OTPE30K BpPEMEHHN Ha BbBIIIOJHEHUE,
HA3bIBaeMbIii KBAHTOM. KBaHT MOxKeT ObITh (DUKCUPOBAHHBIN 0 Pa3Mepy, & MOXKET
OBITH PA3/JIMYHBIM JIJId Pa3audHbIX 1MOoTOKOB. Hampumep, B Windows ecth Texnosorus
[IeEPEMEHHBIX KBAHTOB, OJiarojiapsd KOTOPOI KaXKJbIil TOTOK IPOIEcca, OKHO KOTOPOIO
HAXOJINTCS Ha IepeJIHEM IIJIaHe, T0JIyIaeT KBAaHT BTPoe OOJIbIe OOBITHOTO.

e Kak mpasmio, B coBpemenHbix OC MOTOKAM HA3HAYAIOTCS MPUOPUTETHI U IEPBYIO
O4Yepe/ib BBITOTHEHNS MTOIYYal0T MOTOKHA ¢ HANOOIBIITIM ITPHUOPUTETOM.
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e [[1aHMPOBIIUK TIJIAHUDPYET BBIIOJHEHNE HOBOI'O ITIOTOKA B OJHON W3 CJIEIYIONINX
CUTYaIUA:

— Korza moTok ToJIbKO 9T0 OBLI CO3JaH WU BBIIIE U3 COCTOAHIS OJIOKHPOBKH.

— Koryia 3akonumiicss KBaHT, BbIJIEJIEHHBIN JIJIsi BBIITOJHEHUS IIOTOKa. Boolre
BO3MOXKHOCTb ~ BBIJICJICHUsI  [OTOKAaM  (DPUKCHPOBAHHBIX  OTPE3KOB  BpEMEHU
[IPEJIOCTAB/ISIET  YCTPOMCTBO — BBICOKOTOYHBIN Taiimep. ToT Taiimep ¢
OIIPEJICICHHON  TIEPUOJUIHOCTBIO TIOChLIAeT TpepbiBanusg B mporeccop. OC
o0pabaThIBaeT 3TO IpephIBaHE, ITepeJlaBasi yIIPaBeHne IJIAHNPOBIINUKY, KOTOPBIi
[PEIOCTABIACT IIPOILIECCOPHOE BPEM CJICAYIONIEMY IIOTOKY.

— Korja moTok Boles B cocTosiHMe OJOKUPOBKHU. Hallle BCEro IpOUCXOAUT H3-3a,
BBIIIOJIHEHKS OIIEPAIIMI BBO/IA-BLIBOA, YTO O3HAYAET, YTO IIOTOK OOJIbIIIE HE MOXKET
¢eIaTh HUYEro ITOJIe3HOTO Ha TEKYIUH MOMEHT, II0Ka OH He IOJIYIUT OTBET Ha
CBOIO OIIEPAIINIO.

— Korna nmpousomnuio npepoiBanne. [IpepbiBanue oT ycTpoiicTBa KOMIBIOTEPA MOYKET
OBITH, HAIIPUMEpP, CUTHAJIOM OO0 OKOHYAHUU OIEPAITNU BBOJIa-BBIBOJA, KOTOPYIO
WHHUITUIPOBAJI TIOTOK € OOJILIIIM ITPUOPUTETOM. B TaKoil cuTyarnuu TeKyIuil oToK
MOZKET BBITIOJIHATHCS 3a HEIOJIHBIN KBAHT OTBEJEHHOT'O eMYy BPEMEHHU, IIOKa €ro He
3aMeHHT OoJiee TPUOPHUTETHBIN, CTABINNI FOTOBBIM K BBIIOJHEHUIO TOTOK. TakxKe
IIpepbIBaHie MOKET IMPUBECTH K aBapUitHON OCTAHOBKE TEKYIEro Ipolecca, 1
BO3HUKHET HEOOXOMMOCTH IJIAHUPOBATH MOTOK JIPYTOTO IIPOIEcca.

e Ecim Her IIOTOKOB, TI'OTOBBLIX K BbIIIOJIHEHHUIO, TO pa60TaeT IIOTOK CIIeIHuaJIbHOI'O
Ipornecca IIpocTod CUCTEMBIL.

[Iporecc cMeHBI HCIIOTHSIIOIIErOCsT TTOTOKA HA3BIBAETCS CMEHOM KOHTeKcTa. [Ipu cmene
kouTekcra OC coxpaHseT Bce HEOOXOIMMBIE JIT BO30OOHOBJICHHUS PAOOTHI MOTOKA JIAHHBIE,
bakTHIECKH 9TO HEKOTOPBIiI HAOOp PErmcTpOB IPOIECCOpa, 3arpyKaeT JaHHBbIe JIPYroro
[IOTOKA U HAYUHAET €r0 BLIIIOJIHEHUE.

PaccmoTpum mapy npocThix uiei, KOTOpble MOTYT ObITh PEaJIM30BAHbI B ILIAHUPOBIIIKAX
pasubix OC. IlepBas miest — mraHupoBaHHe «II0 KPyroBoii» (cmorpu pucynok 22). CyTsb
JIAHHOTO TIJIAHUPOBAHUS B CJIELYIOIIEM:

(PLIL}>{P2.11 }>{P1.T3}>{P1.T2 | >(P3.T1)

~
~

- -

4
(P2.T1 —>{(P1.T3>{P1.T2 }>(P3.TL |>{P1.T1

Puc. 22. IlanupoBanue «mo Kpyrosoiis. Bykoit P obosnadensr mporecchl, OykBoit T —
notoku, P1 — mporecc B cucreme ¢ nomepom 1, P3.T1 — morok ¢ momepom 1 mporecca
¢ momepom 3. Bwmosagerca nepsbrit motok B ouepeau — P1.T1. Ilocne 3aBeprienus
csoero BoimostHeHust P1.T'1 nepexoauT B cocTosinue TOTOBHOCTH M BCTAET B KOHEI OYePe/Iu.
CremyromuM €BOe MPOTIECCOPHOE BpeMsI mojrydaeT motok P2.T1

® BCE IIOTOKH, I'OTOBbIC€ K BLIIIOJTHECHUIO, BLICTPpAUBalOTCA B OYePe/ib,
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® IIPOIIECCOPHOE BPEMs BBIJIAeTCs IIEPBOMY B O4Yepeu MOTOKY;

® KOI'/Jla IIOTOK BbIXOJUT M3 COCTOAHMA BBIIIOJIHEHHUA, TO OH 60 II0I1a/1a€T B KOHEI]
o4depe/iu, B ClIydae BO3BpaTa B COCTOAHUE 'OTOBHOCTH, Jbo IIOKHKIa€T O49€epelb;

® KOI'/Ia IIOTOK BO3BpalllaeTCd B COCTOAHNE I'OTOBHOCTU U3 COCTOAHUNA 6JIOKI/Ip0BKI/I, TO OH
BCTa€T B KOHEL O9CpEeIn.

C mOMOIIBI0 TAKOIrO IJIAHUPOBAHUSI, KOHEUHO, MOXKHO co3/1aTh paboratontyio OC, Ho ee
pabota OyJeT jgajieka ot kejtaeMoii. [Ipobiema B TOM, YTO B TAKOM ILJIAHUPOBAHUH BCE TTOTOKH
PaBHBI MeZKTy COOO 1 BCe Oy IaioT IPUMEPHO PABHOE KOJIMIECTBO MIPOIECCOPHOTO BPEMEHM.
HemocraTrok sToro Oyjmer SBHBIM B JeCKTOMHBIX mjn MOOMIBHBIX OC, B KOTOPBIX BasKHO,
9TOOBI IIPUJIOXKEHNE, B KOTOPOM I10JIb30BaTe/Ib padoTaeT HEITOCPEICTBEHHO ceiiuac, 00/1a1a/10
BbICOKMM OTKJUKOM. Takyke B OC cCylIecTBYIOT CHCTEMHBIE IIPOIECCHI, BBIIOJIHAIONINE
BazkHbIe 111 paboTbl OC GYHKIMU, 1 KO STUX MPUIOKEHUN Ieeco00pa3HO BBIIOJIHSITH
B mepByo odepeib. [109ToMy Ha CIieHy BBIXOJUT IIJIAHUPOBaHHUE IO IIPHOpUTETaM (CMOTpH
pHCYHOK 23).

BbicLuun
npuopuTeTt

MpuoputeT 2

MpuoputeT 1

Hu3wwnn
npuoputeT

Puc. 23. IlnanmpoBanue no npuopureram. Obo3nadenns: kak Ha pucyHke 22. Ha xaxkmom
puopuTeTe padboTaeT IJIAHKPOBaHUE 110 KpyTroBoii. [lepBbiMu mIporieccopHoe BpeMs Oy Yat0T
IIOTOKM C HAUBBICIIIMM IIPHOPUTETOM

[InanupoBanue 1o MpuoOpuTEeTaM PAOOTAET CJIEILYIONIM 00Pa30M:

® Ha KaykJIOM IIPUOPHUTETE IIAHUPOBINUK paboTaeT KakK P IJIAHNPOBAHUH 10 KPYTOBOIA;

® [ICPBBIMU IIJIAHUPYIOTCA IIOTOKH U3 OY€peIr C HAUBBICIIUM IIPUOPUTETOM.

5.3.6. YmnpaBJiieHre NaMATHIO

Copemennbie mporeccopbl 1 OC HCIONMB3YIOT MeXaHH3M BUPTYaJbHOW IaMsTH
JIJIsl YIIPABJIEHUs OIEPATUBHON HMaMATHIO KOMIIbIoTepa. UToObI MOHATH MIEI0 BUPTYAJILHOMN
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MAMSTH, HY?KHO MMOHUMATb, ¢ KAKUMH TPYIHOCTSMH B YIIPABJICHUN MMAMSITH CTAJIKUBAIUCH
UHYKEHEePhl U ITPOrPAMMUCTHI 110 XO/Iy Pa3BUTHS KOMITBIOTEPHBIX TEXHOJIOTUI.

NzHavyayibHo TaMATh HUKAK HE YIPAB/AIach U HPUIOKEHUS MOTJIA HaIPAMYIO
obpararbesd K oneparuBHoil mamsatu. B takux ycioBusgx B OC MOIJIO HUCHOTHATHCSA TOJBKO
OJIHO TIPUJIOYKEHUeE TI0 CJiejytoleii mpuante. [IpeactaBum, 4To JiBa NPUIOXKEHUS UCIOJIB3YIOT
S4eiiKy OIepaTUBHON THaMATU C OJHUM aJPECOM: II€PBOE HUCIOJIb3YeT ee JIJId XpaHeHUs
YuCJIa UTeparuii MUKIa, & BTOpoe — MPOCTo Kak vucyo. [IpegcraBum, 4To oba npuiokeHus
3aIlyIIEeHbl OJIHOBPeMEeHHO. Kcu nmepBoe npuioykeHne yMEHbITUT YUCI0 UTePAIUil IUKIa, TO
U3MEHHUTCS W 9UCJI0 BO BTOPOM IPUJIOXKEHUM, ITO CKOpee BCEro MpHUBEJeT K omudKaM. Kcaun
BTOPOE MPUJIOZKEHNE M3MEHIJIO YHICJIO, TO B IEPBOM MOIJIO BBIIIOJTHUTHCS HEIPABUJIHLHOE THCJIO
urepanuil MuKIa, 9To, OIATh ¥Ke, BEJIeT K OIMUOKAaM ¢ OOJIBIION BEPOSITHOCTDIO.

[TosTomy He0OOX0MMO OBLIO KaK-TO pa3jieJIiTh IaMsTh IporeccoB. llosgBuiack ujesd
cerMeHTHOI mamsiTu. [lamMaTh KakJI0ro mporiecca OTHBIHE UMeJia CBOi 0a30BbIM ajpec
(Hauaa0) B OMepaTUBHON HaMsTH U pasmep. HaumHarommiics ¢ 6a30BOro ajipeca y4acTok
MaMATH YKA3aHHOTO pa3dMepa — cermMeHT. CerMeHThI IPOIEeCCOB He MePeceKaanuch M MOXKHO
OBLIO 3allyCKaTh HOBbBIE IPOIECCHI, IMOKa I0JI UX CErMEHTHI €CTh JOCTATOYHO CBODOIHOI
namsaTu. Ho y aroro nmojxoma Oblia 60JbIast mpodbsieMa — BHEIHTHsIsT (pparMeHTAaIusl.

Buemmngsa ¢gpparmenrtariusi COCTOUT B TOM, YTO TPU MPOJOJZKUTETHHOM ITPOIECCe 3AITYCKa
U 3aBEpIIEHUs] IPOIECCOB B CHUCTEME B IMaMATH 00pa3yloTcd CBOOOJHBIC YIaCTKH MEXKLY
cerMeHTaMi TEeKYIIUX Ha JAHHBI MOMEHT IPUIOKeHU. B ompeseneHHbIii MOMEHT BpeMeHn
MOXKHO TIOJIyYUTh CUTYAIMIO, 9TO CBOOOJHO OYE€Hb MHOI'O MAMSTHU, OJHAKO BBIJIEJUTH OJUH
HEIPEPBIBHBIN CErMEHT TaMATH JIjIg PA0OTHI JlaXKe MaJIeHbKOIO TPUJIOXKEHUS Y2Ke HeJIb3d.
Yro0bl mcHpaBUThL TPOOJIEMY, HYXKHO 3allyCTUThL Ipolecc JgedparmMeHTanuu. 1o ecTb
CJIBUHYTH BCE CEI'MEHTBI B OJIHY CTOPOHY, YTOOBI C JIPYTOil OCTaIaCh TOJBKO 0OJIbIIas 00/1acTh
cBobOOIHOM TTaMaTu. Ho sToT mporecc gpisercs odenb HeddpdekTuBHBbIM. [losTomy ObLia
pUJlyMaHa JIpyras ujes OpraHu3alui MmaMsTi — BUPTYyaJbHas MaMsTh.

[lepeuncium njien, peajn30BaHHbIE B BUPTYAJIbHON MAMATH, 110 ITYHKTAM:

1. KaxkapIit miporiecc BUIUT BCIO IaMsTh KaK CBOIO COOCTBEHHYIO, KaK OyITO B Heil HET
JPYTHUX TTPOITECCOB.

2. Ilpomecchl  azpecyioT s4efiku NaMATH BUPTYaJbHBIMEA aJpecaMu. IDTH  aJIpeca
TpaHCIUPYIOTCs (0TOOParXKAIOTCsA) B peasbHBIE aJipeca, ¢ TIOMOIIbIO TabJIUIL TPAHCISAINN.
Y KaxKI0ro0 Iporecca 3TH TadbauIbl cBou. [losTomy JiBa mporecca MOTYT UCIOIH30BATD
[IEpEMEHHYIO 10 OJIHOMY aJjipecy, ckaxkeMm, 200, HO B IepBOM IIpoliecce depe3 TabOJIUIbI
nepsoro ke mporecca 200 OyeT orobparkeno B dusmdeckuii ajpec, ckaxkeM, 300, a Bo
BTOPOM depe3 TabIuIibl Broporo mporecca 200 6yaeT orobpazkeHo B (pusnIecKuii aipec,
ckazkeM, 100 (cmoTpu pucyHoOk 25).

3. MuoxKecTBa BUPTYaIbHLIX aJ1pPecoB 00bEINHEHbI B IPYIIILI, HA3LIBAEMbIE CTPAHUIIAMU.
MuozxkecrBa dusndeckux ajgpeco Toxke. CrpaHura — HeOOIBIION KyCcOdeK
HEIpepbIBHOI mamsTu. Belaenenne namaru ujaer crpanuramu. [Ipu srom crpanuie B
BUPTYaJbHOM IaMATH CTABUTCA B COOTBETCTBHE cTpaHulla B ¢gpusmyeckoit. Heckonbko
HOJPSI WAYIIUX CTPAHUI] B BUPTYAJbHON IaMATH He 00g3aTeIbHO WIYT IOIAPHA] B
dU3TIECKOIA.

4. BupryajbHas maMsITh IIporecca JieauTcs Ha jie dactu. OJHY U3 dacTeil UCIO/Ib3yeT
cama OC, u 9Ta 9acTh OJUHAKOBA y BCEX MPOIECCOB. DTO HYKHO JIJIsI TOTO, ITOOBI TTOCTIe
nepexo/ia mporecca B pexkuM sipa, Kox OC, KoTopblil 0TpabaThIBAET B 9TOM PEKIME,
HAXOJIUJICSI B OJIMHAKOBOM OKDYZKEHWH BHE 3aBHCHMOCTH OT Tporiecca. IIpoie roBops,
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KO/l uTeHnsi pailjga OIMHAKOB M Yy IIpoliecca OJOKHOTa, W y Ipolecca IpaduIecKoro
pejakTopa u HaxoauTces o B yacTu namatu OC, KoTopast oinHaKoBa y 000UX IPOIECCOB
(emorpu pucyHku 24 u 25).

FFFFFFFF' FFFFFFFF

MNamsaTb OC 128 TB

FFFF8000' 00000000

MNamMsaTb
noJsib3oBaTensd

00007FFF ' FFFFFFFF

128 TB

Puc. 24. Kapra namgaru mporecca. B Bepxueit wactu pacmnosaraercs koi u gannbie OC,
B HIDKHEN KOJ| M JlaHHBle Tporiecca. HImKHAA 9acTh HA3BIBAETCA IOJb30BATE/IHLCKOW, Tak
KaK 39Ta IaMsaTh OTBejeHa «moJib3oaresassm» OC — mpomeccam. IIpumep m3obpazken st
apxuTekTypbl X64. B cepesinne ecth HeoTOOpazkeHHas HA PEALHYIO TAMSIThH 00J1aCTh JIPECcoB,
TaK KakK apxuTekrypa x64 Ioka peajim3yeTcd B KOMIbIOTEpPAX B YCEUEHHOM BHJIE, TJIe €CTh
orpanndenne 1o namatu 256 repabaiit (TH): 128 maa OC u 128 musa mporecca. Apeca
kpaiinnx crpanut B namatu OC u nosb3oBaresibekoit (aamnpumep, 00007FFF’FFFFFFFF)
HAIMCAHBI B IMECTHA/IATEPUIHON CUCTEME CUUCIEHUs ¢ pa3Je/ieHueM Ha IPYIIbI 10 8 1udp
(cuMBOJIOB)

5.3.7. @aiijioBble CUCTEMbBI

Daitnoseie cucrembr (PC) sapisitorest oueHb BazkHbIM KoMoHeHTOM OC ¢ TOUKY 3peHwst
nH(MOPMAIMOHHON 6Ee30IIACHOCTH, TaK Kak MHOrme (ecjum He BCe) OXpaHsieMble JIaHHBIE
xpaasaTcss B @C Ha KaKOM-1M00 yCTpPOMCTBE JT0JITOBpEeMEHHOTro XpaHeHus. /laaum mpocroe
oupenenerue OC.

®daiisioBasg cucreMa — MeXaHU3M XpaHeHUs JIaHHbIX B ailiax, HaxOIdIUXcs B
nepapxuu JupekTopuii (KaTajoros).

B omnpenenennn cpasy BUIUM JABa HOHATHUsI: (DalIbl B JUPEKTOPUM, O KOTOPBIX IIOTOBOPUM
nagee. Taxxe Bugum, aro OC cayxut nenn xpanerus ganabix. s sroro 8 @C ogHoro u3
MOJIKJTIIOYEHHBIX K KOMIILIOTEPY BHEITHOTO HOCHUTEJISI CO3/IAI0T HOBBIN (hailyl MM OTKPBIBAIOT
CYIIECTBYIONNI ¥ 3allMCHIBAIOT Tyja HeOOXOJWMble JIaHHBIE. 3alucaTb JaHHble B aiir
O3HAYAET U3MEHUTH cojiepzkumMoe daitia. Ormernm, ato comep:xumoe daityioB B PC xpanuTcs
KJjiacTepamu (HUKCHPOBAHHOIO pa3Mepa. Kiractepbl B CBOIO 0Yepehb JesITCsd Ha CeKTopa.

@aitnpl  —  HeKoTopasd  abCTpakiys, KoTopas  (aKTUUeCKU  IIPEJICTABJIAET
HEIIOCPEJICTBEHHO CaMU JIAHHBIE U JIONOJHUTEIbHYIO WH(MOPMAINIO, HEOOXOIUMYIO s
paborsl ¢ ganapivMu B pamkax PC. JomosaurenbHas nHGOPMAIS MOYKET BKJIOYAThH B cebst
nms daitsta, pazmep daiiia, JaTy mocjaeHero n3MeHeHnsd, IpaBuIa JIocTyna K daitay u T. 1.

JupekTopusi — crenuaabHblil (aila, colepKuMoe KOTOPOro pa3duTo Ha OJUHAKOBBIE
zarcu ¢ naopMaImeil o JieKalux BHYTPHU JupeKTopun daiiaax.

B ®C MOKHO BBIIEINTH HECKOJIBKO KATETOPHil IAHHBIX (CMOTPH PHCYHOK 26):
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FFFFFFFF' FFFFFFFF

FFFF8E5C'01D759D0

FFFF8038'C4938218

FFFF8000' 00000000

00007FFF ' FFFFFFFF

00006F5B'DFDED538
00006F5B'DFDED530

00003E5A'4F72BD99

00000000 ' 06000000

Mpouecc 1

dnnyeckas
NnamMmaTb

Mpouecc 2

FFFFFFFF' FFFFFFFF

FFFF8E5C'01D759D0

FFFF8038'C4938218

FFFF8000'00000000

00007FFF ' FFFFFFFF

00006F5B'DFDED538
00006F5B'DFDED530
00006F5B'DFDED528

00000000 '00000000

Puc. 25. Orobparkenne BUPTyaabHBIX cTpaHul Ha ¢usndeckue. CTPaHUIBI IO OJMHAKOBBIM
BUPTYaJbHBIM ajipecaM B objiactu OC pas3HBbIX MMPOIECCOB OTOOPAXKAIOTCS Ha CTPAHHUILBI 110
OJ/IMHAKOBBIM aJipecaM B husudeckoit namsatu. CTpaHUIlbl Ke U3 MOJIb30BATEILCKUX 00/1acTeil,
pPAaCIOJIOYKEHHBIE T10 OJIMHAKOBBIM BUPTYAJBbHBIM aJIpecaM, KakK ITPaBUJIO, OTOOPaXKAIOTCI
Ha pas3Hble CTPAHWILI B (DU3NIECKONH HaMITH (MCKJIIOUEHHe COCTABJISIIOT pasJieisieMble

CTPAHMUITHI )

Basoswvie dannwie.

K stum manubiM, Hanpumep, OTHOCATCS pa3Mepbl ceKTopa u Kjaacrepa. CojepkumMoe
daitios B @C xpanurcsa kjacrepaMu (GUKCUPOBAHHOIO pa3mepa. Kjacrepbl B CBOIO
Ovepe/ib JIEISITCS Ha CEKTOPHI.

Tak:ke K STHM JaHHBIM OTHOCHTCS MECTOIIOJIOXKEHE KOPHEBOM JUPEKTOPUH,
cozepzkareit cuncok ¢aitos, xpaHuMbix B PC. OTHOCHTETHHO KOPHEBOH IUPEKTOPUN
aspecytorcs Bee daitasr OC.

HUmena datinoe. ITn qanHbIe comepzKaT nHMOPMAIMO 0 mMeHax (daitnos. Kak mpasuiio,
JIAHHBIE 9TOM KATEropuu XPaHATCd B KATAJIOTaX, B 3allUCAX KOTOPBIX COIEPKATCA alpeca,
Ha MeTaJlaHHbIe (haiia.

Memadannvie — 310 Bee maHHBIE (Daiiia, KpoMe HEIOCPeICTBEHHO copepzkumoro. Croma
BXO/JISIT BpEMEHHbIE METKH, a/[peca KJIaCTepOB CO/IEPKUMOTO0, TapaMeTpPhl 0e30TacHOCTH
" T. .

Codeporcumoe gatinos — naunasie OC, HEOCPEICTBEHHO OTHOCAIINECT K COIEPIKUMOMY
daitios.

Ipuksradnoie darnvie — TaHHBIE, ODECIIEUMBAIOIINE CIEIHAJIbHBIE BO3MOXKHOCTH.
Hampumep, xypramssr @C wmoryr BocctanoButh pabory PC mocite aBapuitHOro
BBIKJIFOUEHNsT KOMITBIOTEPA, & KBOTHI TIO3BOJISIOT OTPAHUIUTD Pa3Mep JUCKa, JTOCTYITHBIA
JIJIsT MCTIOJIb30BAHMUS YKA3aHHBIMI II0JIb30BaTe IsIM.
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basoBble MpuknagHbie
DaHHble OaHHble

| (Pa3mep cekTopa )

| (Pasmep knactepa)

| ‘ ALpec KOpHeBoW
|

AVIPEKTOPUN | | |
N L S—— i
7 | N
Ve N
s I S
7 N

A
- ——— — — A - =Y A ____
I | (1-n knacTep filel.txt ) |
| - (2- knacrep filel.txt |

|

|
| | | |
i |
I - 1 (1- knacTep file2.txt ) |

I I :
| | | |
L | L '

NmeHa dannos MeTagaHHbIe Copepxumoe

dannos

Puc. 26. Kareropun manubix @C u ux B3anMocBs3u. Kareropust 6a30BbIX JAHHBIX OKA3bIBAET
CBOE BJINSIHHE HA JIPYTHE KATErOPUU JAHHBIX, UTO BBIPAaXKaeTCsl B TOM, YTO JIaHHbIE U3 DAa30BBIX
JIAHHBIX UCIOJIB3YIOTCA MMOCTOAHHO Ipu padbore ¢ daiiiamu. [Ipukirajinbie JanHble OCTAIOTCA
B CTOpOHE, TaK KaK OHM He 3aJIeCTBOBAHbI HAIIPAMYIO B IIpolleccax JOCTyIa K daitiam u
3a4ACTYIO ABJSAIOTCS ONIUOHAIBHBIMY (HEOOA3a T TbHBIMM )

5.4. be3omacHOCTb OIIepPAIMOHHON CUCTEMbI
5.4.1. YnpasJieHue JI0CTYIIOM

Hng rpamornoit 3amurbl  uHMoOpManun OC  peanudyer HeKOTOpble hoOpMaIbHbIe
(MaTeMaTHIeCKUe) MOJIEIH, 3a/Ial0IIIe YCJIOBUS, IPH KOTOPBIX KTO-JNO0 MOKET HMOJIy9UTh
JOCTYII K I/IH(bOpMaHI/H/I. STI/I MOEJ/IN HAa3bIBalOTCA MOAEJIAMU YIIpaBJICHUA HTOCTYIIOM. B HUX
€CTb CBOSI YCTOABINAACT TEPMUHOJIOTUS, KOTOPOH ONEPUPYIOT, KOTJIa PEUb 3aXOIUT O 3AIUTE
nadopmaruu. BBegeMm oCHOBHBIE TTOHSITHSI.

1. O6bekThI gOCTyNna — 3TO JAHHbBIE, JIOCTYII K KOTOPBIM HY?KHO pa3rpaHudIuTh. Jarre
Bcero 31o daitbl, HO MOryT ObITh U Jipyrue 00bekThl OC: Kjtoun peectpa, 00beKThI
[IOJIKJIFOYEHHBIX BHEITHUX HOCUTEJICH U JIPYTUX YCTPOWCTB U T. JI.

2. CyombekTnl foctyma — 310 noJb3osarean OC, OT UMEHN KOTOPBIX ITPOIECCHI U TOTOKU
OCYIIECTBJIAIOT JOCTYI K 3armuinaeMbiM oobekTam B OC.

3. IIpaBo moctyma — 9TO paspelieHne, KOTOpOe MOXKeT OBITh IPEIOCTABIEHO CYOBEKTY,
HA BBIIIOJTHEHIE HEKOTOPOI'O JIEHCTBUS ¢ O0BEKTOM.
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4. oCcTymm— STO HEIOCPE/ICTBEHHOE BBINOJHEHNE JIEHCTBUS CYOBEKTOM JIOCTYIIA
NPUMEHUTETLHO K 00beKTy Jjloctyna. Eciam jeficTBue He pa3pernieHo HacTPOECHHBIMU
paBaM# JIOCTYIIa, HO TeM He MeHee KaK-TO OBLIO OCYIIEeCTBJIEHO, TO TAaKON JOCTYII
Ha3bIBAIOT HECAHKIIMOHUPOBAHHBIM.

B coBpemennbix OC MOxkKeT UPUMEHATbCS Cpa3y HECKOJbKO Mojeseil yIpaBieHus
JOCTYIIOM, & TaKKe JIOIOJHUTEJbHbIE MEXaHU3Mbl JIJisd pa3pelleHus WId 3allpeTa
olpeJie/IeHHbIX — JleficTBuit. B cioemyroommx  MyHKTaX — [IO3HAKOMHUMCS C  CAMBIMHU
pacnpoCTpaHeHHBIMUA MOJEJISIMU.

5.4.2. J/IuckpelimoHHOe ymnpaBJIeHHE JOCTYIIOM

B sToit Mot KazkIblit 00beKT XPaHUT CHUCOK YIIPABJIEHUS JIOCTYHOM — CIIUCOK I1ap
(cybbexT, npaBa jiocryna). Perenue o joctyie cybbekTa K 00beKTy KaK pas U IPUHUMAETCs
HA OCHOBE IOUCKA Tapbl ¢ HEOOXOIUMBIM CyOHLEKTOM U IIPABOM JIOCTYIIA B CIIUCKE YIIPABJICHUS
jocrynoM. Ecim napa naiijgena — OC npeoctaBuT J0CTYII, MHAYE HE MPEJOCTaBUT (CMOTPU

gx-c2)

pHUCYHOK 27).

Anuca

dann 457%/ ‘
DA AN AN

bBopwuc

o § fGopne o -

Puc. 27. Jduckpenuonnoe yupasjienue jpoctynom. CHHUCOK yIpaB/ieHUsl JOCTYIOM aiiia
cofepxkut mapel (Ammca, r) u (Bopuc, rw), To ecth y Asmcel ectb paBo ureHns daiiia, a 'y
Bopuca arenns n 3ammcu. [lpn taknx npaBax Asmmce 3amperena 3anuch B (aitn, a Bopucy
pasperena. UreHne pasperieHo 000nM, UCIIOJTHEHNEe 3aIIPEIeH0 000uM

O6BIYHO ecTh 10 KpaifHeill Mepe 3 OCHOBHBIX IpaBa JIOCTyIa: dreHue (I), 3amuch (W) u
ucnosiHenne (x). Pasbepem jneiictBue stux npas Ha npuMepe daitia. [IpaBo drenus maer
BO3MOYKHOCTb YHUTATh COJAep:KUMOe dailja, MpaBO 3aIlUCH JTaeT BO3MOXKHOCTH HU3MEHSITh
cojiep:kuMoe daiia, a IpaBo UCHOJIHEHU JIaeT BO3MOYKHOCTD 3AIYCTUTH (haill MPUIOKEHUS,
TO €CTh MHUIMUPOBATH 3AIlyCK IpOIecca 3TOro npuioxkenus. IIpaBo joctymna ucrosineHus
3a/1aeTcsd TOJIBKO TeM daitiaM, Koropble OC MOXKeT BBIIOJIHUTH KaK IpUIoKeHne. 10 ecTh
TeM, st KOTopbix OC MOXKeT cO3/7aTh MPOIECC, KOTOPBIA BBITOJTHUT 3aIllUCAHHBIE B TAKOM
daiise KOMaHIbI Ha IIPOIECCOPE.

5.4.3. PoJsieBoe pa3zrpaHudeHue JIOCTyHa

STy MO/IeJIb MOXKHO Ha3BaTb JIOTMYECKHM IIPOJOJIZKEHUEM ILHCerHHOHHOﬁ MO/IECJIN. B
pOIICBOfI MOZEeJ/IM MO2KHO CO3JaBaTb POJIM U Ha3HadYaTb MM IIpaBa JOCTYIla Ha O6’b€KTbI, a
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cyO'bEeKTOB JieIaTh ydacTHUKaMu poJieit. To ecThb Terepnb penienne o mpeocTaBIeHnn J0CTyIa
MOKET OBITH IPUHSATO HE TOJHKO TOTJA, KOIJa B CIUCKE YIPABJICHUSA JIOCTYIIOM OOBLEKTa
HAILIACH [Iapa € HY?KHBIM CYOBEKTOM M HYXKHBIM IIPABOM JIOCTYyIIa, HO M KOIJA B CIIHCKE
HAIIJIACH Tapa ¢ POJIbI0, B KOTOPYIO BXOJUT CYOBEKT, U HYZKHBIM [IPABOM JOCTYyIa (CMOTpH
pHCYHOK 28).

Anuca [[Monb30BaTenu]

v

dann

[
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.
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ammms

Bopuc [Monb3oBaTenu]

Puc. 28. Ponesoe ymupasienme jocrymnom. B cpaBHenumu ¢ pucykom 27 Ajmca MOXKeT
OCYIIECTBUATH 3allch B (hailyl, Tak KaK oHa BXoauT B rpynmy «llomp3oBarenms, m s 91oit
IPYIIIBLI pa3pelieHa 3anuch B daiia

PosteBast Mojientb mMeer OveBHIHBbIE TPEMMYINECTBA IO CPABHEHUIO C JIUCKDPEIMOHHOM,
TaK KaK I[I03BOJIIET pAa3rPAaHUYUTL JIOCTYN Ha dailylax i TPYIIbl  H0Jb30BaTeseit
C OJIMHAKOBBIMEU TpeboBaHusgMU 10 joctyny. Hampumep, s paspelneHus 3alrycka
npusoxkenus, ckazkeMm, 100 mospzosatesam OC B JAMCKPEIMOHHON MOJIEIM HY?KHO B CIHCOK
yIpaBJIeHUd JIOCTYIIOM IpujioxKenus j1ob6asuth 100 3ammceil i KaxKJ0ro IMOJIB30BATENIS
c mpaBOM X. B posieBoil Ke MOJleTM HYKHO BCeX TOJb30oBaTeseil 100aBUTh B TPYIILY
(posib) «ITosb3oBaresny u 106ABUTHL OJHY 3aIMCh B CIUCOK YIPaBJIEHUs JIOCTYHOM aiiia
npuoxkenns — («IlosbzoBareny, x).

5.4.4. ManpaTHOe ymnpaBJIeHHE JOCTYIIOM

B1ech KaxkJI0My OODBEKTY MPHUCBAMBAETCSI yYPOBEHb CEKPETHOCTH (YPOBEHb JIOCTYIIA),
a KaxKJIoMy CyObLeKTy ypoBeHb Jomycka. CKaxkeM, YpPOBHU <«CeKpeTHO» ¢ Homepom (),
«COBEPIIIEHHO CEKPETHO» € HOMEPOM 1 u «0co0Oil BaXKHOCTU» C HOMEPOM 2 Jijist OOBEKTOB.
N 0, 1, 2 ypoBum jgomycka g cyObeKToB. [IpaB jiocTyna Kak B JUCKPEIMOHHON MOEIN
Bhime. Jlasee 0CTyn pasrpaHnYIUBaeTCs CJIeLYIONIM 00pa3oM (cMOTpH pUCyHOK 29):

1. Omeparus 3amnucu paspelieHa, ecjiu yPOBEHb JIOMYCKa CTPOrO PaBeH HOMEPY YPOBHS
CEKPETHOCTH.

2. Omneparnuu 9YTeHUs 1 UCTIOTHEHUST Pa3PeIIeHbl, €CJIN YPOBEHbD JI0ITyCKa OOJIBITe NI PABEH
HOMEPY YPOBH# CEKPETHOCTH.
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Puc. 29. ManjmatHoe ymupaBieHue JOCTYIOM. YPOBeHb JocTyta daitaa paeH 1. YpoBHH
JIOITYCKa CyObeKTOB yKa3aHbl B 3Be3/1aX. AJIice 3allpelneHa 3aich, TaK Kak ee JOIYCK BhIIIe,
JeM ypoBeHb jocTyta (aitna. Bopucy 3anuck pasperiena. Bukropy 3amperieHo arenne, Tak
KaK ero ypoBeHb JIOIyCKa HUXKEe, YeM YPOBEHb CeKpeTHOcTH draiiia. [aanHa MOXKeT YUTaTh
daitn

Ob6paruMm BHEMaHWe Ha TO, YTO MaHJATHOE YIPAaBJIEHUE JOCTYIIOM HAIeJeHO Ha
obecrieyenre KOH(MUIECHIINATBHOCTH JIAHHBIX. A UMEHHO MCKJIIOYAIOTCS dTeHne nH(MOPMAIUN
BBICOKOI'O YPOBHS CEKPETHOCTU CyObEKTaMH C HU3KHM yPOBHEM JIOIYCKA, & TaKKe 3alliCh
nadopmarmn cyobLeKTaMU € BBICOKUM JIOIYCKOM B ailjibl ¢ HU3KUM YPOBHEM JIOCTYIIA:
[IpeJI0TBpAIaeTcs JaabHelllee CINThIBAHIE TAKOTO (hailia cyObeKTOM ¢ HU3KUM JIOITYCKOM.

5.4.5. Mozaeinb 1esioctaoctu buba

Moyienib nesiocTHOCTH bBuba moxoxka Ha MaHJIATHOE yIIPaBJIEHUE JOCTYIIOM, HO BO TJIABY
yIJIa MOCTaBJIEHA IEJOCTHOCTD, a He KOHMUICHIHAJbHOCTE. [lycTh y KaxKjoro obbekTa u
cyObeKkTa eCcTh YPOBEHD I1IEJIOCTHOCTH (110 AHAJIOTHH C YPOBHSIMU B MaHIATHOM YIIPaBJICHUN
gocrymoM). Torga 1ocTyIl pasrpaHUIUBAETCs CIIEJYIOMUM 00Pa30M:

1. Omueparius 3amnucu pa3periena, ecjii yPoBeHb IeJIOCTHOCTH CyObeKTa OO0JIbIIe Wi PaBeH
YPOBHIO IIE€JIOCTHOCTHA OOBEKTA.

2. Omepanuu YTeHUS] W WUCIHOJHEHUs] Pa3peIleHbl NP JIOObIX YPOBHAX IEIOCTHOCTH
cybbekTa 1 00beKTa.

Ecim  manparHOe — pasrpaHmdeHue  JocTyla —obecriednBaeT  KOH(MUIECHIIMATIbHOCTH
nadopMaImi, TO MOAeJdb buba HameneHa Ha obecliedeHre IeJOCTHOCTH. BumaHo, d9TO
pasrpaHUIUBAETCS TOJBKO AOCTYI Ha 3amuchb. CyTh OrpaHHYEHHUs CIEIYIONAs: 3alPEeTUTh
cyObeKTaM ¢ HU3KUM YPOBHEM IEJIOCTHOCTU «IIOPTUTH» BaXKHBIE JJOKYMEHTHI UJIU CUCTEMHbIE
dait/ibl, TeM caMbIM 3alHIas IeJTOCTHOCTh TaKuX (hailios.
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5.4.6. IIpuBunerun

Kpome mpasuit joctymna cyobekToB K oO0bekTam, B OC 9acTo MpuCyTCTBYeT MEXaHU3M
IIPUBUJIETHIA.

IIpuBuiaeruss — 510 paspelieHne Ha BBIIOJHEHHE KAKOIO-TO CIIEIHAJIBLHOTO JIeHCTBUS.
YacTo npuBmieruun paspemaiT Takue JIeHCTBUsS, KOTOpPbIe MOIYT IPUBECTH K OOXOIY
IIPOBEPOK TOJICUCTEeMBI yrpaBjenus jocrynoMm. K npumepy, B Windows ecTb npuBuierus
SeBackupPrivilege, koTopasi 103BOJISIeT Je7aTh pe3epBHbIE KOMUU (PailjloB U TUPEKTOPUIL.
Obsaiast 9TO# MpUBUIIErneil, MOKHO TPOYNTATH JII000M (haits B cucteMe B 00XOJT CHCTEMBI
yIpasJjieHust 10cTynom (eMorpu pucyHok 30).

Anuca

—Y—
=
)

. == ©©
dann ‘T/ S

[SeBackupPriviIegej

D)

Puc. 30. Ilpuunerun. [Ipusenen npumep B kouTekcre OC Windows, B KoTopoM y AJucer
HeT HUKAKUX IpaB Ha dailjl, HoO TeM He MeHee OHa MOXKET IPOUYUTATh coiepKuMoe daiia,
TaK KakK y Hee ectb npusmierus SeBackupPrivilege

5.4.7. Nnentudmnkamnust

Jlnst peamuzarnun yupasiaeans 1ocTynoM B OC cyObeKThI TO2KHBI OBITH TPOHYMEPOBaHbI,
TO €CTb WM JIOJKHBI OBITh IPUCBOEHBI HJIEHTU(MUKATOPHI. PaHee OBLIO CKa3aHO, YTO
cyobektamu B OC spistiorcst mosb3oBaTenn. l[lonb3oBaress B cucreme He 00s13aTeIbHO
cosmaercs st paborer uemoBeka B OC. BbiBaioT mosb3oBaTesn, KOTOPBIE CO3IA0TCS
CIIEIMAJILHO JIJIsT BBIIIOJIHEHHSI OTAeIbHBIX IPUIOKeHNH. BhIiBaloT cucTreMHbIe MOJIb30BaTeN,
oT uMeHn KOTopbiX B OC BBIMOIHSIOTCS OIPEIEIEHHBIE TTPOIECCHI.

CucreMHBIE T10JIH30BATEIN TOJIYIAIOT CBOU UJIECHTU(PUKATOPHI IPU YCTAHOBKE CHUCTEMBI,
HOJIb30BATEJN NPUJIOKEHUA — IIPU YCTAHOBKE 39TUX MIPWIOXKEHUI, OJb30BaTe]ad, IO
KOTOPBIMHU B CHCTEeME pabOTaOT JIIOJIM, CO3/IAI0TCA Ha dTalle YCTAHOBKU UM PErUCTPUPYIOTCH
B CHUCTEME B HaJIbHEUIIIEM.

Nnentudukaipeit Ha3bIBaeTCd IPOIECC, B PE3yJbTaTe BBIIMOJHEHUA KOTOPOIro JIjisi
cyObeKTa JIOCTYIIa BBISIBISETCS €ro MACHTU(MUKATOP (CMOTpH pHUCYHOK 31).

5.4.8. Ayrentudukanus

AyreHTndukaimsa — Mporece JoKa3aTeabCTBa TOTO, UTO JIUIO, PEICTaBJISIONIEECs
CUCTEME ONPEJIEJIEHHBIM UMEHEM, JIEHCTBUTEIHLHO TO, 38 KOO ceOsd BbIJIAET.

Jlo cux mop B OC cambiM pacrnpoCTpaHEHHBIM CIIOCOOOM AyTEHTH(DUKAIINNA OCTAETCSI
napoJibHasg. Ecin ObLI0 BBEJIEHO TPABUJIBHOE UMS U HAPOJIb, TO CUCTEMa CYUTAET, UTO JIUIIO
UMEHHO TO, 38 KOI'o ce0si BbIJIAET.

Paszbepemcsi B miporiecce mapoJibHON ayTeHTUdUKAIMHA (CMOTPH PUCYHOK 32):
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Anuca

X

BukTop

Puc. 31. Upentudukanusa. Anuca mnpeicrabisercsa AJIMCOR, W CHCTEMa OIPEIessieT ee
HoMep — 1. BukTopa HET B CIIMCKE, 3HAYUT, y HErO0 HET HOMEpa M OH HE MOXKET IIPONTH
IIPOIIeCC WACHTUMUKAIIUN

Alice98!

>

Annca
Annca

\/ Alice98!
1. Annca:c97a509c
2. bopnc:b0895cd9

Xeww
h-uns

c97a509c c97a509c

N
_/

Puc. 32. [Iponecc naposibHOiT ayTeHTHOUKAITTIT

-

1. Tlonb3oBaTe b BBOAUT JIOTUH U [IAPOJIb B Ay TEHTUMUIIMPYIOIIEE TPUIOXKEHNE.
2. Ilpunoxkenune cauraeT Xem-(QyHKIMIO OT TapoJisd.
3. llpuioxkeHue CIUTHIBAET C JIMCKA STAJIOHHOE 3HAYECHME Xel-(DYHKITUU ITapoJIs.

4. Ecmm snagenus xen-dyuknnii copnain, To OC paspernraer BXo/I I0I30BATEI0, HHATE
HeT.

Buomerpudeckas ayreHTuduKamsa He UMeeT KOHIENTYAJTbHBIX OTJIMYHI OT IMapOJIbHOI.
«ITaposileM» B JaHHOM Ccjydae SBJIAIOTCS OIU(ppPOBaHHbIE OHMOMETPUYECKHE JIaHHbIE:
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OTIIEYaTOK Iajiblla, JnIo, otnedarok Jajgonu, JIHK, pamgyxnas oboJjiouka T1/1a3a u
1. 1. IIpum sTOM Ha JauCKe TakyKe XPAHUTCS STAJOHHOE 3HAYEHUE, 110 KOTOPOMY HeJIb3sl
BOCCO3/IaTh U3HAYAJbHBIE JAHHBIE O UeJIOBEKe W Ha OCHOBE KOTOPOTO MPUHUMAETCST PerTeHne
0 pasperienuu Bxoja. Pazjmdans orT naposibHON  ayTeHTUMUKAIMU 3/1eCh B OCHOBHOM
B TEXHOJIOTMYECKUX TOHKOCTAX cOopa m 00pabOTKH ayTeHTHMOUKAINOHHON HHMOPMAIUH.
OueBuiHOE TPEUMYIIECTBO OUOMETPUYUECKON ayTeHTUdUKAIUA B TOM, 9UYTO OOMaHYyTb
OroMeTpuvecKne CKaHepbl, MOJIe/IaB, CKayKeM, OTIIeYaTOK IaJjblia, TOPa3/io CI0XKHee, UeM
HaleJIaTaTb YKPAIEHHBI 1apoJib.

Ayrentudukaiys Ha OCHOBE BHEIIHENO HOCHUTENsI KJ0Ya (TOKEHA) 3HAYUTETHHO
oTaMyaeTcd OoT naposibHOoit. Ha TakoM  HOcUTese  CONEPXKUTCHA 3aKPBITHIH  KJIIOY
ACUMMETPUYIHOrO aJiropuT™a Iudposanus. Bce, 4To Hy»KHO, dYTOOBI CHCTEMa MOTJIA
ayTeHTU(UIUPOBATE TOJIB30BATEIS 110 TAKOMY KJIFOUY, — 9TO HAJUYUNE COOTBETCTBYIOIIETO
KPHUIITOIIPOBAliiepa, YMEIOIEro paboraTbh ¢ HEOOXOIUMBIM ACHUMMETPUIHBIM AJTOPUTMOM,
U HAJUYHE B CHCTEME OTKDPBITOTO KJII0Ya, CBA3AHHOIO C IOJIH30BATEIEM. 3aTeM IIPOIECC
ayTeHTUhDUKAINE MOYKET UJITU CJIEYIONUM 00pa3oM (CMOTPU PUCYHOK 33):

lMpoBepka
noanumcu

Puc. 33. Ilpormecc ayrenTmdukamum Ha OCHOBE BHENIHEINO HOCHUTENd KJI0Ya. nonce —
cJiydaiinasi CTpoka

1. OC mepemaer BO BHENIHUIT HOCUTEIb CAYIaflHYIO0 CTPOKY C IPOCHOOI TOIIHUCAThH ee
3aKPBITHIM KJIIOYOM.

2. Buemrnauit HocuTe b cO3/1a€T UMPOBYIO MOMAIKUCH 3TOH cTpoku u Bo3ppataeT ee B OC.

3. OC mposepsieT TPaBUILHOCTD MOJINUCHA OTKPBITHIM KJII0YoM. Ecin mojanuch BepHa, TO
BXO/I pa3pellieH, nHavde HeT.

BesonacunocTh Takoil cucTeMbl ayTEeHTU(MUKAIUKA JTOBOJBHO BBICOKA, ITIOKA TOKEH He
YKpaJeH, TaK KaK TOKEHbl KOHCTPYKTHBHO CJI€JIaHbI TaK, 4TOObI CYUTATH 3aKPBITHIA KJIIOY
OBLIO HEBO3MOXKHO. I 3aImmTbl OT HCHOJIB30BaHUST YKPAJEHHOIO TOKEHA HCIOJIb3YIOT
zanmuty PIN-komzom.

5.4.9. ABTOopusanus

ABTOpU3aIUs — MPOIECC TPOBEPKN COOTBETCTBUS JOCTYIIA 33 IaHHBIM B CHCTEME TIPaBaM
JIOCTyIIA.
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Apropusaruss B coBpeMenHoit OC — 5TO CJIOXKHBII IIPOIECC B CHJIy TOrO, 9TO
B CHCTeMe 3a49acTyi0 peajM30BaHbl MJEN W3 PA3HbIX MOje/ell YIpaBJIeHUsl JTOCTYIIOM,
a TaKXKe eCTh HEeKOTOPble MEeXaHU3MbI, KOTOpPBIE TO3BOJISIOT B HEKOTOPBIX CHUTYAIUIX
[TOJTHOCTHIO UTHOPUPOBATH Ha3HAUEHHBbIE B CUCTEME IIpaBa JoCTyIa. ToT MopsiIoK, B KOTOPOM
YYUTHIBAIOTCS Ha3HAYEHHBIE HACTPOMKU 0e30IacHOCTH Ha CyObeKTax M OObeKTax J0CTYIIa
[IPU OCYIIECTBJICHUU JIOCTYIIA, U OIPEe/ISeT MPOIecC aBTOPU3AIIN.

[IporeccoB aBTOpm3aIiu Mbl KOCHEMCs OoJiee oApoOHO B pazjenax 6 u 7.

5.5. Bompocsl n 3amaHus

5.1. Ilycts B OC peasm3oBaHO JUCKDPENNOHHOE YyIPaBJIEHHE JOCTYIIOM CO CJIELyIONINME
npasamu: drenue (r), 3amuch (w) u ucnosisenue (x). IlpucyrcrByer daitsn nmpusoxenus
«Kanbkymsitop.exes co ciemyomum crimckoM jgocrymna: (Ammca: rwx), (Bopuce: rx). Boibepure
[PABUJIbHBIE Y TBEPIKICHUS:

1. Aymmca MOXKeT 3aITyCTUTh MpuIoXKeHne «KalbKy/IsiTop.exes.
2. Bopuc ne Moxker 3amycTuTh HpuIoXkKenne «KaibKyrarop.exes.
3. Anmca He MOXKeT M3MEHUTH cojep:kuMoe daitia «Kanbkymaarop.exes.

4. Bopuc moxkeT nu3MeHUTDb cojiepzKuMoe daiiia «KaabKysTop.exes.

5.2. Ilycrs B OC peanmn3oBano IPyIIIOBOE yIIPABJICHHE JOCTYIOM CO CIAYIOMUMU IIPABAMU:
gyrenne (r), 3anuce (w) u mcmonnenue (x). IIpucyrcrsyer daiin «Hakmanmas.docx» co
caeaytomum cruckoM gocryna: (Byxramrepst: rw), (Kypsepst: 1), (Anuca: rw). B cucreme
3aJaHBI PO, B KOTOPBIE BKJIIOUEHBI COOTBETCTBYIOIIHE Hob30BaTen: (Byxrarxrepsr: Bopuc,
Tasmuna), (Kyposepbr: Bukrop). Beibepure npaBujibHbie yTBEPIKICHUSL:

1. Bopuc ne moxkeT uaMeHUTh cosiepxkuMoe daiiia «Hakmaanas.docxs.
2. Nammna MoxkeT yuTaTh cosepxkumoe daitia «Hakmaanas.docxs.

3. BukTop moxker m3ameHUTH cojepxkuMoe daitina «Haxmaanag.docxs.
4. Bukrop MoxkeT ynuTaTh cojepkumoe daitia «Hakmaanasg.docxs.

5. Anuca moxkeT m3MeHUTH cojiepxkumoe daitra «Haxraarass.docxs.

5.3. Ilycte B OC peann3oBaHo MaHIATHOE yIpasjeHnue gocTyrnom. llpucyrcrByer daiin
«log.txt» ¢ ypoBueMm cekpernoctu 1. [IpucyrcrBytoT nmosb3oBaTesn Anca ¢ ypoBHEM JIOIYCKa,
1, Bopuc ¢ yposuem nonycka 2 u Buktop ¢ yposaewm jorycka (. Bwibepure npaBuiibmbie
YTBEPZKJICHULA:

1. BukTop MoxkeT u3MeHHUTDb cojiep:kumoe daitia «log.txty.
2. BukTop MoxKeT 4uTaTh Cojiep:KuMoe daitsia «log.txts.

3. Asmca MoxKeT M3MEHHUTDb cojiepKumoe (daitina «log.txty».
4. Anumca MoxkeT 9uTaTh cojep:kumoe daitra «log.txts.

5. Bopuc MoxkeT uamMeHuTh cojiep:kumoe daitsia «log.txts.
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6.

5.4.

Bopuc moxker aurars comepxkumoe daitna «log.txts.

[Iycte B OC peasmsoBana Mmozaennb nenoctnoctn buba. IlpucyrcrByer daiin «log.txt»

¢ ypoBaeM niestoctHoCcTH 1. [lpmcyTerByfor mosmbs3oBaresnm Ajca ¢ ypoBHEM IEIOCTHOCTH 1,
Bopuc ¢ yposaem miesioctHoctu 2 u BukTop ¢ ypoBueM nesioctanoctu (. Boibepure npaBuibHbie

YTBEPzK/IeHUS:

1. BukTop moxker usmenuth cojep:kumoe daiiia «log.txts.

2. Ammca MoxkeT M3MEHHTH cojep:kumoe (daiira «log.txt».

3. Bopuc moxkeT nzMenuTsb cojiep:kuMoe daitsia «log.txts.

4. Bce Tpoe MoryT untarh cojepxkumoe daitia «log.txts.

5.5. Bribepute npaBu/ibHbIe YTBEpKIeHUST 00 ayTeHTUdUKAIun B coBpeMeHHbx OC:

1. ITaposmm mosb30BaTe/Id XpaHATCSI Ha JIMCKE, HA KOTOPOM YCTAHOBJIEHA CHUCTEMA, B
[IEPBOHAYAJIHHOM BHJIE.

2. DTajlOHHBIE  3HAYEHUs, HEOOXOJIUMBbIE  JJI  ITPOXOXKJIEHUs — OMOMETPUIECKOMN
ayTeHTU(UKAINN, XPAHATCA B CHCTEME B HEJIOCTATOYHOM JIJisi BOCCTAHOBJIEHUS
N3HAYAJIBHBIX OMOMETPUYECKUX JTAHHBIX O0beMe.

3. Token duzmyeckn M3rOTOBJICH TaKUM OOpPa30M, UTO CUYUTBHIBAHHE C HETO 3aKPLITOIO
KJIIO49a ABJIAETCA HEBO3MOXKHON MM JOPOTOCTOAIIER onepalnei.

4. JInga ayreHTH(UKAIIMU C IIOMOIILIO TOKEHAa B CHCTEME JIOJIZKEH IPUCYTCTBOBATD
OTKPBITBIN KJIIOY MOJIb30BaTE/ s, COOTBETCTBYIONINI 3aKPBITOMY KJIIOYY Ha €r0 TOKEHE.

5.6. Kakne mapameTpbl BXOIgaT B MeTadaHHbIe daiiia’
5.7. Breibepute BepHBIE YTBEpKICHUS 00 yIIpaB/JIeHNN TaMAThI0 B coBpeMmeHHbIx OC:

1. Cospemennbie OC UCHOMB3YIOT BUPTYAJIBHYIO TAMSITD.

2. CoBpemennbie OC He 3aIUIIAOT MaMsITh OJHUX IIPOIECCOB OT YTEHHUS JIPYTUMU
IIPOIECCAMH.

3. Coepemennbie OC paszznesgroT OOy MaMsITh MEXKIy IIPOIEeCCaMU, JacTO B TaKOM
IMaMSTH HAXOMSITCS OMOJIMOTEKN].

4. Cospemennble OC HHUKOIJIa HE BBIIPYXKAIOT YaCTH OIEPATUBHON MAMSATH Ha JUCK BO
BpeMs Pa0OTHI.

5. B coBpemennbix OC mnamaTh pa3bura Ha MajleHbKHe (OPArMeHThbl, Ha3bIBAEMbIe
CTPaHUIAMH.

5.8. Bribepure BepHble yTBEPAKIEHUS O TIJIAHUPOBIIUKE:

1.

[IranupoBmMKUK  BBIJIEIsIET  MIPOIECCOPHOE  BpeMs  KOPOTKHMHU  WHTEPBaJaMHu,
Ha3bIBACMBIMU KBaHTAMU.
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2.

5.9.

w

W

B caywae wucnosiHeHWS ~TPOIECCOM  WHCTPYKIUH, I 3aBepPIIeHud KOTOPOi
TpebyeTcd JIMTE/ILHOE OXKUJIaHue, IJIAHUPOBIMUK IEPEBOIUT IPOIECC B COCTOSHHE
«3a0JI0KUpOBaH» M He Oy/eT BBIIETATH eMy ITPOIECCOPHOE BPeMs, TIOKA COCTOsTHUE He
CMEHUTCA Ha «I'OTOBY.

I[J'ISI pa6OTbI IIJIaHUPOBIIUKA ITPOIECCHI JOJI?KHBI CaMU II€peJlaBaThb Ha HET'O YIIpaBJICHHUE,
TaK KaK KOMIIBIOTEePblI HE IIPeJOCTaBJIAIOT OC wMexanusma JJId IIepuoJuIeCKOro
npepbiBanuyd BBIIIOJIHEHUA IIOJIH30BaTE/ILCKOI'O IIPOoIiecca.

B IJIaHUPOBaAHUU 110 IIpUOPpUTETaM BCE IIPOIECCHhI C Pa3HBIMU IIPUOPUTETAMUA 1101y 1al0T
IIPpUMEPHO OJMHAKOBOE KOJINYICCTBO BpeMEHU.

Boibepure BepHOe yTBEpXK/IeHue (BbIOEpUTE OJIMH BAPUAHT):

OC peanmmzoBaHa ammapaTHO B IIPOIECCOPE.
OC peanu3oBaHa amnmapaTHO B MaTEPUHCKOI TLIaTe.

OC — mporpammMmHOe obecriedeHre, KOTOPOe MPEeIOCTAB/ISIET MPUIOKEHUSIM PECyPChI
aImapaTHOro obecriedennsi KOMIIbIOTepa B BUJE YA0OHBIX abCTPAKIHil, HO He YIIPABJISET
9TUM AIMMAPATHBIM 00eCIeYeHIeM.

OC — mporpammMmHOe obecriedeHre, KOTOPOE IMPEeIOCTAB/ISIET MPUIOKEHUSIM PECyPChI
alapaTHOro obecredeHnst KOMIbIOTepa B BUJE YIOOHBIX abCTpaKIUiA W yIpaBJIsieT
9TUM alllapaTHBIM 00ECIETEHUEM.

5.10. Bribepure BepHOe yTBepKjieHNe (BHIOEPUTE OJMH BaPUAHT):

1.

2.

3.

4.

B OC xommbioTepa ¢ OHOSIIEPHBIM ITPOIECCOPOM B KaK/IbIiT MOMEHT BPEMEHU MOXKET
paboTaTh TOJBKO OJIMH ITPOIIECC.

B OC kowmiibioTepa ¢ OJHOSIEPHBIM MIPOIECCOPOM Yy IPOIECCOB BCETJIA MPUCYTCTBYET
TOJIBKO OJIUH TTOTOK.

B OC kommbiorepa ¢ MHOTOSIJIEPHBIM IIPOIECCOPOM B KOHKDETHBIE MOMEHT BPEMEHH
MOT'YT BBIIIOJIHATHCS HECKOJIBKO ITOTOKOB OJTHOT'O ITPOIIECCA.

B OC kommbioTepa ¢ MHOIOsSJIEPHBIM IIPOIECCOPOM KOHKPETHBIN IIPOIECC MOXKET
HCIOJIL30BATh TOJBLKO OJIHO SIJIPO MPOTIECCOPA.
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6. besomacnoctr OC Windows

Mojienib 6e3onacaoctn Windows — cjioxKHasi MHOIOMOJLyJIbHasl CUCTEMa, B KOTOPOI
BCTPEYAIOTCs POJIEBOI JIOCTYII, MOJIE/Ib TeiocTHOCTH Buba, MaHIaTHBIN JOCTYII, TPUBUICTHH,
B KOTOPOH JOCTYIBI K PA3HBIM OOBEKTaM OCYIIECTBIISIIOTCA IO0-Pa3HOMY, pa3Hble CYObEKThI
BeayT cebsl mo-pa3sHOMY M T. J. B 3TOoM paszgene OyayT 3aTpPOHYTHI TOJBKO OCHOBBI
oezomacaoctu Windows, omgHako 3To Ta 0Oa3a, Ha KOTOpOil paboTaeT Bcs 0€30IaCHOCTD

Windows.

6.1. CyObekTnlI JJoCcTyna

B Windows cyObekT jtocTyna xapakTepusyercd TOKeHOM goctytma. [lo dakrty sto
O3HAYAET, YTO MPOIECC, IMOTOK KOTOPOTO OCYIIECTBIIAET JOCTYI K OODLEKTY, 0bJsajgaeT
9TUM TOKEHOM, COJIEPKAIIMM BCIO HEOOXOAMMYIO /I MPOBEPKHU BO3MOXKHOCTH JIOCTYIIA
uudopmarmio. Token jgocTyma mporecca Ha3bBAIOT MEePBUYIHBIM. [[0TOK mporecca MOXKeT
UMeTh CBOIl TOKEH JIOCTyIlla, Ha3bIBaeMblli impersonation token, uTro MOXKHO TIepeBeCTH
HA PYCCKUIl KaK TOKEH MepPEeBOILIOIIEHUs. JTOT TOKEH HUCIOJIb3YeTCs CHCTeMOMN, KOT/Ia
ITOTOK JIOJIZKEH BBITIOJTHATE KaKOe-TO JefiCTBHe OT MMEHU I0JIb30BATEN s, KOTOPBI OTINYIeH
OT YKa3aHHOT'O B IIEPBUYHOM TOKEHE.

OmnurieM cosiepKuMoe TOKeHa, JIOCTYTIA.

6.1.1. Token mocrtymna

OrMmeruM, 9TO B TOKEHE MHOXKECTBO II0JIell OTHOCUTCS K HEKOTOPOMY IIOJIb30BAaTEJIIO,
9TO TOJIL30BATEIb, OT UMEHU KOTOPOro ObLI 3aITyIIEeH Mporecc. TOKEeH JIOCTyIa COCTOUT U3
MHOXKECTBa T0JIell, yKayKeM OCHOBHBIE, UCIIOIb3yeMble /7S yIIPaBIeHNs JIOCTYIIOM:

MpunoxxeHue
Monb3oBaTens Mpouecc

.| exe _,@

TokeH pocTyna

Puc. 34. Cxema cdopmupoBanusi TOKEHA JOCTYIIA

o lnentudukarop nmojb30BaTe 4.
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e Nnenrudukaropsbl rpynmn, B KOTOPbIE BXOJIUT 0JIH30BATE/Ib.
e YpPOBEHDb I€JIOCTHOCTHU, Ha KOTOPOM 3aIlyIIeH IIPOIECC.

o CImcoK TPUBUJIETUM, BBIJIAHHBIX 0JIH30BATEI0 WU TPYIIAM, B KOTOPhIE BXOIUT
IIOJIL30BATEIIb.

Cxemy hopMHEpOBaHUs TOKEHA JIOCTYTIA MIPU 3aITyCKe 0/ Ib30BaTeIeM TPUIOKEHUST MOKHO
YBUJIETh Ha PUCYHKe 34.

6.1.2. Nnentudukaropbl

Jlnsa  wupenatudukanmun  nojb3oBaresneit  uw  rpynn B Windows  ucrosb3yoTcs
naentudukaropbl 6e3onacHoctu (security identifier, SID). Unenrudukaropst
COCTOAT U3 O JacTeii:

1. Bepcus. Ceitgac 310 1epBast Bepcusi, TO €CTh 9Ta 9acTh paBHa «1».
2. ObsacTb nmpumeHeHusd, 1 Windows-cucrem 3ape3epBUPOBAHO YUCJIO «H».

3. IlepBasi monobJsiacTh mpuUMeHeHUs. 3HadeHue «21» |, HampuMep, TPUMEHSETCs
npu WJICHTU(MUKAIIUN T10JIb30BaTeeii W TPYII, SBISIONUXCA YHUKAJIbHBIMUA JIJI
KOHKPETHBIX cucTeM Uian jgoMeHoB Windows; «32» — I JIOKAJIbHBIX HOJb30BaTENelH,
HAIPUMED, JIOKAJIbHBINA (HE JOMEHHbIH) aJMUHUCTPATOD CHUCTEMbI WM JIOKAJIbHASI
rpyImma aJMIHICTPATOPOB.

Hekoroprie 3navuenus B 9Toit obacTu gBJsOTCd nocaenuumu B SID u mpunajiiexkar
HEKOTOPBIM CHCTEMHBIM II0JIb30BaTessIM: «S-1-5-18» — «JIOKaJIbHAsI CHCTeMa» —
CIEIUAJIbHBI  BBICOKOIPUBUIETUPOBAHHBIN  [MOJIB30BaTE/b,  HUcHoab3yembiit  OC
Windows; «S-1-5-19» — <«JIOKQJIbHBIA CEPBUC» — CIENNAJIbHBIN 0JIH30BATE b,
ucnionb3yembrit  ceppucavu OC  Windows; «S-1-5-20» — «ceTeBoii cepBuc» —
crernuasbublil osb3oBaTe b OC Windows jj1s cepBrCOB, KOTOPBIM HEOOXOMMO UMETD
JIOCTYTI K YYETHBIM JAHHBIM I10JIb30BaTE s JIjis PA0OTHI OT €ro JIUIa B CeTH U T. JI.

4. Bropass mnogob6JiacTb IIPUMEHEHUsI — MAaCCUB YHCeJ IS OJHO3HAYIHOI
MIeHTHMUKAIMT KOMIIbIOTEpa WK JOMEHa.

5. OTHOCUTENBHBIN WJAEHTUAUKATOP — YHUKAJBHBINA WJICHTUPUKATOP CYyObeKTa
BHYTPHU JIOMEHA.

Yactu maentudukaropa 3amucbiBalorcsd depe3 jgeduc. Uuena m3 mMaccuBa deTBEPTOi
JacTU TakKyKe 3almchiBaioTcss depe3 geduc. B magame SID-a mummerca «S-». Hampumep,
«5-1-5-21-3610261748-2700554493-1936302053-1001» — SID mepBoii Bepcuu, OTHOCAIIUNCS
kK Windows, K KOHKpPETHO#l MallliHe WX JOMEHYy, YHHUKAJbHBII HOMEP KOTOPOTO pPaBeH
«3610261748-2700554493-1936302053», k mosb3oBaTe o win rpymie «1001».

6.1.3. YpoOBHHU I1€JIOCTHOCTH

OC Windows omepupyer MecTbi0 MePBUYHBIME YPOBHIMU IEJIOCTHOCTH (CIHCOK OT
HU3KOIO YPOBHS JIOCTYIA K BBICOKOMY ):

1. HepoBepeHHbIIT — UCIHOJB3YeTCAd IPOIECCAMM, 3aIlyIIEHHBIMUA  aHOHUMHBIMUI
IIOJIb30BATEC/IAMMU.
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2. Huskuii — ucrosb3yercsd JJIs 3allycKa IIPOIECCOB B IIECOTHMIAX' ! M B COBPEMEHHBIX
Opaysepax JijIs 3aIlUThl OT 3aIlIMCU B BayKHbIe CUCTEMHbIe (Dail/ibl.

3. CpeaHuii — UCHOJIB3YeTCA OOBIYHBIMU TPUIOKEHUSIMHU.

4. Bpicokmii —  ucnojb3yeTcd  NPUJIOKEHUSIMH,  3alylMeHHBIMA  OT  UMEHH
aJIMUIHUACTPATOPA.

5. CUCTEMHBIN — HCIOJIB3YETCs CUCTEMHBIMU TPOIECCAMU U CEPBUCAMU.

6. 3aluUINEeHHbIl — B IIeJIOM HE HCIOJIb3YeTCsl, HO MOYKET OBITh YCTAHOBJIEH B PEXKIME
a5pa.

OTHOCUTETHHO YPOBHS IEJIOCTHOCTH IIPOIECCOB JAEHACTBYIOT CJIEAYIOIINE ITPABUIIA;
1. O6BI9HO TpOIECC HACTEIyeT YPOBEHD IIEIOCTHOCTH OT 3aIlyCTUBIIETO ero IpoIecca.

2. Ecim ucnionnsiembrit aiin mporpaMMbl 00J1a/1aeT 3aJJaHHBIM YPOBHEM IEJTOCTHOCTUA U
3Ta IPOrpaMMa 3aITyCKaeTCsl IIPOIECCOM CO CPETHUM MU BHICOKUM YPOBHEM, TO HOBOMY
mporieccy OyJeT IPUCBOCH HAUMEHBIINI yPOBEHD U3 JIBYX IIEPEUUCTCHHBIX.

3. Ilporecc MoxKeT 3aIyCTUTD JOYEPHUI TTPOTECC ¢ YPOBHEM IIEJIOCTHOCTU HUZKE CBOETO.

6.1.4. IIpuBuserun

[TonwzoBarenmo wiu rpynmne B Windows moryT ObITh BbIJaHbl HpuBmieruu. Bcero
B Windows upucyrcrsyer 36 upusmiernit. llepeducimm Tobko Te u3 Hux, obJajgaHue
KOTOPBIMU PABHOCUJILHO ITOJTHOMY KOHTPOJIIO HaJ| KOMITLIOTEPOM. BhIjjaua TaKuxX MTpUBUICT Ui
OOBIYHBIM TTOJIb30BATE/IAM HEJIONYCTUMa, TaK KaK BEJIET K MOJTHOW KOMITPOMETAITMH CUCTEMBI.
Crmcok Hanbosiee ONMACHBIX TPUBUIICTHIL:

e ITpuBunisierus ornagku (SeDebugPrivilege) — nospossier moaKI0YIATHCSA K JTFOOBIM
nporeccaM B CHCTEMe JIPYTHM IPONECCOM — OTIaamuYukoM. OTIaguauK MOXKeT
HOJIHOCTBIO KOHTPOJIMPOBATH MCIIOJHEHUE JIPYTOro MpOoIecca, INTaTh U U3MEHATH €ro
HaMATh. 3JIOBPEAHDIA MIPOIECC ¢ TaKOH NPUBUJIEIHEH MOMKET OTKPBITH IS OTJIAIKH
BbICOKOHpI/IBI/LHeFI/IpOBaHHbHU/I uporecc, 3alliucaTb B €ro IaMATb 3J10Bpe,D;HbH7I KOO u
nepesaTh Ha Hero yIupaBjIcHHe.

e ITpuBusierusi B3sTusi Baagenusi (SeTakeOwnershipPrivilege) — mnossossier
B3ATH BO BJIaJleHne 00beKT. Jlasee MBI y3HaeM, 4TO BiIajiesel] 00beKTa MOXKET MEHATH
npaBa Ha o0bekTe. COOTBETCTBEHHO, 3/I0BPE/IHBII IIPOIIECC C TAKOI IPUBUIIEIHEN MOXKET
3anmcarh CBOi Koj B J1i00oit daiian B cucreme (Hampumep, daitr sapa OC), B3sB ero Bo
BJIQJIEHIE U IIPEJIOCTaBUB cebe JIOCTYI Ha 3aIiCh.

e IIpuBusierusi BoccranoBienusi (SeRestorePrivilege) — mnossosisier 3ameHsaTH
moboit daitt B NTFS. HWcnosb3syercs st BoccraHoBjieHus (ailjioB. 3I0BPETHBIII
[IPOIIECC C TAKO MPUBUJIErneil MOYXKET BOCCTAHOBUTHL cBOIO Bepcuio syipa OC Windows.

e IIpuBusierusi 3arpy3km pgpaiiBepoB (SeLoadDriverPrivilege) — mnosBossier
zarpyzxarhb gpaiieepa B OC. 3/10BpeIHbII TPOIECce MOKET 3arpy3UTh JApaiiBep O CBOUM
KOJIOM B CHCTEMY ¥ BBIIOJIHSITH 3JIOBPEIHBIA KO B PEXKIME siIpa.

U Mexanmsm, Berpedarommuiica 8o mMuornx OC, II03BOJISIONINIA HCIOIHATL HEJIO0BEPEHHDLIC IIPUIIOMKEHHS,
3HAQYUTEJIbHO OI'PAHUYMB UX IIPaBa B CUCTEMe.
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e IIpuBnsierusi co3manmsi TokeHa gocrymna (SeCreateTokenPrivilege) —
II03BOJIAET CO3/laBaTh TOKEH JIoCTyla. Takas NpUBUJIETHS He BeJeT K JIerKoi
KOMIIPOMETAIINN CUCTEMBI, TaK KaK CO3/IaTh TOKEH MaJiO, HyKHO CO3/IaTh MPOIECC MJIN
[OTOK C TOBBIIMIEHHBIM ypOBHeM jocTyta. OJHAKO CYIIECTBYIOT TEXHHKH, KOTOPBIE
[O3BOJISIIOT MOJIHOCTBIO CKOMIIPOMETHPOBATH CUCTEMY, 00/1a/1asi TAKON IPUBUJIETHE].

e ITpuBuserusi neiicreusi or umenu OC (SeTcbPrivilege) — npu nHekoropbix
JIEHCTBUSIX B CHCTEME II03BOJISIET BBICTYyIATh OT ee uMeHH. He yriybmssch B
IOIPOOHOCTHU, OTMETHM, UTO 3Ta IPUBUJIEIUs TaK »Ke OllacHa, KaK IIPeIbLIyIIue.

Ectb u apyrue onacubie npusuiernu. Hampumep, npuBUIerusi CO3/IaHUS Pe3€PBHBIX
konuii (SeBackupPrivilege) nossossier uurars smoboit dainr B cucreMe, B TOM HHCIIE
KJIFOYHU PEeCTpa, B KOTOPBIX XPAHUTCS XeIll TIapoJid Mmojib3oBaresid. Tak kak B Windows 10 cux
IIOP JIOBOJILHO cJiabas crcTeMa XeIIMPOBaHNUs, 3Has XeIll ITPOCTOrO IMapoJist, MOYKHO JOBOJBHO
6bicTpo mo06paTh naposb. [Ipusmwiernu nepeBomuionienus (SelmpersonatePrivilege)
u mpucBoeHusi nepBudHOro tokena (SeAssignPrimaryTokenPrivilege) cosmectHo
MOI'YT OTKPbIBaTb BOSMOXKHOCTU JIJId IIOBBIINIEHUA YPOBHA AOCTYIIa B CUCTEME.

[Ipu sTOM ecTh U Takme, KOTOPbIE HE HECYT KaKyI-TO CEPBbE3HYIO0 yrpo3y 6e301macHOCTH,
HaIpUMep, TPUBUJIET s U3MEHEHHs CUCTeMHOro BpeMenn (SeSystemtimePrivilege).

6.2. OOBEKTHI JOCTYyIIA

Y kaxkgoro obbekra Jgoctyna B Windows ecTb JecKpunTop 06e30IIacHOCTH.
eckpunrop 6e3omacHocT 00bEKTa BKYIIE ¢ TOKEHOM JIOCTYIIa CyObeKTa MO3BOJISIOT CHCTEME
CJIeJIATh BBIBOJ, O TOM, Pa3peIleH Jii KOHKPETHBINH JOCTYI CyObeKTa K 00bEKTY.

6.2.1. /Ileckpunrop 6e30I1acCHOCTHI

[lepeuncyium OCHOBHBIE TOJIS JIECKPUIITOPA 6E30MACHOCTH (CMOTPH PUCYHOK 35):

e SID Binageabna.
e J/TuckpernnoHHbiii cnimcok ymnpasieHusi goctymnom (JICV/I).

e CucremHblii cimcok ynpasiaenusi gocrymoMm (CCY/I). Dror crmcok tak ke, Kak
JICY]I, comepKuT 3aIlich, B KOTOPBIX yKa3aH CyObeKT JOCTyIA U IpaBa JOCTyIa. DTH
3aIICU HACJEIYIOTCs 110 TEM »Ke IIpaBuiaM. Pazjmdame B TOM, 9TO 9TOT CIIUCOK CJIy?KUT
He JIJIsT pa3TpPaHudeHus] JOCTYIIa, a JJjIs ayauTa. 3alliCh YKa3bIBAET THI COOBITH, IIPH
KAaKOM COOBITHH CJIeJIaTh 3aIlMCh B XKYPHAJI ayIUTa: IPHU YCIIEITHOM JIOCTYIIe, IPA OTKAa3e
B JIOCTYIIE€ WU TIPU 000UX COOBITHSAX.

Taxxe B CCY]l ykasbiBaeTcst ypOBeHbD IEJIOCTHOCTH OOBHEKTA.

6.2.2. /IluckpenmoHHbIE€ CIIUCKU yIPABJIEHUS JIOCTYIIOM

B 1esmom 9TO OOBIUHBIN CIIMCOK YIIpaBJIEHUS JOCTYIIOM POJIEBO MOJIE/H YIIPaBICHUs
JOCTYIIOM, B KOTOPOM /IJId KarKJOr'0 II0JIb30BaTeJId WJIM IPYHIbl YKa3aHbl pPa3pelleHHbIe
JOCTYIIBI. HpI/I 9TOM €CTb CYIIECTBEHHbIE OTJIMYHA OT CIIUCKA, KOTOprfI UCIIOJIb3YETCA B
KJIACCUYIECKOU MOIEJIN:
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ObbeKT

Neckpuntop 6e30nacHOCTY

Puc. 35. [leckpunrop 6e3omacuoctu

e Kpome 6a30BBIX MpaB YTEHUA, 3aIUCH U UCIIOJHEHUS, IPUCYTCTBYIOT U JIPyTHE TIPaBa.
Bceero ux 23, HO 60/1BITUHCTBO — 3TO KOMOMHaIus 6a30BbIX. [IpuBenem HekoTopble u3
0a30BbBIX TIPAB:

— YUTreHWe CUCTEMHBIX aTpuUOYTOB — IIPABO UTEHUS CUCTEMHBIX aTpUOYyTOB
daitsta, Taknx Kak Bpems cozjianug daitia, pasmep daitna u np. He Broyaer
[IpaBO YTEHUSA aTPUOYTOB OE30MACHOCTH U JIAHHDBIX.

— Yrenune aTpubyToB 6€30IIaCHOCTU — IIPABO YTEHHUS aTPUOYTOB OE30IMaCHOCTU
(ACYI u CCY/). He Brito9aeT npaBo YTeHUs] CUCTEMHbBIX aTPUOYTOB U JIAHHBIX.

— Yrenne HaHHBIX (IPOCMOTP COJEPXKUMOTO JIMPEKTOPHUU) — IPABO YTEHUS
cofepxkumoro daidia (g daitia) wim uMen BHyTpuiexkanux daiaos (s
nupekTopun). He BKJIIOWaeT mpaBo YTEHUs CUCTEMHBIX aTpUOYTOB U aTpubyToB
6e301acHOCTH.

— 3amnmch aTpuOyTOB — IIPaBO U3MEHEHUs CUCTEMHBIX arTpuOyToB daiina. He
BKJIIOYAET MPaBO M3MEHEHUsI aTPpUOYTOB O€30IMACHOCTU U JIAHHBIX.

— N3meHenue arpubyToB 0€30IIAaCHOCTUM — IIpaBO U3MEHEHHUsI aTpuOyTOB
6e3onacuoctu daitna. He BkiodaeT npaBo M3MEHEHUs] CUCTEMHBIX aTpUOyTOB U
JTAHHBIX.

— Sanuch gaHHBIX (co3maHue pallyioB B JUPEKTOPUM) — NPABO HM3MEHEHU
cofiepxkumoro (aitia (1yist daiiia) win cozanus noupekTopuil u haiaos (jis
jupekTopun ). He BKIIOUaeT NpaBo U3MEHEeHUs CUCTEMHBIX aTpUbyTOB 1 aTpubyTOB
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bezonacuoctu. He naer npasa ymanenus daitia uin GpaitjioB u moiupekTopuii B
JOAPEKTOPUH.

— [obaBiyienne JaHHBIX (CO3/IaHUE IMOIAUPEKTOPHUIl B JUPEKTOPUN) — IIPABO
nozanucu B daitsn (st daiiia) uim co3aanus oA UPEKTOPHl (JIJIs JUPEKTOPUN ).

— Boinmonnenne ¢aiisioB (mepexoj; B JMPEKTOPUIO) — IpaBo 3amycka daiiia
IPOTPaMMBbl UJIU JOCTYTa K (ailly BHYTPU JUPEKTOPUM.

— Yaanenue noaaupekTopuii n aitsioB — npaBo yaaJeHusd HOJIMPEKTOPUil 1
¢ait/ioB B IUPEKTOPUHN.

— YpnaneHue — 1paBo yjajienus daitjia wim JupeKTopun. ¥ cyObeKTa MOXKET ObITh
IPaBo yaaeHns daiiia Wi TUPeKTopun 6e3 3TOTo IpaBa, €CJIN Y HETO eCTh IIPaBO
«yJTaJIeHre TOJTUPEKTOPUil U (ailloBy Ha POIUTETHCKYIO JTUPEKTOPHIO.

Hamnpumep, npaBo «drenues oObeIUHdAET TpaBa <«YTEHUE CUCTEMHBIX aTpPUOYyTOB»,
«dTeHne arpudyTOB 0E30ITaCHOCTUY», <«UYTEHHE JaHHbIX» M <«9TE€HHE PACIHIUPEHHBIX
aTpubyToB» (MOC/Ie/IHEe IPABO He YIIOMUHAJIOCH, MbI €10 He OyJIeM PacCMaTpUBATh).

3amnuch CHucka JOCTYIOB 00J1ajlaeT THIOM. Bcero mx eBdTb, HO Mbl PACCMOTPUM
JIMIIB JBA. DTO Pa3pelaioninii Uian 3ampeniamornniuii Tui. Pasperiaonuit Tun 3ammuc —
9TO CTaHﬂapTHbIﬁ TUII, KOTOprfI BCTpeYdaJiCd HaM B OIIMCaHUU ,Z[I/ICerLLI/IOHHOI';I MOIeJIn
JIOCTyTIA: TIpaBa, YKa3aHHbIE B TAKOH 3aIlCU, PA3PEIIaloT COOTBETCTBYIOIIUE TOCTYIIBI
cyObeKTy. 3alpernainas 3auch UMeET ITPOTUBOIOIOXKHBINA cMbICI. To ecTtb B Windows
MOKHO 3aIlPETHTh OIPEJIEICHHBIN BUJ JOCTYIA C TOMOIIBIO CO3/IAHWS 3alPEeIAoNIei
3aIUCU JJIst CyObeKTa ¢ COOTBETCTBYIONIUM ITPABOM.

Hekoropbie 00bEKTHI TMOMJIEPKUBAIOT CTPYKTYPY Bjoxkennoctu, Harnpumep, NTES-
daitier 1 kaOUM peectpa. B Takmx cTpyKTypax ecTh KOHTEHEpPBHI (JIMpeKTOpui,
[POCTPAHCTBA UMEH pPeecTpa) U HEeloCpeICTBeHHO 00beKThI (dailsibl, KIroun peectpa).
Windows mnojjiepKuBaeT HacjeJ0BaHUE TPABUJI JOCTYIA W ayJIuTa OT POJUTETbCKUX
KOHTEIHEpPOB JI0UYepHUMHI KOHTelHepaMu 1 dailiaMu.

Jlnss  pacrnpocrpanennsi  npaB  KaxKigag — samuchk  JCYJL  comepxkur  daarm
PACIPOCTPAHEHNSI:

— HacnemoBana — o3HavaeT, 9TO 3Ta 3allMCh YHACJIEIOBAHA OT POJUTETHCKUX
KOHTEHHEpOB, U OHa OY/IET ydTeHa IIPU PasrpaHuYueHUn JIOCTYIIA.

— Tosbko A HacJeJIOBaHUS — O3HAYaeT, YTO 3Ta 3alUCh HUCIOJIb3yeTCs
TOJILKO JUUIA TIepejladu JIOUepHUM KOHTeliHepam u obbeKTam. [Ipumensiercs Ha
KOHTeliHepax, He OyJIeT YYUTBIBATHCA IIPU Pa3TPAHUYEHHH JIOCTYIa K STUM
KOHTEHEPaM.

— HacaenmoBarh B KOHTelfHepaX — 3Ta 3aluch OyJleT MOBTOPEHA B JOYEPHUX
KOHTeltHepax ¢ JaraMu <«HAcJIe/IoBaHa» U <«HACJIEJIOBATH B KOHTEHEpax».
[ermouky wmaciegoBaHudA 110 KOHTEHEpaM MOYKET IMpPEepPBATh sIBHOE MPUMEHEHUE
drara «He HaC/IEI0BATLY HA 0YEPEIHOM KOHTEHEpe.

— HacnemoBatb B 00ObeKTaxX — 3Ta 3alllch OY/JIET IOBTOPEHA B JIOUYEPHUX
KOHTeliHepax ¢ JaraMu <«TOJIBKO JIJIsi HACJIEJIOBaHUSA» U <«HACJIEJIOBATH B
o0beKkTax», u ¢ GJIaroM «HacJeJ0BaHa» B J0UYEPHUX 00bEeKTax.

— He mwacnemoBats — ybOupaer diaru <«HacaeI0BaTh B KOHTeiHepax» U
«HACJIEJIOBATH B O0BEKTAaX» C 3aIWCH.
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@yiarm MOryT KOMOMHUPOBATHCH, HaIpuUMep, KOMOWHAIIMA  <«HAC/IEI0BATh B
KOHTelHepax» U <«Hac/Ie/I0BaTh B o0ObekTax» mpesnucbiBaer OC yduThIBATH MpaBa
JIAHHOM 3aIucy pU pasrPaHUYeHUH JOCTYIAa K JOYepHUM KOHTeiffHEpaM 1 00beKTaM.

6.2.3. YpoBHU HEJOCTHOCTH

VpoBeHb MEJTOCTHOCTU O0beKTa 3ajaeT MaHJaTHAd MeTKa, B KOTOPO XPaHUTCS OIHO
13 3HaYEHU M3 CIIUCKaA YPOBHEN IEJIOCTHOCTH, ITPUBEJIEHHOrO B Tojceknun 6.1.3.

Takzke 11 KaxkJI0ro oObeKTa 3ajlaHa MaHJATHas MOJIMTUKA, KOTOpbix B Windows
IIPUCYTCTBYET TPH:

e No-Write-Up (He-3anucesiBarb-BBepx): HesBHO HCIIOIB3YeTCs /I BCeX OOBEKTOB
JIOCTyTIa. 3alperraeT 3alich B OOBEKTHI C YPOBHEM IIEJIOCTHOCTH OOJIBIINM, UM
poriecca.

ITo CYTH 3TO peaJin3alud MOoJe/In HEeJIOCTHOCTU Buba na ypoBHe cucTeMbl OTHOCUTEJILHO
BcexX 0ObEKTOB JAOCTYIIA.

e No-Read-Up (He-Uurarh-BBepx): ucnosb3yercs TOJIbKO Jjisi 00bEKTOB TPOIECCOB
(B Windows mporiecc — Takzke 3allUIAeMblil 00BEKT J0CTyTa). 3alpernaer YuTaTh u3
00'BEKTOB € OOJILIITUM YPOBHEM IEJIOCTHOCTHU, Y€M Y YUTAIONIEro mporecca. [[pumenenne
9TOM TOJIMTUKU K MPOIEccaM MPEeJOTBPAIAET yTeUKy HUHQMOPMAIUA W3 ITaMITH
IIPOIIECCA, OCYIIECTB/ISAEMYIO CO CTOPOHBI JIPYTOr0 IIPOIECCA.

STO CbaKTI/ILIeCKI/I peasn3anud MaHIaTHOI'O YIIpaBJICHUA JOCTYIIOM, HO TOJIbBKO JIJIgd
nporeccoB. st apyrux obbekroB, nHampumep, NTES-daitior sta mosmrtuka He
paboTraer.

e No-Execute-Up (He-Ucnomuars-BBepx): HasHauena wucrnosHsgeMbiM —daiiaam,
peamuytomum COM kmacesr (COM — Component Object Model — mporpammubie
KOMIOHEHTHl  Windows Jjisi  MeXKIPOIECCOPHOTO — B3aUMOJEHCTBHSI).  3alpernaeT
UCIIOJIHATE KOJ OObEKTa C OIPEJIEJIEHHBIM YPOBHEM IIEJIOCTHOCTHU IIpOIieccy ¢ OoJiee
HU3KUM YPOBHEM IeJI0CTHOCTU. [IpuMeneHne aHHON MOJIMTUKU IIPU3BAHO 3AIPETUTD
[IPOTIECCaM € HU3KUM YPOBHEM IIeJIOCTHOCTHU BBI3BIBATH IipeocTasiisieMbie depe3 COM-
nHTepdeichl GYHKIUN MPOIECCOB ¢ H60J1ee BHICOKIM YPOBHEM IE€JIOCTHOCTH.

6.3. IIpaBa BiaageabIa

B cucreme npucyrerByer cuernumanbubiit SID «S-1-3-4» a1a «mpaB Baagesibiias. [Ipasa
BJIQJIEJIbIIA HA KOHKPETHBIE OOBEKTHI MOTIYT 33JaBaThbCd aJIMUHUCTPATOPOM cucrtembl. [lo
YMOJTUAHUIO BJIAJIE/IbIy pasperieHo dutath u usMenatb JICV/. U naxke ecam HUKaKuX
JIPYTUX IIPaB BJIAJIE/IbILy HEe JaHO, OH BCErjia MOXKET 3aJaTh IIpaBa i IOJHOIO JOCTYIIa
K aitry, Koropeim oH Biajeet, B JICY/l, u momyunts neoOxoauMmblit goctyi. OHAKO €
TOMOIIBIO co3manns 3amucu ¢ SID «S-1-3-4» B KadecTBe cyObeKTa J0CTYyIIA, aIMIHICTPATOPD
MOKET Ha3HAYUTDb ITPOU3BOJIbLHBIE IIPaBa JIjId BJIaJIeIbIa. B TOM 4duciie 3alpeTuTh BIaJIC/IbILY
qutarh U u3mMensaTb JICV/I.

6.4. AJjropuTMm ompejieJieHUsI ITPABOMEPHOCTH JOCTYIIa

st oripejiesieHUs ITPABOMEPHOCTH JIOCTYIIA UCHOIB3YIOTCA CJIEIYIONINAE TIarn:
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1. OupenensitoTcsi ypPOBHEU TEJIOCTHOCTH OObEKTa W CyObEKTa, a TaKKe MaHIaTHas
nosmTHKa 00bekTa. Kcam JocTynn mpOTUBOPEYUT MAaHJIATHON IOJIUTUKE, TO JOCTYII
3alpeniaeTcs.

2. Ecim y obbekTa Her JICY]I, To moctym pasperieH.

3. Ecnn na o0bekTe 3ajaubl IpaBa BJIaJIe/IbIa, TO IPUHATH UX 3a TeKywuit goctyir. Muade
HIPUHSATH 33 TEKyHuilt 10cTyl npasa Ha dreHue u 3amnuch JTCY/.

4. Jna xaxoit 3anucu B JICY/L BBITOTHUTS:

a) Ecsm sanucek paspermaroras u SID Biaagensia win SID ojHO# 13 rpyIin B ToKeHe
nocryia paBer SID-y B s3ammcu, To H00aBUTH IIpaBa W3 3alllCH K IIPaBaM B
TeKyIeM Joctyne. Ecim na 3Tom mare Bce HeoOXOMMbIE I JOCTYIIa IIPaBa €CTh
B TEKYIIEM JIOCTYyIE, TO PA3PENIUTh JOCTYII.

6) Ecuu 3amuce 3anpemiarormas u SID Biaagensia win SID oxHoit 3 rpynn B TokeHe
nocryna paser SID-y B 3amumcn, n xoTsd Obl 0/1HO U3 TpeOyeMbIX ITIpaB JOCTYIA
COJIEPKUTCS B 3aIlMCH, TO 3aIIPETUTD JOCTYII.

5. Ecim pomm o 3Toro mara m B TEKYyIeM JOCTYIIe He OKa3a/0Ch BCEX HEOOXOIMMBIX
JIJIS JTOCTYIIa IIpaB, TO JOCTYII 3alIpeIeH.

6.5. Ayaur

Aymur B Window MOKHO HACTPOUTH Kak Ha OT/JesbHbIe (baiiibl, 3amasas cuucku CCY/I,
TaK M IJ100aJIbHO. B 9acTHOCTH, MOYXKHO HACTPOUTH TJIOOABHBIN ayauT JocTyna K daitiam
I KJTFOYaM PeecTpa Jjisi KOHKPETHOTO T0/1b30BaTe st uiin rpymmbl: HacTpanBatb CCY ] mis
KazkJI0To (haila OT/IeIbHO B TAKOM CiIydae He HY»KHO. [Ipm 9TOM MOXKHO yKa3aTh OCHOBHBIE
BHUJIbI JIOCTYIIOB, MOJJIeXKallie ayJIuTy: YTeHHe, 3aluch W BbIOJIHeHUe. [y HacTpoitku
1100 IbHOTO ayIUTa UCHOJIb3yeTcsd yTuinTa auditpol.

To, kakme coObITUS OYJIyT IOMEIIEHBI B KYPHAJ ayJIuTa, TaKyKe KOHTPOJMPYETCs
HaCTPONKAMU B TIOJIMTUKE O€30TIACHOCTHU, B Hell MOXKHO HACTPAuBATh ay/IUT Ha OJIHY U3 JEBATH
KaTeropuii AefCTBUIl B CUCTEME:

e AyauT BXoJa B CUCTEMY: ayJIUT BXOJOB B CHCTEMY W BBIXOJOB U3 Hee. DTU COOBITHS
CBA3aHBI C CO3JIAHUEM WJIH YIAJIEHHEeM ceaHca pabOThl MOJIb30BaTe/d COOTBETCTBEHHO.

e Ayaut goctyna K OObeKTaM: ayJnT JOCTYIOB K OOBbEKTaM, He OTHOCATIIUMCS K
obbekTam gomena Windows.

e AyauT gocTymna K Ciy>KO0e KaTaJIoroB: ay/IuT JOCTYIIOB K O0OBEKTaM JIOMEHa

Windows.
e AyauT M3MeHEeHUI TMOJUTUKU: ay/IUT U3MEHEHUN, BHOCUMBIX B HOJINTUKY Ay/IATA.

e AyauT WCHOJIb30BaHUS NPUBUJIETHIA: ay/IUT JIOCTYIIOB, IOJYyYCHHBIX C MOMOIILIO
[IPUBUJICT U,

e AynuT OTCJIeXKMBaHUs IIPOIECCOB: ayInT TaKuX JIeHCTBHUil, KakK Cco3/JaHue u
3aBepIIeHre TPOIECCOB.
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e AyauT CHUCTEMHBIX COOBITHIl: OTC/IEKUBAHUE BaXKHBIX CHUCTEMHBIX COOBITHIA,
HanpuMep, cOOif CUCTEMBI ay/IUTa, MPEBBIIICHUE XKYPHAJIOM 0€30IIaCHOCTUA OTBEJIEHHOTO
pa3mepa, 3arpy3Ka HOBOI'O MOJIYJId ayTeHTU(DUKAIIMT W T. TI.

e Ayaut cobbITuii BXOJIa B YYETHYIO 3alWCh: OTCJICXKUBAHUE COOBITUN ITPOBEPKU
YUIETHBIX JIAHHBIX 110JIb30BaTesd. Hanpumep, mpu BXoje ¢ 3a0JI0KUPOBAHHOTO SKpaHa.

e AyauT ynpaBjieHUsl YYeTHBIMU 3aMUCIMU: ayUT COObITHI CO3/IaHUs, N3MEHEHUS,
yIaJIeHUs TTOJIb30BaTe /el U IPYIIII.

6.6. AyrenTudukannsa

Ecu peub uyer o cranmapTHO apoJibHOi ayrenTudukanuu, To Windows, Kak u apyrue
CUCTEMBI, XpPaHUT XCII-3HaYCHHE I1apOJid II0JIb30BaTe/id Ha JAUCKE. B CHUCTEeME OH HaXOJUTCA
B CIeNUaJbHOM 3allUIEHHOM KJjodue peectpa. OTmernM, 9TO TOJIydeHHe Xereil mapoJieit
Windows KpUTHYHO ¢ TOYKHU 3peHusi OE30MaCHOCTH, TaK KaK B OCHOBE HCIIOJIb3yeTcd ciabas
xerr gynknus MD-5.

OTmenbHO OTMETHM OIMH MeXaHU3M O6e30IacHOCTH, CBSI3aHHBIA C ayTeHTHdUKaAINe,
nosiuBmnniics 38 Windows Vista — UAC (user account control). Dror mexanumsm
Ipu3BaH 3alllUTUTL CHCTEeMY OT aTaK IIOBBIIICHUSA HpI/IBI/I.HeI‘I/HjI7 SallyIIeHHbIX OT HNMEHU
T0JTH30BATE/IsT, BXOJISIIIErO B OJIHY U3 TPYIII & IMIHUCTPATOPOB, UIN CAMOT0 8 IMIHUCTPATOPA
(nastee Ha3BIBaEM TAKOTO TIOJIL30BaTE s MPOCTO aaMuHHCTpaTopoM). JlocTuraercs 3ammra
myTeM MOAMMUIMPOBAHUST TOKEHA JIOCTYIIA IIPOIECCOB, 3aIlyCKAeMbIX aIMUHUCTPATOPOM 6e3
npuMeHeHusi PYHKIUN «3aIyCK OT UMEHU aJIMAUHACTPATOPay, CJACAYIONUM 00pa3oM:

L] ypOBeHb IEJIOCTHOCTU yCTaHaBJ/JINBaETCA CPECIHNM.

e B tokene gocryma SID  aaMHHUCTPpATHBHBIX TIPYIINI I[TOMEYAIOTCsI KaK TOJIBKO
zanpermaonie. Ha Texkymuii JIOCTYIl TIpU ONPEICJIEHUH JOCTyIla B aJIl'OPUTMe
ceknun 6.4 OyayT BamATH TOAbKO 3ampertatorue 3amucu JICY/ ¢ rakuvu SID. To
€CTh IMPaB aJIMUHHCTPATOPA, MPEJIOCTABISIEMbIX HA OCHOBE JUCKPEIIMOHHOIO JOCTYIIA,
BaIlYIIEHHBIN MIPOIECC He MOy YInT.

e Ocrasisiorca Tosbko upuBmiernn SeChangeNotifyPrivilege, SeShutdownPrivilege,
SeUndockPrivilege, SelncreaseWorkingSetPrivilege u SeTimeZonePrivilege. Bce
OCTAJIbHBIE TIPUBHUJIETUH HE MOMAJIAI0T B TOKEH JIOCTYIIA.

Korma mpumioxkenne 3alyckaercss OT HUMEHHM aJMUHHACTPATOpa, CHCTeMa Tpebyer
UTEPATUBHOIO BMEIATETLCTBA IOIH30BATE/IsI BO BCILILIBAIOIIEM OKHE, OTOOpayKaeMOM Ha
OTJIeSIbHOM pabodeM ctojie. [Ipu aToMm, ecam mob30BaTe/Ib HE ABJIAECTCA aJIMIHUCTPATOPOM,
a TOJIbKO BXOJUT B &JMUHUCTPATUBHYIO T'DYIILy, TO y Hero OyJeT 3alpolleH MIapoJib
aaMuaucTpaTopa. Ilpm paspemenun 3alrycka TPHUIOXKEHHWS BO BCILILIBAIONIEM OKHE,
IPUJIOYKEHUIO Oy/IeT BbIJIAH HEYCeUEeHHbBI TOKEH JOCTYIa U OHO IOJIYIUT aIMUHIUCTPATUBHbBIE
IpaBa B CUCTEME.

6.7. Bonpocsl n 3amaHus

6.1. Ha ocnose kakux nanubix cyobekra OC Windows npunumaer perrenue o jgocryre?

6.2. Ha ocroBe kakux manubix oobekra OC Windows npuanmMaer perrenne o gocryie?
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6.3. Kakue npumutuBHbIe IpaBa 00beauHsgeT B cebe npao urenus OC Windows?

6.4. Bribepure nmpaBubHbBIE YTBEPKIEHUS O MaHIaTHON mosimTuke «He-3anuceiBats-Beepxs

OC Windows:

ObecrieunBaeT CBOMCTBO METOCTHOCTH JIAHHBIX.

ObecrieunBaeT CBOMCTBO KOHMDUIEHITNAILHOCTU JAHHDBIX.
Vcmonb3yercst B cucTeMe TOJBKO JIJIsT 00BEKTOB CETEBhIX COKETOB.
Hesasuo ucniosayercs s Becex NTFS-daitos.

Pa3pemaeT JOCTYII Ha 3alluChb TOJIBKO CY6’beKTaM C YpOBHEM IEJIOCTHOCTHU, paBHBIM HJIN
OOJIBLIIINM II0 OTHOIICHUIO K YPOBHIO II€JIOCTHOCTHU 00 bEeKTa JOCTYIIA.

6.5. Kakne n3 nepeanciennnix mpas OC Windows mpeiocTaB/isieT 1Mo yMOJTIaHUIO BJIa e/ TbILy

daitna?

1. Yurars CCY/I.

2. Yurars JACVY/I.

3. Huratb cojepxkumoe daiia.

4. Usmensars TCV/I.

5. Uamensars CCY /.

6. smensars comepxkumMoe daiiia.

6.6. BriObepure mpaBUIbHBIE YTBEPKIECHUSA OTHOCUTEIBHO AaJITOPUTMa  OIIPeIeIeHUs
npasomeproctu jocryina OC Windows:

1. TlepBbIM jeiicTBHEM SBJISIETCS IIPOBEPKA COOTBETCTBHUS JIOCTYIIA MAHIATHON IIOJUTHKE.

2. IlpoBepka C€OOTBETCTBHA JIOCTyIa MAHJIATHOW TOJUTHKE OCYIIECTBIIAETCS IOCTIE
anasnuza 3anuceit JCV/I.

3. Ecmm npn mocnmemoBaresnpaom anaymse samnuceit JICY]l okasbiBaeTcs, 9TO OXHO W3
3aITpaIIMBAEMBIX TIPAB 3aITPEIAeTCs B TEKYINEH 3aliuc, TO JOCTYII 3aIllPEeIaeTCs .

4. Ecmm upu nociiegoBarenbuoMm ananuse 3amuceit JICY /L paspemaroniue mpaBa TeKyIei
3allCU B CyMMeE C Pa3penralouMy IIpaBaMM IPEJbLIYIINX 3alluceil IIepeKphblIn BCe
3alTpalmBaeMble IPaBa, TO JOCTYII PA3PEeIaeTcs.

5. Ecim B crimekax JICV/I He ObLIO 3alIpeliaioniux 3aIpaiinBaeMble IIpaBa 3almuceil 1 B TO

JKe BpeMs Bce pa3pelaroline 3alllich He TIEPEKPhLIN 3allpallinBaeMble TIpaBa, TO JTOCTYII
3alIpernaeTcs.

6.7. Kakag npusuierus OC Windows no3BoJisger aurtarh J000i daiiji BHe 3aBUCUMOCTU OT
38 IAaHHBIX TIPaB?

6.8. Broibepure cymnoctu, He Bxojgmme B TokeH jgocryna B OC Windows:

142



1. SID mosp3oBaTeIs.

2. J1CVY]I Bcex 00bEKTOB CUCTEMBI.
3. SID-bI rpym.

4. CCVYI Bcex 0OBEKTOB CHCTEMBI.

5. IlpuBnierun.
6.9. Bribepure cymuocTH, BXOISIIIE B AecKpuntop 6e3onacaoctn oobekta B OC Windows:

1. SID Biagesibiia oObeKTa.

2. JIMCKpPEeImoOHHBII CIIUCOK yIPABIEHUA JTOCTYIIOM.

3. CucTeMHBII CIIMCOK yIPaBIeHHUS JTOCTYIIOM.

4. CHmcok TOKEHOB JIOCTYIIA IIPOIECCOB, OCYIIECTBIISIONINX TOCTYI K OObEKTY.

5. YPOBEHBb IEJIOCTHOCTH.

6.10. Kakme wu3 IyHKTOB NpPaBU/ILHO OIMCBHIBAIOT (DUJIBTPOBAHHBI TOKEH JIOCTYIIA
agvmuaIcTparopa B OC Windows?

1. YpoBeHb IEJIOCTHOCTH yCTAHABIUBACTCS CPEJTHUM.
2. YpoBeHb IETOCTHOCTU yCTAHABINBACTCSI BHICOKIM.

3. Crumcok mupuBmWIernii, KOTOpble MOTYT IOHACTh B (DUJIBTPOBAHHBIIN TOKEH, CHJILHO
OI'DaHUYEH.

4. Tlpu omnpenenerun npaBomMepHocTu Jjoctyna cpean 3amuceit  JACVI ¢ SID
QJIMIHACTPATUBHBIX IPYIIT OYIyT yITEHBI TOJBHKO 3allPEIiaioliie.

5. Cruckyd TPUBUJIETUI OJUHAKOBBI B OOBIYHOM U (PUIBTPOBAHHOM TOKEHE JIOCTYIIa
aJIMUHUCTPATOPA.
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7. BesonacuocTr OC Linux

7.1. CyOGbeKThl goCTyIIa

B otmmane or OC Windows, B OC Linux Ha ypoBHE sijipa He pa3essioTcs TOHSITHS
nporecca u notoka. Ilporece B Linux — 9710 riaBHbI (3ammycKaeMblii Ipu cTapre mporecca )
IIOTOK MCIIOJTHSEMOro npuiokenus. [ToaToMmy MOXKHO ckKazarh, 9To B Linux mosjb3oBaTesn
B3aMMOJIEIICTBYIOT ¢ 0O0BEKTAMU JIOCTYIA TOJILKO IOCPEICTBOM IIOTOKOB.

Jlns 3ajiad aBTOpM3aIuM y KaxKJI0ro moTokKa Linux mpucyTcrByeT crpykTypa cred
(or anry. credential — «ydeTHbIe JaHHBIE» ), OCHOBHBIMHU IIOJISIMU KOTOPOIi SIBJISIFOTCS
CJIe Ly TOIIITE:

e User ID, UID — uientuduxarop mojib30BaTe/Isl, 3allyCTUBIIETO TOTOK.

e Effective UID, EUID — sddexrusnbiii (rekymuii) UID. B ormmume or UID
MOZKET MEHATLCS 10 ONPeIeJCHHBIM IIPABUIAM, YTOObI IIO3BOIUTE IIOTOKY BBIIOJIHATD
JIEVCTBUSA C TIpABaMU JIPYTOro MOJIb30BATE.

e Group ID, GID — wuaentudukarop TIPYIIbl MO0 YMOJTYAHUIO ITOJH30BATEIIH,
3AITyCTUBIIIETO MTOTOK.

e Effective GID, EGID — sdekrupnbiit (texymmit) GID. Ananornano EUID moxer
MEHATbCsI, ITOOBI TO3BOJINTH IIOTOKY BBIIOJIHUTH JeHCTBUS C IIPABAMU JIPYTOil TPYIIIIHL.

[ ,Z[OHOJIHI/ITGJIbeIe I'PYIIIIbI IIOJIb30BaTeJId, 3allyCTUBIICI'O IIOTOK.

e ITpuBusierun (B OC Linux naswiBaiorcs «capabilities», «Bo3MoxkHOCTHY ) —
[IPUBIJIETHH TTOTOKa (eMOTpH Toapasien 7.1.4).

Cxemy dopMupoBaHUsT yUETHBIX JIAHHBIX IIPH 3allyCKe I10JIb30BaTeeM TPUIOKEHUS
MOXKHO YBUJIETH Ha pucynke 36. O ToMm, Kak UMEHHO aTpudyThl (ailjia BIUIIOT HA yICTHLIE
JaHHBIE TTPOIlecca, paccKa3zaHo B moapaszaeiax 7.1.3 u 7.1.4.

7.1.1. Tloan30BaTesn

Kazxxiprit mosmpzoBaresib B OC Linux acconunpoBaH ¢ YHUKAJIBHBIM HJIEHTU(MDUKATOPOM —
user identifier, UID. UID B Linux gBjisieTcst meJIbIM 9ICJI0M U Fallle BCero JJjisi COBPEMEHHbBIX
cucreM sBjisiercsd 32-6utHbiM. MuHbOpMarusa o Bcex 1OJIb30BaTEIIX B CHCTEME 3allucaHa
B aiine /etc/passwd, m3 koroporo MoxkHO y3HaTh B TOoM unciae UID komkpernoro
IOJTh30BATE/IS.

Crout BBIIEMNTH TOMB30Baresns ¢ UID papabim mysmo. IlospzoBarens ¢ takmm UID
SIBJISIETCs CYTIepIOJIb3oBaTesieM (CylepaJMUHICTPATOPOM) CUCTEMBI M MOXKET BBIIOJIHSTh
oduTu Jiroboe jieiicTBue B Heil. Halre Bcero mMeHeM TOro IMOJIb30BATEIS B CUCTEME SIBJIETCS
«root», HO UM MOXKHO CMeHUTh. KJItoueBoit XapaKTepUCTUKO sIBJISIeTCsl UMEHHO 3HAYCHUE
UID.

OTMeTnM, 9TO MCTOPUYECKH IOJIB30BATENI0 TaKyKe COOTBETCTBYET OJIHA TPYIIIA IO
yMoJsdaHuIo. Fcimm B cucteme co3jaercs HOBBIM MOTB30BATENh 03 yKa3aHUs TPYMIBI 110
YMOJIYaHUIO, TO TaKas IPyIIa CO3JaeTCs aBTOMATUYECKH C TeM Ke UMEHEM, YTO U UM
[I0JTb30BATE/I.

Taxk:ke moO/MB30BATE/IH  MOXKET BXOJWTH B  I[POU3BOJILHOE  KOJMYECTBO  TPYIIIL,
NPUCYTCTBYIOMUX B cucreme. CBefeHWs O HUX TOMAJIA0T B yUYETHBIE JAHHBIE B IIOJIE
«/lonoJTHUTeTbHBIE TPYIIIBI TOJTb30BATETS.
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Puc. 36. Cxema cdhopMupoBaHus y4eTHbIX JAHHBIX HOBOTO Iporiecca. Ha cxeme moJsib3oBaTe)ib
3allyCKaeT MPUWIOXKEHWE, B pe3ysbTraTe dYero CTapTyeT HOBbIM 1porecc. lloab3oBareiib
XapaKTepu3yeTcsd YIeTHBIMA JTAHHBIMA TaK 2Ke, KaK IIPOIece, TaK KaK IefiCTBYeT ITOCPEICTBOM
snpyroro mnporecca B OC. IIlyHKTHUPHBIE CTPEIKK TOKA3bIBAIOT, KAKHE KOMIIOHEHTHI yYIeTHBIX
JIAHHBIX POJIUTEILCKOTO IIpoIiecca U aTpudyToB dailia TPUIOKEHNs OKA3bIBAIOT BJIMAHIE HA
dopMupoBaHme OIpe/IeIEHHBIX KOMIIOHEHTOB YUETHBIX JAHHBIX JIOUEPHEro MpoIecca

7.1.2. I'pynnbl

Kaxnasa rpynma B Linux, Kak u MOJIb30BaTeIh, UMEET YHUKAJILHBIN I1€JIOUNCTEHHBIN
unentudukarop — group identifier, GID. Tak ke, kak u g THOJb30BaTENEH,
npucyTcTByeT hails /etc/group, B KOTOPOM MPUCYTCTBYET MHMOpPMaIsa 00 UMEHU IPYIIIbI,
ee GID u ee unenax.

Tax:xe crour obparuTh BHMManme Ha rpymnmy ¢ GID paBHBIM Hysm0, 9TO Tpymma 1O
YMOJIYaHUIO CyleproJib3oBaTessd. BodMoxkHOCTh 3amycka mporecca ¢ TakuM EGID moxker
[PUBECTH K MOJIHON KOMIIPOMETAIIUU CUCTEMBI.

7.1.3. IIpuBmniaerupoBaHHble ITporpaMmbl: 6utbl yctanoBku UID u GID

Jlo orpeeieHHOrO MOMEHTa pa3BUTHA Linux B cucTeMe He CYIIECTBOBAJIO ITPUBUJIETHIA.
[IpuBHIIErMPOBAHHBIMU MIPOIECCAME CYUTAJIUCH TOJIBKO Te Iporiecchl, deit EUID pasen nyitro.
Takwue mporieccsl (PaKTUIECKH UMEIOT TIPaBa CyIePIIoIb30BATE s B CUCTEME. 3AIlyCTHTh TAKUE
IIPOTIECCHI MOXKeT JTMOO caM CyIepIIoIb30BaTe b, JUOO JII00OW JIPYroil MOoJIb30BaTe b, TPU
ycJioBud, 9To (hailsl 3aIyCKaeMoro MpUIOKeHns 00J1a/1aeT JABYyMs CBOHCTBAMMU:

1. BragsesbiieM 3TOTO haiiyia sABJIIeTCs CYIepIoIb30BaTeb;

2. y daiina 3ajan creruanbuplii arpudyr — 6ut ycranosku UID (set UID bit, SUID
bit).

SUID ©Out — crenuajbHbIi aTpudyT UCHOJIHAEMOro daiiia MPUIOXKEHUs, KOTOPbI
[IO3BOJIET OCYIIECTBJIAIONIEMY BBITIOJIHEHUE 3TOTO MPUIOXKeHusd Iporeccy u3menntb EUID
na UID Biazenbia uctosasgemoro daiia.

OTMernM, 9TO COBEPINEHHO HE 00S3aTeIbHO, 9TOObI UCHOJIHIEMbIN (aill MpUHA XK
CYTIEpIIOJIL30BATE0. BiiaiebiieM mporpaMMbl MOXKET OBITh JII000i MOJIb30BATE/ b CHCTEMBI,
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a Osaromapsa SUID oOuty sr060it Apyroit mojb3oBaTesb CMOXKET BBIIOJHATH IIPOTPAMMY C
[paBaMy BJIJE/IbIA, €CJIN JIPYTOMY TOJIB30BATEIO B IEJIOM OYIeT pas3penieHo BBIIOTHEHNE
daiina.

B OC Linux mpucyTcTByeT aHAJOTHYIHBIA aTPUOYT, O3BOJISIONIAN IIPOIECCAM MEHSITD
EGID na GID rpynnsr-siajesnbiia daitia. 9tor arpudyT HaszbiBaeTcd 0uT yctaHoBku GID
(set GID bit, SGID bit). Bur patoraer anamornano SUID 6ury, TOJBKO OTHOCHTEIBHO
EGID u GID rpynms-siajgensiia uctnosasemoro daiiia, smecro EUID u UID Bragensia
ucroJHsIeMoro daiia.

Y  JIaHHOTO MOJXOja PEJIOCTABJICHUS MOJb30BATEISIM BO3MOMKHOCTH  BBITOJIHUTH
PUBUJIETUPOBAHHOE JIeficTBHE B cUCTeMe ObLIM OYeBHHBbIE HejocTaTKu. Kcam mporeccy
JUUIsT CBOEl paboThl OBLIO HEOOXOJNMO BBIOJHUTEH [PUBHIETHPOBAHHOE JEHWCTBHE, TO HE
YUIUTBIBAJIOCH, KAKOE HMEHHO JIeficTBHEe HEeOOXOIMMO IIPOU3BECTH IIPOIECCY, €My Cpas3y
JIaBAJIICh CaMble BBICOKHE MPUBUIETHA B cucreme. llpum Haamduu ommubOK B TaKUX
MPUJIOKEHUSAX C UX MOMOIIBIO MOYKHO OBLIO TOJYYUTH MOJHBIH KOHTPOJIb HaJl cuctemoit. C
OIIpeJIe/IEHHON Bepcuu sijipa Linux MpuBWIEruH CyHepIioIb30BaTe s ObLIN PAa3/IeIeHbl HA PSIJ]
OTJIEJIbHBIX [TPUBUJIETHIA.

7.1.4. IlpuBuiaerun

B rexymeit Bepcun sypa Linux npucyrcrByer 40 mpuBmieruii. OUuUChIBATH BCE MBbI
He OyJeM, OCTAHOBHMCHA Ha HEKOTOPBIX U3 TeX, BBINOJHEHUE IIPOIECCOB € KOTOPBIMU
HeJIOBEPEHHBIM I10JIb30BaTesIeM BeJIeT K ITOJTHOI KOMIIPOMEeTAIIU CUCTEMBI:

e Ilpusurernss ~ CAP_SYS ADMIN. [TosBosigeT  BBIMOJHATH  MHOXKECTBO
PUBUJIETHPOBAHHBIX JEHCTBUIl B cUCTEeMe: MOHTHPOBATDH U JEMOHTHPOBATDH (DailIoBbIe
CUCTEMBI, BKJIIOUYATH U BBIK/IIOYATH MOJIKAYKY, yipasasaTh kBoramu PC u 1. 1. Moxker
OBITH MCIIOJIb30BAHA 3JI0YMBIIIJIEHHUKOM I MOHTHpOBaHUsi HOBOI cuctemuoii OC u
MIO/IMEHBI JTI0OOT0 CUCTEMHOTO UCHOJTHAEMOTo (bailia nim OubJIMoTeKn.

o [Ipusuierus CAP SYS PTRACE. [lo cytu 310 npuBujerus orjiajku, MO3BOJISIET
KOHTPOJINPOBATHL BBIIOJIHEHUE JIIOOOTO IMpOIlecca B CHCTEME, JIaeT BO3MOXKHOCTD
BBITIOJIHUTH [TPOU3BOJIBHBIN KOJI € IPABAMHU CYIEPIIOIH30BATEIA.

o Ilpusmierns CAP SYS TTY CONFIG. Ilossonsger nacrpanBaTh TePMUHAJIBL.
B ciyuae paboThl B cucreMe TepMuUHAJA IOJ] UMEHEM CYIEePIIOIb30BATEsd TTO3BOJISIET
HAIPABUTbL B HETO MPOU3BOJILHBIE KOMAHJIBI, YTO JA€T BO3MOYKHOCTD BBITIOJTHUTD
MIPOM3BOJILHBIN KOJI C IPABAMHU CYTIEPIIOIb30BATES.

o Ilpusmiernss CAP_ MKNOD. [Ilospossier cosgabaTh —crenua/bHble  aiiibl
CUMBOJIBHBIX U OJIOUHBIX YCTPOUCTB. 3JI0YMBIIIIJIEHHUK MOYKET HCII0JIb30BaTh 00./1a/[aHIe
9TOM NPUBUJIErHE I MTOBBIINIEHUS CBOUX IIpaB B CHUCTEMeE JI0 MaKCHUMAJIbHBIX, CO3/IaB
cBOe OJIOYHOE YCTPONCTBO HA MECTe CHCTEMHOIO JINCKA U TOIMEHUB JIIOOOH CUCTeMHBI
UCIIOJTHSIEMBI (haiiyl nim OubJIMOTEKY.

o Ilpusmierns CAP SYS MODULE. [lossossger 3arpy»KaTh U BEII'DYZKaTh MOJLY/IH
siipa OC. OTKpBhIBAET BO3MOXKHOCTD BBITIOJTHUTD [TPOU3BOJIBHBIN KO/ B PEXKIME siIPA.

o [Ipusuierus CAP SETFCAP. llo3Bosisier ycTaHoBUTbH JIOObIE NPUBUJIETHH HA
daits, 9To BeseT K MOJIyUIeHUIO JTIOObIX MPUBUJIET U [IPU €0 BBIIOJIHEHUN.
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o Ilpusmierns CAP SETUID. Ilossonger ycranasiuBaTh npousBosbhblii EUID
CBOEMY IIPOIECCY. 3JI0YMBIIIJIEHHHK MOYKET HCIOJb30BATh 9Ty NPUBUIETUIO, TITOOBI
yctanoBuTh EUID paBHBIil HY/IIO JIJI CBOEro IMPOIECcca W BBIOJHUTH TPOU3BOIbHBINM
KOJI CO BCEMU MPUBUJICTUSIMU CYIIEPIIOIH30BATEIIA.

e Ilpusuiernss ~CAP_ CHOWN. Ilossonser  MenaTb — Biajeiblia  daiina.
3JIOyMBINIIJIEHHUK MOXKET YKpacTh Xelld I[apoJjieil Iojib3oBaresieil, 3ajaTh CBOU
[IaPOJIH TOJIb30BATE/ISIM, CIUTATh WJIM 3aIIUCATh CBOU KJIIOUH JIJIA yIaJI€HHOTO JOCTYIIA
HO.Hb?)OBElTQ.HGﬁ, 9TO IIPpUBOAUT K IIOJIYIECHUHIO IIPpaB CYIIEPIIOJIb30BaTE/Id B CUCTEME.

Ha camoMm jiejle OKOJIO IIOJIOBUHBI BCEX WPUBHUJICTHI TO3BOJIAIOT IIPU  HEKOTOPBIX
CIIEHAPHSIX, dYallle BCEro OYeHb IPOCTBIX U AKTYaJbHBIX JJIsi MHOTHX CHCTEM, IOJIYIUTh
[IOJIHBIII KOHTPOJIb Ha/l CUCTEMOM.

Y npusmiiernii Linux ectb 0JIHO OY€HDb CyIIECTBEHHOE OT/In4ne oT npuBmiernit Windows:
B OTJIMYME OT IIOCJEIHUX MPUBHJICTHU Linux Ha3HAYalOTCA Ha HUCHOJHseMble dailibl, a
He JaloTcs IoJib3oBaresssMm cucrembl. Jloruka Ta ke, aro ¢ SUID Owurom. Pasnumna B
TOM, YTO PaHbIIE BOIPOC C BHITOJHEHUEM IIPUBUICTHPOBAHHOTO KOJA PeIrasics 3allyCKOM
ucnoausiemoro daitia ¢ SUID 6urom, nmprHAIIEKAIIErO CYIePIOJIb30BATEI0, ITO TABAJIO
NIPUJIOYKEHUIO Bee TpuBuiernu. Tenepnb ke ucnoiHgeMbIil (aii

1. He obs3aTe/IbHO JOJIKEH TPUHAJIIC)KATH CYIIEPIIOJIb30BATEI0 1

2. TOJIyYaeT B XOJI€ CBOET'O BBIIIOJIHEHUS TOIHKO T€ IPUBUIEIUN, KOTOPbIE ObLIM Ha3HAUEHbI
HCIIOJTHsIEMOMY (haiiy.

Tenepb pa36epeMCH C IIocJIe JHUM BOIIPOCOM OTHOCHUTEJILHO HpI/IBI/IJIGFI/If/'Il KaK ITPOIEeCChl 1
IIOTOKHU 1IOJIYy49alOT CBOU IIPpUBUJIETUU:

o [loToku I[I0JIy4aloT T€ 2Ke IIpuBUJIeTUU, 9YTO U IJIaBHBII IIOTOK IIpoiliecca.

e VY mpOIeCCOB MPUCYTCTBYET O HAOOPOB MPUBUJIETHIL:

— Hacnenyembie (or anri. «Inheritable») — npusuniernn, koropbie jgodepHHit
IIPOIIECC MOYKET yHACJIE/IOBATD.

— Paspemennsie (or anri. «Permitteds) — npusmiernn, KOTopbie IIOTOK MOXKET
UCIIOJIb30BaTh.

— DddektuBnnie (or anria. «Effective») — rekymue (ucmonbsyembie ceiivac)
IPUBIJIEIUH [TOTOKA.

— OrpaununBarorniue (or anryi. «Bounding») — nabop npusueruii, mosydenue
KOTODPBIX B JI0OUEpHEM TIporiecce OyjieT orpanndeHo (06CyKIaeTcst HUXKe).

— Buemaue (or anri. «Ambienty) — Habop npuBUIIErnil, JJisi IPEIOCTABICHIST
npuBmiernit 6e3 ucrob3opanus SUID Oura n ¢aitioBbIX TPUBUIETHIA.

e YV daitnioB npucyrcrByer 2 mHabopa mpuBHieruii u oguH dJiar, KOTOpble XPAHITCA B
pacimpeHHoM arpudyTe «security.capability» daiia:

— Hacnemyemble — BIMAIOT Ha HAC/IEJIOBaHUE TPUBWIETUN OT POJUTETHCKOIO
Iporiecca.

— Pa3zpeniennbie — BIUAIOT Ha pa3pelieHHbIe MPUBUIETHH ITPOIECCA.
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— «®aar sddexkTuBHOCTU». Fcim oH ycTaHoB/ieH, TO TPHU CO3JAHUU HOBOT'O
IIpOIIeCcca €ro pa3pellennble TPUBUIETUN CPa3y MONayT B 3(PPEKTUBHBIE.

e [lyctp OykBoit P obOo3HadaeTcs POAUTENBCKNN Iporece, OyKBoOil F' — MCHOJHAEMBIN
daiin, OykBoit P co mrpuxom — P’ — mpomecc mporpaMMbl  F,  3allyck
KOTOpOro wuHuImuposan mnporeccom P. PI, PP, PE, PB, PA — wuabopsl
[PUBUJIETUN POJIUTE/ILCKOTO IIPOIecca: HacjeyeMble, pa3pelieHnbie, 3h@eKTUBHbIC,
orpaHMuMBaroIie W BHemHue coorserctsenno. P'I, P'P, P'E, P'B, P'A —
aHAJIOTUYHbIe HAOOphI it mporecca P'. FI, FP, FE — Habopbl Hac/eIyeMbIX U
paspenreHHbIX npuBmiIeruii aiia [ u diar addekTuBHOCTH COOTBETCTBEHHO. [
Ha3bIBACTCA MPUBUIETUPOBaHHBIM, ecyti y F' ycranosenbl SUID wan SGID duraru nm
HasHavyeHbl npuBmiernn. Torma Habopsl mpomecca P’ hoOpMUPYIOTCS 110 CJIELYFOIIAM
npaBuIaM (CMOTPU PHCYHOK 37):

— Ha6op P’A nycr, eciu daiin F upusuieruposanubiii, nnade P’A = PA.
— Ipuuneruu B nabope P'P o0beINHAIOTCA U3 TPEX «CJIaracMbIX» :

x Cmaraemoe 1 dopvupyercs u3 NTPUBUJIETH, KOTOPbIE OJHOBPEMEHHO
npucytctByioT U B PI, u B FI. Te npuBmjiernu, KOTOpble BXOJAT TOJIBKO
B PI wmm Tonbko B F'I, ve nonajgaior B Ciaaraemoe 1.

x Cmaraemoe 2 dopMupyercs u3 OPUBUJIETH, KOTOPbIE OJHOBPEMEHHO
npucyrctByior u B PB, u B FP. B »3ToM Habope oTpazKeH CMBIC/
OIPAHUYIUBAIONIET0 HabOpa POJUTEILCKOIO MPOIECca: MPUBUIETHH, KOTOPHIE
HOMA/IyT B Pa3peIleHHble IPUBUJIETUN JIOYEPHEro MpOoIecca U3 pas3perieHHbIX
npuBmwiernii  daiijia, OrpaHUYeHbl [PUBUJIETUSIMUA, KOTOPbIE yKa3aHbI B
OTrPaHUIUBAIOIIEM HAOOPE POIUTE/IHCKOTO MIPOIecca.

x Craraemoe 3 pasno Habopy P’A, onpejiesieHHOMY Ha TIPEJIbIyIIEM IIare.
— Habop P'FE pasen natopy P’ P, onpejieJileHHOMY Ha IPeIbILYIIeM Iare, ecjum gJar
FE ycranosien. Unage nabop P'E pasen nadopy P’ A.
— Ha6op P’I pasen nabopy PI.

— Ha6op P’B pasen nabopy PB.

7.2. OOBEKTHI JOCTyHa

OC Linux upujep:KuBaeTcsd HJIEOJOIUU «Bce ecThb daiti». VI xoTa 35ech Mbl Oyjaem
paccMaTpuBaTh IpaBUja JIOCTYIIa K OOBIYHBIM ailjiaM M JJUPEKTOPUsIM, 3TU IPaBUIA C
HEKOTOPBIMHU OI'OBOPKAMH PaCIIPOCTPAHSIIOTCsI Ha, JTi00bie 00beKThl OC: yerpoiicTBa, odepein,
COKETBI, pa3JesisieMble CTPaHUIIBI, OObEKThI MEXKIYIIOTOKOBOI CHHXPOHU3AIUN U T. .

ArpubyTtamu daiisa, BIAIIONETO HA JOCTYI K HEMY, SIBJISTIOTCSI:

e Buanenen daiima. [Ipu cozmanun daitia npuaumaercd paBubiM EUID coznarorero
daiinr nporecca. B pasibHeiineM MoxKeT ObITh U3MEHEH.

o I'pymnma-Binagesen daiina. [lpu coznannu daitia mbo npuanmaerca pasaoit EGID,
OO TPYIIIe-BIAJIE/bILy POANTEIHCKON AupeKTopun. B jmajbHeieM MoKeT OBbITb
U3MEHEHA.
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Puc. 37. Cxema ¢popmupoBanust HaOOPOB MPUBUJIETHI B HOBOM TIPOIECCe. JHAK «®» Ha CXeMe
— oneparys B3gdTUs OOIIUX JIJIsd JABYX HAOOPOB MPUBHUJICTHIl, 3HaK «P» — 00beMHeHne IByX
u 60Jiee HAOOPOB TPUBUIIET Uik

ITpaBa Baagesabna daiina. Tpu O6uTa, OUpesessIONUX JTOCTYII IO TpeM Oa30BbIM
npasaM (cMoTpu nogpaszesn 7.2.1) ms Baajesbiia daiiia.

IlpaBa rpynmnbi-Baagesnbia daiisa. Tpu Oura, onpejessionmux JOCTYI [0 TPEeM
6a30BBIM IpaBaM (CMOTpPHU mojpases 7.2.1) misg rpyunbi-Biaenbiia daiiia.

IIpaBa ocTaJIbHBIX, TO €CTh TeX, KTO HE ABJIACTCs BJaJeableM daiiaa 1 He BXOIAT B
rpyuny Biageabna daiiaa. Tpu 6ura, oIpesessaomuX JOCTYII II0 TpeM 0a30BbIM IIpaBaM
(emorpu mozpasen 7.2.1) [ajst OCTaJIbHBIX TOJIb30BATEIICH.

Burer SUID, SGID u Sticky.

Crcku ynpaBJjieHUsI JOCTyHoM. B oTimine oT npas BJIaJIeIbIIa, TPYIIIbI-BJIaIe/IbIA
U OCTAJIbHBIX, CIINCKU JIOCTYTIA SBJISAIOTCS ONIUOHAILHBIMU. CIIMCKH JIOCTYTIA TPU3BAHBI
BHECTH OOJIBIIYI0O I'MOKOCTh B HACTpOIlike IpaB B cucreme. Harpumep, ¢ moMomibio
CIIUCKOB MOXKHO JIETKO JIOOABUTDH IpaBa Ha (pailyl Jjisi HeCKOJILKUX TOIb30BaTe /el NIn
rpymir. bes crimckoB Takast 3aj1a4a peraercs JJudo 00beIMHEHUEM 10JIb30BaTe/ el TPYIII
B OJIHY OOJIBIIYIO TPYIITy U YCTAHOBKOW 3TOI I'PYIIBI B KaYeCTBE I'PYMIIBI-BJIaJIETbIIA
daita (4T0 MOKET OBITH HEYIOOHO, TAK KAK MOXKET IPUBECTH K CO3JIAHUIO MHOYKECTBA
IPYII TI0J] MEeJIKUE 3ajadn), JUOO 3aJaHieM HYXKHBIX IpaB B OHTaX <«OCTATLHBIX»
(aT0 MOXKeT OBITH HEOE30IIACHO, TaK KaK OTKPBIBAETCS JOCTYII BCEM IIOJB30BATEISAM,
He sIBJIAIONIIMCs BiajesbliaMu (ailyia 1 He BXOJSIIUMI B TPYIIILY-BIaJeIbIIA).

7.2.1. IIpaBa

Linux 0o0beKTBI JOCTyIa OMUCHIBAIOTCH JOBOJIBHO IPOCTBIM HAOOPOM IIpPaB: YTEHUE,
3anmuch U ucHoJiHeHume. lIpumenure/ibHO K dailjly JOCTYIIBI, COOTBETCTBYIOIIUE STUM
IpaBaM, OYEBUIHBI: UTEHHE COJAEPKUMOro daiijia, 3aluch COAEPKUMOro daiijia 1 3aIycK
UCIIOJTHAEMOTO (aitjia. Y TOUYHUM, YTO ITU IIPaBa O3HAYAIOT JJIsd JIUPEKTOPHIl:

e UreHue AAPEKTOPUN: BOSMOXKHOCTL IIpOCMaTPpHUBaTh COACP2KHMOE JUPEKTOPHUH, TO

€CTh TOJIYIUTD CIIMCOK UMeH (hailJIoB BHYTpH. B 11e710M 9TO JIOTUYIHO, TaK KAK MbI 3HAEM,
YTO COJIEPYKUMBIM JIUPEKTOPUH ABJISIIOTCS 3AITMCH O BHyTpUIe:Kamux daiiiax. B ciydae
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¢ Linux ®C cemeiictBa Ext copep:kar B 3anmcax IupekTopuii HoMep MHAEKCHOTO y3Jia
(index node, i-node — xpanwmiuiie Meranadopmanun o daiire), nms daiia 1 TaI
daiina.

e 3anuch JUPEKTOPUU: BO3MOXKHOCTb CO3/[aBATh U VAAIATH (Pailjibl B JUPEKTOPUU,
HO HeOOXO/IMMO TaKyKe paspelreHne Ha wucrnojgHeHne gupekropun. C TOUKH 3peHus
6€3011aCHOCTH  JIOBOJILHO OIIACHOE IIPaBO, TaK KaK II03BOJIAET YyJIAJuTh dailapl B
JINPEKTOPUN, He UMesi HIKAKUX paB Ha 3T (aitabl. CKazkeM, MOYKHO MOJJIEATE JTI000it
dailsn B qupeKkTopun, CHaJIa yJIAJIuB €ro, a 3aTeM CO3/IaB HOBBIN C TeM K€ MMEHEM.

e lcnosHeHne OUPEKTOPUU: BO3MOXKHOCTH OCYIIECTBUTH JOCTYI K bailylaM BHYTpU
JUPEKTOPUU, B YACTHOCTU IPOYUTATBH COJEPKUMOE WHJEKCHBIX Y3JI0B, a TaKzxKe
UHTEPAKTUBHO Iepeiit B gupekTopuio. He maer mpasa mpocmorpa umen daitios
BHYTpU JUpeKTopun. Tem He MeHee, T0CTYT K (hailyly BHYTPHU JTUPEKTOPUU MOXKET OBIThH
OCYIIECTBJIEH, €CJIU UM (aiijia 3apaHue U3BECTHO.

7.2.2. Burer SUID, SGID u Sticky

Burer SUID wm SGID orHOCHTENbHO daiiioB ObLIN pPacCMOTPEHBI B  IOJpa3jelre
7.1.3. Ornocurenbuo gupexkropun SUID me umeer sdbdekra, omnako SGID umeer: ecin
SGID ycranoB/eH Ha JUPEKTOPUIO, TO TPYHIONH-BIaebIeM haiiia, CO3IaHHOIO B TaKOil
JINPEKTOPUH, OyJIeT SIBJASATbCS TpYIIa JAHHONH POIUTEIHCKON JUpeKTopun. B 0ObIaHOM
ciienapun oepercss EGID mporecca, KoTopblit co3malt daiir.

Sticky 6uT — aTpubyT, paspeniaioniuii HelrPUBUJICTUPOBAHHOMY 0/ Ib30BATEIO YIAIATH
I TIePpENMEHOBBIBATH (Daiiyibl B JUPEKTOPUU TOJLKO B CIydae, KOria COOJIIOIEHBI IBa
YCJIOBUSI:

e [losb30BaTesb mMeeT JIOCTYII Ha 3aIlUCh B 3TY JTUPEKTOPUIO.

e [losp30oBaresb dABJgETCA BJIaJeIbIeM JUOO caMoil jupekTopun, aubdbo daitia BHYyTpU
Hee, Ha/l KOTOPbIM ITPOBOJIUTCS Ollepaliis YIaJeHusl UIN IepenMeHOBaHUSI.

Sticky OuT siBIsieTcs XOpoleil 3alluToil, KOrja Hy>KHO IIPEI0CTABUTH BO3MOKHOCTH
co3ganus GailjioB B JIUPEKTOPUH OOJIBIIIOMY HYHCIY II0Jb30BaTeseif, © B TO Ke BpeMs
00eCIeunTh 3AIMUTY OT YJ/IAJEeHUs MOJb30BaTe/IAMI Iy2KUX (DailIoB.

7.2.3. Criucku ympaBJjeHUs JOCTYIIOM

Crucok  ynpapjieHHsI JIOCTYIIOM —COCTOUT W3  CJIEJAYIONMX KOMIIOHEHTOB (CMOTpH
pucyHOK 38):

e 3anmuchk BiaagesbHa — JyOjupyeT oObIYHBIE TIPaBa BJaJe/Ibila (aiia.

e 3anuch rpynmnbl-Bjagesibia — JayOaupyer OOBIYHBIE IpaBa TI'PYIIIBI-BJIAIE/bIA
daiina.

e 3anmch OCTAJIBHBIX — JIyOJIUpYeT OObIYHbBIE TIPaBa OCTAIHHBIX.

e 3amnmch NoJIb30BaTeJs — 3allUCh C TPONKOI OUT, ONPEIE/IAIONINX JIOCTYII 110 Ha30BBIM
IpaBaM JIIst ITPOU3BOJILHOTO MTOJIb30BaTe /A, TaKnX 3anuceil MOXKeT OBbITh ITPOU3BOJILHOE
YHICJI0, B TOM YHCJIe TaKUe 3aIIUCA MOT'YT OTCYTCTBOBATD.
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e 3anuch rpPyIHIbI — 3aIUCH C TPORKON OUT, OIPEIE/ISIONTNX JTOCTYII 110 6A30BBIM IIPaBaM
JUUTsT TIPOM3BOJIBHOM TpyIbl. Takux 3amnuceil MoKeT OBITh TPOU3BOJIBHOE UHCJIO, B TOM
qUCJIe TaKUe 3aIiCH MOTYT OTCYTCTBOBATD.

e Macka — 3amnuch ¢ TpOiiKoit OUT, ompeseasdeT MaKCuMaJsbHbIe ITpaBa, KOTOPbIE MOT'YT
OBITH IIPEJIOCTABJIEHBI U3 3AIIMCEH IPYIIIIBI-BJIA/IE/IbIA, [T0JIb30BaTE/Id U IPYIIIIHI.

:~/Documents$ 1s -1 text.odt

-rw-rw-r--+ 1 root root 7750 Sep 4 14:43 text.odt
:~/Documents$ getfacl text.odt

# file: text.odt

# owner: root

# group: root

User::rw-

user:alice:r--

user:boris:rw-

group::r--

:~/Documentss$ [

Puc. 38. [IpaBa daiira Linux

Ha pucynke 38 mokazanbl OObIIHBIE IIpaBa U CIHUCOK YIPaBJICHHUS JOCTYIIOM Jijisd (haiiia
«text.odt». Bugnm, aro BiasenbiieM daiiia saBISeTCs M0Ib30BaTE/Ib ¢ KMEHEM «T00t», MMs
IPYIIIBI-BJIa Ie/IbIIa TaKxKe «roots. Biajenbily m rpyime Biajeliblia pa3pelieHbl YTeHue u
3alnch B Qaiijl: Korja IpaBo He IIPeJIoCTaBIeHO, BMECTO OYKBBI CTaBUTCs MUHYC, Kak JIJId
npaBa «X» (MCIIOJIHEHNsI) Ha KapTHHKe. BceM 0CTaIbHBIM MOJIb30BATENSIM PA3PEIIeHO YTeHHe
daitsia. B ciimckax jroctyiia BUJIUM OT/IEIbHO Ha3HAUYEHHBIE IpaBa JjIsd mojb3oBaTeseii alice
u boris: 1mepBoii pa3perieHo YTeHne, a BTOPOMY UTeHNEe U 3alicCh. Tak:Ke B CIIHCKaX JIOCTYIIa
BUJINM, UTO I'PYIIIE «USErs» pasperieHo drenue. Macka roBOPUT O TOM, 9TO U3 3aITUCEl JJIsd
110JIb30BaTe/ el U IPYII MOXKHO Oy/AeT HOJIYy4YUTh IIpaBa TOJHKO Ha UYTEHHUE U 3alllCh, IIPABO
Ha WCIOJTHEHNE M3 TUX 3alncell MOJTYINTh HeTb34.

7.3. ABropmzanus
7.3.1. Ba3oBblil ajgropuTM oIrpejieJieHusi IPaBOMEPHOCTH JIOCTyIIa
DTOT aJropuT™m paboTaeT, Korjaa y daiiia He 3a/[aHbl CIIMCKU YIIPABIEHUS JIOCTYIIOM.

1. Ecom EUID noroka paBeH HYJTIO, TO ITPEIOCTaBUTDL JIIOO0 JIOCTYII, KPOME JIOCTYIIa Ha
ncnoJiHeHne ailyia B cirydae, ecyn (Jiar NCIOJTHEHNs He yCTAaHOBJIEH HU JJIs BJIaJIesIbIIa,
HU JIJIs TPYIIBI-BI/IebIIa, HI JIJIsT OCTAJTbHBIX.
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2. Ecomm EUID pasen UID Biagenbiia daitia, u npaBa Biajenblia gaiiia mepeKpbIBAlOT
TpedyemMble IIpaBa, TO IPEJOCTABUTH JIOCTYI. VHave 3alpeTuTh.

3. Eciu EGID wmu GID ojgmnoit 3 J0m0oTHUTEIBHBIX Py Hojb3oBaresss pasen GID
IPYIIBI-BJIaJIE/IbIA, W IIpaBa TIPYIIILI-BIaJIe/ blla (ailjia mepeKpbiBaloT TpedyeMble
IpaBa, TO IPEJOCTaBUTD JIOCTYII. VHavYe 3anpeTuTh.

4. Eciam pomuin o 9TOro Imara W IpaBa OCTAJbHBIX ailga IepeKpbIBAloT TpedyeMble
IpaBa, TO IIPEJIOCTABUTH JA0CTYII. Hade 3alpeTuTh.

7.3.2. AnroputMm orpeesieHusI TPABOMEPHOCTH AOCTYTA JIJist (paiijioB CO CIUCKOM
JocTyna

1. Ecaiu EUID mortoka paBeH HYJ/IIO, TO IPEJIOCTaBUTH Ji0Oo# joctyrn. Kak u B 1mare
1 anropurma w3 mojgpazjena 7.3.1, ecTb OJHO UCKJIIOYEHUE: JIOCTYI HA HUCIOJHEHUE
sarnperaercs, ecaun Hu onHa u3 3armmceit ACL (kpome Macku) He COJEPXKHUT IIpaBa
HNCIIOJTHCHU .

2. Ecau EUID pagen UID Bnajenbia daiisia, To 1pegocTaBuTh JIOCTYII B COOTBETCTBUU
C 3aIlMCBIO BJIAJIE/IbIIa B CIHCKE YIPaBJICHUT aHAJOTMYHO IMAry 2 aJlfOpuTMa u3
nojgpasaena 7.3.1.

3. Ecim EUID pasen UID B ojHoii u3 3amuceil 1mojib3oBaTesieil, TO Mpe0CTaBUTh WJIN
3alpeTUTh JOCTYII B COOTBETCTBHHU C IIpaBaMU, YKa3aHHBIMU B 3aIlCH, 32 BBIYETOM
IpaB, YKa3aHHBIX B MAaCKe.

4. Ecmm EGID mm GID omHoit u3 JONOTHUTEILHBIX TPYINI IoJab3oBaTerda paBeHn GID
rpyunb-Biaagenbiia win GID omHO M3 TIpynm B 3almMcax TIPYII, TO IPOU3BECTH
CJIeIyIOINe TIar:

a) Eciu EGID win GID ogmoit u3 jgonosauresbubix rpynn pasen GID rpymmbi-
BJIAJIE/IBIIA U TIPaBa B 3AIIMCH I'PYIIIBI-BJIA/IE/IbIA 38 BHIYETOM IIPaB, YKAa3aHHbIX B
MacKe, IIEPEKPBIBAIOT IIpaBa, HeOOXOUMBbIE JJIsI JIOCTYIIA, TO IPEJIOCTABUTE JOCTYII.

6) Ecm EGID wmu GID ommoit uz monosaurensabix rpymn pasern GID omHoit us
3aICeil TPYII U 1IpaBa B JIAHHON 3aIlUCH 38 BBIYETOM IIPaB, YKA3aHHBIX B MacKe,
[IEPEKPBIBAIOT TIPaBa, HeOOXOMMbIE JIJIsI JIOCTYIIA, TO IIPEIOCTABUTD JOCTYII.

B) Eciu gonum 10 91010 1MIara, To 3alpeTUTh JOCTYII.

5. Ecym ponumm j10 9T0Oro mara, To MpeJIoCTaBUTh WK 3allPETUTH JOCTYII COIVIACHO IIpaBaM
B 3allCH OCTAJILHBIX aHAJOTHYHO Iary 4 ajaroputMa u3 nojgpasjgena 7.3.1.

7.4. AyrenTudukanus

B kawecTtBe mpocToro rpumepa ayTeHTUHUKAIUKM, paszdepeM paboOTy MapoJbHOI
ayrenTudukanun B Linux. Linux XpaHuT Xel-3HadeHUs mapoJieir Ha Jucke B daiiie
/etc/shadow. Ha kaxoit cTpouke daiiia COJEP:KUTCA 3aIUCh, OTHOCAINASICA K OTHOMY
[IOJIb30BaTE0. 3alluCh COCTOUT W3 3HAYECHUIl, pas3Ie/IeHHBbIX MKy COOOW JIBOETOUMSIMHU.
OHI/H_UeN[ 9TH 3Ha4YeHUA 110 IIOPAAKY:

1. mga mosb30oBaTesid.

152



2.

9.

Xerl-3HavueHne TIapoJid moJib3oBaresd. (Camo 3HadeHHe 3HaAKaMH JI0JLIapa
pas3jiesieHo Ha 3 TOJIs:

a) Xem-pyHKIus. YKa3blBaeT Ha TO, Kakas Xell-QyHKIMs OblIa HCIOJIH30BaHA
[P TOJICUeTe Xell-3HAadeHusl HapoJid. [IpumMmephl BO3MOXKHBIX 3HadYeHWin: 1 —
coorBercTByer xenr-gyuknunn MD-5, 5 — SHA-256, 6 — SHA-512.

6) Conp — ciyudaiiHas CTpOKa, IPUCOEIUHsIEMAasl K MAPOJII0 Mepe]] BbIUUCICHUEM
XCII-3HAYCHU . yCHO}KHHeT aTaKM, BbBIYUCJIAIONINE I1apOJib II0 XEII-3HaY€HMHIO C
HCIIOJIb30BAHUEM IIPEIIIOCYUTAaHHBIX JaHHBIX. MoxkeT ObITH chopmupoBana Haza
3apaHee IOJCIYNTAHHBIX XeIl-3HAYEeHUN M3BECTHBIX HapoJieil, Hampumep «admins
mwim  «redfox», KoTropas IO3BOJIUT MOMEHTAJLHO IOJIYYaTh IAapOJIb II0 Xell-
sunavenunio. /s maposieit ¢ cosbio, Hanpumep «adminfn84!ds wimm «redfox3jfd@9s,
OpeJIIOCHUTaHHOT'O 3HAa4YeHUdAd B TaKOM 6336 MOZKET HE 6bITI), 49TO IIpuBeIeT K
HEBO3MOYKHOCTH OBICTPOTO IMOJIYIEHHUsI TapOJId MO XeNl-3HaYeHHO.

B) XeIl-3Ha4YeHUE TAPOJIsL.

Jara 1ocjaenHero u3MEHEHHUs IIapoJis, YKa3blBAeTCAd B KOJUYECTBE JIHEId,
nporeamux ¢ 1 ssaBapsa 1970 roga (¢ storo nHs Beger orcder Bpemst UNIX).

MwuHnMasibHOE BpeMs >KW3HHW MapPOoJisi — YUCJIO JHEH, KOTOPOoe JOJIKHO ITPONTH
1epeJi TeM, Kak 1apoJib MOXKHO OyJieT cMeHUTh. Ec/in He yKa3aHo, TO HOJIb JTHE.

MakcumMmanbHOE BpeMs YKWU3HU MapoJisi — UHUCJIO JHEll, CIIyCcTs KOTOPOe IapoJib
JIOJIZKEH ObITH 00s3aTeIbHO cMeHeH. Eciu ne ykazano, To 99999 nneit.

Ilepuona mpenynpexkjeHuss — 4YNUCJIO JHEH Iepell HCTeYeHHeM CpOKa JIeilCTBUs
rapoJieii, 3a KOTOpoe MoJIb30BaTe/b Oy/IeT YBEJIOMJIEH 00 3TOM.

Ilepuoa HEAKTUBHOCTU — YHCJIO JIHEH IIOC/e UCTEUYEHHUS CPOKa JIEHCTBHUSA ApOJIs,
10 UCTEYEHUU KOTOPBIX yUeTHas 3alliCh MI0JIb30BaTe s OyaeT 3ab0KupoBata. Ecin He
yKa3aHO, TO T0JIb30BATEIb HE OJIOKUPYETCs.

Bpewmsa xku3Hu yderHoit 3anucu — jata 1o speMenu UNIX, Korjia ydeTnas 3ammch
Oy/eT 3a0/IOKHPOBAHA.

He ncnonbsyercs.

B mporecce naposibHoOit ayTeHTUMUKAIUN T0JIb30BaTe/Ib BBOJUT CBOU JIOTWH U ITapOJib,
cucTeMa IpoBepseT, He 3abJIOKUpOBaHa JIM ydYeTHasd 3allliChb W HE WCTEeK JH CPOK
KU3HM TapoJid. Ecan  moJib3oBareib He 3a0J0KMPOBAH W I1apoJib HE WCTEK, TO K
[TapOoJII0 IPUCOEJINHSIETCsT COJIb, OT 00pa30BaBIINeiicss CTPOKKM BBIYHUC/ISIETCS Xell-3HadeHue U
CPaBHUBAETCs C XPAHUMBIM B cucTeMe. Ec/ii 3HAYEHUs COBITAJIN, TO TOJIL30BATEIO pa3peIieH

BXO.

7.5.

BOHpOCbI n 3aJaHnAd

7.1. Ha ocnoBe kakux jgaHHBIX cyObekTa OC Linux mpuHHMaeT pelreHne o JI0cTyie?!

7.2. Kakwue npaBa jocrymna tpaaunnorso npumenstorcs B OC Linux?

7.3. s gero cayxut SUID-6ut B OC Linux?
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7.4. Yro nemaer Macka B crucke yipasienus goctynom daitia B OC Linux?
7.5. YUro Takoe cob xemn-3Havdenns naposig B OC Linux?

7.6. Bribepute cymuHOCTH, BXOJSINNME B yaeTHbIe gJaHable mporecca B OC Linux:

1. UID mnosp3oBaTe/isi, 3aIlyCTHBIIETO MPOIECC.

2. I'pymmsr osb3oBaTesist, 3alyCTHBIIETO IIPOIECC.

3. IlpuBuierun.

4. TlpaBa ucnosuseMoro gaiiia, 13 KOTOPOro ObLI 3aIlyIIeH IIPOIECC.

5. @uaar 3¢PeKTUBHOCTH TPUBUIETHN.
7.7. Breibepute cymHOCTH, BXOSIME B aTpubyThl 6e3omacHoctn daitna B OC Linux:

1. Tpoiika npaB /151 KaxKI0il TPYIIIBI B CHCTEME.
2. IlpuBuierun.
3. Tpoiika tpaB BjaJjie/bia daita.

4. Tpoiika mpaB moJb30BaTe e, He sIBJISIONINXC Biaie/bliaMu (hailjia 1 He BXOJAIMNX B
IPYIIY BJIaJebiia daiiia Mo yMOJTIaHHIO.

5. Buagesner daita.
7.8. Bribepute cymiHocTu, Bxojgdinue B arpudyTsl 6e3omnacuoctu daitia 8 OC Linux:

1. Tpoiika 1paB i KazK0il I'PYIIIBI B CUCTEME.
2. IlpuBuierun.
3. Tpoiika mpap BJajiesibIia daiiia.

4. Tpoiika 1paB 1oJIb30BaTe e, He ABJIAIONINXCS BJIaJle/IbIlaMu (aiijia 1 He BXOJAIINX B
TPYIIY BJIaJIEbla ¢aiijia Mo yMOTIaHHIO.

5. Bnanenen daiina.
7.9. Kakne nabopsr npusmieruii ectsb y daitna 8 OC Linux?

7.10. Kakyto xem-dyukimio ucroib3yer OC Linux i BeIAIUCIeHUS Xelll-3HaYeHusT 1apoJIst
B OC Linux?

7.11. Yro nenaer kouseitep B OC Linux?
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Crmcok mMcIIo/Ib30BaHHOI JIUTEPATyPhI

1.

Koncrurynust  Poccuiickoit ~ Peneparun [DsekTponnbiit  pecypc|: [mpunsTa
BCEHAPOJHBIM rojiocoBanneM 12.12.1993] (¢ wusMmeHeHusiMU, OJOOPEHHBIMU B XOJI€
obmepoccuiickoro rojiocosanust 01.07.2020). JocTyn u3 cpaBOIHO-TIPABOBOIT CUCTEMBI
«KoncynpranrmlLimocs.

. Yrososubiit kojieke Poccniickoit @epepanuu [diekrpornbiit pecypc|: PeepasbHbit

3akoH or 13.06.1996 Ne63-®3 [mpunar [ocymapcrsennoit lymoit  24.05.1996]
(¢ usMeHeHusiIMU u JionoJiHeHUsMH). JlocTynm W3 CHPaBOYHO-TIPABOBOI  CHCTEMBI
«KoncynpraarnllLirocs.

Konekc Poccwmiickoit  ®Denepanum 00  aJMUHUCTPATUBHBIX  [IPABOHADYIICHUIX:
Denepanpbiii 3akon ot 30.12.2001 Ne195-D3  [QaexTporHbIil  pecypc|: [mpuasT
Tocymapersennoit dymoit 20.12.2001] (¢ msmenennsmu n gonosnenusyn). Jocrym n3
CIIPaBOYHO-TTPaBOBOl cucteMbl «KoncympranTulLocs.

Tpymnosoit komexe Poccuiickoit Pemepanun  [dekrpornsiii  pecypc|: PeepasbHbrit
sakon ot 30.12.2001 Ne197-®3  [mpunsar Tocymapcrsennoit  ymoit  21.12.2001]
(¢ w3MeHeHusiMu ¥ JIonOJHEHUsIMU). JIOCTYyIl W3  CIPABOYHO-TIPABOBON  CHCTEMbI
«KoncympranrmlLimocs.

QOenepanbubiii 3akon oT 27.07.2006 Ne149-O3 «O6 undopmanun, nHGOPMAITHOHHBIX
TEXHOJIOTMIX W O 3ammre wuHbOpMaimuuy  [IeKTpoHHbIH  pecypc|: [mpuHsT
Tocymapcrsennoit Tymoit 08.07.2006] (¢ mamenenusimu u jonosHerusmu). Joctyn u3
CIIpaBOYHO-IIPaBoBOil cucreMbl «KoncympranTulliocs.

Qenepanbubiii  3akoH  or  27.07.2006 Ne152-03  «O  nepcoHaJIbHBIX — JAHHDBIX»
[SaexTponnsrit pecype|: [mpunst [ocymapersennoit lywmoit 08.07.2006] (¢ n3meneHusiMu
u gonoarerusivn). Jlocryn u3 ciipaBouno-nipaBoBoii cucrembl «Koucynbranrllmrocs.

[Monoxenue o mnopsaigke obOpalleHHd cO CIyKeOHOH wnHbOpManueil OrpaHUYEHHOIO
pacupocTpaHeHus B (peiepaIbHbIX OpraHaxX UCIIOTHUTEIBHON BIACTH, YIIOJTHOMOYEHHOM
opraHe yIpaBJIeHU UCIOIb30BAHIEM aTOMHOII SHEPIUU U YIIOJTHOMOYEHHOM OPTaHe II0
KOCMUYECKON JIeATeIbHOCTHY [DIeKTpoHHBIi pecypc]: [yrBepxaeno [Tocranosienuem
[Ipasurenbcrea Poccniickoit Pemeparuu or 03.11.1994 Ne1233] (¢ usmeneHusimu u
nonosiHeHusMn ). JToctyn u3 cupaBodHo-TIpaBoBoit cucteMbl «Koncymbrantollmocs.

TpeboBanus K 3amuTe IEPCOHATBHBIX JAHHBIX IIPU UX 00paboTKe B MHMOPMAIIMOHHBIX
cucTeMax [IePCOHATBHBIX JIAHHDBIX [DsexTponmbIit pecypc|: [yrBepzK ieHbI
[Mocranosiennem [Ipasurenscra Poccniickoit @enepanun or 01.11.2012 Ne1119).
Hoctyn u3 cripaBovyHO-1IpaBoBoii cuctembl «Koncynbranrullirocs.

[Iepeuenbr Mep, HaIpaBjeHHBIX Ha ODeCHeYeHWe BBIIOJHEHUsS O0sA3aHHOCTE,
npegaycMorpeHubix  DesepanbabiM - 3aKOHOM — «(O  [EPCOHABHBIX  JAHHBIX» U
MPUHATBHIMEA B COOTBETCTBUU C HUM HOPMATUBHBIMU ITPABOBBIMU AKTAMU, OTICPATOPAMH,
SIBJISTIOIIUMUCST TOCY/IAPCTBEHHBIMU UJIM MYHUIUIIATHHBIMUA OPraHAMU |DJIeKTPOHHBII
pecypc|: [yrBepkien ITocranosienuem IIpasurenbcrsa Poccuiickoit ®emepanuu o
21.03.2012 Ne211]| (¢ usmeHeHusAME U JIONOJIHEHUAMHE ). JTOCTYII U3 CIIPABOYHO-TIPABOBOIL
cucrembl «KoncynbrantnlLirocs.
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10.

11.

12.

13.

14.

15.

16.

17.

18.

[Tonozkenne 06 ocobeHHOCTAX OOPAOOTKM IIE€PCOHAJBHBIX JIAHHBIX, OCYIIECTBIIAEMOit
6e3 WCHOIb30BaHUs CPEJCTB ABTOMATH3AINK |DJIEKTPOHHBII pecypc|: [yTBepK 1eHO
[Mocranosnenuem IIpaBuresnbcrsa Poccmiickoit ®emeparun or  15.09.2008 Ne687).
Hoctym n3 cripaBodHO-TPaBOBOil cucTeMbl « KoncymbrantnlLimocs.

TpeboBaHus K MaTepUaJIbHBIM HOCUTEIAM OHOMETPUIECKUX TTEPCOHABHBIX JIAHHBIX U
TEXHOJIOTUSIM XPaHEeHUs TaAKUX JIAHHBIX BHE MH(MOPMAIMOHHBIX CUCTEM ME€PCOHAJBHBIX
JAHHBIX  [DyieKTpoHHBIN  pecypcl: [yrBepxkaensr  [locranosienmem [IpaBuresnbcTBa
Poccniickoit @eneparuu or 06.07.2008 Ne512| (¢ m3MeHEHHAMH W JIOHMOJHEHHSIMH).
Hoctyn u3 cripaBovuHO-1IpaBoBoii cuctembl « KoncynbrantulLirocs.

Merondeckre peKOMEHIAINN 110 YBEJIOMJIEHUIO YIIOJTHOMOYEHHOIO OpraHa O HadaJe
00pabOTKH MEPCOHAJIBHBIX JAHHBIX U O BHECEHUN M3MEHEHUil B paHee IpeJICTaB/IeHHbIE
CBeJIcHUsT  |DJIeKTPOHHBINA  pecypcl: [yrBepxkaenbl  npukasom PockomHazopa o
30.05.2017 Ne94| (c m3meHeHUsIME 1 JIOTOTHEHUSIME ). JlOCTYyIT U3 CIPpaBOYTHO-TIPABOBOIL
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