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1. Ilesin ocBOEHMA TUCHUTIINHBI

HucnummmHaa «be3onacHOCTh B COBpEMEHHOW HWH(POPMAIMOHHON cpene» obecrednBaet
npuoOpereHue OOydYaIONIUMUCS 3HAHWM, YMEHMW W HaBBHIKOB 1o komnereHunusMm OIIK-6
«Croco0eH pelaTh CTaHIAPTHBIC 334K [10 OPraHU3ALHOHHOMY M JIOKYMEHTAL[HOHHOMY O0CCIICYCHUIO
HpO(beCCI/IOHaJ'H;HOI‘/'I JCATCIIBHOCTH C MMPUMCHCHUEM COBPEMCHHBIX TEXHUYCCKHUX CpC€AacCTB,
WH(POPMATMOHHO-KOMMYHHUKAIIMOHHBIX ~ TEXHOJOTMH C y4eToM TpeOOBaHWH WH(OPMAIOHHOMI
6esomacHocT» DesepanbHOr0 TOCYJapCTBEHHOIO 00pa30BaTENbHOIO CTaHAAapTa BBICIIETO
o0pa3oBaHus 10 HANIPABICHHUIO MOATOTOBKH 45.03.02 JIMHrBUCTHKA.

OCHOBHOH LENbI0 W3YYEHHUS IUCUUIUIMHBI SBJIETCS TEOPETUYECKas M IpPaKTUYecKas
MOJITOTOBKA 00YYAIOIIUXCS K IEATEIILHOCTH, CBA3aHHOW C MPUMEHEHHEM COBPEMEHHBIX CPEJICTB
U METOJOB 3alIUThl HH(OpPMAIMK B MOBCETHEBHON M MpodeccHoHaNbHON aesTenbHocTH. Kype
JlaeT MpeACTaBIEHUE O MECTe U POJIM MHPOPMAIMOHHON OE30MaCHOCTH B COBPEMEHHOM MUDE.
Ero wusydyenue naer BO3MOKHOCTb CO3HATEJIBHOTO HCIOJB30BaHUS, OOpaOOTKM U 3alUThI
nH(pOopMalNH.

2. MecTO THCHMIJIMHBI B CTPYKTYpe 00pa3oBaTe/IbHOM MPOrpaMMbl

JlaHHast TUCIUIUIMHA OTHOCUTCS K 00s13aTeIbHON YacTH 00pa30BaTeIbHON IPOrPaMMBI.

JucuuninuHa «be3onacHOCTh B COBpEMEHHOW MHPOPMAIIMOHHOM cpeJiey UrpaeT BaXKHYIO
poJth 7151 001IenpoPeCCHOHATBEHON TTOATOTOBKY 00 YJarOIIETOCS.

3. [lnanupyemble  pe3yJbTaTbl  O0y4YeHHs] MO JAUCIHUILIHHE,
IVIAHUPYeMbIMH pe3yibTaTtamu ocBoeHust OII 6akasaBpuara

COOTHECCHHBbIEC C

[Ipouecc nzyueHus: AMCUUIIIMHBI HAlIpaBJieH Ha GOPMUPOBAHUE CAEAYIOININX KOMIETEHINN
B cooTBercTBUM ¢ PI'OC BO, OOIT BO 1 mpuoOpeTeHus ClenyroIux 3HaHui, yMEHHH,
HaBBIKOB M (WJIN) OTIBITA ACSITCIIBHOCTH

®opmupyeMasi KOMIIETEHIMS HNupaukaTop nocTuskeHus Ilepeuenb
(xoa u popMyIHpPOBKA) KOMIIeTeHLIMH IJIAHUPYEeMbIX pPe3yJbTaTOB
(ko1 u (hopmMyJIMPOBKA) o0yueHust
O6menpodeccnoHaIbHbIE KOMIIETEHIIUH
OIIK-6 Coocoben  monmmarts | U-OIK-6_1 - Cnocoben 3uame:
IPUHIIUIIEI pa6OTBI COBPEMEHHBIX peuiath CTaHAaPTHBIC OCHOBHBIC IIOHATHSI B 00IIacTH
MHMOPMALHOHHBIX TEXHOJIOTHIl 1 3a7a4¥ Ipo(eCCHOHATIBHON | 00pabOTKH u 3aIIUTHI
HCIIONb30BaTh WX Ul pelueHus | ACTTCIBHOCTH Ha OCHOBE uHGOPMAIK U UX ONpeeNCHUS;
sa1au NPOdecCHONATLHOI HH(pOPMALMOHHON n MOCJIEA0BATEIbHOCTD
oubmorpadudeckoit BBITIOJTHEHUST pabOT IO 3aIluTe
JIEATENBbHOCTH.
KyJIBTYpBI C IPUMEHEHHEM | HHGOpPMauK;  KiIaccu(PUKALHIO
rH(pOpMaIMOHHO- HapymuTenell nHhOpMaIMOHHON
KOMMYHHMKaIIMOHHBIX 0e3omacHoOCTH; BUBI u
TEXHOJIOTUH U C y4EeTOM Ha3HAUY€HHWE CPEACTB  3alIUTHI
OCHOBHBIX TpeOoBaHUIt nH(OpMAaIU.
rH(pOPMaITMOHHOM Yumems:
0e30macHOCTH. yCTaHaBJIUBaTh M OCYIIECTBISATH
NEPBUUHYIO HACTPOHKY
OIEepallMOHHBIX CHCTEM,
AHTUBHUPYCHBIX CpencTB U

MECKCCTCBBIX SKPAHOB.

Bnaoemw nasvikamu:

paboTbl €O  CpeAcTBaMu
3anMThl HHGOpMALUH.

4. O0beM, CTPYKTYpPA U cO/iep:KaHue TUCHUTITHHBI
OO01as TpyA0eMKOCTh JUCHHUIIIMHBI COCTABISET 2 3a4eTHBIC €AMHUIIBI, /2 aKaJl. yaca.
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Ne Tembl (pa3zaens) Bujbl yueOHBIX 3aHATHI, ®opMbI TEKy1LLEr0
n/n AUCHUILINHBI, BKJIIOYAS CAMOCTOSITEIbHYIO KOHTPOJIs
HX CO/IepIKaHue = padoTy CTY/IEHTOB, yCIeBaeMOCTH
9 U UX TPYA0EMKOCTh
= (B akajeMH4YeCKHX 4acax) ®opma
O NPOMEKYTOYHOM
aTTecTamuu
(no cemecmpam)
KonrakTHas pabdora
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Paznen 1 [[IpaBoBbie 2 | 6 3
OpraHu3annoHHbIE
OCHOBBI
olecneueHust
HHGpopMaHOHHOM
0e30IacHOCTH B
Poccuiickoi
Denepanun
Tema 1.1 |[IpaBOBBIC OCHOBBI 2 | 2 1 |Tecr
obecrnieueHus
HH(POPMAITMOHHOM
0€30MacHOCTH
Tema 1.2 |3amura 2 | 2 1 |Tecr
MIePCOHAIBHBIX
JTAHHBIX
Tema 1.3 |OpranuzaninioHHbIE 2 2 1 |Tect
OCHOBBI O0ecrieueHust
HH(pOPMAITMOHHOM
0€30MacHOCTH
6 mom yuciae ¢ 30 u 6 3  |Buneonexuuu
/[OT TEKCTOBBIE
MaTepuabl
yueOHOro nocoous,
Mpe3eHTAIINH, TECT B
OVK B
DemidOnline
Pazgen 2 |ApxurekTypa 2 | 2 1
KOMIIbIOTEpPa
Tema 2.1 |Apxurekrypa 2 | 2 1 |Tect
KOMITBIOTEpa
6 mom uucae ¢ 30 u 2 1 |Buneonekuuu
J1OT TEKCTOBBIC
MaTepuabl
yueOHOTO0 mocoous,




[PE3CHTAIMH, TECT B
DVYK B

DemidOnline
Pa3gen 3 |OcHOBBI 7 9 |Tect
uHGopMaLHOHHOM
0e30IacHOCTH B
OnepaIHOHHBIX
cHcTeMax
Tema 3.1 |BBeneuue B 2 3 |Tecr
UH(POPMAITMOHHYIO
0e30MmacHOCTh
OTICPAITMOHHBIX
CHUCTEM
Tema 3.2 |MudopmarrioHHas 2 3 |Tect
0e30I1aCHOCTD
OTICPAITMOHHBIX
CHCTEM ceMeicTBa
Windows
Tema 3.3 |MudopmarrioHHas 3 3 |Tecr
0e30I1aCHOCTh
OTICPAITHOHHBIX
CHCTEM ceMelicTBa
Linux
6 mom yuciae ¢ 20 u 3 9 |Buneosexnuu
10T TEKCTOBBIC
MaTepHaIbl
y4eOHOTO 1mocoousl,
MPE3CHTAIINH, TECT B
DYK B
DemidOnline
Pasznen 4 |OcHOBBI 7 9
uH(pOpMAIITUOHHOMI
0e30macHoOCTH B
JIOKAJBHBIX
BBLIYHCJIUTEIbHBIX
ceTsax
Tema 4.1 |BBenenue B 2 4 |Tect
aApXUTEKTYPY
JIOKAJIbHBIX
BBIYHCIIATENBHBIX
ceTei
Tema 4.2 |CereBble yrpo3bl U 2 4 |Tecr
METOIbI
MPOTUBOACHCTBUS UM
Tema 4.3 |MesxceTeBble SKpaHbl 3 3 |Tecr
6 mom yucie ¢ 90 u 3 11 |Buneonexinu
J[OT TEKCTOBBIC
MaTepuabl

yueOHOTro mocoous,
MPE3CHTAIINH, TECT B
OVK B
DemidOnline




Pazgen 5 |Kpunrtorpadpuuecku| 2 | 2 | 2 3
€ MeTO/IbI 3aIIHUThI
uHopManuu
Tema 5.1 |BBencuue B 2 2 2 3 |Tect
KpHUITOTpaguuecKue
METO/IbI 3aIUTHI
nHbOpMaIH
6 mom uuciae ¢ 30 u 2 1 3 |Bupgeosekiuu
J[OT TEKCTOBEIC
MaTepUabl
y4eOHOr0 nocoous,
MPE3CHTAIINH, TECT B
OVK B
DemidOnline
2 0,3 | 10,7 |3auer
Bcero 3a 2 cemectp 72 | 16 | 16 0,3 | 37,7
Bcero 72 | 16 | 16 2 103 37,7

Conep:xaHue pa3iesioB MPOrpaMMbl JUCUMILTHHbI
«be3onmacHoOCTh B COBpeMeHHOil HH(OPMALIMOHHOM cpeae»

Pa3znen 1. IlpaBoBble M OpraHu3alMOHHbIE OCHOBBLI oO0ecrieyeHusi WHGOPMAIUOHHOM
O0e3onacHoctu B Poccuiickoii @enepanum.

Tewma 1.1. [IpaBoBBIC OCHOBBI 0OecTieYeHHST HH(DOPMAITMOHHOM O€30TTaCHOCTH.

OcHoBHBIE TIpaBa TrpaxaaH B cdepe o0paboTku u 3ammThl uHGopmaruu. OCHOBHBIC
MPUHIIUAIIEI TIPABOBOTO PETYJIMpPOBaHUS B 00JacTH OOpabOTKM | 3amuThl HMH(OpPMAIIUH.
Nndopmanus. OcHoBHBIE cBoiicTBa Oe3omacHocTH uUHGOpManuu: KOHOGUACHIIUAIBHOCTS,
LEJIOCTHOCTh, AOCTYMHOCTh. Buabl MHGOpManuu MO MOPSAAKY IOCTyHa M PacHpOCTpaHEHHUS.
Orpannuenne poctyna K uHbopmanuu. Buner Taitn.  OOGmamatens  uHOOpMaIuu.
Nudopmannonnsie texHosoruu. Mudopmammonusie cucrembl. Omneparop HHGOPMAIMOHHOMN
cucrembl. 3amurta uHpopMauuu. OOBEKTHl 3amUTHL. Buapl oTBeTcTBEeHHOCTH B cdepe
00pabOTKH M 3alTUTHI HHPOPMAIIHH.

Tema 1.2. 3amuTa nepcoHaIbHbIX TaHHBIX.

HepCOHaJ'ILHbIe JaHHBIC W IIPUHIOMIIBI HX O6pa6OTKI/I. Bunagsr MNCPCOHAJIbHBIX JaHHBIX!
CIICHHUAJIBHBIC, 6I/IOMeTpI/I‘leCKI/Ie n 06IHC,Z[OCTy1'IHLIe. YcnoBus O6pa6OTKI/I MNEPpCOHAJIbHBIX
JaHHBbIX. Cornacue Ha 06pa60TKy MCPCOHAJIBHBIX JaHHBIX. TpaHCFpaHI/I‘lHaﬂ nepcaada
NEPCOHAJIBHBIX JaHHBIX. HpaBa CY6T>CKTOB NEPCOHAJIbHBIX NaHHBIX. OnepaTop NEPCOHAIBHBIX
JaHHBbIX H €TI0 0053aHHOCTH. MepLI oOecneueHuss 0€30MacHOCTH MEPCOHATIbHBIX JAHHBIX.
KOHTpOHb N HaJA30p 3a BBINIOJIHCHUEM MCpP 110 oOecreueHuI0 O€30IMacHOCTH. Y TIOJTHOMOYCHHBIHM
Oprax I10 3a1I1TEe IIpaB CYG’LCKTOB MEPCOHAJIBHBIX JTaHHBIX.

Tema 1.3. Opranu3zanvoHHbIe OCHOBBI OOecTIedeHNs] HHPOPMALMOHHONW 6€30MTaCHOCTH.
Kakue Bompocs! craBuT nHpopmannonHas Oe3zomnacHocTs? IlocnenoBaTeabHOCTh ASHCTBHIMA

no 3amuTe uHpopmanuu. BeisBneHue u aHamu3 MH(GOPMAIMOHHBIX akTHBOB. DopmMupoBaHue
TpeboBaHui mo 3ammre HHGopmanuu. [Toaxonpl K MOJEIMPOBAHHIO HAPYLIUTENEH U yrpo3




nHpopMaMOHHON Oe3omacHocTH. BpIOOp cpeacTB W METONOB  3alIUTHl  MH(GOPMAIHH.
Bueapenne cucteMsl 3au1uThl HHGOpMaIK. DKCIUTyaTalisi CHCTEMBbI 3aIIUTHl HHPOPMALIUH.

Pa3nen 2. ApXxuTeKTypa KOMIbIOTEpA.

Tewma 2.1. BBenenue B apXuTeKTypy KOMITbIOTEPA.

[Iponeccoprl. OcHoBHasg (K311 W ONEpaTMBHAsA) MamsATh. BcromorarenbHas MamsTh.
YcTpoiicTBa BBOJa-BhIBOA (IIUHBI, MOHUTOPBI, KJIABUATYPHI M MBIIIH, BEO-KaMephl, IIPUHTEPHI).
[lepcoHanbHbIe KOMIIBIOTEPHI 1 MOOMIIbHBIE YCTPOMCTBA.

Paznen 3. OcHoBbl HHGOPMALMOHHON 0€30MACHOCTH B ONEPAIMOHHBIX CHCTEMAX.

Tewma 3.1. BBenenue B HHGOPMAIIMOHHYIO O€30TIACHOCTh OTIEPAIIMOHHBIX CUCTEM.

OO6muit cnoco® xpaHeHuss U o00paboTku wuHpopmanuu B KommbioTepe. [loHsATHS
omnepalMoHHON u (¢ainoBoil cucreM. CyObekThl, OOBEKThl, METOJIbl U TMpaBa JAOCTYyINa,
NPUBHIIETHU CyOBeKTa JocTyna. JIMCKpenMOHHOE yIpaBleHHE JOCTYIIOM, MaHJaTHOE
yrpaBiieHue nocTynoM. WMaeHTudukanms, ayreHTUPHUKAIUS U aBTOPH3aAIHsl. AYTeHTHDUKAIHS
Ha OCHOBE MapoJiel, Ha OCHOBE BHELIHUX HOCHUTENEH Kiltoua, OMoMeTprueckas ayTeHTU(UKaIIMsL.

Tema 3.2. Undopmannonnas 6€301macHOCTb ONEPaMOHHBIX chcTeM cemeiictBa Windows.

VYrpasieHue T0CTYIIOM B ONEPallMOHHBIX cucTeMax cemerictBa Windows. Unentudukanus,
ayTeHTH(UKAIMSA U aBTOPU3AIMS B ONCPAI[HOHHBIX cucTeMax cemerictBa Windows. Peanusanus
ayJWTa B OMEPAMOHHBIX cucTeMax cemeiictBa Windows.

Tema 3.3. Uadopmannonnas 6€30IMacHOCTb ONEPAIMOHHBIX CHCTEM cemeiicTBa Linux.

VrpaBieHHe IOCTYIIOM B ONEPAalMOHHBIX CHCTeMax cemeiictBa Linux. Mnentudukanus,
ayTeHTH(UKAIMS W aBTOPHU3AlUSA B OIEPAMOHHBIX CHCTeMax cemeiictBa Linux. Peammsarust

ayJruTa B OIICPALITMOHHBIX CHUCTEMAX cemelicTba Linux.

Pa3znen 4. OcHoBbI MH(POPMANTMOHHON 0€30MMACHOCTH B JIOKAJIbHBIX BbIYMCIUTEIbHBIX
ceTsx.

Tema 4.1. BBenenue B APXUTCKTYPY JIOKAJIIbHBIX BBIYUCIUTCIIBHBIX ceTelt.

JlokanbHble BbUKCIUTEIbHBIE ceTH. Mogens [ISO/OSI.  Apxutekrypa © OCHOBHBIE
MPOTOKOJIBI JIOKAJIbHBIX BHIUUCIIUTEIILHBIX CETCH.

Tema 4.2. CereBble yrpo3bl U METO/IbI TPOTUBOJCHCTBUS HM.

Knaccugukamuu cereBbIX yrpo3, ya3BumocTeil um arak. CeTeBble aTakd Ha Pa3IUYHBIX
ypoBusix Mmoaenn |SO/OSI. Kiaccubpukaiyss BpeIOHOCHOTO IMPOTPaMMHOTIO 00ECHEUYCHUSI.
[Tpu3HaKK MPUCYTCTBUS BPEJOHOCHOTO MPOrpaMMHOr0 obecneueHus. MeTo bl 0OHapyKeHusl.

Tema 4.3. MexxceTeBble dKpaHbl.

MexcereBble 3kpanbl (M3). Mecto u pons MD B obecrieueHUM ceTeBOil 0e30macHOCTH.

Knaccupukamuss M3. OcHoBHble Bo3MOXKHOCTH MD. JlocTOMHCTBa M HemocTtaTku MDO.
ITocTpoenue mpaBui GUIBTPALIH.



Pa3nen 5. Kpunrorpaguyeckue MeToabl 3a1UThI HHGOpPMALHH.
Tema 5.1. BBenenue B kpunrorpaduyeckue METO b 3aIUTHl HHPOPMAIIH.

Uctopuueckuii odepk pasButus Kpunrorpapuu. CuMMETpUYHAsT W aCHMMETPUYHAsS
Kpunrorpadus. BprauciuTensHO ClIOXKHBIE 3amadd MaremaTtwk. Kpunrocucrema RSA.
[Tonsitne kpunrorpaduyeckoro mporokoia. CBOWCTBa MPOTOKOJIOB, XapaKTEPU3YIOIIME HX
6e30macHOCTh. CxeMbl IU(PPOBOI MOAITUCH.

5. 06p330BaTeJIbeIe TEXHOJIOT'MHU, B TOM YUCJI€ TEXHOJOTHH 3JTCKTPOHHOTO 06yqe}mﬂ u
AUCTAHIIUOHHBIC Oﬁpa3OBaTeJ'II)HI)Ie TEXHOJOIMA, HCITOJIB3YEMBIC ITPU OCYIICCTBJICHUHN
Oﬁpa30BaTeJIbHOFO npouecca mo JMCuMIInHE

B nporecce 00ydenust HCMOJIB3YIOTCS CIIEYIONTHNE 00pa30BaTeIbHBIC TEXHOJIOTHH:

AxkageMuyeckas JeKus (WM JICKIUs 00IIero Kypca) — MOCIeI0BaTeIbHOE U3JI0KEHUE
Marepuana, OCYIIECTBIIEMOE MPEMMYIIECTBEHHO B BHAE MOHOJIOrAa MPENoJaBaTelis.
TpeGoBanusi kK aKageMUYECKOW JIEKIIMH: COBPEMEHHBIM HAy4YHBI YpOBEHb W HACHIIICHHAS
MH(POPMATUBHOCTh, yOEIUTENbHAS apryMEHTalMs, OCTYIMHAas ¥ TIOHSATHAas pedb, YeTKas
CTPYKTypa W JIOTHKA, HaJUYHe SPKUX TPHUMEPOB, HAYYHBIX JOKA3aTEIbCTB, OOOCHOBAHMIA,
(bakToB.

IIpoOsiemMHast JeKUMsi — WU3JIOKEHUE MaTepualna, MNPeAnosarampllee MOCTaHOBKY
MpOOJIEMHBIX M JUCKYCCHOHHBIX BOTIPOCOB, OCBEIIEHUE PA3IMYHBIX HAYYHBIX I1OXOJIOB,
ABTOPCKHME KOMMEHTApHWH, CBSI3aHHBIE C PA3JIUYHBIMU MOJEISAMHU HHTEPIPETALUN H3y4aeMOTO
Marepuana. [IpoGnemMHas Jekius HAUMHASTCS ¢ BOIIPOCOB, C TIOCTAHOBKH MPOOJIEMBI, KOTOPYIO B
X0JIe M3JI0KEHHS Marepuajga HeOOXOIMMO pEHHTh. B JeKnum coderaroTcs MpoOJeMHBIE U
nHpopManmonHeie Havyana. [Ipm 3TOM mpolecc MO3HAHUS CTYICHTOB B COTPYJHHYECTBE W
Uajiore ¢ MperojaBareyieM MPUOIIKAaeTCss K TOUCKOBOM, MCCIIEOBATEIBLCKON JEATEIbHOCTH.
Conepxanrie TPoOJIEMBI PACKPBIBACTCS IYTEM OpraHU3alMH TIOMCKAa €€ pEHICHUS WIn
CYMMHUPOBAHUA U aHAJIN3A TPATUIIMOHHBIX U COBPEMEHHBIX TOUEK 3PECHHUSI.

IIpakTHYeckoe 3aHATHE — 3aHSTUE, MOCBAIIEHHOE OCBOCHHUIO KOHKPETHBIX YMEHUHN U
HaBBIKOB U 3aKPEIUICHUIO MOJYYCHHBIX HA JICKIIUHU 3HAHU.

DneKTpOoHHBIN yueOHbIN Kypce «be3omacHoCTh B COBpeMEHHOM WH(DOPMAITMOHHOM cpeie» Ha
wiardopme onnaitH-ooyuenuss DemidOnline, B koTopom:

— TPEICTaBJICHBI BUICO-JIEKIIHIA 10 BCEM TeMaM AUCHUILIUHBI U TPE3EHTALUU K HUM;

— TPEICTABJICHBI TEKCTHI JIEKIUI 110 BCEM TeMaM JUCLUTIINHBL;

— TPEICTaBIJICHBI MpaBUiIa MPOXOKICHHS MPOMEKYTOYHON aTTeCTAllUU IO JUCIUILTUHE;

— TPEACTAaBICHbI TECThl MO TeMaM JUCHUUIUIMHBI JJISi CaMOCTOSITENIBHOM pPaboThI
oOyuaronmxcs;

— mocpeacTBOM ¢dopyMa  OCYIIECTBISETCS CHHXpOHHOe M (WJIHM) AaCHHXPOHHOE
B3aUMO/JICHCTBUE MEXKIy OOyJaroIMMHCS M TpenojaBareleM B paMKaxX HW3Y4eHUs
JUCIUTIIAHBIL.

6. [lepeyeHb JUIEH3MOHHOTO M (WJIHM) CBOOOAHO PACHPOCTPAHSIEMOr0 IMPOrPAMMHOIO
o0ecrneyeHusi, HMCHOJb3yeMOr0 MNPH OCYLIECTBJIEHUM 00pPa30BaTEeJIbHOI0 MpoLecca Io
AUCHHILINHE
B mporecce ocymiecTBieHust 00pa3oBaTeIbHOTO MPOLECCa UCTOIb3YIOTCS:
— mporpamMmHoe oOecredeHne JJIs CO3MaHUsd U JIEMOHCTpAIlMH TPe3CHTaluH,
WJUTIOCTPAINi B IpYTUX Y4eOHBIX MAaTEPHUATIOB:
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Microsoft Windows;

Microsoft Office;

Virtual Box (cBo6oaHo pacnpoctpansemoe [10);

Ubuntu (cBo6oauo pacrtpoctpansemoe [10);

Kali Linux (cBoboamo pacrnpoctpansiemoe I10).

— s ToWcKa ydeOHoW nuTeparypel OubOmmoreku Spl'Y — ABTOMartM3mpoBaHHas
oubnnoreunas undopmanuonnas cucrema «bYKU-NEXT» (ABUC «byku-Next»);

— TIpH MPOBEJCHUM JICKIIHIA UCTIOJB3YIOTCS MYJIbTUMEAHIHBIC TIPE3CHTAIINH;

— TIpU TPOBEICHUU JIA0OPATOPHBIX pabOT HCHOJB3YIOTCS CPEICTBA BBIYMCIUTEIHHOMN
TEXHUKH, TTOAICPKUBAIOIINE TIEPEUUCIICHHOE IPOTPaMMHOE 00ecTIeYeHuE.

7. IlepeyeHb coOBpeMeHHBIX NPO(ecCCHOHAIbHBIX 0a3 JaHHbIX U HHGPOPMALMOHHBIX
CIIPABOYHBIX CHCTEM, HCII0JIb3YEMBbIX IIPH OCYLIECTBJICHHH 00pa30BaTeIbHOIO Npo1ecca 1o
AUCHUILINHE

1. Duexrponnsblie katajgoru Hb SpI'yY

(http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php) comepsat 6ubarorpadudeckue 3anucu
BCEX BHUJOB JOKYMEHTOB, COCTaBJISIIOIIMX (HOHA OMOIMOTEKH, HAa PYCCKOM U HHOCTPAHHBIX
SI3BIKAX.

2. dnekTpoHHas OubIMOTEKA YUueOHBIX MaTepuaioB Apl'yY

(http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php) comepxxur ©Gomee 2500 mOMHBIX
TEKCTOB y4eOHBIX ¥ y4eOHO-METOJMYECKHX MaTepHalioB TI0 OCHOBHBIM H3y4aeMbIM
TUCUMIUIMHAM, W3JaHHBIX B yHUBepcuTere. JlocTym B CeTH YHUBEpPCHTETa, JHUOO IO
JIOTHHY/TIapOJIIO.

3. CnpaBouHo-nipaBoBasi cucreMa « KoHCyJbTaHTIIIIOC»

(https://www.consultant.ru/) cmpaBodYHO-TIpaBOBasi CHCTEMa II0 3aKOHOJATEILCTBY
Poccuiickoit @enepanuu.

4. CnpaBo4HO-nipaBoBas cucrema «l'apanm»

(http://www.garant.ru/)  cnpaBOYHO-TIpaBOBas  CHCTeMa IO  3aKOHOJATEIbCTBY
Poccuiickoit ®enepanuu.

8. IlepeyeHbr OCHOBHOW W [IONOJIHUTEJLHOH Y4eOHOUl JMTepaTypbl, pecypcoB
UH(GOPMAIHOHHO-TEJIEKOMMYHUKANIUOHHOM ceTH «HMHTepHeT» (NIPU HEOOXOAUMOCTH),
PeKoMeHyeMbIX /115l 0CBOEHUS I CUMIIJIMHBI

a) OCHOBHAf1 JIUTEpaTypa

1. besomacHocTh B COBpeMeHHON HH(popMallMOHHOH cpene. YacTh 1: yueGHOe nocobue.
B.H. Kuszes, .M. Mypun; fApocin. roc. yu-t um. ILI. JlemunoBa. - SApocnasis:
NHANUTO, 2021. — 158 c.

0) AONMOJIHUTEIbHASA JINTepaTypa

1. Konctutymus Poccuiickoit ®enepauuu: [npuHATa BCEHAPOIHBIM TOJIOCOBAHHUEM
12.12.1993 ¢ u3mMeHeHusIMH, 0JJ00PEHHBIMU B XOJ€ OOLIEPOCCUNHCKOTO IOJI0COBAHUS
01.07.2020]. — Joctymn u3 cnpaBOYHO-TIPaBOBO# cucTeMbl «KOHCYIBTAHTILTIOC). —
TexcT: aeKTpOHHBIH.

2. ®enepanbHblil 3aK0H 0T 27.07.2006 Ne149-D3 «O6 nnpopmaryu, THPOPMALUOHHBIX
TEXHOJOTUSAX M O 3amure uHpopmauum»: [npuHaT [ocynapctBeHHoi [lymoi
08.07.2006]: (c w3MeHEeHWSMH | JAOMOJNHEHHsAMH). — JlOCTyn U3 CIpaBOYHO-
paBoBO cucteMbl «KOHCYIBTaHTIUIIOCY). — [ €KCT: 3MEKTPOHHBIM.


http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
https://www.consultant.ru/
http://www.garant.ru/

3. ®enepanbHblit 3ak0H OT 27.07.2006 Nel152-D3 «O nepcoHaIbHBIX JAHHBIX)»: [[IPUHAT
lNocynapcrBennoit lymoit 08.07.2006]: (¢ uU3MEHEHHMSIMU W JOTOJHEHUSMH). —
Hoctynm w3 cnpaBOYHO-IIPaBOBOM  cucTteMbl «KOHCYIBTAaHTIUIIOC». —EKCT:
JJIEKTPOHHBIH.

4. TlomoxxeHue o TMOpsAKE oOpalleHus co CIy)KeOHOW HHQOpMAIHEe OrpaHHYEeHHOTO
pactipocTpaHeHuss B (eaepasibHBIX ~— OpraHax  HCIIOJHUTEIFHOW  BJIACTH,
YIIOJHOMOYEHHOM OpraHe YIpPaBJIEHUS MCIIOJIb30BAHMEM AaTOMHOW DSHEpPruu U
YIIOJHOMOYEHHOM OpraHeé II0 KOCMHUYECKON JAEATEIbHOCTW»: [YTBEP:KIEHO
[loctanoBnenuem IlpaBurensctBa Poccuiickoit @enepaunn ot 03.11.1994 Nel233]:
(C M3MEHEHMSIMU U JONOJHEHUsIMHU). — JloCcTyn U3 CIpaBOYHO-IIPABOBON CHUCTEMBI
«KOHCYnpTaHTILIIOC». — T €KCT: 3JIEKTPOHHBI.

5. TpeboBanus K 3amuTe MEPCOHAIbHBIX JaHHBIX TNpU HUX 00paboTke B
MH(OPMAaLIMOHHBIX cucTeMax MePCOHAITBHBIX JTAHHBIX: [yTBEp K IeHBI
[TocranoBnenuem IlpaButensctBa Poccuiickoit @eaepanuu ot 01.11.2012 Nel119].
— JHoctyn wu3 cnpaBouyHO-nipaBoBoM cucteMbl «Koncymprantnlliroc». —TekcT:
JEKTPOHHBIH.

6. Tlomoxxenue 006 0COOEHHOCTSIX 00PaOOTKH MEPCOHATBHBIX JTAHHBIX, OCYIIECTBIIEMOMN
0e3 UCMOJB30BaHUSI CpPEICTB aBTOMaru3aluu: [yrBepxkaeHo [loctaHoBieHuem
[IpaButensctBa Poccuiickoit ®enepanmu ot 15.09.2008 Ne687]. — Jloctynm wu3
CIIPaBOYHO-TIPaBoBOM cucteMbl «KoHcynpTanTnlImtoc». —TeKCT: 2IeKTPOHHBIN.

7. Meroauueckue peKOMEHJALUMU IO YBEIOMJICHHIO YIOJIHOMOUYEHHOTO OpraHa o
Hayase oOpaOOTKM NEPCOHAIbHBIX JAHHBIX U O BHECEHUH H3MEHEHHIl B paHee
Mpe/ICTaBJICHHbIE CBEACHUS: [yTBEepKIeHbl npuka3zoM Pockomuamzopa ot 30.05.2017
Ne94]: (¢ wu3MeHeHHMsIMM W JOTIOJHEHUsSIMH). — J[OCTynm W3 CIpaBOYHO-TIPABOBOM
cuctemsbl «Koncynprantnllimtocy. —TeKcT: 3eKTpOHHBIM.

8. TpeboBanus W MeETOIBI MO O0E3TMUMBAHUIO MEPCOHANBHBIX JAHHBIX: [YTBEPHIACHbI
npukazoM PockomHamzopa ot 05.09.2013 Ne996]. — Jloctynm u3 cCHpaBOYHO-
npaBoBoi cuctembl «kKoHcynpranTnllmocy. —TeKCT: 37eKTPOHHBIMN.

9. TOCT P 51275-2006 3amura undopmaruu. O0bekT mHpopmaTuzanun. DakTopsl,
BO3JIeHCTBYOMIKE HA MHpopManuto. Ob6ue nojgoxeHus. — J{ocTyn U3 crpaBOYHO-
npaBoBoil cuctembl K TEXOKCITEPTY». —TekcT: 3MeKTpOHHBIM.

10. Yopnu, b. Bayrpennee ycrpoiictBo Linux. / b. Yopa. — CII6. : ITutep, 2016. — 384
c.

9. MaTepuaJjibHO-TeXHUYECKas1 6a3a, HEOOX0AUMAs /IS OCYIIEeCTBJICHUS
00pa3oBaTeJILHOI0 Mpoliecca Mo JUCHUTIINHE

MartepuanbHo-TexHu4YecKasi 6a3a, HeoOxoaumas JJIsl OCYIIECTBICHHUSI 00pa30BaTEIBHOTO
rporiecca 1Mo JUCHUILIMHE BKIIOYAET B CBOM COCTaB CIICIIUATBHBIC ITOMEIIICHHUS

- yueOHbIE ayIUTOPUHU IJIs1 TPOBECHHS 3aHATHH JIEKIIMOHHOTO THIIA;

- y4eOHbIE ayIMTOPUH ISl IPOBEICHUS 1a00paTOPHBIX paboT, OCHAIIIEHHBIE CPEACTBAMHU
BBIYMCIUTEIBHON TEXHUKH, IMOJJIEP>KUBAIOIIMMU IPOrpaMMHOE oOOecreueHue, ykazaHHOEe B
MyHKTE 6;

- yueOHbIE ayIUTOPUHU IJIs1 TPOBECHHS TPYNTIOBBIX U WHIUBUAYATIbHBIX KOHCYIbTAIIHIH;

- y4eOHbIE ayIUTOPUU JUISI TIPOBENCHHS TEKYIIETO0 KOHTPOJS U MPOMEKYTOUHOU
aTTECTALINY;

- TIOMEMICHHUS JUISI CaMOCTOSTEIbHON PabOTHI;

- TIOMEHICHHs] NJs XpaHeHWs W NPOQPHUIAKTUYECKOTO OOCITY)KUBAHUS TEXHHUUYECKUX
CpencTB 0OyUYeHHUSI.

[Tomemmenus Ui caMOCTOSTENBHON pabOThl OOYYAIOMIMXCSl OCHAIEHBI KOMITBIOTEPHOU
TEXHUKOW C BO3MOXKHOCTBIO MOJAKIIOUeHHUS K cetn «MHTepHeT» U oOecredeHneM J0CTyIa B
AIIEKTPOHHYIO HH()OPMAIIMOHHO-00pa30BaTENbHYIO CPEly OpraHU3aIiH.



Unco mocagouHbIX MECT B JIGKIIMOHHOW ayAuTOpuu O0Jiblie THO0 PaBHO CIIHUCOYHOMY
COCTaBy NOTOKAa, a B ayAUTOPUU IS MPAKTUUYECKUX 3aHATUM (CEMHUHAPOB) — CIHCOYHOMY
COCTaBY I'pYIIIbI 00Y4arOIIUXCS.

ABTOD(BI):
Kann. ¢us.-mar. Hayk Mypun /1. M.
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IIpunoxenne Nel k padoueil nporpaMmMe JUCHUNINHBI
«be30macHOCTh B COBPeMeHHOIl HH(OPMALIMOHHOH cpeae»

D oHJ OLIEHOYHBIX cpeacre
AJISL MPOBEACHUSA TeKleIeﬁ H leOMe)RYTO‘IHOi/i arTTeCTaluu CTYACHTOB
mo JTMCHUIIJIMHE

1. TunoBble KOHTPOJIbHBIC 3aJaHUSI UJIKM UHBIC MaTEepUaJibl,
H006XOIll/lele AJIsi OHCHKH 3]—[31—[1/[17[, yMeHHﬁ, HAaBbIKOB U (PI.TI]/I) onbITa AeATCJIbHOCTH,
XapaKTEPU3yIIMX ITallbl q)OpMI/IPOBaHI/IH KOMIIeTeHIInii

1.1 KOHTpOJ’IbeIe 3a/laHUA U HHBIE€ MaTEpHAJIbI,
HCII0JBb3YEMBIE B IPOLIECCE Telcymeﬁ aTTreCcTanumu

3aganus AJ1A CAMOCTOSITENIbHOI PadoThl / TEKYIIEro KOHTPOJIS
(Hdannvle 3a0anus Mo2ym GblNOAHAMBC CMYOEHMOM CAMOCMOAMENbHO, 8 MAKOM CLydde
npenooasameinem 6 00A3amenbHoM nopsoke He npogepsiomcs. Takowce OanHvle 3a0aHUs MO2YM
UCNOIL306AMbCA Npenooasamenem 0 mekywe2o Koumpous cpopmuposannocmu OIIK-6
unouxamopwl U-OI1K-6.1)

Tect no Teme 1.1 [IpaBoBbIe 0CHOBBI 00ecnieueHusi THGPOPMAIIMOHHON 0€30MACHOCTH

1. Kakue mosoxeHus, CBS3aHHBIC C BOMpOcaMu 00pabOTKM MH(OpMAaIMU, 3aKpEIUICHBI B
Koncrurynuu Poccutickoit ®eneparu?
a) [IpaBo Ha HEMMPUKOCHOBEHHOCTH JIMYHON U CEMEHHOM TalHBI.
0) IIpaBo Ha 0O6pabOTKy 1000 MHMOPMAIH JTFOOBIM BO3MOXHBIM CIIOCOOOM.
B) 3ampeT Ha 00padoTKy HHGOPMAITUK O YACTHOM KU3HU JIMIla 0€3 ero COTIacHsl.
r) [IpaBo Ha mosydeHue rpaxkaaHaMu JAO0IYyCKa K TOCyIapCTBEHHOMN TalHe.
2. Kakue Buapl uHpopManmu o0s3aTeNbHO TpeOyeTcss 3alluilaTh B COOTBETCTBUU C
3akoHo1aTesbcTBOM Poccuiickoit denepanyu:
a) Muadopmarus a1 ciyxkeOHOTO MOJIh30BaHUS.
0) I[lepconanbHbIC TaHHBIE.
B) ['ocynapcTBeHHas TaiiHa.
r) BpaueOnas Taiina.
n) Bce nepeunciennele.
3. B cootBerctBun ¢ ®enepanbHbiM 3akoHOM «O0 uHbopManuu, HHPOPMAIMOHHBIX
TEXHOJIOTUSX U 3aiuTe nHdopManum» nHopmanus — 37o:
a) JIroObie naHHbIe, MpeACTaBICHHbIC HA MAaTEPHAIbHOM HOCHUTEIIE.
0) CBenenus (cooOIICHUS, JaHHBIC), HE3aBUCUMO OT (hOPMBI UX TIPEICTABIICHHUS.
B) He sneprus u ne marepusi.
r) CBeneHusi, BOCIpPUHUMAEMbIe YEJIOBEKOM M (WJIM) CHELMAIbHBIMU YCTPOICTBAMU
Kak oOTpakeHHe (AaKTOB MaTepuaibHOrO WM JYXOBHOTO MHpa B Tpolecce
KOMMYHHKAITUH.
4. Yto u3 mepevrucIeHHOr0 MOXXKHO paccMaTpuBaTh Kak 0a3y JaHHBIX B COOTBETCTBHH C
3akoHoarenbeTBOM Poceniickont denepanuu:
a) EXCEL Ttabnuiy ¢ ynopsJ04eHHOH U CTPYKTypUPOBAaHHON HH(OpMaIUeH.
6) daiin popmata DOC, B KOTOPOM CO3aH CIHMCOK CIyIIaTeNel 3TOH MPOrpaMmBbl.
B) KapToTeky peructpaTypsl yupexaeHHUs 3paBOOXPAHECHHUS.
r) Bce nepeuncnennsie.
5. IlenoctHOCTh MHGOPMAIIUU — ITO:

11



10.

a) OOs3aTenbHOE AU BBITIOJHEHUS JIUIIOM, MMOJTYYHBIIMM JOCTYI K OMPEICIICHHOM
uHpopmanuu, TpeOoBaHWE HE NEpeAaBaTh TaKyl0 HHPOPMALHUIO TPETHHM JHLaM 0e3
coryacusi ee o0najgarens.

0) Cocrosiare nH(pOpPMAIMU, TTPH KOTOPOM OTCYTCTBYET JIF000€ €€ U3MEHEHHE 00
W3MEHEHHE OCYILECTBISETCS TOJBKO MPEAHAMEPEHHO CyOBEKTaMU, HMCIOIIMMU HA HETO
IpagBo.

B) Bo3MokHOCTB TIOTy4eHHs HH(DOPMAIHK U €€ HCITOIb30BaHMSL.

Ha reppuropun Poccuiickoit deaepanuu 3anpemneHo pacupoCTpaHeHUE:

a) Madopmanmm, koTopast HarmpaBjeHa HA MPOTIATaH Ty BOWHBI.

6) Kommepueckoii TaifHbI.

B) MH(popmanmu, koTopasi HalpaBJIeHa Ha Pa3KUTAaHUE PEITUTHO3HON HCHABHCTH.

r) [TepcoHATBHBIX TAHHBIX.

I'pax1aHUH WK FOPUANYECKOE JIUIIO, OCYIICCTBISIONINE ACITEILHOCTD 0 SKCILTyaTaI[iu
MH(POPMAITMOHHON CUCTEMBI, B TOM YHUCJIE TI0 00paboTke nH(MOpMAIUK, CoaepKAIICICS B
ee 6a3ax JaHHBIX — ATO:

a) Obnanatens nHGOPMAITUH.

6) Oneparop nHGOPMAIIMOHHON CUCTEMBI.

Ecnu He onpeneneno nHOTO, onepatopoM HH(POPMAITMOHHON CUCTEMBI SIBIISIETCS

a) O6nagaTens nHGOPMAITHH.

06) CoOCTBEHHHMK HCTOJB3yeMbIX UII 00pabOTKH cojepikarieiics B 0a3ax JaHHBIX
MH(OPMAIINH TEXHUICCKUX CPEJICTB.

B) Jlumo, ompenenstomee 1enmn oOpabOTKM HMH(POpPMANUU W OCYIIECTBIISIONIEE
00paboTKy HH(pOpMAITHH.

He moseT ObITh OrpaHUYeH JOCTYII:

a) K uadopmaruum o cocTossHUN OKpYKaromien cpeapl.

6) K nmepcoHanbHbIM JaHHBIM TOCYJAPCTBEHHBIX TPAXKIaHCKUX CIYKalUX.

B) K nHbopmanmm, xpaHsmieics B OTKPbITHIX (poHTaX OMOIHOTEK.

r) K cBenenusM o 3010TOBaIOTHBIX 3anacax Poccuiickoit deneparun.

Kakyio OTBETCTBEHHOCTh MOXKET IIOBJIEYh HapylieHHe TpeOoBaHuil DenepanbHbIX
3aKOHOB:

a) YTOJIOBHYIO.

0) ucuumimnapuyro.

B) AJIMMUHHUCTPATUBHYIO.

r) ['paxaaHcko-1paBoBYIO.

1) Bce nepeunciennele.

Tect mo Teme 1.2 3ammTa NepCcOHAILHBIX JAHHBIX

[lepconanpHbIC TaHHBIE — ATO:

a) CBenmeHusi 0 CyOBEKTE IMEPCOHAIBHBIX JAHHBIX HE 3aBUCHMO OT (OPMBI KX
MPECTABIICHHUS.

6) JIro6ast nHpopMmarys, oTHOCAIIAsICA K IPSIMO WIX KOCBEHHO ONPEAEICHHOMY WM
ompenenseMomMy GU3MUECKOMY JHITY (CYOBEKTY MepCOHANBHBIX JaHHBIX).

B) Jlrobas wmHpopMmanus, OTHOCALIAsCS K ONPEIeIEHHOMY MJIM OIpelesieMOMY
¢duznyeckomy JuIy (CyObeKTy NepCOHAIBHBIX TaHHBIX).

r) Jlto6as mHpopManus, OTHOCAIIASACS K OINpeNeIeHHOMY WM ONpeAesieMoMy Ha
OCHOBAaHMHU Takoi HHpopMarmu puznyeckoMy JUIY (CYOBEKTY MEePCOHATBHBIX JaHHBIX),
B TOM 4HcClie ero (paMuius, uMsi, OTYECTBO, TOJI, MECHIL, 1aTa U MECTO POXKAEHUS, ajpec,
ceMeliHOe, COLMaJIbHOE, MMYIIECTBEHHOE TIOJI0KEHHe, oOpa3oBaHHe, Mpodeccus,
TOXOIbI, Ipyras HHpopMaLus.

Ha kakue oTHOWIEHHMs HE pacmpocTpaHsercs JeiicTBue ¢enepanbHoro 3akoHa «O
NEPCOHAIBHBIX JAHHBIX»?
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a) Ha 00paboTKy nepcoHaNbHBIX JaHHBIX, OTHECEHHBIX B YCTAHOBJICHHOM TOPSIIKE K
CBEJICHUSIM, COCTABJISIOIINM rOCYIapCTBEHHYIO TaiHYy.

6) Ha 00paboTKy mepcOHaNbHBIX JaHHBIX, HEOOXOAUMYIO Ul OCYILECTBIICHHS TpaB
Y 3aKOHHBIX HHTEPECOB OINEpaTOpa WK TPETHHUX JIUII.

B) Ha o00pabGoTky mepcoHambHBIX JaHHBIX, HEOOXOAMMYIO [UIS HWCIOJIHEHUS
CyJIeOHOTO aKTa.

r) Ha o0paboTKy mepcOHaNbHBIX TaHHBIX (PU3MYECKHUMH JIMIAMH HCKIFOUYUTEIHEHO
JUISL JIMYHBIX M CEMEWHBIX HYXKJA, €CIU NPH 3TOM HE HAPYIIAIOTCS IpaBa CyObEKTOB
MEPCOHATBHBIX JaHHBIX.

n1) Ha o00pabGoTky mnepcOHaNbHBIX JaHHBIX, MOIJICKAIIUX OIYOJMKOBAHUIO WIIU
00513aTeIIbHOMY PacKpPBITHIO B COOTBETCTBUH C (heiepaIbHBIM 3aKOHOM.

e) Ha o00paboTky mepcOHANbHBIX JAaHHBIX, HEOOXOJAMMYIO [UIsi OpraHU3allud
XpaHEHWs, KOMIUIEKTOBAHMS, y4eTa M WCIIOJIb30BAaHMS COJCPIKANINX MEPCOHATBHBIX
JAHHBIX APXHMBHBIX TOKYMEHTOB B COOTBETCTBHH C 3aKOHOJATEILCTBOM 00 apXHBHOM
nene B Poccuiickoit @enepanun.
®enepanbHbIi 3aK0H «O MEPCOHANBHBIX TAaHHBIX» PErYINPYET OTHOIICHHUS, CBSI3aHHBIE:

a) UckmountenbHo ¢ 00paOOTKOW TEPCOHATBHBIX MJaHHBIX C HCIOJIb30BAaHUEM
CpEeICTB aBTOMATHU3AITHH.

6) C 00paboTKOM MEepCOHATBHBIX JTaHHBIX, HE3aBUCUMO OT TOTO 00pa0aThIBAIOTCS JIU
OHH C UCTIOJIb30BAHUEM CPE/ICTB aBTOMATH3AINN WU HET.

B) C  00paboTKOi MEepCOHATBHBIX JAaHHBIX C  HCIOJb30BAHHEM  CPEJCTB
aBTOMAaTHU3alM, a TaKke ¢ 0o0pabOTKON NepCOHANbHBIX JAaHHBIX 0€3 HCIOJIb30BAHUS
CpEe/ICTB aBTOMATH3AIlMH, €CIIM Takas o0pabOTKa COOTBETCTBYET XapakTepy JIEHCTBHIA,
COBEPIIAEMBIX C IEPCOHATBHBIMU JJAHHBIMH C UCIIOJI30BAHUEM CPEJICTB aBTOMATU3AIIHH.

r) C o0paboTKOW TEPCOHANBHBIX JaHHBIX ©0€3  HCIOJB30BaHUS  CPEJICTB
aBTOMAaTHU3AIIH.

JleiicTBusi, B pe3yjibTaTe KOTOPBIX CTAHOBUTCS HEBO3MOXHBIM 0€3 HCIOJIb30BAHUS
JOTIOTHUTEIBHOW MH(OPMAIMK ONPEAEIUTh MPUHAUIEKHOCTh MEPCOHATBHBIX JaHHBIX
KOHKPETHOMY CYOBEKTY NEPCOHANBHBIX JaHHBIX, — 3TO:

a) brokupoBaHue nepcoHaNbHBIX JAHHBIX.

0) YHUUTOKEHHE NTEPCOHANBHBIX JTaHHBIX.

B) O6e3mMunBaHue NePCOHATBHBIX TaHHBIX.

r) [IepeBos nepcoHaNbHBIX JAHHBIX HA aQPXUBHOE XpaHEHHE.

JleiicTBus, B pe3yibTaTe KOTOPBIX 8peMeHHO TIpeKpalaeTcs 00paboTka MmepcoHaNbHbBIX
JAHHBIX, — 3TO:

a) brokupoBaHue nepcoHaNbHBIX JAHHBIX.

0) YHUUTOKEHHE MTEPCOHANBHBIX JTaHHBIX.

B) O6e3MunBaHue NePCOHATBHBIX TaHHBIX.

r) [IepeBoa nepcoHaNBHBIX JAHHBIX HA AQPXUBHOE XpaHEHHE.

Kakue u3 nepeynciieHHbIX JeMCTBUIA ¢ TEPCOHAIBHBIMU JAHHBIMU SBIISIFOTCS 00paOOTKOM
MePCOHATBHBIX TaHHBIX:

a) XpaHeHHe MePCOHATBHBIX TaHHBIX.

0) 3amuch MepCOHATBHBIX JaHHBIX.

B) O0e3nunBaHue MEPCOHATBHBIX JAHHBIX.

) YaaneHne nepcoHaIbHBIX JaHHBIX.

C Touku 3peHus genepanbHOro 3akoHa «O NepCOHANBHBIX TaHHBIX» OIepaTop — ITO:

a) ['ocynapcTBeHHBIH OpraH, MyHUIIMIIAIbHBIN OpraH, I0pUIHYecKoe WK (GU3NIecKoe
JIMII0, CaMOCTOSITEIbHO WJIM COBMECTHO C JPYIrUMH JIMIIaMU OpraHHu3ylomue u (Win)
ocymecTBisitonue oopadotky I[1/1H, a Takke ompenenstomue menu odpadorku [1/1H,
coctaB [1/In, moanexamux 06paboTke, AeiicTBHs (onepaluu), coBepiiaemsbie ¢ [1J1H.
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0) I'paknaHuH WM IOPUIMYECKOE JIMIO, OCYLISCTBISIOMINE JEATEIbHOCTH II0
SKCIUTyaTali WH(POPMAIIMOHHON CHUCTEMBI, B TOM 4Hcje MO 00paboTke mHpopMaru,
cojiepxkarieiics B ee 6a3ax JaHHBIX.

8. OO0OpaboTka MepcoHaTbHBIX TAHHBIX:

a) He nomyckaercst 6e3 cornacusi CyoObeKTa MepCoOHANbHBIX JaHHBIX.

0) JlomkHa OrpaHMYMBATHCS JOCTHXKEHHEM KOHKPETHBIX, 3apaHee OINpEeICHHBIX H
3aKOHHBIX LEJICH.

B) He nomyckaercst B cimydasx HECOBMECTHMBIX C LEISIMH cOOpa TMEepCOHAIBHBIX
TAHHBIX.

r) Jlo/pKHa OCYIIECTBIIATHCSA HA 3aKOHHOW U CIPaBeIMBOI OCHOBE.

9. OO0paboTka MepcoOHATBHBIX JAHHBIX JTOTYCKACTCS:

a) C cornacusi cyObekTa MepcoOHANbHBIX JaHHBIX HAa 00pabOTKy €ro mepcoHaIbHBIX
TTAHHBIX.

0) B ciyuasix, ecu oHa HEOOX0IUMa JTsl UICTIOJIHEHUS CyIeOHOTO aKTa.

B) B cmydasx, ecnu oHa HeoOXoauMa ISl OCYIIECTBJICHHS MPOGeCcCHOHATBHOM
NEeSTeIbHOCTH JKypHalIMcTa M (WIM) 3aKOHHOM JAEATEeIbHOCTH CpEeACTBA MacCOBOM
nHpopmanuu.

r) B cinyuasx, ecnm Bemercs oOpaboTKa TEPCOHANBHBIX JIAHHBIX, TOMJIEKAIINX
ONyOJIMKOBAHUIO B COOTBETCTBUU C 3aKOHOAATENbCTBOM Poccuiickoit deneparum.

10. KTo HeceT OTBETCTBEHHOCTHh 3a JCHCTBHSI IOPHIUYECKOTO JIMIIA, KOTOPOMY MOpYyYEeHa
00paboTKa MEPCOHANBHBIX TaHHBIX, IEpe] CyObEKTOM TePCOHAITBHBIX TAHHBIX ?

a) Oneparop.

0) IOpuanueckoe TUI0, KOTOPOMY OPYIHIIA 00padOTKY.

B) HukTo.

r) Pockomuanzop.

11. B mopyuennun 06pabOTKH JOJKHBI OBITH 00s13aTEIHHO OMIPEACIICHBI M YKa3aHbI:

a) [lenn 06paboOTKH MepCOHANBHBIX TaHHBIX.

0) CyOBeKTHl TMEpCOHATBHBIX JAaHHBIX, YbH TIEPCOHAJBHBIE JaHHBIC OYyIyT
00pabaThIBaThCS MO TIOPYUYEHUIO.

B) TpeboBanus K 3amuTe 00padaThIBAEMbIX IEPCOHAIBHBIX JIAHHBIX.

r) CpencrtBa 3amuTel  HHPOpPMAIUHM, KOTOpPbIE HEOOXOIUMO  IPUMEHATH
IOPUAMYECKOMY JIUILY, KOTOPOMY MOpYy4YeHa 00pabOoTKa MePCOHATbHBIX JaHHbBIX.

12. Ha koM JeXUT OOS3aHHOCTh MO J0Ka3aTeJIbCTBY IOJYYEHHUS COIJIacusi OT CyObeKTa
MePCOHANTBHBIX JTAaHHBIX?

a) Ha Pockomuanzope.

0) Ha ropunnyeckom nuie, KOTOpoMy HOpydriId 00paboTKy.

B) Hu Ha koM.

r) Ha omepatope.

13. Cornacue cyObekTa NepcOHANBHBIX JAHHBIX JOJKHO BKIIIOYATH!

a) IlacmopTHble AaHHBIE CyObEKTa MEPCOHANBHBIX JAHHBIX WM €ro 3aKOHHOTO
MIPEICTaBUTEIS.

0) KoHTakTHble MAaHHBIE IUIA, OTBETCTBEHHOIO 3a OPraHM3alMI0 OO0pPabOTKU
MePCOHATBHBIX TaHHBIX.

B) AJnlpec omeparopa.

r) damwimu, MMEHa W OTYecTBa (UINYECKUX JIMI, KOTOPHIE OCYIIECTBISIIOT
00paboTKy MepcoHaIbHBIX IAHHBIX 10 MOPYYEHHUIO OTepaTopa.

14. B cnydae cmepTu cyOBbeKTa MepCOHANbHBIX JAHHBIX:

a) [lomyuats cormacue Ha 0OpabOTKYy €ro MEepPCOHANBHBIX MAHHBIX TpeOyeTcs y
HACJIETHUKOB CyObEKTa MEPCOHANBHBIX TaHHBIX.

0) Ilonmyyarp corjmacwe Ha 0OpabOTKY €ro NEepCOHANBHBIX MaHHBIX TpelOyercs y
Pockomuanzopa.

B) [lonyuaTs cormacue Ha 00pabOTKy ero mepCcoOHANBHBIX JaHHBIX HE TpeOyeTcs.
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15. K crienmanbHbIM KaTeTOPUSAM MEPCOHATBHBIX JAHHBIX OTHOCSTCS:

a) CBeneHHUs1, Kacaroluecs: pacOBOM IPUHAIEKHOCTH.

0) CBeneHus1, Kacaromuecs rpak1aHCTBA.

B) CBelieHus, Kacarluecs NOJUTUYECKUX B3TIISI0B.

r) CBeneHusl, Kacaronuecs MHBAJIMTHOCTH.

16. C touku 3penus denepanbHOTO 3aKoHA «O MEPCOHATBHBIX JTAHHBIX» K OMOMETPUICCKUM
[IEPCOHAIbHBIM JAHHBIM OTHOCSTCSL:

a) Bce cBeneHMs, KOTOpBIE XapaKTEPHU3YIOT (U3UOJIOTHYSCKHE W OHOJIOTHYCCKUE
0COOEHHOCTH YeJIOBEKa, HA OCHOBAHUHU KOTOPBIX MOYKHO YCTAaHOBHTD €T0 JTMYHOCTb.

06) CBeneHusi, KOTOpble BHOCATCA B 0a3y OMOMETPUYECKMX JIAaHHBIX TpaKJaH
Poccuiickoit @enepanuu.

B) Bce cBeneHusi, KoTopple XapaKTepu3ylOT (DU3HOJOTHYECKHE U OMOJIOrMYecKue
OCOOEHHOCTH Y€JIOBEKa, Ha OCHOBAaHMHM KOTOPBIX MOXHO YCTaHOBUTH €0 JIMYHOCTh, U
KOTOPBIE UCIIOJIb3YIOTCS JJIsl YCTAHOBJIEHUS €0 IMYHOCTH.

17.Kto 00s13aH yOeauThCS B TOM, YTO HHOCTPAaHHBIM TOCYIAapCTBOM, Ha TEPPUTOPUIO
KOTOPOTO  OCYILECTBJISIETCSl Iepefadya IEepPCOHAJIbHBIX JaHHBIX, O00ECIeuynBaeTCs
aJICKBaTHasl 3alIUTa MPaB CyObEKTOB MEPCOHATBHBIX IAHHBIX ?

a) Oneparop.

0) IOpuanueckoe TUI0, KOTOPOMY OPYIHIIA 00pabOTKY.

B) Hukro.

r) Pockomuamzop.

18. CyObekT nmepcoHaNbHBIX TaHHBIX HMEET TPaBO Ha MOJyYCHUE CIeayronied nHdopMarum,
Kacatoleicsi 00pabOTKU ero NepCcoHalbHbIX JaHHBIX:

a) [IpaBoBBIC OCHOBAHUS U 1IETH 0OPAOOTKH MEPCOHANBHBIX JAHHBIX.

6) IlouMmeHHBII1 epeyeHb COTPYIHUKOB OINEepaTopa, KOTOpPble UMEIOT AOCTYI K €ro
MePCOHAIBHBIM JAHHBIM.

B) CBemeHusi 00 OCYIIECTBICHHOW WM O TIPEANOJaraéMol TpaHCTPaHUYHOU
nepenavye JaHHbBIX.

r) CBezieHHsI 0 MPUMEHSEMBIX OTIEPaTOPOM CPEICTBAX 3alUThI HH(OPMALINY.

19.1IpaBo TrpakmaHMHa Ha TMOJy4eHHWE HWHQPOpMAIMK, Kacaromieics o0paboTKu ero
MEPCOHAIBHBIX JAaHHBIX, MOXKET OBITh OTPAHUYEHO:

a) Ha ocHoBaHuu 3asBiieHUs APYroro cyobekTa NEPCOHATbHBIX JAaHHBIX.

0) B ciyuasx, ecnu 006paboTka nepCcOHANBHBIX JaHHBIX OCYIIECTBISIETCS B CIydasx,
MPEelyCMOTPEHHBIX 3aKOHOJaTeNbcTBOM Poccuiickoit denepanu O TpaHCIOPTHOM
0€30MacHOCTH.

B) B ciydasx, ecnu oOpaboTKa MEpCOHANBHBIX JAHHBIX OCYIIECTBIISIETCS B IENIX
000pPOHBI CTPaHbI, 0€30MAaCHOCTH FOCYAAPCTBA U OXPaHbI IPABOMOPSIKA.

r) B caydasx, ecnn oOpaboTka mepcoHanbHBIX JAHHBIX OCYIIECTBIISETCS B paMKax
3aKOHHOM JIeATEIbHOCTH CPEJCTBA MAacCOBOI HMH(OPMAIIHH.

20. KonTpoinb ¥ Hag30p 3a BBINOJHEHHEM Mep Mo olecnedyeHrto 0e30MacHOCTH
MePCOHATBHBIX TaHHBIX OCYIIECTBIISIET (OCYIIECTBISIOT):

a) MunkomcBs3u Poccun.

6) PockomHa30p.

B) ®Cb Poccumn.

r) ®CTOK Poccun.

21. Kakoii oprad rocyaapCcTBEHHOH BJIacTH MMEET MPaBO O3HAKOMIIEHHUS C MEPCOHAIBHBIMU
JAHHBIMU TIPU OCYIIECTBICHUN KOHTPOJBHBIX U MPOBEPOYHBIX MEPOTIPUSTHIL?

a) ®Cb Poccun.

6) Pockomuamzop.

B) ®CTIK Poccun.
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22. Jluiia, BUHOBHBIC B HAPYIIICHUHU TOJIOKEHUH 3aKOHOIaTeNnbCcTBa Poccuiickoit denepanuun
B 00JIaCTH NEepPCOHANBHBIX JAaHHBIX MpU 00pabOTKE MEPCOHATBHBIX JAHHBIX paOOTHHKA,
MOTYT OBbITh TPUBIICYCHBI:

a) K yroioBHO OTBETCTBEHHOCTH.

0) K mucruruimHapHOi OTBETCTBEHHOCTH.
B) K anMuHMCTpaTUBHON OTBETCTBEHHOCTH.
r) K marepuaibHO# OTBETCTBEHHOCTH.

Tect mo Teme 1.3 Oprann3anuoHHbIE OCHOBBI O0ecTieYeHU sl HH(POPMAIHOHHOH
0€30IaCHOCTH

1. PacnonoxuTe B NpaBUIBHOM MHOPSAJKE 3Talbl paboT Mo obecrnedeHuro 0e30MmacHOCTH
nHpopmanuu.
1) Ouenka cooTBETCTBUS 00bEKTa MHPOPMATH3ALHH.
2) BoisiBrieHHE 1 aHAIU3 UHPOPMAILIUOHHBIX aKTUBOB.
3) [IpoexktupoBanue (pa3paboTKa) CUCTEMBI 3ALTUTHI HHGOPMAIIH.
4) ®opmupoBaHue TpeOOBaHMI K 3aIIUTe HHPOPMAIUH.
5) BHenpenue cuctemsl 3alUTHI HHPOPMAILHH.
6) DKcruyaTanus CUCTEMBI 3alUThI HH(OPMaLIUU.

a)1)2)3)4)5)6).
0)4)2)3)5)1)6).
B)2)4)3)5)6)1).
r)2)4)3)5)1)6).

2. Ilycte He 00e3nMMUYEHHBIE NIEPCOHANBHBIE JaHHbBIE O COCTOSIHUU 3[I0POBbSl BCEX TpakJaH
SApocnaBckoit obmactu 0OpabaThiBalOTCS B MH(GOPMAIIMOHHONW CHUCTEME, IS KOTOPOU
aKTyaJlbHbl YIpO3bl CBS3aHHBIE C JKCIUTyaTalued ys3BUMOCTEH B MPHUKJIAJHOM, HO HE B
CHUCTEMHOM IporpaMmMHOM oOecrieueHuu. Kakoil ypoBeHb 3alIUIIEHHOCTH JTOJDKEH OBITH
YCTAHOBJICH ISl TAKMX EPCOHAIBHBIX JTaHHBIX?

a) Y31.
0) V32.
B) Y33.
r) Y34.

3. IlycTts He 0Oe3nnyYeHHbIE IEPCOHANIbHBIE TAaHHBIE B TOM uucie GoTorpadus COTpYAHUKOB
Hebospmoro (mo 10 000 coTpyaHUKOB) MPEANPUATHS 00padaThIBAIOTCA B CHUCTEME
KOHTPOJISL U YIPABIEHUS JOCTYIIOM, JUIsl KOTOPOM aKTyalbHBI YIPpO3bl HE CBSI3aHHBIE C
JKCIUTyaTaleil ya3BUMOCTEH B MPUKIAJIHOM U CUCTEMHOM IPOTPaMMHOM OOECTICUEHUU.
Kakoif ypoBeHb 3alllUIIEHHOCTH JOJDKEH OBITh YCTAHOBJICH JUISl TaKUX MEPCOHATBHBIX
TAHHBIX?

a) Y31.
0) V32.
B) Y33.
r) ¥Y34.
4. BHelIHue HapYIIUTENIN PEATU3yOT YTPO3bI:
a) VI3 BHemHuX ceTelt cBsA3M OOIIEro NOJIb30BAHUS.
6) HemocpeacTBeHHO B MH(POPMALIMOHHBIX CUCTEMAX.
B) 13 cereit MexayHapoJHOro HH(MOPMAITMOHHOTO OOMEHA.
r) Haxozsce B peaenax KOHTPOIUPYEMON 30HBI.
5. Tlpumepamu BHEUTHUX HAPYIIUTENIEH MOTYT SBISTHCS:
a) [lonp3oBaTenu HHPOPMALIMOHHOMN CUCTEMBI.
6) Konkypupytolire opranu3zanu.
B) HenoOpocoBecTHbIE MapTHEPHI.
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10.

11.

12.

13.

r) OOCITy>KUBAIOIIHIA TIEPCOHAT OpPraHU3aIlUu.
[IpumepaMu BHYTPEHHHUX HAPYIIUTEIEH MOTYT SIBIATHCS:

a) AIMUHUCTPATOPhI 0€30NTaCHOCTH MH(POPMAITUOHHBIX CUCTEM.

0) CropoHHue PU3NIECKHEC TUTIA.

B) Jluna, oGecrieunBaromume ConpoBOKACHUE MPOIrPAMMHOTO 00ecIieueHusl.

r) KpuMuHaIbHBIC CTPYKTYPHI.
K 00BeKTHBHBIM yrpo3aM OTHOCSTCS:

a) OmuOKu 00CITY>)KHBAOIIIETO ITEPCOHANA.

0) JedexTpl, cOOM M OTKa3bl, aBapuU TEXHUYECKUX CPEACTB M CHUCTEM OOBEKTOB
nH(pOpMATH3AIINH, & TAK K€ CUCTEM oOecreueHusI 00beKTOB HH(POPMaTH3AIHH.

B) [IpupoHbie siBieHUs, CTUXUITHBIE OEICTBUS.

r) @akTopbl CONUANBHO-TIOJUTHYECKOTO XapaKTepa.
VYTpo3bl yTeukn HHPOPMAIIUK BO3MOXKHBI TOCPEICTBOM:

a) Bo3zneilicTBUS MPOrpaMMHBIMH CpPEACTBAMH B KOMIUIEKCE C IpeIHAMEPEHHBIM
CHJIOBBIM DJICKTPOMAarHUTHBIM BO3/ICHCTBHEM.

0) Ilepenaun nHbOpPMAIH IO OTKPHITHIM KaHAJIaM CBSI3H.

B) [lonkiroueHuns: K TEXHUYECKUM CpeACTBaM M CUCTeMaM 00beKTa HH(OpMATHU3aLINH.

r) O6paboTku HHPOPMAITMK HA HE3AIIUIICHHBIX TEXHHUYECKUX CPEICTBAX 00pabOTKH
nHpopMalnu.
VYTrpo3bl HECAHKIIMOHUPOBAHHOTO JOCTYIA K MHPOPMAIUH, PEATU3yIOTCS TyTEM:

a) KonupoBanust nuandopmannu Ha He3aperuCTPUPOBAHHBIN HOCUTENb HH(OPMAaLIUH.

0) XuImeHus: HOCUTEIS 3aiuiaeMoil HHGOpMAIIHH.

B) Hcnonp3oBanuss mporpaMMHOro  oOecriedeHHs]  TEXHHUYECKUX  CpEICTB
MH(OPMALIMOHHON CUCTEMBI, Uepe3 MPUMEHEHUE BPEJOHOCHOTO MPOTPAMMHOI0 KOJIa.

r) CujoBOro 3JeKTPOMarHUTHOTO BO3JIEHCTBUS MO MPOBOJHBIM JIMHUSM CBSI3U Ha
MOPTHI BBOJIa-BBIBOJIA CUTHAJIOB U TIOPTHI CBSA3H.
Kakue cpencrtBa 3amuTel uHOOpPMAIMH OOBIYHO TPUMEHSIOTCS IS OOCCTICUCHHS
6e3omacHOCTH HHGOpMaIK, 00padaThiBaéMO Ha aBTOHOMHBIX KOMITBIOTEPAX:

a) Cpenctsa 3amuThl HHPOPMAIMK OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.

0) MexcereBble IKpaHBI.

B) CpezctBa kpunrorpaguueckoi 3auTbl HHPOPMAIIHIH.

r) CpeacTBa aHTUBUPYCHOM 3aIIUTHI.

1) CrucreMbl 0OHAPY)KEHUSI BTOP)KECHUH.
Kakmne cpenctBa 3amuThl MHGOpMAUU MO3BOJISIIOT O0O€CHEYUTh OE30MacHOCTD
uHdopmaluy, TIepelaBaeMoOd IO KaHallaM CBSI3W, BBIXOJMIIMM 33  MPEebl
KOHTPOJUPYEMOU 30HBI:

a) Cpenctsa 3amuThl HHPOPMAIMK OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA.

0) MexcereBble SKpaHBbI.

B) CpezctBa kpunrorpaguueckoi 3auTbl HHPOPMAIIHH.

r) Cuctembl OOHapY>KEHUS BTOP>KEHUI.
Kakoif Bua cpenctB 3amuThl MHQOPMAIMU TO3BOJISIET KOHTPOJIHPOBATH Pa3IUYHbIC
KaHaJbl 1epesiaund HHPOpMaLUu: JIEKTPOHHYIO [TOUTY, MECEH/DKEPHI, CheMHbIE HOCUTEIH
uHpopmanun?

a) IPS.

6) DLP.

B) IDS.

r) CSP.
Attectanus 00beKTOB HHPOPMATU3ALUH — 3TO:

a) JlokyMeHTallbHOE Y/I0CTOBEPEHNE COOTBETCTBUS NMPOIYKIUHU UIH UHBIX OOBEKTOB,
MIPOIIECCOB MPOEKTUPOBAHUS, IPOU3BOJACTBA, CTPOUTENBCTBA, MOHTAXa, HAaJaJIKH,
SKCIUTyaTalli, XpaHEeHUs, MEePEeBO3KU, PEIN3alui U YTHIIM3AllUH, BBHIMOJHEHUS padoT

17



WIM OKa3aHUs YCIOyr TpeOOBaHUSAM TEXHUYECKHX PETrJIAMEHTOB, IIOJIOKEHUSIM
CTaHJapTOB, CBOJIOB MTPABHJI HJIU YCJIOBHSIM JOTOBOPOB.

0) [Ipsimoe miM KOCBEHHOE OTIpe/ieieHne COOMI0IeHHsI TPEOOBAHMM, MTPEIbSIBIIEMBIX
K OOBEKTY 3aIIUTHI.

B) OdwunmansHoe MpHU3HAHUE KOMIIETEHTHOCTH (PU3UYECKOTO WM IOPHUANYECKOTO
JIMIIA BBITIOJIHATH paOOTHI B ONPEICTICHHON 00IacTH.

r) KoMriekc opraHn3aiMoHHO-TEXHUYECKUX MEPOTPHITHH, B PE3yJbTaTe KOTOPBIX
MOCPE/ICTBOM CIIEHAIBFHOTO JOKYMEHTA IMOJATBEPKAACTCS, YTO OOBEKT COOTBETCTBYET
TpeOOBAaHUSAM CTAaHIAPTOB WJIM WHBIX HOPMATHBHO-TEXHUYECKHX JOKYMEHTOB IIO
6e30macHOCTH HH(POPMALIHH.

14. Kakoii NOKyMEHT AaeT mpaBo oOpaboTKu MH(OpMAIMK C yYKa3aHHBIM B HEM YPOBHEM

15.

16.

KOH(UIEHITNATIBHOCTH ?

1) JInnensus.

2) ATTecTar akKpeIuTalHHu.

3) Ceptuduxar.

4) ATTecTtar COOTBETCTBUS.
Ha Hacrosimuii MOMEHT CpOK JEWCTBHsI aTTecTaTa COOTBETCTBUS HMH(POPMAIIMOHHON
CUCTEMBI, B KOTOpOi 00pabaTeiBaeTcsi KOH(UACHIMaIbHas nH(opMalus, B ciydae, ecliu
B XOJI€ €€ IKCILTyaTalllH, B HE€ HE BHOCSTCS CYLIECTBEHHbIE U3MEHEHUS, COCTaBIISIET:

a) 3 rona.

0) 5 ner.

B) Bechb cpok skcrmyaTanuy HHPOPMAIIHOHHOM CUCTEMBI.
TectupoBaHue Ha MPOHUKHOBEHUE — 3TO CKOpPEE:

a) AHaJIM3 yA3BUMOCTEH HHPOPMAITMOHHON CHCTEMBI.

0) HMcnblTanuss cucTeMbl 3allUThl MH(OpPMAIMK MYTEM OCYLIECTBICHMS IOIBITOK
HECaHKITMOHUPOBAHHOTO JIOCTYMA (BO3ACUCTBHS) K HH(DOPMAITMOHHON CHCTEME.

Tect mo Teme 2.1 ApxureKkTypa KOMIbIOTEpPa

3a HemocpeACTBEHHOE BBIMOIHEHHE OTEpaIliH B IPOLIECCOPE OTBEUYAET:
a) ApudMeTHKO-JIOTHYECKOE YCTPOMCTBO.
0) Kom-namsrs.
B) Biok yrmpaBienusi.
r) Peructpsl.
Hcnonszys 10 OuT st ampecanmuu sS4YeeK HamsATH pa3MepoM | OalT, MBI CMOXEM
o0ecneunTh aapecaluio CIeayIero 0obeMa namsTu:
a) 10 OGaiir.
0) 80 Oaiir.
B) 1024 Gair.
r) 1024 our.
Pacrnionoxxure B mopsake yBeaIu4eHus 00beMa mamsITH.
a) Ctpanuna.
0) bur.
B) CioBo.
r) bank.
n) Sueiika.
Pacrionoxxute BUBI TaMSATH B OPSAKE YBETHUYEHUH CKOPOCTH PaOOTHI.
a) Peructpsl npoueccopa.
0) TBepaOTEeNbHBIE HAKOTIUTEIH.
B) OcHOBHasl (OTIepaTUBHAs) AMSTh.
r) ONTHYECKUE TUCKH.
1) MarHuTHbIE )KeCTKUE JUCKH.
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e) Komr-mamsre.
5. Kakas koHIenus 0ObIYHO peanu3yeTcs B MpoIeccopax BUICOKApT?
a) MHO>eCTBEeHHBI! IMTOTOK KOMaH/I, MHOYKECTBEHHBIN IMOTOK JIAaHHBIX.
0) OQMHOYHBINM TOTOK KOMaH/I, MHOKECTBEHHBIN MOTOK JTAHHBIX.
B) MHOXECTBEHHBIH MOTOK KOMaH/I, OJIMHOYHBIN MMOTOK JaHHBIX.
r) OMHOYHBIN TTOTOK KOMaH I, OJJAHOYHBINA MOTOK JaHHBIX.
6. Jlist coBpeMeHHBIX MarHUTHBIX )KECTKUX JMCKOB XapaKTePHO:
a) Bonbmiasi crouMOCTb IO OTHOIIIEHHIO K TBEPAOTEIEHBIM HAKOTIUTEIISIM.
0) [locTenenHoe U3HAIIMBAHKUE TPAH3UCTOPOB.
B) Hanuune MexaHMUECKHUX JIEMEHTOB.
r) PacrmonioxxeHue KOHTpoJLIepa Ha MAaTEPUHCKOM IIIaTe.
1) Bonpmmii 00beM MaMsTH MO0 CPABHEHHUIO C TBEPOTEITHHBIMHA HAKOTIUTEISIMU.
7. Kakas mmHa Hambojiee pacHpoCTpaHEHAa Ha TEKYIIMH MOMEHT B MEPCOHAJIBHBIX
KOMTIBIOTEpAXx:
a) ISA.
0) PCI.
B) PCI Express.
r) SCSI.
8. Ilyctp TakTOBas YacTOTa MIMHBI KOMITbIOTEpa cocTtaBisier 5 [T, 3a ouH TakT Mo IMHE
MOXHO miepenaTh 16 6ut. OnieHuTe CKOPOCTH TIepeaaun nHPOpMaIuu 1o muHe?
a) 80 Merabur B CeKyHy.
6) 10 'uraGaiiT B cCeKyHy.
B) 80 'mrabaiT B ceKyHy.
r) 21 T'urabaiit B CEKyHy.
9. Jlns mpoeKIHOHHO-EMKOCTHBIX CEHCOPHBIX IKPAHOB XapaKTEPHO:
a) Bricokasi CKOpOCTh OTKIIMKA ITPU KaCaHUU.
0) Bo3MOKHOCTh yIpaBJICHHS PA3TMIHBIMUA YCTPONUCTBAMH.
B) ITogmepsxka multi-touch.
r) HeBo3MOXXHOCTB ONpe/ieNieH sl CUITbI HAXKATHS.
n) [IpoGnema «IBOCHUSY.
10. DnemMeHTaMH KUAKOKPUCTAIITUYECKOTO MOHUTOPA SBIISIOTCS:
a) JIyaeBas TpyOka.
0) Mcrounuk cBeTa.
B) XXK-marpura.
r) [13C-matpura.
1) DICKTPOIBI.
11. Kakoii aneMeHT mpuHTEpa OTBeYaeT 3a GUKCaIUIo ToHepa Ha Oymare:
a) ®orosai.
6) TepmoBa.
B) Posnk nepenoca.
r) Ban nogaun ToHepa.
12. Ha3znaueHueM Ja3epa B IBETHOM MPUHTEPE SBISACTCA:
a) Hanecenue ToHepa Ha ¢oToBaJl.
6) duxcanus ToHepa Ha Oymare.
B) YalieHne HeCyIIuX 3apsi JIEMEeHTOB ¢ (hoToBaa.
r) [Togaya Gymaru B puHTED.
13. Dnementamu nudppoBoil BeO-KaMephl SABISAIOTCS:
a) @oTorIeHKa.
0) OOBbeKTHB.
B) [13C-Mmatpua.
r) ®ukc-dokyc
n) Ipoueccop.
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14. JIna KoHAEHCATOPHBIX MUKPO(OHOB XapaKTEpPHO:

a) Crabast 9yBCTBUTEIIBHOCTb.

0) YcToiunBOCTh K yAapam.

B) BbICOKast 4yBCTBUTEIILHOCTb.

r) 3aBHCHMOCTD OT ITAPaMETPOB OKPYIKAIOIIEH Cpeibl (TEMIICPATypPhl, BIAKHOCTH).
n) [IpumeHeHne B CTYIUSAX 3BYKO3AIHCH.

Tect mo Teme 3.1 BBenenue B I/IH(l)OpMaIII/IOHHle 0€30MacHOCTD onepanmuoOHHbIX CUCTEM

1.

[Iycte B OC peann3oBaHO AWCKPELMOHHOE YIPaBIEHHUE IOCTYIIOM CO CIEAYIOLIUMU
npaBaMu: ureHue(r), 3amuch(w) U ucnoiHenue(x). IlpucyrcTByer Qaiin mpuiioskeHus
«KanpkynsTop.exe» co CIEayIIUM crhuckoMm noctymna: (Amwmca: rwx), (bopuc: rx).
Br16epute npaBuUiibHbIE YTBEPIKICHUS:

a) Anca MOXeET 3aIyCTUTh NpuiokeHne «KanbKynsTop.exey.

0) bopuc He MoxeT 3amycTuTh npusioxkeHue «Kaabkynsarop.exe».

B) Anica He MOXeT U3MEHHTD cojiepkuMoe (aiina «KanbKyssiTop.exey.

r) Bopuc MoxeT u3MeHHTh coziepxkimMoe (aiina «KaapKkymsaTop.exe.
[Tycte B OC peanu3oBaHO TpYIIIOBOE YIPABIECHUE JOCTYIIOM CO CIEIYIOIIMMHU MPABaMU:
yreHue(r), 3anmuch(w) u ucnoiaHenue(x). IlpucyrcrByer daitn «Haknagnas.docx» co
cinenyomuM crnuckoM gocrtyna: (byxranrepsi: rw), (Kypbepsi: r), (Amuca: rw). B
CHUCTEME€ 3aJlaHbl pPOJIM, B KOTOpPHIE BKJIIOYEHBl COOTBETCTBYIOIIME IIOJB30BATEIIN:
(byxranteper: bopuc, I'anuna), (Kypweepsi: Bukrtop). Beibepute mnpaBuiibHBIE
YTBEP>KICHHUS:

a) bopuc He MOKET M3MEHUTH cojep:kumoe daiina «Hakmaanas. doCcx».

0) INanrHa MOXeT unTaTh coaep:kumoe ¢aiina «Haxmagaas.doCx».

B) Bukrop mMoxer u3MeHHTH coaepskumMoe (aiina «Hakmamaas.docx».

r) Buktop MoxeT untath comepkumoe ¢aitna «Haxmagras. docx».

1) Alica MOXET U3MEHHUTD cojiepkumoe (aiina «Hakmamnas.docx».
I[Iycte B OC peas3oBaHO MaHIATHOE YIpaBJICHUE HOCTyrmoM. [IpucyrcTByer daiin
«log.txt» ¢ ypoBHeM cekpeTHOCTH 1. IIpucyTCTBYIOT mojbp3oBaTesnd Annca ¢ ypOBHEM
nonycka 1, bopuc ¢ ypoBHem momycka 2 U Buktop ¢ ypoBHeMm nomycka 0. BeiGepute
MIPaBUJIbHBIE YTBEPKICHHUS:

a) Buktop Moxer u3MeHuTh coaepkumoe (daitna «log.txt».

0) Bukrop MoxeT untaTh coaepxumoe daiina «log.txt».

B) AJlica MOXKET U3MEHUTh coaepykumoe daiina «log.txt».

r) Anica MOXeT YuTaTh coaepkumoe daiia «log.txt».

1) boprc Moxer usaMeHuTh coaepxkumoe daiina «log.txt».

¢) bopuc Moxer untaTh comepxkumoe daiina «log.txt».
ITycte B OC peanuzoBana mojens nenoctHoctu buba. [IpucyrcrByer daiin «log.txt» ¢
ypoBHeM 1enoctHocTH 1. [IpucyTcTBYIOT mosabp3oBaTenu Ajuca ¢ YpOBHEM IEIOCTHOCTH
1, bopuc ¢ ypoBHem mnenoctHoctd 2 U Bukrtop ¢ ypoBHem nenoctHoctu (. Beibepute
IIPaBUJIbHBIE YTBEPKACHUS:

a) BukTop MoXeT U3MEHHUTH cozepkumoe (aiina «log.txt».

0) Anrca MOXXET U3MEHHTH coJepKiuMoe (aiina «l0g.txt».

B) bopuic MoxeT u3mMeHuTh coaepkiumMoe daitna «log.txt».

r) Bce Tpoe moryt uutath comepxumoe daitna «log.txt».
Bribepute npaBuiibHbIE yTBEPKACHUS 0 ayTeHTU(UKAaLUU B coBpeMeHHbIX OC:

a) Ilaposnu mosib30BatTens XpaHATCs HAa JUCKE, HA KOTOPOM YCTaHOBJIEHA CHUCTEMA, B
[IEPBOHAYAIILHOM BUJIE.

06) OranoHHbIE 3HAYCHMs, HEOOXOAUMBIE JJIsI TPOXOXKAECHUS OHOMETPHUECKON
ayTeHTU(UKAIIMN, XPAaHATCS B CHCTEME B HEJAOCTATOYHOM JJIsi BOCCTAaHOBJICHMSA
M3HAYaJIbHBIX OMOMETPUYECKUX JAHHBIX 0ObeMe.
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6.

7.

8.

9.

B) TokeH ¢Qu3MYeCKH HU3rOTOBJIEH TaKUM OOpa3oM, 4YTO CYHUTBIBAHHE C HEro
3aKpBITOTO KJIK0YA SABJISETCS HEBO3MOKHOW WIH TIOPOTOCTOSIEH ONIEpallueil.

r) Jns ayTeHTH(QHKAIMK ¢ TOMOIIBIO TOKEHA B CHCTEME JOJDKCH MPHCYTCTBOBAThH
OTKPBITBIN KJIHOY [10J1b30BaTENs, COOTBETCTBYIOIINI 3aKPBITOMY KIIIOUY HA €r0 TOKEHE.
UTto He BXOAWT B METa/IaHHbIC (aiiyia (BIOSpUTE OAWH BapUaHT)?

a) Bpems co3nanus ¢aiina.

0) Apec KOPHEBOH JUPEKTOPUH.

B) Bpems mogudukanuu ¢aiina.

r) Apeca KIacTepoB COACPKUMOTO (aiisioB.

1) Uadopmanus o Bnazgense ¢aiina.

Bribepure BepHbIE yTBEPKIACHHUS O YIIPABICHUH NMaMAThIO B coBpeMeHHbIX OC:

a) CoBpeMenHble OC HUCTIONB3YIOT BUPTYAIbHYIO TAMSATh.

6) CoBpemennsle OC He 3alUIIAIOT MaMATh OJHUX MPOLECCOB OT YTEHUS APYrUMU
poLeccamu.

B) CoBpemennbie OC pa3zesstoT 00IIyI0 aMsITh MEX/1y MPOIIECCaMH, YacTO B TAKOMH
MaMsITH HaXOASTCS OMOTUOTEKH.

r) CoBpemennbie OC HHMKOTJ]a HE BBIIPYXAIOT YaCTH ONEPATHBHOW MaMSTH Ha JIHCK
BO BpeMsl pabOTHI.

n) B coBpemennbix OC mamsaTh pa3OuTa Ha MaleHbKHE (parMEHThl, Ha3bIBaeMble
CTpaHULIAMHU.

Bri6epute BepHbIE YTBEPKICHHS O MIAHUPOBIIUKE:

a) IlnaHupoBIIMK BBIAEISET MPOLECCOPHOE BpeMs KOPOTKUMHU HHTEpBaJlaMH,
Ha3bIBACMbIMH KBaHTaMH.

6) B cinyuae wuCMONHEHHS NPOIECCOM MHCTPYKLMH, IS 3aBEpLICHUS KOTOPOU
TpeOyeTcs IMTENbHOE OXUAAHWE, IUIAHUPOBUIMK MEPEBOAUT MPOIECC B COCTOSHHE
«3a0J0KMPOBaH» U HE OyIeT BBLACIATH €My IPOLECCOPHOE BPEMsl, MOKAa COCTOSIHHE He
CMEHUTCS Ha «TOTOBY.

B) Jlis paboThl IUIAHMPOBIIMKA MPOILECCHl JODKHBI CaMH TepelaBaTh Ha HETro
ylpaBjeHHe, TaK Kak KoMIbloTepbl He mnpeaoctaBiasior OC MexaHusma IS
MEPUOIUYECKOT0 TPEPhIBAaHMSI BHIIIOJIHEHUS MOJIb30BATEIbCKOTO Mpoliecca.

r) B mumaHupoBaHMM MO MPHOPUTETAM BCE IMPOILECCHI ¢ Pa3HBIMH MPHOPUTETAMH
MOJIy4aloT IPUMEPHO OJMHAKOBOE KOJIMYECTBO BPEMEHH.

BriGepute BepHOE yTBEpKIeHHE (BBIOEPUTE OJTMH BapHAHT):

a) OC peanu3oBaHa armapaTHo B IPOIIECCOPE.

0) OC peanu3oBaHa anmapaTHO B MaTEPUHCKOM TjIaTe.

B) OC - mnporpamMmHOe oOOecleuYeHHe, KOTOPOe MPEAOCTABISCT MPHIOKCHUSIM
pecypchl amnmapaTHoro odecrneyeHusl KOMIbIOTEPA B BUJE yAOOHBIX aOCTpakIlii, HO He
yIpaBJISET 3TUM aNlapaTHbIM 00eCIIEYCHHEM.

r) OC — mporpamMHOoe oOecreueHre, KOTOPOE MPEAOCTABISIET MPHIOKCHUSIM
pecypchl ammapaTHOro oOecredyeHHsl KOMIbIOTepa B BHUAE YAOOHBIX aOCTpakuMid |
yIpaBJSET 3TUM anlapaTHbIM 00eCTIEYCHHEM.

10. Boibepute BepHOE yTBEpKIeHHE (BBIOSpUTE OJMH BapUAHT):

a) B OC xkommbioTepa ¢ OJHOSAECPHBIM MPOLECCOPOM B Ka)/blii MOMEHT BPEMEHHU
MOJKET paboTaTh TOIBKO OJIUH MPOLECC.

6) B OC kommbioTepa € OJHOSAEPHBIM IPOLECCOPOM Yy TMPOIIECCOB BCerna
MIPUCYTCTBYET TOJBKO OJIUH MOTOK.

B) B OC koMmbproTepa C MHOTOSIEPHBIM IPOIECCOPOM B KOHKPETHBI MOMEHT
BPEMEHU MOTYT BBITNOJIHATCS HECKOJIBKO MIOTOKOB OJHOTO IIpOLECCa.

r) B OC xoMmbroTepa ¢ MHOTOSIIEPHBIM MPOIIECCOPOM KOHKPETHBIN MPOIECC MOXKET
HCI0JIb30BATh TOJBKO OJHO AP0 IPOLECCOpa.
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TeCT II10 TEME 3.2 I/IH(l)OpMaIII/IOHHaH 66301‘[3CHOCTL OHepaHI/IOHHLIX CUCTEM CeMeﬁCTBa
Windows

1. Ha ocHoBe kakux qaHHbIX cyobekTa OC Windows mpuHHMAET pemieHue o J0CTyme?
a) Xel 3Ha4eHHE MapoJIs M0JIb30BaTeNs, 3aIlyCTUBLIETO MPOIIECC.
0) TokeH mepeBOIIONICHHUS.
B) Unentudukarop mpoiecca.
r) Token nocrymna.
1) ba3oBblil mpUOpHUTET Ipoiiecca.
2. Ha ocHoBe kakux naHHbIX 00bekTa OC Windows nmpuHUMAaET pelnieHne o 10cTyme?
a) [IpuBunerun.
6) ToxeH nocrymna.
B) Jleckpumnrop 0€30MacHOCTH.
r) CHCTEMHBIH CITUCOK YITPABICHUS TOCTYIIOM.
1) Crioco6 ayreHTH()UKAIINHU TTOTH30BATES.
3. Kaxkue npumuTHBHBIE TIpaBa 00beauHsIeT B cebe nmpaBo ureHuss OC Windows?
a) «Yrenue atpulOyToB 0€30MACHOCTIY.
0) «UTeHne CUCTEeMHBIX aTpUOYTOBY, «UYTEHHE aTPUOYTOB OE30TTACHOCTH.
B) «UTeHHEe TaHHBIX).
r) «UTeHHe CHCTEeMHBIX aTpHOYTOBY», «YTEHHE aTPUOYTOB OE30MACHOCTHY», «YTCHUE
TTAHHBIX).
1) «UTeHHe CUCTEMHBIX aTpuOyTOB», «YTEHUE aTpUOYTOB OE30MACHOCTHY», «UTCHHE
JTAHHBIX», «BBITIOJTHEHUE (ANIIOBY U «IIEPEX0]T B TUPEKTOPHIOY.
4. BriGepuTe mpaBUIIbHBIC YTBEPKACHHUS 0 MaHAaTHOU nonauTuke «He-3amuceiBaTh-BBepx»
OC Windows:
a) O0ecrieunBaeT CBOMCTBO IEIIOCTHOCTH JIAHHBIX.
0) ObecrieunBaeT CBOMCTBO KOH(PUIACHIIMAIBHOCTH JaHHBIX.
B) Mcnosb3yercst B cUCTEME TOJBKO JJIsl 00BEKTOB CETEBBIX COKETOB.
r) HesiBHO ucnonb3yercs ans Bcex NTFS-daiinos.
1) Pasperraer 1oCTyI Ha 3amuch TOJBKO CYOBEKTaM C YPOBHEM IIEJIOCTHOCTH PaBHBIM
WK OOJIBLIMM T10 OTHOILIEHHUIO K YPOBHIO LI€JIOCTHOCTH OOBEKTA AOCTYIA.
5. Kakue u3 nepeuncinennsix npaB OC Windows mpenocTaBiiseT o yMOJYaHUIO BIIAJIENIbIY
(aiina?
a) Yurate CCY /1.
6) Yurats JICY /.
B) Uurath comep:kumoe (aiina.
r) Usmensts JICY/I.
1) Usmenstes CCY/I.
¢) U3mensars comepxumoe daiina.
6. Bribepere mpaBUIIbHBIE YTBEP)KICHHS OTHOCUTEIBHO alTOPUTMA  OMNpeACTICHUS
npaBomepHocTu goctyna OC Windows:
a) IlepBeiM pelicTBUEeM SBJISIETCS TMPOBEPKAa COOTBETCTBHSI JOCTYNa MaHJIATHOM
TIOJIUTHKE.
0) IIpoBepka COOTBETCTBUS JIOCTYIIa MaHAATHOW MOJHTHKE OCYIIECTBISETCS MOCTE
ananu3za 3anuceit JJCY /.
B) Eciu npu mocnenosatenbHoM ananu3se 3anuceit JJCY /] oka3piBaeTcsl, 4TO OJHO U3
3ampanBaeMbIX MpaB 3alperaeTcs B TEKYIIEeH 3amicu, TO JOCTYII 3alperiaeTcs.
r) Ecnmu mpu mocnenoBatenbHoM ananmu3e 3amucerd JICYJl paspemaromue mpaBa
TEeKylled 3amucd B CyMME C pa3pellalolUMy TpaBaMU MPEABIAYIINX 3amucei
MIEPEKPHUTH BCE 3alpalinuBaeMbIe MpaBa, TO JOCTYI pa3pelaeTcs.
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1) Eciu B ciuckax JICY /] He ObUTO 3ampenaroiiux 3amnpaiiiBacMbie IpaBa 3amucei,
U B TO K€ BpeMsl BCE Pa3pellalollie 3aluch He TePEKPbUIN 3allpaliuBaeMble MpaBa, TO
JIOCTYII 3alpeIiaeTcs.
7. Kaxas npuBmieruss OC Windows 1mo3BoJisieT YnuTarth Jr000# (aiin BHE 3aBUCUMOCTH OT
3a/IaHHbBIX MpPaB?
a) [IpuBunerus co3manus pe3epBHBIX KOMHUH.
0) IIpuBuierus n3MeHEHUs CHCTEMHOTO BPEMEHH.
B) [IpuBHIierus 3aBepiieHusi padOThl CUCTEMBI.
r) [IpuBunerus yBeiaudeHus: padouero Habopa.
1) [puBunerus cozmanus ¢aitia moaKauKy.
8. BriOepuTte cyniHocTH, HE BXoasnIre B TokeH goctyrna B OC Windows:
a) SID nonb3oBarens.
6) ACVY ]I Bcex 00bEKTOB CUCTEMBI.
B) SID-bI rpymi.
r) CCY]I Bcex 00bEKTOB CHCTEMBI.
1) [puBuierum.
9. BrIOepuTe CynIHOCTH, BXOISIINE B IeCKpUnTop 6ezomacHoctn oobekra B OC Windows:
a) SID Bnagenbiia 00bEKTA.
0) AMCKpEeIMOHHBIN CIIUCOK YIPaBIE€HUS JOCTYIIOM.
B) CHCTEMHBIN CITUCOK YIPABJICHHS JOCTYIIOM.
r) CIUCOK TOKEHOB JIOCTYIIA MPOIIECCOB, OCYIIECTRISIONINX IOCTYI K 00BEKTY.
1) YpOBEHb [ETOCTHOCTH.
10. Kakrie #3 TYHKTOB TPaBWJILHO OMHUCHIBAIOT (MIBTPOBAHHBIH TOKEH JIOCTYIIa
agmuauctpaTopa B OC Windows?
a) YpOBeHb LIETIOCTHOCTH YCTaHABIUBAETCS CPEIHHM.
0) YpOBEHb LIETOCTHOCTH YCTAHABJIMBAETCSI BHICOKHM.
B) CMCOK NMPUBHICTHI, KOTOPBIE MOT'YT TONACTh B (DUIIBTPOBAHHBINA TOKEH, CHIILHO
OTpaHHYEH.
r) Ilpu ompenenenun mnpaBoMepHOCTH goctyma cpeau 3amuceir JICYJL ¢ SID
aJIMMHHUCTPATUBHBIX TPYHN OyAyT YYTEHBI TOJIBKO 3aIpEelIatolIie.
a) CrucKky MPUBHUIIETHIA OJMHAKOBBI B OOBIYHOM U (DHIBTPOBAHHOM TOKEHE JOCTYIIa
aJIMMHHCTpATOpAa.

Tect no Teme 3.2 UndopmannoHHasi 6€30MacHOCTb ONEePANMOHHBIX CHCTEM ceMeiicTBa
Linux

1. Ha ocHoBe kakux JaHHbIX cyObekTa OC Linux npuHUMaeT pelieHue o 1octymne?
a) SUID-6wur.
0) Sticky-owr.
B) YueTHBbIC JaHHBIC.
r) UID mporecca.
1) DIeKTPOHHAS MOJMUCH TIPOrPAMMBI.
2. Kakue npasa npucyrctByioT B OC Linux:
a) Mcnonnenue.
0) Urenwue i-node.
B) Urenue.
r) Ynanenue.
1) 3amuch.
3. Hns gero ciayxut SUID-6ut B OC Linux?
a) [lo3BossieT 3amycTUTh NMPUIIOKEHNE OT UMEHHM BiIajJenbla (aiina mpuiIoKeHHs .
6) ITo3BoJsieT 3amyCTUTh MPUIIOKEHHE OT UMEHHU CYIIepIOIb30BaTENs.
B) [To3Bosier 3amyctuth npuiioxkenue ¢ npusmierneir CAP_SYS ADMIN.
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4.

5.

10.

r) [lo3Bossier 3amycTuth npuioxerue ¢ UID paBHBIM HYITIO.

)  3ampemiaeT  3amyCcK  NPWIOKEHHS ~ BCEM  IOJIb30BaTeNsIM,  KpPOME
CYIIEPIIOJIb30BaTENS.
Uro nemaeT Macka B CMCKe ynpasieHus goctynom (daiina B OC Linux?

a) 3a7aeT MakCHMaJbHbIE IPaBa, KOTOPbIE MOKHO MOJYYUTh U3 3aIIUCEH IS TPyI.

0) 3ajaeT MaKCUMaJbHbIE PaBa, KOTOPbIE MOKHO MOJIYUYUTh U3 3aIIUCH OCTAJIbHBIX.

B) 3aJaeT MaKCHMAaJIbHBIC TpaBa, KOTOPbIC MOKHO IMOJYYUTh M3 3alMCU BJaJeiblia
¢aiina.

r) 3amaeT MaKCHMMaJbHbIC MpaBa, KOTOPbIE MOXHO TWOJYYHTh M3 3amuceil s
II0JIb30BATEIIEH U TPYIIIL.

a) 3agaeT MaKCHMallbHbIE IpaBa, KOTOPbIE MOXHO IIOJIYYHTh W3 3alUCed s
MI0JIb30BATEIEH.
Uto Takoe conb xemi-3HaueHus naposist B OC Linux?

a) Crpoka, koTOpasi BbBIOMpaeTcs NpH KaXJI0H ayTeHTH(UKaLMM CcIydyailHO JUIs
obecrnieueHns 0€30MacHOCTH MapoJIs.

0) CnydvaitHo BbIOpaHHasi MPHU CO3JIAHWU TAPOJIST CTPOKA, KOTOpas CKJICHBAETCS C
XeII-3HaYeHHEM I10CJI€ BBIUUCICHUS Xell-(DyHKIUY.

B) CnydaiiHO BBIOpaHHAs TPU CO3JMAHHWU MApPOJSl CTPOKA, KOTOpas CKICHUBACTCS C
MapoJjieM Mnepes BhIYUCICHUEM Xell-QYHKIUH.

r) JlnuHa, 10 KOTOpO# ype3aeTcst maposib MOJIb30BATEINS IS KOMIAKTHOTO XpaHEHHUs
B CHCTEME.
Bri6epuTte cymnocTy, BXoAsmue B yueTHble naHHble npoiecca B OC Linux:

a) UID nonp3oBaress, 3ayCTUBIIETO MPOLIECC.

0) ['pynmbl moJsib30BaTENsI, 3aIyCTUBIIIETO TIPOIIECC.

B) IIpuBuierun.

r) [IpaBa ucnonusiemoro (aiiia, u3 KOTOPOro OBLT 3ayIIEeH POIIeCC.

1) ®nar 3¢GEKTHBHOCTH MPUBHIICTHH.
BriGepuTe cymHocTH, BXoasme B aTpuOyThl 0e30omacHocty ¢aiina B OC Linux:

a) Tpoiika mpaB [Isl K&XKJIOU IPYIIIBI B CUCTEME.

0) [IpuBwmiierumu.

B) Tpoiika npaB Biazeinblia Qaiiia.

r) Tpoiika mpaB moib30BaTelcii, HE SBISIONMXCS BlaaeibliaMu (¢aiina u He
BXOJIALIUX B IPYIIITY BiIajenblia (aiisia 1o yMoI4aHuIo.

1) Bnanerner daiina.
BriGepuTe cymHocTH, BXoasmme B aTpuOyThl 0e3omacHocty ¢aiina B OC Linux:

a) Tpoiika npaB A Ka)KJI0H TPYIIBI B CUCTEME.

0) [IpuBwmiieruu.

B) Tpoiika mpaB Biaeinblia ¢aiiia.

r) Tpoiika mpaB MOJb30BaTeNCi, HE SBISAIONIMXCS BlaaeibliaMu ¢aiiia u He
BXOJIALIUX B TPYIIITY Biajenblia (aiisia 1o yMoI4aHuIo.

n) Bnanener daiina.
Kakue HaOops! nmpusuiieruit ects y ¢aiina 8 OC Linux:

a) Hacnenyewmpsie.

0) D dexTuBHBIE.

B) Bremnue.

r) OrpaHUYHBAOIIHE.

1) PasperieHHsbe.
Kakyro xem-¢ynaknuio ucnonpzyer OC Linux 1ist BEIYHCIEHUS Xelll-3HaueHUs Mapois B
OC Linux?

a) MD-5.

0) SHA-256.

B) SHA-512.
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r) SHA-3.

n) @OyHKIMA HECKOJBKO, OKOJIO XCII-3HAYCHHS TapoJisi XPaHUTCS HOMEp
WCTIOJIb30BAHHON XelI-(YHKIIHH.

11. Yto nenaer xouseiiep B OC Linux?

a) ®WIbTpyeT BHIBOJI KOMAH/IBI.

0) IlepenanpaBisieT cTaHIapPTHBIN BBIBOJ KOMaH/Abl C KOHCOJIM CTaHAAPTHBIN Ha BXOJ
IpYro KOMaHze.

B) [TosHMMaeT mpaBa /10 1paB CyNepIoab30BaTeIs.

r) OTKJIa/IbIBACT BHIOJHCHNUE KOMAH/Ibl Ha YKa3aHHBIN CPOK.

Tect mo Teme 4.1 BBenenue B APXUTEKTYPY JOKAJBHBIX BBIYHCIUTEC/IbHBIX cerei

1. Kakoii nopsox yposHeit mogenmu OSI| BepHBIN?
a) Ou3NYecKui, KaHAIbHBINA, TPAHCIIOPTHBIN, CETEBOM, CEAHCOBBIN, MPEICTaBICHUS,
MPUKIATHOM.
0) ®usnueckuii, KaHAJIbHBIN, CETEBOM, TPAHCTIOPTHBIN, CEAHCOBBIN, MPEACTABICHUS,
MPUKIaAHOM.
B) ®dusuyeckuii, KaHAIbHBINA, CETEBOH, TPAHCIOPTHBIN, CEAHCOBBIH, MPUKIAIHOM,
MIPEJICTaBJICHHUS.
r) ®usnueckuii, KaHAJIbHBIA, TPAHCIIOPTHBIH, CETEBOI, CEAHCOBBIH, MPHUKIATHOM,
MIPEJICTaBIICHHUS.
2. Kakue mpoTOKOJIBI OTHOCATCS K TPAHCIIOPTHOMY ypoBHIO Mojienn OSI?
a) UDP.
6) ARP.
B) IPV4.
r) GSM.
n) TCP.
e¢) DNS.
x) PPTP.
3. Kakoii ypoBeHb npeHa3zHAueH AJIs ONpeesieHus MyTH Nepeaadn JaHHbIX?
a) OU3NYECKU.
0) CeaHCOBBIII.
B) TpaHCIIOPTHBIH.
r) [IpeacraBncHusl.
1) KananbHbIi.
¢) IpuknamaHoii.
k) CeTeBoii.
4. Kakwue ¢uaru ucnonb3ytorcs B npotokose TCP m1s ycTaHOBIIGHUS COSTUHEHUS?
a) RST.
6) SYN.
B) FIN.
r) URG.
1) ACK.
e) PSH.
5. Kaxkue npeumymectsa ectb y FTTB?
a) Bricokasi ckopocTs paboTel IHTEpHET.
6) PaBHas ckopocTh IpueMa U nepeaays MHGopMarum.
B) HesaBUCHMMOCTH CKOpOCTH JOCTyHa OT 4HClIa AOOHEHTOB, MOJAKIIOYCHHBIX K
KOMMYTaTopy.
r) OTCyTCTBHE HEOOXOIMMOCTH pa3MeIeHIs] KOMMYTaTopa MpoBaiiiepa B 3IaHHH.
6. Kakue nHenocratku ectb y FTTB?
a) Huzkas ckopocTh paboTel UHTEpHET.
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7.

8.

10.

0) Pa3znas ckopocTh npreMa u nepegadu HHGopMarum.

B) 3aBUCHMOCTh CKOPOCTH JIOCTYla OT 4YHCJIa aO0OHEHTOB, MOJKIIIOYEHHBIX K
KOMMYTaTopy.

r) HeoOxoamMocTh pa3MeIieHns KOMMyTaTopa MmpoBaiiiepa B 31aHUH.

BriOepute BEepHBIE YTBEPKICHHS

a) TCP He rapanTupyeTt JOCTaBKY JaTarpamm.

6) UDP He rapaHTHpyeT JOCTaBKY AaTarpaMM.

B) UDP rapantupyer 10CcTaBKy JaTarpamm.

r) TCP rapanTupyer JOCTaBKY JaTarpamm.

Kakoit anpec oTHOCHTCS K ajpecHOMY pocTpaHcTBy |Pv4?

a) 192.168.0.17

0) 129.256.0.0

B) 301.169.107.0.0.3

r) 127.0.1000.0
Kaxk paboTtaer koHuentpatop (xad)?

a) Ilpu monydyeHuu makera JaHHBIX Xa0d MEpEeChUIAeT 3TOT MAKET Ha BCE OCTAJIbHBIE
CBOM MOPTHI.

06) Ilpm momyueHuu makera JaHHBIX Xa0 TepechUIaeT 3TOT TaKeT Ha TOPT B
cootBerctBUM ¢ Tabmmmed MAC-aapecoB. Ecau  COOTBETCTBHS HET, TaKeT
0TOpachIBaeTCHI.

B) Ilpu monydeHun mnmakeTa OaHHBIX Xad TMepechlIaeT A3TOT MaKeT Ha TOPT B
cootBercTBUU ¢ Tabmuieir MAC-anpecoB. Eciii cOOTBETCTBUS HET, B CETh OTIPABIIAETCS
ARP-3amnpoc.

Kaxk paboraer kommyraTop?

a) B cniyaae, ecnu s otnipaBisiemoro MAC-anpeca HET COOTBETCTBHS, KOMMYTAaTOP
pacchlUIaeT MakeThl Ha BCE MOPThI, KPOME MOpTa-TOTydaTess.

6) Ilpu monmydyeHuH makera JAHHBIX KOMMYTAaTOp IMEpechUIaeT 3TOT MaKeT Ha BcCe
OCTaJIbHbIE CBOU MOPTHI.

B) KoMMmyTartop XpaHUT B HamsTH TaOJdHIly KOMMYTal[Hd, B KOTOPOW yKa3aHO
conocrasienne MAC-aapeca 1 HoMepa opra KOMMyTaTopa.

r) Co BpeMeHEM KOMMYTATOp CTPOMT TAOIUILY /Uil BCeX akTUBHBIX MAC-aipecoB.

1) Tabauma MAC-aapecoB KOMMyTaTopa CTaTHYHA U HACTPAUBACTCS BPYUHYIO.

Tect no Teme 4.2 CereBble YIpo3bl U MeTOAbI MPOTHUBOAECHCTBHUSI UM

Kakue ObIBAIOT HCTOYHMKHM BO3HUKHOBEHUS YSA3BUMOCTEH?
a) OmubKu peaau3aiu.
6) Omunb6xu 06CTy)KUBaHUS.
B) OIIHUOKY TPOCKTHPOBAHUSL.
r) Ommbku HR-oTxena.
Uto He BxoauT B 6a3oByto rpynny metpuk CVSS?
a) Crioco6 noJrydeHus J0CTyma.
0) BiausiHue Ha KOHQUIEHIIMATBHOCTD.
B) Bnusinue Ha monb3oBates.
r) [Toka3arenb ayTeHTU(HUKAIHH.
1) CIoXXHOCTh NOJTy4EHUsI JOCTYIIA.
Kakoit rpynnsl metpuk CVSS He cymectByer?
a) KommekcHas.
0) Bpemennas.
B) bazoBas.
r) KonTekcrHas.
Kewm pa3zpaborana CVSS?
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a) 1S0O.

0) FIRST.

B) WWW.

r) UCLA.

5. UYro ne sBnsercsa merpukoii B CVSS?

a) CI0KHOCTb aTaKH.

0) BiusiHue Ha 1OCTYIHOCTD.

B) JlnurTenbHOCTH aTakw.

r) Crioco6 moJyrydeHus J0CTyIIa.

1) ITokazaTenb ayTeHTU(DHUKALIUH.

6. Yro siBJIIETCS TACCUBHOW aTaKOM?

a) [IpocnymuBanue Tpaduka.

6) OTka3 B 00CIy’)KUBaHUH.

B) du3nueckoe HamaeHue Ha 00BEKT.

r) DKCIUTyaTanus ya3BUMOCTH.

7. Yro Takoe »BpUCTUUECKUI aHAaITU3?

a) Meron, mpeaHa3HAYCHHBIM It OOHAPYKCHUS HOBBIX, €II¢ HE BBISBICHHBIX
BHPYCOB.

0) Mexanu3m, HEOOXONUMBIA [UII OTCICKUBAHMS HEU3MEHHOCTH (DaiiioB,
JOKYMEHTOB, peecTpa, KOHPHUTYpaIruu 000pyTI0BaHNS.

B) MeToa, OCHOBAaHHBIM Ha TMOCIEIOBATEIBHOM IPOCMOTpPE MaMSITH YCTPOMCTBa,
3arpy309HBIX CEKTOPOB, (haiiJIOB B MOWCKE CHTHATYP U3BECTHBIX BUPYCOB.

8. Uro takoe 063kI0p?

a) YacTh BpEAOHOCHOTO MPOrPAMMHOIO OOECIeYeHHs], PEaTU30BAaHHOTO IS
COKPBITHS PUCYTCTBHUS 3TOTO BPEAOHOCHOTO KOJA U €ro AeHCTBUH.

06) IlpumokeHwe, WCHOAB3yeMOE JUIsl JajdbHEHIEH 3arpy3kd W 3amycka
MOJIHOIIEHHOTO BPEIOHOCHOTO MPOTrPpaMMHOT0 00eCTIeYeHHUSI.

B) BpemonocHoe mporpamMmHOE OO€creueHHe, KOTOpOE, TOMHMO MOJTyYCHHUS
KOHTpPOJISl HaJl 3apakKeHHBIM YCTPONCTBOM, IBITAETCS 3aXBaTUTh O] CBOW KOHTPOJb
JPYTHE Y3JIbI CETH.

r) [Ipunosxenue, MO3BOJISAIOIIEE YIIPABIIATH KOMITBIOTEPOM YIAaJICHHO.

9. Yro Takoe pyTKuT?

a) YacTb BpEAOHOCHOTO MPOrPAMMHOIO OO€CleUYeHHs, PEaTU30BAHHOTO IS
COKPBITHS IIPUCYTCTBUSA 3TOTO BPEAOHOCHOTO KOJA U €ro ACHCTBUM.

6) Ilpwioxenue, wucnonblyeMoe sl JajdbHEWIIEH 3arpy3ku U 3amycka
MIOJIHOIIEHHOTO BPEIOHOCHOTO IIPOTPaMMHOTO 00€CIeUeHHUS.

B) BpemonocHoe mporpamMmHOe oOeclieueHre, KOTOpOe, IOMHMO MOJyYCHHS
KOHTPOJISl HaJl 3apaXKCHHBIM YCTPONCTBOM, IBITAETCS 3aXBaTHTh IOJ] CBOW KOHTPOJb
JPYTUE Y3JIbI CETH.

r) [Ipunosxenue, MO3BOJISAIOIIEE YIIPABIATH KOMITBIOTEPOM YIAaJICHHO.

10. Yto cnenyet nenath, 4TOOBI 3alIUTUTH CEOSI OT BUPYCOB?

a) He 3amyckaTh npuiiokeHus: U3 HEJOBEPEHHBIX HCTOYHUKOB.

6) Cnemuts 3a 1TUGPOBBIMU TMOAMUCAMH YCTAHABIMBAEMOTO IPOrPaMMHOTO
o0ecrieyeHusl.

B) OTKJIFOYUTH MEKCETEBOM IKPaH.

r) Bcerma OTKpbIBaTh BJIOKEHHs OSJIEKTPOHHOW TOUYTHI € TeMo# «BakHO» WU
«Cpo4HO».

n) CBOEGBpEMEHHO OOHOBJISTH OMNEPAIMOHHYID CHUCTEMY H  IPOTrPaMMHOE
obecrieueHue.

¢) Mcnosp30BaTh aHTUBUPYCHOE MPOTPaMMHOE 00ECIIeUeHHE.

Tect no Teme 4.3 MeskceTeBble IKPAHBI
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Uto Takoe MexkceTeBOM FKpaH?

a) [IporpamMmmHO€ MM IPOTPAMMHO-TEXHUYECKOE CPEJCTBO, pealn3yromee GpyHKIHHI
KOHTPOJS U (GUIBTPAIMU B COOTBETCTBHUU C 33/IaHHBIMH MPABHIIAMHU TPOXOISIINX Yepe3
Hero HH(GOPMAIMOHHBIX TOTOKOB.

06) VYcTpoiicTBO, TpeIHAa3HAYCHHOE JJIsi COCAMHEHUS  HECKOJbKHX  Y3JI0B
KOMIBIOTEPHOH CETH B MPEIEIax OAHOTO HJIM HECKOJIBKHX CETMEHTOB CETH.

B) YCTpPOWCTBO, KOTOPOE MO3BOJISICT OPTaHMU30BATh JIOKAIBHYIO CETh C BO3MOXKHOCTHIO
BBIXOJIa B HHTEPHET IS IPYTUX YCTPOUCTB.

MexceTeBbie SKpaHbl 17151 BEO-TIPUIIOKEHUN pacroararoT:

a) Ilepen 3amumraeMeM BeO-cepBepoM (TpaduK BHAYalle MEPEeIacTcss MEKCETEBOMY
JKpaHy, 3aTeM BeO-CepBepy).

0) Ilocne 3ammmaemoro BeO-cepBepa (Tpaduk BHauaje mepemaeTcsi BeO-cepBepy,
3aTeM MEXCETEBOMY IKPaHy).

B) MexceTeBol 5KpaH M 3alllUIIACMblii MM BeO-CEpBEp HAXOJTCA B Pa3HBIX
MO/ICETSX, TpapUK MEXKTy HUIMH 3aIpeIIcH.

r) Bmecro 3ammumiaemoro Beo-cepsepa.

[lepconanmbHBIE MEKCETEBBIE SKPAHBI TSI HACTOJIFHBIX KOMITBIOTEPOB 1 HOYTOYKOB:

a) O0ecrnieunBalOT TOTIOJHUTENbHBIM YPOBEHB 3aIIUTHI OT CETEBBIX aTaK.

0) [ToTHOCTBIO 3aMEHSIOT BCE OCTANIbHBIE HHCTPYMEHTAIBHBIE CPENICTBA 00ECTICUCHUS
0€30MacHOCTH.

B) [TOTHOCTBIO 3aMEHSIOT MAPUIPYTHU3ATOPBI, SBJSSACH ILIFO30M [0 YMOJYAHUIO JUIS
3alIUIIAEMOT0 KOMITBIOTEPA WA HOYTOYKA.

r) IlpemocraBisitoT Bce HEOOXOIMMbIC CETEBBIC CEPBHCHI IS  3aIUIACMOTO
KOMIIbIOTEpa WJIK HOYTOYKA.

[lepcoHanbHble MeEXKCETEeBbIE SKpaHbl Ul HACTOJIBHBIX KOMIIBIOTEPOB M HOYTOYKOB
SBIISIIOTCSA:

a) AnmnapaTHO-IIPOTPaMMHBIMU CPEICTBAMU 3aIIHUTHI.

0) Bcerma BcrpoeHHbiMH B OC, KOTOpPYHO OHM 3alllMIAIOT, HE MOTYT OBIThH
pean30BaHbl BHEIIHUMHU TPOU3BOJUTEISMHU.

B) VICKJIFOUUTEIBHO IPOTPAMMHBIMHU.

r) VcKimoYnTeIbHO BHEITHUMH, HEe BCTpOeHHbIMU B OC, KOTOPYIO OHH 3alllUIIAIOT;
BCET/Ia peain30BaHbl BHEIIHUMU MPOU3BOAUTEISIMH.

[lepcoHanbHble MEXKCETEBbIE SKpaHbl JUIsl HACTOJIBHBIX KOMIIBIOTEPOB U HOYTOYKOB
yCTaHaBIUBAIOTCA:

a) Ha xocrax, KOTOpbIE OHH 3aIlUIIAIOT.

6) Ha wmapmpyrusaropax, KOTOpble yKa3aHbl Ha XOCT€ B KadecTBe IUII03a II0
YMOJTYaHHUIO.

B) Ha oT/1e/1bHBIX KOMITBIOTEpAX.

r) Ha koneunsix Toukax VPN.

Bri6epuTe HecylecTBYIOUIUI BU TPAHCISAIUN CETEBBIX aJpecoB.

a) Jlunamuueckas.

0) CraTudeckasl.

B) C HCMOJIb30BaHNUEM MTOPTOB.

r) C HCIOb30BaHHEM MOCTOB.

1110361 YpOBHSI PUIIOKEHUI TTO3BOJISAIOT:

a) Hckiarounth mpsMoe B3aUMOJCHCTBHE ABYX VY3JIOB IYTeM peaju3aldd POIu
MOCPEIHUKA.

0) BeImonHATh (DYHKITMH IITF03a CEAHCOBOTO YPOBHSI.

B) AHaJIM3UPOBATh BCE CYIIECTBYIONIME B MUPE TIPOTOKOJIBL.

r) AHalu3UpoBaTh TOJILKO TMOJUICPKUBAEMbIE OTHM MEXKCETEBBIM 3KpaHOM
MIPOTOKOJIBL.
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8. VYmpaBnsiemble KOMMYTaTOPBI MOTYT:
a) OcymecTBIsATh GUIBTPAIMIO HA ocHOBE |P-anpecos.
6) OcymecTBIATh (GUIBTPALMIO IO UCTIOIB3YEMOMY IPOTOKOIY.
B) OcymiecTBisiTh puibrparuio Ha ocoBe MAC-aipeca.
r) Ocymiectisare GunbTpanuto Ha ocHoBe VLAN ID.
9. BrIOepuTe BO3MOKHOCTH MEKCETEBOTO SKPaHA.
a) Perucrpanust coObITHIA M TeHEepaIst OTYETOB.
0) @unpTpanus Tpaduka.
B) TpaHCIsIHs CETEBBIX a/IPECOB.
r) AyreHTH(UKAIHS T0IH30BATEIICH.
1) AIMHHUCTPHPOBAHHKE.
10. Kakue yTBep:KIeHHS O MPOTPaMMHOM MEKCETEBOM SKPaHE BEPHBI?
a) Ilogxomut B ciaydasx, KOTJa YCTPOWCTBO IIOJB30BATENSl TMOMEIIACTCS
HEJIOBEPEHHYIO Cpesy.

B

6) Ilpu ero pabGoTe HCHONB3YIOTCA PECYpPCHl YCTPOWCTBA, HA KOTOPOM OH

(YHKIIMOHUPYET.
B) [ToxoauT [Uist 3a/1a4 CETMEHTHPOBAHMSI CETEH.

r) [ToaxoauT /Ist OTACICHUS TOBEPEHHOHN YacTH CETH OT BHEIIHUX YIPO3.
1) Cunraercsi 60Jiee 0TKA30yCTOWYHMBBIM, YeM allapaTHbIA MEKCETEBOI IKpaH.

Tect mo Teme 5.1 Beenenue B kpunrorpadguyueckre MeToabl 321U THI HHPOPMALIUH

1. Kaxnprit mudpoTeKCT MOXET OBITh TOJYYeH KaK pe3ylbTaT  CIEIYIONIEro

npeoOpa3oBaHusL:
a) Ex (D«(p))-
6) Dk(p).
B) Ex(p).
r. Dk (Ex(p)).
2. Bammdpyiite ¢ momorrsio mudpa «Atodamn croBo «World».
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A/B|C|D|E|F|G|H|I |J |K|L|M
ZI Y XIW|VIUIT|IS|IR|Q|P|O|N

a) DIrow.
6) Svood.
B) Woild.
r) Dliow.

3. Paccumdpyiite cimoBo «Xjxoby, sammppoBanHoe ¢ momomnipio mudppa [as HOmus

Ile3aps:

A|/B|CIDIE|F|G|H|I |J|K|LIM|N|O|P |QIR|S|T|U|V |X|Y|Z

X/ YZ|AIB|CIDIE|F|G|H|I|J |[K|IL|IM|N|O|P|Q|R|S|T|U|V
a) Tatly.
6) Amare.
B) Crypt.
r) Vivna.

4. 3amudpyiite cioBo «Ku3Hb» ¢ MOMOIIBIO TEPECTAHOBKU
112|345
215|3|14

a) Hx3bu.
0) ba3mx.
B) H3pxum.
r) Ubp3xH.




5. Pacumdpyiite cinoBo «1216312611» ¢ momomnibio Tabnwuib! [Tomuowus:

112|3]4]5]|6
1/A|B|B|T"'|A|E
2| E[K|[3 |1 |1 K
3|JJM/H|O|IT|P
4BIE|V|O|X|1
5|Y IO b|bl|b
6|20 |*|*|*
a) benxa.
6) Eogroa.
B) Crpenka.
r) benoxk.

6. BnepBbie METO/] YaCTOTHOTO KPUTITOAHAIN3A BIIEPBBIC U3JIOKIIT:
a) Jleon barrtucra Ansbepru.
0) ®panuecko CuUMOHETTA.
B) A0y lOcyd Axy6 anp-Kungu.
r) Jxuponamo Kapnano.
. luck Anp0epTu MO3BOJISIET ABTOMATH3UPOBATh:
a) lludp mpocroii 3amens! (ogHOATPaBUTHBIN HUDD).
6) MuoroanhaBUTHBIN IUOD.
B) llIudp nepecranosku.
r) [ToTounsIi mIUD.
8. Hcmosb3oBaHue maposis Ui MHEMOHHYECKOTO 3allOMHUHAHHS MEPECTAaHOBKH CHMBOJIOB
andaBuTa MPEITOKHUIT:
a) Mateo Ap/pKeHTH.
0) bne3 ne Bmkenep.
B) /bxoBannu bartucra bemnaszo.
r) Jbkambarructa ([xoanuu) aemna [lopra.

9. Tlomemenue mist mepatoctparuu nepenucku B XVII — XX Bekax Ha3bIBaIoCh:

a) benbiit kaOuHeT.

0) TaiiHast KOMHaTa.
B) SlHTapHas KOMHATA.
r) UepHblii KaOUHET.
1) KpacHbiii kaOMHET.

10. HIudpsl, B KOTOPBIX KaXKIbIH CHUMBOJ OTKpPBITOTO TEKCTa MpeoOpazyeTrcs B CHMBOJ
mupOTEKCTa, B 3aBUCUMOCTH OT CBOEI0 PACHOJIOKEHUS B OTKPHITOM TEKCTE M KIIH0Ya
Ha3bIBAIOTCA:

a) MHoroangaBUTHBEIMHU IH(PPAMH.
0) brounbiMu mudpamm.

B) [loTounbIMU I BpaMHU.

r) PoropabiMu mudpamu.

\l

11. 3amudpyiire cnoBo «CJIOH» 6urpamMmmueiM mudpom Ineiidepa.

v 4 O b B
XK T €] H O
1 r J b IT
M A L1 3 P
C E A bl K
10 )| 111 41 X

a) BAbU.

6) HIADb.

B) DI VBIL

r) bIIILI3.



12. Tlycts nepecranoBka T mpencraBieHa cieayonien Tabaumen:

1/2|13].../n=5|n-4[n-3|[n-2|n-1|n
5|6|7|.../n=1] n 1 2 3 |4
13. Kakoii Bua umeer nepecTaHoBka oOpaTHas rnepectanoBke T?
a.
1123 n-5/n-4/n-3|n-2|n-1|n
1123 n-5/n-4/n-3|n-2|n-1]|n
0.
1123 n-5/n-4/n-3|n-2|n-1|n
4132 10 9 8 7 6 |5
B.
1123 n-4/n-3/n-2|n-1[n
415|6 n-1| n 1 2 |3
T.
1 2 3 [4]5].../|n=-3|n-2|n-1] n
n-3/n-2/n-1|nj1]...|n-7|n-6|/n-5|n-4
14. 3ammdpyiite ¢ nomouibio oTKpeITOro Kitoua (8051, 5) kpuntocucremsl RSA coobuienue
m = 10.
a) 8051.
0) 3388.
B) 1949.
r)12.

15. Kakoe cBOWCTBO 0€30MaCHOCTH TapaHTHUPYET, YTO YYACTHUKY KpHUITOTpaduueckoro
MPOTOKOJIa LEJIOCTHOCTH TMOJyYEHHOTO COOOLIEHUS U €ro Co3/JaHue 10 MOMEHTa
MOJIy4€HUs1, HO HE TapaHTUPYET 3aLUTY OT MOBTOPHOM OTHPAaBKHU COOOIICHHUS?

a) CBOMCTBO «ayTeHTU(DHUKAITHAS CTOPOHY.

0) CBOMCTBO «ayTeHTU(DUKAIUS UCTOTHHKAY.
B) CBOICTBO «MHBAPHAHTHOCTH OTIPABUTEISI.
r) CBOMCTBO «ayTeHTU(DUKAIUS COOOIICHHUS.

16. Kakoe cBOHCTBO 0€30MacHOCTH TapaHTUPYET, YTO YYACTHHUKY KpPUITOTpadUyecKoro
MPOTOKOJIa, YTO YYACTHUKH, HAYaBIIME HCIIOJIHEHUE IPOTOKOJA, HE H3MEHUIINCH C
TEYEHHEM BpEMEHH?

a) CBOICTBO «ayTeHTU(DUKALIS CTOPOH.

0) CBOICTBO «ayTeHTU(DUKAIUS UCTOYHHKAY.
B) CBOICTBO «MHBAPHUAHTHOCTH OTIPABUTEIIS.
r) CBOICTBO «ayTeHTU(UKAIHS COOOLICHUS.

BepHblil 1 moJiHBIA OTBET Ha BONPOC TecTa OLEHMBaeTcs B 1 Oay, JUIsl IPOXOXKICHUS
TecTa He00X0AUMO BEPHO U MOJHO OTBETUTH Ha HE MeHee YeM 60 MpOLIEHTOB BOIPOCOB TECTA.
Tembl IPaKTHYECKUX 3aHATHH

Tema npakTHU4yecKoro 3ansiTtus mo reme 3.1
BBenenne B nHpOpMALHOHHYIO 6€30MACHOCTH ONEPANMOHHBIX CHCTEM

1. OcHoBBI paboOTHI ¢ MpoLIECCaMu, BBOJIOM-BbIBOJIOM U (aitnamu B OC Windows u Linux.

Tema npakTH4YecKOro 3aHATHSA MO Teme 3.2
NudopmannonHas 0e30nacHOCTh ONepaliMOHHBIX cucTeM ceMeiicTBa Windows.

1. OcHoBbl 00ecrieuenus 0ezomnacHoctd B OC Windows.
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Tema npakTH4eCKOro 3aHATHA M0 Teme 3.3
HNudopmanuonHas 6e30nacCHOCTH ONEPANIMOHHBIX CHCTEM ceMeiicTBa Linux

OcHoBrl 00ecnieuenus oeszonacuoctd B OC Linux.

Tema NMPAKTUYECCKOI'0 3aHATHUSA 110 TEME 4.1
BBenenue B APXUTEKTYPY JOKAJBHBIX BBIYHCIUTEC/IbHBIX cerei

Ceresoii cauddep Wireshark. 3HakoMcTBO ¢ QPrIIBTpaMu MaKeTOB.

TeMbl NMPAKTUHYECCKOI'0 3aHATHUSA 110 TEME 4.2
CeteBble YIrpo3bl 1 METOABI HpOTHBO}IQﬁCTBHﬂ UM

WNHuBeHTapu3anuss ¥ HOUCK Yys3BUMOcTed ¢ ucnois3oBaHueM Open Vulnerability and
Assessment Language.

CereBoit ckanep Zenmap. Hcmonp30BaHHE CETEBOTO CKaHepa JJIsi  BBISBICHUS
YSA3BUMOCTEN YPOBHS CETH.

Bupychl, ux BbISBI€HHE U YCTPAHEHHE C HCIOJIb30BAHHEM CIIEHUATM3UPOBAHHOTO
MIPOTPAMMHOTO 00€CTIeUeHUS.

Tembl NpakTHYECKOTr0 3aHATHS M0 TeMe 4.3 MexkceTeBble IKPaHbI

Bbpannmaysp Windows. Pa3zpaboTka nmpaBui1 MeKCETEBOTO SKPAaHUPOBAHUSI.
Bupryansnas undpactpykrypa Eve-NG.
MesxceTeBoii 3KpaH Ha rpaHulle cetd. HacTpoiika mpaBui MexXCEeTeBOTO SKPAaHUPOBAHUSL.

TeMbl NPAKTUYECKOT0 3aHATHSA MO TeMe 5.1
BBenenue B kpunrorpadpuyeckue MeToabl 3alIUTHI HHGOpMAITUA

Hcropuueckue mudps! mudpoBanue u pacmudpoBaHue.
JlonoJHUTeIbHBIE 3a[JaHHUS 1JIS1 CAMOCTOSITEJILHOTO PelieHust

JonmosnurtesnpbHblie 3aaanus no teMe 1.1 [IpaBoBbie 0CHOBBI 00ecniedeHUs
HH(OPMAIMOHHOI 0€301aACHOCTH

Kakas wundopmarmms mnpencraBnser ans Bac unennHocts? Kakue XapaKTepuCTHKU
nH(pOopMaMoOHHOM 6e30macHoCcTH Bbl ObI X0TENIH 00€CIIeUnTh IS TaKoH HHMOpMAaIu?
BriGepere kakoit-nmubo Bua 1eHHou juisi Bac mHdopmanuu. B kakux ¢dopmax moxker
OBITH IPEJICTABIICH STOT BUJ UHPOpMAIIH?

[Ipoananuzupyiite: K KaKUM BHJIaM TailH Bbl MOkeTe UMETH TOCTYyI?

[IpoananuzupyiiTe: Kakue cBsI3aHHbIE ¢ BaMM TaHHBIE MOTYT ABJISATHCS TalHaMU?

IlOl'lOJIHI/ITe.TIbHLIe 3aJJaHU4d 110 TeEMeE 1.2 3amnTa NEePCOHATBHBIX JAHHBIX

OnumuTte cxemMy HWH(POPMAIMOHHBIX MOTOKOB Bammx mnepcoHalbHBIX JaHHBIX B
YHusepcurere.

Onuiute cxemy HHGOPMAIIMOHHBIX TOTOKOB Bammx nepcoHaibHbIX JaHHBIX B baHke.
[Ipoananusupyiite: Bcerga au (koraa 3To HeoO0xoauMo) ¢ Bac B3umaroT corjacue Ha
00paboTKy MepCcOHANBHBIX JaHHBIX? Bcerga oM 3TO MPOMCXOOUT B COOTBETCTBHH C
3aKOHOJATEIbCTBOM?
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4. TlpoananmusupyiiTe: B KaKMX CHUTyalusx Bl maBanmu cormacue Ha o0paboTky Barmmx
crenuagbHbIX JaHHBIX? He ObL10 J11 3TO U3MUIIHUM?

5. IlpoananusupyiiTe: B KakuxX cUTyanusx Bbl naBanm coriacue Ha 00paboTky Bammx
OroMeTprYecKux JTaHHbIX? He ObLIO T 3TO MU3IUIITHUM?

JlonojiHuTeIbHBIE 3aaHus 10 TeMe 1.3 Oprann3anuoHHbIe 0CHOBBI 00ecneyeHns
HH(}OPMALMOHHON 0e30IaCHOCTH

Pa3paboraiiTe Moenb HapymmTens s Bameit nomamraelr ”HGOPMAITMOHHON CHCTEMBI.
Pa3paboraiiTe MOJIe)Ib HAPYIIUTENS Il KOMITBIOTEPHOTO KJlacca Y HUBEPCUTETA.
Paspaboraiite Mosenb yrpo3 ais Bamieit nomantHeit HHPOPMAIIMOHHOW CHCTEMBI.
PazpaboTraiiTe Moenb HapYyIIUTENS JAJI1 KOMIIBIOTEPHOTO Kjlacca Y HUBEPCUTETA.
[Ipemnoxure cpencTpa 3amuThl HHGopManuu it Bamieit nomanHet nHPOpMamoHHON
CUCTEMBI.

[Ipennoxure cpeacrBa  3amMThl  MHPOpPMALMM IS  KOMIIBIOTEPHOTO  Kjacca
VYHusepcurera.

agrwdE

o

JomosiHuTe/IbHBIE 321aHUS 110 TeMe 2.1 ApXUTeKTypa KOMNbIOTEpa

1. HWzyuurte Bam nepcoHanmbHBIM KOMIBIOTEP U COBPEMEHHBIE Ta/KEThl, KOTOPHIMU BbI
nojp3yerech. CpaBHUTE MX XapAKTEPUCTUKHU: OBICTPOACHCTBHE, 00BEM ONMEPATUBHON M
BCIIOMOTaTENBHON MTaMSITH, CKOPOCTh A0CTyma B IHTEpHET.

JonosiHuTe/IbHBIE 3a1aHus 0 TeMe 3.1 BBegenne B HHpOPMALMOHHYIO 6€30MIACHOCTH
ONepalMOHHBIX CHCTEM

OC Windiws
1. Ortkpoiite 6paysep Internet Explorer. Haiimute ero naeHtrdukarop mpoiecca, OTKPHITHIC
coeMHeHus U 0a30BbIil IPUOPUTET.
2. Ortkpoiite Opaysep Chrome. Haiimute ero wumeHTH(UKATOp Mpolecca, OTKPBITHIE
coeluHeHus 1 0a30BbIil IPUOPUTET.
3. 3Bamyctute npuioxenune «biaokHoT». Haiiaure daiiabsl oTKpeITHIE TTporieccoM «BIoOKHOTY
¢ momoIIpio yruauTel Process Explorer.

OC Linux
Haiigure msth caMbIX TpeOOBATENBHBIX K IAMSITH IIPOLIECCOB.
Otkpoiite Opay3ep ¥ HallIMTe OTKPHITHIC COCAUHCHUS.
BeiBequTe COAEPIKUMOE QUPEKTOPUH /etC.
BriBenute comepskumoe aupekropuu /etc/schedule.

el A

JonosiHuTeIbHBIE 3a1aHus1 0 TeMe 3.2 UHpopmanmoHHasi 6€30MacHOCTh
onepanuoHHbIX cucTeM ceMeiictBa Windows

1. Co3spaiite mnonb3oBatens «Amuca». Hasnaubte el maponb. Coszpaiite rpynny
«HenosepeHHbIE NIOJIB30BATEIN.

2. Co3paiiTe AUpeKTOpHIO, cojepxkamryto (ainsl. HazHaubTe Amnuce mpaBa J0CTaTOYHBIE
JUIs OTOOpa)KEeHUs CIIUCKOB (ailyIoB M MEePEeX0J0B B AUPEKTOPUHU U €€ MOATUPEKTOPUSX, a
TaKke yTeHus (ailloB B TUPEKTOPUU M ee mojaupekropusx. IIpoeprTe, uTo Anuca
MOJKET NMPOCMaTPUBATh (Hailibl.

3. 3amperute rpynne «HemoBepeHHbIE MOIb30BAaTENU» JIOOOH JOCTYH K CO3/JaHHOU
JTUPEKTOPUH, €€ MOJIMPEKTOpPHUAM, a Takxke K ¢ailzlaMm BHYTpH JUPEKTOPUHM U €€
MO IUPEKTOPUH.
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JHo6aBbre Anncy B rpymnmy «HemoBepeHHbIe mosb3oBarenu». [IpoBeprTe, uTo Anuca He
CMOKET IPOCMATPUBATh (haIBl B AUPEKTOPHUU.

JononHuTte/bHbIe 3a1anus 1m0 TeMe 3.3 UHdopmanuonHasi 6€e30nacHOCTH
onepanuoHHBbIX cUcTeM ceMeiicTBa Linux

Coznaiite nosb3oBarenst «Anuca». Hasnaubre el mapons. Co3paiiTe rpymnmy
«HenoBepeHHbIE 0JIb30BATETN.

Co3zpaiite nupektoputo, conepxaunryro (dainsl. HazHaubTe Asice mpaBa JOCTaTOYHBIE
T OTOOpa)KEHUS CIIUCKOB (hailyIOB M TIEPEXO0JIOB B IMPEKTOPUU U €€ MOATUPEKTOPHSIX, a
TaK)Ke 4YTeHUs (aillloB B JUPEKTOpUU U ee nojaupekropusix. IIposeprre, uro Anuca
MOKET YUTATh (DANIIBL.

C nomoupl0 cHnucka KOHTPOJS JOCTymoB 3amnperute rpynne «HenoBepeHHble
M0JIb30BaTENN» 000N AOCTYI K BbIOpaHHOMY (aiiiny BHYTpH nupektopuu. Ilomensiite
BJIaJIETIbIIA TOTO (ailyia Ha cynepnoJib3oBarens cucTeMbl. Paspemnte B 6a30BbIX MpaBax
JOCTYTI K BBIOpaHHOMY (aiiiny kogom 600.

Jlo6asTe Ammcy rpynny «HemoBepeHHble moas3oBatenu». [IpoBepbre, 4To Anmca He
CMOJKET IPOYMTATh BEIOpaHHBIN (haii.

JonoaHuTebHbIe 3a1aHus 0 TeMe 4.1 BBeleHUe B apXUTEKTYPY JOKAJIbHBIX
BBIYUCJIUTEIBHBIX CeTel

[IpoBeppTe MOCTYIMHOCTH JIFOOOTO UCIOJB3yeMoro Bamu modTroBOro cepBepa C
ucrnoanp3oBanneM ytuutel Telnet. Craemyiite crarbe https://docs.microsoft.com/ru-
ru/exchange/mail-flow/test-smtp-with-telnet?view=exchserver-2019 u camocTosSTEIBHO.
Hactpoiite moury B mouroBom kiaumeHTte Thunderbird. Cnenyiite craThe
https://support.mozilla.org/ru/kb/nastrojki-konfiguracii-dlya-uchyotnyh-zapise;.
Pazpaboraiite GpuabTpsl A1 mpocMoTpa Tosibko ucxomsamux ICMP-3anpocos. Chenyiite
crarbe https://habr.com/ru/post/211042/.

JonosiHuTe/ibHbIE 3a1aHus1 10 TeMe 4.2 CeTeBble YIpo3bl U MeTO/AbI IPOTUBO/IEiCTBUSA

1.

2.

3.

1.

UM

[IpoBenuTe MOMCK yA3BUMOCTEH Ha CBOEM JOMAalIHEM IEPCOHAIBLHOM KOMIIBIOTEPE,
03HAKOMBTECh C OINMCAHUEM BBISBJICHHBIX YA3BUMOCTEH, ONpEAETUTEe HACKOJIbKO OHU
KputuuHbl 1o mkane CVSS, u yctpanute ux.

[IpoBeprre, ycTpanena nu ysa3Bumocth CVE-2017-0144 wna Bamem JoMaliHeM
KOMITIBIOTEpPE, M YCTAaHOBHUTE OOHOBJIEHHME OE30MACHOCTH B Cllyyae, €Cld YSI3BUMOCTh
npucyrctByet. Crenyiite cratbe https://support.microsoft.com/ru-ru/help/4023262/how-
to-verify-that-ms17-010-is-installed.

Wzyunte ys3Bumocts CVE-2014-0160, cnenys cratbam  https:/xked.ru/1354/
http://mirror3.esetnod32.ru/company/virlab/analytics/2014-05-05-ujazvimost-
heartbleed.pdf.  IlepBas cratks mpencraBisieT Cco00OM  HEOOJBIION  KOMHKC,
MOKa3bIBAIOLINI, HACKOJIBKO OMACHA M JIETKO MCIIOJIb3yeMa 3Ta YA3BUMOCTh. Bropas
CTaThsl MpeAcTaBisgeT co0oi MOoApoOHOE ONMCaHUE YA3BUMOCTH, IOCIEACTBUS €€
UCIOJIb30BAHUS U PUCKH.

JlonosiHuTeIbHBIE 3a1aHus 110 TeMe 4.3 MexceTeBble IKPaHbI

3amenute y31bl Hacker m Victim Ha y37bl MOJ yHpaBieHHEM OMNEpPalMOHHON CHUCTEMBI
Windows u oOpaTutech K UX CETEBBIM pecypcam 1o mpoTtokoiny SMB. Cnenyiite craTbe
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http://mirror3.esetnod32.ru/company/virlab/analytics/2014-05-05-ujazvimost-heartbleed.pdf

https://www.eve-ng.net/index.php/documentation/howtos/howto-create-own-windows-
host-on-the-eve/.

JonoaHuTeabHBIE 3a1aHNus 0 TeMe 5.1 Beegenue B kpunrorpaguyeckue MeToAbl
3a1IUTHI HHPOPMALUH

1. 3ammudpyiite u pacmmdpyiite coodmenne «5 Teds moom0!» BceMu M3BeCTHBIMH Bam
HUCTOPHYECKUMH MIH(PpaMH.

KpnTepuu OICHKHU IPAKTHYECCKOI'0 3aHATHUSA.

3a TmpaKkTUYeCKOe 3aJaHWEe BBITIOJNHIECTCS OJHA M3 OIICHOK: «OTJIHYHO», «XOPOIIO0»,
«yJOBJIETBOPHUTEIbHO», KHEYT0BJIETBOPUTEIHLHOY.

OneHka «OTJMYHO» BBICTABJISIETCS, €CIIM CTY/ACHT aKTUBHO paboTaeT B TEUCHHE BCETO
MPAKTUYECKOTO 3aHATHS, JaeT BEPHbIE W IIOJHBIE OTBETHl HAa BOMPOCHI TPENoAaBaTeNs MU
MOKA3bIBAET MPH ITOM TIIyOOKOE OBIIQJICHWE JIEKIIMOHHBIM MAaTEpHUaoM, BCE YaCTH 3aJlaHHs
BBITIOJTHEHBI BEPHO (JIOTMYCKArOTCS HEOONbIINE HETOYHOCTH, HE SIBISIONIMECS CIIEICTBUEM
HE3HAHWs] WM HEMOHWMaHMs YydeOHOTo Marepuana). PaGoTa BBIONHEHA CaMOCTOSITEIHHO.
Pabora caana ¢ coOnronenrneM Beex cpokoB. CoOuo/ieHb! Bee npaBuia 0(opMIIeHHSL.

OneHKa «XOpOII0» BBICTABISIETCS, €CIIM CTYIEHT aKTUBHO Pa0OTaeT B TEUEHHE BCETO
MPAKTUYECKOTO 3aHSATHS, JaeT BEpHBbIE, HO BO3MOXKHO HEITOJHBIE OTBETHI Ha BOIIPOCHI
MIPETo/IaBaTellsl U MOKAa3bIBACT MPH 3TOM CBOOOIHOE BIaJICHHE JICKIIMOHHBIM MaTepHalOM, BCE
YacTH 3aJlaHHs BBIITOJHEHBI BEPHO (JOMYCKAIOTCS HETOYHOCTH, HE SIBJISIFOIIMECS CIIEICTBHEM
HE3HAHUs WM HENOHMMaHUs Yy4deOHOoro wmarepuana). PabGora B 1€0M  BBITIOJIHEHA
CaMOCTOSTEIFHO, BOSMOYKHO C KOHCYNbTanueil mnpenoaasarens. PaboTta caana ¢ coOmoaeHneM
BCEX CPOKOB. JlomycKaroTCcsl He3HAUNTEIbHbBIE HEIOUETHI B 0(hOPMIICHHH.

OneHka «yJI0BJE€TBOPHUTEILHO» BBHICTABISCTCS B TOM CIIydae, KOTAA CTYJICHT B IEJIOM
OBJIAJIEJl CYTHIO BOIIPOCOB IO JAAHHOH TeMme, OOHapy)KMBaeT 3HAHHE JICKI[MOHHOTO MaTephaa.
[Tpu »ToM Ha 3aHATHHU BeleT ceds MacCHBHO, JAeT HEMOJHBIE OTBETHI HAa BOMPOCHI, JOMYCKACT
OIIMOKM TPH OCBEIIEHUH TEOPETUYECKOr0 MaTepHaja, He MOXKET 00OOIINTh U CHeaTh YEeTKUE
jJorudeckue BbIBOABI. Pabora crana c omo3maHueM He Oosee OByX 3aHsATHi. Jlomyckarorcs
HE3HAYUTEJIBbHBIC HEA0YETHl B 0(OPMIICHUH.

OneHka «HeyI0BJEeTBOPHTEIBLHO» BBICTABISIETCS B ClIydae, KOTJa CTYACHT OOHApY KU
HECOCTOSITEIBHOCTh OCBETUTH BOIIPOCHI MIIM BOIIPOCHI OCBEIIECHBI HEMPABUIBHO, OECCUCTEMHO, C
rpyObIMH  OHMIMOKaMH, OTCYTCTBYIOT IIOHHMAaHHS OCHOBHOW CYTH BOIPOCOB, BBIBOJIbI,
000011eHus, OOHApY)KEHO HeyMeHHEe pelaTbh ydeOHble 3amaud. OOyyaromuics He MOXKeT
BBINOJIHUTH paboTy O6e3 moMouty npenoaasatens. Pabora ciana ¢ HapylneHueM CpOKOB (II03JHEe
4yeM uepes ABa 3aHATus). B ohopmiieHnn npucyTCTBYIOT 3HAUNTEIbHbBIC HEIOYETHI.

1.2 Cniucok BonpocoB u (MJ1H) 3a1aHU 1J1 IPOBeeHHs] IPOMEKYTOYHOH aTTecTAlUN

Ha 3auere mnposepsercs cdopmupoBanHocTs kommereHiuii OIIK-6, (M-OIIK-6_1

«Crioco0eH pemath CTaHJapTHBIE 3aJauyd MPO(ecCHOHAIBHOM AEATEJbHOCTH Ha OCHOBE

uHGOpMAMOHHON M OubaMorpaduuecKkoil KymnbTypsl € HpPUMEHEHHEM HWH(POPMALMOHHO-

KOMMYHHUKAIIUOHHBIX TEXHOJIOTMM M C YYeTOM OCHOBHBIX TpeOOBaHHUN HH(POPMAIIIOHHON
0€30TacHOCTHY).

Bomnpocsl k 3a4ery

1. OcHoBHble MpaBa rpax/jaH B chepe 00pabOTKM U 3aIUTHl HHPOPMALIUH.
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38.
39.
40.

41.
42.
43.
44,
45,
46.
47.
48.

OcCHOBHBIC MPUHIUIBI MMPABOBOTO PETYIHPOBaHUS B 001acTH OOpabOTKM W 3alIUTHI
uH(pOpMaIUH.

WNudopmanms. OcHOBHBIE CBOKHCTBa 6e30nmacHOCTH MH(OpMaIK: KOHOUICHINAIBHOCTS,
LIE€JI0CTHOCTb, JOCTYITHOCT.

Bupl nHGOpManuu no nopaaKy A0CTYyIa U pacpoCTpaHEHHsL.

Orpanndenue aoctyna Kk napopmammu. 3ammra uHpopMamu. OObEKTHI 3aIUThL. Busl
TalH.

WNudopmanioHHbIe TEXHOJIOTUN B HH(POPMAIIMOHHBIE CUCTEMBI.

Ob6nanarens HHGOPMAITUU U ONIEpaTop HHOOPMAMOHHON CUCTEMBI.

OTtBeTcTBEHHOCTH B chepe 00padOTKH U 3aIUThl HHPOPMALIUH.

[lepcoHanbHble JAHHBIE U IPUHLMIIBI KX 00paOOTKH.

. Bunipl nepcoHanbHbIX JaHHBIX: CHEUAJIbHbIE, OMOMETPUUECKHE U OOIIEeI0CTYITHBIE.
. YcnoBust 00pabOTKH MEPCOHATBHBIX JaHHBIX.

. Cornacue Ha 00pabOTKy MEPCOHABHBIX IAHHBIX.

. TpancrpanuyHas repeaayda mepcoHaNbHBIX TaHHBIX.

. IIpaBa cyObEKTOB MEPCOHATIBHBIX IaHHBIX.

. Oneparop nepcoHaabHbIX JaHHBIX U €ro 00s13aHHOCTH.

. Mepsl obecriedennst 0€30aCHOCTH MEPCOHATBHBIX TAHHBIX.

. KoHTpoas 1 Hag30p 3a BHIIOJTHEHUEM Mep M0 00ecnedyeHn0 0€30MacHOCTH.

. YIIOJTHOMOYEHHBIN OpraH 10 3aluTe MpaB CyObEeKTOB MEPCOHAIBHBIX JTaHHBIX.

. [locnenoBaTenbHOCTH IEHCTBUI 1O 3amiuTe HHGOPMAIUH.

. BeisiBiieHne u aHanm3 HHPOPMAIMOHHBIX aKTHBOB.

. ®opmupoBaHue TpeOOBaHUIl MO 3alUTe HH(OOPMALIUH.

. IToxo1b1 K MOIETUPOBAHUIO HApyIIUTEIEH NHHOPMAITMOHHONW O€30TTaCHOCTH.

. YTpo3bl ”HPOPMAIIMOHHON O€30TIaCHOCTH.

. Cpencra 3amuThl HHPOPMAITUH.

. [Tporieccopsl.

. OcHOBHas (K311 ¥ OnlepaTUBHAS ) TaMSITh.

. BcmomorarenbHast maMsTh.

. YerpoiicTBa BBOJa-BbIBOAA (IIIMHBI, MOHUTOPBI, IPUHTEPHI).

. YcrpoiicTBa BBOIa-BbIBOIA (KJIaBUATYPHI M MBIIIH, BEO-KaMepbl, MUKPO(DOHDI).

. O6muii crioco® xpaHneHust 1 00pabOTKH HHPOPMAIIHH B KOMITBIOTEPE.

. [loHsATHS OMIEpalMOHHOM U (haliIOBON CHCTEM.

. CyObexTsl, 00BEKThI, METO/IbI U MIpaBa IOCTYIIA, IPUBUJIETUU CYOBEKTa JOCTYIIA.
. AuckpenioHHOE yrpaBieHHE JOCTYIIOM.

. MangatHoe ynpaBieHre JOCTYIOM.

. Unentudukanus, ayreHTUPUKAIUS U aBTOPU3ALIUS.

. YrpaBiieHHE JOCTYIIOM B OIICPAIIMOHHBIX cHcTeMax cemeiicTBa Windows.

. Unentudukanus, ayreHTudukanuss W aBTOpHU3alMsl B OINEPAIMOHHBIX CHCTEMax

cemeiictBa Windows.

Peanuzanus ayqura B onepalMoHHbIX cucTemax cemeiictea Windows.
VipasieHue T0CTYIIOM B OTIEPAI[MOHHBIX CUCTEMax cemeiicTBa Linux.
Wnentnukanms, ayTeHTHQUKANMs M aBTOpPU3AIlMs B OMNCPAIMOHHBIX CHUCTEMax
cemeiicTBa Linux.

Mogens ISO/OSI.

ApXUTEKTYpa U OCHOBHBIE TIPOTOKOJIBI JIOKAJTbHBIX BBIYHCIUTEIIBHBIX CETEH.
Knaccugukanum ceTeBbIX yrpos, ya3BUMOCTEH U aTax.

CerteBble aTaku Ha pa3nuyHbIX ypoBHsIX Mozaenu |SO/OSI.

Knaccugukamus BpeZJoHOCHOTO TPOrpaMMHOTO 00ecieueHHs..

[Ipu3HaKK MPUCYTCTBUS BPEJOHOCHOTO MPOTPAMMHOTO 00eCTIeueHHs.
Metoabl 00HapYKEHUSI BPEJOHOCHOTO MPOrPaMMHOT0 00eceueHusl.

MecTo 1 posib MEXCETEBBIX SKPAaHOB B 00ECTIEYEHNHU CETEBOM O€30MacHOCTH.
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49. Knnaccuguxanus MeKCeTeBbIX 3KPaHOB.

50. OcHOBHBIE BO3MOKHOCTH MEKCETEBBIX IKPAHOB.
51. JlocTOMHCTBA U HEAOCTATKU MEXCETEBBIX IKPAHOB.
52. TlocTpoenue npaBuil GUIBTPALINH.

53. Kpunrorpagus apeBHEro Mupa.

54. Kpunrorpadust CpeIHUX BEKOB.

55. Kpunrrorpagus smoxu BospoxaeHust.

56. Kpunirorpadust HoBoro Bpemenu.

57. CummeTpuyHas 1 aCHMMETPUYHAS KPUITOTpadus.
58. BBIYHCIUTETHHO CIIOKHBIC 331a9H MaTEMATHKH.
59. Kpunrocucrema RSA.

60. [TonsiTre KpunTorpagpuyeckoro MPOTOKOIA.

61. CBoiicTBa MPOTOKOJIOB, XapaKTEPU3YIOIIHE UX O€30MaCHOCTb.
62. Cxembl LU(POBOI MOAMHUCH.

HpaBu.ﬂa BbICTABJ/ICHHUA OLICHKHN HA 3a4€Te.

B mpouecce 3auera TpeOyeTcsi OTBETUTh Ha OJMH M3 IPUBEJIEHHBIX BbIIE BompocoB. Ha
IIOATOTOBKY K OTBETY JIa€TCsl HE MEHee | akaeMU4ecKoro Jaca.
I1o uroram 3adera BBICTABIISAETCS OJJHA U3 OLIEHOK: «3aYTCHO», «HE 3a4TEHOM.

Ounenka «3a4TeH0» BBICTABIAECTCS CTYACHTY, KOTOPBIM JIE€MOHCTPUPYET BIaJCHHE
COJIEpKAaHMEM MaTepHuajia U MOHATHMHBIM allapaTroM TEOPHH ICEBIOCIY4alHBIX T€HEPATOPOB;
yMEeT CBSI3bIBaTh TEOPHIO C MPAKTUKOH. B 0TBeTe MOTyT NOmMycKaThCsl OTAEIbHbIE HETOYHOCTHU
(HECYyIIeCTBEHHBIC  OMIMOKH), KOTOpPhIE  HWCHOPABJSAIOTCS  CaMUM  CTYACHTOM  TIOCIe
JOTIOTHUTENBHBIX U (WJIM) YTOYHSIOIIMX BOIMPOCOB SK3aMeHaropa. Ha dacTe NOMOMHUTETHHBIX
BOIIPOCOB CTYAEHT MOKET HE J1aTh OTBET WJIM JaTh HEBEPHBIM OTBET.

Ounenka «He 3a4TeHO» BBICTABIACTCS CTYIEHTY, KOTOpPBIH JAEMOHCTPUPYET
pa3po3HeHHbIE, OECCUCTEMHbIE 3HaHUS; OECTOPSAI0YHO M HEYBEPEHHO HU3JIaraeT maTepuan; He
yMEeT BBIJICNISTh IJIaBHOE U BTOPOCTENIEHHOE, HE YMEET COCIUHATh TEOPETHUECKUE MOJIOKEHUS C
MIPAKTUKOM; JoMycKaeT rpyOble OMNUOKU MPH ONpeAeTICHUH MOHITHM, BCIEACTBHE HEMOHUMAaHUS
UX CYHIECTBEHHBIX U HECYIIECTBEHHBIX MPU3HAKOB M CBA3CH; JaeT HEMOJHbIE OTBETHI, JIOTUKA U
MOCJIEIOBATEILHOCTh M3JIOKEHHUS KOTOPBIX MMEIOT CYIIECTBEHHbIE U MPUHIHUIMHUAIbHBIE
HapyIIeHUs, B OTBETaX OTCYTCTBYIOT BBIBOJBI. JOMOJHUTENbHBIE M YTOYHSIOIIUE BOIPOCHI
9K3aMEHaToOpa HE MPHUBOJAT K KOPPEKIMH OTBETOB cCTyldeHTa. Ha OCHOBHyIO 4acTh
JIOTIOTHUTEIBHBIX BOMIPOCOB CTYACHT 3aTPYyIHSAETCS AaTh OTBET UIIU 1a€T HEBEPHBIC OTBETHI.

Onenka «He 3auTeHO» BBICTABIIACTCS TAKXKE CTYACHTY, KOTOPBIHN B35 9K3aMEHAIMOHHBIN
OuneT, Ho OTKa3aJcs JaTh Ha HETO OTBET.
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IIpunosxkenne Ne2 k padoueil nporpaMmMe JHCHUTNIINHBI
«be30macHOCTh B COBPeMeHHOIl HH(OPMALIMOHHOH cpeae»

MeToauueckue YKa3aHusl 1Jis oﬁyqalomnxca 0 OCBOCHMIO JUCIIUITJINHBI

OcHoBHOI (hopMOW HM3J0KEHUSI YIeOHOTO MaTepHaia 1Mo JUCIMIUINHE «be3omacHocTh B
COBpPEMEHHON WH(GOPMAIIMOHHOW Cpefie» SIBISIOTCS JIEKIMU, YTO CBS3aHO, MPEXKAE BCEro, ¢
HOBU3HOM MaTepuaina s oOydaronuxcs. [1o O0NBIIMHCTBY TEM MPeTyCMOTPEHBI TPAKTUYECKUE
3aHATHUSA, TENBI0 KOTOPBIX SIBJISETCS 3aKPEIUICHHE JIEKIIMOHHOIO MaTepuajia MyTeM penieHus
CrHelHalIbHbIM 00pa3oM NoJ00paHHbIX MPAKTUYECKUX 3a/au.

Jist  ycmemrHoro  OCBOCHHSI  AUCIHUIUIMHBI  BaXKHO  CaAMOCTOSITENIBHOE  U3YYCHHE
TEOPETUYECKOTO MaTepHalia M pEIICHHE TMPAKTHUYEeCKUX 3a/Jad, KaK B ayIuTOPUH, TaK H
CaMOCTOSITEJIBHO B KAYECTBE CAaMOCTOSTENbHOUM paboThl. [Iprmeps! perenus 3a1ad pa3ouparoTcs
Ha JICKIUSAX W TMPAKTUUECKUX 3aHATUSX, MPU HEOOXOJUMOCTH IO Haubojee TPYAHBIM TeMaM
MPOBOJATCS IOTIOJIHUTEbHBIE KOHCYNbTAIIMU. OCHOBHAS II€JIb PEIMICHUS MPAKTHYECKUX 3a/1a4d —
MMOMOYh YCBOWTH OCHOBHBIE MOHSTHUS WHMOPMAIIMOHHOW O€30MacCHOCTH, WX OIpEACNiCHUs, a
TaKk€ OCHOBHBIE METOJBI M CpelCcTBa obecrieueHus WHGOpMAIMOHHOW Oe3omacHOCTH. Jlist
pereHuss 3agad HEOOXOIWMO HE TOJBKO 3HATh, HO M TOHUMATh JIEKIIMOHHBIA MaTepuall.
[TosTomy B mporecce wu3ydeHUs UCIMIUIMHBI PEKOMEHIYETCS peryispHas paboTa ¢
KOHCITEKTaMH JIEKIIUIA U PEKOMEHIOBAHHOM JIUTEPATYPOH.

Bonbmioe BHUMaHWE AOHKHO OBITH YIAEIEHO CaMOCTOATENbHOW paboTe. B kadectBe
3aJlaHUM JJI CaMOCTOSITENbHON pabOoThI J0Ma CTYAEHTaM Ipeaaraiorcs 3aJadyu, aHaJOrMYHbIe
pa3o0paHHBIM Ha JIEKIHSIX U MPAKTHUECKUX 3aHATHSAX WM CX0KHE C HUMH.

Jlis mpoBEepKM M KOHTPOJISL YCBOEHHUS TEOPETUYECKOTOo Marepuaia, MpuoOpeTeHHBIX
MPAKTUYECKUX HABBIKOB Pa0OTHI C OCHOBHBIMHU MOHATHUSAMHU B TE€UEHHE OOYYEHHsS MPOBOISATCS
MEpPOTIPUATHS TEKyIeH aTTecTalliy B BUJE TeCTUPOBAHUN. Takke MpOBOAATCS KOHCYJIbTAllUU
(mpu HEOOXOIWMOCTH) TIO JICKIIMOHHOMY MaTepuany M pa300py HEKOTOPBIX 3alaHui s
CaMOCTOSITEIHHOU PaOOTHI.

B KkoHIe uW3ydyeHHs IUCHUIUIMHBI CTYIEHTHl CHAIOT 3a4yeT. 3adeT MPOBOAUTCS Ha
OCHOBAHUU BBITIOJIHEHUS TECTOBBIX 33JaHUil U cobeceqoBaHUS Ha OCHOBAHUU CIIMCKAa BOIIPOCOB
K 3a4€Ty, KOTOPBI 0XBATHIBAET MOJTHOCTHIO BCIO MPOTrPaMMY JAUCHUTIIHHBI.
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