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1. Ileau ocBOEHMS TUCHUILTMHBI

Hucuummna  «OOecrnieyenne  MHQOpPMAMOHHONW  Oe30macHOCTH»  00ecTeYMBaeT
npuoOpeTeHne OOyYarONIMMUCA 3HAHWUH, YMEHMH W HaBbIKOB 10 KommeteHiuu OIIK-1.
«Croco0eH MOHMMATh MPHHLUIBI Pa0OThl COBPEMEHHBIX HH()OPMAIIMOHHBIX TEXHOJIOTHH WU
MCIIOJIb30BATh UX JUIS PeIIeHus 3a7a4 MpodeccnoHalbHOM e TeIbHOCTI

OCHOBHOH LI€IBbI0 HU3YYEHHS] AMCLMILIMHBI SBIISETCS TEOpETHUYECKass M IPAKTHYECKas
MOJIFOTOBKA 00YYaIOIIUXCS K JIeATEIbHOCTH, CBSI3aHHOW C MPUMEHEHHUEM COBPEMEHHBIX CPE/ICTB
¥ METOJIOB 3aIIUTHI HH(OpMAIK B MOBCETHEBHON U MpodeccuoHanbHoi aestensHoctu. Kype
JaeT IMpeACTaBICHHEe O MecTe U poJii MH(GOPMALMOHHON O€30MacCHOCTH B COBPEMEHHOM MHUDE.
Ero wm3ydenue naer BO3MOXHOCTb CO3HATEIBHOTO HCIOJIb30BaHUSA, OOpAOOTKM M 3aIHUTHI

nH()OpMaIIUH.

2. MecTO TMCUMILIMHBI B CTPYKTYpe 00pa3oBaTeIbHOM MPOrpaMMbl

JlaHHast TUCIUTUIMHA OTHOCHUTCS K (PaKyIbTaTHBHBIM JUCIUTUTHHAM.

Juctummaa «Obecnieuerre nHGOPMAITMOHHON 0€30MaCHOCTHY UTPAET BAXKHYIO POITb IS
obmenpodeccuoHanbHON MOATOTOBKY 00y4YarOIIEerocs.

3. Ilnanupyembie

pe3yabTaThl

06yqe}mﬂ nmo AUMCHMIIJIMHE,

COOTHECCHHBIC C

IUIAHUPYeMbIMU pe3yabTaTtamu ocBoennsi OIl 0akanaBpuara

[Tponiecc n3yueHus: AUCIUILIMHBI HATIPaBIIeH Ha (POPMHUPOBAHUE CIICTYIONTUX
komneTeHuii B coorBeTcTBr ¢ @I'OC BO, OOIT BO u npuoOpereHus clieayomux 3HaHuH,
YMEHMM, HaBBIKOB U (MJIM) OTIbITA IEATEIbHOCTH:

Dopmupyemas
KOMIIeTeHI s
(xkoa u
¢opmynaupoBka)

HNnaaukaTop nocTuxkeHust
KOMIIeTeHINH
(ko u GpopMyJIPOBKA)

Ilepeuyenn
IUVIAHNPYEeMBbIX Pe3yJbTATOB 00y4eHus

OomenpodeccuoHaIbHbIE KOMIIETEHIIUA

OIIK-1 Cnocobexn
MPUMEHSTh
COBpEMEHHBIE
WHPOPMAITMOHHO-
KOMMYHUWKAIIMOHHBIE
TEXHOJIOTHH U
IPOrpaMMHBIE CPEICTBA
IIPY TIOCTaHOBKE U
pellICHUH 3a/1a4
npo(eCcCHOHATTBHON
JeATeIbHOCTH B cepe
COLMATEHON pabOTHI

N-OIIK-1_4. ITpumensier
COBpeMeHHbIe HH()OPMAIIOHHBIE
TEXHOJIOTHH U IIPOTPAMMHBIE
CPEICTBA IIPU B3aUMOJICHCTBHY C
00BbEKTaMU U CyOBEKTaMH
poheCCUOHATIBHOM
JEATEITLHOCTH C Y9EeTOM
TpeboBaHmii HH()OPMAITMOHHON
0e301acHOCTH B cepe
COIMAIILHON PabOTHI

3Hams:
OCHOBHBIE TIOHSTHA B 00J1acTH 00paboTKH
U 3ammThl  mHQOpMarmMM M HX

OTIpEICTICHUS; MOCJIEI0BATENIBHOCTD
BBITTOJIHEHUS pabor WO  3ammTe
uHpopManuy; Kaccudukanmio
HapyLIuTenen WHPOPMAITHOHHOH
0e30macHOCTH; BUABI W Ha3HAUCHHE
CPEJICTB 3aIUThl HH)OPMAIIUH.

Ymems:

yCTaHaBJIUBATh u OCYLIECTBIISTD
MEPBUYHYI0O HACTPOHKY OIEpaIriMOHHBIX
CHCTEM, aHTUBHPYCHBIX  CpPEICTB W
MEXKCETEBBIX IKPAHOB.

Bnaoemyv nagvikamu:

paboTBI  CO  CpemcTBaMU  3aIlUThI

nHpopmanum




4. O0beM, CTPYKTYPA U coJepKaHue JUCHUILUINHBI
OO01mast Tpy10€MKOCTh TUCIUTUTHHBI COCTABIISIET 2 3a4€THBIC SAMHUIIBI, /2 aKaJl. Jaca.

Ne Tembl (pa3zaeJibl) Buabl yueOHBIX 3aHATHI, ®opMBI
n/n AUCUHUILUIMHBI, BKJIIOYAsl CAMOCTOSATEIbHYIO TeKyILlIero
HX cojiepiKaHue padoTy CTY1eHTOB, KOHTPOJIsI
= U UX TPY10eMKOCTh ycIieBaeMoCTH
3 (B akajeMHYeCKHMX Yacax)
é ®opma
NPOMesKY TOYHOMH
aTTecTaluM
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1 OpraHu3alMoOHHbIE
OCHOBBI
olecrneyeHust
HH(OPMALHOHHOM
0e3omacHOCTH B
Poccuiickoi
Degepauuu
Tema 1.1 | [IpaBoBbIE OCHOBBI 3| 2 1 Tecr
obecnieueHus
nH(pOpPMaIIMOHHON
0€30MacHOCTH
Tema 1.2 | 3ammra 3 2 1 Tect
MEPCOHATIBHBIX
JAHHBIX
Tema 1.3 | OpraHu3zalioHHbIC 3 2 1 Tect
OCHOBBI
obecnieueHus
nH(GOpPMaIIMOHHOMN
0€30MacHOCTH
6 mom yucne ¢ 30 u 6 3 Buneonexkuun
J[OT TEKCTOBBIE
MaTepHabl
yueOHOro
rnocoowus,
MpPE3eHTaI1H, TECT
BOVYK B
DemidOnline
Paznen | Apxurekrtypa 3| 2 1
2 KOMIIbIOTEpa




Tema 2.1 | ApxutekTypa Tecr
KOMITBIOTEpa
6 mom yucae ¢ 30 u Buneonexnnu
JIOT TEKCTOBBIC
MaTepHUaJIbI
yueOHOTo
ocoous,

HpGSCHTaL{I/II/I, TCCT
BDOVYK B
DemidOnline

Paznen

OcHOBBI
HHGpOPMAIITUOHHOM
0e30IacHOCTH B
onepanuoOHHbIX
cHCTEMAX

Tect

Tema 3.1

Beenenue B
UHGOPMALIMOHHYIO
0€301acHOCTh
OTlEPaIIMOHHBIX
CHCTEM

Tect

Tema 3.2

NudopmanmonHas
0e301acHOCTh
OIEePALMOHHBIX
CHCTEM CEMEICTBA
Windows

Tect

Tema 3.3

NudopmanmonHas
0e301acHOCTh
OTTEePAITMOHHBIX
CHCTEM CeMeMcTBa
Linux

Tect

6 mom yuciae ¢ 0 u

JIoT

Buneonexmnuu
TEKCTOBBIE
MaTepUabl
y4eOHOro
Iocoous,
MIPE3CHTAIINH, TECT
B OYK B
DemidOnline

Pa3nen

OcHOBBI
HH(OPMALIMOHHOM
0e30IacHOCTH B
JOKAJbHBIX
BBIYHCJINTEIbHBIX
ceTsx

Tema 4.1

Bgenenue B
APXUTEKTYPY
JIOKQJTLHBIX
BBIYHCITUTENBEHBIX
cereit

Tect

Tema 4.2

CerteBble YIpo3bl U
METOJIbI

Tect




MPOTUBOACUCTBUS
M
Tema 4.3 | MexcereBblie 3 1 3 3 Tect
JKpaHbI
6 mom yucae ¢ 30 u 3 3 11 Buneonexuun
JIOT TEKCTOBBIC
MaTepUaJIbI
yueOHOTo
Iocoous,
MpPEe3EHTAINH, TECT
BOYK B
DemidOnline
Paznen | Kpunrorpaduuec 3 2 2 3
5 KHEe METObI
31U ThI
HHpopManuu
Tema 5.1 | BBenenue B 3 2 2 1 3 Tecr
KpUNTOrpapruecKu
€ METOBI 3aILMUTEI
nHpOpMAIN
6 mom yucae ¢ 30 u 2 1 1 3 Buneonekmun
JIOT TEKCTOBBIC
MaTepUAJIbI
y4eOHOro
mocoous,
MIPEe3EHTAIINH, TECT
BOVYKB
DemidOnline
3 0,3 6,7 | 3auer
Beeroza 3 cemectp | 72 | 18 | 18 2 | 03| 337

Conep:xanue pa3iejioB NPOrpaMMbl U CUUIIMHBI
«Oobecneyenue HHPOPMALMOHHOI 0€30MIACHOCTH »

Pazgen 1. IlpaBoBble M OpraHu3alHOHHbIE OCHOBBI o0ecrnedyeHuss HHEPOPMAIMOHHOIM
O0esonacHoctH B Poccniickoit @enepanuu.

Tema 1.1. IIpaBoBbIe OCHOBBI OOecTieueHHs HHPOPMALIMOHHOM 6€30acHOCTH.

OcHoBHBIE NpaBa rpax/ad B chepe 00paboTKu U 3amuThl HHGopMaruu. OCHOBHBIE TPUHIIMITBI
IIPaBOBOIO pEryIUpOBaHUA B 00jacTH 00paboTkM W 3amuThl HHGopmanuu. WuHdopmanms.
OcHOBHBIE CBOMCTBa ©0e30macHOCTH HMH(OpMAIUKM: KOHPHUIECHIMATIBHOCTh, IEJIOCTHOCTD,
JOCTYITHOCTh. BHIBI MHPOpPMANUU MO MOPSAAKY IOCTyNa W pacmpocTpaHeHus. OrpaHuueHHe
noctyna K wuH(popmamuu. Bunel Taiin. OO6nanatens uHpopmanuu. HHpopmannoHHbIE
texHojoruu. MHpopmannonusie cuctemsl. OnepaTtop HWHGOPMALMOHHONW CHCTEMbI. 3alluTa
uHpopmanuu. OOBEKTHl 3alIUThl. BUABI OTBETCTBEHHOCTH B cdepe 0O0pabOTKM M 3aIIUTHI
uHpOpMaIIUK.

Tewma 1.2. 3amuTa N€pCOHANBHBIX TaHHBIX.

[lepconanbHble MaHHBIE W TNPUHIUNBL WX 00paboTkH. BuIbl NepCOHATBHBIX JAHHBIX:
CrieluagbHble, OMOMETpUYECKHE W OOMIEAOCTYMHBIC. YCIOBHS OOpabOTKHM TEPCOHATBHBIX



nanHbix. Corynacue Ha o0O0paOOTKYy NEpCOHANbHBIX JaHHBIX. TpaHCrpaHWYHas mepegaya
MEPCOHANBHBIX NaHHBIX. [IpaBa cyOBEKTOB MEpCOHANBHBIX AaHHBIX. OmnepaTop MepCcOHATBHBIX
JaHHBIX W ero o0sf3aHHOCTH. Mephl oOecrneueHuss Oe30MaCHOCTH IEPCOHATIbHBIX JaHHBIX.
KoHTponb 1 Haf30p 3a BBHITOJIHEHHEM Mep M0 00eCNeYeHUI0 0€30IacHOCTH. Y TOJIHOMOYEHHBIN
OpraH I0 3alIUTe PaB CyObEKTOB MEPCOHANBHBIX TAaHHBIX.

Tema 1.3. Opranu3aiiuoHHBIE OCHOBBI 00ecTieueHus: MHPOPMAITMOHHON 0€30MacHOCTH.

Kakue Borpockl craBuT uH(popMaionHas 6e3onacHocts? [locnenoBareabHOCTh ASWCTBUNA O
3ammre uHpopMmanuu. BpisiBieHue W aHanu3 WHGOPMALMOHHBIX aKTUBOB. DopMupoBaHHe
TpeboBanuili mo 3ammure uHbopMauuu. [loaxoabpl K MOIEIMPOBAHUIO HAPYIIUTENIEH U Yrpo3
uHPOPMALMOHHOM Oe3omacHoCTH. BbIOOp cpencTB 1 MeToA0B 3amuThl HHPpOpManuu. Bueapenue
CUCTEMBI 3alIUThl HHPOpMAITUU. DKCIUTyaTalllsl CHCTEMBI 3aIllUThl HH()OPMALIUU.

Pa3znes 2. ApxuteKkTypa KOMNblOTEpa.

Tema 2.1. BBenenue B apXUTEKTYpy KOMIIbIOTEPA.

[Ipoueccoprl. OcHOBHAs (K311 U onlepaTHBHAas) MaMsATh. BeriomorarensHas maMsth. Y CTpoiicTBa
BBOJIa-BbIBOAA (IIMHBI, MOHUTOPBI, KJIABHATypbl M MBIIIM, BEO-KaMepbl, MPUHTEPHI).
[IepcoHanbHbIE KOMITBIOTEPHI U MOOUIILHBIE YCTPOMCTRA.

Pa3nen 3. OcHOBBI HH(POPMANMOHHOI 0€30MACHOCTH B ONEPANMOHHBIX CHCTEMAX.

Tema 3.1. Begenue B nH(GOpMaMOHHYIO OE30MACHOCTH OMEPAIIMOHHBIX CUCTEM.

OO6mwmit ciocod xpaHeHus U 00padoTku HHpopMaIu B KoMmnbioTepe. [IoHATHS onepalliOHHON 1
¢ainoBoil cucreM. CyObekTbl, 0OBEKThI, METO/AbI M IpaBa JOCTYyMa, NMPUBUIETUU CYyOBEKTa
noctyna. JIMCKpEeMOHHOE yIpaBiCHHE JOCTYIIOM, MAaHJAAaTHOE YIPaBIECHUE JIOCTYIIOM.
Wnentudukanys, ayTeHTUGHUKAIMS ¥ aBTOpu3anus. AyreHTHu(UKanus Ha OCHOBE MapoJiei, Ha
OCHOBE BHEIIHMX HOCUTENEH KIltoua, OnoMeTpudeckas ayTeHTH(PUKAIKSI.

Tema 3.2. UadopmannonHas 6€30macHOCTh OTEPAIMOHHBIX crcTeM ceMeiictBa Windows.
VipasieHue JOCTYIIOM B ONEPalMOHHBIX cucTeMax cemeiictBa Windows. Vaentudukarpus,
ayTeHTH(UKAIMSI U aBTOpU3AIUs B ONIEPAIIMOHHBIX cucTeMax cemerictBa Windows. Peanu3zanus
ayaMTa B ONEpallMOHHBIX cucTeMax cemeiictBa Windows.

Tewma 3.3. UndopmarnronHast 6€30mMacHOCTb OMEPAIMOHHBIX CUCTEM cemeiicTBa Linux.
VipasieHue AOCTYIIOM B OICPAMOHHBIX cHCTeMax cemeiicTBa Linux. WaeHtudukarms,
ayTeHTH(UKAIUS U aBTOPHU3AllUs B ONCPAIMOHHBIX CHCTeMax cemeiictBa Linux. Peamuzanms
ayJMTa B ONEPAlMOHHBIX cUCTeMax cemeiicTa Linux.

Paznen 4. OcHoBbl HHGOPMAITMOHHOM 0€30MACHOCTH B JIOKAJIbHBIX BHIYMCJIUTENbHBIX CETAX.
Tema 4.1. BBenenue B apXUTEKTYpY JIOKaIbHBIX BBIYUCIUTEIbHBIX CETEH.

JlokanpHbie BhryHciuTeNnbHbe ceTh. Monens ISO/OSI. ApxutekTypa U OCHOBHBIE MPOTOKOJIBI
JIOKAJIBHBIX BBIYNCIUTEIbHBIX CETEH.

Tema 4.2. CereBbie Yrpo3bl U METOJIbI TPOTUBOACHCTBUS UM.

Knaccudukanum ceteBbIX yrpos, ysa3BUMocTel U aTtak. CeTeBble aTaku Ha Pa3IMYHbIX YPOBHSX
monenn ISO/OSI. Knaccudukanus BpeaOHOCHOIO MporpaMMHOro oOecnedeHus. [Ipusnaku
IPUCYTCTBUS BPEIOHOCHOTO IPOrpaMMHOro odecrieueHus. MeToabl 0OHapyKeHusl.

Tema 4.3. MexceTeBble SKPaHBI.

MexcereBble 3kpanbl (M3J). Mectro u poiar MDD B olecrneuyeHMM CeTe€BOM 0€301MacHOCTH.
Knaccudpukanus MD3. OcHoBHble Bo3MOkHOCTH MD. JlocToumHcTBa M HemoctaTku MDO.
[TocTpoenue npaBui GpUIbTPALHH.

Pazgen 5. Kpunrorpaguueckue MeToAbl 321U THI HHGOPMALUH.
Tema 5.1. BBeaenue B kpunrtorpauueckue METOIbl 3alUThl HH(OPMALIUH.



Ucropuueckuii  odyepk pasButus kpunrorpadpun. CuUMMeTpuyHas ¢ aCUMMETPUYHAS
kpunTorpadus. BeraucnutenbHo cliokHble 3a1aun MaTematuku. Kpunrocucrema RSA. [onsitre
Kpuntorpaduueckoro nporokosia. CBoiicTBa MPOTOKOJIOB, XapaKTEPU3YIOIINE UX 0€30MaCHOCTb.
Cxembl u(poBoii moAmuCH.

5. Oﬁpa30BaTeJ’leLIe TEXHOJOT'UHU, B TOM YUCJI€ TEXHOJIOI'UH IJTCKTPOHHOT0 oﬁyqennﬂ H
AUCTAHIIMOHHbIC 06pa3OBaTeJIbHI>Ie TEXHOJOTHH, HCITOJIb3YEMBbIC IIPH OCYIIECTBJICHUHA
06pa30BaTeJ'[I:HOFO nmpoumecca mo TMCUIJINHE

B mpouiecce 00yueHus HCTIONB3YIOTCS CIEAYIOLE 00pa30BaTeIbHbIe TEXHOIOTHHU:
AkajeMuyeckasi JieKHUsl (WM JIEKUUs OOILEro Kypca) — IOCIEN0BATeIbHOE HU3JI0KEHUE
MaTepuaina, OCYIIeCTBIIEMOe MPEUMYIIIECTBEHHO B BHJIE MOHOJIOTA MpenoaaBarels. TpedoBaHus
K aKaJIeMUYECKOM JIEKIIMH: COBPEMEHHBIN HAayUHbIM YPOBEHb M HACHIIICHHAS HH()OPMAaTUBHOCTbD,
yOenuTenbHas apryMeHTalus, IOCTYIHAs U MIOHATHAS PEeUb, Y€TKasi CTPYKTYpa U JIOTHKA, HATHIUe
SAPKUX MPUMEPOB, HAYYHBIX JI0KA3aTEeIbCTB, 000CHOBaHUH, (PaKTOB.

IIpo6aeMHas JeKIUA — U3JIOKEHUE MaTepUalia, MPEe/IoJiarallee MOCTaHOBKY TPOOJIEMHBIX U
JTUCKYCCUOHHBIX BOIPOCOB, OCBEIICHHE pPA3JIMYHBIX HAYYHBIX MOJXOJI0OB, aBTOPCKHE
KOMMEHTApUHU, CBA3AHHBIC C PA3TMYHBIMUA MOJCISIMH HMHTEPIPETAIIMN M3y4aeMOro MaTepuaa.
[IpoGieMHas JeKiMs HAaYMHAETCA C BOIMPOCOB, C MOCTAHOBKU MPOOJIEMBI, KOTOPYIO B XOJ€
U3NIOKEHUSl MaTepuana HeoOXOoAMMO pemuTh. B nekuuu coderarorcs MNpoOJIeMHBIE H
nH(popMannoHHbIie Havyasa. [Ipu 3ToM Mpoliecc Mo3HAHUS CTYJCHTOB B COTPYAHUYECTBE U IUATIOTe
C TpemnojaBareieM MNPUOMMKAeTCs K IIOUCKOBOHM, MCCIENOBATENbCKOW  JEATEIbHOCTH.
Conepxkanrie TMpoOJEeMbl PaCKpBIBAETCS IIyTeM OpraHU3allMy IOMCKa €€ pEIICHUs] WU
CYMMHPOBAHHUS U aHAIH3a TPAAUIIMOHHBIX M COBPEMEHHBIX TOUEK 3PEHUSI.

IIpakTHYeckoe 3aHATHE — 3aHATHE, TTOCBSAIIIECHHOE OCBOCHUIO KOHKPETHBIX YMEHUN U HaBBIKOB
Y 3aKPETUICHUIO TIOJTYYCHHBIX Ha JICKITUU 3HAHUMN.

DneKTpoHHBIN yueOHBbIN Kypc «Obecneuenue nHGopMaIMOHHON 0e30IacHOCTUY Ha MIaTdopme
onnaiiH-00y4yenuss DemidOnline, B koTopom:

- IpeJCTaBICHbl BUCO-JIEKIIUI 0 BCEM TeMaM JUCIUIUTUHBI M IPE3EHTALIMU K HUM;

- NIPEICTaBICHBI TEKCTHI JIGKIIUHN 110 BCEM TeMaM JUCIUILUIHHBL,

- IpeCTaBJIeHbI IPaBUiIA MIPOXOXKIECHHS TPOMEKYTOUHOM aTTeCTalluU MO AUCIUIUINHE;

- NpPEJCTAaBICHbl TECThl 1O TeMaM JAUCHUUIUIMHBL JJIi  CaMOCTOSATENBbHOM  paboThl
00yYaromuxcs;

- HOCpeACTBOM  (popyMa  OCYLIECTBIISICTCS  CHUHXPOHHOE U (MJIM) aCHHXPOHHOE
B3aUMO/IEIiCTBHE MKy 00yUaroIMMUCS U MPEoiaBaTesieM B paMKax U3y4eHHs JUCLUIUINHBL.

6. [lepeyeHb JIMIEH3MOHHOTO W (WJIH) CBOOOAHO PACHPOCTPAHSIEMOr0 MPOrPaMMHOIO
o0ecrieyeHusi, HMCNOJb3YyeMOro0 IPH OCYIIECTBJICHHH 00pa30BaTeJbHOIO Impolecca Io
AUCHUILIAHE

B nporiecce ocymiecTBiaenus 00pa3oBaTeIbHOTO MPOIecca UCIOIb3YIOTCS:

- IporpaMMHoOe oOecriedeHue JUIsl CO3JaHusl U AIEMOHCTPalliy pe3eHTalui, HIUTFOCTpalui
U IPYyTrUX Y4eOHBIX MAaTEPUAIIOB:

- Microsoft Windows (B cocraBe Microsoft Imagine Premium Electronic Software
Delivery);
- Microsoft OfficeSTD 2013;

— Virtual Box (cBo6onHo pacripoctpansiemoe [10);
- Ubuntu (cBo6oano pactpoctpansemoe I10);

- Kali Linux (cBobonno pacmipoctpansiemoe [10).
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- JUIE  TIoWCKa y4deOHOW Jsmreparypbl Oubmmoreku Spl’Y — ABToMaruzmpoBaHHas
6ubmmoreuynas nnpopmannonnas cucrema «bYKU-NEXT» (ABUC «byku-Nexty);

- NIPY MIPOBEICHHUH JICKIIUH UCIIOB3YIOTCS MYJIbTUMEIUHBIC TIPE3CHTAIINY;

- Py TPOBEACHUU JIAOOPATOPHBIX PA0OT HCHOJB3YIOTCS CPEICTBA BBIUYMCIUTEIBHOM
TEXHUKH, TTOJICPIKUBAIOIINE TIEPSUUCIICHHOE IIPOTPaMMHOE 00eCIIeUCHHUE.

7. IlepeyeHb COBpPeMEHHBIX NPO(ecCHOHAIBHBIX 0a3 [JaHHBIX W HHPOPMAIUOHHBIX
CIIPABOYHBIX CHCTEM, UCII0JIb3yeMbIX NPHU OCYNIECTBIEHNH 00Pa30BATEJIbHOIO MpoIecca 1mo
AUCUMIIJINHE

1. DnexkTponnnie katajoru Hb Apl'Y

(http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php) conepsat 6ubarorpaduueckue 3amnucu Bcex
BUJIOB JIOKYMEHTOB, COCTaBJISAIOMINX (DOH OMOTUOTEKH, HA PYCCKOM U MHOCTPAHHBIX SI3bIKaX.

2. DJIeKTpOHHasi oudMoTeKa yueOHbIX MaTepuanos SpIl'y
(http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php) comgepxur Gomee 2500 MOSHBIX TEKCTOB
y4eOHBIX U Yy4eOHO-METOAMYECKHX MAaTepUaOB MO OCHOBHBIM H3YyYaeMbIM IUCIHILIMHAM,
W3JIaHHBIX B yHUBEpcUTeTe. J[0CTyI B C€TH YHUBEPCUTETA, JIMOO IO JIOTUHY/TIAPOJIIO.

3. CnpaBoyHo-npaBoBas cucreMa «KoHCyJIbTaHTILIIOCH

(https://www.consultant.ru/) cipaBoYHO-IIpaBOBAasi CHCTEMa O 3aKOHOAATEIbCTBY Poccuiickoi
®enepanumu.

4. CnpaBouyHo-nipaBoBas cucrema «['apanm»

(http://www.garant.ru/) CrpaBOYHO-TIpaBOBasi CHCTEMa IO 3aKOHOIATENbCTBY Poccuiickoi
®enepanumu.

8. [lepeyeHb OCHOBHOIi W  JIONMOJIHUTEJIbHOW  y4eOHOIl  JUTepaTypbl, pecypcoB
HHG(POPMALMOHHO-TEJIEKOMMYHUKAUMOHHO ceTn «HWHTepHer» (IpM He00X0AUMOCTH),
PeKOMEeH1yeMbIX /IJIsl OCBOCHUSA U CIUIIINHbI

a) OCHOBHasl JIUTepaTypa

1. 3enkoB, A.B. MNudopmanuonHass 6e30macHOCTh M 3aliuTa MHPOPMALUU : Y4EOHUK IS
By30B/ A.B.3eHkoB. — 2-¢ m3i., mepepabd. u gon. — Mocksa : M3narenscTBo HOpaiit, 2025. —
107 c. — (Bricmiee oOpazoBanue). — ISBN 978-5-534-16388-9. — Tekct : 3neKTpOHHBIN //
OopasoBarenbHas mwiathopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/567915

2. UYepuoBa, E.B. WubopmarmonHas O0€30MacHOCTh YeNOBEKa : Y4eOHHK JUisi By30B /
E. B. UepnoBa. — 3-e u3a., nepepad. u gon. — Mocksa : MU3natensctBo Opaiir, 2025. — 327 ¢. —
(Beicmee oOpazoBanue). — ISBN 978-5-534-16772-6. — TekcT : anexTpoHHbI // OOpa3oBarenbHAs
iatdopma IOpaiir [caiit]. — URL: https://urait.ru/bcode/566457

0) 10MOJTHUTEJIbHAS JIUTEpaTypa

1. besonacHocTb B coBpeMeHHOI nHpopMaMoHHOi cpeze. Yacte 1: yueGHOe mocobue.
B.H. Kus3es, J[.M. Mypus; fpocux. roc. yu-T um. [LI'. lemunosa. - AApocnasns: UH/NUIT'O, 2021.
— 158 c. [https://e.lanbook.com/book/75150]

2.  Cononesuy, A. B. Kommbrotepusie cetu : yueOHuK / A. B. CononeBry. — MUHCK :
PUIIO, 2021. — 208 c. [https://e.lanbook.com/book/194950]

3. Pakurun, P. FO. Kommneiotepusie cetn : ydeOHOe mocobue / P. 0. Pakutun, E. B.
Mockanenko. — bapnayn : AntI'TIY, 2019. — 340 c. [https://e.lanbook.com/book/139182]


http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
https://www.consultant.ru/
http://www.garant.ru/

1. Tpynosoii koaekc Poccuiickoit denepanuu: @enepanbubiii 3akoH oT 30.12.2001 Nel197-
@3: [mpunsar [N'ocynapcrBennoi Jymoit 21.12.2001]: (¢ u3MeHEHUSIMU U TONOJIHEHUSIMH). —
HocTtyn u3 cupaBoOYHO-PaBOBOM cUcTeMbI «KOHCYIBTaHT MITIOCY. — TEKCT: AIEKTPOHHBIH.

2. @enepanbublii 3akoH 0T 27.07.2006 Nel49-®d3 «O6 unpopmarum, nHGOPMAITIOHHBIX
TEXHOJIOTHSAX M O 3ammre uHpopManun». [npuHaT ['ocymapcrBennoit Jymoit 08.07.2006]: (c
M3MEHEHUSMU U JIONOJHEHUsIMH). — JlocTyn U3 cipaBo4HO-IIpaBoBOil cucteMbl «KOHCYIbTaHT
IUTIOC». — [ €KCT: 3JI€KTPOHHBIM.

3. @enepanbhblil 3akoH 0T 27.07.2006 Nel52-®3 «O mnepcoHaJIbHBIX JAHHBIX»: [IPUHAT
I'ocynapcrBennoit Jymoit 08.07.2006]: (¢ m3MEeHEHHSAMH W JOmMOJHEHUsMH). — JlocTyn u3
CIIPaBOYHO-IIPABOBOM cUCTEMBI «KOHCYJIBTAHT ILTIOCY. — ['€KCT: 3JIEKTPOHHBIM.

4. [TonoxxeHnne o mnopsiake oOpamieHus co CclyXeOHOM uHpopManueld OrpaHuYeHHOTO
pacripocTpaHeHus B eiepaJbHbIX OpraHax MCHOJTHUTEIBHOMW BJIACTH, YIIOJHOMOYEHHOM OpraHe
YIIPABJICHUS UCIIOJIB30BAHUEM ATOMHOM SHEPTHM U YIOJIHOMOYEHHOM OpraHe M0 KOCMHUYECKOU
nesitenibHOCTHY: [yTBepkaeHo IlocranoBnenuem IlpaBurensctBa Poccuiickoit denepauun ot

03.11.1994 Nel1233]: (c u3MEHEHUSIMU U JOMOJHEHUsMHU). — JlocTynm U3 cripaBOYHO-IIPaABOBOU
cucreMbl «KOHCYIBTaHT TUIFOC». — T E€KCT: AIEKTPOHHBIN.

5. TpebGoBaHUs K 3alIMTE MEPCOHANBHBIX JAHHBIX MPU UX 00pabOTKe B MH(POPMAIMOHHBIX
CUCTEMaX MEePCOHANbHBIX JaHHBIX: [yTBepkaeHbl [locTanoBeHueM [IpaButenscTBa Poccuiickoit
Oeneparin ot 01.11.2012 Nel119]. — JlocTym U3 COpPaBOYHO-TIPABOBOM  CHUCTEMBI
«Koncynprantn [Imrocy. —TeKCT: 31eKTPOHHBIMN.

6. [lepeuenp Mep, HampaBlEHHBIX Ha OOECIEYEHHE BBINOJIHEHUS OO0S3aHHOCTEH,

nperycMoTpeHHbIX dDenepanbHbIM 3aKOHOM «O MEpCOHANBHBIX JaHHBIX» W HPUHSTHIMU B
COOTBETCTBUM C HHUM HOPMATHBHBIMH [PABOBBIMH aKTaMH, OIEpPaTOpPaMH, SBIISIOIIUMUCS
rOCy/IJapCTBEHHBIMU WJIM  MYHHUIMINAJbHBIMM oOpraHamu: [yrBepxkaeH IlocranoBienuem
[TpaButensctBa Poccuiickoit ®epeparun ot 21.03.2012 No211]: (c u3MEHEHUAMU H
JOTIONHEeHUAMHU ). — JlocTyn U3 cripaBouHO-1IpaBoBoi cucteMbl «Koncynbrantnllmoc». —TekcT:
JIEKTPOHHBIN.

1. [Tonoxxenne 06 0cOOEHHOCTIX 00PaOOTKHU MEPCOHABHBIX JAHHBIX, OCYIIECTBIsIEMON 0e3
WCIIOJIb30BAaHUsl CPEICTB aBTOMaru3anuu: [yrBepxkzacHo IlocranoBnenuem IlpaButenbcTBa
Poccutiickoit ®enepammm ot 15.09.2008 Ne687]. — JlocTym U3 CripaBOYHO-TIPABOBOI CHCTEMBI
«Koncynprantnl Iimtocy. —TeKCT: 3eKTPOHHBIM.

8. TpeboBaHust K MaTepHalIbHBIM HOCUTENISIM OMOMETPUUYECKUX MEPCOHAIBHBIX JAHHBIX U
TEXHOJIOTUSIM XpaHEHUs TaKUX JaHHBIX BHE MH(OPMAIIMOHHBIX CHUCTEM MEPCOHATIBHBIX JaHHBIX:
[yrBepxaeHo [TocranoBnenunem IIpaButensctBa Poccuiickoit @enepanuu ot 06.07.2008 Ne512]:

(c W3MEHEHUSMH U JIOMOJHEHUsIMH). — JIOCTYyn U3 CHpPaBOYHO-IIPABOBOW CHCTEMBI
«Koncynprantnlimrocy. —TeKcT: 237eKTPOHHBIMN.
9. Meroandeckue peKOMEHIALUU 0 YBEIOMIICHUIO YIIOJIHOMOYEHHOI'O OpraHa O Hadaje

00paboTKH MepCOHANTbHBIX JAHHBIX U O BHECEHUU U3MEHEHUH B paHee MPe/CTaBIEHHbIE CBE/ICHUS:
[yrBepxkaeHbl npukazom PockomHagzopa ot 30.05.2017 Ne94]: (¢ u3MEHEHMSIMH H
JOTIOTHeHUIMH ). — JlocTyn u3 cripaBouHo-1IpaBoBoii cucteMbl «Koncynbrantnllmoc». —TekcT:
JIEKTPOHHBIN.

10. TpeboBanust U MeToAbl MO O00E3TMYMBAHUIO IMEPCOHANBHBIX JAHHBIX: [yTBEpPXIACHbI
npuka3zoM PockoMHanzopa ot 05.09.2013 Ne996]. — JlocTyn U3 cipaBOYHO-TIIPaBOBOI CUCTEMBI
«KoncynprantnlIimrocy. —TeKCT: 3MeKTPOHHBIM.

11.  CoctaB M colepaHHE OPraHU3ALUOHHBIX M TEXHHYECKUX Mep IO 00ecrnedyeHuto
0€30MacHOCTH MEepPCOHANBHBIX NTaHHBIX NpU HUX 00paboTke B HHPOPMAILMOHHBIX CHCTEMax
NEepCOHANBHBIX JaHHBIX: [yTBepkAeHbl npukazoMm PCTIK Poccum ot 18.02.2013 Ne21]: (c

W3MEHEHUSIMA W JIONONHEHWsIMH). — JlocTym ®W3  CIpaBOYHO-TIPAaBOBOM  CHCTEMBI
«Koncynprantnllimtocy. —TeKCT: 3eKTPOHHBIM.
12. bazoBass momens yrpo3 0€30MacHOCTH MEPCOHANBHBIX NAHHBIX TPH UX 00paboTke B

MH(POPMALIMOHHBIX CUCTEMaXxX MEpPCOHAIBHBIX JaHHBIX (Brimucka): [yTBepikaeHa 3amecTHTeeM



mupekropa PCTIK Poccum 15.02.2008]. — JlocTyn H3 CIPaBOYHO-IIPABOBOM CHCTEMBI
«Koncynprantnllntocy. —TeKcT: 31EKTpOHHBII.

13. Metoauka onpeaeneHus akTyalbHbIX YIpo3 0€30MacHOCTH NEPCOHANbHBIX AAHHBIX MPU
ux oOpaboTke B HMHOOPMAIIMOHHBIX CHUCTEMax MEPCOHAJIBHBIX MJAHHBIX: [yTBEp)KICHA
3amectutenem aupekropa ®CTIK Poccun 14.02.2008]. — JlocTyn U3 CripaBOYHO-IIPABOBOM
cucreMsl «Koncynprantnllimtocy. —TeKeT: 3J1eKTpOHHBIM.

14. CoctaB u coaepxaHue OpPraHU3alMOHHBIX M TEXHMUYECKUX Mep IO 00eCHeyeHHIO
0€30IaCHOCTH TEPCOHANBHBIX JAHHBIX IMPH HX 00paboTKe B MH(POPMAIMOHHBIX CHUCTEMax
[EPCOHAIBHBIX JAHHBIX C HCIOJIb30BAHUEM CPEICTB KPUNTOrpaduyecKkoi 3anThl HHPOpMALKY,
HEOOXOIUMBIX JJI BBIIIOJHEHUS ycTaHOBIEHHbIX I[IpaButensctBoM Poccuiickoit denepanuun
TpeOOBaHUI K 3aIIUTE MEPCOHAJBHBIX JAHHBIX A KaXIOr0 W3 YpPOBHEH 3alUIEHHOCTH:
[yrBepxaensl mpukazoM @Ch Poccun ot 10.07.2014 No378]. — JlocTym U3 CIpaBOYHO-TIPABOBOMA
cucreMsbl «Koncynprantnllmtocy. —TekcT: 3eKTpOHHBII.

15.  Meroauueckue pEeKOMEHIAIMH 10 pPa3padOTKE HOPMATUBHBIX MPABOBBIX aKTOB,
OIpeNeNAIOIUX Yrpo3bl 0€30IaCHOCTH MEPCOHAIBHBIX JaHHBIX, aKTyallbHble MpU 00paboTke
NEPCOHAIbHBIX  JAaHHBIX B  HH(OPMALMOHHBIX  CUCTEMAaxX  IEPCOHAJbHBIX  JaHHBIX,
9KCIULyaTHPYEMBIX MPU OCYLIECTBICHUH COOTBETCTBYIOIIUX BUIOB JESITEIbHOCTH: [yTBEPKICHbI
pykoBojctBoM 8 Llentpa ®CB Poccun 31.03.2015 Ne149/7/2/6-432]. — JlocTyn U3 CrpaBOYHO-
npaBoBoii cucteMbl «Koncynprantnllntoc». —TeKcT: 31eKTpOHHBIH.

16. TOCT P 51275-2006 3ammra wunpopmammu. OObexT wuHpopMmaruzauuu. DakTopsl,
BO3/eHcTBYIOIME Ha MHpopMmauuto. O0mue nonoxxeHus. — JlocTyn U3 clpaBOYHO-IIPABOBOI
cuctembl K TEXOKCIIEPT». —TekcT: 351eKTpOHHBIH.

9. MartepuajbHO-TeXHUYeCKas 0a3a, He00X0AUMasl VISl OCYIeCTBJIEHHS 00pPa30BaTeILHOIO
npoiuecca no JUCHUILINHE

MarepuanbHo-TeXHUYECKass 0a3a, HEOOXoauMasi JUIsl OCYIIECTBICHHUS 00pa30BaTEIHHOTO
mpoliecca 1o AUCHUUTUIMHE BKIIIOUAeT B CBOM COCTaB CIielIUaTbHbIE TTOMEIICHHS:

-y4eOHbIC ayIUTOPUH IS IPOBEICHUS 3aHATHH JICKITMOHHOTO THIIA;

-y4eOHble ayIUTOPUU [UIsl TPOBENEHUS IabOpaTOpHBIX pPabOT, OCHAIICHHBIE CPEICTBAMHU
BBIYMCITUTEILHON TEXHUKH, MOMJISPKUBAIOIIMMU MPOrPaMMHOE OOECIieUeHre, yKa3aHHOE B
IIYHKTE 6;

- yueOHBIC Ay TUTOPUU JIJIS IIPOBEICHUS TPYIIIOBBIX U MHIUBHUIYAILHBIX KOHCYJIbTAIHIA;

- yueOHBIC ayTUTOPUH JIJISl IPOBEICHHUS TEKYILIETO KOHTPOJIS U IPOMEXKYTOUHOM aTTeCTaIUH;

- IOMEIIIEHUS TSI CAMOCTOSITEITLHOM PadoTHI,

- TIOMEIIEHUS Il XpaHEeHUs U TMPOQPHUIAKTUYECKOTO OOCTY>KMBaHUS TEXHUYECKUX CPEICTB
o0yueHusl.

[TomemieHus At CaMOCTOSITENEHOM PabOThl 00yUYaAIOUTNXCS OCHAIIEHBI KOMIIBIOTEPHON TEXHUKOM
C BO3MOKHOCTBIO TOJKITIOYCHUS K ceTH «MHTepHEeT» W 00ecredeHrneM JOCTYIa B IIEKTPOHHYIO
nH(HOPMaIIMOHHO-00pa30BaTENBHYIO CPEAY OPTaHHU3aIHIH.

Yucno mocagouHbIX MECT B JISKITMOHHOW ayIUTOPHH OOJbIIe JTHO0 paBHO CIIMCOYHOMY COCTaBY
MOTOKA, a B ayTUTOPUU JIJIsl MPAKTUIECKUX 3aHATUN (CEMUHAPOB) — CIUCOYHOMY COCTaBY TPYIIIBI
oOyJaromuxcsl.

ABTOp(BI):
Kann. ¢us.-mar. Hayk Mypun /1. M.
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IIpunosxkenne Nel k paGoyeii nporpaMmMe JUCHHMIIIMHBI
«Oobecneyenne HHGOPMAIUMOHHOMN 0€30IIACHOCTH»

DoH/I OLIEHOYHBIX CPEICTB
JJIS1 IPOBeJIeHUs TeKYIIeil M MPOMeKYTOYHOM aTTeCTAlluN CTY/IeHTOB
1Mo JUCIHUILJINHE

1. TunoBbIe KOHTPOJIbHBbIE 32 IAHNUSI HJIU HHbIE MATEPHAJIBI,
Heo0X0UMBbIe /IJIsl OLleHKH 3HAHU I, YMEHNH, HABBIKOB M (WJIN) ONBITA JeITeJIbHOCTH,
XapaKTepU3yoIMX 3Tanbl GopMUpoBaHUs KOMIIETEHIIUI

11 KoHTpoJibHbIE 321aHNUs U HHbIE MaTePUAJIbI,
HCIoJIb3yeMble B Npolecce TeKylleil aTrecTauuu

Tect mo Teme 1.1 IIpaBoBbIe 0CHOBBI 00ecniedeHNsi HHPOPMAIMOHHOI 0€30IaCHOCTH

1. Kakue nonoxenusi, cBA3aHHbIE C BOIpocamMu 0O0paOOTKH MH(OpMALIMK, 3aKPEIUIEHbI B
Konctutynuu Poccuiickoit @enepauyn?

a) [IpaBo Ha HEPUKOCHOBEHHOCTh JINYHOW M CEMEMHOM TalHBI.

6) IIpaBo Ha 00paboTKy 1000 HH(pOPMAIH JTFOOBIM BO3MOXHBIM CIIOCOOOM.

B) 3ampet Ha 00paboTKy MH(OPMALIMK O YACTHOM XKHU3HU Jila O€3 ero Coriacus.

r) [IpaBo Ha nonyuyeHue rpaxkJjaHamMH JI0IyCKa K TOCyAapCTBEHHOU TaliHe.

2. Kakue Bumel mHpOpMamum o00s3aTeNbHO TpeOyeTcs 3allMIIaTh B COOTBETCTBUH C
3aKkoHoAarenbcTBOM Poccuiickoit denepanuu:

a) Mndopmarus 11 c1ykeOHOro MoIb30BaHUS.

0) [lepcoHayIbHBIC TaHHBIC.

B) 'ocynapcTBeHHas TaifHa.

r) BpaueOnas Taiina.

1) Bce nepeuncnennsie.

3. B cootBerctBUM ¢ @enepanbHbM 3akoHOM «O0 uHbopmanuu, UHPOPMAIMOHHBIX
TEXHOJIOTUSX U 3allluTe HH(popMaun» HHPOpMALUs — 3TO:

a) JItoOble maHHbIE, IPE/ICTABICHHbIE HA MATEPHAIbHOM HOCHUTEIIE.

6) Cenenus (cooOLIeHUs, TaHHBIE), HE3aBUCUMO OT (POPMBI UX MPEICTABICHHUSL.

B) He sHeprus u He marepus.

r) CaeneHusi, BOCIPHHMMAEMble YEOBEKOM M (MJIHM) CIEUUAIbHBIMU YCTPOHCTBAMM Kak
oTpakeHHe (PaKTOB MaTEPUAIHLHOTO UJIM IyXOBHOTO MHUpa B MPOIECCE KOMMYHHUKAIUH.

4. YTo M3 mepedrciIeHHOr0 MOXHO pacCMaTpHUBaTh Kak 0a3y JaHHBIX B COOTBETCTBHUHU C
3aKkoHoAarenbcTBOM Poccniickoit denepanuu:

a) EXCEL Ttabnuiy ¢ ynopsiioueHHON U CTPYKTYpUPOBaHHON MH(pOpManuei.

0) daiin popmata DOC, B KOTOPOM CO3/1aH CITUCOK CITYIIATENICH 3TOH MPOTPaMMBL.

B) Kaproreky peructpaTypbl yupexIeHUs 3{paBOOXPAHEHHUS.

r) Bee nepeunicnennsie.

5. [{enocTHOCTH MHPOPMAITUH — 3TO:

a) O0s3aTenbHOE J171S BHIITOJIHEHUS JIULIOM, MTOJIYUYHBILIUM JIOCTYI K ONpeIeIeHHON HHpOpMaIHH,
TpeboBaHUE HE TepeiaBaTh TaKyl0 HHPOPMAIIUIO TPETHUM JIMLIAaM 0e3 coryiacHs ee o0yagaress.
0) CocrosiHre nH(pOpPMaIIUH, TIPH KOTOPOM OTCYTCTBYET JIF0O0€ €€ n3MeHeHue JIM00 N3MEHEHHE
OCYIIECTBISETCS TOIBKO MPEeTHAMEPEHHO CYOBEKTaMH, UMEIOIIUMH Ha HETO IPaBo.

B) Bo3MoxHOCTH MostydeHus nHGOpMaIuU U €€ HUCII0JIb30BaHMSL.

6. Ha Teppuropun Poccutickoit @enepanuu 3anperieHo paclpoCTpaHEeHUeE:

a) Madopmanmu, koTopasi HarrpaBjeHa Ha MpoIaraHay BOWHBI.

0) Kommepueckoii TaitHbI.

B) MH(popMmary, KoTopast HarpaBlieHa Ha pa3KUTraHUE PETUTNO3HON HEHABHUCTH.
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r) [lepcoHanbHbBIX TaHHBIX.

7. I'paskJaHUH WK I0PUIMUECKOE JIUII0, OCYIIECTBIISIONINE AEATEILHOCTD 110 SKCIUTyaTalluu
MH()OPMAIITMOHHOM CHCTEMBI, B TOM YHUCIIE 110 00paboTKe HHpOpMAITH, COACpIKAIICHCS B ee 6a3ax
JAHHBIX — 3TO!

a) Obnanarenp nHPOpMAITIH.

0) Oneparop nHGOPMAITMOHHON CHCTEMBI.

8. Ecnu He onpezienieHo HHOT0, OnepaTopoM HH(OPMALIMOHHON CUCTEMBI SBIISETCS:

a) O6manarenb HHOOPMAIIUH.

0) CoOCTBEHHHUK HCITOIB3YEMBIX ISl 00pabOTKH coaeprkaieics B 0a3ax JaHHBIX HHPpOpMaIUU
TEXHUYECKUX CPEJICTB.

B) Jlumo, ompenenstoniee mnenu oOpabOTKH WHGOPMAIIMK M OCYIIECTBIAIOIIEe 00pabOTKy
UH(OPMAITHH.

9. He moseT ObITh OrpaHUyYeH AOCTYII:

a) K uadopmanum o cocTosTHIM OKpPY>KaIOIIEH CPe/IbL.

6) K mepcoHanbHbIM JaHHBIM FOCYAAPCTBEHHBIX TPAKIAHCKUX CIYXKAIIUX.

B) K nr(opmarum, xpansieiicst B OTKpHITHIX (GoHIaxX ONOINOTEK.

r) K cBeneHusam o 30510ToBamOTHBIX 3anacax Poccuiickoit denepanuu.

10. Kakyto OTBETCTBEHHOCTh MOXKET IIOBJIeUb HapylleHue TpeboBaHuil PDenepanbHBIX
3aKOHOB:

a) YToJIOBHYIO.

0) JlucuuIuimHapHYTO.

B) AIMUHHUCTPAaTUBHYIO.

r) 'paxkgancko-mpaBoBy1o.

1) Bce nepeuncienssle.

Tect mo Teme 1.2 3ammTa nepcoHAJbHBIX JaHHBIX

1. [TepcoHanbHBIE TAaHHBIE — 3TO:

a) CBeleHHs 0 CyObEKTe MePCOHANBHBIX JAHHBIX HE 3aBUCHUMO OT (POPMBI UX MPEICTABICHHUS.

0) JlrobGas wuHbOpMalys, OTHOCSIIASCS K TMPSMO WJIA KOCBEHHO OIPEACICHHOMY WU
ornpenenseMoMy pU3NIECKOMY JIUIY (CYOBEKTY NEepPCOHATIBHBIX JJAHHBIX ).

B) Jlto0asg mH(popmMalys, OTHOCAIIAACS K ONPENEICHHOMY WJIM OIpeneIsieMoOMy (U3NYECKOMY
Iy (CyObeKTYy MEpCOHANBHBIX TAHHBIX ).

r) JIto6as uHdopmalus, OTHOCAIIASACA K OMPENEIEHHOMY WJIU OINpeessieMOMY Ha OCHOBAaHUU
Takoi mHpopManuu (uznueckomMy JuIy (CyOBEKTYy MepCOHANBHBIX JAaHHBIX), B TOM YHUCIE €ro
dbaMuius, uMsi, OTYECTBO, T'OJI, MECSII, 1aTa U MECTO POXKIEHUS, aJpec, CEMEITHOEe, COIMaIbHOE,
UMYIIECTBEHHOE MOJI0KEeHUE, 00pa3oBaHue, mpodeccus, 10X0bl, Apyras UHHOpMaIHsl.

2. Ha xakue oTHOIIEHUsS HE pacHpocTpaHsieTcss JeHcTBUE QenepaibHOro 3akoHa «O
MEPCOHAITBHBIX JaHHBIX»?

a) Ha 00paboTKy nepcoHanbHbIX JaHHBIX, OTHECEHHBIX B YCTAHOBJICHHOM MOPSIKE K CBEICHUSIM,
COCTaBIISIOIIUM TOCYJapPCTBEHHYIO TaiiHYy.

0) Ha 00paboTKky nmepcoHaIbHBIX JaHHBIX, HEOOXOAUMYIO ISl OCYIIECTBICHUS TTPaB U 3aKOHHBIX
WHTEPECOB OIepaTopa Ui TPETHUX JIHII.

B) Ha 00paboTKy nmepcoHanbHBIX JaHHBIX, HEOOXOAUMYIO ISl UCTIOJIHEHHSI CYIeOHOTO aKTa.

r) Ha 06paboTky nepcoHaNbHBIX TaHHBIX (PU3MUECKUMU JTUIIAMHA UCKITFOUUTENBHO JJIs TUYHBIX U
CEMEMHBIX HYXK]I, €CIIM IIPU STOM HE HapylllaloTcs [paBa CyObEeKTOB MEPCOHATbHBIX TAHHBIX.

n) Ha 00paGoTKy mepCOHANBHBIX JAaHHBIX, MOUICKANTUX OMYOJIMKOBAHUIO WJIH 00s13aTEILHOMY
PacKpBITUIO B COOTBETCTBUU C (pe/iepabHbIM 3aKOHOM.

e) Ha o00paGoTky mepcOHANbHBIX ITaHHBIX, HEOOXOAUMYIO JUIS OpTaHHW3allid XPaHCHUS,
KOMIUICKTOBAHHS, y9e€Ta W HCIIOJIb30BAHHS COJICPXKAIIUX TEPCOHAIBHBIX JIAHHBIX aPXHUBHBIX
JIOKYMEHTOB B COOTBETCTBUU C 3aKOHOJATEILCTBOM 00 apXUBHOM jene B Poccutickoit @eneparuu.
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3. ®enepanbHblil 3aKk0H «O NEPCOHANBHBIX JaHHBIX)» PETYIUPYET OTHOLLIEHUS, CBSI3aHHBIE:
a) UckmountenbHO ¢ 00pabOTKOM TEpPCOHAIBHBIX JIAHHBIX C HCIOJIb30BAaHHUEM CPEICTB
aBTOMaTH3AIIHU.

0) C 00paboTKOl MEepCOHANBHBIX JAHHBIX, HE3aBUCHMO OT TOTO 00pabaTHIBAIOTCS U OHHU C
HCIIOJIb30BAaHUEM CPEJCTB aBTOMATU3ALUU WM HET.

B) C 00paboTKO# MepCOHATBHBIX JAHHBIX C UCIIOJIh30BAaHUEM CPEICTB aBTOMATH3AIMH, & TAKKE C
00paboTKOIl MepCcOHANBHBIX JaHHBIX 0€3 MCMOJIb30BaHUS CPEACTB aBTOMATH3AlMM, €CIH TaKas
00paboTKa COOTBETCTBYET XapaKTepy ACHCTBHI, COBEPIIAEMBIX C IMEPCOHAIBHBIMU JAHHBIMU C
HCIIOJIb30BAaHUEM CPEJCTB aBTOMATU3ALIUU.

r) C 00paboTKOI MepCOHATBHBIX JAHHBIX 0€3 MCIIOIH30BaHUS CPEACTB aBTOMATH3AITIH.

4. JleiicTBus, B pe3yibTare KOTOPBIX CTAHOBUTCS HEBO3MOXXHBIM 0€3 HCIOJIb30BaHUs
JIOTIOJTHUTENBHONH ~ HMH(OpMAIMM  ONPEACIUTh PUHAAICKHOCTh TEPCOHANBHBIX  JTAHHBIX
KOHKPETHOMY CYOBEKTY MEepCOHANBHBIX JAHHBIX, — 3TO:

a) brokupoBanue nepcoHaNbHBIX TAaHHBIX.

0) YHUUTOXXKEHHE IEPCOHAIIBHBIX JTAHHBIX.

B) O6e311M4rBaHNE IEPCOHATIBHBIX TAHHBIX.

r) [lepeBoa mepcoHanbHBIX JAHHBIX HA APXUBHOE XpaHEHHUE.

S. JleiicTBusi, B pe3ysibTaTe KOTOPBIX 8pemeHHo TpeKpaiaerca o0paboTka NepCcoHaIbHbBIX
JTaHHBIX, — 3TO:

a) brokupoBanue nepcoHaTbHBIX JaHHBIX.

0) YHUUTOXXKEHHE IEPCOHANIBHBIX JTAHHBIX.

B) O6e311M4rBaHNE IEPCOHATIBHBIX TaHHBIX.

r) [lepeBo1 mepcoOHAIBHBIX TaHHBIX HA APXUBHOE XPaHEHHE.

6. Kakue u3 nepeyrcieHHbIX IeHCTBHIA C TEPCOHATBHBIME JAHHBIMH SIBIISIFOTCS 00paObOTKOM
MEPCOHAIBHBIX JaHHBIX:

a) XpaHeHHe NePCOHATBHBIX TaHHBIX.

0) 3anuch MepcoOHANbHBIX JaHHBIX.

B) O6e31MurBaHNE IEPCOHATBHBIX TaHHBIX.

r) YaaneHue nepcoHalbHbIX JaHHBIX.

1. C touku 3peHus ¢penepanbHOro 3akoHa «O MepcoHaIbHBIX TaHHBIX» OIEPaTop — 3TO:

a) ['ocynmapcTBeHHBIN OpraH, MyHHIIMIAIBHBIA OpraH, OpHAWYECKOe WM (U3MYECKOE JIHIIO,
CaMOCTOSITENIbHO MJIM COBMECTHO € IPYTMMHU JIMLIAaMU OpTaHU3YIOIINE U (WIH) OCYLIECTBIISIOIINE
obpabotky [1/1H, a Taxxke ompexaenstomue nenu oopadorku [1/1H, coctaB I1/IH, momiexammx
00paboTke, neicTBus (onepaiuu), copepiaemeie ¢ [1IH.

0) 'paxxnaHuH WM IOPUAMYECKOE JIMIIO, OCYIIECTBISIONINE JIEATEIHHOCTh MO SKCILTyaTaluu
WH()OPMAIIMOHHON CHCTEMBI, B TOM YHUCIIE 10 00padoTke HHpOpMAIH, COAEepKAIICHCs B ee 6a3ax
JTAHHBIX.

8. O06paboTKa MepcoOHATBHBIX JAHHBIX:

a) He nomyckaercst 6e3 cornacusi CcyObeKTa MepcoHaIbHBIX TaHHBIX.

0) Jlo)okHa OrpaHMYMBATHCS JTOCTHIKEHHEM KOHKPETHBIX, 3apaHee OMpEACTCHHBIX U 3aKOHHBIX
LEJIEH.

B) He nomyckaercs B ciiydasix HECOBMECTUMBIX C LEISIMH cOOpa MEePCOHAIbHBIX TaHHBIX.

r) JlomKHa OCYIIECTBIATHCSA HA 3aKOHHOW U CIIPAaBEIMBOM OCHOBE.

9. O6paboTka MepCcoOHATBHBIX JAHHBIX JOMYCKACTCS:

a) C cornacus cyObeKTa epCOHANBHBIX JaHHBIX HAa 00pa0O0TKY €ro MepCOHaIbHBIX TAaHHBIX.

0) B cnyuasix, ecu oHa HEOOX0UMA TSI HCTIOJTHEHHUS CyIeOHOTO aKTa.

B) B ciydasx, ecnu oHa HeoOXoauma i OCYIIECTBICHHS MpodecCHOHATBHON NesSTebHOCTH
KypHaJIMCTa U (MJIM) 3aKOHHOM JIeATEIbHOCTH CPEACTBA MAacCOBOW MH(OPMAaLIUH.

r) B cnyuasix, ecnu Beaercs o0paboTKa MepcoHaIbHBIX JaHHBIX, TOJISKAIINX OMyOIMKOBAHUIO B
COOTBETCTBUU C 3aKOHOJaTeNbCTBOM Poccuiickoit denepannm.

10. KTo HeceT OTBETCTBEHHOCTH 3a JEHCTBUS IOPUIMUYECKOTO JIMIA, KOTOPOMY MOpYyYeHa
00paboTKa MEePCOHATBHBIX JIAHHBIX, TIEPe] CYOBEKTOM MEPCOHALHBIX JIaHHBIX ?
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a) Omepatop.

6) FOpuanueckoe MU0, KOTOPOMY HOPYUIHITH 00pabOTKY.

B) Hukro.

r) Pockomuamzop.

11. B mopyuyenun o0pabOTKH TOJDKHBI OBITH 00s13aTEIBHO OTIPEICTICHBI U YKa3aHBbI:

a) Llenn 00pabOTKM MEPCOHATBHBIX JTAHHBIX.

0) CyObeKThl IEPCOHAIBHBIX JaHHBIX, YbH MEPCOHAIBHBIC JaHHBIC OyayT 00padaThIBaTHCS IO
HOPYYCHHIO.

B) TpeGoBaHus K 3anuTe 00pabaThIBa€MbIX TIEPCOHATBHBIX JTAHHBIX.

r) CpencrBa 3ammThl WHPOPMALIMU, KOTOPbIE HEOOXOAMMO MPHUMEHSTh IOPUANYECKOMY JIUILY,
KOTOpOMY HOpy4yeHa 00paboTKa MepCOHATbHBIX JAHHBIX.

12. Ha xom nexuT 00s3aHHOCTh MO JOKa3aTeJIbCTBY IMOJIYYEHHs COTJIacUsi OT CyOBeKTa
MEPCOHAIBHBIX JaHHBIX?

a) Ha PockomHaizope.

0) Ha ropuanueckom nuiie, KOTOpOMy HOPYYHIId 00paboTKy.

B) Hu Ha xom.

r) Ha oneparope.

13. Cornacue cyObeKTa MepcoHaTbHBIX IAHHBIX JODKHO BKITFOYATh:

a) [TacmopTHbIe TaHHBIE CYyOBEKTA MEPCOHATBHBIX JAHHBIX WM €T0 3aKOHHOTO MPEACTaBUTEIIS.
0) KoHTakTHBIC TaHHBIE JIMIA, OTBETCTBEHHOI'O 32 OPraHM3ALHUI0 00pabOTKH MEepPCOHATBHBIX
JTAHHBIX.

B) Azipec omeparopa.

r) ®amunuu, UMEHa M OTYECTBa (PU3UYECKHX IUI, KOTOpPHIE OCYIIECTBIAIOT 00paboOTKy
NEPCOHAIBHBIX JAHHBIX IO MOPYYSHHIO OTIEpaToOpa.

14. B ciiydae cmepTu cyOBbeKTa MepCOHATBHBIX TaHHBIX:

a) Ilonyuats cornmacue Ha 0OpabOTKYy €ro MepCOHAIbHBIX JAHHBIX TPEOyeTCs y HaCJIETHUKOB
CyOBbEeKTa MePCOHANBHBIX JAHHBIX.

0) [TomyuaTh cornacue Ha 00pabOTKY €ro nNepcoHalbHbIX JaHHBIX TpeOyerca y PockomHanzopa.
B) [lonmyuaTh cornacue Ha 00pabOTKY €ro MepcoOHANbHBIX JAHHBIX HE TpeOyeTcs.

15. K cnienmanbHbIM KaTeropusiM MePCOHATBHBIX TAHHBIX OTHOCSTCS:

a) CBe/ieHUs, Kacaloluecs: pacCoBOM MPUHAATIC)KHOCTH.

0) CBeneHus, KacaroIrecs TpakIaHCTBa.

B) CBeieHHsI, Kacarolrecs MOJIUTUYECKUX B3TJISIIOB.

r) CBeneHus, Kacarouecs: MHBAJIUHOCTH.

16. C Touku 3penus denepaibHOro 3aKkoHa «O MepCOHAIbHBIX TaHHBIX» K OMOMETPUYECKIM
NIEPCOHAIBHBIM JJAHHBIM OTHOCSITCS:

a) Bce cBeneHus, KOTOpble XapaKTepU3yIOT (PU3MOIOTHYECKHE U OMOJIOrMYeCKHe OCOOEHHOCTH
YeNoBeKa, Ha OCHOBAaHMH KOTOPBIX MOYKHO YCTAaHOBUTH €T0 JTMYHOCTb.

0) CsenmeHusi, KOTOpbIe BHOCITCS B 0a3y OMOMETpUYECKUX JaHHBIX TrpakaaH Poccuiickoit
denepanu.

B) Bce cBenenus, KoTopele XapakTepu3yloT (pU3UOJIOTHYECKHEe U OHOJIOTHYECKHEe 0COOEHHOCTH
YeJI0BeKa, HA OCHOBAHWU KOTOPBIX MOKHO YCTaHOBHTD €0 JIMYHOCTh, U KOTOPHIE HCITOIB3YIOTCS
JUTSl YCTAHOBJICHHS €70 TUYHOCTH.

17. Kto 00s3am yOenuThCsi B TOM, YTO HMHOCTPAaHHBIM TOCYAapCTBOM, Ha TEPPUTOPHIO
KOTOpPOTO OCYIIECTBISIETCSl Tepefada MepCOHANbHBIX JaHHBIX, O0OecrednBaeTcs aJeKBaTHas
3alInTa MpaB CyObEKTOB MEPCOHATBHBIX JTAHHBIX ?

a) Oneparop.

0) FOpuanueckoe n1Ii0, KOTOPOMY MOPYUUITH 00pPabOTKY.

B) Hukro.

r) Pockomuamzop.

18. CyOBeKT nepcoHabHBIX JaHHBIX UMEET MPaBO Ha MOIydYeHHUe cieayomeil nudopmarum,
Kacaromieics 00pabOTKH €ro NePCOHATBHBIX TaHHBIX
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a) [IpaBoBBIC OCHOBaHMS U 1IEJIM 00PaOOTKH TIEPCOHATBHBIX JaHHBIX.

6) [ToumeHHBIH IEpeveHb COTPYAHUKOB OIIEpaTOPa, KOTOPHIE UMEIOT JOCTYII K €T0 MePCOHATbHBIM
JTAHHBIM.

B) CBenieHMs 00 OCYIIECTBIEHHOM WM O MPEANOIaracMoi TpaHCIPaHUYHOM Iepeayue 1aHHbIX.
r) CBeieHUs O IPUMEHSEMBIX OIEPATOPOM CPEJCTBAX 3aIIUTHI HH(DOPMALIHH.

19.  IlpaBo rpaxnaHuHa Ha TOIXy4YeHHE WH(POPMAIUK, Kacaloulencss o00pabOTKH ero
MEPCOHAIBHBIX JaHHBIX, MOXKET OBITH OTPAHUYEHO:

a) Ha ocHoBanuu 3asBiaeHust Apyroro CyobekTa NEPCOHAIBHBIX JTaHHBIX.

06) B caywasx, ecnu 00paboOTKa MEPCOHANBHBIX JAHHBIX OCYIIECTBISETCS B CIydasX,
IPeIyCMOTPEHHBIX 3aKOHOAAaTeNbCTBOM Poccuiickoit denepaninu o TpaHCTIOPTHON 0€3011aCHOCTH.
B) B cnyuasx, ecnu o0paboTka MEpCOHANBHBIX JAaHHBIX OCYIIECTBISETCS B LEISIX OOOPOHBI
CTpaHbl, 0€30IMACHOCTH TOCYIapCTBA M OXPAaHbI MIPABOIIOPSAKA.

r) B cioyuasx, ecnu 006paboTka MepcOHANbHBIX JAHHBIX OCYIIECTBISIETCS B paMKax 3aKOHHOU
JeSITeILHOCTH CPEJICTBA MAaCCOBOW MH(pOPMALIUH.

20.  KoHTpoib u Haa30p 32 BBIIOJIHEHHEM Mep 10 00ecIiedeHHI0 0€30MacHOCTH EPCOHATBHBIX
JIAHHBIX OCYIIECTBIAET (OCYIIECTBIISIOT):

a) MunkomcBszu Poccun.

0) Pockomuamzop.

B) ®Cb Poccun.

r) ®CTOK Poccun.

21.  Kakoiif opran rocyJapcTBEHHON BJIacTU MMEET MPaBO O3HAKOMIICHHUS C MEPCOHATbHBIMU
JAHHBIMH TTPU OCYIIECTBICHIUH KOHTPOJIBHBIX U TIPOBEPOYHBIX MEPOTIPUSATHII?

a) ®Cb Poccun.

0) PockomHuamzop.

B) ®CTOK Poccun.

22. JIuua, BUHOBHBIE B HAPYIICHUU MOJIOKEHHUI 3aKOHOaTenbeTBa Poccuiickon @enepanuu
B 00J1aCTH NMEPCOHAIBHBIX JaHHBIX NMPH 00pabOTKE MEPCOHANBHBIX JaHHBIX paOOTHHKA, MOTYT
OBITH IPUBJICYEHBI:

a) K yroioBHoii 0TBETCTBEHHOCTH.

0) K nucuumimmnapHoit OTBETCTBEHHOCTH.

B) K anMuHMCTpaTUBHON OTBETCTBEHHOCTH.

r) K MmarepuanbHOil OTBETCTBEHHOCTH.

Tect mo Teme 1.3 Opranu3anuoHHble 0CHOBBI 00ecneyeHnsi HHGPOPMALMOHHOI
0e30MacHOCTH

1. Pacrionoxxure B MpaBUIBLHOM MOPSIKE 3Talbl paboT Mo oOecreyeHuto 0e30MacHOCTH
uHpOpMaIUH.

1) Onenka cooTBeTCTBHS 00bEKTa HHPOPMATH3ALIUH.

2) BoisiBrienue u aHanu3 HHGOPMAIIMOHHBIX aKTHBOB.

3) IIpoektupoBanue (pa3paboTKa) CHCTEMBI 3aIIUTHI HHPOPMAIIHH.

4) ®dopmupoBaHHe TPEOOBAHHH K 3al[UTE HHPOPMAIUH.

5) BHenpeHue cucteMsl 3aIUThl HHPOPMALIUH.

6) Dkcrutyaralys CHCTEMbI 3l Thl HHPOPMAITUH.

a) 1) 2) 3) 4) 5) 6).

0)4)2)3)5)1)6).

B)2)4)3)5)6)1).

r)2)4)3)5)1)6).

2. [TycTh He 00e3TMUCHHBIE TEPCOHATLHBIE TAHHBIE O COCTOSTHUH 3/I0POBBS BCEX TPAXKIaH
SpocnaBckoii 00macTi 06pabaTeiBaloTCs B UHOOPMAIIMOHHON CHCTEME, ISl KOTOPOW aKTyalbHbI
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yrpo3bl CBSI3aHHBIE C JKCIUTyaTaleld YsI3BUMOCTEH B MPHUKJIAIHOM, HO HE B CHUCTEMHOM
nporpaMMHOM obecnieueHuH. Kakoil ypoBeHb 3aIIMIIEHHOCTH JOJDKEH ObITh YCTAHOBIICH JUIS
TaKUX [EPCOHAIBHBIX JAHHBIX?

a) Y31.

0) ¥32.

B) ¥Y33.

r) Y34.

3. [TycTh HE 0Oe3MMUeHHBIE TIEPCOHANIBHBIE JAHHBIE B TOM 4Hcie GoTorpadusi COTpYIHUKOB
HeOosbmoro (10 10 000 coTpyTHUKOB) MpeanpHUsATHS 00padaThIBAIOTCS B CUCTEME KOHTPOJIS U
yIpaBJIEHUSI JOCTYIOM, JJsi KOTOPOM aKTyaJbHBl YIPO3bl HE CBS3aHHbBIE C HKCIUTyaTaluei
yS3BUMOCTEM B MHPUKIAAHOM M CHCTEMHOM IIporpaMMHOM oOecneueHuu. Kakoil ypoBeHb
3alUIIEHHOCTH JIOJKEH OBITh YCTAHOBJICH /ISl TAKUX TTEPCOHAIBHBIX TaHHBIX ?

a) Y31.

0) V32.

B) V33.

r) Y34.

4. BHe1Hue HapymuTenu peanus3yoT YIpo3bl:

a) U3 BHewIHuX cerell CBSA3U 0OIIEro NoJab30BaHUsl.

0) HenocpencTBeHHO B MHPOPMAIIMOHHBIX CUCTEMAX.

B) 13 cereit MexayHapOHOTO HH(POPMALIMOHHOI'O OOMEHA.

r) Haxonsce B pesienax KOHTPOJIMPYEMOM 30HBI.

5. [TprMepamMu BHEIIHUX HAPYIIUTENIEH MOTYT SBJISATHCS:

a) [Tosp30BaTenu nHGOPMALIMOHHOMN CUCTEMBI.

0) Konkypupyromue opranu3arium.

B) HemoOpocoBecTHBIC TapTHEPHI.

r) OOCIy>KHUBAKOIINI TIEPCOHA OPTaHU3AINH.

6. [TpuMepamMu BHYTpEHHHMX HApYIIUTENEH MOTYT SIBIISTHCS:

a) AAMMHHCTPATOPbI 0€301aCHOCTU UH(POPMAIIMOHHBIX CUCTEM.

6) CtoponHue Qu3nvecKue IuIa.

B) JIuna, obecreynBaroIiyie COnpoBOKIACHUE TPOrPaMMHOT0 00eCIIeUeHHUSI.

r) KpuMuHanbHble CTPYKTYPBI.

1. K 00beKTUBHBIM Yyrpo3aM OTHOCSTCS:

a) Omuoku 06CTyKMBAIOIETO NEPCOHAA.

0) JledexTsl, cOOM W OTKa3bl, aBapUM TEXHUYECKUX CPEACTB U CHCTEM OOBEKTOB
UH(pOpPMAaTU3aLUY, A TaK XKe CUCTeM o0ecreyeHns 00BbEKTOB HHPOPMATU3AIUH.

B) [IpuponHbie siBeHUs, CTUXUITHBIE OECTBHUS.

r) @aKTOpPhI COLMATBHO-TIOIUTUIECKOTO XapaKTepa.

8. YTrpo3sl yreukn HH(pOpMaITUi BO3MOKHBI TIOCPEICTBOM:

a) BoszmelcTBHs NpoOrpaMMHBIMH CpEICTBAMH B KOMIUIEKCE C TNpEIHAMEPEHHBIM CHUIIOBBIM
AIIEKTPOMArHUTHBIM BO3JICHCTBHEM.

6) Ilepenaun nHpOpMALIMU IO OTKPBITHIM KaHaJlaM CBSI3U.

B) [loakitoueHus K TEXHUUYECKUM CPeJICTBaM U cucTeMaM 00beKTa MHPOPMAaTU3aIUH.

r) OOpabGorku wHbOpMAIMA HA HE3ANIMIIECHHBIX TEXHUYECKUX CpeACTBax 00paboTKH
uHpOpMaIIUK.

9. VYTpo3bl HECAaHKITMOHUPOBAHHOTO JIOCTYIA K MH(POPMAIIUU, PEaTU3yIOTCS ITyTeM:

a) KonnpoBanus nadopmanuy Ha He3aperuCTPUPOBAHHBIN HOCUTENh HHPOPMAIIH.

0) XuIeHust HOCUTEA 3allUIaeMOi HH(POPMAIHH.

B) Mcnonb3oBaHus NMPOrpaMMHOIO 00ECHEeUeHUs] TEXHHYECKHUX CPEJCTB HH(POPMALMOHHOM
CHCTEMBI, Uepe3 MPUMEHEHHE BPeIOHOCHOTO IMPOrpaMMHOI0 KOJa.

r) CHJIOBOTO AJIEKTPOMArHUTHOTO BO3/ICHCTBHSI IO TTPOBOIHBIM JIMHUSM CBSI3M Ha TIOPTHI BBOJIA-
BBIBOJIA CUTHAJIOB U MTOPTHI CBSI3U.
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10. Kakue cpencrBa 3ammutbl WHGOPMAIMK OOBIYHO MPUMEHSIIOTCS JIsI OOECTICUCHHSI
6e3omacHoCcTH HpopManuu, oopadaTsiBaeMoll Ha AaBTOHOMHBIX KOMIIbIOTEpAX:

a) Cpencrsa 3aliUThl THPOPMALIMU OT HECAHKLIMOHUPOBAHHOI'O 10CTYIIA.

0) MexcereBble SKpaHBbI.

B) CpeactBa kpunTorpadudecKoi 3anuThl HHHOPMAIIIH.

r) CpeacTBa aHTUBUPYCHOM 3aIUTBHI.

1) CrucreMbl OOHAPYKEHUS BTOPYKECHUH.

11. Kakme cpenctBa 3amuThl HHGOPMAIMM TO3BOJSIOT 00ECHEYUTh OE€30MacHOCTh
uHpOpMaLny, IepeaBaeMol M0 KaHajlaM CBSI3U, BBIXOJAIIMM 3a Ipelesibl KOHTPOIUPYeMOn
30HBI:

a) Cpencra 3aiUThl THPOPMALIMU OT HECAHKLIMOHUPOBAHHOIO I0CTYIIA.

0) MexceTeBble SKpaHBbI.

B) CpencTBa KpUnTorpapuueckon 3amuThl UHOOPMAIHH.

r) CucteMbl 0OHApPY)KEHUSI BTOPKEHUM.

12. Kakoli Bua cpeiacTB 3aluThl MH(MOPMALMK I03BOJISAET KOHTPOJIUPOBATh pa3IUyHbIE
KaHaJIbl Tiepefadyd WHGOpPMAlMU: DSJICKTPOHHYIO IIOYTY, MECEHIDKEPBI, CHEMHBIE HOCHUTEIN
uHpopmanun?

a) IPS.

6) DLP.

B) IDS.

r) CSP.

13. ATtTectanust 00beKTOB MHPOPMATH3AIUHN — ITO:

a) J/lokyMeHTaIbHOE yI0CTOBEPEHHE COOTBETCTBUS MPOIYKIIMU UM UHBIX OOBEKTOB, IPOLIECCOB
MIPOEKTHUPOBAHMUS, TPOU3BOJICTBA, CTPOUTEIHCTBA, MOHTAXKA, HAIAKH, IKCILTyaTalluH, XpPaHCHNU,
NIEPEBO3KHU, pealln3allui U yTHWIN3ALUH, BBIIOJIHEHUS pabOT UM OKa3aHUs yCIyr TpeOOBaHUSIM
TEXHUYECKHUX PETIIAMEHTOB, MTOJIOKEHHSIM CTaHIAPTOB, CBOJIOB MTPABUJI WIIM YCIIOBHSIM JIOTOBOPOB.
0) [Ipsimoe M KOCBEHHOE ompezeseHne coOI0AeHUs TPeOOBAHUM, IPEABABIAEMbIX K OOBEKTY
3aIIUTHI.

B) OdunuanbHoe mNpU3HAHUE KOMIIETEHTHOCTH (DU3MYECKOTO WIM HOPUAMYECKOrO JIHIA
BBITNOJIHATH padOThI B ONPEICIIEHHOMN 001acTH.

r) KoMriekc oprann3aimoHHO-TEXHUYECKUX MEPOTIPUATHH, B Pe3yJIbTaTe KOTOPHIX IOCPEICTBOM
CHEeNHMATBHOTO JOKYMEHTa TIOATBEPXKIACTCSA, YTO OOBEKT COOTBETCTBYET TPEOOBAHHSIM
CTaHJApTOB WM MHBIX HOPMATUBHO-TEXHUYECKHX JTIOKYMEHTOB IO 0€30M1aCHOCTH HH(POPMAIIHH.
14. Kakoii nmoxymeHT naer mpaBo oOpaOOTKM MHGpOpMAIUU C YKa3aHHBIM B HEM YpPOBHEM
KOH(UIEHIIMAaTBHOCTH?

1) JIunensusi.

2) ATTecrar akKpeAUTAIHH.

3) Cepruduxkar.

4) ATTecrat COOTBETCTBHSL.

15. Ha nacrosmmii MOMEHT CpOK JeCTBHS aTTecTaTa COOTBETCTBUS HH(POPMAIMOHHOMN
CHCTEMBI, B KOTOpOi oOpabaThiBaeTcsi KOH(pUIeHIMaNbHas nHpOpMalKs, B CIydae, eClid B X0JIe
€€ IKCIUTyaTalluy, B Hee He BHOCSATCS CYIIECTBEHHbBIC N3MEHEHHSI, COCTABIISICT:

a) 3 roxa.

0) 5 ner.
B) Bech cpok skcrutyaTanum nHGOPMAIMOHHON CHCTEMBI.
16.  TectupoBaHHEe Ha IPOHUKHOBEHHE — 3TO CKOpEE:

a) AHanu3 ys3BUMoOcTel MH()OPMAITMOHHON CHCTEMBI.
06) MHcmpltaHuss cucTeMbl  3allUThl  MHPOPMALIMKM  IMYTEM  OCYIIECTBIIEHHS  IOIMBITOK
HECaHKIIMOHMPOBAHHOTO AOCTYNA (BO3AEUCTBUS) K HH(OPMAIIMOHHOMN CHCTEME.

TecT mo Teme 2.1 ApXuTEKTypa KOMNbIOTEPa
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1. 3a HEeMmoCpeICTBEHHOE BBINIOJIHEHUE ONIEpalMU B IIPOLIECCOPE OTBEYAECT:
a) ApuhMETHKO-IOTUYECKOE YCTPOMCTBO.

0) Kamr-namsrs.

B) biok ynpasnenus.

r) Peructpsi.

2. Hcnonb3ys 10 Out mast ampecanuu sUeek mamsiTH pasMepoM 1 OaliT, MbI cMOXeM
00ecreunTh apecaluio CIeayoero 00bemMa naMsITH:

a) 10 Oaiir.

0) 80 GaiiT.

B) 1024 Gaiir.

r) 1024 Our.

3. Pacrnionoxure B nopsiike yBesnyeHus: 00beMa MaMsITh.

a) Ctpanwuna.

0) bur.

B) CnoBo.

r) bank.

n) Slueiika.

4. Pacrnionoxure Bupl NaMATH B OPSAJIKE YBETUYEHUN CKOPOCTH PabOTHI.
a) Peructpsl npoueccopa.

0) TBeproTenbHBIE HAKOTIUTEIH.

B) OcHOBHas (onepaTHBHAas ) HaMSTh.

r) OnTu4ecKue JUCKU.

1) MarHuTHbIE KECTKUE JUCKH.

e) Komr-nmamsts.

5. Kakas koHuenmust 00bIYHO peain3yeTcs B [IpoLeccopax BUACOKapT?

a) MHO>KeCTBEHHBIH MOTOK KOMaH/l, MHOKECTBEHHBII MOTOK JIaHHBIX.

6) OnMHOYHBIN MOTOK KOMaH 1, MHO)KECTBEHHBIH MOTOK JaHHBIX.

B) MHOXECTBEHHBIN TOTOK KOMaH/, OAMHOYHbIN MOTOK JAHHBIX.

r) OAMHOYHBINA TOTOK KOMaH/l, OAMHOYHBINA MOTOK JJAHHBIX.

6. J171sl COBpeMEHHBIX MarHUTHBIX KECTKUX JUCKOB XapaKTEPHO:

a) bosbIas CTOMMOCTB IO OTHOILIEHUIO K TBEPAOTEIbHBIM HAKOIIUTESIM.

0) [TocrenenHoe W3HAIIMBaHUE TPAH3UCTOPOB.

B) Hannuue MexaHH4YeCKHX 3JIEMEHTOB.

r) PacnonoxxeHre KOHTpoIIepa Ha MaTEpUHCKOI are.

1) bonpimnii 06beM MaMsATH 110 CPABHEHUIO C TBEPAOTEIbHBIMU HAKOIUTEISIMH.
1. Kakas mmna HauOosee pacrnpocTpaHeHa Ha TEKYIIMH MOMEHT B IEPCOHAJIbHBIX
KOMIIbIOTEpAX:

a) ISA.

6) PCI.

B) PCI Express.

r) SCSIL

8. ITycTs TakTOBast 4aCTOTA MIMHBI KOMITBIOTEPA cocTaiseT S ['T'h. 3a oMH TakT 1o muHe
MOYHO niepeath 16 6ut. OnieHuTe CKOpOCTh Nnepegadn HHGpOpMaIum 1o muHe?
a) 80 Meradurt B CeKyH1y.

0) 10 ['uraGaiit B cexyHmy.

B) 80 ['mrabaiit B cekyHy.

r) 21 T'urabait B cCeKyHIy.

9. J11s IpOeKIMOHHO-EMKOCTHBIX CEHCOPHBIX IKPAHOB XapaKTEPHO:

a) Beicokast ckopocTh OTKJIMKA NPH KaCaHUH.

0) Bo3MOXXHOCTH yripaBiieHHsl pa3IMYHbIMUA YCTPOHCTBAMHU.

B) [Toxneprkka multi-touch.

r) HeBO3MOKHOCTB OnpeiesieHHsI CHUIIbI HaKaTHS.
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n) [IpoGiiema «1BOCHUSY.

10. DneMEHTaMHU )KUIKOKPUCTAIUIMYECKOI0 MOHUTOPA SIBIISIOTCSA:
a) JIydeBas TpyOka.

0) Mcrounuk cBeTa.

B) XK-marpuia.

r) [I3C-maTpuria.

1) DIEKTPOIBI.

11. Kakoii ameMeHT npuHTepa OTBEYaeT 3a (PUKCAIUI0 TOHEepa Ha Oymare:
a) doroRaur.

0) Tepmosa.

B) Ponuk nepenoca.

r) Ban nogauu Tonepa.

12. HaznauyeHuewm ia3epa B LIBETHOM MPUHTEPE SBISCTCS:

a) Hanecenue Tonepa Ha (oToBaJI.

0) @ukcarus ToHepa Ha Oymare.

B) Y paneHue HeCymux 3apsii 3JeMEHTOB ¢ (hoToBaIA.

r) [lomaya Oymaru B mpuHTEp.

13. DnemeHTamMu UPPOBON BeO-KaMephI SBISIOTCS:

a) doTorIeHKA.

0) OObEKTHB.

B) [13C-marpuna.

r) @uxc-hoxyc

n) I[Iponeccop.

14. J171s1 KOHJEHCATOPHBIX MUKPO(POHOB XapaKTEPHO:

a) Cnabast 4yBCTBUTEIHLHOCTb.

0) YCcTOMYMBOCTD K yAapam.

B) Bricokast 4yBCTBUTEIILHOCTb.

) 3aBUCUMOCTH OT TAPaMETPOB OKPYKAIOIIEH Cpeibl (TEMIEPATYPBI, BIAXKHOCTH).
1) [IpuMeHeHne B CTyAUSAX 3BYKO3AIUCH.

Tect mo Teme 3.1 Beenenne B HH(l)OpMaIII/IOHHle 0€30IacHOCTD OonmepanuoOHHbLIX CUCTEM

1. ITycte B OC peann3oBaHO JUCKPELIMOHHOE YIPABIEHUE JOCTYIIOM CO CJEIYHOIIMMH
npaBaMu: 4yreHue(r), 3amucb(w) u ucnoiHeHue(x). [lpucyrcrtByer ailn npuioxeHus
«KanpkynsaTop.exe» co CleAyIouM CIMCKoM foctyna: (Anuca: rwx), (bopuc: rx). Beibepute
IIPABUJIbHBIE YTBEPKIACHMUS:

a) Ayinca MOXET 3aIyCTUTh npuiioxeHne «KalpKynsTop.exe.

0) bopuc He MoxeT 3anycTuTh npusoxeHue «KanbKyasaTop.exe».

B) AJrica He MOXeT U3MEHHUTD cojiepkumMoe (aitia «KaabKyasTop.exe».

r) Bopuc MoxxeT u3mMeHuTh conepxkumoe Qaitna «KanbkyasTop.exer.

2. ITycts B OC peanu3oBaHO IpyNIoOBOE YIPABIEHUE JOCTYIIOM CO CIEAYIOLIMMU IIpaBaMHu:
yTteHue(r), 3anuch(w) u ucnonHenue(x). [Ipucyrcrpyer daiin «Haknaanas.docx» co ciaenyronmm
criuckoMm goctymna: (byxrantepsr: tw), (Kypsepsr: 1), (Anuca: rw). B cucteme 3agansl poiu, B
KOTOpBIE BKJIFOUEHBI COOTBETCTBYIoIMEe Tmoib3oBarenu: (byxramreper: bopuc, [anuna),
(Kypbepsl: Buktop). Beibepure npaBuiibHbIe yTBEPKACHUS:

a) bopuc He MoxxeT u3MeHuTh cofepxkumoe ¢aina «Haxmagnas.docx».

6) I'anuna Moxet unuTaTh cojepxumoe (aiina «Haxmaguas.docx».

B) Bukrop moxeT nsmenuts conepxkumoe (aiina «Haxmagnas.docx».

r) Bukrop Moxer untaTth conepxxkumoe daitna «Hakmagnas.docx».

1) Annca MOXKeT U3MEHUTH coziepskumoe ¢aitna «Haxnaanas.docx».

3. [Tycte B OC peann3oBaHO MaHIAaTHOE YIpaBieHHE OOCTymoM. IIpucyrcTByer aiin
«log.txt» ¢ ypoBHeM cekpeTrHOocTH 1. [IprCcyTCTBYIOT MOsIb30BaTenu Anrca ¢ ypoBHEM Jommycka 1,
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bopuc ¢ ypoBaem nomycka 2 u Buktop ¢ ypoBHem nomycka 0. BreiOepure mpaBUIBHBIC

YTBEPKICHHSL:

a) Buktop MoXxeT u3MEeHUTH coepkuMoe daiina «log.txty.

0) Buktop MokeT unuTaTh conepxumoe Qaiina «log.txty.

B) Airica MOXET U3MEHHTH coiepKuMoe daiina «log.txty.

r) AJrica MOXKET YUTaTh conepkumMoe daiina «log.txty.

1) bopuc MoxxeT u3MEeHUTh coaiepkumoe (aiina «log.txt».

e) bopuc moxxer unTtaTh conepxkumoe Qaiina «log.txty.

4, [Tycts B OC peanuzoBana mojenb mnenoctHocTH buba. [IpucyrcrByer daiin «log.txt» ¢
ypoBHeM nenoctHocTH 1. [IpucyTcTBYIOT monb3oBaTen Anmca ¢ ypoBHeM 1enoctHoctu 1, bopuc
C ypoBHeM ILenocTHocTd 2 u Bukrtop ¢ ypoBHem nenoctHoctu 0. BeiOepute mnpaBuibHbIC
YTBEPKICHHS:

a) Buktop MoXxeT u3MEeHUTH coepkuMoe daiina «log.txty.

0) Annca MOKET U3MEHHUTH coepkumMoe (aitna «log.txt».

B) bopuc MoxxeT nu3MeHuTh coaepxkumoe (aiina «log.txty.

r) Bece Tpoe MoryT unTath conepxumoe Qaiina «log.txty.

5. Bri6epuTte npaBusibHbIE YTBEPKIEHUS O ayTeHTUUKauu B coBpemeHHbIX OC:

a) Ilapomm monp3oBaTens XpaHATCS Ha JUCKE, HAa KOTOPOM YCTaHOBJIEHA CHCTEMa, B
MepBOHAYAILHOM BH/IE.

0) DTajoHHBIC 3HAYCHHUS, HEOOXOAUMBIC IS TIPOXOXKACHUSI OMOMETPUIECKOH ayTeHTU(UKALIUH,
XpaHATCA B CUCTEME B HEJOCTATOYHOM JJisi BOCCTAHOBIEHHUS M3HAYAIBHBIX OMOMETPUYECKUX
JIAHHBIX 00BEME.

B) TokeH (QU3MUECKH M3TOTOBIEH TaKMM O0pPa3oOM, YTO CUHTHIBAHHE C HETO 3aKPBITOTO KIH0Ya
SBJISICTCS. HEBO3MOXKHOM WJIM JOPOTOCTOSIIIEN ONEpauei.

r) Jna ayreHTu(duUKaMU C MOMOIIBIO TOKEHA B CHCTEME JOJDKEH IMPUCYTCTBOBATH OTKPBITHIN
KJTIOY [TOJTb30BATEJIsI, COOTBETCTBYIOIIUI 3aKPBITOMY KITFOUY Ha €r0 TOKECHE.

6. Uto He BXOIUT B MeTaJaHHbIe (paiina (BbIOEpUTE OJMH BapHaHT)?

a) Bpems co3nanus ¢daiina.

0) Azlpec KOPHEBOM TUPEKTOPHH.

B) Bpems mogudukanuu ¢aiina.

) Azpeca KJIacTepoB COAECP)KUMOTO (aitioB.

n) Undopmanus o Bnagensue daiina.

7. Bri6epute BepHbIC YTBEPKACHUS O YIIPABICHUH MaMATHIO B coBpeMeHHBIX OC:

a) CoBpemenHble OC UCIONIB3YIOT BUPTYAIbHYIO TAMSTh.

6) CoBpemennbie OC He 3alIMIIAIOT NaMTh OJHUX MPOLECCOB OT YTEHUS APYTUMHM ITPOLIECCAMHU.
B) CoBpemennbie OC paznensitoT oOIIyr0 MaMsITh MEXY MPOIECCaMH, YaCTO B TaKOW MaMsITH
HaxOoIATCs OMOJIMOTEKH.

r) CoBpeMenHble OC HUKOI/Ia HE BBITPYKAIOT YAacCTH ONEPAaTHUBHOW MaMsITH HA JUCK BO BpeMs
paboTHI.

1) B coBpemennbix OC mamsTh pa3durta Ha MalleHbKHE (pparMeHThl, Ha3bIBAEMbIE CTPAHHUIIAMH.

8. Bri6epute BepHbIE YTBEPKISHUS O TUTAHUPOBIIHUKE:

a) [maHupoOBIMIMK BBLIEISET TPOIECCOPHOE BpEMs KOPOTKMMH HHTEpBaJaMH, Ha3bIBAEMBIMHU
KBaHTaMH.

0) B ciydae ucmomHEHWS TPOIECCOM WHCTPYKIWH, JJIs 3aBEPUICHUST KOTOPOH Tpedyercs
JUINTENIEHOE OXKHJIaHUEe, TUIAHUPOBIIMK MEPEBOJUT MPOIECC B COCTOSHUE «3a0J0KUPOBAaH» U HE
OyZeT BBIIEIATH €My MPOILIECCOPHOE BPEMSI, ITOKA COCTOSTHIE HE CMEHUTCS Ha «TOTOBY.

B) Jlns paboThI MIAHUPOBIIHMKA MPOIIECCHl TOMKHBI CaMH MepeIaBaTh HA HETO YIpaBleHUE, TakK
Kak KoMIbloTepbl He mpenoctaBimsitor OC mexaHu3Ma Ui TEePHOAMYECKOTO IPEpPhIBAHUS
BBITOJIHEHUSI [TOJIb30BATEILCKOTO MpoIiecca.

r) B mumaHWpoBaHWM 1O TPHOPHTETAM BCE TPOILECCH C PA3HBIMH MPHOPUTETAMHU TOTYYAIOT
IPUMEPHO OJMHAKOBOE KOJUYECTBO BPEMEHHU.

9. BriGepute BepHOE yTBEpKICHHE (BRIOEPUTE OJMH BapHUaHT):
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a) OC peasim3oBaHa anmapaTHO B IMPOIIECCOPE.

6) OC peanu3oBaHa anmnapaTHo B MATEPUHCKOI Ij1ate.

B) OC — mnporpaMMHOe oO0ecredeHne, KOTOpOoe IMpelOCTaBIsIeT NPUIOKEHUSIM PECYpPCHI
anmapaTHOTO OOecIeYeHus] KOMITbIOTEpa B BHJE YAOOHBIX aOCTPaKIMA, HO HE YIPABISIET STHM
anmnapaTHbIM 00eCIIeUeHUEM.

r) OC — mporpammHOe o0ecrieueHue, KOTOpPOE€ TMPENOCTaBISIET MPUIOKEHUSIM PECYpPCHI
anmapaTHoro oOecCreyeHHs KOMIIbIOTEpa B BHUJE YNOOHBIX aOCTpakUMil M yIpaBiseT 3THM
anmapaTHbIM 00ECIICYCHUEM.

10. BriGepute BepHOE yTBEpKICHHE (BBIOEPUTE OJUH BapUaHT):

a) B OC kommbroTepa ¢ OJHOSIAEPHBIM IIPOLIECCOPOM B KaKIbli MOMEHT BPEMEHH MOXKET
paboTaTh TOJIBKO OJUH IIpOLeCC.

6) B OC xoMmbroTepa C OAHOSIEPHBIM MPOIIECCOPOM y MPOIIECCOB BCETIAa TPUCYTCTBYET TOIHKO
OJIUH MOTOK.

B) B OC koMmImproTE€pa ¢ MHOTOSIEPHBIM IIPOLIECCOPOM B KOHKPETHBII MOMEHT BPEMEHU MOTYT
BBINOJIHATCS] HECKOJIBKO MIOTOKOB OJJHOTO IpOLIEcca.

r) B OC xomnbroTepa ¢ MHOTOSIEPHBIM IPOLIECCOPOM KOHKPETHBIN MPOIECC MOXKET
UCII0JIb30BaTh TOJIKO OJTHO SIIPO IpoLieccopa.

TeCT II10 TEME 32 I/IH(l)OpMaIIHOHHaﬂ 6e3OHaCHOCTb Ol'[epaII]/IOHHI)IX CUCTEM CeMeﬁCTBa
Windows

1. Ha ocHoBe kakux ganubix cyonrexta OC Windows nmpruHUMAET perieHue o 1octymne?

a) Xelll 3HaueHUe Maposis M0JIb30BaTEeNs, 3allyCTUBLIErO IPOLIECC.

0) TOKeH MmepeBOIUIOMICHUS.

B) Unentudukarop mporecca.

r) TokeH nocryna.

1) ba3oBblii npuopuTeT npoiecca.

2. Ha ocnoBe kakux ganubix o0bexkta OC Windows npuHuMaeT pelieHue o 10cTyre?

a) [IpuBnneruu.

6) Token nocrymna.

B) [leckpunrop 6e3omacHocTH.

r) CrucTeMHBIN CIMCOK YIPaBIEHUS JOCTYIIOM.

1) Crioco6 ayTeHTH(UKALUU TOIb30BaTENs.

3. Kakue npumuTuBHBIC IpaBa 00beuHseT B cede mpaso urenuss OC Windows?

a) «Urenue arpuOyTOB 6E30MACHOCTI.

0) «UTeHue cUCTEMHBIX aTpUOYTOBY, «UTEHHE aTPHUOYTOB 0€30MMACHOCTH.

B) «UTeHHEe AaHHBIX.

r) «YTeHune cucTeMHBIX aTpUOYTOBY, «UTEHHE aTPUOYTOB OE30MACHOCTHY, «YTEHUE JTAaHHBIX).
1) «YTeHne CUCTEMHBIX aTpUOYTOB», «UTEHUE aTpUOyTOB OE30MACHOCTHY», «UTEHHE JAHHBIX),
«BBITIOTHEHUE (PAMIIOB» U «IIEPEXO0]] B TUPEKTOPUIO».

4. Bribepure npaBuiibHbIE YTBEPKACHUA 0 MaHAaTHON noiuTuke «He-3anucsiBath-Brepx»
OC Windows:

a) O0ecrnieunBaeT CBOWCTBO LEJIOCTHOCTHU JIAHHBIX.

0) OGecrneunBaeT CBOMCTBO KOH(MUICHIINATFHOCTH TaHHBIX.

B) Mcnonb3yercs B cUcTeMeE TOJIBKO JUIsl 00BEKTOB CETEBBIX COKETOB.

r) HesiBHO ucnons3yercs mist Bcex NTFS-gaiinos.

n) Pazpemaer mocTtynm Ha 3amMch TOJNBKO CYOBEKTaM C YPOBHEM LIEJIOCTHOCTH PAaBHBIM WU
OOJIBIITNM TT0 OTHOIICHHUIO K YPOBHIO IIEIOCTHOCTH OOBEKTA JIOCTYTIA.

S. Kaxkue u3 nepeunciennpix npas OC Windows mpeaocTaBiseT mo yMOJTYAHHIO BIIAACIbILY
daiima?

a) Yurats CCY/I.

0) Yurats JICY /.

21



B) UuraTh comepkumoe daiina.

r) Usmensars JICY /.

n) M3mensate CCY /1.

e) smensts comepxumoe daiina.

6. BeiGepere npaBuiIbHBIE  YTBEP)KICHHUS  OTHOCUTEIBHO  QJITOPUTMA  ONpE/esICHHs
npaBomepHocTH goctyna OC Windows:

a) IlepBbIM aelicTBUEM SIBISIETCA IPOBEPKA COOTBETCTBUS J1OCTYINa MaHaTHOM MTOJUTHKE.

0) IIpoBepka COOTBETCTBHS JOCTYNa MaHAATHOW MOJMTUKE OCYLIECTBISETCS IMOCIE aHalu3a
zanucei JCY /.

B) Ecnmu npu mnocnenoBarenbHoMm aHanuze 3anucedt JICYJ] oka3piBaeTcs, 4TO OJHO U3
3allpalllMBaeMbIX IPaB 3alpeIIaeTcs B TEKYILEH 3an1cu, To TOCTYIl 3allpeliaercs.

r) Ecnu npu nocnegoBarensHoM ananuze 3anuceit JICY [] pa3pemaronire npaBa TeKyiien 3anmucu
B CyMME C Pa3pellalolIMMM IpaBaMH HPEIbLAYIINX 3allMcei MEepeKpbuUld BCE 3alpalliriBaeMble
1paBa, TO IOCTYII Pa3peIIaeTCs.

1) Eciau B ciuckax JICY/] He OblI0 3amperiaroniux 3anpaiiuBaeMble [paBa 3aliucel, U B TO XKe
BpEMsI BCE pa3peliarolne 3aluCcy He IePEKPHLTH 3alpallinBaeMbIe IPaBa, TO JOCTYII 3alPeIiacTcs.
7. Kakas npusuneruss OC Windows mo3BoJisieT uutaTh J1r000# (aiin BHE 3aBUCUMOCTU OT
3aJJaHHBIX MIPaB?

a) [lpuBnierus co3ganus pe3epBHBIX KOIMM.

6) [IpuBunerus U3MEHEeHUs] CUCTEMHOTO BPEMEHH.

B) [IpuBmiterus 3aBepiieHust paboTbl CUCTEMBI.

r) [lpuBunerus ypenuuenus padboudero Habopa.

1) ITpuBunerus coznanus ¢aitia NogKauKH.

8. Bribepute cymHocTH, He BXosIue B TokeH goctyna B OC Windows:

a) SID nonw3oBarens.

0) ICY /] Bcex 00BEKTOB CUCTEMEI.

B) SID-bI rpymm.

r) CCY]] Bcex 00bEKTOB CUCTEMBI.

1) [TpuBunerumn.

9. Bribepute cymHocTH, BXOJSIIUE B Ieckpuntop 6e3onacuoctu oobekra B OC Windows:
a) SID Bmanenbiia 00beKTa.

0) JlucKpemoHHbII CIIUCOK YIPABICHUS JOCTYIIOM.

B) CHCTEMHBIN CIMCOK YIPABIEHUS JOCTYIIOM.

r) CriicoK TOKEHOB JI0CTYIIa MPOIECCOB, OCYILECTBISIONINX JOCTYI K OOBEKTY.

1) YPOBEHb LIEJTOCTHOCTH.

10. Kakwme #3 TYHKTOB TMPaBWJIGHO ONMKCBHIBAIOT (HIBTPOBAHHBIA TOKEH JIOCTYIIa
aamuHuctparopa B OC Windows?

a) YpOBEHb LIEIOCTHOCTH YCTAHABIUBACTCS CPEIHHM.

0) YpoBeHb LIEIOCTHOCTH YCTaHABIMBAETCS BHICOKHM.

B) CIIMICOK IPUBUIIETHIA, KOTOPHIE MOTYT TONACTh B (PMIIBTPOBAHHBIN TOKEH, CHIIEHO OTPaHUYCH.
r) [Ipu onpexnenenun npaBomepHoctu gocryna cpeau 3anuceit ICY J] ¢ SID anmMunnCcTpaTHBHBIX
rpynn OyIyT YYTE€HBI TOJIBKO 3amnpeiatomiye.

n) Cnuckd NpUBWIETMH OJUHAKOBBHI B OOBIYHOM U (DUIBTPOBAHHOM TOKEHE JIOCTyMa
aJIMUHHCTpATOpA.

Tect mo Teme 3.2 UnpopmaninoHHasi 6e30MaACHOCTH ONEPANMOHHBIX CHCTEM ceMelicTBa
Linux

1. Ha ocHoBe kakux nansbix cyobekra OC LinUX mpuHUMaeET pemeHne o JocTyre?

a) SUID-0wur.
6) Sticky-6ur.
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B) YueTHbIC JaHHBIC.

r) UID npornecca.

1) DIEKTPOHHAs MOUCH IPOrPaMMBI.

2. Kaxkue npasa npucyrctBytor B OC Linux:

a) Mcnonmuenue.

0) Urenue i-node.

B) UteHue.

r) Y nanenue.

1) 3aIuchk.

3. Hust wero ciyxut SUID-6ut B OC Linux?

a) [1o3Bossier 3amyCTUTh NPUIIOKEHNE OT UMEHH Biaienblia (aiiia NpUIoKeHHUs.

6) ITo3BossieT 3amyCTUTh MPUIIOKEHUE OT UIMEHHU CYTEepIOIb30BaTEIs.

B) [To3BomnseT 3anyctuth npuinoxenue ¢ npusmieruneii CAP_SYS _ADMIN.

r) [To3Boussier 3anyctuth npuiiokerue ¢ UID paBHbIM HYyIIIO.

1) 3ampeniaer 3amycK MPpUI0KEHHs BCEM I10JIb30BaTENsIM, KpPOME CYIEPIIOJIb30BaTEIs.

4. UYro nenaer Macka B CIHCKe yrpaBieHus goctynom ¢aitia B OC Linux?

a) 3ajjaeT MaKCUMaJlbHbIE [IPaBa, KOTOPbIE MOKHO MOJIYYUTh U3 3alIUCEN AJIs FPYIIIL.

0) 3agaeT MakCUMaJbHBIE ITPaBa, KOTOPbIE MOKHO MOTYYHUTh U3 3aIIUCH OCTAJIbHBIX.

B) 3a/1aeT MaKCHMAaJIbHbIE [IPaBa, KOTOPbIE MOKHO MOJIYYHUTh U3 3aMCH BiIajebla (aiina.

r) 3a7aeT MaKCUMAaJIbHbBIE TTPaBa, KOTOPHIE MOYKHO MOJYYUTh U3 3aIMCEH JIJIs TI0JIb30BaTENICH U
IpyI.

1) 3a71aeT MaKCUMaJIbHbIE IpaBa, KOTOPbIE MOKHO MOJYYUTh U3 3alIUCEH JJIs MOJIb30BaTelIei.

5. Yro Takoe coib xemi-3HadeHus maposst B OC Linux?

a) Ctpoka, KOoTopasi BEIOMpaeTCs MPH KKIOW ayTeHTU(UKAIMHA CIIYyYalHO JJIsi OOecTicueHUs
6€30I1aCHOCTH MapOJIs.

6) CitydaitHO BBIOpaHHas! IIPH CO3/IaHUM MAPOJIS CTPOKA, KOTOPasi CKIIEUBACTCA C XEII-3HAYeHUEM
10CJI€ BBIUYUCIICHUS XeII-(DyHKIIUH.

B) CnyuaitHo BbIOpaHHas IpU CO3/IaHUU NApOJIs CTPOKA, KOTOpasi CKIEUBAETCs C apoJieM Nepes
BBIYUCIICHUEM XelI-(DYHKIUH.

r) JlnnHa, 10 KOTOpO# ype3aeTcsl apoiib MOJIb30BaTelNs sl KOMIIAKTHOT'O XPaHEHHSI B CUCTEME.
6. BriOepuTe CyIIHOCTH, BXOSIINE B yUeTHbIe JaHHbIe nporecca B OC Linux:

a) UID nmomnw30Baresnsi, 3amyCTUBIIETO MPOIIECC.

6) ['pynmibel moabp30BaTens, 3ayCTUBILIETO MPOLECC.

B) [IpuBuneruu.

r) [IpaBa ncnonnsemoro (aiina, 13 KOTOPOro ObLI 3aMyILEH MPoLecC.

1) ®nar 3¢peKTUBHOCTH MPUBUIIETUH.

7. BriOepuTe CymHOCTH, BXOSIINE B aTpUOyThI Oe30macHocTH (aiina B OC Linux:

a) Tpolika mpaB 175 KaX/10H TPYIIIEI B CUCTEME.

0) [IpuBuneruu.

B) Tpoiika npaB Brnaaenbua gaiina.

r) Tpoiika mpaB mosp30BaTesei, He SABISIOMINXCS BlaielbliaMu Qaiiyia 1 He BXOIAUINX B TPYIILY
BJIa/IeNb1a (ailyia 1o yMOT4YaHHUIO.

n) Bnagener gaiina.

8. BeiOepuTe cynHOCTH, BXOJSIIHE B aTpuOyThl 6e30macHocTH ¢aitna B OC Linux:

a) Tpoiika rpaB I KaX10i TPYIIbI B CUCTEME.

0) [IpuBunerun.

B) Tpoiika npaB Biajensua Qaiina.

r) Tpolika mpaB nosb30BaTeNel, He ABIISIOMNXCS BiajenbliaMy (aiiiaa U He BXOJSIIUX B TPYIITY
BJIaJiesblia (aiisa Mo yMoI4aHuIo.

n) Bnanenern daiina.

9. Kakue nHabopsl npuBmiiernii ecth y ¢aiia B OC Linux:

a) Hacnenyewmsie.
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0) OddexTuBHBIC.

B) BHeminue.

r) OrpaHuYuBaOIIKE.

n) Paspemniennsie.

10. Kakyro xenr-¢pyaknuto ucnoib3yer OC Linux [uist BEIYUCIECHHS XEII-3HAYeHUS TTapoJIsl B
OC Linux?

a) MD-5.

6) SHA-256.

B) SHA-512.

r) SHA-3.

1) OYHKIUI HECKOJIbKO, OKOJIO XEII-3HAUCHHSI TapoJisi XPAaHUTCS HOMEP UCTIOIb30BaHHOW XeIIl-
byHKIUH.

11. Yro nenaer kousetiep B OC Linux?

a) OuIbTpyeT BBIBOJI KOMAaH/IBI.

0) [lepenanpasisieT cTaHAAPTHBIN BBIBOJ KOMaHJbI ¢ KOHCOJHM CTAaHJAPTHBIA HA BXOJ JPYTOM
KOMaHJIe.

B) [TogHMMaeT mpaBa 710 IpaB CyIepIoIb30BaTels.

r) OTKJIaIpIBACT BBHIITOJIHCHNE KOMaH bl HA YKA3aHHBIN CPOK.

Tect no Teme 4.1 BpeeHne B apXUTEKTYPY JOKATbHBIX BBIYHCIUTEIbHBIX ceTei

1. Kakoit mopsinok yposueit mogenu OS| BepHbIii?

a) dusnueckuil, KaHaJIbHBIN, TPAHCIIOPTHBIN, CETEBOM, CEaHCOBBIM, IPEACTABICHUS, IPUKIIATHOM.
0) dusnueckuii, KaHATBHBIHN, CETEBOW, TPAHCIIOPTHBIN, CEAHCOBBIH, IPEICTABICHUS, IIPUKIIATHON.
B) ®u3n4ecKuii, KaHAJIbHBIN, CETEBOM, TPAHCIIOPTHBIM, CEAHCOBBIN, IPUKIIAHOMN, IPEICTABICHHUS.
r) @u3nyueckuii, KaHAIbHBINA, TPAHCIIOPTHBIN, CETEBOM, CEAHCOBBIN, TPUKIIATHOM, TIPECTABIICHHUS.
2. Kakue npoToKoJIbl OTHOCSTCA K TPaHCHOPTHOMY ypoBHIO Mojenu OSI?

a) UDP.

6) ARP.

B) IPv4.

r) GSM.

1) TCP.

e) DNS.

x) PPTP.

3. Kakoit ypoBeHb npeiHa3HaueH A7 ONpe/iesieHus MyTH epeaayu JTaHHbIX?

a) duznyeckuid.

0) CeaHCOBBIA.

B) TpaHcnopTHBIN.

r) [IpencraBnenus.

1) KaHasbHBIH.

e) [IpuknagHou.

%) CeTeBoi.

4. Kakue ¢uaru ucnons3ytorcs B npotokosie TCP mis yctaHoBieHus: coenuHeHus?

a) RST.

6) SYN.

B) FIN.

r) URG.

1) ACK.

e) PSH.

S5. Kakwne npenmytecta ectp y FTTB?

a) Bricokast ckopocths paboTsl HTEpHET.

0) PaBHas ckopocTh npuema u nepenadyu HHGOopMaIuu.
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B) HesaBrucHMOCTb CKOPOCTH JIOCTYMA OT YKCJia aDOHEHTOB, MOJIKIIFOUYEHHBIX K KOMMYTaTOPYy.

r) OTCcyTCcTBHE HEOOXOUMOCTH Pa3MEIIeHUs KOMMYTaTopa poBaiiepa B 31aHUH.

6. Kaxkue nenocratku ecte y FTTB?

a) Huzkas ckopocts paboTsl HTEpHET.

0) Pa3nas ckopocTh npuemMa u nepenadu HHGOopMaIuu.

B) 3aBUCHUMOCTb CKOPOCTH JIOCTYIIA OT YKciia a0OHEHTOB, MOAKIIOYEHHBIX K KOMMYTaTOpY.

r) HeoOxonumMocTs pa3Merienysi KOMMyTaTopa MpoBaiijiepa B 31aHUU.

7. Bribepute BepHbIEC yTBEPKICHHS

a) TCP He rapaHTUpyeT JOCTaBKY JaTarpaMM.

6) UDP He rapanTupyer JOCTaBKy JaTarpamMm.

B) UDP rapanTupyer n10CcTaBKy gararpamm.

r) TCP rapantupyer 10CTaBKy JaTarpamm.

8. Kaxoit anpec oTHOCUTCS K aipecHOMY ITpocTpaHncTBy |Pv4?

a) 192.168.0.17

0) 129.256.0.0

B) 301.169.107.0.0.3

r) 127.0.1000.0

9. Kak paboraeT koHIeHTparop (xad)?

a) [Ipu mony4yeHun nakera JaHHBIX Xad MEpPEChIIACT ITOT MAKET HA BCE OCTAIbHBIE CBOU MOPTHI.

0) Ilpu mosyuyeHHH MaKeTa JaHHBIX Xa0 TepechuUIaeT ATOT MAaKeT Ha MOPT B COOTBETCTBHH C
tabnuueit MAC-aapecos. Eciu cooTBETCTBUS HET, ITaKeT OTOpachIBaeTCsl.

B) Ilpu monmyueHun makera JaHHBIX Xab MepechbUIaeT 3TOT MAKET Ha MOPT B COOTBETCTBUU C
tabnuueit MAC-aapecos. Eciu cooTBeTCTBUS HET, B ceTh oTmpasisercs ARP-3anpoc.

10. Kak paboraet kommyTtarop?

a) B cnyuae, ecnu s ornipasisemoro MAC-aapeca HET COOTBETCTBUS, KOMMYTATOP PacChlIaeT
MaKEeTHl Ha BCE TMIOPTHI, KPOME ITOPTa-TIOTYqaTEIs.

0) [1pu momyueHun makeTa JaHHBIX KOMMYTATOP MEPEChUIAET ATOT MaKeT Ha BCE OCTAIbHBIE CBOU
TIOPTHI.

B) KoMMyTatop XpaHuT B maMaTu TaONHIly KOMMYTAIMH, B KOTOPO YyKa3aHO COMOCTaBJICHHE
MAC-anpeca u HOMepa MmopTa KOMMYTaTopa.

r) Co BpeMeHEeM KOMMYTATOp CTPOUT Tabnuiy aiis Becex akTuBHbIX MAC-aapecos.

n) Tabnuna MAC-anpecoB KOMMyTaTopa CTaTUYHA U HACTPAUBAETCS BPYUHYIO.

Tect no Teme 4.2 CeTreBble Yrpo3bl H MeTOAbI NPOTHBOIECIHCTBUS UM

1. Kaxue ObIBalOT UCTOYHUKYA BOBHUKHOBEHUS YI3BUMOCTEN?
a) OmunbKu peanuzaiu.

0) OmmOKu 06CTyKUBaHUS.

B) OmMOKY IPOEKTUPOBAHUSI.

r) Ommobku HR-oTxena.

2. Yro He BXoauT B 0a3zoByto rpynny metpuk CVSS?
a) Crroco0 morydeHus JoCTyTa.

0) BnusiHue Ha KOH(UACHIIMAIBHOCTb.

B) Biusinue Ha monb3oBarens.

r) [lokazarens ayTeHTHUDHUKAIHH.

1) CI0HOCTb MOTY4YEeHUSI JOCTYIIA.

3. Kakoii rpymmer metpuk CVSS He cyniectByer?

a) KommuiekcHasl.

6) Bpemennas.

B) bazoBas.

r) KonrekctHasl.

4, Kewm pa3zpaborana CVSS?
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a) I1SO.

6) FIRST.

B) WWW.

r) UCLA.

5. Yro He aBisieTcs meTpukoid B CVSS?

a) CJI0KHOCTh aTakH.

0) Bausinue Ha JOCTYITHOCTb.

B) JIUTENTBHOCTD aTaKH.

r) Crioco0 moJry4eHus J0cTymna.

n) [Tokazarens ayreHTUDUKAIIIH.

6. YTo sBAsIETCS MACCUBHOM aTaKou?

a) [IpocnymmBanue Tpadpuka.

0) OTka3 B 0OCITy>)KUBaHHH.

B) ®u3nueckoe HanaeHue Ha OOBEKT.

r) DKCIuTyaTanus ysi3BUMOCTH.

1. Urto Takoe 3BpUCTHUECKUN aHATIN3?

a) Meton, mpeaHa3HAYEeHHBIH J1J151 OOHApYKEHHUS HOBBIX, €IIE HE BBISIBICHHBIX BUPYCOB.

0) MexaHu3m, He0OXOIUMBIN I OTCIICKUBAHIS HEU3MEHHOCTH (ailJIOB, TOKYMEHTOB, peecTpa,
KOH(UTrypanuu 060pya0BaHHUS.

B) MeTo/1, OCHOBaHHBII Ha IMOCJIEI0BATEIbHOM IIPOCMOTPE MaMATU YCTPOICTBA, 3arpy304HbIX
CEKTOPOB, (paillIoB B IOUCKE CUTHATYP U3BECTHBIX BUPYCOB.

8. Yro Takoe 63k10p?

a) YacTb BpEAOHOCHOTO MPOrPAaMMHOIO OOECIEUEHHUs, PEATU30BAHHOTO JUIS COKPBITHS
IIPUCYTCTBUS 3TOrO BPEIOHOCHOI'O KOJIA U €ro JEHCTBHM.

6) I[lpunoxkenue, uCHOIb3yeMOe Jid JaIbHEWIIEH 3arpy3kd W 3allycka IOJHOLIEHHOTO
BPEIOHOCHOTO MPOTPaMMHOT0 00eCIIeYeHUsI.

B) BpenonocHoe mporpamMMHoe oOecredeHue, KOTopoe, OMUMO TMOJIyYeHHUs] KOHTPOJS HaJ
3apaX€HHbIM YCTPOMCTBOM, MBITAETCS 3aXBATUTh 0]l CBOW KOHTPOJIb IPYTHE Y3JIbl CETH.

r) [Ipunoxxenue, mo3BoJstoNIee YIPaBIATh KOMIBIOTEPOM YIAJICHHO.

9. Uro Takoe pyTKUT?

a) YacTh BpEIOHOCHOTO TMPOrPAMMHOTO OOECHEUYCHHS, PEATU30BAHHOTO I  COKPBITHS
MIPUCYTCTBUS 3TOrO BPEIOHOCHOT'O KOJIa U €ro JeHCTBHM.

6) Ilpunoxxenue, ucnoib3yeMoe i JAajbHEWIIeW 3arpy3kKd M 3alycka IOJIHOLIEHHOTO
BPEIOHOCHOTO IIPOrPaMMHOT0 00€CTICUEHHUS.

B) BpenonocHoe mporpamMMHoe oOecriedeHue, KOTopoe, MOMUMO TMOJIyYeHHUs] KOHTPOJS HaJ
3apaX€HHbIM YCTPOMCTBOM, MBITAETCS 3aXBATUTh 0] CBOW KOHTPOJb IPYTHE Y3JIbl CETH.

r) [Ipunoxxenue, mo3BoJsitolIee YIPaBIsATh KOMIBIOTEPOM yIaJICHHO.

10. Urto ciemyeT nenath, 9TOOBI 3aIIUTUTD CE0ST OT BUPYCOB?

a) He 3amyckaTh NpuI0’KeHHsI U3 HEJOBEPEHHBIX HCTOYHHUKOB.

0) CriemuTh 32 TUOPOBBIMH MOAMUCIMH YCTAHABIMBAEMOTO TPOTPAMMHOTO 00ECIICUEHUSI.

B) OTKIIIOUUTH MEXKCETEBOM IKPaH.

r) Becerna oTkprIBaTh BIIOKEHHUS 3IEKTPOHHON MOUTHI ¢ TeMol «BaxHo» 1 «CpoyHO».

1) CBOEeBpeMEHHO OOHOBIISATH ONEPALIIOHHYIO CUCTEMY U IIPOTpaMMHOE 00ecTieueHHE.

e) Ucnonb30BaTh aHTUBUPYCHOE MTPOrPaMMHOE OOeCTieueHue.

Tect no Teme 4.3 MexkceTeBble IKPaAHbI
1. Uto Takoe Mex)ceTeBOM IKpaH?
a) [IporpamMmmHOe MM TPOrPaMMHO-TEXHHUUECKOE CPEICTBO, peanusyroiee GyHKIUNA KOHTPOJIS U

bunbTpaluM B COOTBETCTBMM C 3aJaHHBIMU NpaBWJIAMU MPOXOASIIMX Yepe3 HEero
UH(POPMALMOHHBIX TTOTOKOB.
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0) YcTpoiicTBo, mpegHa3HAYEHHOE AJISl COSIUHEHHS] HECKOJIBKUX Y3JI0B KOMITBIOTEPHOM CETH B
npezenax 0JTHOTO WIIM HECKOJIBKUX CETMEHTOB CETH.

B) YCTpOICTBO, KOTOPOE MO3BOJIIET OPraHU30BATh JOKAJIBHYIO CETh C BO3MOKHOCTBIO BBIX0/1a B
UHTEPHET AJISl IPYTUX YCTPOUCTB.

2. MesxceTeBble SKpaHbl sl BEO-TIPUII0KEHUI pacroiararoT:

a) Ilepen 3ammmiaeMbiM BeO-cepBepoM (Tpaduk BHaYale MEpenacTcs MEKCETEBOMY JKpaHy,
3aTeM BeO-cepBepy).

0) Ilocne 3ammummaemoro BeO-cepBepa (Tpaduk BHayale IMepemaeTcs BeO-cepBepy, 3areM
MEKCETEBOMY SKpaHy).

B) MexceTeBoii SKpaH U 3allUIIaeMblii IM BeO-cepBep HaXOIATCS B pa3HBIX MOJICETAX, TpapuK
MEX1y HUMH 3arperieH.

r) BmecTo 3ammuniaemoro Be6-cepepa.

3. [TepcoHanbHBIE MEXKCETEBBIE IKPAHBI JIJIs1 HACTOJIBHBIX KOMIIBIOTEPOB M HOYTOYKOB:

a) ObecneunBaloT JIOTOTHUTEIBHBIA YPOBEHB 3aIIUTHI OT CETEBBIX aTaK.

0) IlomHOCTBIO 3aMEHSIOT BCE OCTaJbHbIE WHCTPYMEHTAIbHBIE CpEICTBA OOECIeYeHHUs
0€3011aCHOCTH.

B) [T0JIHOCTBIO 3aMEHSIOT MapIIPYTHU3ATOPHI, SBJSSCH HUTF030M 110 YMOTYAHUIO JIJIS 3aIUIIIaeMOr0
KOMIIBIOTEpA WU HOYTOYKA.

r) IIpegocTaBisioT Bce HEOOXOAMMBIE CETEBBbIE CEPBUCHI JJISl 3aIIMIIAEMOr0 KOMIIbIOTEpa WU
HOYTOYKA.

4. [lepcoHanbHbIE MEXKCETEBBIE SKPAaHbI JIi HACTOJBHBIX KOMITBIOTEPOB M HOYTOYKOB
SIBIISIFOTCSI:

a) AnmapaTHO-IPOrPaMMHBIMU CPEACTBAMH 3aIIUTHI.

0) Bcerma BcrpoeHHbiME B OC, KOTOPYIO OHH 3alIMINAIOT; HE MOTYT OBITH peaarn30BaHbBI
BHEITHUMH MPOU3BOJAUTEISIMH.

B) MCKIIOUMTENHHO MTPOrPAMMHBIMH.

r) MckiitounTenbHO BHEIIHUMH, HE BCTpPOeHHBIMU B OC, KOTOPYIO OHM 3alIMILIAIOT; BCErna
peaTn30BaHbl BHEUTHUMHU TIPOU3BOIUTEIISIMH.

S. [TepcoHanbHble MeEXCETEBbIE JKpaHbl JJIi HACTOJBHBIX KOMIIBIOTEPOB U HOYTOYKOB
YCTaHABJIMBAIOTCSL:

a) Ha xocrax, KoTopble OHHU 3aIUINAIOT.

0) Ha mapmpytuzaropax, KOTOpbIe YKa3aHbI HAa XOCTE B KA4€CTBE IILTI03a 110 YMOJTYAHHIO.

B) Ha oT1enpHBIX KOMITBIOTEpAX.

r) Ha xoneunbix Toukax VPN.

6. BeiOepuTe HecyliecTBYIOMUI BUJT TPAHCIISILIMK CETEBBIX aJPECOB.

a) Jlunamuueckasi.

0) Crarnueckasl.

B) C UCHIOJIb30BaHUEM ITOPTOB.

r) C uCnoyib30BaHUEM MOCTOB.

7. [1I1r0361 YpOBHSI IPUIIOKEHUH ITO3BOJISIOT:

a) MckimouuTh npsiMoe B3aMMO/ICHCTBHE ABYX Y3JIOB ITyTEM pealn3allii PO MOCPETHUKA.

0) BeimoHATE QYHKIMH MITI03a CEAHCOBOTO YPOBHSI.

B) AHaJIM3UPOBATh BCE CYLIECTBYIOIINE B MUPE MPOTOKOJIBL.

) AHaTM3UPOBATH TOJBKO MOAEP)KUBAEMBIE STUM MEKCETEBBIM YKPAHOM ITPOTOKOJIBI.

8. VYnpasisieMble KOMMYTaTOPbI MOTYT:

a) OcymiecTBIsATh GUIBTpaIUio Ha ocHOBE |IP-aapecos.

6) OcymecTBIATh (PUIABTPALIMIO TIO UCIIOIB3YEMOMY IIPOTOKOIY.

B) OcymectBiath punpTpanuio Ha ocHoBe MAC-aapeca.

r) OcymecTiaTh GpunbTpamnuio Ha ocHoBe VLAN ID.

9. Bri0eprTe BO3MOXKHOCTH MEKCETEBOTO IKPAHA.

a) Perucrpanus coObITHIA U reHepalys OTUYETOB.

0) @unpTparus Tpaduka.
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B) TpaHcsiius CETEBBIX alpecoB.

) AyTeHTH(HKAINA T0JIb30BaTeINeH.

1) AAMUHUCTPUPOBAHHUE.

10.  Kaxwue yTBEep>KIeHHS O MPOTPAMMHOM MEKCETEBOM SKpaHe BEPHBI?

a) [logxonut B ciyyasix, KOrja ycTpoHCTBO M0JIb30BATENIs IOMEIAETCS B HEJOBEPEHHYIO CpeNy.
0) IIpu ero paboTe UCIIONIB3YIOTCS pECYPCHl YCTPOUCTBA, HA KOTOPOM OH (DYHKIIMOHUPYET.

B) [ToaxoauT /i 3a1a4 CErMEHTUPOBAHMSI CETEN.

r) [TonxoauT 1is oTAENEHUS JOBEPEHHOM YaCTH CETU OT BHEIIHUX YIPO3.

1) Cuuraercs 605ee 0TKa30yCTONYMBBIM, YEM allllapaTHbII MEXCETeBON 3KpaH.

Tect mo Teme 5.1 BBenenue B kpuntorpaguyeckue MeToabl 3allIUTHI HH(OPMALIUH

1. Kaxnpii mmdpoTekeT MOXeT ObITh  IMOJMY4YeH KAk — pe3yibTaT  CIEAYIOIIEro
1peoOpa3oBaHus:

a) Ex (Di(p))-

0) Dk(p).

8) Ex(p).

r. Dk (Ex(p)).

2. 3ammdpyiite ¢ nomomsio mudpa «Ardamn ciioBo « Worldy.
A/BIC|ID|E|F|GIH|I |J|K|L
Z| Y| XIW|VIUIT|S|R|Q|P|O

Z<Z

a) Dlrow.
6) Svood.
B) Woild.
r) Dliow.
3. Paccindpyiite cinoBo «Xjxoby, 3amudpoBanHoe ¢ momoibto mudpa ['as FOnus Lezaps:

A/B|C/DIE|F|G|H|I|J|K|L|IM|N|O UulVv XY

o
O
)
]

T Z
X|Y|Z|A/B|ICID|E|F|G|H J IKILIM|N|O|P|Q|R|S|T|U|V

a) Tgtly.

6) Amare.

B) Crypt.

r) Vivna.

4. Zamudpyite cnoBo «KU3Hb» ¢ TOMOIIBIO TEPECTAHOBKU
112(34|5
2|5(3|14

a) Hx3bu.

0) bu3mxk.

B) H3bxu.

r) Ub3:xH.

5. Pacumdpyiite cnoBo «1216312611» ¢ momomnibio Tabsmis! [lommbust:
112(3|/4|5|6

1 AB|B|T|AE
2|E| X3 |U|U|K
3|JI|MHO|IT|P
4 |BIlE| V| D X|I]
S|4\ b|bI b
6|D|KA|*|*|*
a) benka.
6) EsBroa.




B) CTpenka.

r) benok.

6. BriepBbie METO1 4aCTOTHOTO KPUIITOAHATIN3A BIIEPBBIE U3JI0KHIL:

a) Jleon bartucra AnsoeptH.

0) ®panvyecko CUMOHETTA.

B) A0y IOcyd Sxy6 anb-Kunam.

r) [Jxuponamo Kapmano.

1. Juck Anp0epTy O3BOJISIET aBTOMATH3HPOBATH:

a) llIndp npocroii 3amens! (ogHOoAI(PaBUTHBIN MUDD).

6) MHuoroan¢paBuTHBIN HUD.

B) [lIudp mepectaHoBKH.

r) [lorounsiit mudp.

8. Hcnonp3oBanue maposis A MHEMOHUYECKOrO 3allOMHUHAHMS MEPECTaHOBKU CHUMBOJIOB
andaBuTa MPEATOKUI:

a) MaTeo ApKeHTH.

0) bnes ne Bmwkenep.

B) JI>xoBanuu barTucra bemnaszo.

r) Jxambartucta ([JxoBanuu) aemnna [lopra.

9. [Tomemenue ns neparoctpanuu rnepenucku B XVII — XX Bekax Ha3bIBaIOCH:
a) benbrii kabuner.

0) Taiinast KOMHaTa.

B) SIHTapHas KOMHAaTa.

r) UepHblii KaOUHET.

1) Kpachslii kaOuner.

10. [Hudpsl, B KOTOPBIX KKl CHUMBOJ OTKPBITOTO TEKCTa MpeoOpa3yeTcss B CHUMBOI
mmdpoTeKcTa, B 3aBHCHUMOCTH OT CBOETO PACIOJOXKEHHS B OTKPBHITOM TEKCTE M KIHOYa
Ha3bIBAIOTCA:

a) MHoroan@aBuUTHBIMU HITUPPAMHU.

6) brounbiMu mmdpamu.

B) [loTounbIMU P paMu.

r) PoropubiMu mudpamu.

11. Zammdpyiite cinoo «CIIOH» durpammubim mmdpom [neidepa.
4 4 O b B
X T 3 H ()
I r J b IT
M A 11 3 P
C E A bl K
{0) pi ] nu X

a) BABI.

6) IIADb.

B) DLV

r) bIIIL3.

12.  Ilycrts mepectanoBka T mpejcTaBieHa ciaenyromei Tabaumei:
1/2/3|.../n-5{n-4|{n-3|n-2|n-1|n
5[6|7|...|n=1] n 1 2 3 |4

13. Kakoii Bu iMeeT rmepecTaHoBKa oOpaTHas iepecTaHoBKe 172

a.

1123 n-5/n-4\n-3{n-2(n-1|n

1123 n-5/n-4/n-3|n-2{n-1|n
0.

11]2]3]...]n-5|n-4[n-3[n-2|n-1|n|
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B.

1123 n-4/n-3/n-2{n-1/n

4156 n-1| n 1 2 |3
T.

1 2 3 [4|5|...{n=-3|n-2|n-1| n
n-3/n-2|n-1{nfl|...|{n-7{n-6|{n-5|n-4

14, Bammdpyiite ¢ OMOIILI0 OTKphITOro Kiaroua (8051, 5) kpunrocucremsr RSA coobrienune
m = 10.
a) 8051.
6) 3388.
B) 1949.
r) 12.
15.  Kakoe cBOICTBO 0€30MaCHOCTH TapPAHTUPYET, YTO YYACTHUKY KPHNTOrpadGuIecKoro

IPOTOKOJIA LIEJIOCTHOCTH MOJIyY€HHOTO COOOIIEHHS M €Tr0 CO3/IaHKEe 10 MOMEHTA MOJTY4YEHHs, HO
HE TapaHTHUPYET 3aLIUTY OT MOBTOPHOM OTIPABKH COOOIICHUS?

a) CBOICTBO «ayTeHTU(UKALINS CTOPOH».

0) CBOICTBO «ayTeHTU(DUKALIHS UCTOUHUKAY.

B) CBOICTBO «MHBAPUAHTHOCTb OTIIPABUTEILS.

r) CBOICTBO «ayTeHTU(UKAIHS COOOLICHUS.

16. Kakoe cBo#cTBO 0€30MaCHOCTH TapaHTHUPYET, YTO YYACTHUKY KPUNTOrpaduyecKoro
MPOTOKOJIA, YTO YYACTHHUKH, HAYaBIIHE HCIOJHEHHUE MPOTOKOJA, HE M3MEHWINCh C TEYEHHUEM
BpeMeHu?

a) CBOIiCTBO «ayTeHTU(DUKAIIIS CTOPOH.

0) CBOMCTBO «ayTeHTU(UKAIIHSI HCTOUHUKAY.

B) CBOICTBO «MTHBApUAHTHOCTH OTIIPABUTEIIS.

r) CBONCTBO «ayTeHTU(]UKAIIS COOOLICHUSI.

BepHblii 1 noaHBIA OTBET Ha BOIPOC TecTa olleHHMBaeTcs B 1 Oami, Uid MPOXOXKACHUS TecTa
HE00X0/IMMO BEPHO U MOJTHO OTBETUTH HA HE MeHee uyeM 60 MPOIEHTOB BOIIPOCOB TECTA.
Tembl NpaKTHYECKUX 3aHATHI

Tema npakTHYecKOro 3aHATHSA MO Teme 3.1
Beenenne B H~HPOPMALMOHHYIO 0€30IIACHOCTD ONEPANMOHHBIX CHCTEM

1. OcHOBBI PabOTHI C MPOIIECCaMHU, BBOIOM-BbIBOZOM | (haiimamu B8 OC Windows u Linux.

Tema npakTH4ecKoro 3aHATUsA 10 Teme 3.2
HNudopmanuonHas 6e30acHOCTH ONEPAHOHHBIX cucTeM cemeiicTBa Windows.

1. OcHoBrbl 00ecnieuenus 6ezomnacuoctu B OC Windows.

Tema npakTuyeckoro 3aHaTus no reme 3.3
HNudopmannonHasi 6e30acHOCTH ONEPAIMOHHBIX CHCTeM cemeiicTBa Linux

1. OcHoBHI 06ecnieuenns 6e3omacaocta B OC Linux.

Tema npakTH4yeckoro 3aHsATus no reme 4.1
BBeieHne B apXUTEKTYPY JOKAJbHBIX BBIYHCIUTEIbHBIX CeTeil
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1. Cereoii caudep Wireshark. 3HakoMcTBO ¢ PUIBTPaMH MAKETOB.

TeMbl NPaKTHYECKOr0 3aHATHS 10 Teme 4.2
CeTteBble YIpo3bl M METObI MPOTUBOAEHCTBUS UM

1. WuBeHTapu3aiys U MOMCK ySI3BUMOCTEH ¢ mcrmons3oBanreM Open Vulnerability and
Assessment Language.

2. CereBoii ckaHep Zenmap. HMcmomb3oBaHHE CETEBOrO CKaHepa JUisl  BbIABICHHS
YSA3BUMOCTEN YPOBHS CETH.

3. Bupychbl, uX BBIABICHHE M YCTPAHEHHE C HCIOJIb30BAHHEM CICIUATU3UPOBAHHOIO
MPOrPaMMHOTO O0ECTICUeHUSI.

Tembl NMPAKTUYIECCKOI'0 3aHATHUSA 110 TEME 4.3 MexceTeBble IKPaHbI

1. Bpannmaysp Windows. Pa3paboTka npaBmii MeKCETeBOr0 SKpaHUPOBAHUSL.
2. Bupryansnas undpacrpykrypa Eve-NG.
3. Me:xcereBol 3kpaH Ha rpanuiie cetd. Hactpolika npaBuil MEXCETEBOT0 3KpaHUPOBAHMUS.
TeMbl NpaKkTHYECKOT0 3aHATHA 1O Teme 5.1
BBenenne B KpunTorpagpuyeckue MeTobl 3alIMThHI HHPOPMALHH
1. Hcropudeckue mmdpsl mudpoBaHue U pacuimppoBaHue.

JlonoJIHUTeIbHbIE 32/IaHUs I CAMOCTOSATEIbLHOI0 PellleHus
JlonosiHuTeAbHbIE 3a1aHus 10 TeMe 1.1 [IpaBoBbIe 0CHOBBI 00eceyeHUs1
HH(OPMAMOHHOH 0€30I1ACHOCTH
1. Kakas wundopmamus mnpeacrasiser ans1 Bac unennocts? Kakue XapakTepUCTHUKU

UHpOPMaLMOHHOM Ge3omacHocTH Bbl OBl X0TeNn obecneunTs A Takoi nHdopMaruun?

2. Bri6epere kakoil-mu60 Bua 1eHHou A Bac undopmanuu. B kakux ¢popmax MokeT ObITh

NpeZCTaBjIeH ATOT BUJ MHpOpMauun?

3. [Ipoananu3upyiite: K KakuM BUAaM TailH Bel MoxeTe umeTs goctymn?

4. [Ipoananu3upyiite: Kkakue cBsi3aHHbIE ¢ BaMu 1aHHBIE MOTYT SBJIAThCS TaHAMU?
JlonoIHMTeIbHbIE 32/1aHUs 110 TeMe 1.2 3auTa nepcoHaJbHbIX AaHHBIX

1. Onummre cxeMy HH(POPMALMOHHBIX MOTOKOB Bammx mepcoHalbHBIX JaHHBIX B

YHusepcurere.

2. Onumure cxeMy HH(GOPMAIMOHHBIX TOTOKOB Barmx nepcoHanpHbIX JaHHBIX B baHke.

3. [Ipoananusupyiite: Bcerna ju (korga 3To HeoOxoaumo) ¢ Bac B3umaroT coriacue Ha

00paboTKy mMmepcoHanbHBIX MJaHHBIX? Bceerma num 3TO TPOUCXOAWT B COOTBETCTBUU C
3aKOHO/IATEIHCTBOM?

4. [Ipoananu3upyiiTe: B Kakux curyanusx Bbel maBanmu coriacue Ha oOpaboTky Bammx
cHenraIbHBIX JaHHBIX? He ObLI0 JIM 5TO M3IMIIHUM?
5. [Ipoananmmu3upyiiTe: B Kakux cUTyalusx Bl maBaim corinacue Ha 00paboTky Bammx

OouomeTpuuecknx nqaHHbIX? He ObU10 T 3TO M3MUITHUM?

JlonoiHUTeIbHBIE 3a]aHus 110 TeMe 1.3 OpraHu3anuoHHbIe OCHOBBI 00eceyeHu st
HH(GOPMALMOHHOM 0€30MACHOCTH
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1. PazpaboraiiTe Mmomens HapymuTens s Bamei qomarnineir nHPOPMaMOHHON CUCTEMBI.
2. PazpaboraiiTe MO/I€Ib HAPYIIUTENS ISl KOMIBIOTEPHOTO Kacca Y HUBEPCHUTETA.

3. PazpabotaiiTe Mmonens yrpo3 mis Bameit nomaniaelr nHOOpMAIMOHHOW CHCTEMBI.

4. PazpaboraiiTe MO€Ib HAPYIIUTENS TSI KOMIBIOTEPHOTO Kacca Y HUBEPCHUTETA.

5. [IpemnoxuTe cpencTaa 3ammThl HHGOpMaluu 1yt Bamei nomantaeit nHGOpMaImoHHOU
CUCTEMBI.

6. [Ipemnoxkure  cpenctBa  3amuThl  MHGOpPMANMKM Ui KOMIIBIOTEPHOTO  KJjacca
YHusepcurera.

JlonoJiHuTeIbHbIE 32/1aHU 110 TeMe 2.1 ApXuTeKTypa KOMIIbIOTepa

1. N3yuyure Bam nepcoHalbHBI KOMIIBIOTED M COBPEMEHHBIE T'aJUKETHI, KOTOPHIMU Brl
noib3yerecb. CpaBHUTE MX XapaKTEpUCTHKM: ObICTpOAEHCTBHE, OOBEM ONEpPaTUBHOM U
BCIIOMOTI'aTEJIbHOM ITaMATH, CKOPOCTh 10CTyIa B IHTEpHET.

JlonotHUTeIbHBIE 3aaHus 110 TeMe 3.1 BBeenne B HHPpOPMAIIHOHHYIO 0€30MACHOCTH
ONepalHOHHBIX CHCTEM

OC Windiws
1. Ortkpoiite 6pay3ep Internet Explorer. Haiimure ero uaeHTHGHKATOP MPOIecca, OTKPHITHIC
coeMHEHUs U 0a30BbIi PUOPHUTET.
2. Otkpoiite Opaysep Chrome. Haiinute ero uaeHTH(HKATOpP MpOLECCa, OTKPHITHIC
coeMHEHUs U 0a30BbIi PUOPHUTET.
3. 3anycture npunoxenue «bioknoTy. Haitnure daitnbl oTkpeIThie poreccoM «biokHOT
¢ momoulbio yTuiuTel Process Explorer.

OC Linux
Haiinure nath caMbIx TpeOOBATEIBHBIX K TAMSATH MPOIIECCOB.
OTkpoiiTe Opay3ep U HAMAUTE OTKPHITHIE COCTUHEHUSI.
BeiBenute comepkumoe nupextopun /etc.
BriBenute comepxkumoe nupexropun /etc/schedule.

el A

JlonoTHUTeIbHBIE 3a]aHus 0 TeMe 3.2 UndopMannoHHas 6€30MaCHOCTh ONePalMOHHBIX
cucreM cemeiicrea Windows

1. Cozpaiite momnb3oBaTens «Anuca». HaszHaubTe el mapons. Co3zmaiite Tpynmy
«HemoBepeHHBIE TIOTE30BATENN.
2. Co3paiite TUpeKTOpHIo, coaepxalryto ¢aitnel. Hasnaubte Anuce npasa 10cTaTOYHbIE 115

OTOOpaXeHHsI CIHCKOB (aillIoB U MEpPEeX0J0B B TUPEKTOPUH U €€ MOIJAUPEKTOPUAX, a TaKXKe
yreHUs (GaillloB B AMPEKTOpHUM U ee nojaupekTopusx. IIpoBepbTe, 4To Asnca MOXeT
IpOCMaTpUBaTh (HalIbl.

3. 3anperutre rpynmne «HemoBepeHHbIE TMMONB30BATEIN» JIOO0OW MTOCTYN K CO3JaHHOMN
TUPEKTOPHH, €€ TOJAUPEKTOPHUSM, a TakkKe K (haiiimaM BHYTpU JUPEKTOPHUH U €€ MOATUPEKTOPHI.
4, Jlo6aBpTe Anucy B rpynny «Hemgoepennsie monb3oBatenny. [IpoBepbre, uTo Annca He

CMOXET IPOCMAaTpUBATh (ailiibl B JUPEKTOPHH.

JlonosiHuTeIbHBbIE 3a1aHusi 10 TeMe 3.3 UHpopMannoHHas 6€30MacHOCTh ONePallMOHHBIX
cucreM cemelicrsa Linux

1. Cozpaiite  nonb3oBatens «Anuca». HaszHaubTe eil maposns. Co3zgaiite rpynmy
«HenoBepeHHbIE OIB30BATEINY.
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2. Co3znaiite TUpEKTOpHUIO, coaepxkaniyro (aitipl. HaznausTe Anmce mpaBa 10CTaTOYHBIE JJIS
0TOOpa’keHHs CIIUCKOB (ailyloB U MEPEXO0B B JUPEKTOPUH U €€ TMOIJAUPEKTOPUSAX, a TaKxKe
yTeHus (aiiyioB B JUPEKTOpUM U ee moamupekTopusx. [IpoBepbre, uro Anmuca MOXKET YUTATh
(aiibl.

3. C nomomipl0 crnMcka KOHTPOJS JOCTYHmoB 3amperute rpynne «HemoBepeHHbie
MOJIB30BATENM» JIOO0OH JOCTYnm K BbIOpaHHOMY (hainy BHYyTpu aupekTopuu. llomensiite
BJIa/IeJIbIIa 3TOrO (haiiia Ha Cyneprioyib30BaTess CUCTeMbl. Pa3zpeminte B 6a30BbIX IpaBax AOCTYII
K BeIOpanHOMYy (aiimy komom 600.

4, Job6aBpTe Anmcy rpynny «HemoBepeHHble moib3oBarenuy». [IpoBepsTe, uTo Annca He
CMOXET IPOYUTATh BEIOPAHHBIN (haii.

I[OHO.]IHI/ITCJILHLIG 3aJJaHUs 110 TEME 4.1 BBenenue B APXUTEKTYPY JOKAJBHBIX
BBIYHCJIUTEJIbHBIX ceTel

1. [IpoBepbTe AOCTYHHOCTH JIIOOOTO HCHOJB3yeMoro Bamm modroBoro cepsepa ¢
ucrnonb3oBanuem  ytuwiauthl  Telnet.  Cremyiite  crathe  https://docs.microsoft.com/ru-
ru/exchange/mail-flow/test-smtp-with-telnet?view=exchserver-2019 u camocTosTEIBHO.

2. Hactpoiite mouty B mouTtoBoM kiueHte Thunderbird. Cnenyiite crarbe
https://support.mozilla.org/ru/kb/nastrojki-konfiguracii-dlya-uchyotnyh-zapisej.
3. Pazpaboraiite GunbTpsl s mpocMoTpa Toibko ucxoasumx ICMP-3anpocos. Crenyiite

crathbe https://habr.com/ru/post/211042/.
JonosHuTeIbHBIE 3a1aHus 10 TeMe 4.2 CeTeBble YTPO3bl H METOAbI POTUBOAECHCTBUS UM

1. [IpoBeauTe MOUCK YA3BUMOCTEM Ha CBOEM JOMAIIHEM II€PCOHAIBHOM KOMIIBIOTEPE,
03HAKOMBTECH C ONMCAHUEM BBISBICHHBIX YSI3BUMOCTEH, ONPEIEINTE HACKOJIbKO OHM KPUTHYHBI
no wkane CVSS, u ycTpaHute ux.

2. [TpoBepbre, ycrpanena sm ys3BuMocTh CVE-2017-0144 wa Bamem JoManiHeMm
KOMIIbIOTEpPE, U YCTAaHOBUTE OOHOBJEHHE OE30MaCHOCTH B CiIydae, €CIM YA3BHMOCTb
npucyrctByer. Crnenyiite cratbe https://support.microsoft.com/ru-ru/help/4023262/how-to-
verify-that-ms17-010-is-installed.

3. Wzyunte ys3eumocts CVE-2014-0160, cnmemys cratesm  https://xked.ru/1354/
http://mirror3.esetnod32.ru/company/virlab/analytics/2014-05-05-ujazvimost-heartbleed. pdf.
[lepBas cratbs nmpeacTaBisieT cOO0H HEOOBION KOMUKC, TOKa3bIBAIONINN, HACKOJIBKO OITacHa U
JIETKO MCIIONIb3yeMa 3Ta yA3BUMOCTb. BTopas craThs npejacraBiser co6oit moapoOHOe onucaHue
YS3BUMOCTH, ITOCJIEACTBUS €€ UCIIOJIb30BAHUS U PUCKHU.

JlonosiHuTeIbHBbIE 3a1aHus 10 TeMe 4.3 MeskceTeBble IKPAHBI
1. 3amenute y3ib1 Hacker u Victim Ha y3ibl moj ympaBieHHEM ONEPAMOHHON CHCTEMBI
Windows u oOpaturech K MX CETeBBIM pecypcaM 1o mnporokoiry SMB. Cnenyiite cratbe
https://www.eve-ng.net/index.php/documentation/howtos/howto-create-own-windows-host-on-
the-evel/.

JonoaHuTeIbHBIE 321aHUA 110 TeMe 5.1 BBeieHue B Kpuntorpaguyeckue MeTo/Ibl 3a1UTHI
uHpopmanun

1. 3ammdpyiite u pacmudpyiite coodiienue «f teds mobio!» BceMu M3BECTHRIME Bam
HUCTOPUYECKUMHU MU PAMH.

KpuTtepun onieHkH NpaKTH4eCKOro 3aHATHSA.

33


https://support.mozilla.org/ru/kb/nastrojki-konfiguracii-dlya-uchyotnyh-zapisej
http://mirror3.esetnod32.ru/company/virlab/analytics/2014-05-05-ujazvimost-heartbleed.pdf
http://www.eve-ng.net/index.php/documentation/howtos/howto-create-own-windows-host-on-

3a MpakTUYECKOE 3aJaHME BBIIOJHAETCS OJHA U3 OLEHOK: «OTJIMYHO», «XOPOLIO»,
«yOBJIETBOPHUTEIbHOY, «HEYI10BJETBOPUTEIBLHO.

OneHka «OTJIMYHO» BBICTABIIAETCS, €CIM CTYAEHT AaKTUBHO paboTaeT B TEUYEHUE BCErO
IPAaKTUYECKOIO 3aHATHS, JAaeT BEpHbIE M IIOJHBIE OTBETHl HAa BOMNPOCHI IMpernojaBarens Hu
MOKa3bIBaeT IMPH ITOM TIIyOOKOE OBIIAJCHUE JEKIMOHHBIM MaTE€pHajoM, BCE YacTH 3aJaHHS
BBINOJIHEHBl BEPHO (JIOMYCKAIOTCSI HEOONbIINE HETOYHOCTH, HE SBJISIOIIUECS CIEJCTBUEM
HE3HAHMS WM HETIOHMMaHus yueOHOro Marepuaia). Pabora BeimonHeHa camoctosTeabHo. PaboTta
caHa ¢ coOmoieHrueM Becex cpokoB. CoOuItoIeHb! Bce IpaBuiIa OPOpMIICHHS.

OneHka «XOpomIO» BBICTABIAETCS, €CIM CTYACHT aKTUBHO paboTaeT B TEUCHHE BCEro
IIPAKTUYECKOI'O 3aHATUSA, JaeT BEPHbIE, HO BO3MOXKHO HEIMOJHBIE OTBEThl Ha BONPOCHI
IpenojiaBaTessl U MOKa3blBaeT IPU 3TOM CBOOOJHOE BIIAJCHUE JIEKIMOHHBIM MaTepUalioM, BCE
YacTU 33JaHMsI BBIIOJHEHBI BEPHO (AOIYCKAKOTCS HETOUYHOCTH, HE SBIIAIOLIMECS CIEICTBUEM
HE3HaHMs WJIM HENOHMMaHMd YydyeOHoro warepuana). PabGora B 1eJOM  BBIIOJHEHA
CaMOCTOSITENIbHO, BOBMOXKHO C KOHCYJbTauueil npenogasarens. Pabora caana ¢ coOmoneHneM
BCEX CPOKOB. JIONYCKaIOTCs HE3HAYUTEIbHbBIE HEZJ0YEThI B O(POPMIICHUH.

OneHka «yI10BJ1eTBOPUTEIbHO» BBICTABISETCS B TOM Clly4ae, KOI/la CTYACHT B 1I€JIOM OBJIAJIEN
CYTBIO BOIIPOCOB I10 JJAaHHOM TeMe, 00Hapy>KUBAaeT 3HaHHE JIEKLIMOHHOro MaTepuaina. [lpu stom Ha
3aHATUM BeET ce0sl MACCHBHO, JAET HEMOJHbIE OTBEThl Ha BOMPOCHI, JOIYCKAaeT OMIMOKU MIpU
OCBEIICHUU TEOPETHUYECKOT0 MaTepHaja, HE MOKET OOOOLIUTh M CHENaTh YETKHE JIOTUYECKHE
BbIBOZIbI. PaboTa ciaHa ¢ ono3gaHueM He Oojiee ABYX 3aHATHH. JlomycKkaroTCsl He3HAUUTENIbHbIE
HEI04eThl B 0(hOPMIICHHUH.

OneHka «HeyI0BJIETBOPUTEIbHO» BBICTABIIAETCS B Cllyyae, KOrja CTYACHT OOHapy»Kui
HECOCTOSITENIbHOCTh OCBETUTH BOIPOCH! UM BOIIPOCHI OCBELIEHBI HENPABUIbHO, OECCUCTEMHO, C
rpyObIMU OIIMOKaMU, OTCYTCTBYIOT HOHUMaHMsI OCHOBHOM CyTH BOIIPOCOB, BBIBO/IbI, 000011IEHNS,
00Hapy>XeHO HEYMEHHE peliaTh yueOHble 3a1aun. OOyJaronuiicss He MOXKET BBIMIOJHUTH padoTy
6e3 momomu npernojasatens. Pabora cnaHa ¢ HapylleHHEM CpPOKOB (IO3[HEe 4eM 4depe3 JiBa
3aHsTHS). B oopmiieHnn NpUCyTCTBYIOT 3HAYUTENbHbBIE HEJJOUETHI.

1.2 Cnucok BONpocoB M (WIH) 3aJaHUH VIS IPOBeeHUs POMEKYTOUYHOM aTTeCTALUM

Bonpocsl k 3auery

1. OcHoBHbIE MpaBa Ipaxk/iaH B cpepe 00paboTKU U 3a1lUThl HHPOPMALIHH.

2. OCHOBHBIE MPUHIMIIBI [IPABOBOTO PETYJIMPOBAHUS B 00JaCTH OOpaOOTKU M 3aIMUTHI
UHpOpMaIUH.

3. HNudopmanusa. OcHOBHBIE cBOIcTBa 6€30MaCHOCTH MH(GOPMALUU: KOH(PUICHIIMATBHOCTb,
LEJIOCTHOCTD, JOCTYITHOCTb.

4. Buas! uHpopManuu no nopsaKy A0CTyna U pacupoCTpaHEHHUS.

5. Orpannuenne aocryna k nHopmarmu. 3ammTa nHpopmanuu. OObEeKTHI 3aUThI. Buibt
TalH.

6. HHdpopMannoHHbIe TEXHOJIOTHH U HH()OPMAIIHOHHBIE CHCTEMBI.

7. Ob6nanatens nHGOPMAIMK U OlepaTop UHPOPMALMOHHON CHCTEMBI.

8. OTBeTCTBEHHOCTH B chepe 00paboTKU U 3aIIUTHI MHOOPMAITIH.

9. [TepcoHanbHble JaHHbBIE U TPUHIUITBI UX 00PaOOTKH.

10.  Bwunsl nepcoHaIbHBIX JAHHBIX: CIIEUATBEHBIC, ONOMETPUYECKHE U OOIIECIOCTYITHEIC.

11.  VYcnoBust 00pabOTKH MEPCOHATBHBIX JAHHBIX.

12. Cornacue Ha 00pabOTKy NEPCOHANBHBIX JAHHBIX.

13.  TpancrpaHuuHas nepejaya MepcoHaIbHBIX TaHHbIX.

14. [IpaBa cyOBEKTOB EpCOHANIBHBIX JAHHBIX.

15. OmnepaTop nepcoHaIbHBIX JaHHBIX U €r0 00s3aHHOCTH.

16. Mepsl obecrieueHrst 6€30MacHOCTH TIEPCOHATBHBIX JAHHBIX.
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17.
18.
19.
20.
21.
22.
23.
24,
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.

KoHTpomb 1 Hai30p 3a BBIOJHEHUEM Mep 10 00eCIIeYeHUI0 O€30MaCHOCTH.
YTOTHOMOYEHHBIM OpPraH MO 3aIIUTe MPaB CyObEKTOB MEPCOHANBHBIX IaHHBIX.
[TocnenoBarenbHOCTb AEUCTBUI 1O 3aIIUTE HHPOPMALIH.

BrrsBiienue u aHanm3 HHPOPMAITMOHHBIX AKTUBOB.

dopmupoBanue TpeOOBaHUH 110 3aIUTE HHPOPMALUH.

[Toaxoap! K MOJICIMPOBAHUIO HAPYIIUTENEH HH(POPMAIMOHHOIN 0€30MaCHOCTH.
Yrpo3bl HHOPMALIMOHHOM G€30I1aCHOCTH.

Cpencta 3amuThl HHOPMAIIHH.

[Iporeccopsr.

OcHoBHas (K311 U onepaTUBHAs) IAMSTh.

BcnomorarenbHas namsTh.

VYceTpoiicTBa BBOIa-BbIBOJIA (ILIMHBL, MOHUTOPBI, IPUHTEPBI).

YcrpolicTBa BBOAA-BbIBOJA (KJIaBUATYPhl U MBIILH, BEO-KaMepbl, MUKPO(OHBI).
OO6uwmii cioco0 xpaneHust 1 00padOTKU MHPOPMALIUU B KOMITBIOTEPE.
[ToHsATHS ONIEpalIMOHHON M (PaiiJIOBON CUCTEM.

CyOBeKThl, 00BEKTBI, METO/IBI U TIPaBa JIOCTYIIA, IPUBUIIETHH CYOEKTa JIOCTYIIA.

JIMCKPELMOHHOE YIIPABICHHUE TOCTYIIOM.

ManaTHO€E yIpaBiaeHUE JOCTYIIOM.

Wnentudukaiys, ayrTeHTHOUKAIMS U aBTOPU3ALIUS.

VYnpaBjeHue T0CTYIIOM B OIIEpallMOHHBIX cUcTeMax cemericta Windows.
WUnentndukaiys, ayTeHTU(PHUKAMS W aABTOPH3ALMS B  ONEPAIlMOHHBIX

cemeiicrea Windows.

38.
39.
40.

Peanusanus aymuTa B OniepaiioHHbIX cucteMax cemerictea Windows.
YupaBjeHue T0CTYIIOM B OIICpAIllHOHHBIX CHCTeMaXx cemeiicTBa Linux.
WUnentudukanus, ayreHTUQUKALMS ¢ aBTOpHU3alUig B  ONEPALMOHHBIX

cemerictea Linux.

41.
42.
43.
44,
45,
46.
47.
48.
49,
50.
51.
52.
53.
54,
55.
56.
S57.
58.
59.
60.
61.
62.

Mopeins ISO/OSI.

ApPXUTEKTYpa ¥ OCHOBHBIEC TIPOTOKOJIBI JIOKAJTHHBIX BEIYUCIUTEILHBIX CETEH.
Knaccugukaium ceTeBbIx yrpo3, ysI3BUMOCTEH U aTax.

CeTteBble aTaku Ha pa3IMYHbIX ypoBHsX Moaenu 1ISO/OSI.
Knaccugukarus BpeA0HOCHOTO IPOTPaMMHOT0 00ecTIedeHus..
[Tpu3HaKK TPUCYTCTBHSI BPEIOHOCHOTO IPOTPAMMHOTO 00ECIICUSHHSI.
Mertonbl 0OHapyKeHUSI BPEJJOHOCHOTO ITPOrPaMMHOI0 00eCTIeUeHHSI.
MecTo 1 poJIb MEKCETEBBIX IKPAaHOB B 00ECTIEUEHIH CETEBON 0€30MacHOCTH.
Knaccugukarus MexceTeBbIX SKpaHOB.

OCHOBHBIEC BO3MOXHOCTH MEKCETEBBIX IKPAHOB.

JIOCTOMHCTBA U HEOCTATKH MEKCETEBBIX SKPAHOB.

[Toctpoenue npaBuil GUIBTPALIUU.

Kpunrorpadus npesnero mupa.

Kpunrorpadus cpeHIX BEKOB.

Kpunrorpadus snoxu Bo3poxnenus.

Kpunrorpadus HoBoro Bpemenu.

CuMMmeTpuyHas 1 aCUMMETpHYHAs KpUNTorpagusi.

BBIUUCIUTENEHO CITOKHBIE 33]]a91 MaTEMATHKH.

Kpunrocucrema RSA.

[ToHsATHE KpUNITOrPaPHUECKOTO MTPOTOKOIA.

CBoiicTBa IPOTOKOJIOB, XapaKTepU3YIOIIUE UX 0€30MaCHOCTb.

Cxembl 1u(poBOI MOAMUCH.

HpaBnna BBICTABJICHHS OIICHKH HA 3a4eTe.
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B mpouecce 3adera TpeOyeTcss OTBETUTh HAa OJWH M3 TNPUBEICHHBIX BbIIIe BompocoB. Ha
MOATOTOBKY K OTBETY JlaeTCA HE MeHee | akaJieMHUYecKoro yaca.
[To uroram 3aueTa BBICTaBISIETCS OJHA U3 OLEHOK: «3aYTCHOY, «HE 3aUTCHO.

Onenka «3a4TeHo» BbICTaBIISIETCA CTYJEHTY, KOTOPBII IEMOHCTPUPYET BJIaJIEHUE COACPKAHUEM
MaTepuaa v MOHATUHWHBIM alapaToM TEOPHH IICEBIOCIYyYailHbIX T€HEPATOPOB; YMEET CBA3bIBATH
TEOPUIO C MPAKTUKO. B 0TBeTEe MOr'yT OMyCKaThCs OTIENIBbHBIE HETOUHOCTH (HECYILIECTBEHHBIE
OIIMOKHK), KOTOpBIE HCHPABISIOTCS CAMHUM CTYIAEHTOM TIOCJI€ JAOMOJHUTEIbHBIX U (WJIH)
YTOYHSIOLIMX BOIPOCOB K3aMeHaTopa. Ha yacTh 1OMOIHUTENBHBIX BOIIPOCOB CTYAEHT MOXKET HE
JIaTh OTBET WJIM JaTh HEBEPHBII OTBET.

Ouenka «He 3a4TeH0» BBICTABIIIETCS CTYACHTY, KOTOPBIM JAEMOHCTPUPYET pPa3pO3HEHHBIE,
OeccrucTeMHbIe 3HaHM; OECIIOPSIOYHO M HEYBEPEHHO H3JIaraeT MaTepuall; HE YMEET BbLAEIATH
[JIABHOE U BTOPOCTEIIEHHOE, HE YMEET COCAMHATh TEOPETUUYECKHUE MOJIOKEHHUSI C NMPAKTUKOM;
JOIYCKaeT TpyOble OMMOKM TpH ONPEACICHUN TMOHITHIA, BCJICICTBUE HEMOHUMAHHUS WX
CYILIECTBEHHBIX U HECYUIECTBEHHBIX NPHU3HAKOB M CBA3€H; JACT HEIOJIHbIE OTBETHI, JIOTUKA U
MOCJIEIOBATEILHOCTh M3JIOKEHUS KOTOPBIX HMMEIOT CYHIECTBEHHbIE W NPUHIUIHAIBHBIC
HapylIEHUs, B OTBETaX OTCYTCTBYIOT BBIBOJBI. /[OMOJHUTEIBHBIE M YTOYHSIOLIME BOMPOCHI
9K3aMEHAaTOpa HE NPUBOASAT K KOPpPEKLMHU OTBETOB cTylaeHTa. Ha OCHOBHyIO uacTh
JIOTIOJTHUTEIIbHBIX BOIIPOCOB CTYEHT 3aTPYIHSAETCS AaTh OTBET UJIU J1a€T HEBEPHbIE OTBETHI.
Onenka «He 3auTeH0» BBICTABISETCS TAK)Ke CTYJIEHTY, KOTOPBIHA B35J1 9K3aMEHAIIMOHHBIN OUIIET,
HO OTKa3aJICsl 1aTh HA HETO OTBET.
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IIpunioxenne Ne2 k padoyeii nmporpamMmme JMCHUTIINHBI
«Oobecneyenne nHGOPMALMOHHOK 0€30MMACHOCTID)

MeToauyeckue yKa3aHUs JJIs 00y4AIOMIMXCS 110 OCBOEHUIO U CIIUTIIHHBI

OcHoBHON (opMOl U3TOKEHUST ydyeOHOro Marepuaina 1o JaucuuiuiiHe «be3omacHoCTh B
COBPEMEHHOW HMH(OPMAIIMOHHON Cpeie» SBISIOTCS JIEKIUH, YTO CBS3aHO, IPEXJIE BCEro, C
HOBU3HOI Matepuaina /i ooydaromuxcs. [lo G0IbIIMHCTBY TEM IPEIyCMOTPEHbI TPAKTHUECKUE
3aHATHUS, LENbI0O KOTOPBIX SIBISIETCS 3aKpeIUICHHE JICKIMOHHOTO MaTepuaia IyTeM peIIeHHS
CHeIHalIbHBIM 00pa3oM Mo 100paHHBIX MPAKTUYECKUX 3a/1ad.

JUI1 yCHEIHOro OCBOEHHUS JIUCUUIUIMHBI BaKHO CAMOCTOSITEJIBHOE U3YYEHHE TEOPETHYECKOIO
MaTepuaia U pellieHne MPaKTUYECKUX 3a]1a4, KaKk B ayJAUTOPHUH, TaK U CAMOCTOSITENILHO B KAUE€CTBE
CaMOoCTOSTeNIbHON pa0oThL. [IpuMeps! penienns 3a1ad pa3ouparoTcs Ha JIGKIUAX U IPAKTUIECKUX
3aHATUAX, MPU HEOOXOJUMOCTU MO HauboJiee TPYAHBIM TeMaM MPOBOIATCS JOMOIHUTEIbHBIC
KoHcynbTaru. OCHOBHAsI LIENb PEUICHUS NMPAKTUYECKUX 33/1a4 — MIOMOYb YCBOWUTH OCHOBHEIC
MNOHATUS WH(OPMALIMOHHONW OE30MAaCHOCTH, UX OMpEACNCHUs, a TAaKK€ OCHOBHBIE METOIBI U
cpencTBa obecnieueHuss HHGOPMAMOHHON Oe3omacHoCcTH. [l pemeHus 3anad HeoOX0IuMO He
TOIIKO 3HaTh, HO M TIOHMMAaTh JEKUMOHHBIA Martepuain. IlosTomy B mpouecce H3y4eHHUS
JTVICIATUTMHBL PEKOMEHIYETCsl peryispHast paboTa ¢ KOHCIEKTaMH JIEKIMH U PEKOMEHIOBAaHHOM
JUTEPATYpPOU.

Bbonbiioe BHUMaHUE HOKHO OBITh YJIEJIEHO CaMOCTOATENbHOM paboTe. B kauecTBe 3amanuil s
CaMOCTOSITENIbHOIM pabOThl JOMa CTYACHTaM MpeAJIararoTcs 3aJauu, aHaJOTUYHbIE Pa300paHHBIM
Ha JICKIUAX U MPAKTHYECKUX 3aHATHIX WM CXOXKHE C HUMHU.

JUis TpoBEepKM U KOHTPOJS YCBOGHHS TEOPETHYECKOro Marepuana, MpuoOpEeTeHHBIX
NPAaKTUYECKUX HABBIKOB PabOTHI ¢ OCHOBHBIMHU MOHSATHSAMHU B TeUCHHE OOYUYCHHsS MPOBOMASATCS
MEPONPUITHS TEKYyILleH aTTecTallid B BUJE TECTUPOBaHUN. Takyke MPOBOJATCS KOHCYJIbTALUU
(mpu HEOOXOIMMOCTH) TO JICKIIMOHHOMY MaTepuainy H pa300py HEKOTOPBIX 3aJaHdi st
CaMOCTOSITENIbHON PaOOTHI.

B KoHIle WM3ydeHUs IUCHUIUIMHBI CTYIEHTHI CHAIOT 3a4eT. 3a4eT MPOBOAMTCS HAa OCHOBAHHH
BBITOJIHEHUS] TECTOBBIX 33JaHUN U coOeceloBaHMA Ha OCHOBAHUM CITMCKAa BONPOCOB K 3a4eTy,
KOTOPBI 0XBATBIBAET IMOJIHOCTHIO BCIO IPOTPAMMY TUCIIUTLIHHEL.
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