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1. Ilean ocBoeHHsI AUCHHUILJINHDBI

Hucummmuaa  «OOecniedeHne  0€30MaCHOCTH  KPUTHUYECKOW — MH(DOpPMAIMOHHOU
UHQPACTPYKTYphl» NpHU3BaHa OOECHEYUTh OCBOCHHE CTYACHTAaMHU TEOPETUYECKHX U
MPAKTUYECKUX HABBIKOB pa0OThl C HOPMATUBHBIMH TMIPABOBBIMH aKTaMH B 00JacTH
obecrieueHrss WHGOPMAIIMOHHONW 0€30MaCHOCTH OOBEKTOB KPUTHYECKOH HWH(OOPMAIMOHHON
uHppacTpykTyphl (nanee — oObekTsl KMM), B TOM uucie HOPMATUBHBIMU METOJUYECKUMHU
nokymeHtaMmu ®CBb Poccunm u ®OCTOK Poccum, ¥ nOpuUMEHEHHS HUX TIOJOKEHUH B
poeCCUOHATTLHON IEATEIEHOCTH.

JlaHHasi AMCUMIUIMHA PACKPHIBAET OCHOBBI MPABOBOTO PETYIMPOBAHUS OTHOIIECHUH B
chepe OezonmacHoctu 00BekToB KWW, moHsTHS W BUABI CyOhekTOB M 00BbekToB KWW MO
3aKoHO/aTenbCcTBY Poccuiickoit ®enepamuu, a takke HopMatuBHbie TpeOoBanusi PCH u
OCTIK Poccun k cydorexram KNU.

2. MecTO TUCHUIIMHBI B CTPYKTYpe 00pa3oBaTe/ibHOI MPOrpaMMbl

Hucuummbaa — «ObecniedeHue  0€30aCHOCTH  KPUTHUYECKOU
UHPPACTPYKTYPBI» ABISIETCS (PaKyIbTATUBHON JUCIUTUIHOM.

Jns yCTIenIHOro YCBOCHUS IAHHOM JTUCHIUIUTMHBI HEOOXOIMMO, YTOOBI CTYACHT OBJIAAET
S3HAaHUAMHU, YMCHUSAMH W HABBIKAMU, C(bOpMHpOBaHHI)IMI/I B IpOoHCCCC HU3YUCHUA AUCHUILINH
«OCHOBBI yIIpaBJIEHUYECKOHN aeaATenbHOCTHY», «OpraHu3allMOHHOE M IpPaBOBOE oOecreueHue
MH(POPMAIIMOHHOHN 0€301TacHOCTH.

3HaHUS ¥ HABBIKY, MOJyYE€HHBIE B pe3y/lbTaTe M3y4eHUU AUCLUIUIMHBI «ObecneueHue
0€30MacHOCTH  KPUTHYECKOW  HMH(OpMAnmMoOHHOW  HMH(OPACTPYKTYPHI»,  HCIOJB3YIOTCS
CTyIICHTaMH B JIaJIbHEHIIIEM pU pa3pabdoTKe KypCOBBIX U AUTUIOMHBIX PaOoOT.

nH(pOpMaITMOHHON

3. [lnanupyemble  pe3yJbTaThl O00y4eHUs] 1O JAUCHMILJIHHE, COOTHECEHHbIEe ¢
IUIAHMPYEMBbIMH Pe3yJIbTATAMM 0CBOCHHUsI 00pa30BaTeJbHOM NIPOrPaMMbl

[Tpoiecc w3yueHHs] JUCHMIUIMHBI HampaBlieH Ha (OPMUPOBAHHME CIEIYIOLINX
aneMeHToB KommereHuit B coorBerctBun ¢ ®I'OC BO, OOIlI BO wu mnpuobpereHus
CIIEAYIOIIMX 3HAHUN, YMEHUN, HABBIKOB U (MJIM) OTIBITA AEATEIbHOCTH:

Dopmupyemas Nuaukarop 10CTHKEHUS Ilepeyennb
KOMITeTeHLUSsI KOMIIETEHLIUH IVIAHUPYEMBIX Pe3yJIbTaTOB
(xkoa u opmyIHpPOBKA) (xox u popMyJIHpPOBKA) o0yuyeHust

IIpodeccnoHanbHbIe KOMIIETEHINH

IIK-3 HU-1IK-3.1

Cnocoben obecrieunBaTh 3HaeT U IIOHUMAaeT

KOHTPOJIb HAJT HOPMAaTHBHbBIE TPEOOBAHUS 1O
coOroieHreM TpeboBanmil | 3amuTe HHPOpMAUN

10 3aIuTe HHOOpPMaIUU H-TIK-3.2

YMeeT oCyIIecTBIATh OIEHKY U
KOHTPOJIb UCTIOTHEHUS

3Haer:
HOpMaTI/IBHI)Ie Tpe6OBaHI/I$I 10
3anurte HHpOpMaIuu

YMmeer:
OCYILECTBISTh OLICHKY U KOHTPOJIb
WCTIONTHEHMSI TPEOOBAHMIA IO 3aIUTE

TpeOOBaHMI 110 3aITUTE
uHpOpMAaIIH

HHpOpMAIUH

H-NK-3.3

Brnaneer HaBbIKamMu
OCYILIECTBIICHUSI KOHTPOJISl HaJl
coOroienreM TpeboBaHuil Mo
3ammrTe nHopmanuu

Bnapeer HaBbIKaAMM:
OCYIIIECTBIIEHHSI KOHTPOJISA Hal
coOmroenreM TpeboBaHuil 1Mo
3anuTe nHpopMaIun




4. O0beM, CTPYKTYpPa U COAep KaHue TUCHUTIIHHBI

OO0mas TpyA0eMKOCTh JUCIUIUIMHBI COCTABIISICT 2 3a4€THBIC SAMHUILBI, /2 aKaj. Jaca.

Ne TemsbI (pa3nesnbl) Bunbl yueOHBIX 3aHATHI, DopMbl TEKYLIET0
n/n AUCUMILIHUHBI, BKJIIOYAsl CAMOCTOSATEIBHYIO KOHTPOJIA
UX co/lepKaHue paboTy CTY/IEHTOB, ycneBaeMocTH
H MX TPY/10eMKOCTh
(B akageMHYeCKHUX 4acax)
= KontakTHas padora ®opma 5
3 NPOMEKYyTOYHOH
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1 |AxTyampHOCTH U 8 |1 YcTHBIH ompoc.
MPOOIIEMATHKA 3AIIUATHI
KPUTHYECKOMN
WH(POPMAITIOHHON
WHPPACTPYKTYPHI
2 |[IpaBoBoe peryiaupoBaHHe 8 | 2 4 |YcrHbIH onpoc.
OTHOILICHUH B 00J1aCTH
oOecnieyeHus1 0€30MacHOCTH
KPUTUYECKOH
WHPOPMAITUOHHON
WHPPACTPYKTYPHI
3 |Ompenenenne cyopekta KUM| 8 | 1 | 2 1 4 |YcrHBIH ompoc.
4  |Bwigenenue Kputuueckux| 8 | 2 4 |YcrHBIH onpoc.
JUTSL IeATEILHOCTH MTPOIIECCOB
5 |llpaBuna xareropupoBanus| 8 | 2 | 4 4 |YcrHBIH onpoc.
o6wvexkroB KN
6 (B3aumopeiictBue ¢ ®Ch 8|11 ]2 1 3 |YcTHbIH omnpoc.
Poccuu o 6e3omacHocTH
KNU
7  |TpeGoBanus 1o 8 |13]|4 1 4 |YcrHBIH onpoc.
obecriedeHn1o 6e30MacHOCTH
3HaYMMBIX 0OBEKTOB
KPUTHUYECKOH
UHPOPMAITUOHHON
UHPPACTPYKTYPHI
8 |Opranuszanus BHYTPEHHETO 8 |1 4 |YcrHBIH onpoc.
KOHTPOJISl 3HAYUMBIX
o6wvexkToB KM
9 |OGecneueHue 8|13 ]|4 1 6 |YcrHbIi onpoc.
OecniepeboitHON
IKCIUTyaTaluy 3HAYUMbIX
o6wvexToB KM
0,3 2,7 |3auer
Bcero 16 | 16 4 0,3 | 357

Conep:xanue pa3/iesioB IUCHUIIHHBI:




Tema 1. AKTyanbHOCTH M NPO0JIEeMATHKA 3alMThI KPUTH4YECKOH HHQOPMALMOHHOMN

UHPPACTPYKTYPHI.
1.1. BBeneHne B TeMaTUKy 3allUThl 3HAYUMBIX OOBEKTOB KPUTHYECKOH HH(POPMAIIMOHHOMN

UHPPACTPYKTYPBI.

1.2. Undpopmanmonnas undpactpykrypa Poccun. Ilonstie kputrueckoi MHGOPMALMOHHOM
undpactpykrypsl (KUN).

1.3. OGecneuenne 0€30MACHOCTH KPUTHUYECKOW HHMOPMAIIMOHHONH WHQPPACTPYKTYPHl B
MHOCTPaHHBIX I'OCYAAPCTBAX.

Tema 2. [IpaBoBoe peryjupoBaHHe OTHOLIEHHI B 00jacTH obOecrneyeHUus: 0€30IaCHOCTH
KPUTH4YeCKOH HHPOPMALMOHHONH MH(PPACTPYKTYPHI.

2.1. OcHOBHBIE TEPMHHBI. YTIOJIHOMOYEHHBIE OpraHbl (peryisTopbl) B chepe obecrneueHHs
oe3onacHoct KMU. I1paBa u o6s13anHOCTH cyOBekTOB KU,

2.2. Anroput™M MepornpusaTHd To peanusanuu TpeOoBanuii D3 Ne 187-03. Amnamus
HOPMaTHUBHO-TIPABOBBIX akTOB B chepe K.

2.3. YronoBHas ¥ aIMUHUCTPATUBHAS OTBETCTBEHHOCTh cyObekToB KMU.

Tema 3. Onpenenenue cyobexra KUNU.

3.1. [lonyuyenue nnpopmanuu o BUaxX AESTEIbHOCTH OPraHU3aLui.

3.2. OnpeneneHre OTHOCUMOCTH opraHu3aiuu kK cyorexrtam K.

Tema 4. BoigereHne KpUTHYECKUX /1JIs1 1eATEJIHLHOCTH MIPOLECCOB.

4.1. IlpoueccHblil MOAXOM

4.2. Coop urpOpMaIHH O mporeccax

4.3. AHanu3 OU3HEC-TIPOIECCOB

4.4. Brienenne KpUTHYECKUX IIPOLIECCOB,

Tema 5. IlpaBuiia kateropupoBanusi 00bexToB KUMN.

5.1. Pa36op monoxxenmii IloctanoBnenus [IpaBurensctBa PO Ne 127 «O06 yrBepkaeHUU
IIpaBun xarteropupoBanus oObexkToB KMU, a Tarke mnokasareneil KpUTEpHUEB 3HAUYUMOCTH
00bexToB KU P® u ux 3HaueHMi»

5.2. Boigenenue u yuetr o6bektoB KU, Onpenenenue kpurepueB 3Ha4nMocTi o0bexktoB KU
P® u ux 3nauenuit. Onpenenenue kareropun 3HauuMocT 00bekToB KWW um moaroroBka
CBEICHUI 0 KaTeropupoBanuu i HanpasieHus Bo ®CTOK Poccun.

5.3. INonoxenusa npukaza ®CTIK Poccun Ne 236 "OO6 yrBepkaeHuU (opMbl HallpaBJIEHUS
CBelleHUH 0 pe3ynbraTax npucBoeHus o0bekTy KWW ogHON M3 Kareropuit 3Ha4uMMOCTH JTHOO
00 OTCYTCTBMM HEOOXO/IMMOCTH IIPUCBOCHUS €My OJHON U3 TaKuX KaTeropuit"

Tema 6. Bsanmopeiicreue ¢ ®Cb Poccun no 6ezonacnocrn K.

6.1. Xapakrepucrtuka npukazo @Cb Poccuu B cpepe KNUU.

6.2. I'ocynapcTBeHHasi cucTeMa OOHapyXKeHHUs, PeIyNPEeKICHUS U JTUKBUIALUHN OCIEICTBUMA
koMmibloTepHbIX atak (I'ocCOIIKA) B coorBercTBun ¢ mpukazom ®Cb Poccum Ne 367 "O06
yrBepxkaenun Ilepeuns wuHpopmanmu, mnpeacrasiasemoil B ['ocCOIIKA u Ilopsaka
npencrasienus uHgopmannu B 'ocCOITKA"

6.3. Ilpukaz ®CB Poccum Ne 366 "O HanmoHanbHOM KOOPAMHALMOHHOM LEHTPE MO
KOMIIbIOTepHBIM ~ uMHIuAeHTaM". Ilopsimok oOmeHa wuH@oOpMalnell o0 KOMIBIOTEPHBIX
uHIpAeHTax Mexxay cyorekramu KU B cootBercTBUE ¢ npukazoM O@Ch Poccun Ne 368.

6.4. Pa3paboTka periiaMeHTa YOpaBieHUS WHIUJIECHTAMU W IUJJaHA pearupoBaHUs Ha
KOMIIBIOTEPHBIE NHIIUICHTHI.

Tema 7. TpeOoBaHusi Mo odecrne4yeHNI0 0€30MACHOCTH 3HAYMMBIX 00bEKTOB KPUTHYECKOMH
HH(pOpMANNOHHOI HHPPACTPYKTYPbI

7.1. Amanu3 TpeOoBaHMI K OOECTEUYeHHIO O€30MmacHOCTH 3HAauyuMbIX 00BbekToB KWW B
coorBercTBUM ¢ D3 Ne 187, mpukazom ®CTIK Ne 239 "OO6 yrBepxnenun TpebGoBanuil 1mo
obecneuenunto OezonacHoctu 30 KUU PD", nmpukazom GCTIK Ne 235 "OO6 yrBepxkaeHuun
TpeboBanmii k co3ganuto cucreM OesomacHoctn 30 KWW P® wu obecnedyenuio ux
GbyHKIIMOHUpPOBaHUS"



7.2. Pa3paboTka OpraHM3allMOHHBIX M TEXHHUYECKHUX Mep IO OOecreueHHIo Oe30MacHOCTH
3HaunMmoro oOwvekra KUU. Paspaborka paboueit (dKCIuTyaTallMOHHOW) MTOKYMEHTallUM Ha
3HAYMMBbI 00BeKT (B yacT obecrieueHus ero 6ezomacHocty). [lopsaok aTTecTany 3HAUUMBIX
oowvexToB KHUU.

Tema 8. Opranusanusi BHyTpeHHero KOHTpPoJisi 3Ha4YuMbIX 00bexToB KUU

8.1. PernmameHnT ayaura nHGOPMAIIMOHHOK 0€30TIaCHOCTH.

8.2. Aymut umHpopManmoHHON OezomacHocTu. [lmaH MepompuaTHii TIO pearupoBaHUIO Ha
KOMITBIOTEPHbIEC MHIMICHTHI U MEPAMH IO JIMKBHUIAIIUHU MOCIEICTBUNA KOMIIBIOTEPHBIX aTaK.
Tema 9. O6ecnieuenue decnepedOiHOI IKCIIyaTauM 3HAYNMbIX 00bekTOB KU

9.1. OGecrnieuenue Oe3omacHOCTH 3HAYUMBIX 00BekTOB KWW B XO0me HMX SKCIUTyaTallud.
Obecneuenne 6e3omnacHocTH 3HaUUMBIX 00beKkTOB KMU pu BRIBO/IE MX U3 DKCILTyaTaIHH.

9.2. ITonxirouenue 3HaunMbIX 006eKTOB KU k rocCOITKA.

5. Oﬁpa30BaTeJ’leLIe TEXHOJOI'MHA, B TOM YUCJI€ TCXHOJOIHHU 3JIEKTPOHHOI'0 Oﬁy‘leHHH H
AUCTAHIIUOHHBbIC 06p330BaTeJII>HLIe TEXHOJOTUH, HUCIOJbB3YEMbIC INIPH OCYHIECTBJICHHUHU
06p330BaTeJILHOFO nmpouecca mo 1MCHUMIIJINHE

B nporecce o0ydueHust UCMIONIB3YIOTCS CIEAYIONMINE 00pa30BaTEIbHbIE TEXHOJIOTHU:

AKaJeMuYecKas JIEKIHA ¢ JJIeMEHTAMH JeKIHuHu-0eceabl — II0CJIEI0BATEIbHOE
M3JIOKEHUE  MaTepuaia, OCYIIECTBISIEMOE  NPEUMYIIECTBEHHO B  BHJE  MOHOJIOTA
MpenojaBaTeis. JIEMEHTBl JICKIHUU-Oeceabl O00€CIeunBarOT KOHTAKT IperojaBaTeNs ¢
ayJIMTOPHEH, YTO TO3BOJISIET MPUBJIEKATh BHUMAHHE CTYACHTOB K HamOoJiee BaXKHBIM TeMaM
JUCIUIUIMHBI, aKTUBHO BOBJIEKATh UX B Y4E€OHBINM MPOIECC, KOHTPOIUPOBATh TEMI M3JI0KECHUS
y4e0HOr0o MaTrepHalia B 3aBUCUMOCTH OT YPOBHSI €0 BOCIIPHSITHS.

IIpakTHyeckoe 3aHsITHE — 3aHSATUE, TOCBIIIEHHOE OCBOCHUIO KOHKPETHBIX YMEHUHN U
HaBBIKOB M 3aKPEIJICHUIO MOJYYCHHBIX Ha JICKIWU 3HAHUH 10 MPEAJIOKEHHOMY aJITOPUTMY.

KoncynbTauum — Buja y4eOHBIX 3aHSTHUN, SBISIOMIMICAS OMHOW U3 (HOpM KOHTPOIIS
CaMOCTOATENIbHOM  paboThl  CcTyaeHTOB. Ha KOHCymbTamMsXx 10 TpoCcbOe CTYIIEHTOB
paccMmarpuBaroTcs HauOoliee CIOKHBIE MOMEHTBHI TMPU OCBOCHMHM MaTepuana IUCIUIUIMHBI,
MpenoiaBaTesib OTBEYAeT Ha BOMPOCHI CTYACHTOB, KOTOPHIE BO3HUKAIOT Yy HUX B Ipoliecce
CaMOCTOSITENTbHOM pabOTHI.

6. [lepeyeHb JHIEH3MOHHOT0 M (MJIM) CBOOOJHO PACIPOCTPAHSEMOI0 IMPOrpaMMHOIO
o0ecreyeHusi, MCMOJIb3yeMOro IPH OCYHIECTBJCHHH 00pa30BaTeIbHOI0 IpoLecca Io
AUCUMILINHE

B mponecce OCYHICCTBJICHUSA O6paSOBaT€J'IBHOFO mponecca 10 JOUCIIUIIIINHEC
HCIIOJIB3YIOTCA:

JUTst QOPMUPOBAHUS MAaTEPUAJIOB JUIsl TEKYIIET0 KOHTPOJISI YCIIEBAEMOCTH U ITPOBECHUS
HpOMG)I(YTO‘IHOﬁ arTeCTauuu.

- nporpammbl Microsoft Office;

- Adobe Acrobat Reader.

7. IlepeyeHb coOBpeMeHHBIX NPO(ecCHOHAIBLHBIX 0a3 JaHHBIX M HMHGOPMALMOHHBIX
CIIPABOYHBIX CHCTEM, HCIIOJIb3YyEeMBbIX NPH OCYHIECTBJICHHH 00pa30BaTeJbHOIO mpoiuecca
10 JUCUMIIMHE (IPH HEOOXOAMMOCTH)

B mporecce ocymiecTBieHHsT 00pa3oBaTENBHOrO Mpolecca IO  JAUCIHIUIAHE
UCTIOJIB3YIOTCS:



- ABTOMaTu3upoBaHHas 6ubmoreyHo-uHpopmanmonnas cucrema «bYKU-NEXT»
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

- DnektponHas OubanoreuHas cucrema «Jlauby» https://e.lanbook.com

- DnexTpoHHas oubnmoreunas cucrema «kOpaiir» https://urait.ru

- DnexTpoHHas 6ubnuoreynas cucrema «KOHCYIbTaHT CTyICHTa»
https://www.studentlibrary.ru

- HekomMmepueckast (GecruiatHasi) IHTepHET-BepCcusi CIIPaBOYHOM CHCTEMEBI | apaHT.
http://ivo.garant.ru/#/startpage:0

- OdunmansHbIii HHTEPHET-TIOPTAN IPABOBOW HHPOPMALIUU
http://publication.pravo.gov.ru

8. IlepeuyeHb OCHOBHOH W /IONMOJHUTEILHOW Y4eOHOW JIMTEpaTypbl, pecypcoB
UH(GOPMALMOHHO-TEJIEKOMMYHUKANMOHHOH ceTn «MHTepHeT», HEO0XOAUMBIX JIf
OCBOEHUS TUCHHUILIMHBI

a) OCHOBHAasl JIUTepaTypa

1. TOCT P UCO/M3BK 27007-2014 «udbopmanuonnas texHonorusi (UT). Meronsl u
cpencTBa obecrieueHus 6e30macHOCTH. PyKoBOACTBa IO ayJUTy CHCTEM MEHEIKMEHTa
nH(pOpMaIMOHHOM 0€30IMacCHOCTH»
http://gost.gtsever.ru/Data/578/57828.pdf?ysclid=1j7kswcvmq104399254

2. Kapnyxun, E. O. TexHOIOTHH ¥ METOJIbI 3aIIUTHl HHHOKOMMYHUKAITUOHHBIX CHCTEM
u cereil : yueOHOe mocobue st By30oB / E. O. Kapmyxun. - Mocksa : ['opsiuast muaus -
Tenekom, 2021. - 120 c. - ISBN 978-5-9912-0896-3. - Tekcrt : anekrponnsiii // IbC

"KoHcynbTaHT cTyneHTa" : [caliT]. - URL
https://www.studentlibrary.ru/book/ISBN9785991208963.html

3. I'pomzenckuii, S1. C. Muadopmanuonnas 06e30MacHOCTb : yueOHoe mocobue /
I'pomsenckuii f. C. - Mocksa : PI'-IIpecc, 2020. - 144 c. - ISBN 978-5-9988-0845-6. -
Texcr : oanexktponnsid // OBC "KoucyneTant ctynenta" : [caiit]. - URL

https://www.studentlibrary.ru/book/ISBN9785998808456.html

0) 10MOJIHUTEIbHAS JINTepaTypa:
1. «KoHuenmusi rocyliapcTBEHHOW CHCTEMbl OOHApYXEeHMs, NPENyNpeXICHUs U
JUKBUAALMU TOCIEICTBUI KOMIBIOTEPHBIX aTak Ha HWH(OPMAIMOHHBIE PECYpPChI
Poccuiickoit ®enepanuny, yreepxaeHa [Ipesugentom PO 12.12.2014 Ne K 1274.
http://www.fsb.ru/fsb/npd/more.htm%21id%3D10437638%40fsbNpa.html
2. Nndopmannonnoe coobmenne @CTIOK Poccun Ne240/25/3752 ot 24.08.2018 «Ilo
BOIIpocaM MpeacTaBieHus nepeuneil o0bexToB KM, noanexamux KaTeropupoBaHHIo,
U HalpaBJIeHUs CBEACHMHM O pe3ynbTarax mnpucBoeHus oO0wbexkty KWW onnoit u3
KaTeropui 3HaYUMOCTH MO0 00 OTCYTCTBMM HEOOXOJMMOCTH MPHUCBOCHUS €My OJHOU
U3 TAKUX KaTErOpui».
https://www.garant.ru/products/ipo/prime/doc/71935164/?ysclid=1j71721jt5249847942
3. Meroauueckue pEeKOMEHJALMHU IO TPOBEACHUIO KaTeropupoBaHUs OOBEKTOB
KpUTHYecKol uHpopMannoHHoi wuHppacTpykTypsl, «CTIIl JIOKUK», 2020.
https://check-ib.ru/wp-content/uploads/Metodicheskie-rekomendatsii-po-
kategorirovaniyu.StepLogic.pdf?ysclid=1j712imnhh49554122
4. Metonuueckre PEKOMEHJANMH TI0 ONPEACICHUI0 OOBEKTOB KPUTHUYECKOM
UHPOPMALIMOHHON MH(PACTPYKTYpBI U KATETOPHi 3HAUUMOCTH OOBEKTOB KPUTHUYECKON
uHpopmanmonHon uHpactpykrypsl, JUT ropoga Mocksbl, 2020 roj, 31€KTpOHHOE
uznanue: https://wikisec.ru/images/9/94/Metpeku_no KU _JIUT MockssL.pdf
5. Farrand B. Blurring Public and Private: Cybersecurity in the Age of Regulatory
Capitalism / B. Farrand, H. Carrapico // Security Privatization: How Non-Security-



http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
%22
%22
http://ivo.garant.ru/#/startpage:0
http://publication.pravo.gov.ru/
http://gost.gtsever.ru/Data/578/57828.pdf?ysclid=lj7kswcvmq104399254
https://www.studentlibrary.ru/book/ISBN9785991208963.html
https://www.studentlibrary.ru/book/ISBN9785998808456.html
http://www.fsb.ru/fsb/npd/more.htm%21id%3D10437638%40fsbNpa.html
https://www.garant.ru/products/ipo/prime/doc/71935164/?ysclid=lj7l72ljt5249847942
https://check-ib.ru/wp-content/uploads/Metodicheskie-rekomendatsii-po-kategorirovaniyu.StepLogic.pdf?ysclid=lj7l2imnhh49554122
https://check-ib.ru/wp-content/uploads/Metodicheskie-rekomendatsii-po-kategorirovaniyu.StepLogic.pdf?ysclid=lj7l2imnhh49554122
https://wikisec.ru/images/9/94/Метреки_по_КИИ_ДИТ_Москвы.pdf

Related Private Businesses Shape Security Governance. — Basel: Springer International
Publishing AG, 2018. P. 197 — 217.
6. Council Directive 2008/114/EC of 8 December 2008 on the identification and
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IIpunoxenne Nel k paGoueii nporpamMme AU CHHUIIIMHBI
«Oobecneyenue 0e30MACHOCTH KPUTHYECKOH HHPOPMALMOHHOM HHPPACTPYKTYPHI»

MoH/1 OLIEHOYHBIX CPEACTB
JJIs1 MPOBe/IeHusI TEKYIeld U MPOMeKYTOUHOI aTTeCTAllMH CTY/IeHTOB
0 JUCIHUILINHE

1. TunoBble KOHTPOJIbHBbIE 32IAHUS UJIM HHbIE MATePHAaJIbl, HEOOXOAMMBbIE /1JI51 OLEHKHU
3HAHUI, YMEHM i, HABBIKOB M (MJIH) ONBITA AeSITEJIbHOCTH, XaPAKTEPU3YIOIIHX ITATBI
¢dopMupoBaHusI KOMIIETEHLIM I

Choucox BOITPOCOB /IUIA OIIPOCAa HA MPAKTUHYCCKUX 3aHATHUAX

1. KakoBbl COCTaBISIOIIME POCCUHCKOM CHCTeMbl —oOecrieueHusi 0e30MacHOCTH
KPUTHYECKUX UHPOPMAITMOHHBIX CUCTEM OT KOMIBIOTEPHBIX aTak?

2. KakoBbl (yHKINM YYaCTHMKOB peaM3allii CHCTEMBbl oOecredeHus Oe30MacHOCTH
KPUTHYECKHX UHPOPMAIIMOHHBIX CUCTEM OT KOMIIBIOTEPHBIX aTak?
Kak onpenenuts KpUTH4YeCKUE MPOLIECCHl HA IPEANPUATHH (B OpraHU3alLuN ).
Kputepuu otHecenus nabopMamoHHbIX cucteM Kk oobextam KHUU.
TpeboBanus npukazoB ®CTIK B otnomennn KNUU.
TpeboBanus npukazoB @Ch B orHOomenuu KNUN.
Bsaumopeiictaue ¢ rocCOIIKA.
[ToaroroBka OpraHU3alMOHHO-PACHIOPAAUTEIbHON JOKyMEHTaluu 1o
KaTeropupoOBaHUIO 3HAYUMBIX 00bekTOB K.

©~NO U AW

2. Cnucox BONPOCOB M (MJ1H) 3a1aHMil 1J1 MPOBeIeHHs IPOMEKYTOYHOH aTTeCcTaAluN

Bonpocsl k 3auery

1. Unpopmarnius, XxapakTepuCTUKH 0€30I1aCHOCTH UHPOPMAITUH.

2. Nndopmanus Kak 00bEeKT IPABOBBIX OTHOIIECHUIA.

3. O6nanarens wHpOpMaAIMKU U onepaTop MHPOPMAIMOHHON CHUCTEMBI: MX TpaBa M
00s13aHHOCTH.

4. OTBETCTBEHHOCTh 3a INpaBOHapylleHus B cepe MHpopmanuu, WHOOPMALMOHHBIX
TEXHOJIOTUM W 3alIUThl HMH(QOpPMALMHM, TMOJOXKEHHUA KOJAeKca 00 aJMHUHHUCTPATUBHBIX
MIpaBOHAPYUIECHUSIX U YTOJOBHOTO KOJEKCA.

5. Uadopmanmonnas uadpactpykrypa Poccun.

6. [lonsiTue kpuTHueckoi nHPopMamoHHON HHPpacTpykTypsl (KNI).

7. B xakue cepsl 1eATeIbHOCTH BXOAAT 3HaUnMble 00bekThl KN ?

8. 3agaun @CTIK Poccuu B chepe 6e3onacHocty nHGopmaruu u oobekros KNUN.

9. 3agaun ®Cb Poccuu B cdhepe 6ezonmacHoctu nHpopmaruu 1 o0bexToB KUN.

10. Kakue ocnoBubie HITA B cepe 6ezonacHocTH 3HauMMBbIX 00bekTOB K

11. Onpenenenrie OTHOCUMOCTH Opranu3anuu k cyonrekty K.

12. BoieneHne KpUTHUYECKUX MTPOIECCOB.

13. ITogroroska peectpa KM nist Hanpasnenns o @CTOK.

14. Pacckaxkxute anroputm Kareropuponanusi oobekto KMU.

15. Kak onpeznenstorcst kputepuu 3HauuMocTH 00bekToB KU PO 1 ux 3naueHus?

16. Kakue cBenenus 06 oopextax KM neooxomumo Hampasiste B0 ®CTIK Poccun.

17. Kakue cBenenus 06 oobexkrax KMU neobxoaumo Hampasisate B PCh Poccun.

18. Yto u3 cebst mpeacrasiser u 3aueM HyxHa TocCOITKA?

19. 3auem HeoOX0aMMO HanpaBiATh HHPopMaHio B rocCOITKY?



20. Hemn u 3amaun HKIIKU.

21. TpeboBanusi Mo oOecredeHNI0 0E30MaCHOCTH 3HAYUMBIX OOBEKTOB KPUTHYECKOM
MH(POPMALIMOHHON HHPPACTPYKTYPHI.

22. OpraHu3aliOHHBIE W TEXHHYECKHME MEphl 10 OO0eCreueHnut0 0e301acHOCTH
3paunmoro oonexkra KMHU.

23. Ilopsimok arrectanuu 3HAYMMBIX 00bekTOoB K.

24. Aynut uaopMarmoHHON 6€30MaCHOCTH.

25. Meponpusarusi M0 pearupoBaHUI0 Ha KOMITBIOTEPHBIC WHIUJCHTHI U MEPHI I10
JTUKBHJIAIIUY TIOCIICICTBUN KOMIIBIOTEPHBIX aTaK.

26. O6ecneyenue 6e3omacHoCcTH 3HaYMMBIX 00bekTOB KU B X0/1€ MX dKCIUTYyaTamuu.

27. OGecneuenne Oe3zomacHocTH 3HAYMMBIX 00BekToB KWW mpu BhIBOAE UX U3
JKCIUTyaTaIUH.

28. IToxgkmrouenue o0bexkToB KU k rocCOIIKA.

3. [IpaBujia npuema 3avera

OreHka 3HaHUH 110 UTOTY IPOXOKJIEHHSI Kypca MPOBOAUTCS B OpMe MIPUHATHUS 3aueTa.

Ha 3auere mposepsiercsi chOpMUPOBAHHOCTh BCEX YKAa3aHHBIX B Y4EOHOH IMporpamme
KOMIIETEHIINH.

B Oumner s 3adera BKIIOYAIOTCS [[BA TEOPETHUYECKUX Bompoca. Ha moaroroBky k
OTBETY JaeTcsl He MeHee | akaJeMHYecKoro yaca.

[To wToramMm OTBETOB CTYACHTY BBICTABISICTCS OJHA W3 OICHOK: «3a4TE€HOY», «HE
3aYTEHOM.

OneHka «3a4TeH0» BBICTABISIETCS CTYJICHTY, €CIIA: OH 3HAET OCHOBHBIC ONpEACTICHHUS,
[IOCJIe/IOBATEIeH B M3JIOKEHUM MaTepuala, JeMOHCTpHpYyeT 0a30oBble 3HAHMS AUCLUILIMHBI,
BJIaJIeeT HEOOXOAUMMBIMHA YMEHUSIMH 1 HABBIKAMU TIPH BBHITIOJTHEHUH MPAKTHYECKUX 3aaHUN.

OneHka «He 3a4TEHO» BBICTABIACTCS CTYACHTY, €CIM: OH HE 3HAeT OCHOBHBIX
OTIpeJIeJIeHUH, HEMNOCIe0OBaTeIeH W COMBUMB B H3JIOKEHHH MaTepuana, He o0iajgaer
OTIpeJIeIEHHON CUCTEMOM 3HaHMH MO JUCLUIUIMHE, HE B IOJHON Mepe BiIajeeT He0OXOAUMbIMU
YMEHHUSIMHU M HaBBIKAMHU TIPY BBIITOJTHEHUN TPAKTUIECKUX 3a/IaHUM.

OneHka «He 3a4TeHO» BBICTABISETCS TakXe CTYIEGHTY, KOTOPbIM  B3suI
9K3aMEHAIMOHHBIN OMIIET, HO OTKA3aJICs IaTh Ha HETO OTBET.
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IIpunoxenne Ne2 k paGoueil nporpamMme AUCHHUIIIMHBI
«Oobecneyenue 0e30MACHOCTH KPUTHYECKOH HHPOPMALMOHHOM HHPPACTPYKTYPHI»

MeToauuecKkue YKa3aHud IJIl CTYACHTOB 110 OCBOCHHUIO JUCHUIIJINHBI

M3yyeHnue MUCHUIUIMHBI MPEAIOJIAaracT yBEPEHHOE BIAJACHUE KOMIIBIOTEPOM, YMEHHUE
OCYILLECTBIIATh IIOUCK U OLIEHKY JIOCTOBEPHOCTH HE0OXo1uMol nHpopmanuu B cetu MHTepHerT,
HO CTYACHTY JOCTaTO4YHO CJIOKHO CaMOCTOSITEJIbHO OCBOUTH BOIIPOCHI JIHCLMILIAHBI
«ObecrieueHne  0€30IaCHOCTH  KPUTHYECKOH  MHPOPMALMOHHOW  HMHQPACTPYKTYPHI».
ITocemenne Bcex MNPEeAYCMOTPEHHBIX aAyIUTOPHBIX 3aHATHM  SBIIAECTCS  COBEPLICHHO
HEOOXOAMMBIM B CHUJy OOy4YeHMs Ha HUX YYalllUXCs CPAaBHUTENIBbHBIM OLIEHKAaM 3HAHUU U3
Pa3NUYHBIX WCTOYHHUKOB, KPUTHYECKOM WX OIEHKH. Takke Oe3 yIMOpHBIX M PEryJspHBIX
CaMOCTOSITEJIBHBIX ~3aHATHA B TEUEHHE CEMECTpa, JKENATEIbHO C  «YNPEKIAIOIUM
3HAKOMCTBOM» C COJEPKAHMEM IPEICTOSIIETO 3aHATHUSA, KpalHE CII0KHO YCBOUTBH JIOTUKY U
apryMEHTAalMI0 YINOMSHYTBIX CPAaBHUTEJIBHBIX OLCHOK M KPUTHUYECKOTO aHalIW3a 3HAHUM U3
Pa3JIMYHBIX MCTOYHUKOB, YTO HE MO3BOJIMT CTYIEHTAaM PAa3BUTh IPOJBUHYTOIO M BBICOKOIO
YPOBHS KOMIIETEHLIUH.
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