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1. Ileaun ocBoeHUsI AUCHUILJINHDBI

Lenpto ocBOeHUS AMCUUILUIMHBI «OCHOBBI YIpPaBiICHUs HHPOPMALIMOHHONW 0€30MaCHOCTHIO»
SBIISIETCS] TEOPETUYECKAs M IPAKTHYECKast [TOJrOTOBKA K JAEATEIILHOCTH, CBI3aHHOM C IPUMEHEHUEM
METOOB yIpaBieHHs HH(POPMAIIMOHHON 0€30MacHOCThI0 00BEKTOB HH(POPMATHIAIIHH.

2. MecTO IUCHHUIJIMHBI B CTPYKTYpe 00pa3oBaTe/ibHOI MPOrpaMMbl

Jucnuninaa «OCHOBBI yNpaBieHUS WH(POPMAIMOHHOW OE€30MacHOCTBIO» OTHOCUTCS K
o0s3aTeNbHOM  4YacTH 00pa3oBaTeNbHOM mporpamMmbl. il  yCHENIHOTO YCBOCHHUS JaHHOM
JIMCHUIIMHBL HEOOXOJMMO, 4YTOOBI CTYAEHT OBJaAe] 3HAHUSAMH, YMECHUSMH W HaBBIKaAMH,
cOpPMUPOBAHHBIMH B TIPOLIECCE U3YUCHHSI TUCIUILIHH:

«MadpopmaTka» — paboTa ¢ IPOrpaMMHBIMHU CPEJICTBAMH OOIIEro Ha3HAYCHHS;

«Teopust uHPpOPMAIMK» — 3HAHHE OCHOB H COJICPKAHUS COBPEMEHHBIX METOJIOB ITOJTy4YCHUS,
00paboTKH, XpaHEHNUS, UCTIOIF30BAHUS 1 YHUUTOXKEHUS HH(POPMAIHH.

«OcHOBBl  MH(GOPMAIMOHHON  0€30MacHOCTH» - 3HAHME OCHOB  OOECIHeUCHHS
nH(pOpMaITMOHHOM 0€301MacCHOCTH.

3HaHWS ¥ HAaBBIKM, IIOJIyYCHHBIC B pE3yJbTaTe HW3YYCHHHM IUCHUIUIMHBI «OCHOBBI
yIpaBieHus: HHOOPMALMOHHON 0€30M1aCHOCTHIOY», UCTIONIB3YIOTCS CTYJACHTaMHU B JajbHEHILIEM ITpH
pa3paboTKe KypCOBBIX U TUILNIOMHBIX Pa0OT.

3. Ilnanupyemble pe3yabTaThl 00yYeHHs MO AUCUMUILIMHE, COOTHECEHHbIE ¢ MJIAHUPYEeMbIMU
pe3yJibTaTaMHU OCBOECHHS 00pa30BaTeIbHOI NPOrpaMMBbl

[Tporiecc M3ydeHws] MUCIMILIMHBI HApaBlieH HAa (OPMHUPOBAHUE CICAYIONINX JIEMEHTOB
koMmretreHimit B coorBerctBun ¢ ®I'OC BO, OOII BO u npuoOpereHus: cleayoomux 3HaHUH,
YMEHHM, HaBBIKOB 1 (WJIHM) ONbITA AEATEIbHOCTH:

dopmupyemas Nuaukarop nocTuskeHust Ilepeuenb
KOMIeTeHIIUs KOMIETEeHIINH IUIAHHPYEMBIX Pe3yJIbTATOB
(xox u hopMyJITHPOBKA) (xox u hopMyJIMPOBKA) o0yuyeHust
Oo6menpodgeccuoHaIbHbIE KOMNIETEHITUN
OIIK- 5 N-OIIK-5.1 3Haer:
Crioco0eH MPUMEHSITh 3HaeT ¥ MOHUMAaeT HOPMATHUBHEIE - OCHOBHBIE HOPMaTHBHbBIE
HOpMaTHBHBIE TIPABOBBIE TIPaBOBbIE AKTHI, HOPMAaTUBHBIE U MIPaBOBBIC aKTHI, HOPMATHUBHEIE U
aKTbl, HOpPMATUBHEIE U METOIUYECKHE JOKYMEHTHI, METOJINYECKHE JOKYMEHTHI,
METOIUYECKHEe JOKYMEHTHI, | PErJIaMEHTUPYIOIHUE JIEATENLHOCTh | PeriiaMeHTHPYIOIINE
perIaMeHTHUPYIOIHE 1o 3aluTe HHPOPMALIUU JIeSATEIbHOCTD TI0 3aIUTe
JIeSTeIbHOCTD T10 3aIlUTe WHPOpPMAITIUH.
uH(pOpMaLuK B cepe N-OIIK-5.2 Ymeer:
npohecCHOHANBHOMN NmeeT HaBBIK IpUMEHEHUS - IPUMEHATH Ha MPaKTUKE
JIeSITeIbHOCTH HOPMATHBHBIX IPABOBHIX aKTOB, HOPMAaTHBHO MIPAaBOBbIE AKTHI,
HOPMATHBHBIX M METOINIECKUX METOJINYECKHE JOKYMEHTEHI,
JTOKyMEHTOB, PETIAMEHTUPYIOIINX | pErjlaMEHTHPYIOLIUE
JIeSITEIbHOCTD TI0 3aIlUTe JIeSITEIbHOCTD TI0 3aIUTE
WHQOPMAITUK B OpraHu3aiuu WHQOPMAITUK B OpraHu3aiuu
H-OIIK-5.3 Ymeer:
YMmeeT aHanu3upoBaTh u - pa3pabaThIBaTh MPOCKTHI
pa3pabaThIBaTh MPOCKTHI nmokansHeIX HITA 10 3ammmure
JIOKAJIbHBIX TIPABOBBIX aKTOB, WHPOPMAITUH.
WHCTPYKIIUi, pEriaMeHTOB U
OpraHu3aIOHHO-




PacopAAUTENILHBIX JOKYMEHTOB,
perIaMeHTUPYIOMHX PaboTy 110
obecnieyeHn1o HHHOPMAIIMOHHON
0e30MacHOCTH B OpraHU3allH;
(hopMyITHUPOBaTH OCHOBHBIE
TpeOOBAHMS 110 3aIINUTE
KOH(UACHIMATBHON HH(OpMAITUH,
MEPCOHANBHBIX TAHHBIX M OXpaHe
Pe3yIbTaTOB HHTEIICKTYAIbHON
JESITETLHOCTH B OPraHU3aIiK

OIIK-6

CrnocobeH mpy pemeHnn
podeCCHOHATBHBIX 3a1a4
OpraHU30BHIBATh 3AIIUTY
HHQOpMaIIH
OTPaHUYEHHOTO JOCTYTA B
COOTBETCTBHH C
HOPMAaTHBHBIMU
NPaBOBBIMH AKTaMH,
HOPMATUBHBIMH U
METOAUYECCKUMU
JIOKYMECHTaMH
®DenepalbHON CITYKOBI
6e3onacHocty Poccuiickoit

N-OIIK-6.1

3HaeT cucTeMy HOPMAaTHUBHBIX
IIPaBOBBIX AKTOB U CTAaHIAPTOB IO
JUILIEH3UPOBAHUIO B 00JaCTH
o0ecrieyeHust 3aIUThI
rOCyJapCTBEHHOU TalHBbI,
TEXHUYECKOH 3alIUThI
KOH(UACHIMAIBHON HH(OpMAITUH,
0 aTTECTaLUN OOBEKTOB
WH(GOPMATH3AINH U CEPTUPUKAITUT
CPEJCTB 3alIUThl HH)OPMAIINH;
33241 OPraHoOB 3alUThHI
TOCY/IapCTBEHHOMN TallHBI U CITYKO
3alMThl HHPOpMAIHK Ha

3HaeT:
- CI/ICTeMy HOpMaTI/IBHBIX

IIPAaBOBBIX AKTOB U CTAaHAAPTOB
110 JIMLCH3UPOBAHUIO B obactu

o0ecrieyeHust 3aIUTHI
roCcyJapCTBEHHON TalHbI,
TEXHUYECKOH 3alIUThI
KOH(UACHIUATBHON
uH(popManuH, 1Mo aTTeCTaIu
00BeKTOB HH(pOpMATH3AIINH H

cepTu(UKALUN CPEACTB 3alUTHI

nH(pOpMAaITUH;
- 331a44 OPTaHOB 3al[UThI
roCyJ1apCTBEHHOM TalHbI U

ODenepannu, PenepanbHOd | NPEANPUATHAX CITy’K0 3aIUThl MHPOPMAIH Ha
CITy’>KOBI 110 TEXHUYECKOMY MPEIIPUATHIX

Y DKCIIOPTHOMY KOHTPOJIIO

OIIK-10 HN-OIIK-10.3 3Haer:

Crioco0eH B KayecTBe
TEXHHYIECKOTO
CHENUAINCTA TPUHAMATD
yuactre B pOpMUPOBAHUN
HOJIUTHKA
UHQOPMAIMOHHOH
06e30macHoOCTH,
OPraHM30BHIBATH U
HO/JICP)KUBATH
BBITIOJTHEHHE KOMILIEKCa
Mep 1o 00eCIIEYCHUTO

3HaeT NpaBOBbIE OCHOBBI
OpraHu3alM1 3aIlIUThI
MIEPCOHANBHBIX JAHHBIX M OXPaHbI
Pe3yIbTaTOB HHTEIJICKTYIbHON
JESITeIbHOCTH M IPUHIIMITBI
(hOpMUPOBAHUS TIOJTUTUKH
WHPOPMAIMOHHOHN 0€30MaCHOCTH
OpraHu3alyu

IIpaBOBBIE OCHOBBI OpraHU3allun
3alIUThI NIEPCOHAIIBHBIX TaHHBIX

U OXpaHbl pe3yJIbTaTOB
VHTEJUIEKTYaJIbHON
JIESITeTIbHOCTH, W TIPUHIIATIBI
(hopMHUPOBaHUS TIOJUTHKH

WHPOPMAIMOHHOH 0€30MaCHOCTH

OpraHu3aIu
Baaneer HaBbIKamu:
(hopMUPOBaHUS TIOJUTHKH
MH(POPMAITUOHHOM

WH(POPMAITMOHHOM
0e30MacHOCTH, YIPaBIATh
IPOLECCOM HX pealn3aluu

6€3OH3,CHOCTI/I, OpPraHu30BbIBATH
" IOAACPKMUBATH BBIIIOJIHCHUC
KOMIIJIEKCa MEP 110 00eCIIeueHUIO0

Ha 00BEKTE 3alllUThI

WH(POPMAITUOHHOM
0€30MacHOCTH, YIPaBIATh

IMpoIecCCOM UX pe€ajii3allii Ha

00BEKTE 3alllUThI

OIIK-12

CrnocoGeH nmpoBoANTH
MTOJITOTOBKY UCXOTHBIX
IAHHBIX I
MPOCKTHPOBAHHUS
MOJICUCTEM, CPEICTB
obecreyeHns 3aluThl
WHGOPMAITUH U IS
TEXHUKO-DKOHOMUYECKOI'O
000CHOBaHHUS

H-OIIK-12.1

3HaeT NPUHIUIBEI (HOPMUPOBAHHS
MOJIMTUKH MH(POPMALIMOHHOM
0e30MmacHOCTH B MHPOPMAIIHOHHBIX
CUCTEeMaXx, MPUHIIMITEI OpPTraHU3aIiH
MHGOPMAITMOHHBIX CHCTEM B
COOTBETCTBHH C TPEOOBAHUSIMH I10
3amuTe HHPpOpPMAaIMK; OCHOBHBIE
3Tarbl Mpolecca MPOSKTUPOBAHUS
u obmrue TpeboBaHUs K
COJICP’KaHUIO TIPOCKTA

Ymeet:

TOTOBHUTH UCXOJHBIC TaHHBIC IJIA

IMPOCKTHUPOBAHUSA ITOJACUCTEM,

CpeaACTB obecrnieueHus 3alllUThI

I/IH(I)OpMaL[I/II/I 1 OJ1s1 TCXHUKO-

SKOHOMHYECKOTO 000CHOBAHMUS
COOTBETCTBYIOIUX MPOSKTHBIX

perieHuit




COOTBETCTBYIOIIHUX
MPOEKTHBIX PEMICHUMN

IIpodeccnonalbHble KOMNETEHIIUN

MK-3

CriocobeH obecnieunBaTh
KOHTPOJIb HaJ[
coOummoeHneM TpeOoBaHui
o 3amuTe HHPOPMALIUU

H-MK-3.1

3HaeT ¥ NOHMMAaeT HOpMAaTUBHBIE
TpeOOBAHMS 110 3aIINUTE
UHPOpPMaINH

3Haer:
HOpMaTHBHbBIE TPEOOBAHUS 110
3amuTe HHHOPMAITIH

H-MIK-3.2

YMeeT ocyniecTBIATh OLEHKY U
KOHTPOJIb UCTIOTHEHUS TpeOOBaHMI
o 3amuTe HHPOPMALIUU

Ymeer:

OCYILECTBIISITh OIICHKY U
KOHTPOJIb UCTIOJTHEHHS
TpeOOBaHUII 1O 3aIIUTE
UHpOpMaINH

H-MK-3.3

Bnaneer HaBbikaMu
OCYIIECTBICHHS KOHTPOJIS HaJl
co0ImoiIecHreM TPeOOBaHMIA TTO
3ammuTe HHGopMaIun

Baaneer HaBpIKamu:
OCYILIECTBIICHHSI KOHTPOIIS HAJ
coOmoeHreM TpeOoBaHUH 1O
3amuTe HHHOPMAITIH

4. O0beM, CTPYKTYpa U coJep:KaHue THCIUTTUHBI

OO61mas TpyA0eMKOCTh AUCHHUILIMHBI COCTaBIsAeT 4 3aueTHbIe enuHullbl, 144 akan. yaca.

Ne Tembl (pa3aenbl) Buapl yueOHBIX 3aHATHIA, DopMbI TEKYLLIETO
n/n JAMCIUILINHBI, BKJIIOYASL CAMOCTOSITEILHYIO KOHTPOJISI YCIIEBAEMOCTH
HX CO/Iep:KaHHe PaboTy CTY/A€HTOB,
U UX TPYI0€MKOCTh dopMa POMEKYTOTHOI
(B akajeMHYeCKHX Yacax) aTTeCTAIMHU
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BBonnas nexuums. Ienu,
3a/1a9u U COJICPIKaHNE
Onpoc Ha MPaKTHYECKUX
1 |ympaBnenus 7 4 2
. 3aHATUAX
MH(OPMAITMOHHOM
0€30IMacHOCThIO.
Cucrema ynpapieHUs
MH(OPMAITMOHHOM
Omnpoc Ha NPaKTUYECKHUX
2 |0e3011acHOCTBIO 7 6 2 7 P P
3aHATUAX
ABTOMAaTHU3UPOBAHHBIX
CHCTEM.
ITonutnka 6€300aCHOCTH
NPEANPUATHS U Omnpoc Ha MPaKTHYECKUX
3 |"PeATP 7 |10 | 16 2 30 p p
ABTOMAaTHU3UPOBAHHBIX 3AHATHAX
CHCTEM.
Aynut nHGOpPMaMOHHON
0e301acCHOCTH Omnpoc Ha NPaKTHYECKHUX
4 7 |12 | 16 2 30 P P
ABTOMAaTHU3UPOBAHHBIX 3aHATUAX
CHCTEM.
0,3 | 4,7 [3auer
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Conep:xaHue pa3iesioB JUCHUTIIHHBI:

Tema 1. Boanas jexkunus. Llequ, 3agaum u coaepskaHue ynpapJjeHUst UHGPOPMALMOHHOM
0e30I1aCHOCTBIO.

1.1. Beenenue. Llenu, 3amaun u  cogepkaHue AMCUUIUIMHBL  «OCHOBBI  YIPaBICHUS
nH(OpMAIIMOHHOK 0E30MacHOCThIOY. PekoMenxyeMas tureparypa.

1.2. OcHOBHBIE IOHATHUS U ONPENIENIEHUS YIIPABICHUS HH(POPMALIMOHHOHN 6€30M1acHOCTBIO.

1.3. Conmeprkanue u 3a1aud mporecca yrnpabieHUs HH()OPMAIMOHHONW 0e30MacHOCThI0 00BEKTa
uH(pOpMaTU3ALINH.

Tema 2. Cucrema ynpasJjieHusi MHGOPMALMOHHOI 0€30aCHOCTHI0 ABTOMATH3HPOBAHHBIX
CHCTEM.

2.1. CucteMHBIi MOAXO]I K TPOSKTUPOBAHUIO, BHEPEHUIO U TIOJICP’KAHUIO CUCTEMBI 00ECTICYCHHS
Wb B opranuzanuu.

2.2. Cranmaptusanus B chepe ynpasnenus b (Ha ocHoBe MexxayHnapoanbix crangaptos ISO/IEC
17799, ISO/IEC 27002, ISO/IEC 27001, ISO/IEC 27004, ISO/IEC 27007).

2.3. Kparkuii 0630p cranmaproB Poccum, cBsizaHHBIX ¢ oOecriedeHueM u ympasieHueM Wb wu
CO3JIaHHBIX Ha OcHOBe «OOIMX KpUTEPUEB» Ul BBIPAKEHHUS HALMOHAIBHBIX HHTEPECOB
Poccwuiickoit @eneparuu B nannoi chepe (FOCT P UCO/MDK 15408).

2.4. Pecypchl opranu3anuy, NoAjexaliye 3amure ¢ Touku 3penus 1b.

2.5. KomIuiekc MEeTOIOB U CPEACTB 3alIUThl HH(OpMAMK Kak 00BbeKT yrnpasienus 1b.

Tema 3. IlosmmTHKA 6€30MACHOCTH NPeNPHATHS U ABTOMATH3HPOBAHHBIX CHCTEM.

3.1. Hasnauenue u conepxanue mnonuTuku Kb opranmsamum B 1LENOM, €ro CTPYKTYPHBIX
NOJIpa3/ieNeHuil, YaCTHBIX MOJMTHK Oe3onacHocTu. CpeacTBa UX pealn3aluy.

3.2. Mozens HapYIIUTENS MOTUTHKH O€301TaCHOCTH.

3.3. TunuyHble yrpo3sl HHGOPMALMK U YI3BUMOCTH KopriopaTuBHbIX AC.

3.4. PazrpannueHue MOJHOMOYHN U OTBETCTBEHHOCTH MEPCOHANIA, 00ECTICYHBAIOIIETO PEATH3AIHIO
MIOJIOKECHUH HOPMATUBHO-PACTIOPSIUTENBHBIX JOKYMEHTOB 110 3aIIUTE HHPOPMALIUU OpraHU3aLUH.
Tema 4. Aynut unopmMannoHHOH 0€30MACHOCTH ABTOMATHU3HPOBAHHBIX CHCTEM.

4.1. Haznauenue, uenu u Buasl ayauta Mb.

4.2. TpeboBanus k aynuty b, ocoGeHHOCTH B3aUMOAECHCTBUSI MEXAY ayTUTOPOM U 3aKa3UHKOM.
4.3. Ouenka paboThl ayiuTOpAa.

4.4. Crannapruzanus B chepe aynuta Ub. Conepikanue u opranusanus rnpoiecca ayauta Ub.

4.5. Ouenka puckos Ub.

4.6. OTueTHbIE JOKYMEHTHI IO pe3yJibTaTaM ayJauTa.

4.7. BeimonHeHue peKkoMeHaalui o uroram nposeneHus aynuta Ub.

5. Oﬁpa30BaTeJ'll)Hble TEXHOJOTHH, B TOM YHUCJIE€ TEXHOJOI'MH IJCKTPOHHOIO Oﬁy‘leHI/Iﬂ Hu
AUCTAHIIMOHHBIC 06p330BaTeJIbHI>Ie TEXHOJOI'nu, HUCIOJb3yE€MbIC IIPpH OCYIIECCTBJICHHH
06p830BaTeJIbHOFO nmpouecca nmo 1MCIHUMIJInHE

B mporuiecce 00yueHust HCHOIB3YIOTCS CleAyrolre 00pa3oBaTeIbHbIe TEXHOIOTHH:

BroaHas JieKknusi — AaeT IEPBOE LETOCTHOE IPEICTABIECHNE O IUCHUIIIMHE U OPUEHTUPYET
CTYJEHTa B CHUCTEME€ M3y4YeHHUsS JaHHOW AMCUUIIIMHBL. CTYAEHTHI 3HAKOMSTCS ¢ Ha3HAUEHHUEM U
3aJjauaMH Kypca, ero posibio U MECTOM B CUCTEME YUE€OHBIX JUCLHUIUIMH U B CUCTEME MOATOTOBKH B
uenoM. Jlaetcsa kpaTkuil 0030p Kypca, UCTOPUS Pa3BUTHUS HAYKH U MPAKTUKU, JTOCTUKEHUS B 3TOM
cdepe, IMEHA U3BECTHBIX YUEHBIX, M3JIaraloTCs MEPCIEKTUBHBIE HANpaBIeHus uccienoBanuii. Ha
ATOM JIEKIIUH BBICKA3bIBAIOTCS METOJIMYECKUE U OPraHU3aMOHHbIE 0COOEHHOCTH pabOThI B paMKax
JAHHOM JUCHMIUIMHBI, a TaKXe JaeTcid aHalu3 pPEeKOMEHIyeMoW yueOHO-MeTOANYeCKOn
JUTEPATYPHI.



AxkajeMmuyecKkasi JIEKIHMSl C JJeMEHTAMH JeKIHH - Oecelbl — IIOCIEA0BATEIbHOE
M3JI0KEHUE MaTepuasna, OCYIECTBIIEMOE NPEUMYIIECTBEHHO B BHJE MOHOJIOTAa IPENOIAaBATEIS.
DneMeHTHI JIeKIIMHU-0eceibl 00eCTIeunBal0T KOHTAKT IPENOIaBaTeNsl C ayAUTOPUEH, UTO ITO3BOJISET
MIPUBJIEKaTh BHUMaHUE CTYJIEHTOB K HanloJiee BaXKHBIM T€MaM JUCIUIUINHBI, aKTUBHO BOBJIEKATh
UX B y4eOHBII mpoliecc, KOHTPOJIUPOBATh TEMIT M3JIOKEHHS y4eOHOro MaTtepuajia B 3aBUCHMOCTH
OT YPOBHS €r0 BOCIIPUSTHS.

IIpakTH4yeckoe 3aHSATHE — 3aHATHE, IIOCBAILEHHOE OCBOCHUIO KOHKPETHBIX YMEHHUHU H
HAaBBIKOB I10 3aKPEIUICHHIO TIOJIYYEHHBIX Ha JICKIUU 3HAHUM.

KoHcynbTauum — BuA Y4eOHBIX 3aHATHUN, SBISIONIUICS OTHOW W3 (POPM KOHTPOJIS
CaMoOCTOSITeNIbHOM ~ paboThl  cTyAeHTOB. Ha  KoHCydabTanmMsXx 1O MPOchOe  CTYACHTOB
paccMaTpuBalOTCs Haubojiee CIOXKHBIE MOMEHTHI IPU OCBOCHMM MaTepuala JAUCHUILINHBI,
MpEenoiaBaTellb OTBEYAET HA BOIPOCHI CTYJEHTOB, KOTOpPbIE BO3HHMKAKOT Yy HUX B IpoLecce
CaMOCTOSITENTbHON PaOOTHI.

6. IlepeyeHb JIHIIEH3HOHHOT0 M (MJIH) CBOOOJHO PACHPOCTPAHIEMOr0 NPOrPaAMMHOIO
ol0ecrieyeHusi, MCNOJb3yeMOro IPH OCYLIECTBJICHMH 00pa30BaTeIbHOIO Ipouecca 110
AUCHUILINHE

B mponecce OCYHCCTBIICHUA O6pa30BaTeJ'ILHOFO nmpomnecca 1nmo JUCHUIINHE UCTIOJIb3YIOTCH:

JUJIA (1)OpMI/IpOBaHI/I$[ MaTepI/IaJIOB JJIA TGKYHICFO KOHTpOJISI yCHeBaCMOCTI/I nu HpOBeZIGHI/Iﬂ
HpOMeHCYTOHHOﬁ aTrecrauuu, AJjisd Q)OpMHpOBaHI/I}I MCTOAHUYCCKUX MATCPHUAJIOB I10 JUCHHUIIIINHC:

- nporpammbl Microsoft Office;

- Adobe Acrobat Reader.

7. IlepeyeHb CcOBpeMEHHBIX MNPO(ecCHOHAJBHBIX 0a3 JAaHHBIX U HHGOPMAIHOHHBIX
CIIPABOYHBIX CHCTEM, HCIOJIb3yeMbIX IIPH OCYLECTBJEHUH 00pa30BaTeIbLHOIO Npouecca mo
AUCHMILINHE (TIPH HE00X0AUMOCTH)

B mpornecce ocymecTieHns 00pa3zoBaTeNbHOIO NPoLEcca 0 AUCHUIUINHE HCIOIb3YIOTCS:
- ABTOMaTH3upoBaHHas 6ubnnoreyHo-uHpopmanmonHas cucrema «bYKU-NEXT»
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

- DnektponHas OubnanoreuHas cucrema «Jlaupy» https://e.lanbook.com

- DnektponHas Oubanoreunas cucrema «fOpaiir» https://urait.ru

- DnexTpoHHas 6ubnuoreyHas cucreMa «KOHCYIbTaHT CTyIEHTa»
https://www.studentlibrary.ru

8. IlepeueHb OCHOBHOW ¥ [IONMOJHHUTEJbHOW Yy4eOHOH JUTepaTypbl, pecypcoB
HH(pOPMALMOHHO-TEIEKOMMYHUKAIMOHHOH ceTH «HMHTepHer» (IpH HEO0XO0AUMOCTH),
PEKOMEHYeMBbIX 1JIsl 0CBOCHHUS U CHUILTHHbI

a) OCHOBHasI JIMTEPATypa

1. IIpockypun, B. I'. 3anuTa B onepaliuoHHbIX cucTeMax : ydyeOHoe mocobue /s By30B /
[Tpockypun B. I'. - Mocksa : ['opsiuas tunus - Tenexom, 2014. - 192 c. - ISBN 978-5-9912-
0379-1. - Tekcr : anekrponnsii // OBC "KoncympranT crymenrta" : [caiit]. - URL :
https://www.studentlibrary.ru/book/ISBN9785991203791.html

2. Kypurno, A. I1. OcHOBHI ympaBieHus: HHQOpMAIIMOHHONH 0€30MacHOCThI0  : yd4eOHOe
nocobue nanst By3oB / A. II. Kypuno, H. I'. Munocnasckas, M. FO. Cenaropos, A. U.
Tonctoi. - Bein. 1. - Mocksa : ['opstuas munus - Tenekom, 2013. - 244 c. (Cepus "Bomnpocst
ynpasieHus: nHpopMannoHHoi 6e3onmacHocThio".) - ISBN 978-5-9912-0271-8. - Tekcer :
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anektponuslt  //  OBC  "KoncymeranT  crymenta" @ [caiit]. - URL
https://www.studentlibrary.ru/book/ISBN9785991202718.html
3. Munocnasckas, H. I'. Texunudeckue, OpraHU3alMOHHBIE ¥ KaJPOBBIC ACICKTHI
yropaBieHus: WHPOPMAIIMOHHON 0€30MMacHOCThIO : yuyeOHoe TmocoOue miisa BY30B /
Munocnasckas H. I'. , Cenaropo M. 10O. , Toncroit A. W. - Bein. 4. - Mocksa : ['opsiuas
munus - Temekom, 2013. - 216 c. (Cepus "Bompockl ynpaBieHuss WH(POpMaIMOHHON
6e3omacuocteio") - ISBN 978-5-9912-0274-9. - Tekcr : osnekrponHsii // OBC
"KoHcynbTanT cryneHra" : [caiiT]. - URL
https://www.studentlibrary. ru/book/ISBN9785991202749 html

0) 10MO0JTHUTEIbHASI JIUTepaTypa
1. Kazapun, O. B. IIporpamMmmHo-anmapaTHble CpeACTBa 3alUThl WH(GOPMAIUU. 3alIuTa
MIPOrpaMMHOTO OOecrieueHus : yueOHUK U mpakTukyM s By30B / O. B. Kazapun, A. C.
3a0a0ypuH. — Mockaa : M3natenscTBo FOpaiit, 2023. — 312 ¢. — (Bricuiee oOpa3oBanue).
— ISBN 978-5-9916-9043-0. — Tekcr : snektpoHHBIN // OOpa3oBaTenbHas miaTdGopma
FOpaiir [caiit]. — URL: https://urait.ru/bcode/513300
2. E. b. benos, B. II. Jlocs, P. B. MemepskoB, A. A. IllenynanoB. OCHOBBI
nH(OPMAIIMOHHON 0€30MacHOCTH: yueOHOe mocodue it By30B - Mocka: ['opsidast muHus
- Tenmexom, 2011.
https://www.studentlibrary.ru/ru/doc/ISBN5935172925-SCN0000/000.html
3. Hectepos C. A. OcHoBbl HHGOPMAIIMOHHOI Oe30macHoCTH: yueOHoe nocodue — CaHKT-
[erepOypr: Jlanb, 2019. https://reader.lanbook.com/book/114688
4. lllanbrun, B. @. 3amura nadopManuu B KOMIBIOTEPHBIX cucTeMax u ceTsix / lllanbrun
B. @. - Mocksa : JIMK Ilpecc, 2012. - 592 c. - ISBN 978-5-94074-637-9. - Texkcr :
anektponusii  //  OBC  "Koncymbrant  crtymenta" @ [caiit]. - URL
https://www.studentlibrary.ru/book/ISBN9785940746379.html
5. Nndopmanmonnoit nokyment ®CTIK Poccuu Ne 240/24/3095 ot 20.03.2012r. «o6
yTBepxkaennn TpedoBanuii kK cpeacTBaM aHTUBUpPYCcHOM 3amuTe»y. ®CTIK Poccun, 2012.
https://fstec.ru/dokumenty/vse-dokumenty/informatsionnye-i-analiticheskie-
materialy/informatsionnoe-soobshchenie-fstek-rossii-ot-30-iyulya-2012-g-n-240-24-
3095?ysclid=1j94eitzv7604287149
6. PykoBomsmmuii moxkyment ®@CTOK Poccum (ObBmi. ['octexkommecus) «3amura OT
HECaHKIMOHUPOBAHHOTO JocTymna K uHopmaruu Yacte 1. [IporpammHoe obecriedeHre
cpencTB 3amuThl wHGpopManuu. Kiaccupukamusi Mo ypoBHIO KOHTPOJIS OTCYTCTBHUS HE
JEKJIapUPOBAHHBIX BO3MOXHOCTEH». (YyTB. pelieHreM [ ocyaapCcTBEHHOW TEeXHUYECKOU
xomuccuu npu Ilpesunente PO ot 4 utons 1999 r., Ne 114).

B) 3aKOHO/aTeJIbHbIE TOKYMEHThI
1. Noxrpuna wmHbopmarmonHoit Oe3omacHoctu Poccuiickoit @epepanun (yTB. YKazom
[Tpesunenta PO ot 5 nexabps 2016 r. Ne 646).
http://publication.pravo.gov.ru/Document/View/0001201612060002?ysclid=1j8ys2mmuo8
29489602
2. @enepanpHblii  3akOH «O  0€30MaCHOCTH  KPUTHYECKOH  HH(DOPMAIIMOHHOM
uHpacTpykTypbl Poccuiickoit ®enepanumu» ot 26 wurons 2017 r.  Ne 187-®3.
http://publication.pravo.gov.ru/Document/View/0001201707260023?ysclid=1j945p1x0s63
0111727
3. TOCT P HNCO/MBK 56045-2014r., «1uapopmammoHHasi TeXHOJOTHS. MeTOmsl H
cpencTBa obecrieueHus: 6e30macHoCTH. PekoMenaanuu AJis ayTMTOPOB B OTHOIIIEHUHN MEp U
CPEICTB KOHTPOJIAI W yNpaBlieHus HWHPOPMAIMOHHONW Oe30macHOCThIon. dDenepaibHOe
areHTCTBO IO TEXHUYECKOMY peryiaupoBaHuio W MeTtponorun Poccum, M.:
«Cranpaptuagpopm»,2015. - 44c.
https://docs.cntd.ru/document/1200112882?ysclid=1j9413dip8320335850
4. TOCT P UCO/MBK TO 19791-2008r., «1ndopmanmonHast TexHojgorusi. Meroasl u
cpenctBa obecrieueHust Oe3omacHOCTH. OleHKa O€30MACHOCTH aBTOMATHU3HPOBAHHBIX
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cuctem», dDenepalibHOE areHTCTBO IO TEXHUYECKOMY PEryJIUpPOBAaHUI0O U METPOJIOTUU
Poccuu, M.: «Ctangaptuadopm», 2009.
https://gostrf.com/normadata/1/4293822/4293822466.pdf?ysclid=1j92Imnfl9657701603
5. TOCT P HCO/MBK 27007-2014r., «MuHpopManoHHass TeXHOJOTHUS. MeTonbl H
cpeacTBa obecriedeHHus O€30MAaCHOCTH. PyKOBOJICTBa MO ayIuTy CHCTEM MEHEIKMEHTa
uHpopMalMoOHHONH  Oe3zomacHocTH», DenepanbHOE areHTCTBO IO  TEXHUYECKOMY
perynupoBanuio u merposnoruu Poccun, M.: «Crannaptungopmy», 2015. - 27¢.
http://gost.gtsever.ru/Data/578/57828.pdf?ysclid=1j94mi9zn7478098133
6. TOCT P UCO/MDBK 18044-2007r., «MHpopmanmonHasi TexXHOJOTHsS. MeToasl u
cpencTBa olecnedeHuss 0e30mMacHOCTH. MeEHEIKMEHT HHIMACHTOB HH(POPMAIMOHHOM
Oe3omacHocTh», deneparbHOE AareHTCTBO 110 TEXHUYECKOMY PETYIMpPOBAaHUIO MU
metrposiorun Poccun, M.: «Ctangaptundopmy», 2009. - 46¢.
https://docs.cntd.ru/document/1200068822?ysclid=1j94n5yd6s362883246
7. TOCT P NCO/MBK 18045-2013r., «MudopmanimoHHass TEXHOJOTHsA. MeETOonasl u
cpeactBa  oOecriedeHuss  O€30MACHOCTH.  METOJONOTHSL  OICHKH  O€30MacHOCTH
MH(GOPMALIMOHHBIX ~ TeXHoJoruii», @enepalibHOE AareHTCTBO IO  TEXHUYECKOMY
perynmupoBanuio u Merpoioruu Poccun, M.: «Crannaprundopm», 2014. - 250c.
https://docs.cntd.ru/document/1200105309?ysclid=1j92t4wzs4116415112
8. TOCT P UCO/MDBK 53131-2008 «3amura nHpopManuu. PekomeHnanuu mno yciayram
BOCCTAHOBJICHHSI MH(POPMAIMH TOCTe YpPEe3BbIYalHbIX CUTyalud (QyHKUIUNA U MEXaHH3MOB
0e30macHOCTH  HMH()OPMAIIMOHHBIX M TEJIEKOMMYHHMKAIIMOHHBIX TexHomorui. Oomme
MOJIOKEHUsA», DeiepabHOE areHTCTBO MO TEXHUYECKOMY PETyJIUPOBAHUIO U METPOJIOTHH
Poccun, M.: «Crangaptunadopmy», 2011. - 48c.
https://ohranatruda.ru/upload/iblock/47a/4293825688.pdf?ysclid=1j920fd8dd451359224
9.TOCT P UCO/MBK «MudopmarrionHas TexXHOJIOTHs. MeToIbI U cpeicTBa 00eCTICUCHUS
uH(popMalnoHHON Oe3omacHocTu. Kputepun oueHku Oe30macHOCTH WH(GOPMAMOHHBIX
TEXHOJIOTruily», PeaepanbHOE areHTCTBO MO0 TEXHUYECKOMY PETYJIMPOBAHUIO U METPOJIOTUU
Poccun, M.: «Crangaptundopm», 2014
15408-1-2012r. «Yacts 1. Beenenue u o011ass MoIemb»
https://ohranatruda.ru/upload/iblock/857/4293781374.pdf?ysclid=1]92gnuo6m156525020
15408-2-2013r. «Yactp 2. OyHKIIMOHATBHBIE KOMIIOHEHTHI O€301TaCHOCTH
https://docs.cntd.ru/document/1200105710?ysclid=1j92rinibr90314821
15408-3-2013r. «Yacts. 3. KOMIOHEHTHI JOBEpHUs K OE30TTACHOCTH
https://docs.cntd.ru/document/1200105711?ysclid=1j92se0uk0508150400

r) pecypcbl cetu «UHTEpHET»
1. Odunmaneueiii caiit lLleHTpa 1O NHIIEH3UPOBAHHIO, CepTUDUKAIMK U 3alIUTe
rocynapctBeHHo TaiiHbl PCB Poccun. Ilepeyenn cpenctB 3amuThl MHGOpMaLuy,
ceprudumpoBannsix ®CB Poccuu. (http://clsz.fsb.ru/certification.htm).
2. Odunuanehpiii caiit denepanbHOW CIYKOBl MO TEXHUYECKOMY M SKCHOPTHOMY
koutpoutio (http://fstec.ru/ ).
3. Homoctu B cepe yrpo3 0€30macHOCTH W 3alIUTHl KOMITBIOTEPHOW HWHGOpPMAITUU
poccuiickux xypHaia «Xakepy»: https://xakep.ru/tag/news u sxyprana «HpopmannoHHas
6e3omacHoCcThy: http://itsec.ru/main.php.
4. Hogeliie ganHble 00 yrpo3ax paOoThl ¢ MOJIKIIOYEHUEM K ceTH MIHTepHeT poccuiicKoi
xommanuu  «Jlaboparopusi Kacnepckoro»:  http://www.kaspersky.ru/internet-security-
center.

9. MarepuajbHO-TEXHUYECKasi 0a3a, HeoOX0AUMAasI VI OCYIIECTBIIEHHs] 00Pa30BaTeILHOIO
npouecca no JMCUMIInHe.
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MarepuanpHo-TeXHHUECKasi 0a3a, HeoOXoauMas JJsl OCYLIECTBICHHS 00Opa3oBaTEIbHOTO
IpoIecca Mo IUCIUIUINHE BKIIIOYAET B CBOM COCTAB CIEIUATBHBIC TOMEIICHHS:

- yueOHbIC ayTUTOPUHU JJISl IPOBEACHHS 3aHATUH JICKIIMOHHOTO THIIA;

- y4eOHbIe ayJTUTOPUH IS TPOBEICHUS IPAKTHUECKUX 3aHATHI (CEMHHAPOB);

- yueOHbIC ayTUTOPUHU JJISl IPOBECHHS TPYMIIOBBIX U MHINBUAYAIBHBIX KOHCYIbTALINH;

- y4eOHBIE ayJUTOPUM Uil TIPOBEACHUS TEKYIIEro KOHTPOJS M IMPOMEXKYTOUHOU
aTTeCTalllu;

- IOMEIIEHHUS U CAMOCTOSTEIEHON paboThI;

- TIOMEILEHHS 17151 XpPaHEHUS U MPOPUIAKTUIECKOTO 00CITY)KUBAHUS TEXHUUECKUX CPENICTB
oOy4eHwUS.

[ToMemienust A CaMOCTOSTENBHONW Pa0OThI OOYYArOMIMXCSI OCHAILICHBI KOMITBIOTEPHOM
TEXHUKOH C BO3MOXKHOCTBIO IMOJKIIOYEHHsI K ceTH «VHTepHeT» M o0ecredeHHeM J0cTyma K
3JIEKTPOHHON MH(pOpMaIMOHHO-00pa3oBaTenbHoi cpeae Apl'Y.

ABTOp:

cTapumii npenonaasatens kageapst Kb u MMOU A. B. Caxanna



IIpunaoxenne Ne 1 k paGoyeii nporpamMme JMCIHIIIMHbBI
«OcHOBBI ynipaBjieHUs1 HHPOPMALMOHHO 0€30MACHOCTHIOY

MoH/1 OLIEHOYHBIX CPEACTB
AJIsl IPOBe/IeHUs TeKylleil U MPOMeKYTOYHOI aTTecTalliu CTY/AeHTOB
1O JUCHUIJINHE

1. TunoBbIe KOHTPOJILHBIE 32/IaHNUS WIH UHBIE MATEPHUATBI,
HCIoJIb3yeMble B Npouecce TeKyuieil arrecranuu

Ilepeyensb BONPOCOB /1151 ONMPOCOB HA MPAKTHYECKUX 3aHATUSAX:

Bonpocsl o Teme 1.

1. Kak onpenensiercs NOHATHE CUCTEMBI?

2. KakoBbl OCHOBHBIE CBOICTBA CUCTEMBI?

3. B uem 3akirodaeTcst CHCTEMHBIN MOXO0/1 K UCCIIETOBAaHHIO 0OBEKTOB?

4. KakoBbl 0COOEHHOCTH PaCCMOTPEHHSI CUCTEMHOTO MTOIX0a IPUMEHHUTEIBHO K YIPaBICHUIO?
5. Kakue amemMeHTHI mporecca MOTYT OBITh MCKIIOYEHBI M3 ONPENEICHUS: BXOJHBIC JTaHHBIC
Ipoliecca, BBIXOAHbIE JaHHbIE IIpoliecca, YIpaBIIstolee Bo3ieiicTBrE, pecypchl?

6. Kakue BHUIBI JESITEIBPHOCTH B OpPraHM3allMM MOKHO HAa3BaTh IMpOLECCOM (MM Ou3Hec-
nporeccom)?

7. Kakyro pojb UTparoT MPOLECChl B TEPMUHAX CHCTEMHOTO IOAX0/1a K OpraHu3anuu?

8. KTo B opranuzanuu MoeT U JOJKEH ONPEeAEIUTh Lesid Ou3Hec-npoueccoB?

9. Yto noHuMaeTcs Moj pecypcamMmu B paMKax OIpeesIeHHs MTOHATHS TIporiecca?

10. Yro noHuMaeTrcss MOJ YHPABISAIOIIMM BO3JEHCTBUE B paMKaxX ONpEAETICHUs IOHITUS
npoiiecca?

11. B yem 3akiro4aeTcsi IpOLECCHbIN moaxoxa?

12. MaiiTe onpeeneHne MOHATUS YIIPaBIEHHE) C MO3UIMIA CHCTEMHOTO TIOJIX0/1a.

13. MaiiTe onpeneneHre NOHATUS «MEHEDKMEHTY.

14. B ueM oTIaM4Ms MOHATHH «YIIPaBICHUE» U «MEHEIKMEHT»?

15. KakoBbl OCHOBHBIE (DYHKIIMHU YIPABICHUsS?

16. Urto Takoe MeTOI yIpaBICHUS?

17. Yro Takoe cucrema ynpapiaeHUs?

18. Yro Takoe cucreMa ynpapleHHs, OCHOBaHHAs Ha MPOIIECCHOM MO IXo1e?

19. KakoBbl OCOOEHHOCTHM pPACCMOTPEHHUS TMPOLECCHOIO TMOJAXO0Aa MNPUMEHHUTEIbHO K
yrpaBieHuio?

20. K xakum mpoiieccaM OpraHu3alii MOXKeT ObITh IPUMEHeHa IuKIndeckas Mmoaens PDCA?
21. B 4eMm cocTOSIT OCHOBHBIE IPEUMYIIECTBA UCIIOIB30BaHMS UKImYeckor Mojenu PDCA?
22. B yewm oTnnune TEPMHUHOB «3aliuTa MH(GopMarum 1 «MH(popMaoHHas 6€301MacHOCTb)?
23. Kakue cBoiictBa b B COBpeMEHHBIX YCIOBHUSX IOJDKHBI NMPUHUMAThCS BO BHHUMaHHE?
[TosicHuTe, 4YTO MOHUMAETCS MO KaX/IbIM U3 CBOWCTB.

Bonpocs! no Teme 2.

1. Kakoit cranmapT (cepusi CTaHIApTOB) CTajl OCHOBOMOJOXXHUKOM CTaHIAPTHU3AMH CHCTEM
ynpasienust b?

2. Jlns opraHM3anuii Kakoi cepbl mpuMeHuMbl cranaaptsl cepuu ISO/IEC 270007

3. KakoBsl oTiimunTenbHble yepThl cepun cranaaproB 1SO/IEC 270007

4. Kakoii u3 cragmaptoB cepuu ISO/IEC 27000 comepxut TpeOGoBaHMs K CO3AaHUIO, BHEAPECHHUIO,
9KCILTyaTalii, MOHUTOPUHTY, aHAIN3Y, COIPOBOXKACHUIO U coBepuieHcTBOBaHU0 CYHNDB?

5. B yem coctosT ocHOBHBIE paznuuus U cxoacTsa cranaaptos ISO/IEC 27001 u ITU-T X.1051?
6. Kaxkoii u3 crangapros cepun ISO/IEC 27000 npu3HaH KaTaiorom «Iydmux» npaktuk no Ub?



7. B kakom cranmapte cepuu ISO/IEC 27000 conepkutcst pykoBoCTBO 10 BHeaApeHuto CYUB?
8. Ha ocHoBaHMM 4ero MoKeT MpoBOAUTHCS oreHKa dpdextuBHocTd CYUB?

9. MOXHO JIi TPOBOIUTH ayAUT (WK cepTU(HKAIHIO) HAa cooTBeTcTBUE cTanaapTy ISO/1EC 27002
(OpBIIMit ISO/IEC 17799)?

10. KakoBel ocHOBHBIE Hjaeu pykoBoactBa mno ayauty CYUB u cpencts ynpasinenus Wb,
peanuzoBanHbix B CYUB?

11. Tloyemy moaxoJ K MPOBEAECHUIO ay[WTOB CHUCTEM MEHEIKMEHTA KaueCTBAa U OKpPY)KaroIen
cpenbl, u3noxkeHupld B crangapre ISO/IEC 19011, moxxer ObITh MPUMEHEH IJisi IPOBEICHHS
BHyTpeHHux ayauros CYUB?

12. B kakom ctanaapre cepuu 1SO/IEC 27000 onucana undpactpykrypa pykoojactsa Mb?

13. Kaxkoii crangapt cepuu ISO/IEC 27000 paccMaTpuBaeT BOIPOCHI YIIPABICHUS 0€30MaCHOCTHIO
ceren?

14. B d4eMm cOCTOST MpEUMYIIECTBA HCHOJB30BaHUsA (ydera) TpeOOBaHUN POCCHHUCKHUX U
MEXKJIYHAPOJAHBIX CTaHaapToB 1o ymnpasienuto Wb npu noctpoennn CYUDB wunm oTaenbHbIX
npoueccos ynpasieHus Ub?

15. KakoBbl npeumyniecTBa OJHOBPEMEHHOIO y4yeTa TpeOOBaHMM CTaHIApTOB, NMPEIbSABISIEMbIX
kak kK CYUD B nenom, Tak U cTaHAApTOB, NPEABABIAIOLIMX TPEOOBAaHUS K OT/IE€IbHBIM IIpOLIECCaM,
paspabarsiBaemMbIiM B pamkax CYUB?

16. B yem COCTOAT OCHOBHBIE CXOJCTBAa W paznuuus Mexnay crangaptramu Ha CYUB u Ha
OT/eNbHbIe Ipolecchl yrnpasiaeHus Nb?

17. Kakue meronsl u cpencta OUB nns UT paccmarpuBatorcst B ctangaprax ISO/IEC 13335 u
naeatnuasix uM ['OCT P UICO/MDK 133357

18. Kak onenuBaercs b UT cornacHo crapmaptam ISO/IEC 15408 u 18045 u uACHTUYHBIX UM
I'OCT P UCO/MDK?

19. Kakwue u3 pacCMOTPEHHBIX CTAH/IAPTOB 3aTPATUBAIOT ACMIEKTHI aHaN3a puckoB 1b?

20. KakoBbl OcCHOBHbIE Ienu mHocTpoeHus cuctembl YHDB, coorBercTByromieil TpeOGoBaHUAIM
crannaptoB BS 25999 u 257777

21. B 4yeM MOXeT 3aKil04YaTbCs paziMuue MeXAy TpeOOBAHUSAMHU K CHUCTEMaM YIPaBICHMS
HETPEPHIBHOCTHIO OM3HECA U K TIPOIIECCY YIPaBIICHUS HEIIPEPHIBHOCTHIO On3Heca?

22. KaxoBbl ocHOBHBbIE LienHu cienoBanus mojenu PDCA npu noctpoeHun npoiiecca ynpapieHus
nnnuaentamu b B coorBerctBuu ¢ tpedoBanusmu 'OCT P UCO/M3BK TO 18044?

23. Kakwue TeHIeHIIMN XapaKTepHbI Ul pa3BUTUs cTaHAapTU3auuu ynpasienus b B Poccuiickoit
®eneparnyn (Ha npumepe ureparuii [OCT P UCO/MOK 15408-1-2012r., 15408-2-2013r., 15408-
3-2013r., «MHpopmaronHas TexHoaorus. MeTonbl U cpeacTBa obecrnedeHnss HHPOPMALMOHHON
6e3onacHoctd. Kpurepun oneHkn 0e30MacHOCTH HMH(DOPMAIMOHHBIX TeXHosorui», «Yacte 1.
Beenenue n o0mas Mozenb», «Hacts 2. OyHKIIMOHAIBHBIE KOMIIOHEHThI 0€301MacHOCTHY, «HacTh.
3. KoMnoHeHThI 1oBepUst K 0€30aCHOCTU»?

24. Ha 6a3ze ananuza ['OCT P UICO/M3K 15408-1-2012r., 15408-2-2013r. «1HdpopmarimonHas
TexHojorusi. Meroasl U cpenctBa obecrieueHus: MHGOpMallMOHHOM Oe3omacHocTu. Kputepun
OLIeHKU 0e30MacHOCTH MH(POPMAIMOHHBIX TeXHONIOruiy, «Hacte 1. Beenenue u o0mias MoAebY,
«Yactp 2. @yHKIMOHAJIbHBIE KOMIIOHEHTHI O€30MacHOCTH, chopMyIUpyiTE OCHOBHBIE
KOMITOHEHTHI NapaJurMbl (PyHKIIMOHAIBHBIX KOMIOHEHTOB O6e3onacHoctu UT?

25. Ha 6a3e anaimza 'OCT P UICO/M3K 15408-1-2012r., 15408-3-2013r., «adpopmarmonHas
TeXHoJIorusl. MeToasl U cpeactBa obecrieueHuss MH(opManmoHHON Oe3omacHocTH. Kputepuu
OIICHKH 0e30macHOCTH MH(OPMAIMOHHBIX TeXHONIOTHY, «HacTs 1. BBenenune u ol1mas Moaenby,
«Yactb. 3. KomnoHeHTHl 1oBepusi K 0e30macHOCTH», CHOPMYIUPYHTE OCHOBHBIE KOMIIOHEHTHI
napajgurMbl KOMIOHEHTOB J0BepHs Oe3onacHoct UT?

24. B 4eM COCTOST NMpEeUMYILECTBa HCIOJb30BAHUS «OTpacieBbix» cranaaproB Ha CYUB mo
cpaBHeHHUI0, Hampumep, co ctanaaprom ISO/IEC 27001, TpeboBaHus KOTOPOTO MPUMEHUMBI K
M000H OpraHu3alyy He3aBUCUMO OT OTPaciu WU chepbl 1eATeIbHOCTH?

25. KakoBo 3nauenne cranmaptoB cepun CTO BP MBBC B paMkax pa3BuTHs CTaHIapTH3AIHH
ynpasnenus b B Poccun?



26. Kakue acmextbl perinameHTHpytoT ctangaptel cepun CTO BP MBBC, ecian roBoputh 00
ynpasieanu Ub?

27. KaxoBbl OCHOBHBIE 1IeNH U 337auu cranaapTuzanuu no OUb opranuzauuii bC PO?

28. KaxoBbl ocHOBHBIE 11enH npoBeaeHus ayauta b opranuzamuit bC PO?

29. KakoBa memp W HampaBlIEHHOCTb POCCHUICKMX CTaHIApTOB B cdepe obecrneyeHus
KOMITBIOTEPHOU 0€30MacHOCTH, pa3paboTaHHbIX B JonoinHeHne «O0IIX KpUTeprueB»?

30. Oxapaktepusyiite cogepxkanue poccurickoro ctagaapra [OCT P MCO/MBK 19791-2008.
31. Oxapakrepusyiite conaepkanue poccuiickoro cranaapra 'OCT P MCO/MOK 51583-2014.

32. Oxapaxrepu3yiite cogepxanue poccuiickoro crannapra 'OCT P MCO/M3K 15446-2008.

33. Oxapakrepusyiite comaepkanue poccuiickoro cranmapra ['OCT P UICO/MOK 52447-2005.
34. Oxapaxkrepusyiite conepxkanue poccuiickux crannaproB 'OCT P MICO/M3BK 53113.1-2008 u
53113.2-2009.

35. Oxapakrepusyiite conepxkanue poccuiickoro cragaapra 'OCT P UCO/MBK 53115-2008.

36. Oxapakrepu3syiiTe coaepkanue poccuiickoro cranmapra 'OCT P MCO/MOK 53131-2008.

37. Oxapakrepusyite coaepxkanue poccuiickoro cragaapra 'OCT P UICO/MBK 27034-1-2014.
38. Oxapakrepusyiite coaepkanue poccuiickoro cranmapra 'OCT P UCO/MOK 56824-2015.

39. Oxapakrepusyiite conepxkanue poccuiickoro cragaapra 'OCT P UICO/MBK 56545-2015.

40. Oxapakrepusyiite conepxkanue poccuiickoro crangapra 'OCT P UICO/M3K 56546-2015.

44. Oxapakrepusyiite coaepxkanue poccuiickoro crangapra OCT P MCO/MDK 27007-2014r.,
«Uupopmanronnas texHonorusi. Metonsl U cpeactBa odecneuenus de3onacHoctu. PykoBojacTea
10 ayIUTY CUCTEM MEHEIKMEHTa UHPOPMAIIMOHHOM 0€3011aCHOCTH.

Bonpocs! no Teme 3.

Kaxkue onpenenenus [lonlb gatorcs B pa3inyHbIX MEXKIYHAPOAHBIX CTaHAAPTaX?

B uem paznuume noauTUK, CTaHIAPTOB, paBuil U poueayp OUB?

UTto Takoe TpacTOBbIE MOJEIH?

C KakMx TOYEK 3pEHUS U KaK MOXKHO onucath BuAbI [1onl1b?

Uro nonumarot noj [TonMb B mmpokoM u y3koM cMmbiciax?

J1st uero pazpabaThIBalOTCS OpraHU3alMOHHBIEC (aAMUHUCTpaTUBHEIE) U TexHu4yeckue [Tlonb?
[lepeuncanre ocHOBHbIE TpeOOBAHNUS, IPEABABISIEMbIE B PA3TUUHbIX HCcTOUHUKAX K [Tonb?
KaxoBbl OCHOBHBIE TPUHIIMIIBI, TO3BOJISIONIME pazpadoTarh 3¢ dextuHyt0 [Tonb?

KaxoBo copepxaHue TOKyMEHTa, onuchiBaromero koprnoparusuyto [onMb? Yro uznaraercs B
KaXJIOM U3 Pa3JIeJIOB 3TOU MOJUTUKHU?

10. Ha3zoswure THNOBBIE 1Ienu kopropatuBHoi [Tonlb.

11. KaxoBwI OTIMYUTEIBHBIE 0COOEHHOCTH coaeprkanus yactHou [TonMb mist otaenbHOM 00nacTw,
Tpebytrouieit OUbB, u 1151 0TeNnbHOM CHCTEeMBI, HCIIOIB3yEeMOU B opranu3auuu? YTo o01ero Mexry
ATUMHU NoMUTUKaMK? YUTo u31araeTcst B KaXX10M U3 Pa3/IeoB 3TUX MOJIUTUK?

12. HazoBute ocHOBHbIE cTaguu >ku3HeHHOro nukia [lonldb? M3 kakux maroB OoHM COCTOST?
Kaxue 13 3THX 11aros BBIIOJHSAIOTCS UTEPALMOHHO U TOYEMY?

13. OtnenbHO chopMyaHpyiTe 11€db U OCHOBHBIE MEPONPHUSATHS, OCYILECTBIIIEMbIE HAa Ka)KOM
mare ku3HeHHoro nukia [Tonlb.

14. Kak mpoucxonut npotecc nHpopmupoBanus B otHomeHuu [Tonl1b?

15. JInst yero m Kem OCYILIECTBIISIFOTCS peBU3Us, MOHUTOPUHT U ayaut [lonMb? B yem ortnuuus
ATUX 1IaroB >ku3HeHHOTO 1ukIia [Tonb?

16. Yrto morumMaercs nox uckiarodenusmu u3 [Tonldb?

17. 3auem nHeob6xoaum nepecmotp [Honb?

18. B kakux cimyvasx [Tonlb moxeT ObITh aHHYTHpOBaHA?

19. Yro Takoe «poab»? Kakue ponu cBsi3aHbl ¢ ucnoib3zoBanuem [lonb?

20. Kaxue BUIBI OTBETCTBEHHOCTH CBSI3aHBI CO BCEMU CTaAUAMU XU3HeHHoro nukia [lon1b?

21. Kakumu npuHIMIIaMU HEOOXOIMMO PYKOBOICTBOBATHCS IPU YCTAHOBJIEHUU OTBETCTBEHHOCTH
B otHommeHun coomronenuns [Tonl1b?

22. [aiite onpenenenus «OUby, «ynpasnenus Ub» u «CYUb» opranuzamum.

CoNoO~WNE



23. Onumure aesrenbHocTh Mo OMbB opranmzamum kak nporecc. KakoBbl ero BXOIHBIE U
BBIXOJHBIE IAHHBIE, PECYPCHI U YIIPABIIAIOIINE BO3ACHCTBUSA?

24. Kak mponecc OWb B opranusanmuy CBs3aH C NPOIECCAMH OCHOBHOM JI€STEIBbHOCTH
Opranu3anuu?

25. KaxoBbl ocHOBHBIE 3TaIbl poriecca ynpasineaus Ub UTT?

26. Yro sBiseTcs xopoluiel mpakTuKo rmpu Beioope obdnactu aeiicteus CYNB? Kakue crpareruun
BBIOOpa obnactu neiictus CYUD cymectByoT?

27. Kaxkue hakTopbl HECOOXOIMMO YUUTHIBATH ITPHU BbIOOpE oOnacTu aericteust CYMB?

28. Kakme mnapameTpsl IpPOLECCOB SBISAIOTCS Haubosiee 3HAYMMBIMH TpU BBIOOpE 00JacTu
nerctBus npoektupyemoit CYMUB?

29. UYro Bxoaut B nokyMeHTanbHOe obecnieuenne CYHNB? KakoBbl 3Tansl €ro >KH3HEHHOTO HUKa?
30. Kakue ypoBHH JTOKYMEHTOB BKJIfO4YaeT B ceOs mepapxus nokymeHtoB CYUB? Kakue Buibl
KOHKPETHBIX IOKYMEHTOB CO3/1al0TCSI HA KayKJJOM U3 YPOBHEN?

31. B 4eM COCTOMT OCHOBHOE OTIIMYME MEXKAY MOHATUSIMU JOKYMEHT U 3aIHCh?

32. B yem 3akitoyaeTcs Mpouecc YNpaBiIeHUs JOKYMEHTAMH U 3aITUCSIMU?

33. Kaxkosa BzaumocBsi3b mexay noustusmu [loalb u [Moautuka CYUB?

34. Yro nomxkna Birodath B cebs [Tommtuka CYUB?

35. Ha kakux »JTamax pyKOBOJCTBO OpraHU3allUM JIOJDKHO TPOJEMOHCTPUPOBATH CBOIO
IIPUBEPKEHHOCTh K pa3paboTKe, peanu3aluy, OHKCIUTyaTalliM, MOHUTOPUHTY, aHajIu3y,
CONPOBOXKICHUIO U coBeplieHcTBOBaHUIO CYUB?

36. B "em cocrouT OCHOBHasi HEOOXOJMMOCTh YYacCTHS BBICIIErO PYKOBOJCTBA B KHU3HECHHOM
nukiie CYUB?

37. Kakum 00pa3oM Ipu UCHoib30BaHuu Iukiandeckoir Mojgenu PDCA npumenutensao k CYUDB
TpeboBaHus U oxuaanud K pezynpsratam OUb npeobpasyrorcs B ynpasisiemyto UB?

38. Maiite onpenenenue «mpouecc ynpasienus by oprannzanuu.

39. Kakue ieficTBUS U POLIECCHI BRIMOMHSIIOTCS Ha cTaauu minanupoBanus CYUB? KakoBsl 3agaun
aHHOrO dTama?

40. CreuuanucToB Kakux TMOJpa3/ieieHuii HeoOXOauMO BKIIOYaTh B pabodylo Tpymdmy o
noctpoenuto CYUb u nouemy?

41. Kakue neicTBUs M IpPOILECCHl BBIMOJHAIOTCS Ha CTaAMM peanuszauuu U BHenpenus CYUB?
KaxkoBrbl 3a1aun jaHHoro sramna?

42. Kakue neWcTBUS U IMpOLECCHl BBHIMONHAIOTCS Ha ctanuu npoBepku CYNB? KakoBbl 3agaun
aHHOrOo dTamna?

43. Kaxue neificTBHS U TPOLIECCHI BBIMOJIHAIOTCS Ha cTaanu coepuieHcTBoBaHus CYNB? KakoBbl
3aJlauM JaHHOTO 3Tana?

44. B yeM pa3zHHUIA U CXOJCTBO MEXIY MOHATHAMHU KOPPEKTHUPYIOIIETO U MPeAyHpekIaoIero
IEWCTBUIL?

45. Tlouemy B paMKax MpOLECCHOT0 noaxonaa k ympasineHuto Ub cinenyer ocoboe BHMMaHue
yAEISATh MOHUTOPUHTY U aHAJIU3Y pe3ynbTaTuBHOCTH U 3pdextuBHOCcTH CYUB?

46. B yeM cOCTOAT pasziauuusi MEXIy OCHOBHBIMU CBOMCTBaMH MpPOIECCOB: 3PHEKTUBHOCTh U
pe3yIbTaTUBHOCTH?

47. Yrto BXOAUT B NMOHATHE «3aJaHKe Tpoliecca ynpasieHus Uby»?

48. Kaxwue sTarmbl BKIIOYaeT B ce0st MACHTHPHUKAIMS Ipo1ieccoB yrpasienus b B opranuzanuu u
KakHe AeUCTBUS HEOOXOJUMO MPEANPUHATE B paMKaX 3THX 3TaroB?

49. KakoBbl OCHOBHBIE IPEHMYIECTBA JIOKyMEHTHPOBAHHS TIpolieccoB ynpasienus Kb
OpraHu3alMK U HAJTM4YUs MOAPOOHBIX KapT MPOLIECCOB OPraHU3auu?

50. KakoBbI OCHOBHBIE OJJIEMEHTHI TIpoIllecca MOHHTOPWHTA TIporeccoB ympasienus Wb
opraHu3aluu?

51. Ha ocHoBe KakuX TaHHBIX HEOOXOAMMO pa3padaThIBaTh METPUKU MOHUTOPHUHTA JIJISl IIPOIIECCOB
ynpasienus b?

52. Ha 4T0 MOXeET yKa3bIBaTh PacXOKJICHHE MEXIY IIEJEBHIM M TEKYIIHMM 3HAYCHHUSIMHU METPUK
MOHMTOPHHTIA AJIs IpoueccoB ynpasiaeHus 1b?



53. Kakast unpopmanus MOKeT MOTpeOOBaTHCS I TOTO, YTOOBI ONPEACTHUTD 1eJIEBOC 3HAUCHUE
METpPHK Tporiecca ynpasieHus b 1 KTo MOKeT mpeIoCTaBUTh TaKyro HHGOpMaIio?

54. Kako# tun npoueccoB ynpasienus Wb npencrasiser Haubonblni UHTEpEC AJs aHAJIM3a U
MOHHUTOpUHTA Npu dKciuryatanuu CYUB?

55. Bo3smoxxHo mu mnoctpoenue CYUDB, oxBarbiBaroleil HECKOJIBKO TEPPUTOPUATBHBIX
noapaszaenenuit oprannzanun? Kakue ocoOeHHOCTH TP 3TOM HEOOXOIUMO YUUTHIBATH?

56. B uem coCTOST OCHOBHBIE MPEUMYILECTBA U HEAOCTATKU CTPATETUU OCTPOCHUS U BHEIPCHUS
CVYUBD B ienom?

57. B 4eM cocToAT OCHOBHbBIE IPEUMYILECTBA U HEJJOCTATKU CTPATETUU ITOCTPOCHUS U BHEIPEHMUSI
OTIIeTBHBIX MporieccoB ynpasienus Ub ¢ mociaenyrommm nx oobennuenuem B CYNUB?

58. KakoBa npeamnouruTenbHast OCIe10BaTeIbHOCTh BHEAPEHUS MpoLeccoB yrpasieHus Nb?

59. B dem cocrosaT npeumyniectBa u HepoctaTku noctpoenus CYUD mys HeGompimoi obmactu
JEWCTBUS C BOBMOXKHBIM pacIIipeHueM B Oyaymiem?

60. B yem coctoar mpeumymectBa U Hepoctatku mnoctpoeHuss CYUD ans 6omnbiioi obiactu
EUCTBUA?

61. Kaxkoit Bua ynpasieHus HeoOxoaum 1pu noctpoennn eauHoin CYUD, pacnpocTpanstomnieics
Ha HECKOJIBKO TEPPUTOPHAIIbHBIX [TO/Ipa3IeJIEHU OpraHu3auu?

62. Hamuune kakux poiieit HEOOXOAMMO B paMKax poseBoid cTpykTypbl CYIB?

63. B yem cocToHUT MpenMyIIecTBO UCIOIB30BAHUS POJIEBOTO MpuHIMNA B pamkax CYUB?

Bonpocs! no teme 4

1. Kakue Bunel nposepok CYUDB cymectBytor? KakoBbl X OCHOBHBIC LIEJIM M pe3yJbTarhbl (B
CpaBHEHUH)?

2. Kak B3auMOCBsI3aHbI IOHATUS ayuTa U MOHUTOpUHTa B?

3. Ha ocHOBe KakuxX JOKYMEHTOB OCYIIECTBIIsIeTCsl TpoBepka u onienka CYUB?

4, Kakossl HanpaBieHus orieHku Mb? Kak atu HanpaBnenus csizanbl ¢ CYUB?

5. Yro nonumarot noj mouutopunrom Mb? Kakossl ero nenu?

6. HaszoBure nporneccel MoHUTOpUHTa Vb 1 KOHKpETHBIE OCHOBHBIE IEHCTBHSI COOTBETCTBYIOLINX
OTBETCTBEHHBIX JIMII.

7. Kakas BakHas ¢ TOYKM 3peHMs obOecneueHuss b mHpopmanus coaepxurcs B KypHajax
perucrpanuu coObITHI?

8. Paccmotpure ctpyktypy COB Kak AMHaMu4eckux cpelcTB MoHuTopuHra Ub.

9. Onpenenure MOHIATHE «caMmooIeHKa Mby.

10. KakoBsl mpenMy1miecTBa AJisi OpraHu3aliy B IpoBeieHuH camoorieHku b?

11. OnuuuTe OCHOBHBIE 3TaIlbI MpoBeaeHus camooneHku Ub.

12. Yro oTpakaeTcs B oTYETE O IPOBEAECHHON camooleHke b?

13. Kakwue paznuuator Buabl aynutoB Mb? B uem ux cX0ICTBO U pa3anyus?

14. KakoBsl mpenMyliecTBa BHyTpeHHUX ayauToB b nepen BHemHuMu?

15. TlepeuncnuTte e U 3a1a4l BHYTpeHHUX ayautoB Ub.

16. Ha3oBuTe M TOSACHUTE OpraHU3allMOHHbIE NPUHLUMNBI W NPUHUMIBL 3ddeKkTuBHOCTH
BHyTpeHHero ayaurta Ub.

17. PaccmoTpuTe  JEATENBHOCTh  IMOJPA3/EIEHUs  BHYTPEHHEro  ayJquTa  OpraHu3aluH,
KOHTpoJpyrouiero sonpocsl 1b.

18. Yro takoe «BHemHui ayaut Mby»? Kakue BbIIEISIIOT BUIbI 3TUX ayIUTOB COTIACHO PA3IMYHBIM
cTaHjapram?

19. Ha yem B nepByo ouepeib JOIHKEH COCPEOTOUYUThCS BHEIIHUHN ayauT 1B?

20. OmpenenuTe MPUHIUIIBI IPOBeIeHNUS BHENTHero ayauTa Ub.

21. Kak ocymiecTBisieTcst yrpasieHHe IporpaMmoil BHenHero ayaura Ub?

22. KakoBbI 11eH ¥ 33/1a49 POTrpaMMbl BHeTHeTo ayauTta b?

23. Paccmorpurte 3Tansl ynpasieHus IporpaMMoil BHemHux aynutos Ub B pamkax mukina PDCA.
24. Ot xakux (hakTOpOB 3aBHCUT 00bEM MPOTrpaMMBbI BHeNIHero ayanuta Ub?



25. Kakme sTambl BKIIOYAIOT pabOThl MO MpoBeAeHuio BHemHero ayauta WB? IlogpoGHO
OCTaHOBUTECh HA Ka)KJIOM U3 3TaIlOB.

26. Kakue DOKYMEHTBHI aHAIU3UPYIOTCS BHEmHUMH aynutopamu WB? IlpuBenute B KauecTBe
npumMepa aHanus nokymeHTanuu npu ayaure b UC.

27. Kak ocymiectisiercs uianupoBanue aynutoB Vb: BXogHble gaHHBIC, acleKThI, TpeOyIome
ocoboro BuuManwus? Yto xoaut B ian ayauta b u kTo ero roToBuT?

28. Kak nmpoBoauTCS BHELTHHIA ayJUT HA MecTe?

29. Kakue cBunerensctBa ayaura Vb cobuparorcs, kakum oOpa3oM M KakOBBI IPUOPUTETHI UX
JIOCTOBEPHOCTH?

30. Yro orpaxkaeTcst B OTYETE 110 BHEHTHeMY ayauty Mb?

31. Yro BkIOYAOT B cebs TpeOOBaHMS K KOMIIETEHTHOCTH U ombiTy ayautopoB MB? Uro onu
JIOJKHBI 3HAaTh U YMETh B PA3JIMYHBIX 00JIACTSX 3HAHUH, IPUMEHAEMBIX IIpH BHelIHeM ayaute Ub?
32. Kak Bo Bpems BHeuHero ayauta Vb ocymiecTBisiercs B3auMOACHCTBIE MEXKIY ayIUTOPCKON
rpynmnou u nmpoepsieMon opranuzarueid? KTo u 3a 4To HeCeT OTBETCTBEHHOCTh?

33. KakoBa poiib BeICIIET0 pPyKOBOJCTBA B mporiecce nposepok CYUB?

34. Ha ocHOBe Kakux JOKYMEHTOB ocyiiecTBisieTcss ananmu3 CYUbB co cTOpoHBI pyKOBOJICTBA
opraHu3aiuu?

35. KakoBo OCHOBHOE Ha3Hau€HHE NPOLECCOB  YNPABJIECHUS  KOPPEKTUPYIOIIUMH U
MpenyNpexTA0IUMU AEUCTBUIMU?

36. UTo MOHMMAIOT MO/ TAKTUYECKUMH U cTpaTernyeckumu ymydmenusmu CYUB?

37. Kakue merompl TeCTHpOBaHUS B WH(GOPMAIMOHHON Cpelae MPUMEHUMBI NPH Pa3INnIHBIX
nposepkax Ub?

38. Kakue nHCTpyMEHTaIBHBIE CPENICTBA HCIIONB3YIOTCS MPH MTPOBEpKax u oueHkax Nb?

39. B uem ornuune noHATUH «3(h(HEKTUBHOCTE» U «PEe3yIbTATUBHOCTEY» NpuMeHHuTeNnbHO kK CYUB?
40. Kakwue rmokasaren HCIoNIb3yITes it olleHKH Y dextuBHOCTH CYUB?

41. Ompenenute MOHATUS «U3MEPEHUEY, «I1OKA3ATEINb) U «METPUKA» U YKAKUTE UX Pa3INUUAL.

42. Uro mOHMMAIOT TOJA METPUKOW Oe3omacHocTH? [l Yero WMCHOIB3YIOTCS METPUKH
6e3omacHoctu? KakoBo UX OCHOBHOE Ha3HadyeHHE?

43. Kakxumu TOIDKHBI OBITH METPUKH 0€301acHOCTH?

44. PaccMOTpUTE€ OCHOBHBIE 3Talbl Ipolecca BBIPAOOTKM MHPOTpaMMbl IOJIYUYEHHUS] METPHUK
0€30MacCHOCTH.

45 Kakue noaxo/1bl HCHONb3YIOTCS MPU BBIPAOOTKE METPUK O€30MaCHOCTH?

46. Kaxue merpuku O0e3omacHocTH npezsaratorcst opranuzamueit Center for Internet Security ms
ynpasiieHust uHuuAeHTamu Ub, ysa3BumocTsiMu, 00HOBIEHUSIMH, KOH(PUTYpALUAMU, U3MEHEHUSMU
Y 3aIATHI TPUITOKCHH?

47. Ha npumepe ynpaBienus naiuaeHTamu b nepeuncianre OCHOBHbIE aTpUOYTHI U MOKAXHTE,
KaK pacCUUTHIBAIOTCS METPUKH 0€30I1aCHOCTH.

48. Yemy nocesiueH cranaapt MCO/M3K 27004:2009?

49. Kaxue (pakTopbl TOIHKHBI OBITH YUTEHBI IPU ONIPEIEIICHUH LIeJIel TIPOBEICHIS HM3MEPEHHH /IS
CYUB?

50. Kak cBs3ans! uzmepenus ¢ mojensio PDCA mist CYUB?

51. Kakas monenp u3mepeHuid, cBszaHHeix ¢ Wb, monoxxena B ocHoBy cranmaptoB 1SO/IEC
27004:2009 u T'OCT P UCO/M3K 27004-20117

52. Yro Takoe OCHOBHAs U MPOM3BOIHAS MEPHl H3MepeHHit u nokazarenu? Kak oHu nomydarorcs?
53. Uro moHMMaeTcs oI METOIOM H3MepeHHs, PYHKITUEH H3MEpEeHUI U aHATUTHYECKON MOJICITBIO
cornacHo ISO/ILIC 27004:2009 u T'OCT P UCO/MDK 27004-2011?

54. Kakue KpuTepuu IpUHATHS PEIIEHUN MOTYT ObITh YCTaHOBIIEHBI JUIsI TOKa3aTesei?

55. Kak onpenenstorcs nHpopmarmonnslie norpedHoctu coriacuo ISO/IEC 27004:2009 u 'OCT
P NCO/MDK 27004-2011?

56. OcnoseBassice Ha ISO/IEC 27004:2009 u I'OCT P MCO/MDK 27004-2011, cocTaBbTe
OMMCAaHNWE KOHCTPYKTHUBHBIX AJIEMEHTOB HM3MEPEHMs JUIsl aHaiu3a Jor- (aiyioB W 3alUThl OT
BpenoHocHoro I10.



57. Kak 1 ¢ KakuMH LEISIMU TPOU3BOIUTCS OLIEHKA 3PEIOCTH MpolieccoB ynpasieHus 1b?

58. CKoybKO ypOBHEH 3PEIIOCTH MOKHO BBIICTUTS JIJIs TTpo1ieccoB yrpasieHus b B cooTBeTcTBIM
C pa3IMYHBIMU MEKyHApOIHBIMU [1OAX0/1aMHU U CTaHJapTaMu?

59. Yro MoxkeT moTpeOoBaThCsA IS JOCTHIKCHHS YETBEPTOrO YPOBHS (WJIM BBIIIE) 3PEIIOCTH
npouecca ynpasienus b ninu cucremsl npoueccos?

60. Yro nmokassiBaet 3penocth npouecca CYNUB?

2. Cnucok BOIIPOCOB U (I/I.]'II/I) 3aJaHMH 1151 MMpoOBEACHUSA l'lpOMQ)KyTO‘lHOfI arrecranmuun
Cnucox BOIIPOCOB K 3a4€Ty

1. Ilepeuncnure W oxapakTepusyiiTe yrpo3sl HHPOpPMaLMOHHON Oe3zomacHocTH Poccuiickoit
Odenepanun, ykazaHHble B «J[okTpuHbl uH(pOpManMOHHOW Oe3omacHOCTH» Poccuiickoit
denepauuu.

2. HazoBure M omMumTe LENM, 33Ja4d W HANpaBIEHHOCTb «/IOKTpUHBI HH(POPMALMOHHOM
6e3onacuoctn» Poccuiickoit denepanuu.

3. Chopmynupyiite u 060cHyHTE OOIIHe MPUHIUITBI TOCTPOCHHUS 3alUThl HHpopMaluu B Poccuu.
4. B yem cyTb poccuUiiCKOW KJacCU(pUKALUsi yrpo3 U €€ OTIIMYUE OT NPUHATOW B 3aragHbIX
CTaHJapTax.

5. Oxapakrepu3yiTe cUCTEMY YIPaBICHHS, OCHOBAHHAs HA MPOIIECCHOM MOIXO/E.

6. KakoBbl 0COOEHHOCTH PaccCMOTPEHUs MPOLIECCHOrO MOJIX0Aa NPUMEHHUTEIbHO K YIPABICHHUIO?
JlaiiTe pa3BepHYyTOE OOBSICHEHHE.

7. K xakum mporieccaM opraHu3aiiid MOKeT ObITh MPUMEHEeHa MUKIndeckas moaesb PDCA?

8. JlaiiTe pa3BepHyTOE ONpEIEICHNE TIOHATHS YIPABICHNUE)» C TIO3ULUI CHCTEMHOTO MOIX0/Ia.

9. Kakue cBoiictBa Ib B COBpeMEHHBIX YCIOBUAX JODKHBI IPUHUMATHCS BO BHuMaHue? [losicuure,
YTO MIOHMUMAETCS MOJT KaXKIbIM U3 CBOWCTB.

10. IIpuBenute TpeGOBaHUSA K CO3/IaHHUIO, BHEAPEHHIO, SKCIUTyaTallid, MOHUTOPUHIY, aHAIU3Y,
COIIPOBOXAECHUIO U coBepiieHcTBoBaHUIO CYIB?

11. PacckaxuTe U MOSICHUTE, - B YEM COCTOSIT MIPEUMYIIECTBA UCTIOIb30BaHUS (yueTa) TpeOOBaHMi
POCCHHCKHMX M MEXAYHapOAHbIX cTaHaapToB o ympasieHuto b npu nocrpoennn CYUD nmmn
OTIENbHBIX MporeccoB ynpasiaeHus Ub?

12. KakoBBI MpenMyIecTBa OJJHOBPEMEHHOTO y4eTa TpeOOBaHUI CTaHIaPTOB, IPEIBSIBIIEMBIX KaK
k CYUDB B nenom, Tak U CTaHAAPTOB, MPEIbSBISAIOUIMX TpeOOBaHUS K OTAEIBHBIM Ipolieccam,
pa3pabaTeiBacMbIM B pamkax CYUB?

13. Kakue u kak poccuiickue CTaHAapThl 3aTParuBaroT acleKThl aHaIn3a puckoB 1b?

14. TlosicHuTe pa3BepHYTO pa3auuve MeXIy TpeOOBaHHUAMHU K CHCTEMaM YIpPaBIEHUS
HENPEepbIBHOCTHIO OM3HECA U K POIIecCy YIpaBJIeHUs! HENTPEPhIBHOCThIO OM3Heca?

15. TlpuBenuTte 1 MOSICHUTE OCHOBHBIE 11eH cienoBanus Mmojaenu PDCA mpu mocTpoenuu npoiecca
ynpasienus nauuaestamu Ub B coorserctBum ¢ TpedoBanusimu 'OCT P UCO/M3BK TO 180447
16. HazoBuTe W oXapakTepu3yWTe TEHACHIUH XapaKTEpHBIC /IS Pa3BUTHs CTaHIAPTU3AIUH
ynpasienus b B Poccuiickoit denepanumu.

17. VYkaxure Leab U HANOPaBIEHHOCTh POCCUHCKMX CTaHAApTOB B cdepe obecrneueHus
KOMIIBIOTEPHOI 0€30MacHOCTH, pa3paboTaHHBIX B AONOJHEHHE «OOLIMX KPUTEPUEBY.

18. Oxapaktepusyiite copepxkanue poccuiickoro crangapta [OCT P UCO/MBK 19791-2008.

19. Oxapaxrepusyiite coaepxkanue poccuiickoro ctanaapta [OCT P MCO/MDK 51583-2014.

20. Oxapakrepusyiite conepxanue poccuiickoro cranaapra 'OCT P MCO/MDK 15446-2008.

21. Oxapaxkrepusyiite coaepxkanue poccuiickoro crangapra ['OCT P UCO/MDK 52447-2005.
22. Oxapaxkrepusyiite conepxkanue poccuiickux crangaptoB [OCT P MICO/MDK 53113.1-2008 u
53113.2-2009.

23. Oxapaxrepu3yiite coaepxkanue poccuiickoro ctangapra [OCT P UCO/M3K 53115-2008.

24. OxapakTepusyiTe coaepxkanue poccuiickoro cragaapta [OCT P MICO/MBK 53131-2008.



25. Oxapakrepusyiite coaepxkanue poccuiickoro ctagaapta FOCT P ICO/MDK 27034-1-2014.
26. Oxapakrepu3yiite conaepkanue poccuiickoro cranmapta 'OCT P UCO/MOK 56824-2015.

27. Oxapaxrepu3yiite cogepxanue poccuiickoro crannapra 'OCT P MICO/M3K 56545-2015.

28. Oxapakrepusyiite conaepkanue poccuiickoro cranaapra 'OCT P UICO/MOK 56546-2015.

29. TpeboBaHUS W TPUHIUIBI, yYUTHIBAEMble NpPU pa3pabOTKe IMONUTHKH WH(POPMALUOHHOM
0€301MacHOCTH.

30. ConeprkaHre OTUTHKY UHPOPMAITMOHHOMN 0€30MaCHOCTH OpTaHU3aIHH.

31. Cucrema ympaBieHus: HHGOPMAITMOHHOW 0€30ITaCHOCTHIO OPTaHU3aIIUH.

32. TlporeccHbIi MOAXOMA K YIPaBIECHUIO HH(OPMAITMOHHON 0€30M1aCHOCTHIO OpraHU3allny.

33. Pabora ¢ nporeccaMu CUCTEMBI yIIpaBieHUsI HH)OPMaMOHHON 0€3011aCHOCTBIO OpraHU3alUH.
34. Ctpareruu MocTpoOeHHs M BHEIPEHUS CUCTEMBI yIIpaBJIeHHUsI UHPOPMALIMOHHOM 6€3011aCHOCTHIO
OpraHu3aLMH.

35. CucremHBIH TOAXO0/ K YIPABICHUIO PUCKaMU HH(POPMAITMOHHOW OE€30MacHOCTH.

36. YcTaHOBIIEHHE KOHTEKCTA YIIPaBJIeHUs pUCKaMU HH(POPMALMOHHOM 6€3011aCHOCTH.

37. ConmeprkaHue ABYX 3TAIOB OLIEHKH PUCKOB MHPOPMAIIMOHHON 0€301acHOCTH.

38. CozeprkaHue OLIEHKU U aHAJIM3a PUCKOB MHPOPMaLMOHHON O6e30nacHocTH. OOpaboTKa pUCKOB.
39. [lonaTre, KOMMYTAIHsI, MOHUTOPHHT B IEPECMOTpP PHUCKOB HHPOPMALIMOHHON O€30MaCHOCTH.
40. OGecnieueHue ynpasieHHs puckaMu HH(POPMALIMOHHOM 0€3011acHOCTH OpraHU3aluu.

41. YupaBneHue HHIHUISHTAMHA HH()OPMAIIMOHHON O€30TTaCHOCTH OpPraHu3aIliy.

42. YipapieHue HeNPepbIBHOCTbIO OM3HECa OpraHU3alUH.

43. PaccMoTpuTEe [IESTENBHOCTh MOJPA3JCICHUS BHYTPEHHETO ayAWTa OpraHU3alluy,
KOHTpOJIMpyroLero sorpocsl 1b.

44. Yro takoe «BHeumHuH aynut Ub»? Kakue BbIIESIOT BUIBI 3TUX ayJJUTOB COTJIACHO Pa3IMYHbIM
cranfaptam? Ha uem B mepBylo ouepelb JOJDKEH COCPelOTOUMThCS BHewHH aymut WB?
Onpenenure NpUHLIMIIBI IPOBeeHUs BHeLHero ayaurta Ub.

45. KakoBbl 11e7M ¥ 337ja4i IporpamMmbl BHelHero ayauta b? Ot kakux (pakTopoB 3aBUCUT 00beM
nporpamMbl  BHemHero ayaura WB? OOochyiite W chopMyaupyidTe STambl YIpaBICHUS
nporpammoii BHemHux ayauToB Mb B pamkax nuukmna PDCA.

46. Kakue dTambl BKIIOYAIOT pabOThl MO mpoBeaeHuio BHemHero ayauta KMbB? IlogpoOno
OCTaHOBUTECH HAa Ka)XXJIOM M3 3TanoB. Kakue NTOKyMEHTbI aHAJIM3UPYIOTCS] BHELIHUMH ayAUTOPAMHU
Wb u nouemy? Kak npoBonutcs BHemHuM ayaut Ha Mecte? Kakxue cBunerenbctBa ayauta Wb
coOMparoTCs, KaKUM 00pa3oM U KaKOBBI IPHOPUTETHI UX TI0CTOBEpHOCTH? UTO OTpakaeTcs B OTYETE
1o BHemHeMy ayauty Mb?

47. Ha ocHOBe KakuX JIOKYMEHTOB ocyiuecTtBisercss aHanuz CYUDB co cTopoHbl pykoBOJCTBa
opranuszanuu? KakoBo OCHOBHOE Ha3HAY€HHE MPOLECCOB YIPAaBICHUS] KOPPEKTUPYIOLIUMHU U
IPEIYIPEXTAOUIMMU JEHCTBUSIMHI CO CTOPOHBI PYKOBOJICTBA ITPOBEPSIEMOI OpraHu3anuu?

48. YTo MOHMMAIOT MOJT TAKTUYECKUMH U cTpaTernyeckumMu yyamenusmu CYUB? Kakue metonbr
TECTUPOBAaHUS B MH(OPMAIMOHHOW cpejie MPUMEHHUMBI Ipu pa3nuyHbiXx nposepkax MB? Kaxue
MHCTPYMEHTAJIbHBIE CPEICTBA UCIIOB3YIOTCS IIPU MpoBepKax U oneHkax Mb?

49. Kakue moJxo/pl UCHONb3YIOTCS MPH BbIpaboTKe MeTpuk Oe3omacHocTH. Kakue mokaszarenu
ucnob3ytoTess uist oueHku >gdextuBHocty CYNB? Ha npousBoiibHOM mpuMepe yIpaBiIeHUs
uHIMaeHTamMu b nepeuncnute OCHOBHbIE aTpUOYTHI U MOKAXHUTE, KaK PACCUUTBHIBAIOTCS METPUKH
0€30MacCHOCTH.

50. Kak 1 ¢ KakuMH LEJISIMU IPOU3BOANUTCS OLIEHKA 3pesiocTH mpoueccos ynpasieHus Ub? Ckonbko
YpOBHEH 3pefocTd MOKHO BBLACNUTH JJs mpoueccoB ympasieHus Wb B coorBercTBUM €
Pa3IMYHBIMHU MEXTYHAPOIHBIMH OJXO0AAMHU U cTaHaapTaMu? OXapaKkTepu3yiTe, - 4TO IOKa3bIBAET
3penocth nporecca CYUB?

3. [IpaBujia BeIcTaBJIEHNUS OIEHKH

OneHka 3HaHUN IO UTOTY MPOXOKIEHUS Kypca MPOBOIUTCS B GopMe IPUHATHSA 3a4eTa.



Ha 3adere mposepsiercsi chopMHpOBAaHHOCTH BCEX YKa3aHHBIX B Y4eOHON mporpamme
KOMIIETEHIIUH.

B Ouer ans 3adera BKIIFOYAIOTCS JIBa TEOPETUYECKHUX Bompoca. Ha MoAroToBKy K OTBETY
JaeTcs He MeHee | akaJeMH4ecKoro yaca.

Takxe ecTh BO3MOXXHOCTb OTBETHUTh Ha KOHTPOJIbHBIE BOMPOCHI B JJIEKTPOHHOM Kypce
«OCHOBBI ympaBlieHHs] HHPOPMAIIMOHHON 0e30MmacHOCThIO» B LMS DneKTpoHHBIM YHUBEPCUTET
Moodle ApIl'Y.

[To uToram OTBETOB CTYJEHTY BBICTABIISECTCS OJIHA U3 OIICHOK: «3aYTEHO», HE 3aUTECHOM.

OueHka «3a4YTeHO» BBICTABISIETCA CTYJEHTY, €CJIM: OH 3HA€T OCHOBHBIC ONpEETICHUs,
MOCJIeZIOBATEJICH B M3JI0KEHUU MaTepuaa, IeMOHCTPUPYET 0a30Bble 3HAHUS IUCIUTUIMHEI, BIaJICET
HEO0OXOIMMBIMHA YMCHHSIMHA M HaBBIKAMU TIPU BBITIOJTHEHUH MPAKTUYCCKUX 3aJaHUM.

OneHka «He 3a4YTeHO» BBICTABIACTCA CTYAEHTY, €CIM: OH HE 3HAaeT OCHOBHBIX
OTpe/ieTiCHUH, HEeMOCIe0BaTeIeH W COMBYMB B U3JIOKCHWHM MaTepuana, He oOnamaer
OTpeIeNICHHOW CHCTeMOM 3HAaHWW MO TUCIUIUIMHE, HE B MOJHOM Mepe BiajgeeT He0OXOIUMBIMU
YMEHUSIMU U HaBBbIKAMU MPH BBIMOIHEHUU PAKTUYECKUX 3aJaHUH.

OuneHka «He 32a4TEHO0» BHICTABIISICTCS TAKXKE CTYJIEHTY, KOTOPBI B3sUI 3K3aMEHAIIMOHHBIH
OWIIeT, HO OTKA3aJICS JaTh HAa HETO OTBET.



IIpunioxenne Ne2 k padoueil mporpaMme U CHHUIIIMHBI
«OcHOBBI ynipaBjieHUs1 HHPOPMAIIMOHHOW 0€30I1ACHOCTHIO)

MeTozmquKne YKa3saHUuA AJIdA CTYACHTOB 110 OCBOCHHIO JTUCHUIIJINHBI

W3y4yeHne IUCUUIUIMHBL IIPEANONAracT YBEPEHHOE BIIAJCHHE KOMIIBIOTEPOM, YMCEHHE
OCYIIECTBISTH MIOMCK M OIIEHKY JOCTOBEPHOCTH HE0OX0auMoi nnpopmarmu B cetu IHTepHET, HO
CTYICHTY JOCTaTOYHO CJIOKHO CaMOCTOSITEIBHO OCBOUTBH BOIIPOCHI JIUCUUIUIMHBI «(OCHOBBI
ympaBiieHUs WHPOpPMANMOHHON Oe3omacHOCThIO». Ilocemenne Bcex NPEAyCMOTPEHHBIX
ayJAMTOPHBIX 3aHATUHN SABISETCA COBEPLICHHO HEOOXOAMMBIM B CHIIY OOY4EHHUS Ha HUX Y4YallUXCS
CpaBHUTEIHHBIM OIIEHKaM 3HAHUH U3 Pa3JIMYHbIX HCTOYHUKOB, KpUTUYECKOHN X OlleHKH. Takxe 0e3
YIOPHBIX M PETYJSIPHBIX CAMOCTOATEIBHBIX 3aHATHI B TEUCHHE CEMECTpA, JKEIATEIIBHO C
«YIPEXKIA0IINM 3HAKOMCTBOMY C COJIEPKaHUEM MPEACTOSAIIETO 3aHATHS, KpaliHE CJI0)KHO YCBOUTD
JIOTUKY Y apryMEHTALMIO YIIOMSHYTHIX CPAaBHUTENBHBIX OLICHOK MU KPUTUYECKOIO aHAJIN3a 3HAHUN
U3 pa3IMYHbIX MCTOYHUKOB, YTO HE IO3BOJIUT CTYAECHTAM pa3BUTh NPOJBHUHYTOIO U BBICOKOIO
YPOBHS KOMIIETCHLIUH.



