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1. I{esiu OCBOECHUSA TMCHUTNIUHBI

lenpto  ocBoeHuss  mucturuiiHbl  «Kpunrorpadgudeckue  MPOTOKONBD»  SIBISIETCS
proOpeTeHrue OOYYAIONUMUCST TCOPETHUYCCKHX W IMPAKTHYCCKMX HABBIKOB aHAIM3a M CHHTE3a
KpunTorpaguueckux mpoTokosioB. JuciumimHa odecrneunBacT NpUOOPETEHNE 3HAHUN I YMEHHH B
00JaCTH  UCIOJB30BaHUSA  KPHUNTOrpadUYeCKUX MPOTOKOJIOB JUIS  3alllMThl  MH(pOpMAIHH,
CIIOCOOCTBYET OCBOCHHMIO MPHUHIIMIIOB KOPPEKTHOTO MPUMEHEHHUS COBPEMEHHBIX TEXHOJOTHI
3alUThl KHPOPMAITUH.
3amaun JUCLUILIMHEL:
— W3yYeHHE OCHOBHBIX CBOKMCTB, XapaKTEPH3YIOIIUX 3allMIIEHHOCTh KPUITOTrpaduIecKuX
IIPOTOKOJIOB, 1 OCHOBHBIX MEXaHU3MOB, IIPUMEHSIEMBIX JJII 00CCIICYECHUS BBITIOJTHEHHS TOTO
WJIM HHOTO CBOMCTBA OE30MaCHOCTH IMPOTOKOJIA;
— TpUOOpETEHHE HABBIKOB aHAIN3a 0€30MaCHOCTH KPUNTOTPAUISCKIX TPOTOKOJIOB;
— TpuOOpeTeHWe TPAKTHUYECKUX HABBIKOB pa0OTBI C MaTEeMATHYECKHM  aImmapaToM,
MIPUMEHSIEMBIM JIJIsl TOCTPOCHUS U aHAIIM3a KPUNITOTPaQUIeCKUX MPOTOKOJIOB.

2. MecTo IMCUMILIMHBI B CTPYKTYpe 00pa30BaTeIbHOI MPOrpaMMbl

JucuuruinHa «Kpunrorpaguueckue MpOTOKOJB» OTHOCUTCS K 4YacTH 00pa3oBaTeIbHOMN
porpaMmsl, GOopMHUpPYyEMON yJaCTHUKaMU 00pa30BaTEIbHbIX OTHOLLICHUH.

Jlnis ocBOEHMsI JaHHOW TUCHMIUIMHOM 0O0ydaroluecst JOJDKHBI BIaJeTh MaTeMaTHYECKUM
anmapaToM aiareOpbl, TEOPUU YUCENl, TCOPHH BEPOSTHOCTEH M MAaTEeMAaTHYECKON CTATUCTHKH, 3HATh
OCHOBHBIC aNre0pandyeckue CTPYKTYpbl (KOJIbLAa BBIYETOB, TPYHIBl TOYEK Ha SJUIMOTHYECKUX
KpPUBBIX, KOJIblIa MHOTOYJIEHOB) M HX CBOWCTBA, 3HAaTh U YMETh OCYIIECTBISATH HPOIPaMMHYIO
peanu3alMio aIrOpUTMOB IPOBEPKH YHMCEN Ha MPOCTOTY M (aKTOpH3alMM YHCel, IeHepaluu
0OJIBIINX MPOCTHIX YUCEI, UMETh NIPEACTABICHUE O KPUITOrpahuUECKUX CTaHAapTaxX.

Jlist ycHnemHoro ocBOeHUs! AUCHUILINHBI «Kpunrorpaguueckue MpoTOKONbD) €l TOJIAKHbI
IIPEALIECTBOBATH CICAYIOIUE AUCIUIUINHBL:

«Anrebdpay;

«Teopust unceny;

«Teopus BEpOATHOCTEW U MaTEMAaTUYECKAsl CTATUCTUKAY;

«MeToibl U cpesicTBa KpUIITOTpapUUECKOH 3aIUThl HHPOPMAIUH,;

«TeopeTnKo-uuCIIOBbIE METO/IbI B KPUIITOTpapumn»;

«MeTtoapl MPOrpaMMHUPOBAHHUSI.

HucuuruimHa «Kpunrorpadguueckue NpOTOKOIBD» —ABISETCS IpeNIIecTBYIOmEeH A
IIPOXOXKICHHS TPOU3BOJCTBEHHOW M MNPEIAUIUIOMHOM IPAaKTUKH M UTOTOBOM TOCYIAPCTBEHHOU
aTTeCTalUu.

3. [llianupyemble pe3yabTaTbl 00y4YeHHs MO TUCHHUILJIMHE, COOTHECEHHbIE ¢ MIAHMPYEMbIMH
pe3yJibTaTaMH OCBOCHHMS 00pPa30BaTeJIbHOI MPOrpaMMBbI

IIporecc u3ydeHus MUCIMILIMHBI HANPaBJiIeH Ha (JOPMHUPOBAHUE CIEIYIONIMX KOMIETSHIUH
B cootBeTcTBUU ¢ ®T'OC BO, OOII BO 1 npuobpeTtenust cneayommx 3HaH! i, yMEHHH, HaBHIKOB U
(unu) ombITa AESITENEHOCTHU:

dopMmupyemasi NHaukaTop 10CTHKEHUSA Ilepeuyennb
KOMITeTEeHI U KOMIIETeHIIUH IVIAHNPYEeMBIX Pe3yJbTATOB 00y4eHuUs!
(ko n popmyIMpoOBKa) (koa n opMyIHpPOBKA)

IIpodeccnonaibHble KOMIETEHIIUN




MnK-1
CnocobeH MpUMEHSTh
MaTEeMaTHYECKUE METOIbI

U-11K-1.1
3HaeT OCHOBHBIE METO/IBI
pelieHus 3a1a4

3HaeT:
- OCHOBHBIC aTaK Ha KpUNTOrpaduuecKkue
HpOTOKOJ’II)I 1 METOAbI HpOTHBOI[efICTBHH um;

T pa3paboTKu npohecCUOHATBHOMN - OCHOBHBIC CXEMBI I[IU(PPOBO TOJITUCH;
TpeOOBaHMI K 00J1acTH C IPUMEHEHHEM - POTOKOJIBI HIACHTH(DUKAITHH;
anropuTMaMm, KpunTorpadudecKmnx - POTOKOJIBI TIEpeaur M pacTpeaeseHIs
peanu3yonmuM MPOTOKOJIOB KITIOUCH;
COBpPEMEHHBIC METOJIbI - METO/IMKY OIICHKH 0€30TaCHOCTH
obecreueHus KpUNITOTpahUIECKUX AITOPUTMOB, B TOM
WH(POPMAITUOHHOM YHCIIE UX TIOTHOTHI, KOPPEKTHOCTH U
0e30macHOCTH HYJICBOTO pa3rJIalliCHUS.
Ywmeer:
- IPOBOANTH CPABHUTENBHBIN aHATH3
KpUnTorpauIeckux MpoTOKOJIOB,
pEIIaonX CXOAHbIE 3a1a4H M0 YPOBHIO
0€3011acHOCTH ¥ BEIYHCIUTEIHHON
CJIOXHOCTH
H-1K-1.2 Ymeer:
Brnageer HaBpikamMu - BEIOMpaTh KpUNTOrpaduuecKue MpOTOKOIBI
BEIOOPA, YCTAHOBKH H TIPH PEIIEHUH TUITOBBIX 3a/1a4.
HAaCTPOWKHU Baaneer HaBbIKaMu:
KpunTorpadhuIecKux - pa3paboTKH KpUnTorpahuIecKux
CpEJICTB 3aIIUThI MIPOTOKOJIOB MIPH PEIICHUH THUTIOBBIX 3a/1a4.
UHpOpMaIH
K-2 H-1K-2.1 3naer:

Crioco0eH MaTeMaTHYECKH
JTIOKa3bIBaTh KOPPEKTHOCTh
ANTOPUTMOB,
peau3yoNmx
COBpeMeHHBIC MCTOAbI
obecrieueHus
WH(POPMAITIOHHON
0e30MmacHOCTH, POBOJUTH
OIICHKY CJIO)KHOCTH
3aaHUs U BBIIIOJIHEHUS
TaKUX AITOPUTMOB
0e301acHOCTH

3HaeT OCHOBHEIC METOJIBI
OIIEHKHU 0€30ITaCHOCTH
KOMITBIOTEPHBIX CUCTEM,
METOIEI OLIEHKH
HaJeKHOCTH U
0e30MacHOCTH aNrOPUTMOB

- OCHOBHBIE METO/IBI OLIEHKH 0€30I1aCHOCTH
KOMITBIOTEPHBIX CUCTEM, METO/IBI OIICHKHU
HaJEKHOCTH M 0€30IaCHOCTH aTOPUTMOB

HU-1IK-2.2

Biiageer HaBBIKAMU OLIEHKHU
06€e30MmacHoOCTH
KOMITBIOTEPHBIX CHCTEM

Baageer HaBBIKAMM:
- OIICHKH 0€30MacHOCTH KOMIIBIOTEPHBIX
CHCTEM

4. O0beM, CTPYKTYpA U co/iepKaHue TUCHUILTHHBI

OO01mmas TpyI0eMKOCTh TUCIUTUIHHBI COCTaBIsIeT 5 3aueTHhIX equHuIl, 180 akaa. 4acos.

Ne Tembl (pa3meJibl) Buabl y4eOHbBIX 3aHATHI, DopMBbI TEKYLIETO
n/n AUCHUTLINHBI, =y BKJIIOYAsl CAMOCTOSITEIbHYIO KOHTPOJISA
HX CO/iep:KaHHue § padoTy CTYACHTOB, ycneBaeMoCTH
= U UX TPY/10€MKOCTh
@) (B akaieMHU4€CKHX Yacax) ®Dopma
KoHTakTHasi paGoTta | TPOMEKYTOHOMH
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1 |BBognag exuus 8 1

2 |CpoiicTBa 0€30MacHOCTH 8 1

3 |OcHOBHBIE aTaku Ha 8 1
KpUTITOTpaduIecKue
MTPOTOKOJIBI

4  |Kpunrorpadudeckue xem- 8 2 4 2 8 3ananus nus
byHKIUH CaMOCTOSITEIIBHOM

paboThI

5 |Konmw! ayrenTHUKAIIIN 8 2 8 3aganus amus

CaMOCTOSTEIIbHOMI
paboTHI

6 |Cxemsbl nudpoBbIX ToANUCEH | 8 4 4 2 16 3agaHus ams

CaMOCTOSTEIIbHOI
paboTHL
KonTponpHas pabora

7 |(IIpoTokoisl 8 1 4
UACHTU(DUKALINH-
ayTeHTHU(HUKAIIH,

WCTIOJIB3YIOIINE MTAPONIH

8 |[IpoTokoiisl 8 2 4
UACHTU(UKALINH-
ayTeHTHU(HUKAIIH,

UCTIOJIB3YIOIINAE TEXHUKY
«3a1poc-0TBET»

9 |IIpoTokosl 8 4 4 1 8 SagaHus I
UACHTH()UKALINH, CaMOCTOSITEIIBHOM
UCIOJIB3YIOIINAE TEXHUKY padoThI
JIOKa3aTeNIbCTBA 3HAHUS

10 |[IpoTOKOJBI C HYJIEBBIM 8 4 4 1 8 Saganus i
pasrialieHueM CaMOCTOSITeIbHON

paboThI

11 |[IpoTokonbl mepenayn 8 2
KITIOYEeH ¢ UCTIOJIb30BAHUEM
CUMMETPUYIHOTO
mmdpoBaHus

12 |lIpoTokonsl mepenayn 8 2
KITIOYEeH ¢ UCTIOJIb30BAHUEM
ACUMMETPUYHOTO
mupoBaHUs

13 |IIpOTOKOMIBI OTKPHITOTO 8 2 4 1 8 3anaHus nus
pactnpeieNieHust Kitouen CaMOCTOATENbHOU

paboThI

14 |[IpoTokoib 8 4 4 1 16 Saganus mis
MPEIBAPUTEIHHOTO CaMOCTOSITeTbHON
pacrpeiesIeHus! KItouen paboThI

2 105 | 335 |]pk3amen
HUTOro 32 | 32 10 | 0,5 ] 1055




Conep:xanue pa3/iesi0B U CHUNLTHHBI

Tema 1: BBoaHas JeKIus.

Ilenu u 3amaun gucuuiuivHbel «Kpunrtorpaguyeckue npoTtokossl». Ee mecro u ponb npu
MOJTrOTOBKE CHENUAINCTOB MO0 KOMIIBIOTEPHON 0€30mMacHOCTH, CBA3b C JAPYTMMHU JUCHUILIHHAMU.
KoMMyHHMKalIMOHHBIA W KpUOTOrpapUuecKuil MPOTOKOJIbI, payHJ] HPOTOKOJA, LIar MPOTOKOJIA.
Bunas! kpunrorpadguyeckux npoTokosioB. COBpeMEHHOE COCTOSHUE U TIEPCIIEKTHBHbIE HATIPABJICHUS
MCCJICOBAHMUM 110 TEMAaTUKE JUCLUILINHBI.

Tema 2: CBoiicTBa 0€30I1aCHOCTH.

CaoiicTaa, XapaKTEepU3YyIOIHE 0€3011aCHOCTb IIPOTOKOJIOB: HEIIMPOKOBEILATEIbHAS
ayTeHTU(UKaUs; ayTeHTU(UKAIUS [IPU PACCHUIKE 110 MHOTHM apecaM WM MPH MOAKIIOYSHUU K
cily)k0e NOJANMCKHM;, CBOWCTBA COBMECTHOM TeHepallMd  KiIo4ya; KOHQUAEHLUAIBHOCTB;
AQHOHUMHOCTH, OTrpaHMYCHHAs 3alIUIIEHHOCTh OT aTak TUIAa «OTKa3 B OOCITYXHBaHHNY,
VMHBAapUAHTHOCTb OTIIPABUTEJNA; HEBO3MOJKHOCTb OTKa3a OT DPAHEE COBEPIUICHHBIX JEHCTBUM;
0e30macHOe BPEMEHHOE CBOWCTBO; ()OPMUPOBAHUE CEaHCA; IMOCIEAOBATENbHOE MPEACTaBICHHUE;
MMEHOBAHME KIIIOUEH.

Tema 3: OcHOBHBIE aTAKN HAa KPUNITOrpagu4ecKue MpPoTOKOJIbI.

OcHOBHBIE aTaky Ha 0€30MACHOCTh IIPOTOKOJIOB: IIOJMEHA; TOBTOPHOE HaBA3bIBAHHE COOOILEHUS;
OTpaKeHHE; 3a/IepKKa Mepeadyn coOOUIeHNsT; KOMOMHUPOBAaHHAs aTaka, aTaka ¢ MapalielbHBIMU
CeaHcaMH; aTaka C MCIOJb30BaHMEM CIELMAIbHO IOJOOpaHHBIX TEKCTOB; aTaka «4elOBEK II0
CepeiMHe»; aTaka C M3BECTHBIM CEAHCOBBIM KIIOYOM; aTraka C HEU3BECTHBIM OOLIMM KIIOYOM;
IIOZIMEHA OTKPBITOIO KIIH0Ya.

Tema 4: Kpunrorpadpunueckne xem-gyHKuuu.

Omnpenenenue  xem-QpyHKuuMu. LlenocTHOCTP  JaHHBIX M ayTeHTU(UKALUSA  COOOLICHHH.
Kpunrorpadpuueckne xemr-gpyHkiun. OAHOIIATOBBIE CKUMAIOMKE (QYHKIUU. XenI-()yHKIHH,
3ajiaBaeMble Kiro4oM. CBoiicTBa Xel-(pyHKIMi, 3a1aBaeMbIX KitodoM. [locTpoenune xen-pyHKIui,
3a/laBaéMbIX KJIIOUOM Ha OCHOBE OeckiroueBbIX. lcmonb3oBaHue Xeml-QyHKIMM, 3a71aBaeMbIX
KJII0YOM, U CUMMETPUYHOro mudpoBaHusd. Xem-QyHKINH, HEe 3aBHcslMe oT Kiroda. CBoiicTBa
Xenr-(OyHKIUH, He 3aBUCAIUX OT Kiroda. CemelicTBo anroputMoB MD4. Xem-(hyHKIIMKA Ha OCHOBE
JMCKPETHOTO JIorapu(MupoBaHHUsL.

Tema 5: Koasl ayrenTuukanum.

Omnpenenenue koaa ayreHTH(GUKanuu. BeposatHocTtu HaBs3piBaHUS. CBSA3b MEKAY OPTOrOHAJIbHBIMU
MaccUBaMH M KOJIaMU ayTeHTHU(UKanU. XapaKTepUCTUKa ONTUMAIBHBIX KOJOB ayTeHTU(DUKAIIH.
Tema 6: Cxembl HH(POBBIX MOANHUCEI.

Omnpenenenne u cBoiicTBa cxeM LU(POBBIX mnoanuced. MHPpacTpykTypa OTKpPBITBIX KIHOYEH.
[udpossie noaNMCcH Ha OCHOBE CHCTEM IN(POBAHUS C OTKPHITHIMU KitouaMmu. Lludposas noanuce
Ouara-lllamupa. [udposas noanuck Iab-I'amans, nudpoBbie noanucu ceMmenictsa nb-I'amans.
[ludpposas moamuce DSA. Iludposas mnoxamucey Illnoppa. IludpoBbie noamucu Ha OCHOBE
CUMMETPUYHBIX cucTeM mu@poBanusi. Cxema uudposoit noanucu seienyto. Llugposoit HoTapuar.
Tema 7: IIpoTokoJibl HAeHTH(PUKANUM-2YTeHTU(DHKALUH, HCTIO0JIb3YIOLHE TAPOJIH.

Bunpel nporokonoB uaeHTHUKanUH-ayTeHTUPUKAMK. DOUKCHPOBAHHbIE Mapoju. ATaku Ha
(buKCcUpoBaHHbIE MAapOIU. 3alIUTa OT MepexBaTa naposien. YcioxxHeHue noaoopa naposei. 3amura
0a3pl 1aHHBIX OT KOMIpoMmeTaluuu. JInuHble nAeHTU(UKAIIMOHHBIE HOMEpa. 3aluTa OT TOBTOPHOTO
Bocnpou3seeHus1. OTHOPa30BbIE TAPOIIH.

Tema 8: IIpoToKo0/bI HACHTHPUKANNH-AYTEHTH(UKALMHN, UCIIOJb3YIOIME TEXHUKY «3ampoc-
0TBET».

CiyqaiiHble TIOCIIEIOBAaTEIBHOCTH W METKH BpPEMEHH. «3ampoc-OTBET» C HCIOJIb30BAHHEM
CUMMETPUYHBIX ITOPUTMOB HIM(POBaHUA. «3aIPOC-OTBET» € HCIOJIB30BAHHUEM aCHUMMETPUYHBIX
anroput™MoB mudposanus. [IpoTokobl HAEHTUDUKAIIMH, UCTIONb3YIONINE [TU(PPOBYIO MOIIHUCH.
Tema 9: IIpoToK0/IBI HICHTH(PUKALUH, HCIIOIb3YIOLIME TEXHUKY N0KA3aTeIbCTBA 3HAHMS.
[Tporoxon wunentuduxanuu Guara-lUlamupa. [Iporoxon wmaentuduxamuu HInoppa. I[Iporoxon
Oxkamoro. IIpoTokon GQ.



Tema 10: IIpoToKo0JIBI ¢ HYJIeBBIM pa3riialieHHeM.

[Tporoxon nmpuHauiexHocTu noarpymnme. [IpoTokon npusssku k 6uty. [IpoTokon nmoadpacsiBanus
MoHeThl To Tenedony. Cxema u mportokon lompaBaccepa-Mukamu. IIporokon moamucanus
koHTpakTa. CepTuduipoBanHas uudpoBas Mo4yTa. ApPryMeHT C HYJIEBBIM pa3riallleHHUEM.
[TpoToKO0II IMPPOBOTO TOJIOCOBAHHSL.

Tema 11: IIpoTokosibl mepeaayn KJIYei ¢ UCMOJIb30BAHHEM CUMMETPUYHOI0 MG poBaHus.
[Iporokon pykomokaTHsi JUIs MPOLEAypbl yaaieHHOro BbizoBa Remote Procedure Calls (RPC),
«beckmoueBoit» mporokon Ilamupa; mporokon Wide-Mouth Frog; mporokon Yahalom; mpoTokos
BAN-Yahalom, nporokon Wo0o0-Lam B3aumHON ayTeHTH(UKAIMH U pACIPEACTCHUS KIIOYCH;
npotokos NS; mporokon Denning-Sacco; nporokon Kerberos; mporokon Otway-Rees. CemericTBo
nporokoioB KriptoKnight: Push- u Pull-mpotokonst 3PAKDP.

Tema 12: IIpoTokoJibl nepeaaun Kia4eil ¢ HCMOJIb30BAHHEM ACHMMETPUYHOI0 M (ppoBaHuUsl.
[Tporokonel 6e3 ucnoib3oBanus nudposor moamucu: mpoTokon NSPK; mporokon Woo-Lam.
Cwmemranable npoTokoiibl: mpotokoia EKE, mporokon SPX. IIpoTokosbl ¢ HCMOIB30BaHHEM
udposoii noanucu. CepTUHUKATH OTKPHITHIX KIFOUEH.

Tema 13: IIpoTOKO0JIBI OTKPHITOI0 pacnpeaeeHus: KI4vei.

Buapsl mpoTOKOJIOB OTKPBHITOTO pacIpenesieHusl Kiodel u ux cBoiicta. IIporoxon Jdudpdum —
Xemnmana u ero ycuneHusa: nporokon DH; cratmueckuit DH, mporokonst MTI. OtkpeiToe
pacopeneleHne KiI4el ¢ HCIosib30BaHUEeM camocepTuuuupyeMbix kitoueil. [Iporoxon KEA.
[Tporoxon «ynudunupoBanHas Mmoaenby». [Iporokon MQV. AyreHTuhuuupoBaHHbIE TPOTOKOIBI C
npuMeHeHneM nupoBeix noxanucei: mporokon STS; mporokon DHKE. AyrentuduunpoBaHHbIe
MIPOTOKOJIBI C IPUMEHEHUEM Xell-(QDYHKIUH, 3aJaBAEMbIX KIFOUOM: MOJIU(MUIIUPOBAHHBIN TPOTOKOI
STS, npoTokon «yHHU(PUIIUPOBAHHAS MOJEIIb C MTOATBEPKICHUEM.

Tema 14: IIpoToKo0JbI IPEABAPUTEIBLHOI0 pacnpenaejeHne KIroveil.

CxeMbl npeaBapUTEIbHOIO pacHpeesieHHs KI4Yed B CeTH CBA3M U uX cBoiicTBa. Cxema bioma.
Cxema KDP. I'pynnoBbie IpOTOKOJIBI: CX€Ma pa3/ieNieHUus CEKpeTa, Ciiydail €IMHCTBEHHOW TPYIIIbL,
noporoBasi cxema. [IpoTokosbl ycTaHOBIEHUsT Kio4el Uit koHpepeHu-cs3u. Ilporokon DH ¢
TpeMs yuyacTHUKamu. [Iporokon bypmecrepa-/lecmenra.

5. 06p330BaTeJ'll)Hble TEXHOJOI'MH, B TOM YHUCJI€ TEXHOJOIMM IJIECKTPOHHOI'O oﬁyqe}mﬂ Hu
AUCTAHIIHOHHBIC oﬁpasonaTeanble TEXHOJOIMH, HCHOJb3yeMbI€ IPHU OCYHICCTBJICHUU
06p330BaTeJ'lI)HOFO npouecca mo TMCHUMIJIMHE

B npouiecce o0yueHust HCMOIB3YIOTCS ClleAytolne 00pa3oBaTebHbIE TEXHOIOTHH:

BBoaHas jeknust — 1a€T NEpBOE LEIOCTHOE NPEACTABIEHUE O TUCLHUIUIMHE U OPUEHTUPYET
CTyJEHTa B CHUCTEME HM3y4eHHUs NaHHOW TUCHUIUIMHBI. CTyIeHThl 3HAKOMSTCS C Ha3HAY€HHUEM U
3aJauaMy Kypca, €ro poJibl0 U MECTOM B CUCTEME YUEOHBIX TUCHMIUIMH U B CUCTEME MOATOTOBKHU B
nenoM. Jlaercs kpatkuil 0630p Kypca, UCTOpUs Pa3BUTHS HAyKH U MPAKTUKHU, TOCTH)KEHUS B ITON
cdepe, IMEHA U3BECTHBIX YUEHBIX, M3JIaraloTcs MepcleKTUBHBIE HalpaBieHus ucciepoBaHuii. Ha
ATOM JIEKIIUM BBICKA3bIBAIOTCSI METOJMYECKUE U OPraHU3alMOHHbIE 0OCOOEHHOCTH pabOThl B paMKax
JAHHOM JUCHMIUIMHBI, a TaKkKe [JaeTcsi aHajlu3 pEeKOMEeHAyeMoill y4eOHO-MEeTOAMYECKON
JIUTEPATYPBL.

AxkageMuYecKas JeKIHUs ¢  JIeMeHTaMH JeKInu-0eceabl — IOCIEN0BATENbHOE H3JI0-
KEHUE MarTepuana, OCYIIECTBIIIEMOE NPEMMYIIECTBEHHO B BHUAE MOHOJIOTA IIPENOJaBaTelIs.
OeMeHTHI JIeKIMU-0ece /bl 00ecTIedrBal0T KOHTAKT MPENoaBaTes ¢ ayIMTOPHEN, YTO MO3BOJIAET
IpUBJIEKaTh BHUMAaHHUE CTYAEHTOB K HauOoJiee BaXHBIM T€MaM JUCLMIUIUHBI, aKTUBHO BOBJIEKATh
UX B y4eOHBIN IpoIiecc, KOHTPOJIMPOBATH TEMIT H3JI0KEHUS Y4eOHOro Marepuasia B 3aBUCUMOCTH OT
YPOBHS €r0 BOCTIPUSATHS.

IIpakTnyeckoe 3aHATHE — 3aHATUE, IOCBSIICHHOE OCBOCHHIO KOHKDETHBIX YMEHMH U
HAaBBIKOB I10 3aKPETUICHHIO TIOJYY€HHBIX Ha JICKI[UU 3HAHWUM.



KoHcyabTanum — BHJ yueOHBIX 3aHATHH, SBISIONIMICA OJHOM H3 (OpPM KOHTPOJIS
CaMOCTOSITENIbHOW ~ pa®oThl  cTyaeHToB. Ha  KoOHCymbTanmusx 1o npocb0e  CTYAECHTOB
paccMaTpUBaIOTCSl HaWOoJee CIIOKHbIE MOMEHTHI IPH OCBOGHHUHM MaTepuana IHCLUUIUIMHBL,
IpenojaBareslb OTBEYAaeT Ha BOMIPOCHl CTYACHTOB, KOTOPHIE BO3HUKAIOT y HHUX B IpoLecce
CaMOCTOSITENIbHON PaOOTHI.

6. [lepeyeHb JHIEH3MOHHOT0 M (MJH) CBOOOJHO PACHPOCTPAHSIEMOTI0 MPOrPAMMHOIO
o0ecrieyeHusi, HCIOJb3YyeMOr0 MpPH OCYHIeCTBJEHHMH 00pa30BaTelIbHOr0 Impolecca 10O
AUCHUILINHE

B nporecce ocymecTBiaeHNs 00pa30BaTEIBHOTO MPOIECCa UCTIONb3YIOTC:
st (POPMUPOBAHUST MATEPUAIOB JJIsi TEKYIIET0 KOHTPOJISI yCIIEBAEMOCTH W IPOBEICHUS
MIPOMEKYTOUYHOM aTTECTAIluH, I (OPMUPOBAHUS METOIMUECKIX MAaTEPHUAJIOB 1O JUCIUTIIMHE:
— mnporpammsl Microsoft Office;
— wm3narenbckas cucrema LaTex;
— Adobe Acrobat Reader;
IIPH MPOBEICHUHU IPAKTUYECKUX 3aHATHI HCIIONB3YETCsl IPOrpaMMHOE 0OecTieueHIe
— Microsoft Visual Studio.

7. IlepeyeHb coBpeMeHHBIX TNPodecCHOHANBbHBIX ©0a3 [JAaHHBIX H HH(OPMALMOHHBIX
CIIPABOYHBIX CHCTEM, HCIOJb3yeMbIX IIPH OCYLIECTBJEHUH 00pPa30BATEJIbHOIO Ipolecca Mo
AUCHHILINHE (PU HE00X0IMMOCTH)

B npouiecce ocyiiecTBiaeHUs: 00pa30BaTEIBLHOrO MpoLEcca M0 AUCUUIIIINHE UCIIOJIb3YIOTCS:
- ABToMaTu3upoBaHHas OnOmoTedHo-uHpopMannonHas cucrema «kbYKU-NEXT»
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

- DrnekTpoHHas OubaroTeyHas cucteMa «Jlaup» https://e.lanbook.com

- DnektpoHHas OubroTevHas cucrema «fOpaiir» https://urait.ru

- DnekTpoHHas OubnmoreyHas cucreMa «KOHCYNbTaHT CTyJIEHTa»
https://www.studentlibrary.ru

8. [lepeyeHb  OCHOBHOII W  JOMOJHHUTEJbHOW  Yy4yeOHOIl  JuTepaTypbl, pecypcoB
HHPOPMALMOHHO-TEJIEKOMMYHUKAIIUOHHOH ceTHn «/HTepHeT» (HpM HEOOXOAUMOCTH),
PEKOMEHYyeMBbIX /ISl 0CBOCHHS IHCUHUIIIHHbI

a) OCHOBHAasl JIUTEpPaTypa
1. C. B. 3aneunuxos, O. B. Kazapun, A. A. Tapaco Kpunrorpadguueckne METObl 3alUTHI
uHpopmanuu: yaeOHuK a7 By30B. — Mocksa: U3znatensctBo FOpaiit, 2022.
https://urait.ru/viewer/kriptograficheskie-metody-zaschity-informacii-489487

0) AONMOJIHUTEIbHAA JIUTEpPaTypa
1. Yepemymxun A.B. Kpunrorpadpuueckue mnporokonsl. (OCHOBHbIE CBOWCTBA U
yA3BUMOCTH: yueOHOe 1mocodue /i By30B. - M.: Akanemust, 2009.
2. T'. lypues, O. B. 3erkuna Meroabl KOMOWHATOPHOW TEOPHH TPYIII B COBPEMEHHOMN
kpunrorpapuu:  yuedb. - wmeroA. mocobue. -  SpocmaBib:  Apl'Y,  2017.
http://www.lib.uniyar.ac.ru/edocs/iuni/20170207.pdf
3. bacanosa, I'. B. OcnoBsl kpunrorpapuu / bacanosa I'. B. - Mocksa : HaunonanbHbIi
OtkpsiTeiii Yausepcuter "MHTYUT", 2016. - Tekct : anextponusiit / 3bC "KoncynbranT
cryaenta" : [caiit]. - URL : https://www.studentlibrary.ru/book/intuit_184.html



http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
%22
%22
https://urait.ru/viewer/kriptograficheskie-metody-zaschity-informacii-489487
http://www.lib.uniyar.ac.ru/edocs/iuni/20170207.pdf
https://www.studentlibrary.ru/book/intuit_184.html

4. 3aneunukoB C.B. Kpunrorpadguueckue mpoTOKoiIbl U UX MPUMEHEHHE B (PMHAHCOBOH U
KOMMEPYECKON ACATENBHOCTU: yuel. mocodue st By30B — M.: ['opsuast nmunms-TenekoMm,
2007.
5. Koconmanos 1O. B. Kpunrorpadguveckne mNpoTOKOJIbI Ha OCHOBE JHWHEWHBIX KOJOB:
yuebHoe nmocodue. — Pocros-na-/lony: KOOV, 2020.
https://www.studentlibrary.ru/ru/doc/ISBN9785927533169-SCN0000/000.html
6. M. M. I'myxoB, . A. Kpyrnos, A. b. Iluukyp, A. B. Uepemymkun. Brenenue B
TEOPETUKO-UYUCIIOBbIE MeTONbl Kpuntorpaduu: ydedbnoe mnocobue — Cankrt-IlerepOypr:
Jlans, 2022. https://reader.lanbook.com/book/210746

B) pecypchbl ceTn «AHTEepHET» (IPH HEOOXOAUMOCTH)
1. O6mepoccuiickmii MaTemaTuaeckuii moprai (http://www.mathnet.ru/).

9. MaTepuajbHO-TeXHHYecKas 0a3a, He0OX0AMMasl VISl OCYIIeCTBJIEHUsI 00Pa30BaTeILHOI0
npoiecca no JUCUMIINHE

MarepuanbHO-TeXHHUECKass 0a3a, HEOOXOoJuMas Ui OCYHICCTBICHHS OOpa30BaTEIbHOTO
nporiecca 1Mo AUCIUILTUHE BKII0YAET B CBOM COCTAB CHEIMAIbHBIE ITOMEICHHS

— y4eOHBbIC ayTUTOPUH IS IIPOBEIICHHSI 3aHATUH JIEKIIMOHHOTO THIIA;

- y‘~I66HI)I€ AyaAUTOPUHN IJId IMMPOBCACHHA IMPAKTUUCCKHUX 3aH5ITHﬁ, OCHAIICHHBIC CPCACTBAMU

BBIUMCIIUTENIFHOW TEXHUKH, C YCTAHOBICHHBIM NPOTpaMMHBIM obecneueHneM Microsoft

Visual Studio;

- y‘~I66HI)I€ AyaAUTOPUHN IJIA MMPOBCACHUA I'PYIIIIOBLIX U HHAWBHUAYAJIbHBIX KOHCYJILTaIIHﬁ,

— ydeOHblE ayJAWTOpUU JUId TMPOBEIEHUS TEKYIIEro KOHTPOJIS M IMPOMEXKYTOUHOU

aTTECTallUU;

— TIOMEIICHUS JIJISl CAMOCTOSITEIILHON paOOThI;

— TIOMEIICHUS JUI XPAHEHHS ¥ TIPOPUIAKTUICCKOTO OOCITY)KUBAHHS TEXHUYECKUX CPEJICTB

oOyueHusl.

[Tomemenust UII caMOCTOATEIBHOW pPabOThI OOYYAOIIUXCS OCHAIICHBI KOMITBIOTEPHOU
TEXHUKOH C BO3MOXKHOCTBIO TMOAKIIOUCHHS K ceTH «VHTepHeT» M O00ecCleYeHHeM J0CTyna K
AJIEKTPOHHOU MH(OpMaIMOHHO-00pa3oBaTenbHOM cpeae Spl'Y.

ABTOp(BI):

Houent kadpenpsr KbuMMOMU, kang. ¢puz.-mat. HayK . M. Mypun


https://www.studentlibrary.ru/ru/doc/ISBN9785927533169-SCN0000/000.html
https://reader.lanbook.com/book/210746

IIpunoxkenne Ne 1 k paGoueii mporpaMme M CUMIIIMHBI
«Kpunrorpadpuyeckue npoToxkoJabD)

MoH/1 OLIEHOYHBIX CPEJACTB
AJIsl IPOBe/IeHUS TEKYIIero KOHTPOJIS yCIeBaeMOCTH
U MIPOMEKYTOYHOM aTTeCTALMHU CTYAE€HTOB
N0 JUCIHUILIHHE

1. TunosBbie KOHTPOJIbHBIC 3a/I1aHUA U UHBIC MaTCPHAJIbI,
HCIIOJBb3YEMbIE B IIPOLIECCE TEKYIIET0 KOHTPOJIA YCIIEBACEMOCTH

33)13HI/I$[ JUIS1 CAMOCTOATEIbHOM paGOTBI

3aganus no teme Ne 4 «Kpunrorpaguyeckue xem-(QpyHKIHN»
1. Ilycte mnpum cnydaitHOM BbIOOpe X € X 3HaueHue dyHkuuun h: X —Y, |Y| =M, UMeeT

paBHOMepHOE pacnpezeneHue. [lokaxure, yTo pu r > 2:
1) BepoOSITHOCTH I-KPaTHOTO COBHAJCHHS 3HAYCHUH (GYHKIMH h mpu momapHO pa3iIHM4YHBIX
SHAYCHUAX apryMCHTA paBHa
. 1
P(h(x))=...=h(x)|x #x;1<i< j<r)=

mr—l !

2) cpeaHee uMCIIO F-KpPaTHBIX COBIAJEHUH 3HaYeHHi GyHKIuK h B BIGOPKE C BO3BpalleHHEM
oosema N, =c(m™)"" ¢ >1 pasno
N r

1 c’

r-1

rjm= r

2. Ilycts nipu cityuaitnom BeiGope X 3uadenue h(X) dyaxmuu h:{0,1}" — {0,1}" (3<n < N) umeer
|

paBHOMepHOe pacrpejieienue. [IokaxuTe, 4To B BEIOOPKE X1, X2, ..., Xk oobemoM Kk =2' 2 | npu

HE3aBHCHMBIX HCHIBITAHUSX BEPOATHOCTH P CYIIECTBOBAHUS KOJLUTH3UU Oy/eT He Ooblie Y.

3. IycTs npu ciyyaiinom BeiGope X 3nauenue h(x) Gynxmuu h: {0, 1}" — {0,1}" (3<n < N) nmeer

B
PaBHOMEPHOE pacnpesie]ieHre. IIoKa)uTe, YTO B BHIOOPKE X1, X2, ..., Xk 0ObemoMm K =2' 2
(1<t<n) mpu HE3aBUCHMBIX HCIBITAHUSIX BEPOSTHOCTH [ CYLICCTBOBAHUS KOJUIM3UH OyAeT HE

Gobme 1/2'

3aganus nmo teme Ne 5 «Koabl ayreHTHpuKkannm»

1. Tokaxwure, yro mHabopsl m3 N> tpoex (i, j, L(i, j)), 1<i, j<n, mocrpoeHHsie mo TabmuIe
JATUHCKOTO KBajpata L mopska N, 3aiaroT opToronaibueiid Maccus OA(N, 3, 1).

2. llBa natuHCKUX KBaapata L1 u L2 Ha3biBaroT oproroHansHbiMH, eciu Bee mapsl (Li(i, ), La(i, J))
npu pasnuuHbix 1<1, j <N pasnuunsie. [lokaxure, 9To M0 HAOOPY M3 M MOMAPHO OPTOTOHATBHBIX
JIATUHCKUX KBaJPATOB MOPSIKA N MOXKHO MIOCTPOUTH OPTOTOHAIIBHBIN MaccuB OA(N, m + 2, 1).

3. TlokaxuTe, YTO KaXIbplii oOpTOTOHaNbHBI MaccuB OA(N, N, 1) MOXHO OMOJHHUTH 0O
OA(n, n+1, 1).

4. TlokaxkuTe, Kak MOCTPOUTH opToroHanbHbeii MaccuB OA(pP™, p™+1, 1) Ha ocHoBe mojst u3z p™
AIIEMEHTOB.

3aganus no reme Ne 6 «Cxembl HM(POBBIX NOANHUCEID)
1. ABropcTBOo B cxeme uu¢ppoBoil moamucu RSA. Ammnca u boO mpereHaylOT Ha aBTOPCTBO
noanucaHHoro coodbmenus <M, 7>. 3BecTHO, 4TO OTKpHIThIE KiItoun Anucel 1 bobGa umerot



cnenyromue 3HadeHust Na = 55, ea = 3, ng = 44, eg =9, a 3Hauenue xem-Ppyakuuu or M paBuo 13.
Omnpeznenute HACTOSIIETO aBTOPA.

2. ABtopcTBO B cxeme nuppoBoit noanmucu Dinb-I'amans. [lyers p = 23, g =5 — obume napameTpsl
s Anucel 1 boGa. Amca n o6 mpeTeHayloT Ha aBTOPCTBO MOJNMKMCAHHOTO cooldmieHus <M, 20,
21>. OmpenenuTe HACTOSILEIO aBTOpPA, €CJIM HM3BECTHO, YTO OTKPBIThIE KiIroun Anucel U boOa
UMEIOT clieyroniue 3uaueHus pPa = 13, ps = 17, a 3Hauenue xenr-gynkiuu or M paBHo 3.

3aganuss mo Teme Ne9 «IIporokosabl MIAEHTHPUKAUMH, HCHOJIbL3YWIIHE TEXHUKY
A0KA3aTeIbCTBA 3HAHUS»

1. Hokaxure, uro eciu ydacTHUK A B cxeme GQ npumeHseT HeKauyeCTBEHHBIH T'eHepaTop
CJIyT-Iaf/'IHBIX quceia i MOJYUYCHHA 4YHCIa r, HpI/IBOIISIH_[I/If/’I K TIOBTOPHOMY TIIOSABJICHUIO
MCIIOJIb30BAaHHBIX PaHEe YHUCeN, TO MPOTUBHUK MOXKET BHIYMCIUTH CEKPETHBIN KITI0Y U.

3ananus mo teme Ne 10 «IIpoTokoibl ¢ HyJIeBbIM pa3rJjameHueM»

1. Tlpemnoxwure crnocod, MO3BONAIONIMN MOIU(PHUIUPOBATE MPOTOKON CEPTHPHUINPOBAHHON
3JIEKTPOHHON IOYTHI TaK, YTOOBI JJIs1 HETO BBINOJIHAIOCH CBOMCTBO KOH(DUIEHIINATBHOCTH.

2. IlokaxwuTe, 9TO MPOTOKOJI IIEKTPOHHOTO TOJIOCOBaHMS 00J1a/1aeT TpeOyeMbIMU CBOHCTBAMH.

3. CKOJIIBKO HEYECTHBIX KOMHMCCUI MOXKET y4acTBOBaTh B IPOTOKOJIE 3JIEKTPOHHOI'O IOJOCOBAHUS,
HE Hapylllasi ero OCHOBHBIX CBOHCTB?

3aganus no teme Ne 13 «IIpoToK0JIbI OTKPBHITOrO pacnpeesieHus: KI04ei»
1. IMokaxwure, yro mpoTokoa STS MoxkeT obecneynTs ayTeHTU(PUKALNIO CTOPOH, €CIH MPOBOIUTH

AyTEHTU(UKAIMIO HE TOJBKO MEpENaBacMbIX COOOIICHUHA o ¥ «’, HO ¥ HIAEHTH()HKATOPOB
CTOPOH.

2. Kak momudunupoBats mnporokoiasl KEA u MQV, 4To0bl [UIsi HUX BBINOJNHSIOCH CBOHCTBO
B3aMMHOT0 OATBEPKIEHUS PaBUIILHOCTH MOJIy4eHHs Kiitoya?

3. Kak npeobOpazoBarb npotokoisl KEA u «yHHUpHUIHpOBaHHAs MOAETH C IMOATBEPKICHHEM» B
OJTHOIIPOXOHBIE C TOATBEPXKICHUEM IPABUIBHOCTH MOJTY4YEHUS Kiroya?

3ananus no teme Ne 14 «IIpoTokoJibl NpeABaApUTEIBLHOIO pacnpeieeHus] KI0Yei»
1. Iycte umeercst KDP(Nn, g)-cxema ¢ mMatpuiieit uaimaeHTHOCTH A. OG03HAYMM CTPOKH MaTPHIIBI
A cumMBosiamH ay, ..., an. [TokaxkuTte, 4To:
a) matpuna A' pasmepa N” x3(, cocTaBIeHHAs U3 CTPOK BUA (&i, aj, ..., Ai+j), T€ I, ] € {1, ooy n} u
CyMMa MHJIEKCOB PacCMaTpHMBaeTCs MO MOAYJIO N, ABJSETCS MaTpuiel mHuuaeHTHOCTH KDP(Nn?,
30)-cxemsr;
0) ecnu K MaTpulle MTHIMAEHTHOCTU A' T0OaBUTh TPU CTPOKH BHUJA

0..01...11...1

1...10...01...1

1...11...10...0
T0 momyuutcs matpuria KDP(n? + 3, 30)-cxemsr;
B) Kak moxno nmoctpouts KDP(n, ()-cxembl ¢ mapameTpamu
n147 [364 [787 21612 (132499 619 372 467 078 547 |17 555 985 004 [383 621 674 387
q| 27 | 36 | 45 81 108 135 243 324 405

2. Crpykrypa wuHnuaeHtHoctd HasbiBaetces t-(v, Kk, A)-cxemoit (1<t<Kk), ecnu Bce Onoku
UHIMICHTHBI K ToukamM W Kakaple t Touek WHOMIACHTHBI A Oiokam. JoKakuTe Clieayrormme
CBOMCTBA:

a) Beskas t-(v, K, 4, )-cxema sBisiercs (t — 1)-(v, k, 4, ;)-cxemoii, mpuuem
AV-t+1)=(k-t+1) 4_;;



6) ecmm mma 3-(v, Kk, A;)-cxemwl BbmonHeHo ycmosue A,>WA;, TO el COOTBETCTBYET

w -KDP(n, g)-cxema;
B) Beskoi (W + 2)-cxeme coorBercTByeT W -KDP(n, ()-cxema.

KonTpoasnas pabora
Bapuant Ne 1.
1. JlaiiTe onpeaeneHue NOHATHIO «PayH]l IPOTOKOJIa.
2. OmnumuTte cxemy nugposoit noanucu Auddu-Jlammopra.

Bapuant Ne 2.
1. JlaiiTe onpeneneHne NOHATHIO «IIIar IPOTOKOIAy.
2. OnummuTte cxemy nugposoit moanucu DSA.

BapuanTt Ne 3.
1. JlaiiTe onpeneneHue NOHATHIO «KKOMMYHHUKAIIMOHHBIN IIPOTOKOI.
2. Onummute cxemy nudposoit moamucu LHoppa.

Bapuant Ne 4.
1. JlaiiTe onpeneneHyne NOHATHIO «KPUIITOTpa(GUUECKHI TPOTOKOI».
2. Onumute cxemy nudpoBoii moanucu Dib-I amarns.

Bapuant Ne 5.
1. JlaiiTe onpeaeneHne NOHATUIO «UAECHTU(DUKALI.
2. OnumuTte cxemy nugposoit moxnucu Puara-Illamupa.

Bapuant Ne 6.
1. JlaiiTe onpeneneHye NOHATHIO «ayTeHTU(UKALIUS CEaHCay.
2. Onumute cxemy Iu(POBOM MOIMUCH BCICIIYIO.

Bapuant Ne 7.
1. JlaiiTe onpeneneHne NOHATHIO «KOH(PHUIEHIIMATBHOCTbY.
2. JIOKaXHTe TEOPEMY O BEPOSITHOCTSIX HaBS3BbIBAHMUS.

BapuanTt Ne 8.
1. JlaiiTe onpeneneHne NOHATHIO «AHOHUMHOCTB).
2. JloKaxHTe TEOopeMy O CBSI3M CBOWCTB YCTOMYMBOCTH K KOJUIM3USM W YCTOWYMBOCTH K
HaXO0’XJICHUIO BTOPOTO Mpoodpaza Xem-(pyHKIHii.

Bapuant Ne 9.
1. [aiite onpeneneHne NOHATHIO «MHBAPUAHTHOCTb OTIPABUTEISI.
2. JloKaxuTe TeOpeMy O CBS3HM CBOMCTB OJTHOHAIPABICHHOCTU M YCTOMUMBOCTH K KOJUIU3UAM
xem-(QyHKIUH.

Bapuant Ne 10.
1. [aiite onpeneneHre NOHATUIO «KpUNTOrpaduyeckas Xem-GyHKIIs.
2. OnumuTe METOJIBI IPOTHBOICHCTBUS aTaKe «IIO0IMEHA.

BapuanT Ne 11.
1. JlaiiTe onpeneneHre MOHATHIO «ONITHMAIBHBIA KOJT ayTEHTH(DUKAIIII.

2. Onummure METOAbI HpOTHBOHCﬁCTBHH aTaKe «KIMOBTOPHOC HABA3BIBAHUC.

Bapuant Ne 12.
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1. [aiite onpeneneHne NOHATHIO «OPTOrOHAIBHBIA MaCCHUB.
2. OnuimuTe MeTOobl MPOTUBOACHCTBHS ATAKE «OTPAKEHHUEN.

Bapuant Ne 13.
1. [aiite onpeereHre NOHIATHIO «IIU(PPOBast MOMUCHY.
2. OnuiuTe METO/bI MPOTUBOACHCTBUS aTake «3aJepKKa Mepeiadd COOOICHUSI.

Bapuant Ne 14,
1. [aiite onpenerieHre MOHATUIO «cXeMa IUPPOBOI MOIIICH.
2. OnuinuTe METObl MPOTUBOCHCTBHS aTake ¢ MapajijieIbHbIMU CEaHCaMHU.

Bapuant Ne 15.
1. Tlepeuncnure OCHOBHBIE CBOMCTBA XeUI-(DYHKIIMHA, HE 3aBUCALINX OT KJIIOYa.
2. OnuimuTe MeTOo/bl IPOTUBOAECHCTBHS aTaKe HA OCHOBE CBSA3BIBAHMUS.

Bapuant Ne 16.
1. Tlepeuncnure OCHOBHBIC CBOWCTBA XEMI-(QYHKIIHH, 32/1aBaEMbIX KIIFOUOM.
2. OnuiuTe METObI MPOTHUBOICHCTBHS aTake ¢ U3BECTHBIM CEaHCOBBIM KIIFOUOM.

Bapuant Ne 17.
1. Tlepeuncnure 37eMEHTapHBIE CBOWCTBA OPTOTOHAIBHBIX MaCCHUBOB.
2. OnumuTe METOJbl HCIOJIb30BaHUS  XelI-(QYHKIMHA COBMECTHO C CHMMETPHUYHBIM
mmdpoBaHuEeM.

Bapuant Ne 18.
1. TlepeuncnuTe OCHOBHBIE CBOMCTBA CXeM IH(PPOBOM MOIHUCH.
2. OnumuTe METObl IOCTPOCHHUS KIFOUEBBIX (YHKIIMKA HA OCHOBE OECKITFOUEBBIX.

2. Cnucok BONPOCOB M (MJIM) 3a/1aHMIi 1J1s1 IPOBeeHUsI IPOMEKYTOYHON aTTeCTAlUH

Cnmcok BONPOCOB K IK3aMEHY:

1. OcuoBubie mnoHsTHSA. [IpoTokon, payHn u mar mnporokosna. KoMMyHUKallMOHHBIE U
KpUNTorpaduyeckre mpoToKoIbI.

2. OcHoBHble TOHATHS. KOMMYHUKAIIMOHHBIE W KpHUNTOTpaduyeckre MpoToKoibl. DyHKIHMH

0€30IM1aCHOCTH.

CgoiicTBa 6e3omacHoctr. Ayrentudukanus. Corictea G1 — G5.

CaoiicTBa 6e3omacHocT. ABTopusanus. CsoiictBo (G6. CoBMecTHas TeHepalus KIua.

CgoiictBa G7 — G11.

5. CaoiictBa 6e3onacHocTH. Konpuaenuuansnocts. CoiictBo G12. AHOHMMHOCTH. CBOHCTBA
G13, G14. OrpanuueHHas 3alIMIIEHHOCTh OT aTaK THUIA «OTKa3 B OOCIYKHBAaHUN.
CsoiictBo G15.

6. CaoiicTBa 6ezomacHocTi. MHBapuanTHOCTH oTnpasuteis. CoiictBo G16. HeBo3MOXHOCTB
OTKa3a OT paHee coBepuleHHbIX aelicTBuil. CpoiictBa G17 — G19. be3onacHoe BpeMeHHOE
cBoricTBO. CBoictBo G20.

7. CaoiictBa 6e3omacHocTH. DOpPMHpPOBAHUE CEaHCA, IOCIEOBATEILHOE Ipe/CTaBlIeHHE,
MMEHOBAHHE KIIFOYEH.

8. OcHoBuble araku. IlogmeHa, MOBTOPHOE HaBsS3bIBAHUE, aTaka OTpPaXKeHHEM. MeToJbl
IIPOTUBOJICHCTBHS.

9. OcHoBHbIE aTakH. 3ajepkKKa Meperaud cooOIlleHus, KOMOMHMpOBaHHAs aTaka, aTaka ¢
napajuleJbHBIMU  CEaHCaMH, C HCIOJIb30BAaHUEM CHENHalbHO TOJA00PaHHBIX TEKCTOB.
Merozas! IPOTUBOAECHUCTBHUS.

Hw
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10. OcHoBHBIE aTakd. ATaka ¢ U3BECTHBIM CEAHCOBBLIM KIIIOUYOM, aTaKa ¢ HEM3BECTHLIM OOIINM
KIIFOYOM, aTaKa Ha OCHOBE CBSI3bIBaHMsI. MeTO/IbI MPOTUBOACHCTBHSL.

11.Tlonstne xem-(QyHKIMH, UEIOCTHOCTh MJAHHBIX M ayTEHTH(QHUKAIMA COOOIICHHIA.
Kpunrorpadpuueckue  xem-pyakuun.  OTiauume  OOBIYHBIX — XeHmI-QYHKIMA  OT
KPUNTOTpapuUECKUX XenI-()yHKIHH.

12. CroiicTBa xem-GyHKIu, 3a7aBaeMbIX Ki1rouoM. CBolcTBa Xem-(QyHKIIWN, HE 3aBUCAIIUX OT
kmova. OgHomaroBele CkuMarone ¢yHkuuu. beckimtodeBble Xem-(yHKIMH Ha OCHOBE
Omounbix mudpoB. IlocTpoenne xem-QpyHKUMMA, 3a7aBaeMbIX KJIOYOM, Ha OCHOBE
OECKIIIOUEBbIX.

13. Xew-¢pyHkiuu, He 3aBucsAmMe oT Kioya. OJHOHAMPABIEHHOCTb, YCTOMYMBOCTH K
KOJUTM3HSIM, YCTOMYMBOCTh K HAaXOXKJICHHIO BTOPOTO MpoodOpas3a. B3amMocBs3b CBOMCTB.
Teopembl 00 OlIeHKaX BEPOATHOCTH KOJUIU3HIA.

14. Xem-¢pyHKIIMM Ha OCHOBE MAMCKPETHOTO JsorapudmupoBanus. lcmonb3oBanue xei-
(GYHKIMI COBMECTHO C CUMMETPUYHBIM MU (PPOBAHUEM.

15. Konp! ayrentudukamuu. OnpeneneHus U CBOMCTBA, XapaKTePUCTUKU. ONTUMANTBHBIE KOJIBL.
Omnpenenenue U NpocTeiiine CBOiCTBa OPTOrOHAIbHBIX MACCHBOB.

16. Teopembl 0O CyIIECTBOBAaHHUH OPTOTOHAIBHBIX MAaCCHBOB C ONPEACICHHBIMH IapaMeTPaMH.
CBs13b KOJZIOB ayTeHTU(UKAIIMK U OPTOTOHANBHBIX MaccuBOB. Teopema CtuHcoHa, 1990.

17. CBs13b KO/I0B ayTEHTU(HUKAIMH U OPTOTOHAIBHBIX MaccuBOB. Teopema CtuHCcoOHa, 1992.

18. LHudpossie noanucu. O6mue nonoxenus. Ludposas nmoamnuce, cxema 1udpoBoil MOANKCH,
CBOWCTBAa CXeMBbl IM(PPOBON TOANMKUCH, CpaBHEHHWE NHU(POBOH M COOCTBEHHOPYUYHOMH
OIUCEH.

19. Cxembr mmppoBoit moanmucu Puara-lllammupa w MeTon pemeHUs 3agadd  HM3BICUCHUS
KBaJIPATHOT'O KOPHsI B KOHEYHOM IIOJIE.

20. CemeiicTBO cxeM U(PPOBBIX MoANUCceH Dib-1 amarns.

21. Cxewmsl nugponoit noanucu [lIHoppa u DSA.

22. Cxema mudposoit moanucu Juddu-JIammopra. Cxema nudpoBoii MOANMUCH BCICTYIO, CXeMa
KOH(MUICHIIMATBEHON ITUPPOBOI MOAMUCH, TPYNIOBON MOJIMUCH, HOTapH3alus HU(POBBIX
MTOJITUCEH.

23.CnabocTh MapoJBHBIX CXEM H MPOTOKOJIOB THIA  «3arpoc-oTBeT». IIpoTokoisl
uaeHTuukanuy. VHTEepakTUBHOE 0Ka3aTeNbCTBO, J0Ka3aTelnbCcTBO 3HaHusA. llomHoTa,
KOPPEKTHOCTb, HYJIEBOE pa3IJIallleHue, IPOTOKOJ C HYJIEBBIM pa3rilallleHuEM.

24.TIporokon wuneHtuukammu  Puara-lllammpa, MONHOTa, KOPPEKTHOCTh, HYJIEBOE
pasrialmieHue.

25. ITporokon uaeHtuukammu GQ, MOTHOTA, KOPPEKTHOCTh, HYJIEBOE pasriamieHue. [IpoTokoi
GQ c xro4yaMu, 3aBUCALIMMU OT UAECHTU(PHUKATOPOB.

26. ITporoxon unenrudukanuu [1IHOppa, mosHOTa, KOPPEKTHOCTH, HYJIEBOE pasTIiallieHue.

27. Ilporoxon unentudukanuu OKkaMoTo, KOPPEKTHOCTb.

28. IIporokon maeHtTudukammu OKaMOTO, TOJTHOTA, HYJIEBOE pasriallleHue, YCTOWYHBOCTHh K
KOMITIPOMETAIIMH KIIH04a OJTHOTO U3 aDOHEHTOB.

29. IIpoTOKON MPHHAIJICKHOCTH TOATPYIIINE, MOJHOTA, KOPPEKTHOCTh, HYJIEBOE pas3riallieHHe.
[TpoToKoJ IPUBSA3KH K OUTY, CBA3BIBAHUE U COKPBITHE.

30. IIporokon noadpaceBanus MOHETHI TI0 Tenedony. Cxema ['onbaBaccepa-Mukam.

31.TIpotokon snekTpoHHoro ronocoBanusi A. Cramer, M. Pranclin, B. Shoenmakers,
M. Young, 1996.

32. Ilporokonsl mepepayn Kiatoded. Tumbl ¥ BUABI MPOTOKOJIOB. J/IByCTOPOHHHE MPOTOKOJBI
nepefayd KIo4el ¢ HCIOoNb30BaHHMEM CHUMMETPUYHOro ImudpoBaHus (C JBYXCTOPOHHEH
ayreHTH(uUKanueidl, ¢ ayreHTH(UKanuMed ceaHca, ¢ TeHepalueid KiIoda IyTeM
JIBYXCTOPOHHETO 0OMEHA).

33. OtkpeiToe pacnpeneneHue kiaroued. Mx cpoiictBa u ocobennoctu. IIpotokon duddu-
XemmMaHa. ATaka «4eJIOBEK 0 CEPEAUHE)» Ha MTPOTOKOI.
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34. Cxembl koppekuuu npotokona DH. Mx moctounctBa m Hemocratku. Crarmueckuid DH.
[TpoTokonst MTI.

35. Cxema ['mponta u mporokon KEA (nmpoBepka NpHHAUICKHOCTH MOATPYIIE mopsiaka (). Ux
JIOCTOMHCTBA U HEJOCTaTKHU.

36. Ilporokon KEA (mpoBepka mnpuHaUIKHOCTH HHTEpBany [2, p — 1], Bapmant c
HCITOJIb30BaHUEM XeII-(PYHKITUH).

37. CBoiicTBa CXeM IPEIBAPUTEIBHOTO PACIIPEACTICHHSI KITFOUCH. Y CIIOBUS i TEOPEMBI.

38. Cxema npeaBapuTeIbLHOTO pacnpezeneHus kiodyeit bioma.

3. IlpaBujia BbIcTaBJIeHUS OLIEHKH HA IK3aMeHe.

B 3K3aMeHaHI/IOHHBII7I OuJIeT BKIIOYAIOTCS JBa TCOPECTUUCCKHUX BOIIpOCaA. Ha IMOAr0TOBKY K
OTBCTY HACTCA HC MCHCC 1 aAKaJJCMHUYCCKOro gaca.

Ilo wuroram »5K3aMeHa BBICTABIICTCS OoaHa M3 OLCHOK: «OTIHYHO», «XOPOIIO»,
«YHAOBJICTBOPUTCIIBHO» WU «HCYAOBJIICTBOPUTCIILHO).

Onenka «OTJMYHO» BBICTABISETCS CTYIEHTY, KOTOPBIM JEMOHCTpUpYET INIyOOKOe U
IOJIHOE BIIAJICHUE COJep)KaHUWEM MaTrepuana W TOHATHMHBIM anmapaToM KpHUITorpaduyeckux
IIPOTOKOJIOB; YMEET CBSI3bIBaTh TEOPHUIO C MPaKTUKOH. CTYIEHT JaeT pa3BEpHYThIE, IOJHBIE U
YEeTKHE OTBETHl Ha BOIPOCHI HK3aMEHALIMOHHOT0 OMJieTa U JIOMOJIHUTENIbHBIE BOIIPOCHI, COOII0AaET
JOTHYECKYI0 IIOCIEAOBATEIBHOCTD IPU M3J0KCHMM Marepuana. ['paMOTHO HCIONB3yeT
TEPMHHOJIOTHIO.

Ounenka «Xopowio» BBICTaBISAETCA CTYIEHTY, OTBET KOTOPOIO Ha 3K3aMEHE B IEJIOM
COOTBETCTBYIOT YKa3aHHBIM BBIILIE KPUTEPUSM, HO OTIMYACTCAd MEHbIIEH OOCTOSTENbHOCTHIO,
rNIyOMHOM, OOOCHOBAaHHOCTBIO M TOJHOTOH. B oTBeTe MMEIOT MECTO OT/AEIbHBIE HETOYHOCTU
(HecyliecTBEHHbIE OLUIMOKH ), KOTOPbIE UCIIPABIISAIOTCS CAMUM CTYJIEHTOM MOCJIE JONOIHUTENbHBIX U
(M) YTOYHSIIOLIUX BOIIPOCOB dK3aMeHaTopa.

Onenka «YI0BJIETBOPUTEJIBHO» BBICTABIISACTCSA CTYINEHTY, KOTOPBIM NAeT HEIOCTATOYHO
MIOJTHBIE U TIOCTIeIOBATEbHBIE OTBETH HAa BOIPOCHI DK3aMEHAIIMOHHOTO OMJIETa U JIOTIOJIHUTEIbHBIC
BOIIPOCHI, HO IIPU 3TOM JAEMOHCTPUPYET YMEHHUE BBIJCIUTH CYIIECTBEHHBIE M HECYILIECTBCHHBIC
NPU3HAKU M YCTAaHOBUTH MPUUNMHHO-CIIEICTBEHHBIE CBSI3U. OTBETHI M3J1araloTcsl C UCIOJIb30BAHUEM
TEPMUHOB KPUINITOrpauuecKUX MPOTOKOJIOB, HO IIPU 3TOM JIONYCKAOTCS OLUIMOKU B OMpPEesIeHUIX
HEKOTOPBIX OCHOBHBIX MOHITHH, (OPMYIUPOBKAX MOJIO)KEHUN, KOTOpPbIE CTYJIEHT 3aTpyAHSAETCS
UCTPaBUTh CaMOCTOATENbHO. IIpuM aprymMeHTanMM OTBeTa CTYAEHT HE OOOCHOBBIBAE€T CBOH
cyxkJeHns. Ha 4JacTp JONOIHUTENBHBIX BONPOCOB CTYACHT 3aTPYAHSETCS aTh OTBET WIIM JAeT
HEBEPHBIE OTBETHI.

Ouenka «HeyaoBJIEeTBOPUTEJIBHO» BBICTABISCTCA CTYAEHTY, KOTOPBIM JEMOHCTPUPYET
pa3po3HEHHbIe, OecCHCTEeMHbIE 3HaHUS; OECIOpSIOYHO M HEYBEpEHHO M3JlaraeT MaTepuall; He
yMEET BBIJCNATh IJIaBHOE U BTOPOCTEIIEHHOE, HE YMEET COCIUHATh TEOPETHYECKHUE IOJIOKEHUS C
NPaKTUKOH; JloMmycKaeT rpyOble OMIMOKH MpHU ONPEAETICHUN CYIIHOCTH PACKPBIBAEMBIX MOHATHM,
BCJICJICTBUE HETIOHMMAaHMUS HX CYIIECTBEHHBIX M HECYIIECTBEHHBIX INPU3HAKOB M CBS3€H; NaeT
HEIOJIHBIE OTBETHI, JIOTUKA U IOCJIEI0BATEIbHOCTh U3JI0KEHHUS KOTOPBIX UMEIOT CYIIECTBEHHBIE U
IIPUHIMIINATIbHBIE HAPYIIEHMS, B OTBETAX OTCYTCTBYIOT BBIBOJIBI. JIOITOJIHUTENBHBIE U YTOUHSIOIINE
BOIIPOCHl JK3aMEHATOpa HE MPUBOAAT K KOPPEKLMM OTBETOB CTyaeHTa. Ha OCHOBHYIO 4acThb
JIOTIOJTHUTEIIBHBIX BOIIPOCOB CTYACHT 3aTPYAHSAETCA JaTh OTBET WUJIM 1A€T HEBEPHBIE OTBETHI.

Onenka «HeynoBineTBOpPUTENBHO» BBICTABISIETCS TAKXKE CTYAEHTY, KOTOPBIM B3slI
HK3aMEHALMOHHBIA OMIIET, HO OTKAa3aJics JaTh Ha HEro OTBET.
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IIpuniaoxenne Ne 2 k paGoyeii nporpamMme JMCIHIIJIMHbBI
«Kpunrorpadpuyeckue npoToxkoJabD»

MeToauuyecKue YKa3aHuA IJI CTYACHTOB 110 OCBOCHHUIO JTHCIUIIJINHBI

Y4eOHBIM IUIAHOM Ha HU3y4YeHHE IUCHHUIUTMHBI «Kpunrorpaguueckue MHTpOTOKOIIBD)
OTBOJUTCS OJMH ceMecTp. B KOHIlE cemecTpa B KaueCTBE MUTOTOBOIO KOHTPOJIS IPELyCMOTPEH
’K3aMeH. B mpouecce M3yyeHMs IUCLUIUIMHBI IPOBOAMTCA OJHA KOHTpOJbHas padoTa U
BBINOJIHAETCSL CeMb JoMallHuX 3ajgaHuil. KoHTponbHas paloTa 3alulaHupoBaHa IocCie
3aBepIIeHHs u3ydyeHus 1/3 MaTepuanoB IUCIUILTUHBI 10 TEMaM, U3YY€HHBIM K 3TOMY BPEMEHH.

OcHoBHOW ~ QopmMOH  u3yueHuss  ydyeOHOro  Marepuaga IO  JAUCHUIUIMHE
«Kpunrorpapuueckne mpoTOKOIBI» ABISIOTCS MPAKTUYECKHE 3aHATHS. JTO CBA3aHO C TEM, YTO
OCHOBHOM 3a1aueil B paMKax JAUCLUUIUIMHBI SBJISETCS MOJyYeHUE 00ydaroIUMCs NMPaKTHYECKUX
HaBBIKOB PabOTHl C OCOOBIM MAaTEMaTHUYECKUM aIlllapaToM, MPUMEHSIEMbIM Uil MOCTPOCHHS U
aHaIu3a KpUITorpaduyeckux MpoTOKOJIOB.

JInst yCcremHoro OCBOEHMS JHUCHMIUIMHBI OYEHb Ba)KHA IIPAKTHYECKas NPOrpaMMHas
peanu3zanys OOJIBIIOrO KOJMYECTBA KPUNTOrpauyecKUX IMPOTOKOIOB U MaTeMaTHYECKUX
00BEKTOB M CTPYKTYp, JIeKalMX B MX ocHoBe. [Ipumepbl kpunrorpauyeckux MPOTOKOJIOB
pa3buparoTcs Ha JIEKIMOHHBIX W IpPAKTUYECKUX 3aHATHAX. OCHOBHas 1LeJdb MNPOrpaMMHON
peanu3anMy — IIOMOYb YCBOWTH OCHOBHBIC IIOHATHS, JaTh BO3MOXKHOCTb <IIOUIPATh»
IPAaKTUYECKH PEaTM30BAHHBIMU TEOPETHUECKUMH OOBEKTaMM U CTpYKTypamu. s ycrenrHoi
IPOrpaMMHOM peaan3aluy HeoOX0IMMO 3HATh U MIOHUMATh JEKIMOHHbIN MaTepuai. [loaTomy B
IIPOLIECCE M3YYEHUs IUCLUIUIMHBI PEKOMEHAYETCS PEryJsipHOE IOBTOPEHHE IPONIECHHOTO
JIEKIIMOHHOTO Marepuaia. Marepuai, 3aKOHCIEKTHPOBAHHBIA Ha JEKIHMAX, HEOOXOAUMO J0OMa
eme pa3 npopadarbiBaTh M IpU HEOOXOAMMOCTU JOIMOJHATh MH(pOpMaLuMel, MoinyuyeHHOH Ha
KOHCYJIbTAIHSIX, IPAKTHUECKUX 3aHATHIX WM U3 YIeOHOH JINTepaTyphl.

JIONOJTHUTENBbHYIO POJIb MPU CBA3M TEOPUHU U MPAKTUKU UTPAIOT JOMalIHue padoTsl. B
Ka4yecTBE 3aJaHuil U1 CaMOCTOSTENbHOM paboThl JoMa OOydaromuMcs IIPEeAIararTcs
MaTE€MaTUYeCKUE 3a1a4d, KOTOPBIE TOJDKHBI IMO3BOJIUTH CTYACHTY IEPEOCMBICIUTL U3Yy4ECHHBIE
Ha JIGKIUAX TIOHATHS M METOAbl, NPUMEHUTh HUX Ul pElIEHUs THUIOBBIX 331ad W3
COOTBETCTBYIOIIMX pa3JIeJIOB TUCHMILIMHBL. PemieHus 3anad J0JKHBI OBITh MOATOTOBIIEHBI,
0 OopMIIEHBI B MIMCbMEHHOM BUJE U MIPEJICTABICHBI B YCTAHOBIIEHHBIE CPOKH.

JUis MpOBEPKHM M KOHTPOJISL YCBOGHMS TEOPETUYECKOTO MaTepualsia, MpHOOpPETEHHBIX
IPAKTUYECKUX HaBBIKOB pabOThl C MaTeMaTHYeCKUM anmapaTtoM, MPUMEHSIEMbIM s
IOCTPOCHMUS M aHallM3a KpUNTOrpaduyecKux MPOTOKOJIOB, B T€UEHHE OOYUEHHUs MPOBOAATCS
MEpONpUATHST TEKYIeW arTecTalMy B BHUAE KOHTPOJbHOW paboThl. Taxke mpoBOAsSTCS
KOHCYJIbTAllMM (IIpH HEOOXOJUMOCTH) 0 paz0opy 3a/laHuil A KOHTPOJIBHOM paboThl, KOTOpPbIE
BBI3BAJIN 3aTPYAHECHUS.

Ilo 3aBepmieHMM W3y4eHMS [IUCLUUIUIMHBI CTYJIEHTBl CHAKOT DJK3aMEH. OK3aMEH
NPUHUMAETCS MO SK3aMEHAIlMOHHBIM OuieraM, KaXAbli U3 KOTOpBIX BKJIOYAeT B cels JBa
TEOPEeTUYECKUX Bompoca. Ha caMocToATENbHYIO IOATOTOBKY K 9K3aMEHY BbLIENsIeTCA 3 OHSA, BO
BpeMs ITOATOTOBKH K 3K3aMEHY ITPEAYCMOTPEHA IPYNIOBasi KOHCYJIbTALIMSL.

OnbIT npenofaBaHus AUCHUIUIMHBL «Kpunrorpapuueckue MNPOTOKOJBI» TOBOPUT O
CJIO)KHOCTU €€ CaMOCTOSITEIbHOTO M3Yy4eHMs M O00ydarollerocs, HECMOTpsl Ha Halu4due
JIOCTAaTOYHO KAUeCTBEHHBIX Y4eOHBIX mocobmil. OOyuwaromuecs, BCTaBIIME Ha MYyTh
CaMONIOJITOTOBKM, YacTO HEBEPHO pPACCTABISAIOT IPUOPUTETHI IIPU W3YYEHUU JITaHHOU
JUCLHUIIIMHBL, YTO HE IO3BOJISIET UM HA BBICOKOM YPOBHE OBIIAJETh M3Y4aeMbIM MaTE€pPUAIOM.
OTO CBSI3aHO C HACHIIIEHHOCTHIO M3Y4aeMOIo MaTepuaiga M OOJBIIUM YHCIOM MPaKTHYECKHX
3aHATUH, HEOOXOAMMBIX s NPUOOPETEHHs] HABBIKOB IPAKTHUYECKOTO HCIOJIb30BAHUS
M3Yy4aeMbIX MaTeMaTHYECKHX CTPYKTyp U 00bekToB. [loaTomMy mocemieHue Bcex ayTuTOPHBIX
3aHATUH SBIIAETCS HACTOSATEIBHO PEKOMEHAYEMBIM.
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