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1. Ilean ocBoeHHsI AUCHHUILJINHDBI

Llenbto ocBoeHust aucuuruiuHbl «MHpopManmonHas 06e30MacHOCTBY SBISIETCS M3YyUEHHUE
OCHOBHBIX IMPUHIIMIIOB, METOJIOB U CPEACTB 3alIMThl MH(OpPMAaLMK B IMpolecce ee 00paboTKH,
nepeaayy U XpaHeHHs C UCTI0JIb30BaHNEM KOMITBIOTEPHBIX CPEJCTB B MH(OPMAIIMOHHBIX CHCTEMAX.

Uzyuenne pucuuminuasl «MHpopmannoHHas 0€30MaCHOCTB» CIHOCOOCTBYET PpEHICHHIO
CIIEAYIOMIMX 33/1a4 MTPO(ECCHOHATBHON AEATEITbHOCTH

— H3y4YeHUE KOHIICTIINY TEXHUYECKOM 3aIUThl HH()OPMALIUK;

— H3YYEHHUE TEOPETHUECKUX OCHOB TEXHUYECKOHN 3aIMThl HHPOPMALIUY;

— W3y4YeHUE TEXHUYECKHUX CPEJCTB JOOBIBAHUS U 3alIUTHl NHPOPMAIUY;

— H3YyYeHHUE OPraHU3alMOHHBIX OCHOB TEXHUYECKOH 3aIuThl HH(pOpMaIumy;

— H3YYEHHE METOJIUYECKOTo 00ecreueHus] TEXHUUECKON 3alMThl HH(POPMAIIHH.

2. MecTO AUCUMIJIMHBI B CTPYKTYpe 00pa30BaTe/IbHOM MPOrpaMMbl

JlaHHas IUCHUIUIMHA OTHOCHTCS K 4acTH 0Opa3oBaTeIbHON MPOTPaMMBL, (OPMHUPYEMOil
YYaCTHHKaMHU 00pa30BaTENIbHBIX OTHOIIEHUM, U SIBJISETCS 3JEKTUBHON TUCUMIUIMHON. 3HAHUS U
HaBBIKH, TIOJIyYE€HHBIC B PE3y/IbTaTe N3YYeHUH MUCUUIUMHBI «H(DOpMaIoHHas 6e301MacHOCThY,
UCHOJIb3YIOTCS CTYIEHTaMHU B JAajbHEHIIEM IPU pa3paboTKe KYpPCOBBIX U AUIJIOMHBIX paboT.

3. Illnanupyemble pe3yabTaThl 00yUYeHHs MO AUCHHUILIMHE, COOTHECEHHBbIE ¢ MJIAHUPYEMbIMU
pe3yJibTaTaMH OCBOCHHS 00pa30BaTe/bHOI NPOrpaMMbl

[Tponiecc M3ydeHus: TUCHMILIMHBI HalpaBieH Ha (OPMUPOBAHUE CIEAYIOUIMX 3JIEMEHTOB
komnereHMit B coorBerctBuu ¢ ®I'OC BO, OOII BO u npuoOpereHus cienyrolux 3HaHUH,

YMeHHﬁ, HAaBBIKOB U (I/IJ'II/I) OIIbITa ACATCIIbHOCTH

Dopmupyemas
KOMIeTeHIHs
(koa u opmyIHpPOBKA)

HNaankaTop 10CTHKEHUSA
KOMIeTeHIIN U
(xox u popMyJIHpPOBKA)

Ilepeyenn
IUVIAHNPYEeMBIX Pe3yJabTAaTOB 00y4eHus!

OowenpodgeccnoHaJbHbIC KOMIIETCHIHH

IK-3

CnocobeH co31aBath U
HCCIIEOBATH HOBBIE
MaTeMaTHYECKUE MOJIEIN
B €CTECTBEHHBIX HayKax,
MPOMBIIIIJICHHOCTH U
Ou3Hece, ¢ y4eToM
BO3MOYKHOCTEH
COBpPEMEHHBIX
UHPOPMAITUOHHBIX
TEXHOJIOTUH U
MIPOrPaMMHUPOBAHUS U
KOMITBIOTEPHOU TEXHHKH.

HU-IIK-3.2

3HaeT OCHOBHBIE METO/IbI
MIPOEKTUPOBAHUS U
MIPOU3BO/ICTBA
MPOTPAMMHOT'0 TIPOJTYKTa,
MIPUHIIATIBL TOCTPOCHUS,
CTPYKTYPHI U TIPUEMBI
paboThI ¢
WHCTPYMEHTAIbHBIMHU
CpeICTBaMH,
MOJIEP’KUBAIOIIIUMH
CO3JIaHKe TIPOTrPaMMHBIX
MIPOJYKTOB U
MIPOTPaMMHBIX
KOMILIEKCOB, X
COIIPOBOXKICHMUS,
aJIMHHUACTPUPOBAHUS U
pa3BUTHS (IBOJTIOIIHN)

3HaTh:

- OCHOBHBIE METOJIbI IPOCKTUPOBAHUS U
MTPOU3BOJICTBA IPOTPAMMHOTO MPOYKTA,
MIPUHIIMIIBI TOCTPOEHUS, CTPYKTYPBI U
pUeMbl pabOThI C HHCTPYMEHTAIbHBIMU
CpeICTBaMH, TIOJICPKUBAIOIIIMU
CO3JIaHKe TIPOTPAMMHBIX TPOJYKTOB U
MIPOrPaMMHBIX KOMILIEKCOB, UX
COIPOBOXK/ICHHSI, A/IMUHUCTPUPOBAHUS U
pa3BUTHS (IBOJIOIHN).

- OCHOBHBIC HOPMATHUBHBIC TIOJIOKEHUS U
KOHIIEHIMH TPUKJIATHOTO U CUHCTEMHOIO
MIPOrPaMMHUPOBAHUS, APXUTEKTYPHI
KOMITBIOTEPOB U CeTeH (B TOM YHCIIE U
[JI00aJIbHBIX ), COBPEMEHHBIC SI3BIKH
MIPOrPaMMHUPOBAHUS, TEXHOJIOTUN
CO3/IaHUS U 3KCILTyaTalluy MPOTrPaMMHBIX
MIPOJYKTOB U MPOTrPAMMHBIX KOMILICKCOB.

HU-11K-3.3
YMeeT UCIOIL30BaTh
METO/IbI POSKTUPOBAHUS U

YMmeTh:
HCIOJIb30BaTh METO/IbI IPOEKTUPOBAHUS U
MPOU3BOACTBA NPOrPAMMHOTO ITPOJYKTA,




MIPOU3BOICTBA MIPUHIIUIIBI TOCTPOCHUS, CTPYKTYPHI H
MPOTPAMMHOI0 TIPOJTYKTa, | MIPHEMBI Pa0OTHI C HHCTPYMEHTAIEHBIMHU
MIPUHIIUIIBI TOCTPOCHUS, CPEIICTBAMH, TIOJIJICPKUBAFOIIIAMU
CTPYKTYPBI U IIPUEMBI CO3/IaHUE TPOTPAMMHOTO MPOTYKTA.
paboTHI ¢
WHCTPYMEHTATBHBIMU
CpeAcTBamH,

IO I/ICPIKUBAIOIIIMH
CO3JIaHHE TIPOTPAMMHOTO
MPOJIYKTA.

4. O0beM, CTPYKTYpPa U COAep KaHue TUCIUTIIHHBI

OO01mast TpyA0eMKOCTh JUCIUILINHBI COCTABIISET 2 3a4ETHBIC SAMHUIIBI, /2 akaJl. Jaca.

Ne Tembl (pa3aesibl) Bunsl yueOHbIX 3aHATHI, DopMBbI TEKYLIEro
n/m JTUCIHUTLINHBI, BKJIIOYASI CAMOCTOSITEILHYI) | KOHTPOJISA yCIIeBaeMOCTH
HX coJep:KaHue padoTy CTy1eHTOB, ®DopMa NpoOMe:KyTOUHOM
U UX TPY/10€MKOCTh aTrecTanuu
(B akaieMHUYECKHX Yacax) (mo cemecTpam)

= KonrakTHas padoTa
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JICKIHH
MPaKTHYECKUE
nabopaTopHbIC
KOHCYJIBTAIl{

aTTeCTalMOHHBIE

UCTIBITAHUS

CaMOCTOSTETbHAS

paborta

MektyHapoJHbIE CTaHIapPTHI
WHPOPMAIMOHHOTO OOMEHa.
[ToHsiTue yrpo3sl.

1 |MupopmanmonHas 8 2 2
0e30MacHOCTh B YCIOBHAX
(GYHKIIMOHUPOBaHHS B
Poccun riiobasibHBIX ceTel.

Byl MpOTUBHUKOB HITH Onpoc Ha MPaKTHYECKUX
CHApPYLIHUTEIEH». 3aHATHAX

3 BpenonocHoe nmporpaMMHoOe 8 Onpoc Ha MPaKTHYECKUX
oOecrieueHue. 3AHATHSIX

Hasnavenue u 3aga4yn B
cepe obecrieueHus

4  |uaopMaOHHON 8 2 2 2
0e30MmacHOCTH Ha YPOBHE
rocyapcTBa

Knaccudukanus HapyuieHui
UHPOPMAITMOHHOH
Oe3omacHOCTH

5 |BBIYMCIUTEIBLHOM CUCTEMBI M| 8 4 2 2
MPUYHHBI,
00yCIaBIMBAIOIIHE X
CYIIECTBOBAHHE.

OHpOC Ha NPaKTUICCKUX
3aHATHUAX

Amnanus crioco0oB
6 HapyICHUI 8 Omnpoc Ha MPAKTHIECKUX
UHPOPMAITMOHHOH 3aHATHAX

0€30MacHOCTH.




Hcnonns3oBanue
7 |3alUIIEHHBIX 8 4 2
KOMITBIOTEPHBIX CHCTEM.

3 Ormpoc Ha MTPaKTUIECKUX
3aHSITUAX

Onpoc Ha MPaKTHYECKUX

8 |Meronsl kpunrorpadpun 8 4 2 2 SAHSTHAX

OCHOBHBIE TEXHOJIOTHH
Onpoc Ha MPaKTHYECKUX

9 |mOCTpPOEHHUS 3aIMIIEHHBIX 8 4 2 2
CUCTEM. 3aHSITUAX
03| 2,7 3auer
Bcero 32 | 16 6 | 03177

Conep:xaHue pa3iesioB JUCHUIIIHHBI:

Tema 1. MexayHapoaHble cTaHAAPTHI HHGOPMALMOHHOT0 oOMeHa. [loHsAiTHE YIPO3bI.
Nudopmanuonnas 6e30acHOCTh B yCJI0BHAX (PYHKIHOHMPOBaHHs B Poccnu riodanbHbIX
ceTeH.

1.1. CrannapTsl B 001acT HHGOPMAITMOHHON 0E30MIACHOCTH.
1.2. MexayHapoJiHble CTaHIapThl MHPOPMALMOHHOTO OOMEHa.
1.3. IlonsiTue yrpo3sl, aTaku.

1.4. 'noGanpHbIe ceTH 1 MHPOPMAIIMOHHAS 0€301TaCHOCTb.

Tema 2. Buabl NPOTHBHUKOB WJIH «HAPYLIHTeEJIEID.
2.1. llonarue HapymuTens nHGOPMALMOHHOM 0€30M1aCHOCTH.
2.2. Xaxkepsl. Buab! xakepos. [Ipumepbl XakepcKux arTak.

Tema 3. BpenonocHoe nporpaMMHoe odecriedeHne.
3.1. Buzbl Bpe1OHOCHOTO MPOrPaMMHOI'0 0OECIIEUEHUS.

3.2. Bupycsl Kak Kjiacc BpeIOHOCHOI'O IIPOTrPaMMHOI0 00ECTIEYEHHU.
3.3. Buabsl BUPYCOB U UX KJIacCU(pUKAIHS.

Tema 4. Haznauenue u 3a1a4u B cepe odecnedeHUus1 MHPOPMAIUOHHOMN 0€30MACHOCTH

HA YPOBHe rocy/apcrBa.

4.1. Cxema noctpoeHust HH(HOpMaIIMOHHOH 0€3011acCHOCTH Ha YPOBHE IOCYAApPCTBA.

4.2. Ha3nauenue u 3a1a4u B cepe odecriedeHnst 0€301acHOCTH.

4.3. Perynaropsl B cepe obecriedeHnss THPOPMALMOHHONW O€30M1aCHOCTH IrOCyAapCTBa.

Tema 5. Kiaccupukanmsa  HapymeHuii  MH(OpManuMOHHOH  0e30MACHOCTH
BBIYHCIUTEIBHOM CHCTEMBbI H IPUYHHBI, 00yCJIABJIMBAIOIINE X CYyIIECTBOBaHHE.

5.1. IlonsiTre v BUIBI HApYIIEHUH O€30MaCHOCTH.
5.2. IlpuunHbl HapyLeHust UHHOPMAIIMOHHOMN 0€301MacHOCTH.
5.3. Aynut coObITHi B paMKaxX HH()OPMALIMOHHON CUCTEMBI.

Tema 6. AHaM3 c1oco00B HAPYIEHN i HHPOPMALIMOHHOI 0€30ACHOCTH.

6.1. AHanu3 pa3IUyHBIX CIOCOOOB HApYyLIEHUH MHPOPMAILIMOHHOM 0€3011aCHOCTH.
6.2. Xakepckue aTaku, OTKa3bl 000py/I0BaHUs B OOCITYKUBaHUM, BHEIIHUE (DAaKTOPBI, BIUSIOLINE
MpsIMO Ha NTHPOPMAITMOHHYIO 0€3011aCHOCTh CUCTEM.
Tema 7. Ucnosib30BaHue 3alIUIEHHBIX KOMIIBIOTEPHBIX CHCTEM.
7.1. 3amunieHHbIe KOMIBIOTEPHBIE CHCTEMBI. VX BUIBI 1 OCOOCHHOCTH.
7.2. ITpuMepsl 3alUIIEHHBIX cucTeM. X ucnonb30BaHNe U IPUMEHEHNE Ha TIPAKTUKE.
Tema 8. MeToabl kpunrorpaguu.
8.1. Kpunrorpadus, Kpunroananu3. OCHOBHbBIE MOHSATHUS KPUITOIOTHH.
8.2. Uctopus mudposanus. Mcnonb3zoBanue mnppoBaHus pa3InyHbIMA METOJAMHU.
8.3. IlporpaMMel 11t KpUITOTpaUH.
8.4. DnexTpoHHas nuppoBas MOANUCE.
Tema 9. OcHOBHBIE TEXHOJIOIMHU NOCTPOCHHS 3ALIUIICHHBIX CHCTEM.
9.1. OCHOBHBIE TEXHOJIOTUU OCTPOEHUS 3AIIHUIIEHHBIX CHCTEM.
9.2. ®usnueckue ycrpoiictsa. X BUIbI U NCNIOJIB30BaHUE.
9.3. IIpaBoBBIE OCOOEHHOCTH HCIOIB30BAHUS CPEACTB HH(DOPMALIMOHHON 3aLUTHI.



5. Oﬁpa30BaTeJ’[LHbIe TEXHOJOTMH, B TOM YHUCJIE€ TEXHOJOI'MH 3JCKTPOHHOIO oﬁyqennﬂ Hu
AUCTAHIINOHHbIC OﬁpaSOBaTeJIbHLIe TEXHOJOIM, HCHOJb3YEMbIC IIPpHU OCYIIECTBJICHUH
06Pa30BaTeJH>HOF0 nmpouecca nmo IMCIHUIIJINHE

B npornecce 00ydeHns CIONB3YIOTCS CIEAYIOIINE 00pa3oBaTeIbHbIEC TEXHOIOTUH:

AkajeMuyeckasi JIeKIUSI € JJIeMEHTAMH JeKIuHu-0ecelbl — IOCIEA0BaTEIbHOE
U3JI0)KEHUE MaTepualia, OCYIIECTBIsIEMOE IIPEUMYILECTBEHHO B BUJE MOHOJIOrAa IpernojaBaTes.
DneMeHTHI JIeKIIMH-0ece1bl 00ecTieynBal0T KOHTAKT MPEoiaBaTeis ¢ ayAUTOPUEH, UTO MO3BOJISET
MIPUBJICKATh BHUMAHUE CTYJEHTOB K Han0oJiee BAXKHBIM TEMaM JUCIHUILINHBI, AKTHUBHO BOBJICKATH
UX B y4eOHBIH Ipoliecc, KOHTPOJIUPOBATH TEMIT H3JI0KEHHs yUeOHOro MaTepuaia B 3aBUCUMOCTHU
OT YPOBHSI €TI0 BOCIIPUSITHS.

[IpakTuyeckoe 3aHATHE — 3aHSATUE, MOCBSAIICHHOE OCBOCHUIO KOHKPETHBIX YMEHHUH WU
HaBBIKOB U 3aKPEIJICHUIO MOJYYEHHBIX Ha JCKLIWU 3HAaHUH 1O MPEJI0KEHHOMY aJITOPUTMY.

KoncyabTaumu — Buja Y4eOHBIX 3aHSATUH, SBISIOMIMICS OMHOW W3 (OPM KOHTPOJIS
CaMOCTOSITENILHOW ~ paboThl  CcTyAeHTOB. Ha  KOHCydbTammsiX TIO TIPOCKOE  CTYACHTOB
paccMaTtpuBaloTCs HauOoliee CIIOXKHBIE MOMEHTBHI IMPH OCBOSGHUU MaTepuana JUCLUUILUINHBI,
MpenojiaBaTelib OTBEUAET Ha BOIPOCHI CTYJEHTOB, KOTOpPHIE BO3HHMKAIOT Yy HHUX B Mpolecce
CaMOCTOSITeNIbHOM pabOTHI.

6. IlepeyeHb JUMIEH3UOHHOIO0 M (MJIH) CBOOOJAHO PACHPOCTPAHAEMOr0 MPOrPAMMHOIO
o0ecreyeHusi, MCHOJIb3YyeMOr0 IIPH OCYIIECTBJICHMH 00pa30BaTe/JIbHOIO Iponecca Io
AMCUMILINHE

B npouecce ocymectBiaenus 00pa3zoBaTelbHOTO MPoOLecca N0 JUCIUIUINHE UCTIOIb3YHOTCS:

Uis OPMHUPOBAHUS MATEPUANIOB JUIsl TEKYLIEr0 KOHTPOJIS YCIIEBAa€MOCTH U IPOBEICHMS
IIPOMEXYTOUHOM arTecTanuu, Juist POpMUPOBAHUS METOANUECKUX MAaTEPUAJIOB IO TUCLUILINHE!

- mporpammbl Microsoft Office;

- Adobe Acrobat Reader;

- lurepHeT-Bepcus ClIpaBOYHOU CUCTEMBI [ 'apaHT.

7. IlepeyeHb CcOBpPeMEHHBIX MNPO(ecCHOHAIBHBIX 0a3 JAaHHBIX U HHGOPMAIHOHHBIX
CIPABOYHBIX CHCTEM, HCIOJIb3yeMbIX NIPH OCYLIECTBJIEHUH 00pa30BaTeIbLHOIO NMpouecca mo
AUCHUILINHE (IPU HE00X0AUMOCTH)

B mpornecce ocymiecTBieHns 00pa3zoBaTeIbHOIO MpoOLEcca 0 AUCHUIUINHE HCIOIb3YIOTCS:
- ABTOMaTH3upoBaHHas 6ubnnoreyHo-uHpopmanuonnas cucrema «bYKU-NEXT»
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

- DnekTpoHHas 6ubnnoTeuHas cucteMa «Jlaney https://e.lanbook.com

- DnektponHas Oubanoreunas cucrema «fOpaitr» https://urait.ru

- DnexTpoHHas 6ubnuoreyHas cucrema «KOHCYJIbTaHT CTyJIeHTa»
https://www.studentlibrary.ru

8. IlepeueHb OCHOBHOW ¥ [IONMOJIHUTEJbHOW Yy4eOHOHl JHUTepaTypbl, pecypcoB
HHG(OPMANMOHHO-TEJIEKOMMYHUKAIMOHHOH ceTu «UHTEepHET», He0OXO0AMMBIX /IJI 0CBOEHHUS
AMCHUIINHbBI

a) OCHOBHasI JIMTEPATypa
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1. Hecrepos, C. A. OcHoBbl nH(popMarmonHoii 6ezomacHoctu / C. A. HectepoB. — 3-e u3f.,
crep. — Cankt-IlerepOypr : Jlansb, 2024. — 324 ¢. — ISBN 978-5-507-49077-6. — Tekct
:  onekTpoHHbId // Jlame : 2nekTpoHHO-OMOmMorewynas cucrema. —  URL:
https://e.lanbook.com/book/370967
2. lllanprun, B. @. 3amuTa nHpoOpMaMy B KOMIIBIOTEPHBIX cucTtemax u cetsax / lllanbrun
B. ®. - Mocksa : JIMK IlIpecc, 2012. - 592 c. - ISBN 978-5-94074-637-9. - Tekcr :
anekrporusit  //  OBC  "KoncymeranT  crymenta" @ [caiit]. - URL
https://www.studentlibrary.ru/book/ISBN9785940746379.html
3. Pommuer HO. A. MHudbopmanuoHHass O0e30NMaCHOCTh: HAIMOHAIBHBIE CTaHIAPTHI
Poccuiickoit ®enepanuu: yueOHOe mocobue s cryaeHtoB. / 1HO. A. Poauues;
PenaxunonHo-uznat. coBer Camapckuit Hail. uccnen. yH-T uM. C. I1. Koponesa - 2-e u3g. -
CII6.: ITutep, 2019. - 304 c.: u.

0) JoOmoTHUTEIbHAS JIUTEepaTypa
1. benog, E. B. OcHoBBI nHpOpMAIIMOHHOK 0€301acCHOCTH : yaeOHOe TocoOue ist By30B /
E. b. benos, B. I1. Jloce, P. B. Memepsikos, A. A. lllenynanos. - Mocksa : ['opsiuast TuHust
- Temexkom, 2011. - 544 c. - ISBN 5-93517-292-5. - Texkcr : anekrponnsii / DbC
"KoncynbTant crynenra" : [caiiT]. - URL
https://www.studentlibrary. ru/book/ISBN5935172925 html
2. JleBssaun [1.H. Monmenu 6€301acCHOCTH KOMITBIOTEPHBIX cHCTEM. - MockBa: Akanemus,
2005.
3. IInaronoB B. B. IlporpamMMHo-anmapaTHble CpeACTBa 3allUThl WHPOPMALUHU: YIeOHUK
JU1sl By30B. - M.: Akagemus, 2014.
4. Menyxun, O. . OOHapyx’eHHe BTOPKEHUI B KOMIIBIOTEPHBIE CETH (CETEBbIE AaHOMAJINH)
: yaeObHoe mocobue ais By30B / [loa pen. mpodeccopa O. U. Hlenyxuna. - Mocksa : ['opsiuas
nuHus - Tenexom, 2013. - 220 ¢. - ISBN 978-5-9912-0323-4. - Tekcr : anekrponnsii // IbC
"KoncynpTaHt cTyneHTa" : [caliT]. - URL
https://www.studentlibrary.ru/book/ ISBN9785991203234 html
5. [Ipockypun B.I'. 3amura nporpamMm u naHHbIX - M., 3narenbckuil HEeHTp «AKaneMus»,
2012.
6. TOCT P UCO/M3BK TO 19791-2008r., «udpopmaiimonHas TeXHOJOTHs. MeToabl u
cpeactBa obecrieueHust Oe3omacHOocTH. OlleHKa O€30MacHOCTH aBTOMAaTU3MPOBAHHBIX
cucteM», denepaibHOE areHTCTBO IO TEXHUYECKOMY PEryJMpPOBAaHUIO U METPOJIOTUU
Poccun, M.: «Crangaptuaopm», 20009.
https://ohranatruda.ru/upload/iblock/f48/4293822466.pdf
7. TOCT P UCO/MBK 18045-2013r., «MudopmanmonHass TeXHOJOTUs. MeETOoasl U
cpenctBa  oOecmedeHuss — 0€30MacHOCTH.  MeTomoNorust  OLEHKH  Oe30MacHOCTH
WH)OPMAIMOHHBIX  TeXHOJIOTHIY», denepalibHOE areHTCTBO IO  TEXHUYECKOMY
peryaupoBaHuto  u  Mmerpoiorun  Poccum, M.:  «Crangapturdopm»,  2014.
https://ohranatruda.ru/upload/iblock/b15/4293774833.pdf
8. TOCT P HCO/MDBK 15408-1-2012r., 15408-2-2013r., 15408-3-2013r.,
«MHpopmanrioHHass TexHOJOrusa. MeToabl U cpelacTBa obecrneueHuss MHPOPMaIOHHOM
6e3omacHocTH. Kputepun ornieHku 6€30mMacHOCTH HH()OPMAIIMOHHBIX TEXHOIOTHIY, «HacTh
1. Brenenue u o61mas moaenby, «Hacte 2. DyHKIIMOHAIBHBIE KOMITOHEHTHI 0€30MaCHOCTH,
«Yacte. 3. KommoneHThl goBepusi kK Oe3omacHOCTH», DenepanbHOE AareHTCTBO IO
TEXHHYECKOMY PEeTyJIMpOBaHHIO u MeTposoruu Poccun, M.: «Cranmapruadopmy», 2014.
Yacrs 1. https://ohranatruda.ru/upload/iblock/857/4293781374.pdf
Yacrs 2. https://ohranatruda.ru/upload/iblock/c21/4293774728.pdf
Yacrts 3. http://gost.gtsever.ru/Data/554/55440.pdf
9. TOCT P HUCO/M3BK 53113.1-2008 «MHpOpMAIITMOHHBIE TEXHOJOTHU. 3anIuTa
WHOOPMALIMOHHBIX ~ TEXHOJOTHMA W  aBTOMAaTU3UPOBAHHBIX  CHUCTEM  OT  yIpo3
nH(pOPMAITMOHHON 0€30MTaCHOCTH, PEATH3YEMBIX C MTOMOIIBIO CKPBHITHIX KaHaoB. YacTth 1.
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OO6mue nmonoxenus», e areHTCTBO MO TEXHUYECKOMY PETYIHPOBAHUIO U METPOJIOTHH
Poccuu, M.: «Ctangaptuadopm», 2009.
https://ohranatruda.ru/upload/iblock/47a/4293825688.pdf?ysclid=lirr3mjli7846150599

10. TOCT P HCO/MBK 53113-2-2009 «MHpOpMalMOHHBIE TEXHOJOTHHU. 3aluTa
WHOOPMAIIMOHHBIX ~ TEXHOJOTMA W  aBTOMAaTU3MPOBAHHBIX  CUCTEM  OT  yIpo3
MH(OPMaLIMOHHON 0€30MacHOCTH, PEaIM3yEMBIX C TIOMOIIbIO CKPBITHIX KaHaoB. YacTh 2.
Pexomenmaruun  mo  3ammre  wHQOpMAWMK, HWHPOPMAIMOHHBIX  TEXHOJOTHUH U
ABTOMATHU3UPOBAHHBIX CUCTEM OT YIpo3 MH(GOPMAIIMOHHON O€30MacHOCTH, PEeaTn3yeMbIX C
MOMOIIIBIO CKPBITHIX KaHAIOB» DeepaiibHOE areHTCTBO 110 TEXHUYECKOMY PEryJIUPOBAHUIO
u metposiorun Poccun, M.: «Crangaptuadopm», 2010.
https://ohranatruda.ru/upload/iblock/f8a/4293824168.pdf

11. PykoBomsmue nokymeHThl DCTOK Poccun «TpebGoBaHus K cucteMaM OOHApYKEHUS
BTOp)KeHUI», BBeleHHbIX mnpukazoMm ®CTOK Poccum or 6 nexadbps 2011 r. Ne 638
(3apeructpupoBan Muntoctom Poccum 1 despans 2012 r., per. Ne23088) mnst 4, 5 u 6
ximacco VC. https://fstec.ru/dokumenty/vse-dokumenty/informatsionnye-i-analiticheskie-
materialy/informatsionnoe-pismo-fstek-rossii?ysclid=lirsOsskd7386926451

12. BazoBast Mojenb yrpo3 0e30MacHOCTH NMEPCOHAIBHBIX JaHHBIX MPU HX 00paboTKe B
MH(OPMALIMOHHBIX CHCTEMax IMepcoHaNbHBIX AaHHBIX (Bbimucka). PCTIK Poccun, 2008
roz. http://fstec.ru/component/attachments/download/289

13. Meroaunueckuit TOKyMeHT "MeToanKa OlIeHKH yrpo3 0e3onacHocty uHpopmaruu" (yTB.
DenepalibHON CITY’)K00# TI0 TEXHUYIECKOMY M SKCIIOPTHOMY KOHTpOTrO 5 derpans 2021 r.).
https://fstec.ru/dokumenty/vse-dokumenty/spetsialnye-normativnye-
dokumenty/metodicheskij-dokument-ot-5-fevralya-2021-g?ysclid=lirryc7hzI975773957
14. bank ganHbix  yrpo3  OesomacHoct  uHopmammun @ DCTOK  Poccum.
https://bdu.fstec.ru/threat

9. MartepuanbHo-TeXHU4YecKasi 6a3a, He0OX0AUMAs [IJisl OCYLIeCTBJIeHHs 00pa30BaTeIbHOI0
npoirecca mo JMCUMIINHE.

MarepuanbHo-TexHUYECKass 0a3a, HeoOXoaumas UIsl OCYIIECTBICHUSI 00pa30BaTEIHHOTO
nporiecca Mo AUCHUIIMHE BKIIIOYAET B CBOM COCTAB ClIEUATbHbIE TIOMEIEHUS:

- yu4eOHbIe ayTUTOPHUHU JJISl TIPOBECHHS 3aHATHH JICKITMOHHOTO THIIA;

- yueOHbIe ayTUTOPUHU AJIS IPOBECHUS TPAKTUYECKUX 3aHATUN (CEMHUHAPOB);

- yueOHbIC ayTUTOPHUHU ISl TIPOBEICHHSI TPYIIIIOBBIX W UHINBUAYAIBHBIX KOHCYIbTALINH;

- yueOHble ayIUTOPUM JUIs TPOBEACHUS TEKYIIEro KOHTPOJsS U MPOMEXKYTOUHOMH
aTTeCTAllNu;

- IOMEUICHUS JJIs1 CAMOCTOSITETIbHON paboThl;

- TIOMETIEHHS ITIs1 XpPaHEHUST U MPOPUITAKTHIECKOTO O0CITY)KUBAaHUS TEXHUUECKUX CPENICTB
o0Oy4eHusl.

CriernanpHble TIOMEIIEHUS! YKOMIUIEKTOBAHBI CPEIICTBAMH OOYYEHUS, CIYXKAIUMH JUIS
npeacTaBiIeHns yueOHoi nHpopManun 60JIbLION ayIUTOPHH.

[Tomemienuss st caMOCTOATENbHOW PabOThl OOYYAIOIIMXCSl OCHAIIEHbl KOMIIBIOTEPHOM
TEXHUKOM € BO3MOXHOCTBIO TMOJAKIIOYEHHUS K ceTH «VMHTepHeT» M obecreyeHueM JoCTyna K
AJIEKTPOHHOU MH(OpMAIIMOHHO-00pa3oBaTeabHOM cpeae SApl'Y.

ABTOp:

CTapIIN{ MPEnoaaBaTellb
kadenpst Kb u MMOU A.B. Caxanna
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IIpunaoxenne Ne 1 k paGoyeii nporpaMmme M CHMIIIMHBI
«AndopmanuonHas 0e30MaACHOCTDH

MoH/1 OLIEHOYHBIX CPEACTB
AJIsl IPOBe/IeHUs TeKylleil U MPOMeKYTOYHOI aTTecTalliu CTYAeHTOB
1O JUCHUIJINHE

1. TunoBbIe KOHTPOJILHBIE 32/IaHNUS WIH UHBIE MATEPHUATBI,
HCIoJIb3yeMble B Npouecce TeKyuieil arrecranuu

IlepeyeHs BONPOCOB /151 ONIPOCOB HA MPAKTHYECKUX 3aHATHUSIX:

1. B 4eM cyTh OTVIMYMIA POCCHIICKOH KITacCU(HUKAIIMU yTrpo3 O€30MaCHOCTH OT MPHUHATON B
3alaiHbIX CTaHJapTax?

2. B uem coCTOHT CyTh 3alIMTHI OT HApyHICHUs KOH(UICHIUAIBHOCTH, IEIOCTHOCTH U
JIOCTYITHOCTH UH(MOpMaIun?

3. Kak ompenenuTs BEpOSTHBIE LETH KOMIBIOTEPHOW aTakd MO MpHU3HAKaM (OpMBI ee
peanuzanuu?

4. KakoBbl COCTaBISIIOIIME POCCUMCKOW CHCTEMbl oOecriedeHus: 0e301acHOCTU
KPUTUYECKUX MH(POPMAIIMOHHBIX CUCTEM OT KOMIIBIOTEPHBIX aTaK?

5. Kakue BbI 3HaeTe MOJIETT B3aUMOICHCTBUS IPOTPAMMHOM 3aKJIa/IKU C aTaKyeMO KOM-
MBIOTEPHON CUCTEMOI?

6. Ha3zoBuTe npeamnochuIKi K BHEPEHUIO H METOIbl BHEIPEHHUS TIPOTPAMMHBIX 3aKJIAJI0K.

7. B ueM 0COOEHHOCTH KOMIIBIOTEPHBIX BHUPYCOB, BBIJENSEMBIX B OTJAEIbHBIM Kiacc
BPEIOHOCHBIX ITpOorpamMm?

8. OxapaxTepu3syiTe )KU3HEHHBIH IIUKJ, 0COOEHHOCTH (YHKLIMOHUPOBAHUS, OCOOEHHOCTH
IPOTUBOAECHCTBUS KOMIIBIOTEPHBIM BUPYCaM TOI'O MJIM MHOTO Kjlacca.

9. B uem cocrouT oTIMYME YTEUKH MH(GOpPMALMU 110 TEXHUYECKUM KaHalaM OT APYIHX
BUJIOB?

10. Yrpo3sl nHpoOpMaMOHHON 0€30MacHOCTH MPEeAnpUATHs (OpraHU3aluu) U CIIOCOObI
OOpBOBI C HUMH.

11. CoBpemeHHbIE CpeCTBA 3alUTH HH()OPMAIUH.

12. CoBpeMeHHBIE KpUNITOTpaPUIECKUE CUCTEMBI.

13. Kpunroananus, COBpeMEHHOE COCTOSIHHE.

14. [IpaBoBbIE€ OCHOBBI 3aIIUTHI HH(OPMALINH.

15. TexHuueckue acnekThl 00ecTeyeHns 3aUThl HHPOPMAIIHH.

16. CoBpemMeHHBIC TTyTH pemIeHUs PoOIeMbl HH(YOPMAIIMOHHON Oe3omacHocT PO.

2. CniucoK BONIPOCOB M (MJIM) 3aaHMIi 1JIs1 IPOBeeHUsI IPOMEKYTOYHON aTTecTAlUM

CnucoK BONPOCOB K 3a4eTy

1. Tlepeuncaute u oxapakTepusyiiTe yrpo3sl HHPOpMaIMOHHOM 6e3onacHocTH Poccuiickoit
denepanun, ykazanuble B «JlokTpune nHpopmMannoHHoii 6e3onacHoctu» Poccuiickoit denepannu.

2. Chopmymupyiite 1 000CHYHTE OOIIHE MPHHIIMITEI TOCTPOCHUS 3aIIUThI HHOPMAITUU B
Poccun.

3. B wem cyTh poccuiickoit knaccuuKkaius yrpo3 U ee OTIIHYUe OT IPUHSATON B 3aIa HbIX
CTaHJapTax.

4. JlaiiTe 0030p CpeACTB M METOJOB WH(OPMAIMOHHOW/KOMITBIOTEPHONH OE€30MacHOCTH,
npuHATHIX B Poccun.

5. JlaliTe onrcaHre OCHOBHBIX METOA0B HapylIeHUsI KOHPUASHINATbHOCTH, IEJTOCTHOCTU U
JOCTYITHOCTH UH(OPMAIUH.



6. HazoBuTe U oxapakTepusyiiTe OCHOBHBIE MOJEIN YIPABICHUS JOCTYIIOM K
KOMITHIOTEPHOW MH(POPMAIIUH.

7. Ha mo00M npou3BOJIBHOM IIpUMepe ONMIIUTE Mojenb BEPOSITHOIO HapyLIMTENS,
Mogenp neiicTBUil BEpOSTHOIO HAPYLIUTENs!, COOTHECUTE UX ¢ MOJeNbIo MOCTPOSHUS 3aIlUThl Ha
OCHOBE JIBYX NPEAbIIYIIUX.

8. IlpuBenuTe M oxapakTepu3yHTe U3BECTHbIC U3 y4eOHOW JIMTepaTypbl KiaccuUKanuu
OCHOBHBIX BUJIOB KOMITBIOTEPHBIX aTak.

9. OnuIuuTe ¥ KpaTKo 0XapakTepU3ynTe METO/Ibl U TAKTUKY IPOBE/ICHUS CETEBON pa3BEaKH.

10. Onumure 5SIEMEHTBI CHUCTEMBI OOECIeYeHHs O€30MaCHOCTH  KPUTUYECKUX
MH(GOPMALIMOHHBIX CUCTEM OT KOMIIBIOTEPHBIX ATaK.

11. Omnummre uM KpaTKO OXapakTepu3yHTe cpeAcTBa M METOJAbl HEUTpanu3aluu
KOMIIbIOTEPHBIX aTaK.

12. TlpuBenuTe W3BECTHBIE MX YYEOHOH JIHMTEpaTyphl KIACCU(PUKAIMH BPEIOHOCHBIX
IIPOrpamMM.

13. OnumuTe U KpaTKo OXapakTepu3ynTe MpU3HAKU IPUCYTCTBUA BpenoHocHoro 110.

14. Ha3oBuTe 1 oxapakTepusynTe criocoObl BHeapeHUs BpeaoHocHoro [10.

15. Ha3zoBure u oxapakrepu3syiite MeToibl 00HapyxeHus BpegoHocHoro I10.

16. IlpuBeauTe 1 oXapakTepu3ynTe U3BECTHBIE IPUMEPBI CETEBBIX aTak.

17. [laiiTe onpeneseHne U 0XapakTepUu3ynTe TPOSHCKHUE IPOTPAMMBI, JIIOKH, SKCIIJIONUTHI.

18. HazoBure u oxapakTepu3yWTe METOIbl 3aluThl OT BpegoHocHoro 10, texHonorun
CaMO3allUThI.

19. Omummre M KpaTKo OXapakTepu3ylTe MECTO U pOJb MEXKCETEBBIX SKpPaHOB B
obecrnieueHnr OE30MMACHOCTH PECYPCOB aBTOMATH3UPOBAHHBIX CUCTEM.

20. OnummTe U KpaTKO OXapaKTepU3yHTe BO3MOXKHOCTH M OTPAHUYEHUS aHTHUBUPYCHBIX
IIPOrpaMM.

21. Ha3zoBuTe U oxapakTepusyiTe CHelMaIM3UPOBAHHBIE CPEJCTBA U METOAbI BBIABICHUS
BPEOHOCHBIX ITPOTPAMM.

22. IlpuBenuTe U oxapakTepusyiTe U3BECTHBIC U3 YUEOHOI IuTepaTyphl KiacCUPUKALMH
CpEeACTB 3alIMTHl MH(GOPMAIINY U HATIQJCHUS HA DJIIEMEHTHI 3aIIUTHI.

23. [IpuBenuTe U oxapakTepusyiTe U3BECTHBIC U3 YUeOHOI IUTepaTyphl KiacCUpUKALIH
ANEKTPOHHBIX YCTPOMCTB MepexBaTra MHPOpMAIMH, BHEAPSIEMbIX B CpPEICTBA BBIYUCIUTENIHLHOMN
TEXHHUKH.

24. Yem oOyclOBJIEHa HEOOXOJUMOCTh YHUYTOXCHHS JTOKYMEHTOB. OxapaKTepu3yiTe
0COOEHHOCTH y/aleHUs1 THPOPMALIMU C COBPEMEHHBIX AJIEKTPOHHBIX HOCUTENEH.

25. Cnenpl B cetu. OnummTe M KpaTKO OXapakTepU3yWTe yHUKaIbHbBIE HICHTH(DUKATOPHI
MHTEPHET-TI0Ib30BaTENEN " JNEKTPOHHBIE «OTIIEYATKN», U OTHOCHUTEIIBHOCTD
«KOH(HIEHIINATBHOCTU» B COLIMATIBHBIX CETSIX.

26. Ha3oBuTe 1 OXapakTepU3yHTe CpeCTBA U METOAbI OOHAPYKEHUS TEXHUYECKHUX KaHAJIOB
YT€UKH UH()OPMAaIIHH.

27. Ha3oBUTE 1 KpaTKO OXapaKTepU3yHTe CUCTEMBI 3aIUThl KOH()UICHIMANBHBIX JaHHBIX
OT BHYTPEHHUX YTPO3.

28. B yem 3akiovaroTes 3a7auu Kpunrorpapuu?

29. Kakas cxema mu¢poBaHus Ha3bIBAeTCs MHOTOAJI()aBUTHON TTOACTaHOBKOW?

30. Kakue cucremsl mudpoBaHus Bl 3HaeTe?

31. Kakoii poriecc Ha3pIBaeTCS ayTeHTH(PUKAIIUEH TTOIh30BaTEIIS?

32. Kakue cxeMbl ayTeHTU(HUKAIMN Bbl 3HaeTe?

33. Kakue TpeOoBaHUs MPEIBSIBISIOTCS K COBPEMEHHBIM KPHUNTOTPa(QUIECKIM CHCTEMaM
3alUThl HH(pOpMaIN?

34. Kak xmaccupuuupyroTcsi KpUnTorpaduaeckue alropuTMBI IO CTOUKOCTH?

35. Uro sBnseTcss OCHOBHBIMH XapaKTEPUCTUKAMH TEXHUYECKHX CPEJICTB 3alllUThl
nHpopmanun?



36. Kakwue kiacchl 3anuThl HHGOPMAIMK OT HECAHKIIMOHUPOBAHHOT'O IOCTYIA ISl CPE/ICTB
BBIYMCIIMTEIILHON TEXHUKHA UMEIOTCSA? OT 4ero 3aBUCHUT BHIOOD KiTacca 3allUIIeHHOCTH?

37. Kakue TpeGoBaHuUS MPEABIBISIOTCA K MEXXCETEBBIM 3KpaHam?

38. B yem 3axiouaercsi opraHuzanus pabOT MO 3alIUTE€ OT HECAHKIIMOHUPOBAHHOTO
J0cTyna MH(QOPMAITMOHHON CHCTEMBI YITPABICHHS MTPEIIPUSTHEM.

39. Kakue 3ajaun pemiaer cucteMa KOMIbIOTEpHOU 0e30MacHOCTH?

40. Y3 KakuX 3TamoB COCTOAT PabOTHI MO 0OEeCTICUeHUI0 HHPOPMAITMOHHON 0€30MacHOCTH
npeanpusiTis?

41. YTo MOHUMAIOT MO/ MOJTUTUKON HH(POPMAIMOHHOHN Oe30macHoCTh?

3. [IpaBusia npuemMa 3avera.

OneHka 3HaHUH 110 UTOTY IPOXOXKJICHUS Kypca IPOBOAUTCS B pOpPME NPUHATHS 3a4eTa.

Ha 3auere mpoBepsercss cOPMHPOBAHHOCTh BCEX YKA3aHHBIX B Y4eOHOH Iporpamme
KOMITIETEHIUH.

B Ouner ans 3auera BKIIIOYAIOTCA JIBa TEOPETUUECKUX Bompoca. Ha moAroroBky kK oTBeTy
naercst He MeHee | akaeMHU4ecKoro Jaca.

Taxke ecTh BO3MOXKHOCTh OTBETUTh Ha KOHTPOJBHBIE BOMPOCHI B 3JEKTPOHHOM Kypce
«Mupopmanmonnas 6e3omnacHocTs» B LMS Dnexrponnsiii yausepcuter Moodle Spl'Y.

[To uToram OTBETOB CTYJEHTY BBICTABIISICTCS O/IHA M3 OLIEHOK: «3a4TEHO», «HE 3aYTCHO.

OneHka «3a4YTEHO)» BBICTABIISICTCS CTYACHTY, €CJIM: OH 3HACT OCHOBHBLIC OIIPCACIICHUA,
IMOCJICOOBATCIICH B U3JIOKCHUHN MaTCpuajia, ACMOHCTPUPYCT 0a30BbI€ 3HAHUS JUCILHMITIIIMHBI, BJIAACCT
H606XOI[I/IMBIMI/I YMCHHUAMHU U HABBIKAMU IIPU BBIIIOJIHCHUHN MTPAKTUYCCKUX SaHaHHﬁ.

OneHka «He 3a4YTEHO0» BEHICTABIISICTCS CTYACHTY, CCJIIM: OH HCE 3HACT OCHOBHBIX
OHpe,Z[eHeHI/Iﬁ, HCIIOCIICAOBATCIICH H COMBYHUB B H3JIOKEHUH mMmarepuajia, HC O6J18.IlaeT
onpeneneHHoﬁ CHCTEMON 3HAHUM IO JUCHUIIIIMHEC, HC B ITOJTHOM MCPEC BJIAACCT HCO6XO,I[I/IMBIMI/I
YMCHUAMHU U HABbIKAMU ITPU BBIITOJHCHHUHU IMPAKTHYCCKUX 3aJIaHMHI.

OHeHKa «HE€ 32a9YTCHO0>» BBICTABJIACTCA TAKXKE CTYIACHTY, KOTOpLIfI B351J1 3K3aM€HaHI/IOHHBII>'I
6I/IJ'IGT, HO OTKa3aJICA JaTb Ha HETO OTBCT.



IIpunioxenne Ne2 k padoueiil mporpaMme ¥ CUHMIIJIMHbBI
«AndopmanuonHas 0e30MaACHOCTDH

MeToauyeckue yKa3aHUs IS CTY/IEHTOB 110 OCBOEHHIO JUCIIHIIMHBI

W3ydyeHne AMCLMILIMHBI NPEIOIAracT YBEPEHHOE BIAJEHUE KOMIIBIOTEPOM, YMEHHE
OCYILIECTBIISITh MOMCK U OLEHKY JIOCTOBEPHOCTH HE0OX0oauMoil nHpopmanuu B cetn MHTEpHET, HO
CTYIEHTY JAOCTaTOYHO CJIOXHO CaMOCTOSITENIBHO OCBOUTH BONPOCHl JUCHUIIIMHBL «OCHOBBI
uHpopManMoHHON Oe3zomacHocTh». [locemienne Bcex NPEeayCMOTPEHHBIX AayAWTOPHBIX 3aHATHN
ABJISICTCS COBEPLIEHHO HEOOXOIMMBIM B CUJIy 00Y4€HUS Ha HUX YYaIlUXCsl CPABHUTEIbHBIM OLIEHKAM
3HAHUW U3 Pa3IMYHBIX UCTOYHUKOB, KDUTHUECKON UX OLEHKHU. Taxke 0€3 yImOpHBIX U PEryssipHbIX
CaMOCTOSITEJIbHBIX 3aHATUN B TEYCHHE CEMECTPA, JKEIATEIIBHO C «YNPEKIAIIIMM 3HAKOMCTBOM» C
COJIEpP/)KaHUEM IIPEJICTOSIIEr0 3aHATUS, KpalWHE CII0XHO YCBOUTH JIOTMKY M apryMEHTAalUIO
YIOMSIHYTBIX CPaBHUTEJIBHBIX OLICHOK U KPUTUYECKOTO aHAJIN3a 3HAHUM U3 PA3IIMYHBIX HCTOYHUKOB,
YTO HE MO3BOJIUT CTYAEHTaM Pa3BUTh IPOJBUHYTOIO U BBICOKOI'O YPOBHSI KOMIIETEHLIUH.



