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1. Ilesan ocBOEHMSI AN CIUIIJIMHBI

Jucuunnmna «be3omnacHOCT, B COBpPEMEHHOH HH(POPMALMOHHOW cpeney» obecreynBaeT
npuoOpeTeHne OOyYaIOIMUMKCS 3HAHWK, YMEHHH W HaBblkoB 10 KommereHuusm OIIK-6
«Crnocoben peliaTh CTaHAAPTHBIC 3aJ1a4U IO OPraHU3aAllMOHHOMY U JOKYMCHTAIIUOHHOMY o0ecreYeHnIo
MpoEeCCHOHATBFHON ~ NEeATeTLHOCTH ¢ NPUMCHCHHEM  COBPEMEHHBIX  TEXHHUYSCKHX  CPEJHICTB,
WH(POPMAITMOHHO-KOMMYHHUKAIIMOHHBIX ~ TEXHOJOTMA C y4eToM TpeOoBaHWH  HH(DOPMAIMOHHOMN
6esomacHocti» DenepaTbHOrO TOCYIapCTBEHHOTO 00pa30BaTENbHOTO CTAaHAApTa BBICHIETO
00pa3oBaHus 10 HampaBieHUIO NoaAroToBkU 45.03.02 JIlunrBHCTHKA.

OCHOBHOH 1LIE€NBI0 U3YYEHUS! JUCLUUIUIUHBI SIBJIAETCS TEOPETHUYECKas M MpaKTUYecKas
MOJFOTOBKA O0YYaIOUINXCS K JIEATEIbHOCTH, CBA3aHHOM ¢ MPUMEHEHUEM COBPEMEHHBIX CPECTB
¥ METOJIOB 3alIUThl WHGOPMAIIUU B MOBCEIHEBHON U MpodecCHOHaIbHON aesTenbHOoCTH. Kypc
JaeT MPEJCTaBICHUE O MECTe M POJIH MH(POPMAIIMOHHOI 0E30MacHOCTH B COBPEMEHHOM MHpE.
Ero u3yueHwe naer BO3MOXXHOCTb CO3HATENBHOTO HCIOJIb30BAaHUS, OOPaOOTKH M 3allUTHI
uHpopmanuu.

2. MecTO AUCHUIJIMHBI B CTPYKTYpe 00pa30BaTe/IbHOI MPOrpaMMbl

JlaHHast TUCIUIUIMHA OTHOCHUTCS K 00513aTENbHON YacTH 00pa30BaTeIbHOM MPOrPaMMBI.

JucuummmHa «be30nacHOCTh B COBPEMEHHON HH(DOPMAIIMOHHOM Cpeie» UTPAcT BAKHYIO
poJIb AMist 001IenpodecCHOHANTBHON MOATOTOBKU 00Yy4aroIerocs.

3. [lnanupyembie  pe3yjbTarTbl  00y4eHHMs 10 JUCHUILIMHE, COOTHECEHHbIE C
IUIAHNPYeMbIMH pe3ybTaTamu ocBoeHusi OIl 0akanaspuara

[Tponiecc u3yueHus: AUCIUILIIMHBI HapaBJieH Ha (GOpMHUPOBAHKE CICTYIONTINX KOMIETCHITHIA
B cootBeTcTBUU ¢ ®I'OC BO, OOII BO u npuoOpereHus cieayromux 3HaHul, yMEeHHH,
HABBIKOB U (MJIM) OMbITA JIEATEIbHOCTH:

®opmupyemasi KOMIeTeHIHS HNupukaTop 10cTHKEHHs Mepeuenn
(xox u ¢popmMyTHpPOBKA) KOMIETEeHINU IUIAHUPYEMBIX Pe3yJbTaTOB
(kox u popMyJIMPOBKA) o0y4eHust
OomenpodeccuoHATbHbIE KOMIIETCHIMHT
OIIK-6 Crocoben noauMarts | 1-OITK-6 1 - Ciocoben 3namo:
HpI/IHHI/IHI)I pa6OTBI COBpeMeHHLIX peuaTb CTaHAAPTHBIC OCHOBHBIE TMIOHATHUA B 00J1aCTH
MH(POPMAIIMOHHBIX TEXHOIOTHH 1 3as1aun MpohecCUOHATBHON | 00padOTKH u 3aIUTHI
HCTONB30BATh WX JUIsl  pellienus | ACATEIBHOCTH Ha OCHOBE UHQOPMAIH U UX ONpE/eIICHHS;
samad MPO(ECCHOHATBHOI nHGOPMALMOHHON n [10CTIEI0BATEILHOCTD
oubinorpaduyeckoit BBITIONTHEHHUS PabOT MO 3aIuTe
JIEATEIIbHOCTH.
KYJBTYpHI C IPUMEHEHUEM | HHPOPMAIIUK;,  KJIACCH(UKAIIIO
WHPOPMAITUOHHO- HapymuTened MHPOPMAIMOHHOM
KOMMYHHUKAIIHOHHBIX 0e30macHoCTH; BUJBI u
TEXHOJIOTHH U C YIETOM Ha3HAYCHHE CPEJCTB  3aIHUTHI
OCHOBHBIX TpeOOBaHUH UHQOPMAITHH.
nHGOPMALMOHHON Ymemn:
0e30macHoCTH. yCTaHaBIMBAaTh U OCYLIECTBISTDH
MIEPBUYHYIO HaCTPOUKY
OTIEPAIUOHHBIX CHCTEM,
AQHTUBUPYCHBIX  CPEACTB u

MEKCETEBBIX OKPaHOB.

Bnaoemw nasvikamu.

paboThl  cO  CpeAcTBaMu
3a1UThl HHQOPMALIKU.

4. O0beM, CTPYKTYpPA U CO/iepPKAHME TN CHUTITUHBI
OO0mmas TpyA0€MKOCTh JUCIIUIUIMHBI COCTABIISIET 2 3a4€THBIE €AMHUITGI, 72 aKaj. Jaca.
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Ne Tembl (pa3aennr) Buabl yueOHBIX 3aHATHI, DopMBbI TEKYLLET0
n/n AUCHUILIUHBI, BKJIIOYASl CAMOCTOSITEJIbHYIO KOHTpPOJIS
HX CoJlepKaHHue = padoTy CTy1eHTOB, ycneBaeMoCTH
2 M UX TPYAOEMKOCTh
z (B akageMHU4YeCKHX 4acax) dopma
o NPOMeKyTOUHOi
arrecTauuu
(no cemecmpam)
KonrakTHas pa6ora
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Paznen 1 ([IpaBoBblie n 2 6 3
OpPraHu3alMOHHbIE
OCHOBBI
obecneueHnst
uH(GOpMAMOHHOM
0e30MacHOCTH B
Poccuiickoi
Denepauuu
Tema 1.1 ([IpaBOBBIE OCHOBBI 2 |2 1 |Tecr
obecrieyeHus
MH(OPMAaIMOHHOM
0€30MacHOCTH
Tema 1.2 (3amura 2|2 I |Tecr
MEPCOHAIBHBIX
JTAHHBIX
Tema 1.3 |OpranuzannoHHbIe 2|2 1 |Tect
OCHOBBI 0O€ecTIeueHHs
MH(pOPMAaIMOHHOM
0€30MacHOCTH
6 mom yucne ¢ 30 u 6 3 |Bugeonexuuu
J[OT TEKCTOBEIE
MaTrepHuabl
y4eOHOT0 1mocoous,
MPE3EHTALINH, TECT B
OVK B
DemidOnline
Pasnen 2 |[Apxurekrypa 2|2 1
KOMIIbIOTEpPa
Tema 2.1 |Apxurexrypa 2|2 I |Tecr
KOMIIbIOTEpA
6 mom yucie ¢ 30 u 2 1 Buneonekmmumu
/[OT TEKCTOBEIC
MaTepHuabl
y4eOHOoro mocoous,




IIPE3EHTALNH, TECT B
OVK B

DemidOnline
Pa3znen 3 |OcHOBBI 9 |Tect
HH(popManOHHOI
0e30IacHOCTH B
onepanuoOHHBIX
cucTeMax
Tema 3.1 |[BBencuuc B 3  |Tecr
WH(pOPMaITMOHHYO
0e30IMacHOCTh
OTIePAIIMOHHBIX
CHCTEM
Tema 3.2 [MudopmarnmonHas 3 |Tecr
0e30IMacHOCTh
OTIePaIIMOHHBIX
CHCTEM CeMeiicTBa
Windows
Tema 3.3 (MudopManimoHHast 3 |[Tect
0€301aCHOCTD
OTIePaIIMOHHBIX
CHCTEM CEMENCTBaA
Linux
6 mom yucie ¢ 30 u 9 |Buneoneknuu
J[OT TEKCTOBBIE
MaTepHuabl
y4e0HOTO MOCco0usI,
MPE3EHTALINH, TECT B
OVYK B
DemidOnline
Pa3znea 4 |OcHOBBI 9
HHpopMaLOHHOI
0€30IacHOCTH B
JIOKAJILHBIX
BBIYHCJIHTEIbHBIX
ceTsix
Tema 4.1 |BBenecuue B 4 |Tect
ApPXUTEKTYPy
JIOKAJIbHBIX
BBIYHCIIATEIIBHBIX
ceTeH
Tema 4.2 |CerteBble yrpo3bl U 4 |Tecr
METO/BI
MPOTUBOJICUCTBUS UM
Tema 4.3 |MexxceTeBble 3KpaHbl 3 [Tect
6 mom yucie ¢ 30 u 11 |Buneomexmnu
/[OT TEKCTOBEIC
MaTepHuabl

y4eOHOro mocoous,
Mpe3eHTAIMH, TECT B
OVK B
DemidOnline




Paznen 5 (Kpunrtorpapuueckn| 2 | 2 | 2 3
€ MeTOAbI 3alIUThI
HHpopMmanuu
Tema 5.1 |BBenenue B 2 2 2 3 |Tect
KpUnTorpaguueckue
METO/IbI 3aIHUThI
uHbOopMaMU
6 mom wucne ¢ 0 u 2 1 3 |Buneonexmuu
J[OT TEKCTOBEIC
MaTepHuabl
y4e0HOT0 Moco0us,
MIPE3CHTAIINH, TECT B
OVYK B
DemidOnline
2 0,3 | 10,7 |3auer
Bcero 3a 2 cemectp 72 | 16 | 16 03 | 37,7
Bcero 72 | 16 | 16 2 103 | 37,7

Conep:xaHue pa3/ieoB NPOrpaMMbl M CHUILINHBI
«be30macHOCTh B COBpeMeHHOIl MH(OPMALMOHHOM cpeae»

Pa3znen 1. IlpaBoBble U OpraHu3allMOHHBbIE OCHOBBLI oOecneuyeHUs HMHGOPMAIMOHHOM
0e3onacHoctu B Poccmiickoii @enepanumn.

Tema 1.1. IIpaBoBbie OCHOBBI 0OecrieueHHst UH(POPMALIMOHHOW OE30MacCHOCTH.

OcHoBHBIE TIpaBa TpakJgaH B cdepe o0paboTkn M 3amuThl HHGopManuu. OCHOBHBIE
NPUHLIMIIBL TIPAaBOBOTO PETyJIHUpPOBaHMsT B 00jgacTM 0OpabOTKM M 3allUThl HHG(OPMALUU.
Nudopmanusa. OcHOBHblE CcBOiicTBa 0€30MacHOCTH HHGOpMaIMU: KOH(PUICHIHUATBHOCTbD,
LEJIOCTHOCTh, JAOCTYNHOCTb. Buapl MHpoOpManMKU Mo HOPSAKY JOCTyHa M PacHpOCTPaHEHUS.
Orpannuenue poctyna K wuH(popmamuu. Buapl Taiin. OOnanatens  HH(pOpMAaIMH.
Nndpopmannonnsle texHojoruu. WHpopmannonusie cucrembl. Oneparop uHGOpMalMOHHON
cucreMbl. 3ammra uHbopMmanuu. OOBEKTHl 3alUTHL. Buabl OTBETCTBEHHOCTH B cdepe
00paboTKH ¥ 3aIIUTHI UH(POPMALIUH.

Tema 1.2. 3amuTa nepcoHaIbHBIX JaHHBIX.

[lepconanbHple JaHHBIE W MPUHIUNBI WX 00paboTkH. Buabsl nepcoHaNbHBIX HTaHHBIX:
CHelualbHble, OMOMETpPUYECKHE U OOMIeNOCTYMHBIE. YCIOBHS 00pabOTKH MEepPCOHATBHBIX
nanHbix. Corymacue Ha 00pabOTKy NEpCOHANBHBIX JaHHBIX. TpaHcrpaHMuyHas Mepeaaya
MEPCOHANBHBIX JTaHHBIX. [IpaBa cyOBEKTOB MEpCOHANBHBIX AaHHBIX. OmnepaTop MEepCOHATBHBIX
JAHHBIX W €ro o00s3aHHOCTH. Mepbl obOecrnieueHHsi 0€30MacHOCTH TEPCOHAIBHBIX TAaHHBIX.
KoHnTponb 1 Ham30p 3a BBIMIOIHEHUEM MEp MO OOECTIeUeHUI0 OE30MaCHOCTH. Y TOTHOMOYEHHBII
OpraH 1o 3aIUTe MPaB CyOBEKTOB MEPCOHAIBHBIX TAHHBIX.

Tema 1.3. Opranu3zannoHHble OCHOBBI 00ecnedeHnst HH(POpPMaIlMOHHON O€30MacHOCTH.
Kakue Bompockl craBuT nH(popMannonHas O6e3onacHocTh? [locienoBarenbHOCTh ACHCTBUI

no 3amure uHpopManuu. BeisBiIeHHe W aHAIW3 WHPOPMAIMOHHBIX aKTUBOB. DOpMHUpOBaHUE
TpeboBaHuii mo 3ammre WHPopManuu. [loaXoasl K MOJSTMPOBAHHMIO HAPYIIUTEIEH W yrpo3




nH(popManmoHHOW Oe3omacHOCTH. BwIOOp cpencTB W METOMOB  3amIuThl  MH(OpMAaIUK.
Buenpenue cucteMsl 3auThl HHGOPMAIMK. JKCIUTyaTalksl CHCTEMBI 3aIlIUTHl HHPOPMALIUH.

Pa3nes 2. ApxurekTypa KOMIbIOTEpa.

Tewma 2.1. BBenenue B apXuTeKTypy KOMIIbIOTEpA.

[Ipoueccopel. OcHoBHasg (K3II W oOlepaTUBHAasg) mnamsaTh. BcnomorarenbHas MNamsTh.
YcTpoiicTBa BBOAA-BbIBOIA (IIIMHBI, MOHUTOPBI, KJIaBUATYPbl U MBIIIH, BeO-KaMephbl, IPUHTEPHI).
[TepconanbHble KOMIBIOTEPHI 1 MOOUIIBHBIE YCTPOUCTBA.

Pa3nes 3. OcHoBbI HHGOPMALMOHHOI 0€30IIaCHOCTH B ONIEPALMOHHBIX CHCTEMAaX.

Tema 3.1. BBenenue B HHPOPMAIIMOHHYIO 0€30MMaCHOCTD OTIEPAIMOHHBIX CUCTEM.

OO0mmii cnoco6 xpaHeHus © 00paboTku wuHpopManmuu B KommbioTepe. [loHsTHS
omepanuoHHoll u (¢ainoBoit cucreM. CyOBbeKThl, OOBEKTHI, METOAbl W TMpaBa JOCTYIIA,
npuBWIEruk cyObekTa jocrtyna. JIMCKpELMOHHOE YIpaBi€HHE JOCTYIIOM, MaHAaTHOE
yopapiieHHe JocTynoM. Mnentudukanus, ayTeHTUGUKALUS U aBTOpu3anusa. AyTeHTU(UKALUs
Ha OCHOBE TTapoJieii, Ha OCHOBE BHEIIHUX HOCHTEJEH KiIfoua, OnoMeTpudeckast ayTeHTH(HUKAIIHS.

Tema 3.2. Madopmannonnas 6€30MacHOCTh OTEPAIMOHHBIX cHcTeM ceMeiicTtBa Windows.

YrpasiieHrue TOCTYIIOM B OTICPAIlMOHHBIX cUcTeMax cemeilictBa Windows. UnenTudukarus,
ayTeHTU(UKAIKs U aBTOpU3AllUs B ONEPALIMOHHBIX cucTemMax cemeiictBa Windows. Peanuzanus
ayJuTa B ONEPAIIMOHHBIX cHcTeMax cemeiictBa Windows.

Tewma 3.3. UndopmarmonHast 6€301macHOCTh ONEPAIMOHHBIX CUCTEM ceMeicTBa Linux.

VYnpaBneHnue J0CTYIIOM B OMNEPAIlMOHHBIX cUcTeMax cemeiicTtBa Linux. Mnentudukanms,
ayTeHTH(UKaLMsi U aBTOPU3AIMs B OMNEpaIMOHHBIX cHucTeMax cemeicTBa Linux. Peanmzanus

ay/JWTa B ONEPAIlMOHHBIX CUCTEeMax cemeicTBa Linux.

Pasznen 4. OcHoBbl MH(GOPMALMOHHOMH 0€30NMACHOCTH B JIOKAJbHBIX BBIYUCINTEIbHBIX
ceTsx.

Tema 4.1. BBeneHue B apXUTEKTypy JOKAJIbHBIX BEIYUCIUTENBHBIX CETEH.

JlokanbHble BeUUCIUTENbHBIE ceTH. Mogaens [SO/OSI. ApxuTekTypa U OCHOBHBIE
MIPOTOKOJIBI JIOKAJTBHBIX BEIYUCIUTEIBHBIX CETEH.

Tewma 4.2. CereBble yrpo3bl U1 METObI IPOTUBOACUCTBUS UM.

Knaccugukanuu cereBbIX yrpos, ys3BuUMocTe u arak. CereBble aTakd Ha pa3iIMYHbIX
ypoBHsix Monenu I[SO/OSI. Knaccugukanuss BpeIOHOCHOTO MPOTPaMMHOTO 0OecreueHus..
[Tpu3Haky IpUCYTCTBUS BPEJOHOCHOTO MMPOTrPAMMHOT0 o0ecrieueHusi. MeToabl OOHapyKEeHHUS.

Tewma 4.3. MexceTeBble SKpaHBI.

MesxcereBbie 3kpanbl (M3). Mecto u pons MO B olecnieueHHUH ceTeBOIl OE30MaCHOCTH.

Knaccugpukamus M3D. OcHoBHble Bo3MoxHOCTH MD. JlocTromHcTBa M HemoctaTku MDO.
[Toctpoenue npaBuil GUIBTPALIUH.



Pa3nea 5. Kpunrorpaguyeckue MeToabl 3aliuThl HH(poOpManum.
Tema 5.1. BBenenue B kpunrorpaduyeckre METoAbl 3aUThl HHPOpMaIUH.

Hctopuuecknii ouepk pa3BuTus kKpuntorpapun. CHUMMETpUYHAS H aCHUMMETPHYHAsS
kpurnrorpadus. BBIYMCIMTENBHO CJIOXKHBIE 3amadud  MareMmatuku. Kpunrocucrtema RSA.
[Tonsitne kpunrorpaduyeckoro mporokosa. CBOMCTBa MPOTOKOJOB, XapaKTEPHU3YIOIIHUE WX
6e3omacHOCTb. CxeMbl IU(PPOBOI MOAMHUCH.

5. O0pa3oBaTe/ibHbIE TEXHOJOTHH, B TOM YHCJI€ TEXHOJOTHH 3JIEKTPOHHOT0 00y4YeHsl U
AUCTAHIIMOHHBbIE 00pa30BaTeIbHbIEe TEXHOJIOTHMH, UCII0JIb3yeMble MPU OCYIIeCTBICHNH
00pa3oBaTeIbHOIO NMpolecca Mo JUCIUNIHHE

B npornecce 00ydeHus UCIONIB3YIOTCS cielyrolue 00pa3oBaTeIbHble TEXHOJIOTUY:

AxaneMuyecKkasi JIeKIUsl (WK JIEKIHs 00IIEero Kypca) — mociie0BaTeNIbHOE U3JI0KEHHE
MaTepuana, OCYILIECTBISEMOE NPEUMYIIECTBEHHO B BHIE MOHOJOra IpernojaBaTels.
TpeboBaHMs K aKaJeMHUYECKOH JIEKIUU: COBPEMEHHBIH HAYYHBI YPOBEHb M HACBHIIICHHAS
UH(POPMATUBHOCTh, YyO€QUTENIbHAs apryMeHTalus, AOCTYNHas W [OHATHas pedb, YeTKas
CTPYKTypa W JIOTHKA, HalM4ue SPKUX IPUMEpPOB, HAYUYHBIX [OKA3aTeIbCTB, OOOCHOBAHHIA,
(bakToB.

IIpoGaemHass JeknMst — W3JIOKEHWE MaTepuaia, IPEANoaraloniee MNOCTAaHOBKY
OpoOJeMHBIX U JHUCKYCCHOHHBIX BOIIPOCOB, OCBELICHHE pPA3JIMYHBIX HAy4YHBIX I10AXOJOB,
aBTOPCKHME KOMMEHTApHUH, CBA3AHHBIE C Pa3JM4YHBIMM MOJECISIMH MHTEPIPETALUN H3y4aeMOIo
marepuaia. [IpobiemHast 1eKIus HaunHAeTCsl ¢ BOIPOCOB, C OCTAHOBKU MPOOJIEMBbI, KOTOPYIO B
X0JIe M3JIOKEHUS MaTephajia HeoOXOIMMO pemnTh. B Jekmum coderaroTcs MpoOJeMHBIE H
uHpopMaLMOHHble Hayana. Ilpu 3TOM mpolecc NO3HAHUS CTYJEHTOB B COTPYJIHUYECTBE M
JMaJiore ¢ MperojaBareseM MpUOIMKaeTcsl K MOUCKOBOM, HCCIEeI0BAaTENbCKON NESTEIbHOCTH.
Copnepxannie mpoOJieMbl pacKpbhIBaeTCs IIyT€M OpraHU3alMM IIOMCKa €€ pelleHus WIN
CyMMUPOBaHUS U aHAIN3a TPAJAULMOHHBIX U COBPEMEHHBIX TOYEK 3PEHUS.

IIpakTHYecKkoe 3aHATHE — 3aHATHE, TIOCBALICHHOE OCBOSHUIO KOHKPETHBIX YMEHUN U
HAaBBIKOB M 3aKPEIUICHUIO ITOJIyYEHHBIX Ha JICKIUH 3HAHUH.

OneKTpOHHBIN yueOHbIN Kypc «be3onacHocTh B cOBpeMeHHON MH(POPMAIIMOHHOHN cpesie» Ha
iatgopme oHnaitH-o0ydeHuss DemidOnline, B koTopowm:

— TpeACTaBJIeHbl BUACO-JEKIUI 110 BCEM TeMaM JUCIUIUIMHBI U MPE3EHTALUN K HUM;

— TIpeACTaBJIEHbI TEKCTHI JIEKIUI 110 BCEM TeMaM JIUCLUILTUHBI;

— IIpeACTaBJICHBI IPaBUJIA IPOXOXKICHHS TPOMEKYTOUHOM aTTeCTAIlMK MO JUCLUIUINHE;

— TIPEACTaBJICHBI TECTHl IO TeMaM JUCHUIUIMHBI Ui CaMOCTOSITENBHOW paboThI
o0y4aromuxcs;

— 1mocpeAcTBOM  (GopyMa  OCYLIECTBISIETCS CHHXPOHHOE M (WIM) aCHHXPOHHOE
B3aUMOJICHCTBHE MEXIy OOYyUYalOMIMMHUCS ¥ TIPErojaBaTelieM B paMKax H3YYCHUs
JUCLIUTUTAHBL.

6. IlepeyeHb JTMIEH3MOHHOIO M (MJIM) CBOOOJHO PACHPOCTPAHSIEMOr0 IPOrPaMMHOIO
ol0ecrieyeHusi, HMCNOJb3YyeMOr0 IMPH OCYLIECTBJICHHM O00pa30oBaTeJILHOIO Ipolecca Io
AUCHUIIJIMNHE
B npouecce ocymecTBieHus 00pa30BaTeIbHOIO MPOLECCa UCTIONB3YOTCS:
— IporpaMMHOE oO0ecliedeHue sl CO3JaHHus U JIEMOHCTpallMU  Ipe3eHTalui,
WUTIOCTpAIMH U APYTUX Y4eOHBIX MaTepUaioB:
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Microsoft Windows;

Microsoft Office;

Virtual Box (cBo6oaHO pactipoctpansemoe [10);

Ubuntu (cBo6oaH0 pacripoctpansemoe [10);

Kali Linux (cBo6oHO0 pacnpoctpansiemoe [10).

— Ui TIOMCKa Yy4deOHOW smteparypbl Oubnuorexku SApl’Y — ABTOMaTH3MpOBaHHAS
oubmoreuynas nnpopmannonnas cucrema «kbBYKU-NEXT» (ABUC «byku-Next»);

— TIpH MPOBEJICHUU JISKIIUN UCTIONB3YIOTCS MYyJIbTUMEANIHBIC TIPE3CHTAIINN;

— TpU TPOBEIEHUU J1a0OPATOPHBIX PabOT HCHOJB3YIOTCA CPEICTBA BBIUMCIUTEIBHOM
TEXHUKH, TTOJICPKUBAIOIINE IEPEUUCIICHHOE IIPOTPaMMHOE 00eCTIeYeHHUE.

7. IlepeyeHb coBpeMEHHBIX NPO(QeCCHOHAIBHBIX 0a3 JAaHHBIX M HH(OPMALMOHHBIX
CIIPABOYHBIX CHCTEM, HCII0JIb3YeMbIX IIPH OCYLIEeCTBJICHHH 00pPa30BaTeIbHOIO Mpo1ecca 1o
AUCUHUIINHE

1. DuexTponnsblie katajgoru Hb Spl'yY

(http://www.lib.uniyar.ac.ru/opac/bk cat find.php) conepxat oubauorpaduyeckue 3anucu
BCEX BHJOB JIOKYMEHTOB, COCTaBIIOMMX (PoHI OMOIMOTEKH, Ha PYCCKOM M HMHOCTPAHHBIX
SI3BIKAX.

2. JnekTpoHHas 0u0JIHMOTEeKa yueOHbIX MaTepuaios SApl'Y

(http://www .lib.uniyar.ac.ru/opac/bk cat find.php) comepxxkur ©Oomee 2500 mOTHBIX
TEKCTOB YYEOHBIX UM y4eOHO-METOJUYECKHX MAaTepPHajOB IO OCHOBHBIM H3y4aeMbIM
JTUCIUIUTMHAM, W3JaHHBIX B yHHBepcutere. JIOCTYym B CeTH yHHMBEPCHTETa, JMOO TIO
JIOTUHY/TIapOJIIO.

3. CnpaBouyHo-nnpaBoBasi cucreMa « KOHCYJIbTAaHTILTIOC)

(https://www.consultant.ru/) cmpaBoYHO-TIpaBOBasi CHCTEMa IO 3aKOHOJAATEIILCTBY
Poccuiickoit ®enepanuu.

4. CnipaBo4yHO-npaBoBas cucrema «I'apanm»

(http://www.garant.ru/)  cmpaBOYHO-TIpaBOBasi ~ CHCTEMa IO  3aKOHOJATEIILCTBY
Poccuiickoit ®eneparun.

8. [lepeyeHbr OCHOBHOW W [ONOJIHUTEJbHOW Yy4eOHOIl JMTepaTypbl, pecypcoB
NH(POPMALMOHHO-TEJIeKOMMYHUKAIIUOHHOH ceTn «UHTepHeT» (IpM He0o0X0AUMOCTH),
PEKOMEHYyeMBbIX /ISl 0CBOCHHS IHCUHUILIHHbI

a) OCHOBHAasl JIUTEpPaTypa

1. Be3omacHOCTh B cOBpeMEHHON MHPOpPMALMOHHOM cpene. YacTh 1: yueOHOe mocobue.
B.H. Kusases, .M. Mypun; Spoci. roc. yu-Tr um. IL.I'. [IlemunoBa. - fpocnasis:
NHANUTO, 2021. - 158 c.

0) AOMOJIHUTEIbHAS JIUTEepaTypa

1. Koncrurymus Poccuiickoit ®denepanuu: [MpuHSATa BCEHAPOJAHBIM TOJIOCOBAHHUEM
12.12.1993 ¢ u3MeHEeHUs MU, 0OJ0OPEHHBIMH B X0JI€ OOILEPOCCUIHCKOTO TOJIOCOBAHMS
01.07.2020]. — MocTyn U3 cipaBOYHO-TPABOBOM cHCTEMBbI « KOHCYIBTaHTILITIOC). —
TekcT: 2eKTPOHHBIH.

2. @enepanbhblif 3akoH 0T 27.07.2006 Ne149-D3 «O06 nndopmannu, "HGOPMaMOHHBIX
TEXHOJIOTUSX M O 3amure uHpopMmarmm»: [npuHAT ['ocymapctBenHoit Jlymoit
08.07.2006]: (c u3MEHEHMSIMM M JONOJHEHHsIMH). — JlocTynm U3 cIpaBOYHO-
1paBoBOM cucTeMbl « KOHCYIBTaHTIUIIOC). —TEKCT: 2JIEKTPOHHBIMN.


http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
https://www.consultant.ru/
http://www.garant.ru/

3. ®enepanbhbiid 3ak0H OT 27.07.2006 Nel152-D3 «O nepcoHaIbHBIX JAHHBIX»: [[TPUHAT
I'ocynapcrBennoit Jlymoit 08.07.2006]: (¢ uM3MEHEHUSMU U JAOINOJHEHUSIMH). —
Joctynm w3 crnpaBOYHO-TIpaBOBOM  cucTeMbl «KOHCYJIBTaHTILTIOC». —TeKCT:
3JIEKTPOHHBIN.

4. TlonoxxeHue O MOpPsSAKE OOpaIICHUs] CO CIIyKeOHOW MHGPOpPMAIMEH OTpaHUuYCHHOTO
pacripocTpaHeHuss B (peaepanbHBIX ~ OpraHax  MCIOJHUTENBHOW  BIACTH,
YIOJHOMOYEHHOM OpraHe YNpaBieHHs HUCHOJIb30BaHUEM aTOMHOW JHEPruu U
YIOJHOMOYEHHOM OpraHe€ M0 KOCMHUYECKOM JIE€ATEIbHOCTU»: [YTBEP:KIEHO
[TocranoBnenuem IlpaButensctBa Poccuiickoit @enepaunu ot 03.11.1994 Nel233]:
(c U3BMEHEHUAMHU U JONOJIHEHUsIMH). — J[OCTYIl U3 CIpPaBOYHO-IIPABOBON CHCTEMBI
«KoHCYyNbTaHTILTIOC». — T eKCT: 3JIEKTPOHHBIM.

5. TpeboBanusi K 3amuTe MEPCOHATBHBIX JTaHHBIX TNpPU HX 00paboTKe B
MH(OPMALIMOHHBIX cUcTeMax MEPCOHAIBHBIX JAHHBIX: [yTBEepKIE€HBI
ITocranoBnenuem IlpaBurensctBa Poccuiickoit @enepanuu ot 01.11.2012 Nel119].
— JHoctyn u3 cnpaBouHo-nipaBoBod cucteMbl «Koncynbrantnllmtoc». —Tekcr:
JJIEKTPOHHBIN.

6. Ilonoxenue 06 0coOEHHOCTSIX 0OPaOOTKH MEPCOHAIBHBIX JIaHHBIX, OCYIIECTBIIEMON
0e3 WHCIONB30BaHUS CpPEACTB aBTOMaTH3amuu: [yTBepxaeHo [loctaHoBneHHEM
[IpaBurensctBa Poccuiickoit @epepaunn ot 15.09.2008 Ne687]. — [octyn u3
crpaBo4HO-IIPaBoBOU cucteMsl «KoHcynbranTnl irocy. —TeKeT: 2IeKTpOHHBIN.

7. Meroanueckue pPEKOMEHAALUU 10 YBEAOMJICHHIO YIOJIHOMOUYEHHOTO OpraHa o
Havase OOpabOTKM NEPCOHANBHBIX JAaHHBIX M O BHECEHWHM HW3MEHEHHWH B paHee
MpEeACTAaBICHHbIE CBEJICHUS: [yTBEpkKACHBI IpukazomM Pockomuaazopa ot 30.05.2017
Ne94]: (c usmeHeHMsIMM U JAOmOJIHEHUsAMHU). — JlOoCTyn M3 CIpaBOYHO-IIPABOBOM
cuctembl «Koncynprantnllntocy. —TeKcT: 2eKTPOHHBI.

8. TpeOoBaHus M METOABI MO 00E3IMYMBAHUIO MEPCOHAIBHBIX JAHHBIX: [YTBEPIKIEHBI
npukazoMm Pockomuamzopa ot 05.09.2013 Ne996]. — Jloctyn U3 cHpaBOYHO-
npaBoBoil cucteMbl «KoHcynbranTnllimocy. —TeKCT: 37eKTPOHHBIMN.

9. TOCT P 51275-2006 3ammra unpopmanuu. O0bekT nHpopmaruzauuu. PakTopsl,
BO3JIeHCTBYIOIIME Ha HHpopManuio. O0mme nojaoxenus. — JlocTyn u3 crpaBOYHO-
npaBoBoii cucteMbl « TEXOKCIIEPT». —TekeT: 351eKTpOHHBII.

10. Yopna, b. Buytpennee ycrpoiictso Linux. / b. Yopa. — CIIO. : Ilurep, 2016. — 384
c.

9. MarepuanbHO-TeXHUYeCKas 0a3a, He0OX0AUMAs VISl OCYLIeCTBJICHHUS
o0pa3oBaTeIbHOIO NMpouecca no AMCIHUINIHHE

MarepuanbHO-TeXHHUECKas 0a3a, HeoOX0AUMAas sl OCYIIECTBIEHUSI 00pa30BaTeIbLHOIO
npolecca 1o AUCUUIUIMHE BKJIIOYAeT B CBOM COCTaB ClielUalbHbIE TIOMELICHHUS:

- yueOHble ay TUTOPUHU ISl IPOBEICHHS 3aHATUH JIEKIIUOHHOTO THIIA;

- yueOHbIE ay/IUTOPUN JUIsl IPOBEACHUS 1a0OpaTOPHBIX PabOT, OCHAIIIEHHBIE CPEICTBAMU
BBIYUCIUTENIbHOW TEXHUKH, MOJEPKUBAIOIIMMHU MPOrpaMMHOe oOecreueHrne, yKa3zaHHOE B
IIyHKTE 6;

- yueOHble ay TUTOPHUHU ISl IPOBEICHHS TPYIIOBBIX U WHAWBUYATbHBIX KOHCYJIbTAIUNA;

- y4yeOHbIE ayIUTOPUU [UIsI TPOBEACHMS] TEKYIIEro KOHTPOJS U IMPOMEXYTOUHOMN
aTTecTaluu;

- IOMEIIEHHUS IS CaMOCTOSITEIbHON paboThI;

- TMOMEUICHUs M XpaHEeHUS M MNPOQPHIAKTUYECKOTO OOCTYKMBAHUS TEXHHUUYECKUX
CpencTB O0ydEHHS.

[TomerieHust A CaMOCTOSITENTLHOM pabOThl 00YYarOIUXCs OCHAIIEHBl KOMIIBIOTEPHOM
TEXHUKOW C BO3MOXKHOCTBIO MOAKIIOUEHUs1 K ceTH «VHTepHeT» M obecrneueHuem JocTyna B
AIIEKTPOHHYIO0 HHPOPMALIMOHHO-00pa30BaTENbHYIO Cpely OpraHU3alllu.



Yucno mocagoyHbIX MECT B JIEKIIMOHHOW ayAuTOpuu Oosblie J1u00 paBHO CIIHCOYHOMY
COCTaBy IIOTOKAa, a B AayAUTOPUM AJIs NPAKTUYECKUX 3aHATUN (CEMMHAPOB) — CIUCOYHOMY
COCTaBY I'PYIIIbI 00YYarOIINXCS.

ABTOpP(BI):
Kang. ¢pus.-mar. Hayk Mypun 1. M.
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IMpuaoxenne Nel k padoyeil nporpamMme 1M CHUANINHbBI
«be3onmacHOCTh B COBpeMEeHHO MH(OPMAILMOHHOM cpe/e»

MoH/1 OLIEHOYHBIX CPEACTB
JJ1s1 IPOBe/IeHUsl TeKylleil U MPOMeKYTOUYHOI aTTecTALMHU CTY/IeHTOB
1O JUCHUIINHE

1. TunoBbIe KOHTPOJIbHBbIE 32/IaHUS] UJIM HHbIE MATEPHAJIbI,
He00X0UMBbIe 1JI1 OLleHKH 3HAHUI, YMEHUi, HABBIKOB M (WJIH) ONBITA 1eATeJIbHOCTH,
XapakTepu3yomuXx 3Tansl popMupoBaHus KOMIETEHIUI

1.1 KonTpoJibHble 321aHNSI U MHBbIE MATEPHUAJIbI,
HCIoJIb3yeMble B Npouecce TeKyleil aTrecTauuu

3ananus 1Is CAaMOCTOSAATEILHOI PadoThl / TEKYIIEro KOHTPOJIS
(Hannvie 3a0anus Mo2ym GbINOIHAMBCA CIMYOEHMOM CAMOCIOSMENbHO, 8 MAKOM CIyyae
npenodasamenem 8 0013amenbHOM NopsaodKe He nposepaiomcs. Takce OanHble 3a0aHUs MO2YM
UCNOTBL306AMbCS Npenodagamenem 0k meKyue2o Konmpoas cghopmuposannocmu OIIK-6
unouxamopwl U-OI1K-6.1)

Tect mo Teme 1.1 IlpaBoBbIe 0CHOBBI 00ecnevyeHN s MH(POPMAITMOHHON 0€30MIACHOCTH

1. Kakue monoxeHus, CBsi3aHHbIE C BONpPOCaMU 0O0paOOTKHM MH(POPMALUH, 3aKPEIUIEHBI B
Konctutynuu Poccuiickoit ®enepannn?
a) [IpaBo Ha HENMPUKOCHOBEHHOCTD JTUYHON U CEMEHHOMN TalHBI.
0) IIpaBo Ha 00pabOTKY MH000H HHDOPMAIIH JTFOOBIM BO3MOKHBIM CIIOCOOOM.
B) 3ampet Ha 00pabOTKy MH(OPMAILIMK O YACTHOW KU3HU JIMla 6€3 ero coraacus.
r) [IpaBo Ha nosyueHue rpaxkJiaHaMu JI0IycKa K TOCyJapCTBEHHOI TaliHe.
2. Kakue Buzabl uHpopManuu o0s3aTeNbHO TpedyeTcsl 3aluiliaTh B COOTBETCTBUU C
3aKoHoAarenbCcTBOM Poccniickoit denepanuu:
a) Undpopmanus s ciry>keOHOro MoJIb30BaHMSL.
0) IlepconanbHBIC TaHHEBIE.
B) ['ocynapcTBeHHas TaiiHa.
r) BpaueOnas Taiina.
1) Bee nepeuncnennsie.
3. B coorBerctBun ¢ PenepanbHbiM 3akoHOM «OO0 wuHpopManuu, HHYOPMALMOHHBIX
TEXHOJIOTUSX U 3alluTe HH(pOopMaUU» UH(POPMALHS — 3TO:
a) JIroOble naHHbIe, IpeACTaBICHHbIE HA MATEPHAIbHOM HOCHUTEIIE.
6) CBenenus (cooOlieHus], JaHHbIE), HE3aBUCUMO OT (POPMBI UX MPECTABICHHUS.
B) He sHeprus u He marepusl.
r) CBeneHusi, BOCIpUHUMAaEMbIe YEJIOBEKOM M (MJIM) CIIEUATbHBIMU yCTPOHCTBAMHU
KaKk oTpaxeHue (HaKTOB MaTepUaIbHOIO WJIM JyXOBHOTO MHpa B IIpolecce
KOMMYHHKAIUH.
4. Uro u3 mepedyuciIeHHOr0 MOXHO paccMaTpuBaTh Kak 0a3y JaHHBIX B COOTBETCTBHH C
3aKoHoaarenbecTBOM Poccutickoit denepanuu:
a) EXCEL Tabnuiy ¢ ynopsiioueHHON U CTPYKTYpUpPOBaHHON MHpOpMaIUei.
6) daiin popmara DOC, B KOTOPOM CO3aH CIHCOK CIyIIaTeae TOi MporpaMMBbl.
B) KapToTeky peructpaTypsl yupekaeHUs 3paBOOXPaHEHHUS.
r) Bee nepeuncnennsie.
5. LemocTHOCTh HHPOPMALIUH — ITO:
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10.

a) OOs3aTenbHOE [UIS BBIMOJHEHUS JIMIIOM, TMOJYYHBIIUM JOCTYII K OINpEaeIeHHON
uHpopManuu, TpeOOBaHME HE TepenaBaTh TaKyl0 HH(QOPMALUIO TPETbUM JMIaMm 0Oe3
coriacus ee ooyagaress.

0) Cocrostarie uH(pOpPMAIIMH, TIPH KOTOPOM OTCYTCTBYET JIF000€ € M3MEHEHUEe 00
U3MEHEHHE OCYIIECTBISICTCS TOJIBKO MPETHAMEPEHHO CyOBEKTaMH, MMEIOIUMH Ha HETO
paBo.

B) BO3MOXHOCTB TTOSTy4eHHsI MHPOPMAIIUU M €€ HCITOJIb30BAHMS.

Ha teppuropuun Poccuiickoit @eaeparuu 3anpenieHo pacupoCTpaHEHUE:

a) Madopmanmu, koTopasi HarpapJiieHa Ha MPOTIaraHy BOWHEI.

0) Kommepueckoii TaifHBbI.

B) MH(DopMaIim, KOTOpast HarpaBiieHa HAa Pa3KUTaHUE PEIIUTHO3HOW HEHABHCTH.

r) [lepcoHanbHBIX TAHHBIX.

['paskJaHWH WK FOPUIMUECKOE JIUIIO, OCYIIECTRIISIONINE NeSITeIbHOCTD 110 SKCIUTyaTalluu
WH(OPMAIIMOHHON CUCTEMBI, B TOM YHCJIE IO 00paboTKe HHPOpMAIIHH, COACpPIKAIICIHCS B
ee 0a3ax JaHHBIX — 3TO:

a) O6mnanarens nHGOpPMAIIHH.

0) Oneparop nH(POPMALIMOHHOW CUCTEMBI.

Ecnu He onpeneneno nHOTO, ONepaTopoM HHPOPMALMOHHOW CUCTEMBI SIBIISETCS:

a) OGnanarens uHGOpPMALIUH.

0) CoOCTBEHHHK HCIOJB3YEMBIX UIsi 00pabOTKM cojepxaiieiics B 0azax JaHHBIX
UH(POPMAIIUN TEXHHYECKUX CPEICTB.

B) Jlumo, ompexensiomee IeMH 0O0pabOTKH HWHGPOPMAIUU U  OCYIIECCTBIISIONICE
00paboTKy HHPOpMAITIH.

He moxeT ObITh OrpaHUYECH JOCTYII:

a) K nadopmanmu o cocToSIHUM OKpYIKarOIIeH Cpe/ibl.

0) K mepcoHanpHBIM JaHHBIM TOCYJAPCTBEHHBIX TPaXKIAHCKHUX CITYKAIUX.

B) K nHpopManum, XpaHsimencst B OTKPBITHIX (HoHIaX OMOIHOTEK.

r) K cBenenusmM o 30710TOBaMIOTHBIX 3amacax Poccuiickoit denepannu.

Kakyro OTBeTCTBEHHOCTh MOXET IMOBJeYb HapylleHue TpedoBanuii denepanbHbIX
3aKOHOB:

a) YroJloBHYIO.

0) ductunnunapHyio.

B) AZIMUHHUCTPATUBHYIO.

r) ['paxnancko-npaBoByIo.

n) Bce nepeunciennsle.

Tect mo Teme 1.2 3amuTa nepcoHaANbHBIX TaHHBIX

[lepconasibHbIE JaHHBIE — ATO:

a) CpeneHusi 0 CyOBEKTE MEPCOHATBHBIX ITAHHBIX HE 3aBUCUMO OT (OPMBI UX
MIPEACTABICHHUS.

0) JlroGass naHpOopMaImsi, OTHOCSIIASICS K MPSMO HJIM KOCBEHHO ONPENeIICHHOMY HJIN
onpezaensieMomy (hU3MUecKoMy JTUILY (CYOBEKTY MepCOHATBHBIX TAaHHBIX).

B) JlobGas wHdoOpmarus, OTHOCAIIASCA K OMNPEACTICHHOMY WU OIPEACIIeMOMY
buznueckomy uiy (CyObeKTY EpPCOHAIBHBIX JaHHBIX).

r) JIrobas mH(pOpMaIus, OTHOCSIIASACS K OMPENEICHHOMY HIIA OIpEAesiIeMOMY Ha
OCHOBaHUU TaKoi mHpopMauu Gu3nuecKkomMy Uiy (CyObeKTy MepCOHANBHBIX TaHHBIX),
B TOM YHCJIE ero ¢haMuius, UMsi, OTIYECTBO, TOJI, MECAII, AaTa U MECTO POXKIEHUs, aJipec,
CeMeifHoe, COoIMallbHOe, WUMYIIECTBEHHOE TMOJOXKEeHHe, oOpa3oBaHue, mpodeccus,
JIOXOJIBI, ApyTas nHMOpMaITusI.

Ha xakue OTHOIIEHHS HE pacHpocTpaHseTcs aelcTBue ¢eaepanbHoro 3akoHa «O
MIEPCOHAIILHBIX TAHHBIX»?
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a) Ha o0paboTKy nmepcoHambHBIX JaHHBIX, OTHECEHHBIX B YCTAHOBJICHHOM IOPSIKE K
CBEJICHUSIM, COCTABJISIIOIIUM IOCYIapCTBEHHYIO TaiiHYy.

0) Ha 06paboTky mepcOHAIbHBIX JTaHHBIX, HEOOXOIUMYIO JUIsl OCYIIIECTBICHHUS IIPaB
¥ 3aKOHHBIX HHTEPECOB OIepaTopa WK TPETHUX JIUII.

B) Ha 00paboTky mepcOHANBbHBIX MJaHHBIX, HEOOXOAMMYIO IS HCIOJHEHUS
CyZIe0HOTO aKTa.

r) Ha o6paboTky nepcoHambHBIX NAaHHBIX (PU3MUECKHMMH JIMIAMU HCKIIOUYUTEIHHO
JUIS JINYHBIX M CEMEWHBIX HYXKJ, €CIIM NPH ITOM HE HapyLIaloTCsi IpaBa CyOBEKTOB
MEPCOHAIBHBIX JaHHBIX.

n) Ha o0paGoTky mepcoHaIbHBIX MAaHHBIX, MOJICKANIMX OMYOJIMKOBAHHIO WIIN
0053aTeTbHOMY PACKPBITHIO B COOTBETCTBUH C (eZiepaibHbIM 3aKOHOM.

e) Ha o00paboTky mepcoHaNbHBIX JaHHBIX, HEOOXOJMMYIO IJisi OpraHH3aIluu
XpaHEHUs, KOMIUJICKTOBaHMs, y4yeTa U HCIIOJIb30BAHUS COJEPXKAIIMX IEPCOHATBHBIX
JAHHBIX AapXUBHBIX JIOKYMEHTOB B COOTBETCTBHH C 3aKOHOJATEIICTBOM 00 apXWBHOM
nene B Poccuiickoit @enepanuu.
denepanbHbIif 3aK0H «O MEPCOHANBHBIX TAHHBIX» PETYINPYET OTHOIICHUS, CBA3aHHBIC:

a) UckimrounTtenbHo ¢ 00pabOTKOM MEpCOHAIbHBIX MAaHHBIX C MCHOJIb30BAHUEM
CpEeICTB aBTOMAaTHU3AINH.

6) C 06paboTKOl MEPCOHATBHBIX JaHHBIX, HE3aBUCHMO OT TOTO 00pabaThIBAOTCS JIN
OHH C HCIIOJIb30BaHUEM CPE/ICTB aBTOMATH3AIMY WU HET.

B) C  00paOOTKOM MEepCcOHANbHBIX JAHHBIX C  HCIOJB30BaHHWEM  CPEICTB
aBTOMATH3allMM, a TaKXke ¢ 0O0pabOTKOW NEepCOHANBHBIX JaHHBIX 0€3 MCIOJIB30BAHMUS
CPEICTB aBTOMATHU3aIlMH, €CIU Takas oO0pabOTKa COOTBETCTBYET XapaKTepy ICHCTBHIA,
COBEPIIAEMBIX C TIEPCOHAIBHBIMU JAHHBIMHU C UCIIOJIB30BAHUEM CPEJICTB aBTOMATH3AIINH.

r)C o0paboTKOW TEPCOHAIBHBIX JaHHBIX ©0€3  KCIOJB30BaHUS  CPEICTB
aBTOMATH3AIIHH.

JleiicTBus, B pe3yjibTaTe KOTOPBIX CTAHOBUTCS HEBO3MOXKHBIM 0€3 HCIOJIb30BAHUS
JIOTIOJTHUTEIIFHONH WH(OPMAIIUU OIPENEIUTh MPUHAIISKHOCTh MEPCOHATBHBIX JTAaHHBIX
KOHKPETHOMY CYOBEKTY MepCOHANBHBIX JAHHBIX, — 3TO:

a) brnokupoBaHue nmepcoHaNbHBIX TaHHBIX.

0) YHUYTOXKEHHE TEPCOHANBHBIX TaHHBIX.

B) O0e3nnunBaHue MEPCOHATIBHBIX JIaHHBIX.

r) [lepeBos mepcoHANBHBIX JaHHBIX HA APXUBHOE XpPaHEHHUE.

JlelicTBUS, B pe3yNbTaTe KOTOPHIX gpemenHO TIpeKpamaeTcss o0padoTka MepCOHAIBHBIX
TaHHBIX, — 3TO:

a) brnokupoBaHue mepcoHaNbHBIX TAaHHBIX.

0) YHUYTOXKEHHE TEPCOHANBHBIX TaHHBIX.

B) O0e3nnunBaHue MEPCOHATBHBIX JIaHHBIX.

r) [lepeBos mepcoHANBHBIX JaHHBIX HA aPXUBHOE XpPaHEHHUE.

Kakue u3 nepeyrciieHHbIX AeMCTBUN ¢ EPCOHAIBHBIMH JTaHHBIMHU SIBIISIFOTCS. 00pabOTKOM
MEPCOHAIBHBIX JTaHHBIX:

a) XpaHeHHe MePCOHATBHBIX JaHHBIX.

0) 3amuch nepcoHaNbHBIX JaHHBIX.

B) O0e3nnunBaHue MEPCOHATBHBIX TaHHBIX.

r) YaneHue nepcoHalbHbIX JaHHBIX.

C Touku 3peHus geneparbHOTO 3aK0Ha «O TIEePCOHANBHBIX JaHHBIX)» OMEPATOP — ATO:

a) ['ocymapcTBeHHBIN OpraH, MyHHUIUIAIBHBIN OpraH, OpUINYecKoe WK (hU3ndecKoe
JIMIIO, CAaMOCTOSITEIIFHO WJIM COBMECTHO C JIPYTHMMH JIMIIAMH OpTaHu3yIomme u (WTH)
ocymiecTBisitonue oopabotky I1J[H, a Takxke ompenensromue 1enu odpadorku [1/1H,
coctaB I[1/11, moanexamux o6paboTke, AeiicTBus (onepaiun), copepiaemsie ¢ [1J1H.
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6) I'paxnaHMH WM IOPUAMYECKOE JIMIIO, OCYLIECTBISIOIINME MESATENbHOCTh 110
OKCIUTyaTalii MHPOPMALMOHHON CHUCTEMBI, B TOM YHCJe MO 00paboTke MH(OpMAaIH,
coJepxaleiicsa B ee 6a3zax JaHHBIX.

8. O0paboTka mepcoOHAIBHBIX JaHHBIX:

a) He nonyckaercs 6e3 cornacus cyObeKkTa NepCOHaNbHbIX JAHHBIX.

0) [lomkHa OrpaHUYMBATHCS JOCTH)KEHHEM KOHKPETHBIX, 3apaHee ONPEICICHHBIX U
3aKOHHBIX IIEJIEH.

B) He momyckaercss B ciy4asx HECOBMECTUMBIX C LEISAMU cOOpa MEpCOHAIBHBIX
JTAHHBIX.

r) JlommkHa OCyLIECTBIIATHCSA HA 3aKOHHOM U CIIPaBEIMBOM OCHOBE.

9. OO6paboTka NepCOHANbHBIX JAHHBIX JIOMYCKAETCA:

a) C cormacusi cyObeKTa MEPCOHANBHBIX AAHHBIX Ha 00pabOTKY €ro MmepCOHAIbHBIX
JTAHHBIX.

0) B ciryuasix, ecnu oHa He0OXOAMMa ISl MCTIOJIHEHHSI Cy1eOHOTO aKTa.

B) B ciyuasx, ecim oHa HeoOXoguma i OCYLIECTBICHHUS HpPOodecCHOHATBHON
JIESTEIbBHOCTH JKypHaJUCTa M (WIM) 3aKOHHOM JAESITEIbHOCTH CpEACTBA MacCOBOM
uHpopmanuu.

r) B ciuywasx, eciu Bemercss oOpaboTKa TMEPCOHATBHBIX JAHHBIX, MOJICKAIIIX
OIyOJMKOBAHUIO B COOTBETCTBHHM € 3aKOHOAaTeNbcTBOM Poccuiickoit denepanuu.

10. KTo HeceT OTBETCTBEHHOCTh 3a JCUCTBHUS IOPHUIMYECKOTO JIMIA, KOTOPOMY IOpydYeHa
00paboTKa NepCOHANBHBIX JIaHHBIX, IIepes] CyOBEKTOM MEPCOHAIBHBIX TaHHBIX?

a) Oneparop.

0) FOpuanueckoe 11110, KOTOPOMY MOPYUHUIH 00PabOTKY.

B) Hukro.

r) Pockomuazazop.

11. B nopydennn 06pabOTKH JOJKHBI OBITH 00s13aTEIHLHO OMPEACIICHBI U YKa3aHBbI:

a) [lenmn 06paboOTKM MEepCOHAIBHBIX JTAHHBIX.

6) CyObexkTbl NEpCOHAIBHBIX JaHHBIX, YbH IE€PCOHAJbHBIE JAaHHbIE OyayT
00pabaTbIBaThCs MO MOPYUYCHHUIO.

B) TpeboBanus k 3amuTe 00padaThIBAEMbIX IEPCOHANBHBIX TAHHBIX.

r) CpeacrtBa 3amuTel HHGOPMAIMM, KOTOPble HEOOXOAUMO  IPUMEHSTH
IOPHINIECKOMY JIUITY, KOTOPOMY TIOpy4eHa 00paboTKa MepCOHATBHBIX JTAHHBIX.

12. Ha koM JeXHUT OO0sI3aHHOCTb M0 J0KA3aTeNIbCTBY MOJMY4YEHMs corjacus OT cyObeKkTa
MePCOHAIIbHBIX TAHHBIX ?

a) Ha Pockomuamzope.

6) Ha ropunnueckom nuiie, KOTOPOMY MOPYUUITH 00pabOTKYy.

B) Hu Ha koM.

r) Ha onepatope.

13. Cornacue cyObeKkTa nepcoHaNbHBIX JaHHBIX JOJKHO BKIIHOYATh!

a) [lacnopTtHble naHHBIE CyOBEKTa TMEPCOHAIBHBIX NAHHBIX WM €ro 3aKOHHOTO
IpeCTaBUTES.

0) KouTakTHBIE JaHHBIE JHIIA, OTBETCTBEHHOTO 3a OpraHU3AIHMI0 O00pabOTKH
NEPCOHAIBHBIX JaHHBIX.

B) Azpec omneparopa.

r) ®damwinu, uMeHa M OT4YecTBA (PU3MUECKUX JIUI, KOTOPbIE OCYIIECTBISIOT
00paboTKy MepCOHAFHBIX TAaHHBIX TI0 TOPYUYECHHUIO OTIepaTopa.

14. B cnyuyae cMepTH cyObeKTa MepcOHaTbHBIX TaHHBIX:

a) Ilomyudare coryacue Ha 00pabOTKYy €ro MEepCOHANBHBIX JaHHBIX Tpedyercss y
HACJICIHUKOB CYyObEKTa MEePCOHABHBIX TaHHBIX.

6) IlomyuaTh corjmacue Ha 0OpabOOTKY €ro MEepCOHAIbHBIX JAHHBIX Tpedyercss y
Pockomuanzopa.

B) [lonyuaTs cornacue Ha 00pabOTKyY €ro nepcoHaIbHBIX JaHHBIX HE TpedyeTcs.
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15. K cnenuanbHbIM KaTErOpUsIM MEPCOHANIBHBIX JTAHHBIX OTHOCSATCSA:

a) CBeneHus1, Kacaroluecs pacoBoi MPUHAIICKHOCTH.

0) CBeneHus, Kacaroliecs rpakJaHCTBa.

B) CBejieHMs, Kacaroluecs MOJIUTUYECKUX B3TJISAI0B.

r) CBeieHus, Kacaloluecss HHBAJIUTHOCTH.

16. C Touku 3penus ¢eaepanbHOro 3akoHa «O NMepCOHAIBHBIX JaHHBIX» K OHOMETPUUYECKUM
MEPCOHAIBHBIM JIaHHBIM OTHOCATCS:

a) Bce cBeneHus, KOTOpble XapaKTepU3YIOT (DU3MOIOTHYECKHE M OUOIOTHYECKue
0COOCHHOCTH 4eJI0BEKa, Ha OCHOBAHUU KOTOPBIX MOKHO YCTaHOBUTH €0 JIUYHOCTD.

6) Csenenusi, KOTOpble BHOCATCA B 0azy OMOMETPHMUYECKMX [aHHBIX Tpa)IaH
Poccuiickoit deneparum.

B) Bce cBenmeHHs, KOTOpBIE XapaKTEepH3YIOT (DPU3HOJIIOTHYECKHE U OHMOIOTHYECcKue
O0COOCHHOCTH YeJIOBEKa, HA OCHOBAaHHHM KOTOPBIX MOXKHO YCTaHOBUTBH €0 JIMYHOCTh, U
KOTOpPBIE UCIOJIB3YIOTCS AJIs1 yCTAHOBJIEHUSI €r0 JIUYHOCTH.

17.Kto 00si3aH yOenuThCs B TOM, YTO HHOCTPAHHBIM TOCYAAapCTBOM, Ha TEPPUTOPHUIO
KOTOpPOr0  OCYILECTBJISIETCSl Iepefadya IEepPCOHAJIbHBIX JAaHHBIX, oOOecrneynBaeTcs
aJieKBaTHas 3alIUTa MPaB CyObEKTOB MEPCOHANBHBIX JaHHBIX?

a) Oneparop.

0) FOpuanueckoe 11110, KOTOPOMY MOPYUHUITH 00PaOOTKY.

B) Hukro.

r) Pockomuazazop.

18. CyObeKT nepcoHalbHBIX JaHHBIX UMEET MPABO Ha MOJyUYeHUE cienyroei nudopmanuu,
Kacaroleicss 00padoTKH ero MepcoHaIbHBIX JaHHBIX:

a) [IpaBoBbIle OCHOBaHUS U 11eJIM 00pabOTKU MEPCOHATIBHBIX JAHHBIX.

0) IlouMeHHBIN TepeueHb COTPYAHUKOB OMepaTopa, KOTOpble UMEIOT JOCTYN K €ro
NIEPCOHAIBHBIM JTAHHBIM.

B) CBenmenusi 00 OCYIIECTBICHHON WWJIM O MpPEANojaraéMoil TpaHCTPaHUYHOMN
nepegavye JaHHBIX.

r) CBeZieHHs O MIPUMEHAEMBIX OIEpaToOpOM CpeJICTBAaX 3aIUThl HHPOPMALIUH.

19.1lpaBo rpakJaHWHA Ha TMOJydYeHHe WHGPOPMAIMK, Kacaromehncs o0paboTku ero
NEPCOHAIBHBIX JAHHBIX, MOKET OBITH OIPAaHUYEHO:

a) Ha ocHOBaHMM 3asiBIIeHUS IPYTOTO CyOBEKTa MePCOHANTBHBIX JaHHBIX.

6) B ciyuasx, ecnu 00paboTka MepCcOHAIBHBIX JAHHBIX OCYILIECTBISIETCS B CIydasXx,
IIPEAYCMOTPEHHBIX 3aKOHOAATENbCTBOM Poccuiickoil ®Pexepanuu O TPaHCIOPTHOU
0€30I1aCHOCTH.

B) B ciyuasx, ecin o0OpaboTka NMepCOHATBHBIX JAHHBIX OCYIIECTBISIETCS B ILIEJSAX
00OpOHBI CTpaHbl, 6€30MaCHOCTH TOCYJapCTBa U OXPaHbl IPABOMOPSIKA.

r) B cnyuasx, ecnu o6paboTka nepcoHanbHBIX JAaHHBIX OCYILIECTBIIIETCS B paMKax
3aKOHHOM JI€ATEIbHOCTU CPEICTBA MACCOBOM MH(OpPMAIUH.

20. KonTponb ¥ Hag30p 3a BBHINOJIHEHHEM Mep MO obecredeHuio 0e30MacHOCTU
NEePCOHATBHBIX JAHHBIX OCYIIECTBISIET (OCYIIECTBISIOT):

a) MunkomcBs3u Poccun.

6) Pockomuamzop.

B) ®Cb Poccun.

r) ®CTOK Poccumn.

21. Kako# opran rocy/1apCTBEHHOM BJIACTH MMEET MPABO O3HAKOMIIEHHUSI C MEPCOHAIbHBIMU
JAHHBIMH [IPU OCYILECTBICHUH KOHTPOJIBHBIX U IPOBEPOYHBIX MEPOIPUATHI?

a) ®Cb Poccun.

6) Pockomuamzop.

B) ®CTIK Poccun.
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22.JIuna, BUHOBHBIE B HAPYILIECHUH TMOJOKEHUN 3aKoHOAaTenbcTBa Poccuiickoit deneparuu
B 00JaCTH MEPCOHAIBHBIX JAHHBIX NMPH 00pabOTKE MEPCOHATBHBIX NAaHHBIX PabOTHHKA,
MOTYT OBITh IIPUBJICYEHBI:
a) K yroioBHoO# OTBETCTBEHHOCTH.
0) K nucruruinHapHoi OTBETCTBEHHOCTH.
B) K amMuHHMCTpaTUBHON OTBETCTBEHHOCTH.
r) K MmaTepuaibHOIi OTBETCTBEHHOCTH.

Tect mo Teme 1.3 Opranu3annoHHbIe OCHOBBI 00ecneyeHrsi HH(POPMAIIUOHHOM
0e30macHoOCTH

1. Pacmonoxxute B NMpaBUIBHOM IMOPSAAKE dTambl paboT mo obecrneyeHHuto Oe30MacHOCTH
nHpopmanuu.
1) OnieHka cooTBETCTBHS 00BbEKTa HHPOPMATH3AIIHH.
2) BoisiBnenue v aHanu3 UHQOPMAIIMOHHBIX aKTHBOB.
3) IlpoekTupoBanue (pa3paboTKa) CUCTEMBI 3alIUTHl HHPOPMAITUH.
4) dopmupoBaHue TpeOOBAHUH K 3aIIMTe HHPOPMAIIUH.
5) BHeapeHue cucteMsl 3alUThl HHPOPMAIUH.
6) DKcIuTyaTanus CUCTEMbI 3alIUThl HH(GOPMAIUH.

a)1)2)3)4)5) 6).
6)4)2)3)5)1)6).
B)2)4)3)5)6)1).
r)2)4)3)5)1)6).

2. Ilycts He 00e3MMYEHHbIE MEPCOHAIBHBIE JAaHHBIE O COCTOSHUM 370POBbS BCEX I'pakJIaH
SpocnaBckoii obmacti 00pabaThIBAIOTCSI B MH(POPMALMOHHON CHUCTEME, Ui KOTOPOM
aKTyaJbHbl YIpO3bl CBA3aHHBIE C HKCIUTyaTallMeil ysS3BUMOCTEH B MPUKIAJHOM, HO HE B
CHCTEMHOM TIpOTrpaMMHOM obecrieueHun. Kakoil ypoBeHb 3alIUIIIEHHOCTH JOJDKEH OBITh
YCTAHOBJIEH U1 TAKUX NEPCOHATbHBIX JAHHBIX?

a) Y31.
0) V32.
B) ¥33.
r) V34.

3. Ilycth He 00e3nuYeHHbIE IEPCOHATIbHBIE JaHHBIE B TOM yucie GoTorpadusi COTpyIHUKOB
HeOonpmoro (1o 10 000 coTpyIHUKOB) Npeanpuatusi oOpabaTBHIBAIOTCS B CHUCTEME
KOHTPOJISI U YIPAaBJICHUS JOCTYIIOM, Ui KOTOPOW aKTyalbHBI yrpo3bl HE CBSI3aHHBIE C
HKCIUTyaTalel ysa3BUMOCTEH B NMPHUKIAJHOM U CUCTEMHOM NPOrPaMMHOM 00€CHeUeHHH.
Kakoii ypoBeHb 3aIIMIIEHHOCTH JOJDKEH OBITh YCTAHOBJICH JISi TAKUX MEPCOHATBHBIX
MAHHBIX?

a) Y31.
0) V32.
B) ¥33.
r) V34.
4. BHemHWe HapyLINUTEIN PEATU3YIOT YIPO3bI:
a) VI3 BHeImHUX ceTeil CBsA3M 00IIero NOIb30BaHUS.
6) HenocpeacteeHHO B MHGOPMAIIMOHHBIX CUCTEMAX.
B) M3 ceTeil MexyHapOaHOT0 HH()OPMAITMOHHOTO OOMEHa.
r) Haxomsce B ipeaenax KOHTPOJIUPYEMOM 30HBI.
5. Tlpumepamu BHEIIHUX HApyIIUTENEH MOTYT SIBISTHCS:
a) [Tonb3oBarenu MHPOPMAITMOHHON CHUCTEMBI.
6) Konkypupyromue opranuszanuu.
B) HenoOpocoBecTHbIE MapTHEPHI.
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r) O6cmyKMBAIOMIUI TTEPCOHANT OpTaHU3AIIH.
6. Ilpumepamu BHyTPEHHHUX HAPYIIUTENEH MOTYT SIBISTHCS:
a) AIMUHUCTPATOPbl 0€30MaCHOCTH MH(POPMAITUOHHBIX CUCTEM.
0) CropoHHue PU3NIECKUE JTUTIA.
B) Jluna, oGecrnieunBaroiye CopoBOKACHUE TPOrPaMMHOT0 0OecTieyeHUsI.
r) KpuMuHanbpHbIE CTPYKTYPBI.
7. K 00BEKTUBHBIM YyIp0o3aM OTHOCSTCS:
a) OmuOKu 00CITYKHBAIOIIETO IMEPCOHAA.
6) HedexTsl, cOOM W OTKa3bl, aBapUM TEXHUYECKHUX CPEJCTB M CHCTEM OOBEKTOB
uH(POPMATU3AIIUH, A TAK XKe CUCTEM oOecTiedyeHuss 00BEKTOB HHPOPMATHU3AIUH.
B) [Ipupoausie siBneHus, CTUXUITHBIE O€ICTBUSL.
r) @aKTOPHI COIMATBHO-TIOIUTHIECKOTO XapaKTepa.

8. Yrpo3sl yreuku nHGOpMaIuu BO3MOKHBI TIOCPEICTBOM:

a) Bo3zgelicTBUS NMPOrpaMMHBIMH CpPEACTBAMH B KOMIUIEKCE C IpeIHAMEPEHHBIM
CUJIOBBIM 3JICKTPOMArHUTHBIM BO3/ICHCTBHUEM.

0) [lepenaun nHGOpPMAIHH 110 OTKPHITHIM KaHAJIAM CBSI3H.

B) [logkimroueHus K TEXHUYECKUM CPEACTBAM U CUCTEeMaM 00beKTa HH(OPMATHU3AIIHH.

r) O0paboTku nHGOPMAIIMY HA HE3AIHUIIEHHBIX TEXHHYECKUX CPEJICTBaX 00paboTKU
uHpopmanuu.

9. Yrpo3sl HECAHKIIMOHUPOBAHHOTO AOCTYNA K HH()OPMAIMH, PEATU3YIOTCS ITyTEM:

a) Konuposanust unopmannu Ha He3apETUCTPUPOBAHHBIN HOCUTENb HHPOPMAIUH.

0) XuIeHHs] HOCUTEIIS 3aluIaeMoi HHpopMarmm.

B) Ucmonp3oBaHuS ~ OporpaMMHOro  OOecriedeHHs  TEXHHYECKHX  CpEICTB
UH(POPMALIMOHHON CUCTEMBI, Yepe3 MPUMEHEHUE BPETOHOCHOTO IPOTPAMMHOTO KOJA.

r) CuJIOBOrO 3JEKTPOMAarHUTHOTO BO3JIEHCTBHUS MO MPOBOJHBIM JIMHUSM CBS3U Ha
MOPTHI BBOJA-BBIBOJIa CUTHAJIOB U TIOPTHI CBSA3H.

10. Kakue cpenctBa 3amuTbl MHGOpMAaNUd OOBIYHO NTPHUMEHSIOTCS MJig OOecredeHus

6e3omacHOoCTH HHGOpPMAIINH, 00padaThIBaeMOi Ha aBTOHOMHBIX KOMITBIOTEPAX:
a) CpencTBa 3a1uThl THPOPMALIUU OT HECAHKIIMOHUPOBAHHOT'O JIOCTYTIA.
0) MexceTeBble 3KpaHbI.
B) CpezacTBa Kpunrorpaduueckon 3amuTel HHGOPMALIUH.
r) CpeacTBa aHTUBUPYCHOM 3aIIMTBHI.
1) Cucrembl OOHApYKEHUs BTOPKEHUH.

11. Kakue cpenctBa 3amuThl  HMHPOpMAIMM MO3BOJIAIOT o0OecnedyuTh 0e30MacHOCTh
uHpOpMallMK, TepefaBaeMOd IO KaHajlaM CBS3M, BBIXOJAIIMM 3a HpEeAesbl
KOHTPOJINPYEMOMU 30HBI:

a) CpencTBa 3auThl THPOPMALIMU OT HECAHKIIMOHUPOBAHHOT'O JIOCTYTIA.
0) MexceTeBble 3KpaHBbI.

B) CpezacTBa Kpunrorpaduueckon 3amuTel HHOPMALIUH.

r) CucteMbl 0OHapy>KEHUS BTOP>KEHUI.

12. Kakoif BHJ cpeAcTB 3aliMThl HWH(GOpPMAIMK MO3BOJSET KOHTPOJIUPOBATH PA3JIMUHbIC
KaHaITbI TTepeadu HHPOPMAITUH: SJIEKTPOHHYIO ITOUYTY, MECEHKEPHI, CheMHBIE HOCHTEIN
uHpopmManuu?

a) IPS.

6) DLP.
B) IDS.
r) CSP.

13. Arrecranusi 00beKTOB HH(POPMATHU3AINH — ITO:

a) JlokyMeHTaJIbHOE YJOCTOBEPEHUE COOTBETCTBUS MPOIYKIIMU MM UHBIX OOBEKTOB,
NPOIIECCOB MPOCKTUPOBAHMS, IPOU3BOJICTBA, CTPOUTEIHCTBA, MOHTaXa, HAJAJKH,
HKCIUTyaTalliH, XpaHEeHUs, EPEBO3KH, pean3alliil U YTHIN3AlUH, BBITOJHEHHUS padoT
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14.

15.

16.

WIA OKa3aHWs yCIyr TpeOOBaHMSIM TEXHHYECKUX PpErjJaMeHTOB, IOJIOKEHHSIM
CTaHJApTOB, CBOJIOB MTPABUJI MJIH YCIIOBHSIM JJOTOBOPOB.

6) IIpsimoe M KOCBEHHOE onpeieeHne CoONI0IeHUs TpeOOBaHUM, TPEIbABIAEMBIX
K 00BEKTY 3alUTHI.

B) OduuuanbHOe NpU3HAHME KOMIIETEHTHOCTH (U3NYECKOTO WJIM IOPHINYECKOTO
JIMIIA BBITIOJIHATH pabOTHI B ONPEACTICHHON 00JacTH.

r) Kommiekc opraHn3aliMOHHO-TEXHUYECKUX MEpPONPHUSATHH, B Pe3ysibTaTe KOTOPBIX
MOCPEJICTBOM CHEIHMAIBHOTO JOKYMEHTA IMOATBEPKAACTCS, YTO OOBEKT COOTBETCTBYET
TpeOOBaHUAM CTaHJIAPTOB WJIM MHBIX HOPMAaTHBHO-TEXHUYECKMX JOKYMEHTOB IIO
0€e301acHOCTH H(POPMALIHH.

Kakoli 1oKyMeHT naeT mpaBo oOpaOOTKM MH(pOpPMAalMU C YKa3aHHbIM B HEM YPOBHEM
KOH(HICHIIMATHHOCTH ?

1) JIuneH3us.

2) Attectar akKpeaUTaI|H.

3) Cepruduxar.

4) AtTecTaTr COOTBETCTBUS.

Ha HacTOosAmmMii MOMEHT CpOK JEHCTBMs aTTecTaTa COOTBETCTBHUS HH(OPMALMOHHOMN
CHCTEMBI, B KOTOpOW oOpabaTsiBaeTCsi KOH(pUICHINANbHAs HHPOpMAIKs, B CIy4ae, eClin
B XO0JI€ €€ IKCIUTyaTalluy, B Hee He BHOCATCS CYILIECTBEHHbIE H3MEHEHMsI, COCTABIISCT:

a) 3 rona.

0) 5 ner.

B) Bechb cpok skcmutyaranuy nHGOPMAIIMOHHON CUCTEMBI.

TectupoBaHue Ha IPOHUKHOBEHUE — ITO CKOpEe:

a) AHanu3 ysI3BUMOCTEH HH(OPMALIMOHHON CUCTEMBI.

6) WcnoblTanus cucTembl 3alIUThl MH(GOPMAIMKU IMYTEM OCYILIECTBJIEHHUS HOIBITOK
HECAaHKIIMOHUPOBAHHOTO AOCTYyMA (BO3ACHCTBUS) K NH(OPMAIIMOHHOH CHCTEME.

Tect o Teme 2.1 ApxuTeKkTypa KOMNbIOTEPa

3a HEMOCPECTBEHHOE BHITIOJIHEHUE OTIEPAIMH B TIPOIIECCOPE OTBEUYALT:
a) Apu(pMeTHKO-IOTUYECKOE YCTPOICTBO.
0) Komr-nmamsts.
B) biiok ynpasnenusi.
r) Perucrpsi.
Ucnone3ys 10 OuT st aapecany siueek maMsTh pasmepoM | OaillT, MBI cMOXKeM
00€ecTeunThb aapecaliio CIeaymero o0bemMa naMsTh:
a) 10 Gaiit.
0) 80 OaiiT.
B) 1024 Gaiir.
r) 1024 Gur.
Pacrnionoxxurte B mopsiike yBenu4eHUss 00beMa aMsITH.
a) Ctpanwura.
0) bur.
B) CioBo.
r) bank.
n) Sueiika.
Pacrionoxxute BUIBI TaMSATH B TOPSAKE YBETUYCHUNU CKOPOCTH PaOOTHI.
a) Peructpe! mporeccopa.
0) TBeproTenbHbIC HAKOMTUTEIH.
B) OcHOBHas (onepaTHBHAs ) aMSATh.
r) OnTuyeckue JUCKH.
1) MarHuTHBIE )KeCTKHE JUCKH.
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10.

11.

12.

13.

e) Komr-mamsts.

Kakas koH1eniust 0ObIYHO peaqnu3yeTcs B MPOLECCOPax BUICOKAPT?

a) MHO)XeCTBEHHBIH MOTOK KOMaHl, MHOXKECTBEHHbIN MOTOK JIaHHBIX.

0) OIMHOYHBIN MOTOK KOMaH/l, MHOKECTBEHHBIN IMOTOK JaHHBIX.

B) MHOXECTBEeHHbIN TOTOK KOMaH I, OIMHOYHBIHN MOTOK JTAHHBIX.

r) OIUHOYHBINA MOTOK KOMaH/I, OIMHOYHBIN MTOTOK JTaHHBIX.

JJ1s COBpEMEHHBIX MarHUTHBIX KECTKUX JUCKOB XapaKTEPHO:

a) bonpmiast cTOoMMOCTB IO OTHOIICHHIO K TBEPIOTEIBHBIM HAKOTTUTEIISIM.

0) [locrenenHoe U3HAIIMBAaHKE TPAH3UCTOPOB.

B) Hannume MexaHWYeCKHX 3JIEMEHTOB.

r) Pacnonoxxenue koHTposiepa Ha MaTEpUHCKOH TIaTe.

1) Bonpmmii 00beM mamMsTH MO0 CPABHEHUIO C TBEPOTEIbHBIMUA HAKOMIUTEIISIMHU.
Kakas mumna nHaubonee pacmpocTpaHeHa Ha TEKYyHIMM MOMEHT B NEPCOHAIbHBIX
KOMITBIOTEpAX:

a) ISA.

0) PCL

B) PCI Express.

r) SCSL
[Tycth TakTOBas yacToTa MIMHBI KOMIbIOTEpa cocTaiser 5 [T, 3a onuH TakT mo mmuHe
MOJKHO mepeaath 16 6ut. OueHuTe CKopocTh nepenayn nHpopmanmuu mo muHe?

a) 80 MeraOuT B CEeKyHy.

0) 10 ['urabaiit B cexyHy.

B) 80 ['urabGaiiT B cekyHay.

r) 21 I'mrabaiit B cekyHy.

J1J1s TpOEKIIMOHHO-EMKOCTHBIX CEHCOPHBIX SKPAaHOB XapaKTEePHO:

a) Beicokast CKOpOCTh OTKIIMKA TP KacaHUH.

0) Bo3MOoxHOCTB yrpaBieHHs pa3TUYHBIMU YCTPOHCTBAMHU.

B) [lognepxka multi-touch.

r) HeBo3MOXXHOCTB OnpeieneHus: CUIIbl HaKaTHsL.

n) [IpoGnema «aBOEHUA».

DneMeHTaMU KUJAKOKPUCTATTNYECKOT0 MOHUTOPA SIBISIOTCS:

a) JlyueBas TpyOka.

0) Mcrounuk cBera.

B) JKK-marpuna.

r) [13C-matpuna.

1) DIEKTPOIBI.

Kakoii anemeHT mpuHTEpa OTBeYaeT 3a (PUKCaIMIo TOHEpa Ha Oymare:

a) ®ortoBai.

6) TepmoBat.

B) Ponuk nepenoca.

r) Ban nonaun ToHepa.

Haznauenuewm na3epa B IBETHOM MTPUHTEPE SBIISIECTCS:

a) Hanecenue Tonepa Ha ¢oroBai.

0) duxcamus ToHEpa Ha Oymare.

B) YaneHue HeCyIIMX 3aps 3JI€MEHTOB ¢ (oToBajA.

r) [logaua Oymaru B mpuHTEp.

DneMeHTaMU UPPOBON BeO-KaMephl SBIISIOTCS:

a) doromuieHka.

0) OOBeKTHB.

B) [I3C-marpura.

r) @ukc-pokyc

1) Iporeccop.
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14. JIns KoHAEHCATOPHBIX MUKPO(OHOB XapaKTEPHO:
a) Cnabast 9yBCTBUTEIBHOCTD.
0) YCTOHYMBOCTB K yaapam.
B) BpICcOKast 4yBCTBUTENBHOCTb.
r) 3aBUCUMOCTH OT [TapaMETPOB OKPY>KaIOLIEH cpebl (TeMIiepaTrypbl, BIaKHOCTH).
n) [Ipumenenue B cTy1usX 3ByKO3aIIUCH.

Tect mo Teme 3.1 BBenenne B I/IH(l)OpMaIII/IOHHle 0€e30IacHOCTD ONEPAMUOHHBIX CUCTEM

I. Ilycte B OC peanu3oBaHO IUCKPELMOHHOE YMPABIEHUE JIOCTYIIOM CO CIEAYIOIIMMHU
npaBaMu: uTeHue(r), 3anmuch(w) u ucrnoiaHeHue(X). IlpucyrcTByer daim mpriioKeHus
«KanpkynsTop.exe» €O cleAyronuMm crnuckom npoctyna: (Amuca: rwx), (bopuc: rx).
Bri6epute npaBusibHbIC YTBEPKICHUS:

a) Anuca MOXeET 3alyCTUTh npuioxenue «Kanpkynsarop.exey.

6) bopuc He MoxxeT 3anmycTuTh npuioxkenue «Kanpkynstop.exey.

B) AJiica HE MOXKET H3MEHHTH coiep kuMoe (aitna «KampKysaTop.exey.
r) Bopuc Moxet usmMeHuTs conepxxkumoe Qaiina «Kanbkynstop.exey.

2. Ilycte B OC peann3oBaHO TPYIIIOBOE YIPABJICHHUE JOCTYIIOM CO CIECAYIOIUMH IIPaBaMu:
yrenue(r), 3anuch(w) u ucnonHenue(x). IlpucyrctByer daitn «Hakmagnas.docx» co
ciaenyromum crnuckom gocrymna: (bByxramrepsr: rw), (Kypweps: r), (Ammca: rw). B
CHUCTEME 3aJaHbl pPOJHM, B KOTOPbIE BKJIIOYEHBI COOTBETCTBYIOIIME MOJIb30BATEIH:
(byxranteper: bopuc, T'anuna), (Kypeepsl: Bukrop). Breibepute mnpaBuibHbie
YTBEPKIACHHUS:

a) bopuc He MoxeT u3MeHuTh conepkumoe daiina «Haxmagnas.docx».
0) [NanuHa MokeT unTaTh coaepxkumoe (daiina «Hakmagaas.docx.

B) BuxTop MoxeT m3MeHuTh coaepkumoe (aiina «Hakmamnas.docxy.
r) BukTtop moxeT untath cogepxumoe ¢aiina «Haknagnas.docxy.

1) Anrca MOXET U3MEHHUTH cofiepkumoe (paitna «Hakmagnas.docxy.

3. Ilyctp B OC peann3oBaHO MaHIAaTHOE YIpasieHHe noctynoMm. IlpucyrctByer ¢aiin
«log.txt» ¢ ypoBHeM cekperHocTH 1. [IpHCyTCTBYIOT monb30BaTeny Ajnca ¢ ypOBHEM
nomycka 1, bopuc ¢ ypoBHeMm nomycka 2 u Bukrop ¢ ypoBHem gomycka 0. Beibepure
MIPABWIILHBIC YTBEPIKICHHS:

a) Buktop MoxxeT u3MeHuTh cojepxkumoe (aiina «log.txty.
6) BuxTop MoxeT unTtaTh copepxkumoe daiina «log.txt».

B) Allrca MOXKET U3MEHUTH cojiepkumoe (aiina «log.txty.
r) Alca MOXET YuTaTh cojiepkumoe (aiina «log.txty.

1) bopuc moxer n3meHuTh coaepxumoe (aiina «log.txty.
e) bopuc Mmoxet untarh coaepxkumoe daiina «log.txty.

4. Tlycts B OC peanuzoBaHa Mojenb 1enocTHOCTH buba. IlpucyrerByet daiin «log.txt» ¢
ypoBHeM 1enocTHOCTH 1. [IprCcyTCTBYIOT monb3oBarenn AlMca ¢ ypOBHEM IIETTOCTHOCTH
1, Bopuc ¢ ypoHeM nenoctHocTH 2 U Bukrop ¢ ypoBHeMm nenoctHoctu 0. Beibepure
MIPABWIILHBIC YTBEPIKICHHS:

a) Buktop MoxeT n3MeHuTh cojepxkumoe (aiina «log.txty.
0) Anrca MOKET H3MEHUTH Coiep)kuMoe (aitna «log.txty.
B) bopuc MmoxeT namMeHuTh conepxkumoe daiina «log.txty.
r) Bece Tpoe MoryT untath comepxkumoe (aitna «log.txty.

5. BribepuTte npaBuiIbHBIE YTBEPKIEHUS 0 ayTeHTU(UKamu B coBpeMeHHbIXx OC:

a) [laponu monp30Batenst XpaHATCS HA JAMCKE, HA KOTOPOM yCTaHOBJICHAa CHUCTEMa, B
MepPBOHAYAILHOM BH/IC.

06) DOtanoHHbIE 3HAYEHMs, HEOOXOIMMBIE JUISI TPOXOXKIECHUS OUMOMETPHUYECKOMN
ayTeHTU(UKAINKU, XpaHITCS B CHCTEME B HEJOCTATOYHOM IS BOCCTAHOBJICHHUS
M3HAYAIbHBIX OMOMETPHUECKUX JTAHHBIX 00bEeMeE.
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6.

7.

8.

9.

B) TokeHn ¢Qu3nueckn HW3TOTOBJIEH TaKKUM O00pa30M, 4YTO CYHMTHIBAHHE C HETO
3aKpBITOTO KJII0Ya SBIISETCS HEBO3MOXKHOM MITH JOPOTOCTOSAIICH orepanuei.

r) Jns ayTeHTH(QUKAIUU C MOMOIIBIO TOKEHA B CHUCTEME JOJIKEH MPUCYTCTBOBATH
OTKPBITHIN KIFOY MOJIb30BATENsI, COOTBETCTBYIOIIUI 3aKPHITOMY KIIIOUY Ha €r0 TOKEHE.
UTto He BXOAWT B MeTalaHHbIe (aiisa (BbIOEpUTE OJIMH BapHaHT)?

a) Bpems co3nganus daiina.

0) Anpec KOPHEBOM TUPEKTOPHH.

B) Bpems mogudukanuu daiina.

r) Aapeca KIacTepoB COAEPKUMOTo (aityios.

1) Uadopmanus o Bnanensle daiina.

Bri6epuTe BepHbIE YTBEPKIEHUS O YIPaBICHUH MaMAThIO B coBpeMeHHbIX OC:

a) CoBpemenHble OC HCIOJIb3YIOT BUPTYaIbHYIO 1aMSATh.

6) CoBpemennbie OC He 3alIUIIAIOT MaMATh OJHUX MPOIECCOB OT YTCHHS JAPYTUMU
IpOIIECCaMH.

B) CoBpemennbie OC pazzensitoT o010 MaMsTh MEXKIY MPOILIecCaMu, YacTO B TaKOM
MaMATH HaXOASATCs OMOTUOTEKH.

r) CoBpemennsie OC HUKOT/Ia HE BBITPYKAIOT YACTH ONEPATUBHON MaMSATH Ha JHCK
BO BpeMs paboTBhI.

n) B coBpemennbix OC mamsTh pa3OuTa Ha MalleHbKHE (parMEHTHI, Ha3bIBacMble
CTpaHHIIAMHU.

BribepuTe BepHbIE YTBEPKIECHUS O IIIAHUPOBILUKE:

a) [lmaHMpOBHIMK BBIIEISIET MPOIECCOPHOE BpeMs KOPOTKHMMH WHTEpPBAIaMH,
HA3bIBAEMBIMU KBAaHTaAMHU.

0) B ciydae uCHONHEHHUS MPOIECCOM HWHCTPYKIMH, IS 3aBEPIICHUS KOTOPOH
TpeOyeTcst JUIMTeNbHOE OXKUAAHWE, TUIAHUPOBIIUK MNEPEBOIAUT IMPOILECC B COCTOSHUE
«3a0J10KHpOBaH» W HE OyJeT BBIACIATH €My MPOIECCOPHOE BpEMs, MIOKa COCTOSIHHE HE
CMEHHTCS Ha «TOTOBY.

B) [lns paboThl IMIaHWPOBIIMKA IPOIECCH JIOJKHBI CaMHU TIepelaBaTh Ha HETO
yOpaBlieHHEe, TaK Kak KoMmIbloTepsl He mnpeaoctaBimsitor OC  wmexaHusma Uit
NEPUOIMIECKOTO MPEPHIBAHMS BHIITOTHEHHS MOJTB30BATEIHCKOTO TPOIIEecca.

r) B mmaHupoBaHMM MO TpUOPUTETAM BCE MPOIECCHl C PAa3HBIMU MPHOPUTETAMU
MOJTYYar0T PUMEPHO OAMHAKOBOE KOJIMYECTBO BPEMEHH.

Bribepure BepHOE yTBEpKIeHHE (BBIOEPUTE OJTUH BAPHAHT):

a) OC peanim3oBaHa anmapaTHO B IPOIECCOPE.

6) OC peanu3oBaHa anmapaTHO B MATEPUHCKOM Ij1are.

B) OC — mnporpammHoe obecreueHue, KOTOPO€ TMPEeAOCTaBISIET MPUIIOKEHUSIM
pecypchl anmapaTHOro odecreueHusi KOMIIbIOTepa B BUJIE YJOOHBIX aOCTpakiuii, HO He
yIpaBIISIET 3TUM aIapaTHbIM 00ECTICYCHUEM.

r) OC — mnporpamMmmHOoe oOecrneyeHHe, KOTOpOe MPEJOCTaBIIsAeT HPUIOKEHUIM
pecypchl  amnmapaTHOTO OOECTEYEeHHs] KOMITbIOTEpa B BHUAC YNOOHBIX aOCTpakiuid u
YIOPaBISET 3TUM anlapaTHbIM 00€CTICYCHHEM.

10. Boibepute BepHOE yTBEpKAeHHE (BHIOEPUTE OANH BAPUAHT):

a) B OC komnbloTepa ¢ OJHOSAECPHBIM MPOLECCOPOM B KaXKJIbIi MOMEHT BPEMEHHU
MOJKET paboTaTh TOJIBKO OJIMH MpOIIECC.

6) B OC kommbioTepa € OJHOSAECPHBIM IPOILECCOPOM Yy MPOIECCOB BCeria
MPUCYTCTBYET TOJIBKO OJUH MOTOK.

B) B OC xommbioTepa ¢ MHOTOSIEPHBIM IPOLECCOPOM B KOHKPETHBII MOMEHT
BPEMEHH MOTYT BBIIIOJIHITCS HECKOJIBKO MMOTOKOB OJIHOTO MpoIiecca.

r) B OC xoMmbioTepa ¢ MHOTOSIZIEPHBIM IPOLIECCOPOM KOHKPETHBIM MPOIecC MOXKET
UCIIOJIb30BaTh TOJIBKO OJJHO SIIPO IPOLIECccopa.
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Tect nmo Teme 3.2 UndopmanuonHasi 60e30aCHOCTD ONEPANMOHHBIX CHCTEM ceMeiicTBa
Windows

1. Ha ocHoBe kakux maHHbIX cyobekTa OC Windows nmpuHUMAET pemieHne o JocTyne?
a) Xelll 3Ha4eHue MapoJis MoJIb30BaTels, 3allyCTUBILIETO MPOLEeCC.
0) TokeH nepeBOIIOICHHUS.
B) UnenTudukarop mpouecca.
r) TokeH noctyma.
1) bazoBbIii IpHOpHUTET IIpoliecca.
2. Ha ocHoBe xakux ganHbiXx 00bekTa OC Windows mpuHUMAET penieHne o J0cTyne?
a) [IpuBuneruu.
0) Token noctyma.
B) JleckpunTop 6€30MacHOCTH.
r) CUCTEMHBII CIIMCOK yNPABIEHUS 1OCTYIIOM.
1) Crioco6 ayTeHTU(UKAITUN TI0JIb30BATEIS.
3. Kaxue npumuTuBHBIE paBa 00beanHsAeT B cebe npaso ureHuss OC Windows?
a) «Yrenue arpubyTOB 0€30MACHOCTI.
0) «UTeHue cuCTEMHBIX aTpUOYTOBY, «UTEHUE aTPUOYTOB 0€30aCHOCTH.
B) «YTeHHE JaHHBIXY.
r) «UTeHne CHUCTEMHBIX aTpUOYTOBY», «UTCHHE aTPHOYTOB OE30MACHOCTHY, «UTCHHE
JTAHHBIX).
n) «YUTeHne CUCTEMHBIX aTpuOyTOB», «4TE€HHE aTpHOyTOB OE30MAaCHOCTHY, «UTCHHE
JAHHBIX», «BBIIIOJIHEHUE (AUIOB» U «IIEPEXO0]] B TUPEKTOPUIO».
4. BriOepure mpaBUIbHBIE YTBEPKICHUS O MaHAaTHOU nonmTHke «He-3anuceiBaTh-BBepx»
OC Windows:
a) ObecrnieunBaeT CBOMCTBO 1IEJIOCTHOCTH JIaHHBIX.
6) ObecrieunBaeT CBOMCTBO KOHPUICHITMATBHOCTH JIAHHBIX.
B) Mcnonb3yercs B cucteMe TONbKO JIIsl 0ObEKTOB CETEBBIX COKETOB.
r) HesiBHO ucnonn3yercs mst Bcex NTFS-daitnos.
n) PazperaeT noctyn Ha 3aluCh TOJIBKO CyOBEKTaM C YPOBHEM LIEIOCTHOCTH PaBHBIM
WK OOJBILINM IO OTHOILIEHHIO K YPOBHIO IIEIOCTHOCTH 00BEKTa 10CTYTA.
5. Kakue u3 nepeuncinennsix npaB OC Windows npeocTaBisieT 0 YMOTYAHUIO BIIAJENbILy
daiina?
a) Yurate CCY /L.
6) Yurats JICY .
B) Hutath copepxumoe ¢aiina.
r) M3mensars JICY /L.
n) M3mensts CCY .
e) 3mensaTs conepkumoe ¢aiina.
6. BpiOepere mpaBWIbHBIE YTBEPXKIACHHS OTHOCUTEIBHO alrOPUTMA  OINpeAeTIeHUs
npaBomepHocTH goctyna OC Windows:
a) IlepBeiM pelicTBUEM SBJSIETCS MpPOBEPKAa COOTBETCTBHS JOCTyNa MaHIaTHOMN
MOJINTHKE.
6) IIpoBepka COOTBETCTBHS JOCTyNa MaHIATHOM MOJUTHKE OCYLIECTBIIAETCS MOCIE
ananu3a 3anuceit JICY /.
B) Eciu npu nocnenosarensHoM ananuze 3anuceit JICY /[ okas3biBaercs, 4TO OAHO U3
3anpamnBacMbIX IIpaB 3alPEIIAeTCs B TEKYLIEH 3aIIMCH, TO TOCTYI 3allPEIaeTCs.
r) Ecnm mpu mocnenoBarensHoMm aHanmuse 3amucer JICY ] paspemaroniue mpaBa
TEKyIleW 3alucu B CyMME C pa3pellalollMMU [paBaMU MNPEAbIAYIIUX 3anucei
MEePEKPbUIN BCE 3allpalliiBaeMble MpaBa, TO JOCTYII pa3peraeTcs.
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1) Ecnu B cniuckax JICY 1 He ObuTO 3ampeniaroniux 3amnpaniiBaeMble IpaBa 3armcei,

U B TO K€ BPEMsI BCE pa3pelIAlOIINe 3allUCU HE NEPEKPBUIN 3allpallliBaeMble MpaBa, TO
JOCTYII 3aIpetiaercs.

7. Kaxas npuBmierust OC Windows 1mo3BosisieT unTarh J1000# ¢aiin BHE 3aBUCUMOCTH OT

3aJaHHBIX npaB?

a) [IpuBuierus co3ganust pe3epBHBIX KOMUM.

6) IIpuBuierust U3MEHEHHsI CHCTEMHOTO BPEMEHU.
B) [IpuBmiierus 3aBepueHust paboThl CUCTEMBI.

r) [IpuBunerus yBenudeHus: padbodero Hadbopa.

n) [IpuBunerus coznanus ¢aiiia NOAKAYKH.

8. BriOGepuTe cynHocTH, HEe BXoasmue B TokeH goctyna B OC Windows:

a) SID monw3oBarers.

6) JICY ]I Bcex 0ObEKTOB CUCTEMBI.
B) SID-bI rpymi.

r) CCY ]I Bcex 00bEKTOB CUCTEMBI.
n) [IpuBunerun.

9. BribepuTte CymHOCTH, BXOASIIUE B AecKpunTop 6e3omnacHoctu oobekra B OC Windows:

a) SID Bnanenbia 00beKTA.

6) JAMCKpeMOHHBIH CIIUCOK yNpaBJIEHUs 10CTYIIOM.

B) CucCTEMHBIN CIMCOK YIPABIIEHUS JOCTYIIOM.

r) Criucok TOKEHOB J0CTYyIa MPOLECCOB, OCYIIECTBISIIOIUX JOCTYI K OOBEKTY .
1) YpOBEHb 1IETOCTHOCTH.

10. Kakue wu3 IMIYHKTOB TIPpaBHUJIbHO  OIIMCBIBAIOT (I)I/IJ'ILTpOBaHHHﬁ TOKCH J0CTyIla

apmuauctparopa B OC Windows?

a) YpOBEHb LIEITOCTHOCTH YCTAHABIIUBACTCS CPETHHIM.
0) YpoBeHb 1IETTOCTHOCTH yCTaHABINBAETCS BHICOKHUM.
B) CriuCOK MpUBUIIETUNA, KOTOPbIE MOTYT MOMACTh B (MIBTPOBAHHBIA TOKEH, CHIIBHO

OTpaHHUYEH.

r) Ilpu ompenenenun mnpaBoMepHocTH Joctyna cpenu 3anuceit JACY]J] ¢ SID

aJMMUHHMCTPATUBHBIX TPYII OYyT yU4TEHBI TOJBKO 3aIlpeliatolIue.

I[) Croucku HpI/IBI/IJ'Iel"I/Iﬁ OJWHAKOBEI B OOBIYHOM H q)HHLTpOBaHHOM TOKCHE JOCTYIIa

aJIMUHHCTpATOpA.

Tect no Teme 3.2 Undopmannonnasi 6e30nacHOCTb ONEePALIMOHHBIX CHCTEM ceMelicTBa

1.

Linux

Ha ocHoBe kakux qaHHbIX cyobekta OC Linux npuHUMaeT perieHue o 1ocrymne?

a) SUID-6wur.

0) Sticky-0urt.

B) YueTHbIE JaHHBIE.

r) UID nporiecca.

1) DIIEKTPOHHAS MTOANUCH TPOrPAMMBI.

2. Kaxkue npasa npucytctBytoT B OC Linux:

a) Ucnonuenue.
0) Urenue i-node.
B) Utenue.

r) Yaanenue.

1) 3amnuchk.

3. Jns gero cayxut SUID-6ut B OC Linux?

a) [To3BossieT 3amycTUTh NPUIIOKEHNE OT UMEHH BIajiesiblia (aiiia mpuIoKeHus.
6) ITo3BoJsteT 3amyCcTUTh MPUIIOKEHUE OT UMEHHU CYTEpPIIOIb30BaTEeIs.
B) [lo3Bossier 3anyctuth npuiokenue ¢ npusuierneit CAP_SYS ADMIN.
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4.

5.

10.

r) [To3Bossiet 3anycTuTh npuiiokerue ¢ UID paBHBIM HYITIO.

A1)  3ampemaer  3alycK  NPWIOKEHMsT  BCEM  IOJb30BATENsAM,  KpPOMeE
CYIIEPIIOJIb30BaTENS.
UYro nmenaeT Macka B CIIMCKE yripaBiieHus qoctynom (aiina B OC Linux?

a) 3aJaeT MaKCUMaJlbHbIE IPaBa, KOTOPbIE MOXKHO MOJIyYUTh U3 3alUcel Ui IPyIIIL.

0) 3azaeT MaKcUMabHbIE IPaBa, KOTOPbIE MOYKHO MOJIYYUTh U3 3aIIUCH OCTAJIbHBIX.

B) 3aJaeT MaKCUMaJbHbIE MpaBa, KOTOPbIE MOXHO IOJYYUTh U3 3allUCH BiaJesblia
daiina.

r) 3agaeT MakCUMallbHbIE IIpaBa, KOTOPbIE MOXKHO IOJIYYHUTh W3 3amuced [uisd
II0JIB30BATEJIEN U TPYIIIL.

n) 3ajaeT MakCHUMajbHbIE IIpaBa, KOTOPbIE MOXHO MOJYYUTh M3 3amUced Ui
I10JIb30BATENIEH.
Uro Takoe cosb xemni-3HaueHus naposist B OC Linux?

a) Crpoka, KOoTOopas BBIOMpAeTCS MPH KaXKAO0H ayTeHTHU(HUKAIMU CIIydailHO s
o0ecrieyeHHs 6€30M1aCHOCTH MapOIIs.

0) CnyuaiiHo BbIOpaHHAsI MPU CO3JAHUM MAPOJS CTPOKA, KOTOpas CKIICUBACTCS C
XelI-3HauYe€HUEM I10CII€ BBIUUCIICHUS Xell-(QYHKIINH.

B) CnyuaifHO BBIOpaHHAs TPU CO3JAHUU TAPOJS CTPOKA, KOTOPAs CKIEHUBACTCS C
napoJieM nepeji BBIYMCICHUEM Xell-(DyHKIUH.

r) JlnuHa, 10 KOTOpOH ype3aeTcs MapoJb M0JIb30BATENs ISl KOMIIAKTHOTO XPaHEHUs
B CUCTEME.
Bribepure cymuocTH, BXOAAIIME B yueTHbIE JanHble mporecca B OC Linux:

a) UID nonp3oBatensi, 3ayCTUBIIETO MPOIIECC.

0) ['pynmnsl nosp30BaTeNs, 3aI1yCTUBILETO MTPOLIECC.

B) [IpuBunerumu.

r) [IpaBa ucnonusiemoro ¢aiina, U3 KOTOPOro OBLT 3aMyIIEH MPOIIECC.

1) dnar 3¢ heKTUBHOCTH TPUBUIICTUH.
Bri6epute cymiHocTy, Bxoasiue B aTpu0yThl 0ezonacHocty ¢aitna B OC Linux:

a) Tpoiika npaB U1 KaX10i TPyNIbl B CUCTEME.

0) [IpuBmiierumu.

B) Tpoiika npaB Biajensla Qaiina.

r) Tpolika mpaB mojb30Bareiei, He SBIAIOLIMXCA BlaaenplamMu ¢aiia U He
BXOJSIIUX B TPYIITY Biajienbla ¢aiisa no yMoIdyaHHIo.

n) Brnanenen ¢aiina.
Bribepure cymuocTu, Bxoadiye B aTpuOyThl 6e3onacHoctu ¢aitna B OC Linux:

a) Tpolika rpaB A5 KaXA0H TPYMIIbI B CHCTEME.

0) [IpuBunerumu.

B) Tpoiika npaB Brazaenbua gaitia.

r) Tpoiika mpaB moyib30BaTeneil, He SBIAIOLIMXCSA BiaAenblaMu ¢aina U He
BXOJISIIIMX B IPYyMIy Biajeiblia (aiisia o yMoI4aHuIo.

n) Brnanenen ¢aiina.
Kaxue nabopsl npusmieruit ects y ¢aina B OC Linux:

a) Hacnenyewmsie.

6) O dexTuBHbIE.

B) BHemnue.

r) OrpaHn4uBaroniye.

n) PazpemieHnsie.
Kaxkyro xem-¢pynkmuio ucnonaszyer OC Linux 11 BEIMUCICHUS XEIT-3HAUYCHUS TTapoJis B
OC Linux?

a) MD-5.

6) SHA-256.

B) SHA-512.
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r) SHA-3.

n) OyHKIUNA HECKOJbKO, OKOJIO XEII-3HAYEHUsI TMapoyisi XPaHUTCA HOMED
MCIOJIb30BaHHOM XemI-(pyHKINH.

11. Yro nenaer kouseiiep B OC Linux?

a) OuibTpyeT BHIBOJ KOMaH/IbI.

0) IlepenanpaBiisieT CTaHAAPTHBIN BBIBOJ KOMAHIbl C KOHCOJIM CTaHIAPTHBIM Ha BXO/T
JPyroi KOMaH/Ie.

B) [logHumaet npaa /10 mpaB CyNepIioib30BaTesl.

r) OTKIIa7bIBAaET BHIMOTHEHHE KOMaHbl HA YKa3aHHBIN CPOK.

Tect mo Teme 4.1 BBeieHne B apXUTEKTYPY JOKAJIbHBIX BHIYHCIUTEIbHBIX ceTeil

1. Kakoit nopsgok ypoBHel Mmoaenu OSI BepHBbIii?
a) Ou3nuecKkuil, KaHaJIbHBINA, TPAHCIIOPTHBINA, CETEBOW, CEAHCOBBIN, MPEICTABICHUS,
MPUKJIaAHOM.
0) dusnueckuii, KaHaJIbHBIN, CETEBOM, TPAHCIIOPTHBIN, CEAHCOBBIN, MPEICTABICHUS,
MPUKIIATHOM.
B) ®Dusnueckuii, KaHAIbHBIN, CETEBOW, TPAHCIIOPTHBIN, CEAHCOBBIA, MPUKIATHOM,
MIPE/ICTABIICHHUS.
r) ®Ou3nYecKuid, KaHaJbHBIM, TPAHCHOPTHBIN, CETEBOW, CEAHCOBBIM, MPHUKIIATHOM,
MIPE/ICTABIICHHUS.
2. Kakue npoTOKoIbl OTHOCSTCS K TPAHCIIOPTHOMY YpOBHIO Mozenu OSI?
a) UDP.
0) ARP.
B) IPv4.
r) GSM.
n) TCP.
e) DNS.
x) PPTP.
3. Kakoii ypoBeHb npeHa3HauEH AJIs ONpeAeNIeHUs My TH Nepeadn JaHHbIX?
a) Ousnueckuid.
6) CeaHCOBBI.
B) TpaHCHOPTHBII.
r) [IpencraBnenus.
1) KananeHbrid.
e) [IpuknaaHoi.
k) CeTeBoH.
4. Kakue ¢naru ucnosib3yrorces B mpotokosie TCP ist ycTaHOBICHUSI COSTUHEHUS ?
a) RST.
6) SYN.
B) FIN.
r) URG.
) ACK.
e) PSH.
5. Kakue npeumymiectsa ecte y FTTB?
a) Bricokast ckopocTh paboThl MIHTEpHET.
6) PaBHast ckopocTh IpreMa M nepeadu HHpopMarum.
B) HeszaBucumocTh CKOpOCTH 10CTyma OT 4Yucia abOHEHTOB, TMOAKIIOYEHHBIX K
KOMMYTaTopYy.
r) OTcyTCTBHE HEOOXOIMMOCTH Pa3MEIIeHUsI KOMMYTaTOpa MpoBaiepa B 3JaHUH.
6. Kakue Henocratku ectb y FTTB?
a) Huzkas ckopocTs pabotel IHTEpHET.
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10.

0) Pa3nas ckopocTh prema u nepeaayr HHGOpMaIIiH.

B) 3aBHCHMOCTh CKOPOCTH JOCTyla OT 4YHcia aOOHEHTOB, MOIKIIOUEHHBIX K
KOMMYTAaTopy.

r) HeoOxommMocTh pa3MenieHnsi KOMMyTaTopa MpoBaiiiepa B 31aHUU.

Bri6epute BepHbIe yTBEPKICHUS

a) TCP He rapanTupyeT 10CTaBKy JaTarpamm.

6) UDP He rapanTupyeTr J0CTaBKY AaTarpamM.

B) UDP rapantupyer qocTaBKy JaTarpamm.

r) TCP rapantupyeT 10CTaBKy JlaTarpaMM.

Kaxoit anpec oTHOCUTCS K aipecHOMY NPOCTpaHCTBY [Pv4?

a) 192.168.0.17

0) 129.256.0.0

B) 301.169.107.0.0.3

r) 127.0.1000.0
Kaxk paboraet xoHueHnrparop (xad)?

a) IIpu monydyeHnn makeTa JaHHBIX Xald MMepechlIaeT STOT MAKeT Ha BCE OCTAJbHBIE
CBOM MOPTHI.

6) Ilpm monydeHMu mnakera MAaHHBIX Xa0 MepechbUTaeT 3TOT TaKeT Ha IOPT B
cootBercTBUU ¢ Tabmuuer MAC-aapecoB. Ecaum cooTBeTCTBUS HET, MAaKeT
oTOpackIBaeTCsl.

B) [lpu monyyeHun mnakera JaHHBIX Xa0 MepecbUlaeT 3TOT MakKeT Ha MOpPT B
cooTtBeTcTBUU ¢ Tabnuueit MAC-aapecoB. Eciu cOOTBETCTBUS HET, B CETh OTIPABIISAETCS
ARP-3amnpoc.

Kaxk paboraer kommyTtaTop?

a) B ciyuae, ecnu ans ornpasnsiemoro MAC-aapeca HET COOTBETCTBHS, KOMMYTaTOP
pacchlIaeT MakeTbl Ha BCE MOPThI, KPOME I1OPTa-M10JTydaTesl.

0) Ilpu monmyuyeHUM MakeTa JAaHHBIX KOMMYTATOp IEpechUIaeT 3TOT MakeT Ha BCe
OCTaJIbHbIE CBOM MOPTHI.

B) Kommyrtarop xpaHur B mamsITH TaOJHIly KOMMYTAllMM, B KOTOPOH YyKa3aHO
conocrasiienne MAC-aapeca u HoOMepa mopTa KOMMyTaTopa.

r) Co BpeMeHeM KOMMYTAaTOp CTPOUT TaOiuIly [l BceX akTUBHBIX MAC-aipecos.

n) Tabnuua MAC-aapecoB koMMyTaTOpa CTaTUYHA U HACTPAaWBAETCS BPYUHYIO.

Tect nmo Teme 4.2 CeteBble yrpo3bl M MeTO/AbI IPOTUBOACHCTBUS UM

Kakwne ObIBarOT HCTOYHUKHN BOZHUKHOBEHHUS YSI3BUMOCTEH?
a) OmumbKu peanu3anuy.
6) Ommoku 00CTy)KUBaHHUS.
B) OmnOKy NpOeKTUPOBAHUS.
r) Ommo6ku HR-otaena.
Uro He BXxoauT B 6a30ByI0 rpymmy MeTpuk CVSS?
a) Crioco0 mosy4yeHus Jo0CTyma.
0) Bausinue Ha KOH(UAEHIINATBHOCTD.
B) Biusinue Ha monbp3oBarens.
r) [Tokaszarens ayTeHTU(DUKAIIIH.
1) CIIOXKHOCTB TTOTy9EHHSI TOCTYTIA.
Kakoii rpynnsl Mmetpuxk CVSS He cymecTByer?
a) KommiekcHas.
0) Bpemennast.
B) bazoBasi.
r) KonTekcrHasi.
Kewm pazpaborana CVSS?
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10.

a) ISO.

6) FIRST.

B) WWW.

r) UCLA.

Urto He siBngercs Mmetpukoit B CVSS?

a) CIIoXHOCTb aTaKu.

0) BiusiHue Ha 1OCTYITHOCTb.

B) JlIMTENBbHOCTD aTakH.

r) Crioco0 mosry4eHus JoCTyIa.

1) [Toka3zarens ayTeHTU(DUKAITUH.

UYro sABIISIETCS NACCUBHOM aTakom?

a) [IpocnymuBanue tpaduka.

6) OTka3 B 00CTy)KUBaHHH.

B) ®usnueckoe HanajeHue Ha OOBEKT.

) DKCIUTyaTalus ysa3BUMOCTH.

Uto Takoe 3BpUCTHUECKUN aHAIN3?

a) Meroxa, mpeaHa3HAUYEHHBINM Afii OOHApPY>KEHUS HOBBIX, €II€ HE BBIABICHHBIX
BUPYCOB.

0) MexaHu3M, HEOOXOAMMBIA [UUII OTCIICKUBAHMS HEU3MEHHOCTH (Ao,
JOKYMEHTOB, peecTpa, KOH(pHUTypanun o00pyJ0BaHusI.

B) Meron, OCHOBaHHBIH Ha MOCIEAOBATEIHLHOM MPOCMOTPE MaMATH YCTPOMHCTBA,
3arpy304YHBIX CEKTOPOB, (halJIOB B MOMCKE CUTHATYP M3BECTHBIX BUPYCOB.

UYrto Takoe 63k10p?

a) YacTe BpEIOHOCHOTO NPOTPAMMHOTO OOECHEUEHUs, PEATU30BAaHHOTO IS
COKPBITHS MPUCYTCTBUS STOTO BPEAOHOCHOTO KOJA U €r0 JIeWCTBUM.

0) Ilpunoxenue, wucnonb3yemMoe Jis JajdbHEHIIEd 3arpy3kd W 3alycka
MOJIHOIIEHHOT'O BPEIOHOCHOTO MPOTrPaMMHOI0 00eCTIeUeHHUS.

B) BpenonocHoe mnporpammHOoe oOecredeHue, KOTOpoe, IOMHUMO TMOJyUYEHUs
KOHTPOJISI HaJl 3apaK€HHBIM YCTPOMCTBOM, MBITAETCS 3aXBaTHTh IOJ CBOW KOHTPOJb
JpyTHE Y3IIbI CETH.

r) [Ipunoxenue, NO3BOISIONIEE YIIPABIATH KOMIIBIOTEPOM yIaJICHHO.

Urto Takoe pyTKUT?

a) YacTe BpEeIOHOCHOTO NPOTPAMMHOIO OOECHEeUeHUs,, peaTu30BaHHOIO s
COKPBITHSI MPUCYTCTBHUS 3TOTO BPEAOHOCHOTO KOJIa U €r0 ACHCTBUM.

0) [IlpunoxxeHue, wucmonb3lyemMoe nns JajdbHEHIIed 3arpy3kd W 3allycka
MOJIHOLIEHHOT'O BPEIOHOCHOTO MPOTrpaMMHOI0 00€CIIeUeHHUS.

B) BpenonocHoe mnporpammHoe obecredeHue, KOTOpOoe, IOMHMO TOJIy4EHUs
KOHTPOJISI HaJ| 3apaKEHHBIM YCTPOMCTBOM, MBITAETCS 3aXBaTUTh I0J] CBOM KOHTPOIIb
JIPYTHE y3JIbl CETH.

r) [Ipunoxxenue, No3BOJISAIOLIEE YIIPABIATH KOMIIBIOTEPOM y/IaJICHHO.

Yro cienyer aenarhb, 4TOOBI 3aIIUTUTH c€0sl OT BUPYCOB?

a) He 3amyckaTh npuitosxeHus U3 HEIOBEPEHHBIX HCTOYHHKOB.

06) Cnemutp 3a TUGPOBBIMH MOAMUCAMU YCTAHABIMBAEMOTO MPOrPAMMHOTO
obecrieyeHus.

B) OTKJIIOYUTH MEKCETEBOM IKPaH.

r) Bcerma oTkpbIBaThb BIOKEHHUS DSJIEKTPOHHOM MOUYThl ¢ TeMoil «BaxHo» u
«CpouHO».

n) CBOeBpeMEHHO OOHOBIATH ONEPALMOHHYIO CHCTEMY U  IMPOTrpaMMHOE
o0ecrieueHue.

e) Mcrnonb30BaTh aHTUBUPYCHOE NMPOTrPaMMHOE O0ecTieueHue.

Tect no Teme 4.3 MexcereBbie IKPAHBbI
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Urto Takoe MexceTeBo FKpaH?

a) [IporpammHOe WM TPOrpaMMHO-TEXHHUECKOE CPECTBO, peaiusytomiee GpyHKIuu
KOHTPOJIS U (PUIIBTPALIMH B COOTBETCTBHH C 3aJaHHBIMH MPABUIIAMH IPOXOJSIINX Yepe3
HEero NHGOPMAIMOHHBIX TOTOKOB.

06) VYcrpoiicTBO, TmpeIHAa3HAYEHHOE Il  COCAMHEHUSI HECKOJbKHX  Y3JIOB
KOMITBIOTEPHOM CETH B Mpeeax OJHOTO HIIM HECKOJIbKUX CErMEHTOB CETH.

B) YCTpOHCTBO, KOTOPOE MO3BOJISIET OPTaHNU30BATh JIOKAJIBHYIO CETh C BO3MOKHOCTBIO
BBIX0/1a B UHTEPHET AJIsl APYTUX YCTPOUCTB.

MeskceTeBble SKpaHbl sl BEO-TIPHIIOKEHUH paconararor:

a) Ilepen 3ammiaeMbiM BeO-cepBepoM (TpaduK BHayalle MepeiaeTcss MEKCETEBOMY
dKpaHy, 3aTeM BeO-cepBepy).

0) Ilocne 3ammmmaemoro BeO-cepBepa (Tpaduk BHadaje TepenaeTcs BeO-cepBepy,
3aTeM MEXCETEBOMY JKpaHy).

B) MexceTeBoil SKpaH M 3alllMIIaeMblii MM BeO-CepBep HAXOAATCA B pPa3HBIX
HOJCETAX, TPAQUK MEXKTy HUMH 3alpereH.

r) Bmecto 3ammimaemoro Bed-ceppepa.

[lepconanbHBIE MEKCETEBBIC IKPAHBI I HACTOJIBLHBIX KOMITBIOTEPOB U HOYTOYKOB:

a) O0ecneunBalOT JOMOIHUTENBHBIN YPOBEHB 3AIUTHI OT CETEBBIX aTaK.

0) [TomHOCTBIO 3aMEHSIOT BCE OCTAIbHBIE MHCTPYMEHTAJIBHBIE CPEJICTBA 00ECIICUCHUS
0e30MacHOCTH.

B) I10JHOCTBIO 3aMEHSIFOT MapIIPyTH3ATOPHI, SBISACH HUTIO30M MO YMOJTYAHHIO IS
3alUIIIaeMOr0 KOMITbIOTEpa WM HOYTOYKa.

r) llpenocraBnstor Bce HEOOXOAMMBIE CETEBBIE CEPBUCHI IS 3alllMIIAEMOI0
KOMIIBIOTEpa UK HOYTOYyKa.

[lepcoHanbHBIE MEXCETEBBIE SKpaHbI IS HACTOJIBHBIX KOMITBIOTEPOB M HOYTOYKOB
SABIISIOTCS:

a) AnmapaTHO-IIPOrpaMMHBIMHU CPEICTBAMH 3aIUTHI.

6) Bcerma BctpoeHHbiMH B OC, KOTOpPYIO OHHM 3alUIIAIOT, HE MOTYT OBITh
peaTn30BaHbl BHEITHUMHU TPOU3BOTUTEIISIMH.

B) MCKITI0UMTENBHO IPOrPaMMHBIMH.

r) VckmounTenbHO BHEIIHUMU, He BCTpoeHHbIMU B OC, KOTOpPYIO OHM 3alllMIIAIOT;
BCETrJia pean30BaHbl BHEIITHUMHU IPOU3BOIUTEIIMH.

[lepcoHanbpHBIE MEXCETEBBIE SKpaHbl IS HACTOJIBHBIX KOMITBIOTEPOB M HOYTOYKOB
yCTaHaBJIHUBAIOTCS:

a) Ha xocTax, KOTOpbIe OHU 3aIIUIIAIOT.

6) Ha wmapmpyTtuzaTopax, KOTOpble yKa3aHbl Ha XOCT€ B KadecTBe MUII03a I10
YMOJTYaHHUIO.

B) Ha oTenpHBIX KOMIBIOTEpAX.

r) Ha xoneunbix Toukax VPN.

Bribepure HecylecTBYIONINI BUJ] TPAHCISIIIMU CETEBBIX aJIpECOB.

a) Jlunamuaeckasi.

0) CraTuyeckas.

B) C uCHOIB30BaHUEM MTOPTOB.

r) C ucrnonbp30BaHUEM MOCTOB.

[I1r0361 YPOBHS IPHIIOKEHUHN MO3BOJISIIOT:

a) HckmouuTh mnpsiMoe B3aUMOJCHCTBHE JBYX Y3JIOB IyTeM peallu3allidl poJiu
MOCPEIHHKA.

0) BBIMONHATE PYHKIMY [IUTI03a CEAHCOBOTO YPOBHS.

B) AHaJIM3WPOBATH BCE CYIIECTBYIOUINE B MUPE TIPOTOKOJTBI.

r) AHaIM3UpOBaTh TOJBKO TMOJJIEPKUBAEMBIE ATHUM MEXKCETEBBIM 3KpaHOM
MIPOTOKOJIBL.
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8. VYmnpapisieMble KOMMYTaTOPbI MOTYT:
a) OcyuiecTBiATh (puabTpanuio Ha ocHoBe [P-agpecos.
6) OcymecTBIATh (PUIBTPALUIO IO UCIIOIB3YEMOMY ITPOTOKOIY.
B) OcymecTBisaTh GuiabTpanuio Ha ocnoBe MAC-aipeca.
r) OcymecTBiaTh priibTparuto Ha ocHoBe VLAN ID.
9. BriOepuTe BO3MOKHOCTH MEXKCETEBOTO SKpaHa.
a) Perucrpanus coObITHI U reHepalys OTYETOB.
0) @unbTpanus Tpaduka.
B) TpaHcisiiys CeTeBbIX aipecoB.
r) AyreHTH(HKaLXs T0Ib30BATEICH.
1) AAMUHUCTPUPOBAHUE.
10. Kakue yTBepKaeHUS O IPOIrPaMMHOM MEKCETEBOM SKPaHE BEPHBI?
a) Ilogxomur B ciywasx, Korjza YCTpPOMCTBO I10JIb30BaTeNsl IOMELIAeTCs
HEJI0BEPEHHYIO Cpeny.

6) Ilpu ero paboTe HCIONB3YIOTCS PECYpChbl YCTPOMCTBA, HAa KOTOPOM OH

(YHKIMOHUPYET.
B) [Toaxoaut /i 3a7a4 CErMEHTUPOBAHMSI CETEH.

r) [logxonuT fuist OTAENEHHS JOBEPEHHON YacTU CETU OT BHEITHUX YIPO3.
1) Cauraercs 6osee 0TKa30yCTOMYMBBIM, YEM amapaTHbIA MEXCETEBOM SKpaH.

Tect mo Teme 5.1 BBenenne B kpunrorpagpuyeckue MeToAbl 3allIUTHI HH(pOPMAIIHU

1. Ka)KI[BII‘/'I I.I.IPI(prTeKCT MOXET OBITH MOJIYUYCH KaK pe3yjibTaT  CJICAYHOUICTO

peoOpa3oBaHus:
a) Ex (Di(p)).
0) Di(p).
B) Ex(p).
r. D (Ed(p)).

2. ammdpyiite ¢ nomoipko mudpa «Ardam» caoBo « Worldy.
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A|/B|C|D |E|F|G|/H|T |J |K|L|M
Z|Y|X|W|V|IU|T|[S|R|Q|P|O]|N
a) Dlrow.
6) Svood.
B) Woild.
r) Dliow.
3. Paccumdpyiite cnoBo «Xjxob», 3ammdpoBaHHoe ¢ nomompio mudppa las HOmus
[e3aps:
A/B|C|ID|/E|/F|G/H|IT|J |[K|LIM|IN|O|P |Q|R|S|T|U|V[X|Y|Z
X|Y|Z|IA|/B|C|ID|/E|F|G|H|T |J |[KILIM|N|O|P|Q|R|S|T|U|V
a) Tgtly.
0) Amare.
B) Crypt.
r) Vivna.
4. 3ammdpyiite cnoBo «Ku3Hbp» ¢ TOMOIIBIO EPECTaHOBKU
123415
215[3]1 |4
a) Hx3bu.
0) bu3ux.
B) H3bxu.
r) Ub3xH.




5. Pacmmdpyiite cinoBo «1216312611» ¢ momonisto Tadautiel [lomuoust:

112]3[4]5]6

1|/A|B|B|T|A|E

2 [E|XK[3|U|U|K

3/JMH|O|IT|P

4 |BIE|YV|D | X |1

5|4 || B |bI| b

6 [ DIO|A | *|*|*
a) benka.
6) Eoproa.
B) Crpernxa.
r) benok.

6. BnepBble METOA YaCTOTHOTO KPUIITOAHAIN3A BIEPBbIE U3IO0MKHII:
a) Jleon barrtucra Anb6epru.
0) ®panuecko CuUMOHETTA.
B) A0y 1Ocyd Axy6 anp-Kunau.
r) xuposamo Kapnano.
. Jluck AnpOepTH Mo3BOJISIET aBTOMATU3UPOBATh:
a) [IIudp nmpocroii 3amens! (0HOAT(PABUTHBIN KD ).
0) MHuoroanhaBuTHBIH UOD.
B) [lIudp nepectaHOBKH.
r) [Torounsiii mmdp.
8. Hcnonb3zoBaHue maposisi s MHEMOHHYECKOI'O 3allOMUHAHMS MEPECTAHOBKU CHUMBOJIOB
andaBuTa MPEIJIOKHUI:
a) Mareo ApIKEeHTH.
0) bie3 ne Buxenep.
B) JI>xoBanHu barTucra bemnaso.
r) JoxambarTucta ([xoBanuu) aemna [opra.

9. INomemenue s nepnroctpanuu nepenucku B X VII — XX Bekax Ha3bIBaIOCh:

a) benbriif kabuHer.

0) TaitHas kOMHaTa.
B) SlHTapHas KOMHaTa.
r) UepHblif KaOUHeT.
1) Kpachslii kaOuner.

10. Iucpel, B KOTOPBIX KaKIbli CHUMBOJ OTKPBITOTO TEKCTa IMpPeoOpa3yercss B CHUMBOJI
mudpoTeKcTa, B 3aBUCUMOCTH OT CBOETO PACMOJOXKEHUS B OTKPHITOM TEKCTE U KIHOYa
Ha3bIBAIOTCS:

a) MHoroandaBuTHbIMU MHUppPaMU.
6) brounbiMu mudppamu.

B) [ToTounbIMM M (pamH.

r) PoTopHbiMu g pamu.
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11. 3ammudpyiite cnoBo «CJIOH» durpammusiv mudpom [neddepa.

v 4 0O b B
XK T 3 H )
1 r J b I1
M A L1 3 P
C E A bl K
10 )| 1] 144 X

a) BAbU.

6) LIIADD.

B) DI YHIL.

r) bIIL3.



12. ITycts mepectanoBka T mpeacTaBiIeHa CISAYIOMICH TaOIUIICH:

112|3]|...|n—-5|n—-4|n-3|n-2|n—-1|n
516|7|...ln—=1]| n 1 2 3 |4
13. Kakoii Bu1 uMeeT nepecTaHoBKa oOpaTHas repectaHoBke T7
a.
112|3]|...|n—-5|\n—-4|n-3|n-2|n—-1|n
112|3].../n=5|n—-4|n-3|n-2|n—-1]|n
0.
112|3]|...|n—-5|\n—-4|n-3|n-2|n—-1|n
41312|...] 10 9 8 7 6 |5
B.
1/2|3]|...|n—4|n-3|n-2|n—-1|n
516|...|n—1] n 1 2 |3
T.
1 2 3 [4]5]...|n=3|n-2|n-1| n
n-3|\n-2|n-1|n|l|...|n=7|n-6|n-5|n-4
14. 3amm¢pyiite ¢ noMoIbio oTKpbIToro kitoua (8051, 5) kpunrocucrembl RSA coobiienue
m = 10.
a) 8051.
0) 3388.
B) 1949.
r) 12.

15. Kakoe cBOHCTBO 0€30MacCHOCTH TapaHTHUPYET, YTO YYACTHUKY KpPUITOrpapuuecKkoro
IPOTOKOJIa IIEJIOCTHOCTH IIOJYyYEHHOTO COOOLIEHHS W €ro co3JaHue J0 MOMEHTa
MOJYYEeHHUs, HO HE TAPAHTUPYET 3aIIUTY OT IIOBTOPHOM OTIPABKU COOOIICHNUS?

a) CBOMCTBO «ayTEHTU(HKALHS CTOPOHY.

0) CBOIICTBO «ayTeHTH(PHUKAINS UCTOTHUKAY.
B) CBOWCTBO «MHBAPHUAHTHOCThH OTIPABUTEIIS.
r) CBOICTBO «ayTeHTU(PUKAIUS COOOLICHUS.

16. Kakoe cBOIHCTBO 0€30MaCHOCTH TapaHTHPYET, YTO YYAaCTHUKY KpPUOTOrpapuuecKoro
NPOTOKOJIA, YTO YYAaCTHWUKH, HAYABIIWE HCIOJHEHHE NPOTOKOJIA, HE H3MEHHINCH C
TE€YEHUEM BpEeMEHHU ?

a) CBOMCTBO «ayTEeHTHU(PHUKALUS CTOPOH.

6) CBoiicTBO «ayTeHTH(PUKALINSA UCTOUHUKAY.
B) CBONCTBO «MHBAPUAHTHOCTH OTIPABUTEISI.
r) CBOICTBO «ayTeHTH(UKALIHS COOOLICHUS».

BepHblil 1 monHBIA OTBET Ha BONPOC TECTa OLEHUBaeTcs B 1 Oaymi, Ui MPOXOXKICHUS
TeCTa HE0OXOMMO BEPHO U MOJHO OTBETUTH HA HE MeHee 4eM 60 MPOLEHTOB BOIIPOCOB TECTA.
Tembl NpaKTHYECKUX 3aHATHH

Tema npakTH4eckoro 3ansarus no reme 3.1
BBenenue B MHpOPMALMOHHYIO 0€30IIACHOCTH ONEPALMOHHBIX CHCTEM

1. OcHOBBI paboTHI ¢ TIpoIieccamMu, BBOAOM-BBIBOIOM U (aitnamu B OC Windows u Linux.

Tema npakTHyecKoro 3aHATHs 10 Teme 3.2
NudopmannonHas 0e30MacHOCTh ONePallMOHHBIX cucTeM ceMeiicTBa Windows.

1. OcHoBsl o0ecrieuennd 0e3zomnacuoct B8 OC Windows.
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Tema npakTH4eckoro 3aHsaTus 1o reme 3.3
NudopmannonHas 6€30MaCHOCTH ONePAIMOHHBIX cMcTeM ceMelicTBa Linux

OcHoBrI 00ecnieuenns 6eszonacHoctu B OC Linux.

TeMa npakTH4ecKOro 3aHsiTus mo teme 4.1
BBeneHue B apXUTEKTYPY JOKAJIbHBIX BBIYHCIUTEIBHBIX ceTell

CereBoit cauddep Wireshark. 3nakoMcTBO ¢ hunbTpamMu MakeTos.

TeMbl NPAKTHYECKOT0 3aHATHS 10 TeMme 4.2
CeteBble YIpo3bl 1 MeTOAbI IPOTUBOAEHCTBUS UM

WNHBeHTapu3anus W TMOUCK ysI3BUMOCTEeH c umcrnosb3oBanueM Open Vulnerability and
Assessment Language.

CereBoil ckanep Zenmap. HMcmonb3oBaHHe CETEBOr0 CKaHepa [UIsl  BBISBICHUS
YSA3BUMOCTEHN YPOBHS CETH.

Bupychl, UX BBIBIEHHE M YCTpAHEHHE C HCIOJB30BAHHUEM CIEIMATU3UPOBAHHOTO
MIPOrPaMMHOTO O0ECTICUCHUSI.

Tembl NMPAKTUYIECCKOI'0 3aHATHSA 110 TEME 4.3 Me:kceTeBbIe IKPaHbI

Bpanamaysp Windows. Pa3paboTka nmpaBui MEKCETEBOTO SKPAaHUPOBAHUS.
Bupryansnas undpacrpykrypa Eve-NG.
MexceTeBol sKpaH Ha rpaHulie cetu. HacTpolika mpaBuil MEKCETEBOr0 SKPAHUPOBAHMUSL.

TeMbl NpaKTHYeCKOro 3aHATHSA 1O TeMe 5.1
Beenenue B kpunrorpagpuyeckue MeToAbI 321U ThI HHGOpMaLul

Hcropuueckue mmdps! mudpoBanue U pacumdpoBaHue.
JlonoTHUTeIbHBIC 32JAHHUSA 1JIsl CAMOCTOSITEIbHOIO pPelIeHHs

JononnurteabHble 3a1anusA mo Teme 1.1 IlpaBoBbie 0CHOBBI 00ecnieyeHust
HH(POPMALIMOHHOH 0€e30IacHOCTH

Kakas wundopmanus mnpencrasnser it Bac nennocts? Kakue XapakTepucTUKH
UHPOPMaLMOHHOM Ge3omacHOcTH Bbl ObI X0TeNnn obecrneunTs A Takoi nHdopMaruun?
BriGepere kakoit-nmubo Bua 1ieHHoi st Bac mndopmanuu. B kakux dopmax mMoxer
OBITH MpeJICTaBIIEH 3TOT BUA HHPOpManun?

[Ipoananmsupyiite: K KAKUM BHJaM TallH Bbl MOXkeTe UMETh 10CTyn?

IIpoananusupyiite: Kakue CBA3aHHbIE ¢ Bamy JaHHBIE MOTYT SBJIATHCSA TallHAMU?

JonoaHuTteabHbIe 3a1aHus 0 Teme 1.2 3auTa NepcoHATbHBIX TaHHBIX

Onummre cxeMy HWH(POPMALMOHHBIX MOTOKOB Bammx mnepcoHambHBIX JIaHHBIX B
YHusepcurere.

Onumure cxeMy HH(GOPMAIIMOHHBIX TOTOKOB Barmx nepcoHaibHbIX TaHHBIX B baHke.
[Ipoananusupyiite: Bcerna ju (korga 3To HeoOxoaumo) ¢ Bac B3umaroT cormacue Ha
00paboTKy NepCOHANbHBIX JAaHHBIX? Bcerga 1u 3TO HMPOMCXOJUT B COOTBETCTBHM C
3aKOHO/ATEIHCTBOM?
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4. Tlpoananu3upyiTe: B KakuX cUTyanusx Bwl maBamm corsiacue Ha oOpaboTky Barmmx
CHeUalbHbIX JaHHBIX? He ObUT0 11 3TO M3NUIIHUM?

5. Ilpoanamm3upyiite: B KakuxX CUTyalusx Bbl mgaBanm coryiacue Ha o0paboTky Bammx
OnoMeTpuuecKux JaHHbIX? He ObUTO U 3TO U3IUIITHUM?

JonosHuTeILHBbIE 3a1aHKs 110 TeMe 1.3 Oprann3anuoHHble 0CHOBBI 00ecne4yeHus
HHGOPMALMOHHOMH 0€301aCHOCTH

Pazpabotaiite Mmomens HapymuTens Ay Bamei nomaniHeil nHGOPMAIIMOHHONW CHCTEMBI.
Pa3paboraiiTe MOJeNb HAPYIIUTENS JJIsi KOMIIBIOTEPHOTO Klacca Y HUBEPCHUTETA.
PazpaboraiiTe Mmoaens yrpo3 st Bameit qomamneir nHQOpMaIMOHHOW CHCTEMBI.
Pa3paboraiiTe MOJEIIb HAPYIIUTENS i KOMIIBIOTEPHOTO Klacca Y HUBEPCHUTETA.
[IpemnoxuTe cpeacTra 3amuThl HHGopManuu sl Bamei momanHed nHpopManoHHON
CHUCTEMBI.

[Ipennoxute cpeacTBa 3amMThl  MHQOpPMAIMKM 1T  KOMIIBIOTEPHOTO  Kjacca
YHuBepcurera.

Nk v

.0\

JlonoJiHUTe/ILHBbIE 3a1aHKs 110 TeMe 2.1 ApXUTEeKTypa KOMIbIOTepa

1. W3yuure Bam mnepcoHalbHBI KOMIIBIOTEP M COBPEMEHHBIE TaJKEThl, KOTOphIMH Bbl
nojb3yerech. CpaBHUTE UX XapaKTEPUCTUKU: ObICTpoJeiicTBUE, 00BEM ONEPaTUBHOU U
BCIIOMOTATEJIbHOM NaMATH, CKOPOCTh JocTyna B UHTEpHET.

JonosHuTtenbHbIe 3a1aHus 10 TeMe 3.1 BBenenue B HH(POPMAIMOHHYIO 0€30IACHOCTH
ONepPAIHOHHBIX CHCTEM

OC Windiws
1. Ortkpoiite Opayzep Internet Explorer. Haiinute ero naentudukatop mpoiiecca, OTKPHIThIE
COEZMHEHUS 1 0a30BbII IPHOPUTET.
2. Ortxkpoiire Opaysep Chrome. Haiigute ero wuneHtudukarop mnpouecca, OTKPBITHIE
COEMHEHUS 1 0a30BbII IPHOPUTET.
3. 3anycturte npunoxenue «bnokHot». Haiinure daiinbl oTKpeIThIe TpoieccoM «biokHOT»
¢ nomouibio yTriuThl Process Explorer.

OC Linux
HaﬁHHTe IIATh CaMbIX Tp€6OBaT€J'II)HI)IX K IaMATH OpoueCCoB.
OTkpoiite Opay3ep ¥ HAHIUTE OTKPBITHIC COCTUHCHUSI.
BriBenute copepkumoe AUpeKTopuu /etc.
BriBenute copepxxumoe aupekropuu /etc/schedule.

AW~

JonosHuTeabHbIE 321aHuA 110 Teme 3.2 UHdopmanmoHHast 6e3011aCHOCTD
OnepanuoHHBIX cucTeM cemeiictBa Windows

1. Coszpaiite mnonws3oBarens «Ainmca». HasnaubTe el mapons. Co3gaiTe rpymniy
«HenoBepeHHbIE ONb30BATENNY.

2. CospaiiTe TUpeKTOpUIO, conepkarnyro ¢aiasl. HazHaubTe Asnce mpaBa JOCTATOYHBIC
JUIS OTOOpa’KEeHUS CIIUCKOB (ailyIoOB M MEPEX00B B IUPEKTOPUU U €€ MOATUPEKTOPHUSIX, a
TaK)Ke 4YTeHUs (aillioB B IUPEKTOpUU U ee monaupekropusix. [IposeprTe, uro Annca
MOJKET MPOCMaTPUBaTh (aIIbI.

3. 3ampetrute rpymnme «HemoBepeHHbIE MOIB30BATENN» JIFOOOW JOCTYH K CO3JaHHOU
JTUPEKTOPUH, €€ MOJJAMPEKTOPHsIM, a Takxke K ailslaM BHYTPH JUPEKTOpUU U €€
MOATUPEKTOPHUH.
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Jlo6aBpTe Anucy B rpynny «HemoBeperHsie monb3oBarenn». [IpoBepbTe, uTo Anrca He
CMOXET IPOCMAaTPUBATh (aAilsIbl B JTUPEKTOPHUH.

JomosHuTtesabHbIe 3a1aHus 10 TeMe 3.3 UndopMmannoHHas 6€30MacHOCTh
omnepamuoHHBbIX cucTeM ceMeiicTBa Linux

Cozpaiite nonp3oBarenss «Amnuca». Hasnaubre el mapons. Coznpaiite rpynmy
«HenoBepeHHbIE MOIb30BATEINY.

CoszpaiiTe aupexTopuio, coaepkamryr ¢ainel. HazHaupTe Alnce mpaBa JOCTaTOYHBIC
JUTsl OTOOpakeHHUs CIIUCKOB (DaiijIoB M MEPEX0I0B B AUPEKTOPUU U €€ MOJTUPEKTOPHSIX, a
TaKXkKe yTeHHus (PaiijIoB B TUPEKTOPUH M ee moaaupekTopusx. IlpoeprTe, uto Anmca
MOJKET YUTaTh (hailiibl.

C nomoupl0 chnMcKa KOHTpOJS JOCTynoB 3amperute rpymnmne «HenoBepeHHble
MOJIb30BATENM JIFOOON JOCTYI K BhIOpaHHOMY (hainy BHYTpU aupektopuu. [lomensiite
BJIaJIENIbLIA ATOTO (haiiyia Ha CynepIoib30BaTess CucTeMbl. Pa3zpemmure B 6a30BBIX IpaBax
JIOCTYH K BeIOpaHHOMY (aitny komom 600.

JHobaBpTe Anucy rpynmy «HemoBepenusie mosib3oBarenn». [IpoBepere, uto Anuca He
CMOKET MPOYUTATH BEIOpaHHBIN (aii.

JlonoHUTeIbHBIE 3a1aHus 110 TeMe 4.1 BBeieHHe B apXUTEKTYPY JOKAJIbHBIX
BBIYHMCJINTEIBHBIX CeTel

[IpoBepbTe AOCTYHHOCTH JIFOOOTO HCHONB3yeMoro Bamu mouyToBOTO cepBepa C
ucnonb3oBanueM ytuiutel Telnet. Cnenyiite cratee https://docs.microsoft.com/ru-
ru/exchange/mail-flow/test-smtp-with-telnet?view=exchserver-2019 u caMoCcTOsATEIHHO.
Hactpoiite mouty B mnouyrtoBom kiueHTe Thunderbird. Crenyiite cratbe
https://support.mozilla.org/ru/kb/nastrojki-konfiguracii-dlya-uchyotnyh-zapise;.
Pazpaboraiite punbTpsl 11 npocMoTpa Toiabko ucxonaumx ICMP-3anpocos. Cnenyiite
crathe https://habr.com/ru/post/211042/.

I[OHOJIHHTEJII)HBIC 3aJlaHUA 10 TEME 4.2 CeTeBble YIrpo3bl U METOAbI HpOTHBOHeﬁCTBHH

1.

2.

3.

1.

UM

IIpoBeauTe MOMCK YSI3BUMOCTEH Ha CBOEM JOMAIlHEM IE€PCOHAIBHOM KOMIIBIOTEPE,
03HAKOMBTECh C ONMCAHUEM BBISIBICHHBIX YS3BUMOCTEH, ONpEAeNUTe HACKOJIbKO OHU
KpuTHuHsbI 1o mkaine CVSS, n ycrpanure ux.

[IpoBepnTe, ycTtpanena nu ys3BuMocTh CVE-2017-0144 na Bamem agomamiHem
KOMITbIOTEpE, U YCTAaHOBUTE OOHOBIIEHHE O€30MaCHOCTH B cCilydae, €Cld YS3BHUMOCTb
npucytcTByer. Crnenyiite ctatbe https://support.microsoft.com/ru-ru/help/4023262/how-
to-verify-that-ms17-010-is-installed.

W3yuntre ysa3sumocts CVE-2014-0160, cnemys cratbsam  https://xked.ru/1354/
http://mirror3.esetnod32.ru/company/virlab/analytics/2014-05-05-ujazvimost-
heartbleed.pdf. IlepBas crathsi mpeAcTaBisieT CcoO0H  HEOONBIIOW  KOMHKC,
MOKa3bIBAIOUINH, HACKOJBKO ONAacHa M JIETKO HCIOJb3yeMa 3Ta YSI3BUMOCTh. Bropas
CTaThsl TMpeAcTaBiIsieT co00il MoApoOHOE OMHCAHHWE YA3BUMOCTH, IIOCIEJICTBUS €€
UCTIOJIb30BAaHUS M PUCKH.

JonoaHuTeIbHBIC 321aHUA 10 TeMe 4.3 MekceTeBble IKPAHbI

3amenute y3nel Hacker u Victim Ha y37bl MOJ ympaBIeHHEM OMEPAIMOHHON CHCTEMBI
Windows u oOpaTuTeCch K MX CETEBBIM pecypcam 1o npotokoiy SMB. Crnenyiite crarbe
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https://www.eve-ng.net/index.php/documentation/howtos/howto-create-own-windows-
host-on-the-eve/.

JlonojiHuTeILHBbIE 3a1aHKs 110 TeMme 5.1 BBenenue B kpunrorpagpuyeckue MeToabl
3amMThI HHpopMaLH

1. 3ammdpyiite u pacmudpyite coodienue «S Tebdst a00mr0!» BceMu M3BeCTHBIME Bam
UCTOPUYECKUMHU MH(PaMHU.

Kpurtepuu oneHKky NpakTH4eCKOro 3aHATHS.

3a mpakTHYeCKOoe 3aJaHHE€ BBIMOIHIETCS OJIHA M3 OLEHOK: «OTJMYHO», «XOPOIIO0)»,
«YAOBJICTBOPHUTEJIBHO», HEYAOBJIETBOPUTEIBbHO.

OneHka «OTJIMYHO» BBICTABISETCS, €CJIU CTYJACHT aKTUBHO pabOTaeT B T€UEHHE BCETO
MMPAKTUYCCKOI'0 3aHATHA, OACT BCPHBIC W IIOJIHBIC OTBCTHI Ha BOIIPOCHI MPCHOAABaATCIIA H
MOKA3bIBAET MPHU 3TOM IIyOOKOE OBIAJCHHE JIEKIMOHHBIM MaTepUaoM, BCE YacCTH 3aJaHus
BBITIOJIHCHBI BCPHO ([IOHYCKaIOTCFI HeOObIIINE HETOYHOCTH, HE€ ABJIOIIHUECA CJICACTBUEM
HE3HaHUs WM HEMOHMMaHUs ydeOHoro marepuana). PaboTa BBINOIHEHA CaMOCTOSTENBHO.
Pabora cnana ¢ cobmonennem Bcex cpokoB. CoOuoIeHbI BCe MpaBuiia 0pOpMIICHHS.

OuneHka «XOpoOIIO» BBICTABISETCS, €CIU CTYJIEHT aKTUBHO pabOTaeT B TEUEHUE BCETO
MMPAKTUYCCKOIr'o 3aHATUA, OacCT BCPHBIC, HO BO3MOXHO HCIOJHBIC OTBCTHI Ha BOIIPOCHI
IpenojaBaTesiss U MOKa3bIBaeT MPU 3TOM CBOOOIHOE BIIAJCHHE JICKIIMOHHBIM MaTepUalIOM, BCe
YaCTHu 3adaHus BBIIIOJIHCHBI BCPHO (I[OHYCKaIOTCFI HETOYHOCTH, HE ABIAIOIIUCCA CICACTBHEM
HE3HaHUs WJIM HENoHMMaHus ydyeOHOro Marepuana). Pabora B 1eJOM  BBINOJIHEHA
CaMOCTOSITENIbHO, BO3MOKHO C KOHCYJbTallel npenonasarens. Pabora ciana ¢ coOunoneHneM
BCeX CpokoB. JlomycKaroTcsa He3HAYUTENbHbBIE HETOUEThl B O(OPMIICHHH.

OneHka «ya0BJIETBOPUTEJIbHO» BBICTABIIIETCS B TOM Cilydae, KOI/la CTYJIEHT B LIEJIOM
OBJIaJIe] CYThIO BONPOCOB IO JAHHOM TeMe, OOHapyKMBAeT 3HAHUE JIEKIIMOHHOI'O MaTepuaa.
HpI/I 3TOM Ha 3aHATHUHU BEIACT ceos IMaCCMBHO, AA€T HCIOJHBIC OTBETHI HA BOIIPOCHI, JOITYCKACT
OLIMOKH MPH OCBEIEHUH TEOPETHUYECKOro MaTepualla, He MOXKET O0OOIIUTh U ClieNlaTh YeTKue
JIOTUYECKHE BBIBOJBI. PaboTa crmaHa ¢ omo3jgaHueM He Oosiee NBYX 3aHATHH. JlomyckaroTcs
HE3HAUUTENIbHbIE HEJI0UEeThl B 0()OPMIICHHUH.

OneHka «HeyA0BJIETBOPHTEJIbHO» BBHICTABIISIETCS B CIIyyae, KOT/la CTYAEHT OOHApy KU
HECOCTOSITENIbHOCTh OCBETUThH BOMPOCHI MJIM BOIPOCH! OCBEILIEHbI HEMPaBUIbHO, OECCUCTEMHO, €
rpyObIMH  OIIMOKaMH, OTCYTCTBYIOT IIOHMMaHUSI OCHOBHOM CYTH BOIIPOCOB, BBIBOJBI,
000011eHNs, OOHApYKEHO HEyMeHHe pemaTh ydeOHble 3amaud. OOyuarouuiics He MOXeT
BBITIOJIHUTH paboTy 0e3 momoinu npemnoaasatens. Paborta caana ¢ HapyleHneM CpoKOB (IT03/1HEe
yeM uepe3 J1Ba 3aHATH). B oopmieHnu npucyTCTBYIOT 3HAUUTEIbHBIE HEOUYETHI.

1.2 Cniucox BONpocoB M (WJIM) 32JaHUM I IPOBEACHHUS NPOMEKYTOYHOM aTTeCTALUH

Ha 3adere mnpomepsiercs chopmupoBanHocth kommereHuuit OIIK-6, (M-OIIK-6 1

«CnocobeH pemiath CTaHAAPTHBIE 33Jaud MPO(ECCHOHATBHONW JEATENIbHOCTH Ha OCHOBE

MH(GOpPMallMOHHOW U OuOIMorpaduueckoil KyJIbTypbl C MIpUMEHEHHEM HWH(OPMaLMOHHO-

KOMMYHHUKAIIHOHHBIX TEXHOJOTHM M C Yy4eTOM OCHOBHBIX TpeOoBaHUN HH(OPMAIIMOHHON
0€30MacCHOCTI).

Bonpocsl k 3auery

1. OcHoBHBIE NpaBa rpax/jaH B cepe 00pabOTKH U 3aIUTHI HH(OPMALIHH.
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38.
39.
40.

41.
42.
43.
44.
45.
46.
47.
48.

OcHOBHbIE TMPHUHIMIBI MIPABOBOTO PETYJIUPOBaHUS B 00JacTH 0OpabOTKM M 3alUThHI
uHpOpMaLnH.

Nudopmanusa. OcHoBHBIE CBOIicTBa Oe30MacHOCTH HHPOpMAIK: KOH(PUICHIINATLHOCTb,
LIEJIOCTHOCTD, J1OCTYITHOCTb.

Bunpl undopmanmu 1o nopsiiKy AOCTyIa U pacpoCTPaHEHHUS.

Orpanunuenue nocrymna Kk uHpopmamuu. 3ammra nHpopmaruu. OObEKTH 3aIUTHL. Bus
TalH.

WNudopmannoHHble TEXHOJIOTUU U WH(POPMALIMOHHbBIE CUCTEMBI.

Obnagarens nHGOPMAIIUU U ONIEpaTop MHHOPMALIMOHHON CUCTEMBI.

OTBETCTBEHHOCTH B chepe 00padOTKU U 3aIUTHl HHPOPMAIUH.

[lepconanbHble TaHHbBIE U IPUHIIUIIBI UX 00PaOOTKH.

. Bunibl mepcoHanbHBIX JAaHHBIX: CTIEHUAIbHBIC, OMOMETPUYECKHE U OOIIEIOCTYITHBIE.
11.
12.
13.
14.

VYcnoBust 00pabOTKH MEPCOHATBHBIX JTAHHBIX.
Cornacue Ha 00pabOTKy MEPCOHATBHBIX JAHHBIX.
TpancrpannvHas rnepeaadya NepcoHaaIbHbIX TaHHBIX.
[IpaBa cyObEKTOB IEPCOHATBHBIX TAHHBIX.

. Oneparop nepcoHaJIbHBIX JaHHBIX U €ro 003aHHOCTH.
16.
17.
18.
19.
20.

Meps! obecrieueHus: 6€30MacCHOCTH NEPCOHATbHBIX JaHHBIX.

KoHTposs 1 Hax30p 3a BEIOJHEHUEM Mep 110 00eCTIeYeHHI0 Oe30MacHOCTH.
YTOIHOMOYEHHBIH OPTaH IO 3alIUTe MPaB CyObEKTOB MEPCOHATBHBIX JAHHBIX.
[TocnenoBarenbHOCTD JEHCTBHIH O 3aIUTe HHOOPMALIUH.

BrisBienne n aHaam3 I/IH(l)OpMaIII/IOHHblx AaKTHUBOB.

. @opmupoBaHue TpeOOBaHUI 10 3aLUTe HHPOPMALIUH.

. IToaxoap1 K MOJENMPOBAHHUIO HApyIIUTENEH HHPOPMAITMOHHON OE€30MTaCHOCTH.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.

VYrpo3bl HHpOpMaIMOHHON 6€30aCHOCTH.

CpencrtBa 3amuThl HHOOPMAIIUH.

IIporeccopsr.

OcHoBHasl (K311 U ONlepaTUBHAsA) aMSTh.

BcenomorarenbHas maMsTh.

YcTpoiicTBa BBO/Ia-BbIBO/IA (ILIMHBI, MOHUTOPBI, IPUHTEPHI).

VYcrpoiicTBa BBOJa-BbIBOJIA (KJIaBUATYPhI U MBIIIH, BeO-KaMepbl, MUKPO(DOHBI).
OO6muit cnocod xpaHeHus 1 00paboTKM UH(POPMALIMK B KOMIIBIOTEPE.

[TonsaTHs onepanoHHON U (paiiIoBOM cUCTEM.

CyObeKTbl, 00bEKTBI, METOBI U MpaBa AOCTYIA, IPUBHIETHH CYObEKTa JOCTYMA.

. JluckpenmoHHoe ynpasieHne JOCTYIOM.
34.
35.
36.
37.

ManpatHoe ynpaBiieHHuE JOCTYIIOM.

Wnentudukanus, ayreHTU(GUKALNA 1 aBTOPU3ALHSL.

VYnpasiieHue 10CTYIIOM B ONEpallMOHHBIX cucTeMax cemerictBa Windows.
WNnentudukanus, ayTeHTUOUKAIMS M aBTOPU3aLUs B ONEPAlMOHHBIX CHCTEMax
cemeiictBa Windows.

Peanuzanus ayaura B onepaiioHHBIX cucTeMax cemeiicta Windows.

VYrpaBneHue J0CTYIIOM B OTEPAllMOHHBIX CHCTEMax cemeicTBa Linux.

Wnentudukanusi, ayTeHTUGUKAIMS M aBTOpU3aLUs B OINEPAl[MOHHBIX CHCTEMax
cemeiicta Linux.

Mogens ISO/OSI.

ApPXUTEKTypa ¥ OCHOBHBIC TIPOTOKOJIBI JJOKAJTHHBIX BEIYUCIUTEIBHBIX CETEH.
Knaccugukanum ceTeBbIX yrpos, ya3BUMOCTEH U aTax.

CereBble aTaki Ha pa3InYHBIX YpoBHIX Mojenu [SO/OSI.

Knaccugukanus BpeZJoOHOCHOTO TPOrpaMMHOT0 00ecrieueHHs.

[Ipu3Haku NpUCYTCTBUS BPEJOHOCHOTO MPOTPAMMHOI0 00ECIIeUEHUSI.

Metobl 0OHapyKEeHUsI BPEJOHOCHOTO NMPOIPaMMHOI0 00ecIieYeHusl.

MecTo u posib MEXKCETEBBIX 3KPaHOB B 00ECIIEUEHNHN CETEBOW OE30MacHOCTH.
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49. Knaccudukaius MeKCeTEBbIX SKPaHOB.

50. OcHOBHBIE BO3MOKHOCTH MEXCETEBBIX SKPAaHOB.
51. locToMHCTBA M HETOCTATKH MEXKCETEBBIX IKPAHOB.
52. IlocTpoenue npaBuil GUIBTPALIUH.

53. Kpunrorpadus apeBHEro Mupa.

54. Kpunrorpagusi cpeIHUX BEKOB.

55. Kpunrorpadus snoxu BozpoxaeHust.

56. Kpunrorpadust HoBoro BpemeHu.

57. CumMeTpuYHAs M aCHMMETPHYHAS KPUITOrpadusl.
58. BeIUunCANTENBHO CI0KHBIE 33]Ja4l MATEMaTHKH.
59. Kpunrocucrema RSA.

60. ITonsiTre KpunTorpagpuyecKoro MPOTOKOIA.

61. CBoiicTBa MPOTOKOJIOB, XapaKTEPU3YIOIIHNE UX OE30MaCHOCTb.
62. CxeMbI UG POBOIA OIIHCH.

HpaBn.Ha BbICTABJICHHUA OLICHKHN HA 3a4€Te.

B mpouecce 3auera TpedyeTcss OTBETUTh HAa OJIMH M3 IPUBEIEHHBIX BbllIe BonpocoB. Ha
IIOArOTOBKY K OTBETY J1a€TCsl HE MEHee | akaleMHU4ecKoro yaca.
ITo uToram 3adera BBICTABIECTCA OJHA U3 OLICHOK: «3a4TEHO», «HE 3a4TCHO».

Onenka «3a4yTeHO» BBICTABIAETCA CTYJEHTY, KOTOPBIM JE€MOHCTPUPYET BIIAJCHUE
COJIep’KaHUEM MaTepuaja U NOHIATUHHBIM allapaToM TEOPHUH IICEBIOCIy4YallHbIX F€HEPAaTOPOB;
yMeEeT CBA3BIBATh TEOPHUIO C IPAKTUKON. B O0TBETE MOIYT IOIyCKaThCsA OTACIIBHBIE HETOYHOCTH
(HecyllecTBeHHbIe  OMIMOKM), KOTOpble  HCHPABIAIOTCS  CaMUM  CTYJIEHTOM  IOcie
JIOTIOJIHUTENBHBIX U (WJIM) YTOUYHSIOLIMX BOIPOCOB 3K3aMeHaTtopa. Ha 4acTh 10MOJHUTENbHBIX
BOIIPOCOB CTYZIEHT MOKET HE 1aTh OTBET WJIM JaThb HEBEPHBIA OTBET.

Ounenka «He 3a4TeHO» BBICTABISIETCS  CTYAEHTY, KOTOPBIM JEMOHCTPHUPYET
pa3po3HEHHbIe, OECCUCTEMHBIE 3HAHM;, OECIOpAIOYHO M HEYBEPEHHO M3JIaraeT Marepuai; He
YMEET BBIACIATH TJIABHOE U BTOPOCTENIEHHOE, HE YMEET COCUHATh TEOPETUYECKHUE TTOJIOKEHUS C
NPaKTUKOM; JOMyCKaeT IrpyOble OIIMOKY MPH ONpeIeIeHUH TOHATHH, BCIeICTBIE HETOHUMAaHUS
UX CYLIECTBEHHBIX U HECYIECTBEHHBIX ITPU3HAKOB U CBSI3€H; JACT HEIOIHbIE OTBETHI, JIOTUKA U
MIOCJIEIOBATEIbHOCTh H3JIOKEHUS KOTOPBIX MMEIOT CYLIECTBEHHBIE U NPHUHLUIIHAIBHBIC
HapylIEHHs, B OTBETAX OTCYTCTBYIOT BBIBOJBI. JIOMOJHUTENBHBIE M YTOUHSIOIIME BOIPOCHI
DK3aMEHaToOpa HE MPUBOIAT K KOPPEKLUMU OTBETOB CTyaeHTa. Ha OCHOBHyIO 4acThb
JIOTIOJIHUTEIIBHBIX BOIIPOCOB CTYACHT 3aTPYHSAETCA JaTh OTBET WM J1a€T HEBEPHBIE OTBETHI.

Onenka «He 3auTeH0» BBICTABIISAETCS TAKXKE CTYAECHTY, KOTOPBIN B35JI DK3aMEHALMOHHBIN
OuiIeT, HO OTKA3aJICs 1aTh HAa HETO OTBET.
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Ipuiaoxenne Ne2 k padoyeil mporpaMme I CIUANINHbBI
«be3onmacHOCTh B COBpeMEeHHO MH(OPMAILMOHHOM cpe/e»

MeToauuyecKue YKa3aHusl AJjs oﬁyqamnmxcﬂ 10 OCBOCHHUIO JTHUCHHUIIINHBI

OcHoBHOI (hopMoOii U3TOKEHUsT ydyeOHOro MaTepuaia Mo JucHUIUIMHE «be3omacHocTs B
COBPEMEHHOM MH(MOPMALIMOHHON cpene» SBIAIOTCS JIEKLUHU, YTO CBS3aHO, IPEXJE BCEro, ¢
HOBM3HOH Marepuana i oOydatouuxcs. [1o O0NBIIMHCTBY TEM MPETyCMOTPEHBI TPAKTUYECKHE
3aHATHA, LEJIBI0 KOTOPBIX SIBISETCS 3aKPEIUICHUE JICKIIMOHHOIO MaTepualla IIyTeM pEeLICHHS
CHenHaIbHBIM 00pa30M NOJ0OPaHHBIX MPAKTHYECKUX 3a7ay.

JUis  ycremHoro OCBOCHHs JAMCLMILIMHBI BaXKHO  CAMOCTOATEIBHOE HU3YYEHHE
TEOPETUYECKOI0 MaTepuajga M PELIEHUE MPAKTUYECKUX 3aJad, KaK B ayJWTOpUH, TaK U
CaMOCTOSITENIHO B KAUECTBE CaMOCTOATENIbHOM pa®oThl. [IprmMeps! perienns 3agad pa3ouparorcs
Ha JIEKIUAX M TPAKTHUECKUX 3aHATUSAX, MPU HEOOXOAMMOCTH MO Hamboyee TPYAHBIM TeMam
IIPOBOASATCS JOIOJIHUTENNbHBIE KOHCYJIbTanuu. OCHOBHAS LIE€Ib PELICHHs TPAKTUYECKUX 3a7ad —
IIOMOYb yCBOUTH OCHOBHBIC IMOHATUS WH(POPMALMOHHOW OE30MaCHOCTH, WX ONpPEICNCHHs, a
TaKKe OCHOBHBIE METOJIbl M cpelcTBa obecreyeHus HHGOpMAIMOHHOM Oe3omacHocTH. Jlis
pelieHus 3ajad HeoOXOJUMO HE TOJIBKO 3HaTb, HO M IIOHMMAaTh JIEKIMOHHBIA MaTepual.
[TosToMy B mpouecce H3y4YeHHs JUCLUIUIMHBI PEKOMEHAyeTcs peryisipHas pabora ¢
KOHCIIEKTaMU JIEKIIUH U PEKOMEHAOBAHHOW JINTEPATYPOI.

bosbioe BHHMaHHME JOJDKHO OBITH YZIEICHO CaMOCTOSTENbHON pabore. B kadecTBe
3a/laHuil JJI1 CaMOCTOSITENIbHOM paboThl loMa CTYAEHTaM IPEAJIaraioTcs 3a1ay, aHaJIOTUYHbIE
pa300paHHBIM Ha JEKIMIX U MIPAKTUYECKUX 3aHATUAX WU CXOXKHUE C HUMHU.

JUis mpoBEpKH M KOHTPOJS YCBOEHHMS TEOPETUYECKOro MaTrepuaja, MpUOOPETEHHBIX
IPAaKTUYECKUX HABBIKOB pabOThl C OCHOBHBIMHU MOHSATHSMU B TeUEHUE OOYy4EHHUS MPOBOIATCA
MEPONPUATHS TEKYIIEW aTTecTaluy B BUJE TECTUPOBaHUU. Takke MPOBOJATCS KOHCYJIbTALUU
(mpy HEOOXOAMMOCTH) IO JIEKLIMOHHOMY MaTepuady U pa30opy HEKOTOpBIX 3aJaHud AJs
CaMOCTOSITENIbHOM pabOTHI.

B KoHIE u3y4deHMs IUCLUIUIMHBI CTYAEHTHI CHAIOT 3a4eT. 3a4eT IPOBOAMTCA Ha
OCHOBaHUU BBITIOJIHEHUS TECTOBBIX 3aJaHUi U coOeceloBaHUsI HA OCHOBAHUHU CIHCKa BOIIPOCOB
K 3a4€Ty, KOTOPBIA OXBATHIBAET MTOJIHOCTBIO BCIO ITPOrPaMMy JUCLUIUIMHBIL.

38



