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1. I{esiu OCBOECHUSA TMCHUTNIUHBI

Lenbto n3yyeHus: TUCHUILIMHBL «be30macHOCTh KOMIIBIOTEPHBIX CETEM» SIBISIETCS TEOpe-
TUYECKasl U MPAaKTUYecKas MOJrOTOBKA CIEUAIUCTOB K JESTeIbHOCTH, CBI3aHHON C IIOCTPOEHU-
€M 3alIMIIECHHBIX CETEBBIX aBTOMATHU3UPOBAHHBIX CUCTEM, a TaK)Ke 00ydYeHUEe MPUHIUIIAM U Me-
TOJIaM 3alUThl HH(POPMALUU B KOMIIBIOTEPHBIX CETSIX.

3ajauu TUCHUTIIUHBIL:

— HW3y4Y€HHE TUIIOBBIX YIpo3 0€30IaCHOCTU B KOMIIBIOTEPHBIX CETSX;

— W3yYeHHUE KPHUNTOTpaPHUECKUX M MPOrpaMMHO-ANNApaTHBIX METOAOB OOeCIeYeHuUs
MH(POPMALMOHHOM 0€30M1aCHOCTH B KOMIIBIOTEPHBIX CETSIX;

— mpuoOpeTeHre HABBIKOB HACTPOWKM M IKCIUTyaTallUU CPEICTB oOecriedeHus Oe3omnac-
HOCTHU B KOMIIBIOTEPHBIX CETSX;

— OBJAJICHUE CPEACTBAMHU M METOJAMU IPOEKTUPOBAHMS U IOCTPOCHUS 3alllUIICHHBIX
CETEBbIX aBTOMAaTHU3UPOBAHHbBIX CUCTEM;

— OBJAJIEHUE CPEJICTBAMU U METO/AAMH BBIABIICHUS U HEUTPAIU3aLlUY MTOIBITOK Hapylle-
HUs 0€30M1aCHOCTH B KOMIIBIOTEPHBIX CETSX.

JlaHHBIN KypC, MO3BOJISET MyTEM U3yUEHUs yIrpo3 0€30IaCHOCTH B KOMIIBIOTEPHBIX CETSIX,
METO/IOB CETEBbIX aTaK M BTOPKEHHH, a TakkKe YyA3BUMOCTEH HH(OPMALMOHHBIX CUCTEM,
BBIPA0OTATh y CTYIEHTOB YOEKIEHHOCTh B HEOOXOIMMOCTH MPUHATHS aJJeKBATHBIX MEp 3aIUTHI
pPOCCHMCKMX OO0BEKTOB HMH(OpMaTH3alMM, NPEAOCTABISAET JOCTAaTOYHbIE 3HAHUS M HABBIKH,
TpeOyemble AJis ITOTrO.

2. MecTo IMCUMILIMHBI B CTPYKTYpe 00pa30BaTeIbHOI POrpaMMbl

JucuuiuinHa «be30nacHoCTh KOMIBIOTEPHBIX CETel» OTHOCUTCA K 00s3aTeNbHOM yacTu
00pa30BaTeIbHOI POrpaMMBl.

JUis ycHemHoro ycBOEHHs! JAHHOW NUCLMILIMHBI HEOOXOAMMO, YTOOBI CTYIEHT BIAAEI
3HAHUSIMH, YMEHUSMH U HaBBIKAMH, C(HOPMUPOBAHHBIMH B MPOLIECCE U3YUCHUS TUCIIUILIHH:

«HpopMaTHKay - 3HAHUE OCHOBHBIX MOHATHNA HHPOPMATUKH;

«OcHOBBI MH(OPMALMOHHON O€30MaCHOCTU» - 3HAHME OCHOBHBIX CPEJICTB M CHOCOOOB
oOecrieyeHHss HHPOPMALMOHHOM 0€30MacHOCTH, MPUHIUIIOB MOCTPOCHUS CHCTEM 3allluThl MH-
dbopmarnu, BiageHue MpodeccuoHaIbHON TEPMHUHOJIOTHEH B 00JacTH MH(MOpPMAIMOHHON O€e30-
NacHOCTH;

«KoMmproTepHBIE CETH» - 3HAHWE STAIIOHHON MOJENH B3aWMOJICHCTBHUS OTKPBITHIX CHC-
TEM, TUIIOBBIX CTPYKTYp M NPUHIIMIIOB OPraHU3allMM KOMIIBIOTEPHBIX ceTel, ocHOB MHTepHeT-
TEXHOJIOTUH, BJIaJIeHNEe HaBBIKAMH KOH(PHUTYPUPOBAHHS JOKAJIHHBIX KOMITBIOTEPHBIX CETEH U pea-
JU3alMU CETEBBIX MPOTOKOJIOB ¢ IOMOIIBIO IPOTPAMMHBIX CPEJICTB;

«Kpunrorpaduueckue MeTOIbl 3aIUTH MHPOPMAIIUN» - 3HAHUE OCHOBHBIX BHIOB CHM-
METPUYHBIX 1 ACUMMETPHUHBIX KpUNTOrpadUUeCcKUX aIrOpuTMOB, CPEICTB U METOJIOB XPaHEHHS
ayTeHTU(UKAIIMOHHON NH(OpMaluH, BiaJleHue KpUnTorpadguyeckoi TepMUHOIOTHEH.

3HaHUS M HaBBIKM, IIOJIYYEHHbIE B XOJI€ M3Y4YEeHUS JAUCUUIUIMHBI «be3omacHOCTb
KOMITBIOTEPHBIX ~ CETei», MOTYT HEMOCPEICTBEHHO UCIIONB30BaThCs MpH  paboTe 1o
CHELHUATbHOCTH.

3. [lnanupyemble  pe3yJbTaTbl  O0y4YeHHs] MO HCHUILUIMHE, COOTHECEHHbIE C
IVIAHNPYEMBbIMH Pe3y/JIbTATAMH OCBOCHHSI 00pa30BaTeJbHOH NPOrpaMMbl

IIponecc u3yyeHus AUCHUILIMHBI HAlIpaBjieH Ha (OPMUPOBAHUE CIEAYIOIIUX 3JIEMEHTOB
komneTeHmi B cootBercTBUU ¢ ®I'OC BO, OOII BO u npuoOpeTteHust cieayomux 3HaHuM,
YMEHUH, HaBBIKOB U (WJIM) OIBITA 1A TELHOCTH:



Dopmupyemas
KOMIIeTeHIUsI
(xox u opMyJIHPOBKA)

HNuankaTop 10CTHKEHUSA
KOMIIeTEHIINH
(xox M popMyJIHpPOBKA)

Ilepeuennb
IUVIAHUPYEMBIX Pe3yJIbTATOB 00y4eHH s

OomenpodgeccuoHAIbHbIE KOMIIETEHITHT

OIIK-1.2

Cnocoben
aIMHHUCTPHUPOBATH
CpEIICTBA 3aIUTHI
nHPOpPMALIUH B
KOMIIBIOTEPHBIX CUCTEMaX
U CeTSIX

H-OIIK-1.2.1

3HaeT NOpAAOK peaanu3aluu
METOZAOB U CPEICTB MEKCETEBOTO
9KpaHUPOBAHNS,

METO/JIbl U3MEPEHUM, KOHTPOJISA U
TEXHUUYECKUX PacueToB
XapaKTEPUCTUK
MIpOrpaMMHO-aNnapaTHBIX
CPEACTB 3aIIUTHl HHPOPMALIUH

3HaTh:

- THTIBI CETEBBIX aTak U METOBI OOPHOBI C
HHMU;

- TUIBI OpaHAMAay3pOB, UX OTIHYUS U
BapUaHTHI HCIIOJIb30BaHUS;

- MPOTrPaMMHBIC U alilapaTHBIC BO3MOKHOCTH
aHaJIM3a CeTeBOro Tpaduka;

- MPOTPaMMHBIC U alilapaTHBIC BO3MOKHOCTH
3aIUTHI CETEBON MHPPACTPYKTYPHI;

H-OIIK-1.2.3

Buiageer ynpasineHueM
(YHKIMOHUPOBaHUEM
MPOTPaMMHO-AIMaPaTHBIX
CpencTB

3alIUTHl THPOPMAITUH B
KOMITBIOTEPHBIX CETSIX

Biagerbs HaBbBIKAMM:

- aHaJIM3a CETeBOro Tpa(uKa U HaBBIKAMU
peueHus npo0ieM Ipu UCTIONb30BaHUN
¢uznueckoro obopynosanus u Cisco Packet
Tracer;

- BHeJpeHus AAA Ha MapuIpyTU3aTopax;

- YCTpaHEHHUs yrpo3 I MaplIpyTU3aTOpOB U
ceTell C MOMOIIBIO CITUCKOB YIIPABICHHUS
noctyriom (ACL)

N-0OIIK-1.2.4

Bnaneet koHTpoJieM Hax
coOroieHreM TpeOOoBaHUH 110
3amuTe nHHOPMAITUH TIPH
yCTaHOBKE

MPOrpaMMHOTO 0OecredeHus,
BKJIFOYasi aHTUBHPYCHOE
porpaMMHoe obecrieueHue

Bnaagers HaBbIKaAMM:

- BHeapeHus VPN tumna «cetb-ceThy;

- BHeApeHusa VPN ¢ yaaleHHbIM TOCTYIIOM;

- IPOEKTUPOBAHNS, BHEAPEHUS U TIOJAECPIKKH
Mep 0e30MacHOCTH i 00eCTICUeHUS
3aLIUTHI U LEJTOCTHOCTH CETEBBIX YCTPONCTB;
- HaCTPOMKHU U aIMUHUCTPHPOBAHHS
anmapaTHBIX MEKCETEeBbIX IKpaHOB CiSCO

ASA.

IIpodeccnoHanbHbIe KOMIIETEHINH

IIK-3

Cnocoben obecrieunBaTh
KOHTPOJIb HaJl
COOIIOIEHUEM
TpeOOBaHMII 1O 3aITUTE
HHpOPMAITUH

H-MIK-3.1

3HaeT ¥ NOHNMAaeT HOPMAaTHUBHbBIE
TpeOOoBaHUS 1O 3aIIUTE
nH(hOpMaITUu

3HaTh:
HOpPMAaTUBHBIE TPEOOBAHMUSI 10 3aIIUTE
uHQOpMAITUH

H-IIK-3.2

YMeeT OCyIECTBIATh OLIEHKY U
KOHTPOJIb UCTIOJIHEHHS
TpeOOBaHUI MO 3aIInTe
WHpOpPMAITUH

Ymern:

OCYIIECTBIIATH OLIEHKY U KOHTPOIb
UCTIONTHEHUsI TpeOOBaHMH 110 3aIInTe
nH(popMaIuu

H-MK-3.3

Braneer nHaBbIkaMu
OCYIIECTBIICHUS] KOHTPOJIS HaJl
co0utoiIeHreM TpeOOBaHU 1O
3amuTe MHQOPMaIHK

Bnaners HaBbIKAMU:
OCYIIECTBIICHUS] KOHTPOJIS HAJT
cobmroieHneM TpeOOBaHMH T10 3aIUTe
uHQOpMAITUH

4. O0beM, CTPYKTYpA U cojiep KaHue U CHUTITIHHbI

OO6m1ast TpyI0€MKOCTh TUCIUIUIMHBI COCTABIISIET 4 3aUeTHbIe eTMHUIBI, 144 aka. 4acoB.




Ne Tembl (pa3aeinbl) Buap! yueOHbBIX 3aHATHIA, DopMbI TEKYLLIETO
n/n AUCHMILIMHBI, BKJIIOYASl CAMOCTOSITEIbHYIO | KOHTPOJISI yClleBaeMOCTH
HX CO/Iep:KaHHe pPadoTy CTY/A€HTOB,
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3aganus amus
Ob6ecnieueHne 6€30MacHOCTH A o
1 - 51 4 2 1 4 | caMOCTOSATEIbHOM paObOThI
CETeH.
MOHUTOPHUHT U yIIpaBiCHUE 3ananm ms
2 rop yip 51416 1 4 | camocTOATENFHON pabOTHI
YCTPOMCTBAMHU.
3aganus amis
3 |ACL u O6panamayspbl. 51416 1 6 A -
CaMOCTOSITETIbHOM PadOThI
[IpenoTBpaieHue
4 | PeAOTEDITL 5121 1 4
BTOPKECHHIA.
3aganus ams
YpoBeHsb 2 1 6€30MacHOCTh A -
5 . 5|6 |3 1 4 | camocTOATENFHON pabOTHI
KOHEYHBIX YCTPOHCTB.
3agaHust s
6 |Kpunrorpadus. 5141 4 1 4 A 0
CaMOCTOSITEIbHOM PadOThI
3amadust g
7 |VPN. 51 4 4 1 4 | caMOCTOSATEIBHON paOOThI
. 3agaHus s
8 |Cisco ACA 546 1 6 JLAHTE U
CaMOCTOSITETTEHON PabOThI
2 1051|335 9K3aMeH
Bcero 32 | 32 10 | 0,5 | 69,5

Conep:xanue pa3iesioB IUCHUIIHHBI:

Pazpen 1. OGecnieuenne 0€301aCHOCTH CETEM.

1. 3ammTa cereii.

1.1. Beenenue. 3asBieHue 06 aTuueckoM B3nome. Tekymiee nonoxkenue aen. Cetu — 3To Lelu.
[Tpuuunnsbl ceTeBoil OezonacHOCTH. BekTopsl ceTeBbIx aTak. [loTepu 1aHHBIX.

1.2. OGzop Tomomoruu cetu. Cetn kammyca. Cetn Mmaynoro oduca U JoMaiHero oduca.
I'mobGanbHble cetn. Cetu 1HEHTPOB 00paOOTKM MaHHBIX. OOayHble CETH W BHUPTYyaIU3alUs.
Pa3BuBaromuecs cereBble rpaHUIIbL.

2. CeTeBble Yrpo3bl.

2.1. Kto arakyer Hamry ceTh? YTrpo3a, yS3BUMOCTb U PHCK. XaKep MPOTHUB 3J0yMBIIUICHHUKA.
DBomonus cyobekToB yrpo3. Kubepnpectymauku. 3amaun kubepOezonacHocTu. MHamKaTops
knbepyrpo3. OOMeH yrpo3aMu M MOBBIIIEHHUE OCBEIOMIIEHHOCTH 0 KHOepOe30MacHOCTH.

2.2. IHcTpyMeHTHI CyObeKTa yrpo3. BBeneHre HHCTpYMEHTOB aTaku. DBOJIOIHS HHCTPYMEHTOB
6e3onacHoctu. Kateropuu atax.



2.3. Bpenonocunoe I1O. Tumbl BpemoHOCHBIX mporpamMm. Bupycel. TposiHckue xonu. Yepsu.
Komnonents! uepss. [Iporpammei-BeiMorarenu. pyroe BpenonocHoe 110. Pacnpoctpanennoe
IIOBE/IEHNE BPEIOHOCHBIX IIPOIPaMM.

2.4. PacnipocTpaHEHHbIE CETEBbIE aTaKW — pa3BeKa, JOCTYI U COLMANbHAs MHXKEHepHs. THIbl
ceTeBbIX arak. Pa3BenpiBarenbHbIE aTaku. ATaku JocTyna. ATakM COLMAJIbHOM HMHYKEHEPHUU.
VYkpernseHue camoro ¢iaadoro 3BeHa.

2.5. CereBble aTaku — OTKa3 B OOCIY)XHBaHHH, mepenoiHeHue Oydepa u ykinonenue. DoS- u
DDoS-araku. Kommonentst DDoS-atak. borner Mirai. Ataka Ha mnepernonHeHue Oydepa.
MeTo/1bl YKIOHEHUS, UCTIOIb3YEMbIE 37I0YMBIIUIEHHUKAMH.

3. CHHKeHHe YIpo3.

3.1. 3ammra cetn. Crienuanuctsl mo cereBoil OezomacHocTu. CooOliecTBa CETEBOr0 aHaIM3a.
Ceprudukarsl cereBoii 6ezonacHoctu. KoMmyHukanmonHas 0€301acHOCTb.

3.2. Ilonutuku ceteBoii Oe3omacHocTU. JloMeHBI ceTeBoi OezomacHOCTH. JlemoBasi MOJUTHKA.
[Tomutuka Ge3zomacHoctu. Ilomutukn BYOD. CooTBeTcTBHE HOPMATHUBHBIM TPEOOBAHHAM U
CTaH/JapTaMm.

3.3. UuctpymeHTsl Oe30macHOCTH, miatopmel u cepBuchl. "JIyk" 6e3omacHocty U "ApTHiok”
6e3zonacHoctu. HWHCTpymeHThI TecTupoBaHusi Oe3omacHoctd. I[lmardgopmber OGe3omacHocTH
naHHbIX. 1eMoHcTparus Cisco SecureX. OXpaHHbIE YCIYTH.

3.4. [IpoTuBOCHCTBUE pACTIPOCTPAHEHHBIM CETEBBIM aTakaM. 3alliTa CeTH. 3alura OT
BPEIOHOCHBIX MporpamM. bope6a ¢ yepBsimu. CMsArdeHue paspe/blBaTelbHbIX aTak. CMsArdyeHue
atak poctymna. Cmsaraenune DoS-arak.

3.5. [Tnargpopma 3amursl Cisco Network Foundation. CtpykTypa. 3amura ypoBHs yIpaBiIeHHUsL.
3amura ypoBHs 1aHHBIX.

4. Be3onacHblii J10CTyN K yCTpPoOiicTBaM.

4.1. 3amuMra NOrpaHUYHOr0 MapuUIpyTU3aTopa. 3auuTa cereBoil MHPpacTpykTyphl. Iloaxoasl k
o0ecreyeHHn0 0€30IaCHOCTH IMOTPAHMYHBIX MapuipyTu3atopoB. Tpu obisactu 0Ge30macHOCTH
MapupyTtu3aropa. be3onacHbli agMUHUCTPATUBHBIA JOCTyN. be30macHbIil JIOKAJIbHBIA U
yZIaJeHHBIN JOCTYII.

4.2. Hactpoiika  0Oe30omacHoro  aJMHHHCTpaTHBHOTO  joctyma. Ilapomm.  Hactpoiika.
HIudposanue. JlononHuTeNbHas 3alUTa IapoIeM. AJTOPUTMBI CEKPETHOTO MapOJIsl.

4.3. Hacrpoiika ycuiaeHHOM Oe€30MacHOCTH Ul BHUPTYyaJdbHBIX BXoJo0B. Hacrtpoiika ¢yHkuumit
paciIupeHys BXoAa. YirydleHus Bxoaa. JKypHan HeyAauHbIX IONBITOK BXO/A.

4.4. Bxmouenne SSH. [IloBeimienue Oe3omacHoct Bxona 1o SSH. SSH  wmexny
Mapupyrusaropamu. SSH XocT-mMapipyTusaTop.

Pa3nes 2. MOHUTOPHMHT U yIIpaBJieHHe YCTPOHCTBaAMM.

5. Ha3zHaueHHe aAMMHUCTPATHUBHBIX POJIeH.

5.1. Hactpoiika ypoBHel mnpuBuieruil. OrpaHudyeHue AOCTYNHOCTH KomaHJ. Hactpoiika u
Ha3Ha4y€HHE ypoBHEN npuBUiIeruid. OrpaHu4eHns ypOBHEN NPUBUIIETU.

5.2. loctyn k uHTEpdeiicy KOMaHTHONW CTPOKHM Ha OcHOBe poieil. [lpencraBneHus Ha OCHOBE
pozeii. Hactpoiika npeacraBnenuii Ha ocHoBe posieit. Hactpoiika cynepsuzopos CLI Ha ocHoBe
pouneii. [Ipoepka npexacrasnenuii CLI Ha ocHOBe poreii.

6. MOHHUTOPHUHI M YIIPaBJIeHHe YCTPOiiCTBAMMU.

6.1. bezomacueiii o6pa3 Cisco 10S u ¢aiinel koHPuUryparmu. DyHKIHS OTKa30yCTOWYHBON
koHpurypauuu Cisco 10S. Bxitouenue ¢pynkuuu ycrounocta oopasza I0S. O6pa3 ocHOBHOTO
3arpy3ouHoro Habopa. Hactpoiika Oe3omacHoro KomuMpoBaHMs. BoccTaHOBIEHHE TapOs
MapLIpyTU3aTopa.

6.2. brioknpoBka MapmipyTuzaropa ¢ momoribio AutoSecure. [Ipotokonsl ooHapyxerus CDP u
LLDP. Hacrtpoiiku mpoTokonoB u ciyx0. Aprozamurta Cisco. Cunrakcuc xomanisl Cisco
AutoSecure. [Ipumep koundurypamuu Cisco AutoSecure.

6.3. Ayrentudukanus IIPOTOKOJIA MapLIpyTHU3aLUH. ITpoToxoJbl JUHAMHYECKON
Mmapupytuszauuu. [loaMmeHa mnpoTokona MapuIpyTH3alud. AyTeHTHU(DHUKAIMS POTOKOJIA
mapuipytuzaiua OSPF MDS. Ayrentudukanus nporokona Mapupyruzaunn OSPF SHA.



6.4. be3onacHoe ymnpaBieHUE M OTUETHOCTb. THIIBI OCTyHa K YIpaBlIeHHIO. BHenosocHbIN U
BHYTPHIIOJIOCHBIH JOCTYII.

6.5. BBenenue B cUCTeMHBIN >kypHasl. Omnepanuu CUCTEMHOro xXypHaia. Popmar coolrieHui
cucreMHoro xypHana. CpeacTBa CHUCTEMHOro »kypHana. HacTpoiika BpeMEHHBIX METOK
CHCTEMHOTO0 XypHana. CHUCTeMbI CUCTEMHOT0 XypHaia. KoHpurypamus cucTeMHOro )ypHaja.
6.6. Cnyx0b1 Bpemenu u kajeHaaps. Onepanuu NTP. Hactpoiika u mpoepka NTP.

6.7. Beenenne B SNMP. SNMP-onepauuu. baza ynpasnenueckoit unpopmanuu (MIB). Bepcun
SNMP. SNMP-ysa3sumoctu. SNMPv3. Kondurypanmus Oe3zonacHoct SNMPv3. Ilposepka
SNMPV3.

7. AyrenTuduKanus, apTopusanus u yder (AAA).

7.1. Ayrentudukanuss  6e3  AAA. Kommonentst AAA. Pexumbl ayTeHTH(QHKAINU.
ABTopuzanus. Yyer.

7.2. Hactpoiika nokanbHOM ayreHTHQHUKamu AAA. AyreHTH(QHKANMUi aIMUHUCTPATHBHOTO
noctyna. Meroasl ayreHTH(QUKAIMUA. MeTobl 10 YMOJIYaHUI0 ¥ UIMEHOBaHHbIE MeTO/Ibl. TOHKas
HACTPOWKa KOH(PUTypaluu ayTeHTU(HUKAITUH.

7.3. CpaBHEHHE JIOKQJbHBIX H  CEpBEpHBIX peanusamuii  AAA. MexaHu3m  CiIyx0
uaeHtuduxamuun  Cisco  (ISE). IIporokonst TACACS+ wu RADIUS. TACACS+
Aytrentuduxanus. RADIUS-ayrenTHQUKaLINS.

7.4. JlefictBus o HacTpoiike ayreHTugukanuu AAA Ha ocHOBe cepBepa. Hactpoiika cepBepos
TACACS+. Hactpoiika cepBepoB RADIUS. Ayrentuduxamus s KOMaHIl KOHPUTyparuu
cepeepa AAA.

7.5. Beenenue B cepBepHyto aBTopuzanuio AAA. Koundurypamus asropuzanuu AAA. Beeaenue
B cepBepHbIil yueT AAA. Kondurypanus yuera AAA.

Pa3zpnen 3. ACL u Opanamayspsbl.

8. Ciuckm koHTpos gocryna (ACL).

8.1. Uro takoe ACL? Ilakernas ¢punptpanus. HymepoBanusie u umenoBanubsie ACL. Onepanus
CO CIIMCKOM KOHTPOJISL JOCTYTIA.

8.2. O0630p mojcTaHOBOYHOM (0OpaTHOM) Macku. THIBI TOJCTAHOBOYHBIX MAacOK. BeruucieHue
[10JICTAHOBOYHOM Macku. Macka 1oJiIcCTAaHOBOYHBIX 3HaKkoB: KitoueBble ciioBa.

8.3. Co3nanme cnucka KoHTpoisi jnoctyna (ACL). HymepoBaHHBIN CTaHAApPTHBIM CHHTaKCHC
ACL IPv4. NmenoBannbiii cranmaptHbiii cuntakcuc ACL IPv4. CuHTakcuc HymMepOBaHHOTO
pacIIMpeHHOro cnucka KoHTpois gocryna IPv4. Ilporokonsr m HOMmepa mnoptoB. [Ipumepst
HACTPOMKHU IpOTOKOJI0B U HOMepoB nopToB. TCP - ycranoBka pacmmpennoro ACL.

8.4. Iea metona nuzmenenuss ACL. MeToa TeKCTOBOTo pefakropa. MeTo/1 opsIKOBOTO HOMEPA.
8.5. Pexomennanmu mo Hactpoiike ACL-cnmckoB. Ilpumenenne ACL. I'me pasmemate ACL.
CranpaptHsiil npumep pasmemenns ACL. [Ipumep pasmemenus pacumpenHoro ACL.

8.6. Cwmsruenume arak ¢ mnomompbio ACL. Cwmsaruenue cnyQWHrOBBIX aTtak. PaspemnicHwue
HeoOxoaumoro Tpaguka yepes 6panamaysp. Cmsraenne ICMP-atak. Cmsaruenue SNMP-ataxk.
8.7. O030p cmmcka koHTpons nmocryna IPv6. Cuarakcuc ACL IPv6. Hactpoiika crmckos
KOHTpoJIs focryna [Pvé6.

9. TexHOJIOTMH MeKCETEBBIX IKPAHOB.

9.1. bpauamayspel. Tunbsl OpanamayspoB. [IpeummymiectBa M orpaHuueHus OpaHamay’pa C
¢unbTpanueil maxeroB. [IpenmymiecTBa M orpaHuyeHus: OpaHAMay’pa C OTCIEKHBAHHEM
COCTOSIHUS.

9.2. OOGmme apXUTEKTYypBI O€30MaCHOCTH. MHOTOYpOBHEBAS 3aIUTA.

10. MexkceTeBble 3KpaHbI HA OCHOBE MOJIUTHK 30H (ZPF).

10.1. TIpenmymectBa ZPF. [IpoexktupoBanue ZPF.

10.2. HeiictBus ZPF. [IpaBuna Tpan3utHoro aBmxeHus. [IpaBuia npoxoxaeHus: B COOCTBEHHYIO
30HY.

10.3. Hacrpoiika ZPF. [IpoBepka kon¢urypanuu ZPF. Pekomennanuu no kongpurypamuu ZPF.
Pasznea 4. [IpenorBpaiieHue BTOPKEHUI.

11. IPS-Texnosnorum.



11.1. Araku HyneBoro aHs. OTClIeKUBaHHUE aTaK. Y CTPOWCTBA MPEIOTBPAIICHUS 1 OOHAPYKEHUS
Bropkenui (IDS u IPS). [IpeumymectBa u Henoctatku IDS u IPS.

11.2. Tunsl IPS. Ceresie IPS. CiocoOs1 pa3BepThIBaHMUS.

11.3. IPS na Cisco ISR. Komnonentst IPS. IPS-cucrema Cisco 10S. Snort IPS. Oneparu Snort
IPS. Oco6ennoctu Snort IPS. Cucremusie TpeboBanust Snort.

11.4. Metonpl monutopunra cetu. CereBbie oTBerBHTEeNU (Network Taps). 3epkanupoBanue
tpaduka u SPAN. Hactpoiika SPAN Cisco.

12. Jkcmiryarauus u Bueapenue IPS.

12.1. Atpubyrsl curnaryp IPS. Tumbr curnatyp. Curnatypusie TpeBoru IPS. JlelicTBus
curHaryp IPS. Ouenka npenynpexacHuii.

12.2. Cisco Snort IPS. Bapuantsr ciyx0s1 IPS. NGIPS. Snort IPS. KoMmrnoneHTsl U npaBuia
Snort. [Ipunoxenus-konreitHepsl ISR. ABapuiinbpie curnansl npaBui Snort IPS. JleiicTBus
npasuia Snort IPS. [NapameTps! paBui 3arosnioBka Snort IPS. JleiictBust Snort IPS.

12.3. Hactpoiika Snort IPS.

Pa3nes 5. YpoBensb 2 n 6e301aCHOCTh KOHEYHBIX YCTPOMCTB.

13. O630p 0e30MaCHOCTH KOHEYHBIX YCTPOICTB.

13.1. be3onacHOCTb 371€MEHTOB JIOKAIbHOM ceTu. TpaaullMOHHas 3alUTa KOHEUHBIX YCTPOICTB.
Certp 0Oe3 rpanuu. be3onacHOCTh KOHEUHBIX YCTPOWUCTB B ceTu Oe3 rpanui. CereBas 3aliura OT
BPEIOHOCHBIX MpOrpaMM. ANNapaTHOE W HPOrpaMMHOE HIM(PPOBAHUE JIOKAJIbHBIX JIaHHBIX.
Koutpoins nocryna k cetu. @ynkuuu NAC.

13.2. be3zomacHOCTh € HCHOJb30BaHUEM ayTeHTU(UKalMuM Ha ocHoBe mnopToB 802.1X.
Ynpasnenue coctosarem apropusanuu 802.1X. Kondurypanus 8§02.1X.

14. Bonpocs! 6e30macHOCTH YPOBHA 2.

14.1. Onucanue ysa3BuMoctu ypoBHs 2 mozaenu OSI. Ilepexntouenue kareropuii atak.

14.2. Arakm mo Ttabmune MAC-agpecoB. OcHOBBI paboTBl KoMMyTatopa. KommyraTop:
oOyueHue u nepeaapecanust. PuiabTparys kajapos. 3anoiaHenue Taduunsl MAC-anpecos.

14.3. Be3omacHOCTh HEUCHOIB3yeMBIX MOPTOB. [IpoTuBoneiicTBue atakam Ha Tabmuiyy MAC-
aapecoB. Bxitouenue Oe3omacHoctu mnopta. Orpanudenue u  uszydyenme MAC-agpecos.
VYcrapeBanue 0€30MacHOCTH MOPTOB. Pexumbl HapyiieHus Oe3omacHOCTH moptoB. llopTel B
OTKJIFOYEHHOM COCTOSHMM H3-3a omuOku. [IpoBepka OezomacHOCTH MoOpTa. YBEIOMIIEHHE O
MAC-anpece mo SNMP

14.4. Cmsaruenne atak VLAN. Ataku VLAN Hopping. ATaka ¢ HCHOJIb30BaHHUEM JBOHHOTO
terupoBanusi VLAN. Cwmsruenue arak ¢ HCHOJb30BaHUEM JIBOWHOTO TerupoBaHuUs. YacTHbIe
BupTyanbHble JokanbHble ceTH (PVLAN). Ilorpanununsie ¢ynkimum PVLAN. Hacrpoiika
rpannyHoro PVLAN (PVLAN Edge).

14.5. DHCP-ataku. 3amurta ot DHCP-arak. Ilarm no peamunzanun DHCP  Snooping
(Orcnexuanne DHCP). [Tpumep nactpoiiku otcnexuBaraus DHCP.

14.6. ARP-araku. Cnypunr ARP. Jlunamuueckass mposepka ARP (DAI). PykoBoxactBo mo
BHeApenuto DAL Ilpumep kondurypamuu DAL

14.7. AnpecHble cny¢uHronsle ataku. [IpotuBojneiictBue artake c¢ moameHod MAC-anpeca.
Hacrpoiika 3amurtsr [P (IP Source Guard).

14.8. Ilporokon cBssytomero nepea (STP). Ilepecuer STP. Luxnel. Pomu mopra STP.
Kopuesoii moct STP. Croumocts iyt STP. Bri6op xopHeBoro mocra.

14.9. STP-araka. Cwmsruenune STP-atak. Hactpoiika PortFast. Hacrtpoiika 3ammter BPDU.
Hacrpoiika kopHeBoii 3amuthl (Root Guard). Hactpoiika 3ammutst oT netens (STP Loop Guard).
Pa3nen 6. Kpunrtorpadgus.

15. Cayx6b1 kpunrorpagum.

15.1. Ayrentudukanus. LenoctHocTs AanHbIX. KOHOUACHINATEHOCTD TAaHHBIX.

15.2. Kpunrorpadus. Coznmanue 3ammdpoBanHoro Tekcrta. [ludper mepecTaHoBKH.
[ToncranoBounble mu¢psl. bonee crnoxupld mudp 3amensl. [ugpsr ¢ oxHOpPa30BBHIM
OJIOKHOTOM.

15.3. Kpunroananus. Merons! B3noma kozaa. [Ipumep B3noma kofa.



15.4. Kpunrtonorusa. Co3aHue M B3JIOM CEKPETHBIX KoJ0B. Kpunroananutuku. CEKpeTHOCTb
KIIFOUEH.

16. Ba3oBasi 1€J10CTHOCTH U MOJJIHHHOCTD.

16.1. be3onacHast cBs3b. Kpunrtorpaduueckue xemr-pynkiuu. Kpunrorpaduyeckas Xoii-
onepauus. MDS u SHA. AyreHTrduKanys nporuCcXoxKACHUSI.

16.2. XapakTepuCTUKH yIpaBJICHHUS KiouyaMmH. [[uHa Kiro4a U MPOCTPAHCTBO Kitoueil. Turbl
Kpunrorpadguueckux kiaroueil. Beidop kpunrorpaduueckux Kiroue.

16.3. KonduneHuuaabHOCTh JaHHBIX. CHMMeTpu4YHOE IHMQpPOBaHHE. ACHMMETPUUHOE
mmdpoBanue. AcUMMETpHYHOE IMHK(pPOBaHUE — KOH(QUACHIUAIBHOCTh, AayTEHTHU(HUKAIH,
1eaoctHocTh. uddu-Xemmman.

17. Kpunrorpadusi ¢ OTKPBITBIM KJIKYOM.

17.1. O630p mudporoit noanucu. [udpossie moanucu s noanucu koaa. L{udposeie moamucu
JUIs TUPPOBBIX CEPTUDUKATOB.

17.2. VupaBneHue OTKpPHITBIM KitouoM. HHbpacTpykTypa OTKpBITBIX Kitoueil. Cucrema
nosHomounit PKI. Cucrema nosepuss PKI. CoBmectumocTh pasnuuHblx nocraBuukoB PKI.
Perucrpanus ceprudukara, ayTeHTU(PHUKAIUSI 1 OT3bIB.

17.3. PKl-npunoxenus. 3amudpoBanHble ceTeBbie Tpan3akiuu. [llndpoBanne 1 MOHUTOPHUHT
0€30MacHOCTH.

Pa3nea 7. VPN.

18. VPN.

18.1. Buptyanbhsle yactHble ceTu. [Ipeumymecta VPN.

18.2. Tononoruu VPN. VPN ¢ ynanenubim gocrynom. SSL VPN. Certs-cets IPsec VPN (Site-
to-Site IPsec VPN).

18.3. O630p IPsec. Texnonoruu IPsec. Unkancynsuus nporokona [Psec. KonduaenunanbHOCTS.
[lenocTHOCTh. AyTreHTH(rKamus. be3omacHbIii OOMEH KIIF0YaMH C MCIOJL30BAHUEM IIPOTOKOJIA
Hudou-Xennmana (DH). TpancnopTHblil ¥ TyHHENIBHBIN pexxumMbl [Psec.

18.4. OG6zop mporokona I[Psec. 3aromoBok ayreHTH(UKauu. [IpoTokosn 6e30MacHOCTH
unkancynsiuuu (ESP). ESP mmdpoBanue u ayrentudukanus. TpaHCHOPTHBIA M TYHHENIbHBIHA
PEXUMBI.

18.5. O6men ximrouamu yepe3 Mutepner. [Iporokon IKE.

19. Bueapenue Site-to-Site IPsec VPN.

19.1. IPsec-cornacoBanue. Tomonorus Site-to-Site IPsec VPN. 3amaun nactpoiiku IPsec VPN.
CymectBytonue kondurypamuu ACL. O6paboTka MIMPOKOBEMIATEIEHOTO U MHOT0AJPECHOTO
Tpaduka.

19.2. Homutuku ISAKMP no ymonuanuto. CHHTakcUC AJii HAacTPOMKM HOBOM MOJUTHKH
ISAKMP. Kondurypanus npeaBapuTeabHOro o0mero Kioyva.

19.3. Tlomutuku IPsec. Ompenenenune wuHTEpecytomero Ttpaduka. Hacrtpoiika wHabopa
npeoOpa3oBanuii [Psec.

19.4. Cunrakcuc mans HacTpoiku Kpunrorpaduueckoit kaptsl (Crypto Map). Kondurypamnus
Kpunrorpaduueckot kaptel. [IpuMeHenne u nposepka KpunTorpapuuecKoi KapThl.

19.5. IPsec VPN. OtmnpaBka untepecytomero tpaduka. [Ipoepka rynneneit ISAKMP u [Psec.
Pa3nea 8. Cisco ACA.

20. Beenenue B ACA.

20.1. Mopenu Opanamay’poB ASA. MexcereBble 3kpaHbl HoBoro mnokoneHus Cisco ASA.
Pacinmipennsie ¢ynkunuu Opanamayspa ASA. OO030p OpaHIMayspoB B CETEBOM Ju3aliHE.
Pexumbl pabotsl Opanamayspa ASA. JIunieH3nonHsle TpeboBanust ASA.

20.2. O630p ASA 5506-X. YpoBau 6e3onacHoct ASA. CrueHapun pa3septeiBanus ASA 5506-
X.

21. Kongurypauus Opanamayspa ASA.

21.1. OcHoBuble HacTpoiiku ASA. Koudurypamus ASA 1o ymomyanuro. Mactep
WMHUIMAIN3alU1 HHTEPAKTUBHON yCTaHOBKU ASA.



21.2. Hactpoiika mapaMeTpoB ympaBieHMs U ciIyx0. Bxog B pexum riobambHOR
koH(purypanuu. Hacrtpoiika ocHOBHBIX mapameTpoB. Hactpoiika wunTepdeiicoB. Hactpoiika
CTaTHYECKOTO MapiipyTa mo ymondanuto. Hactpoiika cinyx0 ymaneHHoro moctymna. Hacrpoiika
ciTy0 mpoTokoa cereBoro Bpemenu. Hacrpoiika cimy:x6 DHCP.

21.3. Beaenue B 00BEKTHl M rpymmbl 00bekToB. HacTpoiika cereBpix 0o0bekToB. Hacrtpoiika
CEpBHUCHBIX 00bEKTOB. ['pyrmibl 00bekTOB. HacTpoiika o0mux rpymnmn 00beKTOB.

21.4. ACL ASA. Tuns! ¢punsrpanuu ciuckoB ASA ACL. Tunst ciuckoB ASA ACL. CunTakcuc
st HacTpoiiku ACL ASA. CuHTakcuc Jyisi IPUMEHEHHUs CIMCKa ynpaBieHus: JocTynoM ASA.
[Tpumepsr ACL ASA. ACL u rpynmsel 06bektoB. ACL ¢ ucrons30BaHHEM HTPUMEPOB TPYII
00BEKTOB.

21.5. O630p ASA NAT. Hacrpoiika aunamuyeckoro NAT. Hacrpoiika qunamuueckoro PAT.
Hacrpoiika ctatnueckoro NAT.

21.6. O630p AAA. JlokanbHas 6a3a gaHHBIX U cepBepbl. Konpurypamus AAA.

21.7. O630p MPF. Hactpoiika kapt kinaccoB. OnpeieieHie U aKTUBALINSI TIOJTUTHKH.

22. TecrupoBaHue ceTeBOi 0€30NACHOCTH.

22.1. OnepanmonHasi 6e30macHOCTb. TecTUpoBaHWE M OICHKA CETEBOM Oe30macHOCTH. TwHrbl
CETEBBIX TECTOB. [IpuMeHeHue pe3ybTaToB CETEBOIO TECTUPOBAHUS.

22.2. IncTpyMeHTHI 1715 TecTupoBanusi ceTu. Nmap/Zenmap. SuperScan. SIEM.

5. 06p330BaTeJ'[bele TEXHOJOI'MH, B TOM YHCJI€ TEXHOJOIHHU IJIEKTPOHHOI0 06yqe}mﬂ u
AUCTAHIHUOHHbIC 06p330BaTeJII>HI>Ie TEXHOJIOTHH, HUCIOJb3yEMbI€ IIPH OCYIIECTBJICHUU
06p330BaTeJ'[bHOFO npouecca mo TMCHUIJINHE

B nporiecce 00ydeHust UCTIONB3YIOTCS CIEIYIOINE 00pa30BaTeIbHBIE TEXHOIOTHH:

AxajeMuyecKasi JeKIHs ¢ 3J1eMeHTaMH JIeKIIMH-0ece/ibl — I0CIEeI0BATEIbHOE
U3JI0’)KEHUE MaTepuasa, OCyIIECTBIsEMOE IPEUMYILIECTBEHHO B BUAE MOHOJIOTA IIpernojaBaTelis.
OneMeHThl JieKuMu-Oecenbl 00eCneunBalOT KOHTAKT IpenojaBareis ¢ ayIJuTopueHd, 4To
MO3BOJISIET TPUBJIEKATh BHUMAHUE CTYJCHTOB K HauOoyiee BaXHBIM TeMaM JIHCUUIUIAHBL,
aKTUBHO BOBJEKaTb MX B Y4eOHBIH mpolecc, KOHTPOJIUPOBATh TEMI H3JIOKEHHUS Y4eOHOro
MaTepuaia B 3aBUCUMOCTHU OT YPOBHS €r0 BOCIIPUSTHS.

IIpakTnyeckoe 3aHsATHE — 3aHATHE, TOCBSIIEHHOE OCBOEHUIO KOHKPETHBIX YMEHUHN U
HABBIKOB 10 3aKPEIUJICHUIO MOTYYEHHbIX Ha JIEKIIUY 3HAaHUM.

KoncyabTanum — BHUJ y4eOHBIX 3aHATHH, SBISIOIIMNACA OXHOW M3 (OPM KOHTPOIIA
CaMOCTOSITENIbHOM  paboThl  CcTyAeHToB. Ha KOHCynmpTanmusix 1O Mpock0e  CTYJIEHTOB
paccMaTpUBaIOTCST Haubojee CIOXKHBIE MOMEHTHI IpPU OCBOEHHM MaTepuaya JUCLUIUIMHBL,
npenojaBaTesib OTBEYAaeT Ha BONPOCHI CTY/IEHTOB, KOTOpPbIE€ BO3HHUKAIOT y HHMX B IpoIlecce
CaMOCTOSITENIbHON PaOOTHI.

6. IlepeyeHb JIMIIEH3MOHHOT0 M (MJU) CBOOOJHO PACHPOCTPAHSIEMOr0 MPOrPaAaMMHOIO
ol0ecreyeHusi, MCNOJb3YyeMOr0 IPH OCYLIECCTBJICHHM O00pa30BATEJBHOIO Ipolecca Io
AUCHHUILIMHE

B mpomecce ocymecTBieHHs 00pa3oBaTENBHOTO  MpoIecca IO  JUCIHUILUIAHE
UCIIOJIBb3YFOTCSL:

st GOPMHUPOBAHKS MAaTEPUAIIOB JUTS TEKYIIEr0 KOHTPOJIS YCIIEBAEMOCTH U MPOBEICHHS
IPOMEKYTOUHOI aTTecTaluu, A1t GOPMUPOBAHUS METOTUUCCKUX MATEPHAIIOB MO TUCIUILINHE:

- Linux Ubuntu (GNU GPL v.3);

- OpenOffice (GNU LGPL);

- Cisco Packet Tracer 8.1.0 (moctymen OecratHo st yaacTHUKOB [Iporpammbr CeteBoit

Axanemunu Cisco);



- Cisco SDM (moctymen GecriatHo aisi yuyacTHUKOB [Iporpammbr CereBoii AkaneMuu
Cisco);

- Cisco Network Assistant (moctynen OecruiaTHo Uit ygyacTHUKOB [Iporpammer CereBoi
Axkanemun Cisco);

- Cisco Configuration Professional (moctynen OecruiaTHO /it yyacTHUKOB [Iporpammer
CereBoii Akagemuu Cisco);

- Wireshark (GNU GPL 2+);

- Snort (GNU GPL);

- Oracle VirtualBox (GNU GPL 2);

- Google Chrome (freeware).

7. IlepeyeHb COBpPEeMEHHBIX MNPO(ecCHOHAIBHBIX 0a3 MJAHHBIX H HMH(OPMALMOHHBIX
CIPABOYHBIX CHCTEM, HCIIO0JIb3yeMbIX MPH OCYIIeCTBJIEHHH 00pa30BaTeJIbLHOI0 MpoLecca mno
AUCHHILINHE (MPU He00X0AMMOCTH)

B mpouecce ocymectBieHuss 00pa3oBaTENBHOrO  Mpolecca IO  JUCHUIUIMHE
UCIIOJIb3YETCS:

- ABrtoMaTm3upoBaHHas OubOmuoTeuyHo-uHpopmanmoHHas cucrema «BYKU-NEXT»
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

- DnekrpoHHas OubmroTeynas cucteMa «Jlaub» https://e.lanbook.com

- DrektpoHHas OubaroTeyHas cucrema «fOpaiir» https://urait.ru

- DnexTpoHHas oubnmnoTeyHas cucreMa «KoHCYIbTaHT CTyIeHTa»

https://www.studentlibrary.ru

8. [lepeyeHb OCHOBHOI ¥  IONMOJHUTEJbHOW  Yy4eOHOW JIMTEpaTypbl, PecypcoB
HHG(POPMALMOHHO-TEJEKOMMYHUMKAUMOHHO ceTn «MHTepHer» (IIpH HEOOXOAMMOCTH),
PeKoOMEeHIyeMbIX /1JIs1 OCBOEHHS 1M CHUIITUHbI

a) OCHOBHAsI JJUTepaTypa
1.YuebHo-meroanueckoe nmocobue B LMS NetAcad. Pexxum moctyma: cBOOOIHBIN AMs
yuactHUKOB [Iporpammer CeteBoii Akanemun Cisco (https://www.netacad.com/)
2. Hectepos, C. A. OcHOBbI HH(POPMALMOHHON 0€30MaCHOCTU: YUEOHHK Ul BY30B —
Cankr-IlerepOypr: Jlans, 2021. https://reader.lanbook.com/book/165837
3. lenyxun O. WM. OOHapykeHHE BTOP)KEHUI B KOMIBIOTEpHBIE CETH (CETeBbIE
aHoMaJnM): yuyeOHoe mocobue g By30B - MockBa: ['opsuas nunus - Tenekom, 2013.
https://www.studentlibrary.ru/ru/doc/ISBN9785991203234-SCN0000/000.html
4. PynenkoB H. A., [Iponerapckuii A. B., Cmupnosa E. B., CypoBos A. M. TexHonoruu
3alIMThl MH(GOpPMAIMK B KOMIIBIOTEPHBIX ceTX - MockBa: HannonanbHbll OTKpBITHINA
VYuusepcurer "UHTYUT", 2016.
https://www.studentlibrary.ru/ru/doc/intuit_384-SCNO0000/000.html

0) 10MOJIHUTEJIbHAS JUTepaTypa
1. A. B. Aymkun, O. M. Bapcykos, E. B. Kpasnos, K. B. CnaBnos IIporpammuo-
amnmapaTHbIe CpeICTBa obecrnieueHusi HHHOPMAITMOHHOM 0€30MMacHOCTH: Y4eOHOe mocodue
JUTS BY30B - Mocksa: I'opsiuas JIMHUSA - Tenekom, 2016.
https://www.studentlibrary.ru/ru/doc/ISBN9785991204705-SCN0000/000.html
2. A. . Koctiok, JI. A. becnaioB AnMuHHCTpUpOBaHUE 0a3 TaHHBIX U KOMIBIOTEPHBIX
ceTeit: yaeOHOe rocobue. — Pocros-na-Jlony: 0DV, 2020.
https://www.studentlibrary.ru/ru/doc/ISBN9785927535774-SCN0000/000.html



http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
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https://reader.lanbook.com/book/165837
https://www.studentlibrary.ru/ru/doc/ISBN9785991203234-SCN0000/000.html
https://www.studentlibrary.ru/ru/doc/ISBN9785927535774-SCN0000/000.html

3. [InatonoB B.B. «IIporpamMHo-anmnapaTHbIE cpeicTBa oOecriedeHrss HHPOPMALMOHHOM
0€30MaCHOCTH BBIUMCIUTENBHBIX CETEH»: ydeOHOoe mocodue mist By30B - M.: Akaaemus,
2006.

B) pecypchl cetu «HTEpHET»
1. http://netacad.com
2. http://cisco.com
3. http://learningnetwork.cisco.com/

9. MaTepuaibHO-TEXHUYECKAas 0a3a, HEOOXO0AUMAsA [IJIS OCYILIECTBJIEHUs 00Pa30BaTEeIbHOI0
npouecca no JMCUMIINHE

MarepuanpHO-TeXHUUYECKas: 06a3a, HeoOXoquMas IJisi OCYIIECTBICHHS 00pa30BaTEIHbHOTO
nporiecca 1o JUCIHUILTUHE BKIIOYAeT B CBOM COCTAB CHEIHATIbHBIC ITOMCIICHHS

- yueOHbIe ayTUTOPHUHU ISl IPOBEICHHS 3aHATUH JICKITUOHHOTO THIIA;

- yu4eOHbIC ayTUTOPHH ISl TIPOBEIICHHSI MPAKTHYECKUX 3aHATHI (CEMUHAPOB);

- y4eOHbIE ayTUTOPUH IS IIPOBEICHHSI IPYIITIOBBIX M MHIMBHYaIbHBIX KOHCYJIbTAIIHIA;

- KOMITBIOTEPHBIH Kiacc, obopynoBanubiii [I9BM kiacca ve Hmke Intel i15-7400, 8gb

RAM, 1Tb HDD c ycraHoBineHHbIM mporpamMMHbIM oOecrieuenneM: Windows 7/8/10,

Linux, Packet Tracer 8.0 (u moBee), Cisco SDM, Cisco Network Assistant, Cisco

Configuration Professional. 13 pacuera ogaa [I9BM Ha oxHOTro YenoBeka.

- yueOHbIC ayIUTOPHH JUIS TPOBEACHUS TEKYIIErOo KOHTPOJS M IMPOMEKYTOUYHOM

aTTeCTallNu;

- MOMEUICHHUS JJIsl CAMOCTOSITEIIbHON paOOThI;

- MOMEUICHUS ISl XpaHEHWs W TNPO(UIAKTHYECKOTO OOCITYKMUBAHHS TEXHUYECKUX

CpeAcTB 00yUeHHUS.

[TomemnieHust 411 caMOCTOSITENIBHON pabOThl O0YYaroIIMXCsl OCHALEHBI KOMIIBIOTEPHOU
TEXHUKOH C BO3MOXKHOCTBIO TOAKIIIOUCHHS K ceTh «/HTepHEeT» M 00ecledyeHueM J0oCTymna K
AIIEKTPOHHOH HH(pOpMaIoHHO-00pa3oBaTensHOU cpee SAplY.

ABTOp:

AccucteHT Kadepbl HeTMHEHHONW AMHAMUKU O.E. busun



IIpunoxkenne Ne 1 k paGoueii mporpaMme M CHMIIIMHBI
«be30macHOCTh KOMIIBIOTEPHBIX CeTei»

DoH/1 OLIECHOYHBIX CPEICTB
7151 TIPOBe/IeHUsI TEKYIIero KOHTPOJISl yCIIeBAeMOCTH
U IPOMEKYTOYHOM ATTECTAIUM CTY/IEHTOB
10 JMCIHUIIHHE

1. TunoBbie KOHTPOJIbHBIE 32JaHUSI U UHBbIE€ MATEPHUAJIBI,
HCHOJIb3yeMble B MPoliecce TEKYIero KOHTPOJIs YCIeBaeMOCTH

Ipumep 3axaHus AJ151 CAMOCTOATEIbHON NMPAKTHYECKOH padoThI
(Bapanus pasmemarrces B YK «Komnbrorepusie cetn» B LMS Moodle n
BBINOJIHAKOTCA B porpamme samyJisiuun cetu «Cisco Packet Tracer (noctynen 0ecnjaTHo
s yuactHukoB [Iporpammbl CereBoii Akagemuu Cisco)» )
Bo Bpemsi BbINoJIHEHUsI pa00ThI CTYAEHT MOKET BUAETh CBOM IIPOrpecc B MPOLEHTHOM
COOTHOIIEHUH. BoIbIIMHCTBO padoT CONMPOBOXKAATCA METOAUYECKHMHI MAaTepHAaTaMU.

Tema: Hacrtpoiika u nposepka Site-to-Site IPsec VPN
(6 wacmu enedpenus Site-10-Site IPsec VPN))

Lenu:

[IpoBepbTe MOAKIIOUEHHE 110 BCEU CETH.
Hacrtpoiite R1 anst noanepxku mexcantoBoit [IPsec VPN ¢ R3.

Addressing Table

Default 192.168.2.0124
Device Interface IP Address Subnet Mask Gateway Switch Port

R1 GO/0 192.168.1.1 255255 255.0 N/A S1F0N f19:h 2980-24TT
S0/0/0 (DCE) | 10112 255255255252 | NIA NIA
R2 GO/0 192.168.2.1 255.255.255.0 NIA S2F02
S0/0/0 10111 255256256252 | N/A NIA
S0/0/1 (DCE} | 10221 255256256252 | NIA NIA

192.168.1.0/24 182.168.3.0/24
R3 G0/0 192.168.3.1 255.255.255.0 NA S3F0/5 4 e

T -~ - —i _g
S0/0/1 10222 255255265252 | NIA NIA g‘- iy L = — i — £
20 2960-24TT 1941 1941 2980-24TT PCPT
PC-A NIC 192.168.1.3 2552552550 192.168.1.1 S1F0/2 PC-FT 31 R1 A s3 poC
PC-A
PCB NIC 18216823 256,256 256.0 19216821 52 FO/1 \ez1eas

192.188.1.3
PC-C NIC 192.168.3.3 255.255.255.0 192.168.3.1 S3F0/18

=,
PC-PT
pC-8

022,030 192.168.2.3

10.1.1.0/30

B

Objectives

« Verify connectivity throughout the netwerk.
« Configure R1 to support a site-to-site IPsec VPN with R3.

IIpaBuiia HHTEpNpPeTAIINH Pe3yIbTATOB BHINOJHEHHS CAMOCTOSITEILHON NMPAKTHYECKOI
padoThI:

[TpakTiueckast paboTa cunTaeTCs BHIIIOJIHEHHOM (3aCYMTHIBAETCS ), €CIIH JIOCTUTHYTHI BCE
IIOCTaBJICHHBIE LIEIIN.



ITpumep TecTa A1 CAMONPOBEPKH
(tect mpoBoautcs B YK «KomnbloTepubie cetu» B LMS NetAcad)

B Tecre nmpeacraB/ieHbI 3aJaHUS HA IPOBEPKY 3HaHMi 110 Teme «ba3oBasi koHurypauus
KOMMYTATOpPa U OKOHEYHOI0 YCTpoiicTBa». B TecTe mo ka:knoi TeMe B cpeaHeM 15
BOIIPOCOB.

KosmyecTBO NONBITOK BHINOJHEHUS HE OTPAHUYEHO.

Bpemsi Ha IpoXosK/IeHHE TeCTa He OTPAHUYEHO.

HUTorn npoxo:xneHusi TecTa He OLIEHUBAIOTCH.

Bonpockel Tecra:

1. ITpu npumenennu ACL k uHTEpdElicy MapuIpyTH3aTopa Kakoi Tpaduk 0003HAYAETCS KaK
HACXO IS ?

- Tpaduk, kotopslii uaer ¢ [P-anpeca Ha3HAUEHHS HA MAPIIPYTHU3ATOP

- Tpaduk, KOTOPBIN MOKKAAET MAPIIPYTU3ATOP U HAIIPABIIAETCS K Y31y Ha3HAYCHUS

- Tpaduk, 115 KOTOPOro MapIIPYTU3ATOP HE MOKET HAWTHU 3aMKCh B TAOJIUIC MAPIIPYTU3AIAH
- Tpadux, noctynaromuii ¢ ucxonnoro IP-agpeca Ha Mapmpytuszarop

2. Kak OwicTpee Beero ynanuth onHy 3anvuch ACE u3 numenoBannoro ACL?

- Cxonupyiite ACL B TekcToBblii penakrop, ynanute ACE, 3arem ckonupyiite ACL o6paTHO B
MapIIpyTHU3aTOP.

- Ucnonp3yiiTe kitoueBoe ciioBo NO 1 mopsinkoBeiid HoMep ACE, KOTOpBIH HY)KHO YIaIHTh.

- Ucnonp3yiiTe komanay NO access-list, utoosr ynanuts Bech ACL, a 3aTemM Bocco3maiite ero
6e3 ACE.

- Cozpnaiite HOBBIN ACL ¢ npyrum Homepom u npuMenute HOBbIii ACL k unrepdeiicy
MapuIpyTH3aTopa.

3. Bxomsmue coobmrenus ICMP kakoro thna ciaenyer OJIOKHPOBATE?
- HepmocTmxumbIi

- "'amenne ncrounnka

- DX0-0TBET

- Dx0

4. Kakoii clieHapuii IpuBeACeT K HenpaBmibHOM HacTpolike ACL u 3ampery Bcero Tpaduka?
- [Ipumenute nmenoBanHblii ACL x muann VTY.

- [Ipumenure cranaaptHbiii ACL Bo BXoasIeM HanpaBIeHUH.

- [lpumenuTe cranaaptHbiii ACL ¢ MOMOIIIBI0 KOMaH IbI iP aCCess-group out.

- [Ipumennte ACL, B KoTOpOM ecTh Bce 3anpeuatouiue oneparops ACE.

5. CereBoil aAMUHHUCTPATOP X0UeT co3aarh cranmaptHeiii ACL, YTOOBI ITPETOTBPATUTE
nepenauy tpaduka Ceru 1 B ceTh McciieqoBadHuii U paspaborok. Ha xakom unTepdeiice
MAapIIIpVTU3aTOPa U B KAKOM HAIPABJICHUU CIEAYET IPUMEHATEH cranaaptubiii ACL?

{ 4 { 4
Research and
Development

Network 1

- R1 S0/0/0 ucxonsamuii



- R2 G0/0 Bxomsmruii
- R2 S0/0/0 Bxomsmuii
- R1 G0/0 Bxomsmuii
- R1 G0/0 ncxonmsmmin
- R2 G0/0 ucxomsruii

6. Kakue /1Ba yTBEp»KICHHUS OMUCHIBAIOT COOTBETCTBYIOIIHME O0IIKE PEKOMEHIAINH 1O
HacTpoiike u npumeHennto ACL? (BriGepute Ba.)

- Hanbonee crieruduunsie oneparopsl ACL cienyer BBOIUTH EPBBIMU H3-32
MIOCJIEIOBATEIBHOT0 Xapakrepa cruckoB ACL cBepxy BHU3.

- Ecmu ACL He coliepKuT paspeutenuit, BeCh Tpa(uK M0 yMOITYAHUIO 3aMPEIIaeTcs.

- K uaTepdeiicy MoxxHo nmpuMeHUTHh HeCKOIbKO ACL a1 Kak1oro MpoTOKoJia U HaIpaBJICHHUS.
- Ecniu ogua ACL tomkeH npuMeHSThCs K HECKOJIBKUM HHTepdelicaM, OH JT0JKEH OBITh
HACTPOEH C YHUKAJIbHBIM HOMEPOM I KaKJ0To UHTepdeiica.

- Crangaptasle cniucku ACL pacnionaratotcst 6JiMke BCEro K MCTOYHHKY, TOT/1a KaK
pacmupennbie ACL pacnionaratotcst OJrke BCero K MecTy Ha3HauYeHHsI.

7. Kakas obpaTHas Macka OyJIeT COOTBETCTBOBATEL ceTsaM ¢ 172.16.0.0 mo 172.19.0.0?
- 0.0.3.255

- 0.3.255.255

- 0.252.255.255

- 0.0.255.255

8. Kakoii oneparop ucnonn3yercs B HacTporike ACL 1 conocTaBlICHHS HaKETOB
OIIPEJICIICHHOIO IIPUJIOKCHUA?

- gt

- established

- eq

- It

HpaBI/IJ'll)Hble OTBCTbI

Bonpoc Ne | Bapuant Bonpoc Ne | Bapuant
OTBETA OTBETa
1 2 5 6
2 2 6 1,2
3 4 7 2
4 4 8 3

CamocTtosiTesibHBbIEe pa00ThI B BH/I€ TECTOBBIX 3aaHUI.
Tectol npoBoasitest B YK «Komnbrorepusie cetm» B LMS NetAcad
B ka:knom Tecte B cpeaHem 30 BONPOCOB 1O NPOiiIeHHBIM TeMaM (2-4).
Konn4yecTBo MONBITOK BBINOJHEHH - S. Bpemst Ha npoxoxkaenune Tecra - 1,5 yaca.
IIpu 3aBepuIeHUM TecTa NOKA3bIBAKOTCSH OMIMOKHU (€CJIH eCTh) U KaAKYI0 TeMy M pa3jie
CMOTpeTh, YTOOBI Pa300paThCsl U HCIPABUTH OINOKY. UTOrM NpoXoxKaeHns Tecra
OLICHUBAKOTCH.

(6 wacmu 3HAHULL O BO3MONCHBIX CEMEBLIX AMAKAX U Memooax 6opbObl ¢ HUMU, 603MONCHOCHISIX
PA3TUYHBIX MUNO8 OPAHOMAYIPO8)

IIpumeps! BOIpocos:



1. Kakmne nBe yactu MHpopManuu TpeOyOTCS NPH CO3AAHHHM CTAHAAPTHOIO CHIHMCKA
KOHTPOJIs aoctyna? (Boidepure 1Ba.)

- HOMEp ciucKa aoctymna ot 1 10 99

- ICXO/IHBIN aipec u oOpaTHasi Macka

- aJjpec Ha3HAYEeHMsI U [10JICTAHOBOYHASI MacKa

- Macka I10/ICeTH U IOJCTaHOBOYHAsl Macka

- Homep cnucka goctyna ot 100 no 199

2. Kakue aBa mara o0ecne4yuBalOT caMblii OBICTPBIA cnoco0d noJHoro ynajgeHus ACL-
cnucka ¢ mapmpyruzaropa? (Boidepure aBa.)

- Ynanenne ACE — enuHCTBEeHHBIH HEOOXOIUMBII TIIar.

- Usmenute Homep ACL, utoOs1 oH He coBnaaan ¢ ACL, cBsi3aHHBIM ¢ HHTEpQEHCOM.

- Ckomupyiite ACL B TeKCTOBBI penakTop, aA06aBpre no mnepen kaxasiMm ACE, 3atem
ckorupyiite ACL oOpaTHO B MapmipyTU3aTop.

- Yanure BXosuryro/ucxosmryto cceuiky Ha ACL u3 unTepdetica.

- Ucnonw3yiiTe kOMaHy no access-list st ynanenus Bcero ACL.

- Ucnonb3yiiTe KIOUEBOE CIOBO NO M MOPsAKOBbIM HoMmep Kaxkaoro ACE B mMeHOBaHHOM
ACL, KOTOpBII1 HYKHO YJalIHUTh.

3. Kakme aBa THHA aJpecoB cJjeayeT 3amnpelmiaTb BXOAAIIMM Ha uHTepdeiic
MapumpyTu3aTopa, noakiawdeHHblii kK Untepuery? (Boidepure aBa.)

- yactHble [P-agpeca

- mo6oii [P-anpec, HaunHarOMHIACS ¢ TGP 127

- moboii IP-anpec, HaunHaronmMiics ¢ Uudpsr 1

- IP-anpeca, nepeBenennble ¢ nomouibio NAT

- obmenoctymnuelie [P-agpeca

4. KakoBbl [1Ba BO3MOKHbIX OIpaHHYEHHMS] HCIOJb30BaHUS OpaHamay3pa B ceTu?
(Bb10epuTe 1Ba.)

- OH obecreynBaeT JAOCTYI K MPUIOKEHUSAM U KOHOUACHIUATIBHBIM pecypcaM ISl BHEIIHUX
HEHAJI)KHBIX MOJIB30BaTENEH.

- DTO YCIIOKHSIET yIpaBlieHHE O€30MaCHOCTHIO, MOCKOIBbKY TPEOYET pa3Tpy3Ku YIpaBICHHS
CETEBBIM JOCTYIIOM K YCTPONCTBY.

- HempaBuiibHO HacTpOEHHBIN OpaHAMay3p MOXKET CO3/1aTh €AMHYIO TOUKY OTKa3a.

- HpOI/ISBO)II/ITeHI)HOCTI: CETU MOXKET CHU3ZUTHCH.

- OH HEe MOXeET JIe3UH(PUIMPOBATH MOTOKH MPOTOKOJIOB.

5. Bbpanamaylp Kakoro THNA HCHOJb3yeT NPOKCH-CepBep AJds MNOAKIIYEHUs] K
yAaJleHHbIM CepBepPaM 0T UMEHHU KJIUEHTOB?

- MEXCETEeBOU IKPaH C OTCIS)KUBAHHEM COCTOSHUS

- MEXCETEeBOH dKpaH 0e3 COXpaHEHHsI COCTOSTHUS

- MEXCETEeBOM dKpaH ¢ (pUIbTpalreil maKeToB

- OpanaMayap 1UTI03a TPUIOKEHUN

6. Kakue aBa yrBepiKaeHHMsl ONHUCHIBAIOT /[Be MOAEJM KOH(PUIYpalUM MeKCeTeBbIX
skpanoB Cisco I0OS? (Bbibepure nBa.)

- ZPF gnomxeH OBITh BKJIOYEH B KOH(UIypaluu MaplIpyTH3aTopa Iepe]] BKIIOYEHHEM
KJlaccuueckoro opanamayapa 10S.

- Kinaccuueckuit Opannmayasp IOS u ZPF He MoryT 6bITh 00BEAMHEHBI HA OIHOM HHTepdeiice.

- Knaccuueckue Opanamayspel IOS u momenmum ZPF  moryr ObITh  BKJIIOYEHBI Ha
MapIIpyTHU3aTOpe OJHOBPEMEHHO.



- O6e momenn IOS Classic Firewall u ZPF Tpebytor ACL st ompeneneHuss MOIUTUK
dbunpTparuu Tpaduka.

- Ilepen Bxmouennem ZPF HeoOXomuMo BKIIOYHMTH Kiaccuueckue Opanamayspel I0S B
KOH(UTypanuu MapupyTu3aTopa.

7. Cnenuaauct nmo de3onacHoctu paspadarsiBaer ACL, 4T00bI 3aNIpeTUTh J0CTYNl K BeO-
cepBepy BCeM COTPYAHMKAaM oTAena mpoaax. IlepcoHany oraena mpoaak HasHa4yaeTrcst
anpecauuss u3 mnoxaceru IPv6e 2001:db8:48:2c::/64. BebG-cepBepy Ha3Hauaercsi ajapec
2001:db8:48:1¢::50/64. Kakue Tpu KoMaHIbI MOTPEeOYHTCSl A8 HACTPOHKH CIHCKA
KoHTpoJsi aocrtyna WebFilter na wunrepdeiice LAN s ToproBoro mnepconasa?
(Bb10epuTe TpH.)

- permit tcp any host 2001:db8:48:1c::50 eq 80

- deny tcp host 2001:db8:48:1c::50 any eq 80

- deny tcp any host 2001:db8:48:1c::50 eq 80

- permit ipv6 any any

- deny ipv6 any any

- ip access-group WebFilter in

- ipv6 traffic-filter WebFilter in

8. KakoBbl 1Ba pa3/Iinyusi MeKAy MesKceTeBbIMH 3KPAHAMM C COXPAHEHHEeM COCTOSTHUS U
0e3 coxpanenus cocrosinus? (Boidoepure nBa.)

- bpanamaysp 0Oe3 coxpaHEHHs COCTOSHUSL MOKET (MIIBTPOBATh CEAHCHI, HMCIIOJIb3YIOIINE
JMHAMUYECKOE COTJIACOBAHME IOPTOB, B TO BpEeMs Kak OpaHAMaydp C OTCIICKHBAHUEM
COCTOSIHUSL HE MOJKET.

- bpanamaysp 0e3 coxpaHEHHs COCTOSHHS OyAeT MPOBEPSATh KAXKABIH MakeT OTIAENbHO, B TO
BpeMsl KaK MEXCETEBOM HKpaH C OTCIEKHBAHUEM COCTOSIHMSI HaOJIOJaeT 3a COCTOSHUEM
COCIMHEHUSI.

- bpangmaysp 0e3 coOXpaHEHMsI COCTOSHUS TperocTaBisieT Oouiblie HHPOpMALUU JUIs
KYpHAJIOB, 4eM OpaHaMaydp C OTCIE)KUBAHUEM COCTOSHHSL.

- bpanamaysp ¢ OTClIeXKHMBAaHHEM COCTOSIHUS TPEIOTBPATUT CHY(QHUHI, ONpEAEIHB,
NPUHAIIEKAT JIM TAKEThl CYIIECTBYIONIEMY COSAMHEHHUIO, B TO BpeMsi Kak OpaHamaysp 0e3
COXPaHEHMsI COCTOSIHUS CJIEAYET MPEIBAPUTEIILHO HACTPOSHHBIM Ha0opaM MpaBHJl.

- Bbpanamaysp 0e3 coxpaHeHHMs COCTOSIHMSI obOecrieunBaeT Oosiee CTPOrMM KOHTPOJb Haj
0€301aCHOCTbI0, YeM OpaH/IMay3p € OTCIIEKUBAHUEM COCTOSTHHSL.

9. B yem npenmymecrso HIPS, koroporo et B IDS?

- Cucrema HIPS oGecnieunBaet ObICTpBII aHAIU3 COOBITHI MOCPEICTBOM MOAPOOHOTO BEIEHUS
JKYpHAJIOB.

- HIPS pa3BepTbIBaeT 1aT4MKy B TOUKAX BXOJA B CE€Th U 3aAIIUILAET KPUTUUECKU BaXKHbIE
CErMEHTHI CETH.

- HIPS orcnexuBaer ceTeBbie MPOILIECCH U 3alTUIIACT BaXKHBIC (DAMIIbI.

- HIPS 3amuinaer BaxHbIE CUCTEMHBIE PECYPCHI U OTCIIEKUBAET IPOLIECCHI ONIEPALIMOHHON
CUCTEMBI.

10. Kakyio ungopmanuio 10/kHa oTejie:kuBaTh [PS, 4To0b1 00HAPYKMBATH aTaKH,
COOTBETCTBYHIOIIIHE COCTABHON cUrHaType?

- 00111ee KOJIMYECTBO TAKETOB B aTake

- COCTOSIHUE TTAKETOB, CBSI3aHHBIX C aTaKOU

- IEPUO/] aTaKH, UCTIOJIb3YEeMbIH 3JI0yMBIITUICHHUKOM

- IPOITYCKHAsl CIOCOOHOCTH CeTH, TOTpebIsieMast BCEMH MaKeTaMH



11. Kakoii HHCTPYMEHT MOKeT BBINOJIHATH aHAJIN3 TPaQUKa H IOPTOB B PeaJIbHOM
BpPeMeHH, a TaAKKe 00HAPYKMBATh CKAHUPOBaHMe NIOPTOB, CHATHE OTIEYATKOB H aTAKH
nepenoJiHenusi 0ygepa?

- SIEM

- Nmap

- Snort

- Netflow

12. Kakas npoueaypa pekoMeHayeTcsl VIS CHUKEHHsI BeposITHOCTH ciyunra ARP?
- Bxitouenue otcnexxuanue DHCP miis BeiOpanabix VLAN.

- Bxrouenue [P Source Guard Ha TOBEpEeHHBIX MTOpPTaX.

- Bximtouenue DAI B VLAN ynpasnenust.

- BxiroueHue 3ammTy NopToB I100aJIbHO.

HDaBI/IJIa BBICTABJICHHUS OLICHKH 110 PE3yJIbTaTaM CaMOCTOSTEILHOMI Da60TBII

OreHka 1o pe3yinbpTaTaM caMOCTOATEIBHON paboThl CUUTAETCs B OaJlIax IO CIEAYIOIEMY
NPUHIUITY: PABUILHO BBITIOJTHEHHOE
- 3a7anue ¢ 1 BapuanTom orBera — 1 Oas;
- 33JJaHHE C MHO>KECTBEHHBIM BBIOOpOM — 2 Oaia, 1 0ayt - €Ciii TOJIKO OJIMH OTBET BEpPHBIiA, 0
0aJuIOB — €CIM HET MPABWIIBHBIX OTBETOB MJIM BBIOPAHO OOJIbIIE BAPHAHTOB, YeM HEOOXOAUMO;
- 3aJJaHKE C COTOCTaBIICHHEM — 2 Oaia.

[TosnHOCTBIO HEMPABUIILHO BHINOJIHEHHOE 3aaHue — 0 6aysioB.

HaOpanHoe KOIMYECTBO OaUIOB WHTEPIPETHPYETCS B TPOIEHTHOE COOTHOINCHHE U
onenuBaercsa. Ot 70-100% - pabora 3acunrana, meHee 70% — paboTa He 3acuuTaHa (3HAHUS U
YMEHUS Ha JJAHHOM STare OCBOCHHS JUCIUIUIMHBI HE C(HOPMUPOBAHBHI).

2. Cniucok BONIPOCOB M (MJIM) 3aJaHMIi 1JIS MPOBeAeHHsI IPOMEKYTOYHOM aTTeCcTAllUH

Ha MoMeHT mpoBeieHHs NPOMEXYTOUHOH aTTeCcTalMM AOJDKHO OBITh BBIIOJIHEHO U
3acuuTtaHo He MeHee 70% oMallHuX padorT.

HpaBn.na BbICTABJICHHUA OLICHKHN HA 3K3aMCHE.

DK3aM€H COCTOUT U3 JBYX YacTeH.

1 gacts:

Beinonnenune npakTudeckoi paboTsl B mporpamme Cisco Packet Tracer.
Hemu:

Hactpouts Opanamaysp ASA i peanu3aiyy NOJUTHK O€30MacHOCTH.
HacTtpouts 6e30macHOCTh ypoBHS 2 Ha KOMMYTaTOpeE JIOKAJIbHOU CETH.
Hacrtpouts mexcaiitossiii [Psec VPN.
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Kaxnass menp BkiIoyaeT B ceOsl ONpeNeNeHHOE KOJIUYECTBO HACTPOEK, KOTOPBIE
HEO0XO/MMO BBINOJIHUTH. 332 KaXK[yl0 BEPHO BBIIIOJHEHHYIO HACTPOWKY HAYMCISIOTCS Oalljibl.
MaxkcumansHOe Komm4ecTBo 0amuioB — 95. HaOpaHHbie 0ayuibl HHTEPIPETUPYIOTCS B MPOICHTHI
0T MaKCHUMaJIbHOT'O KOJIMYECTBa OaJIjIOB.

Pabora cuntaeTcst BEIIOIHEHHOW eclii cTyneHT BeInoiaHua 70% TpeGoBaHusl.

BpemenHoe orpaHnyeHue Ha BBIIOJHEHHE IPAKTHYeCKOi paboTsl — 90 MUHYT.

[Ipu ycinoBuM YCHENTHOTO BBIMOJHEHHS PabOTHI CTYIACHT NEPEXOAUT KO BTOPOU YaCTH
9K3aMeHa.

2 9acTh:

HTorosnIi Tect
B Tecte mpeacTaBieHsl 3aaHusa Ha MPOBEPKY 3HAHUM 1O Kypcy «OCHOBBI MOCTPOCHUS
3allMILEHHBIX KOMIBIOTEPHBIX ceTel». B Tecte B cpennem 60 BOmpocos.
KomnndecTBo MOMNBITOK BBITTOJIHEHHUS - 1.
Bpewmst Ha npoxoxaeHue tecta — 90 MUHYT.

IIpumeps! BOIpocos:

1. CeteBoif aAMMHHCTPATOP HACTPaNBaeT peaju3annio AAA Ha ycTpoiicTBe ASA.

Ha uro yka3biBaer onuus link3?

ciscoazag config terminal

ciscoasa(config)# aaa-server TACACS-GREP protocol tacacs+
ciscoasa(config-asa-server—-group) # aaa-server TACACS-GRP (link3) host 192.168.1.10
ciscoasza(config-asa-server—-group) # exit

*  CETEBOE MMs, B KOTOPOM HaxoauTcs cepep AAA

* KOHKpeTHoe uMs cepepa AAA

*  [IOCJIEJIOBATEIBHOCTH CEPBEPOB B IpyIie cepsepoB AAA
* umd uHTepdeiica

2. Yto obecnieunBaeT 6€30MACHYH0 CeTMEHTANMIO U 3AIIMTY OT YIPO3 B PelIeHUH
Secure Data Center?
» [Iporpammuoe obecnieuenue Cisco Security Manager
= AAA-cepsep
*  AJanTHBHOE yCTPOWCTBO 0€30MacHOCTU



» CucreMa npeloTBpalIeHNs] BTOPKEHUIN

3. Uto OyaeT pe3yjbTaTOM HeyJA4YHbIX MONBITOK BX0/1a B CHCTEMY, €CJIM HA
MapmpyTu3aTope 0yaeT BBeJeHa CJeAyolas KoManaa?

login block-for 150 attempts 4 within 90

* Bce nonbiTkH BXosa OyayT 3a0s10kupoBanbl Ha 150 cexyn, eciau B TeueHue 90 cexyHa
Oyner 4 HeyJTauHBIX TOMBITKH.

* Bce nonbiTkH BXxo1a OyayT 3a010kupoBanbl Ha 90 cekyH, eciu B TeueHue 150 cexyHq
Oyner 4 HeyJauHBIX TOMBITKH.

* Bce nonsiTku Bxosa OyayT 3a0iokupoBanbl Ha 1,5 yaca npu 4 HeyJauHbIX MOMBITKAX B
teuenue 150 cexynz.

* Bce nonwiTku BXo1a Oy1yT 3a0JIOKMpOBaHbI Ha 4 yaca, eciii B TeueHue 150 cexyHq
Oyner 90 HeyAauHbIX MOIBITOK.

4. Kakue n1Be Mepbl 0€30I1aCHOCTH UCHOJIb3YIOTCS 1/l 3aIIIUThl KOHEYHbIX TOUYEK B
cetu 0e3 rpanun? (BoiOepure aBa.)

= denylisting
= Snort IPS
= DLP

= DMZ

= rootkit

5. Kakue Tpu THIA TpaduKa pa3peleHbl, KOraa 0blia BBeJeHa KOMaH/Ia
authentication port-control auto, a kJueHT eme He npoue ayreHTugukanuio? (Bridepure

TPpH.)
= CDP
= 802.1Q
= IPsec
= TACACS+
= STP
= EAPOL

6. PaccMoTpUM KOMaHAy CIIUCKA J0CTYNA, IPUMEHsIeMYI0 111 MCXOASIEero
Tpaduka Ha MOC/Ie0BaTeIbHOM HHTepdeiice MapuIpyTH3aTOpA.

access-list 100 deny icmp 192.168.10.0 0.0.0.255 any echo reply
Kaxkoii 3¢pdekT 0T NpUMeHeHNs 3TOIl KOMAaH/AbI CIMCKA J0CTyna?

» EauncTBeHHBIN 3anpelieHHbIH TpadUuK — 3TO 3X0-OTBETHI U3 CETH
192.168.10.0/24. Becb ocTanbHO# TpaduK pa3perieH.

» EauncTBeHHBIM 3ampenieHHbIM TpadukoMm saBisercs Tpaduk Ha ocHoBe ICMP. Bech
OCTaJIbHOM TpaduK pazperieH.

»  Ucxonsamumii Tpaduk yepes nocieaoBareabHbli HHTEpdelic 3anperieH.

= [lonp3oBarensm B cetu 192.168.10.0/24 He pa3pemiaeTcs nepeaaBath Tpaduk B Jr000€
JIpYyroe MecTo Ha3HAYeHHUS.

7. Kakue n1Be GpyHKIIUM BK/IHOYeHbI B IPOoTOK0JIbI TACACS+ 1
RADIUS? (BbiGepure 1Ba.)



*  SIP-momnepxka

* mumdpoBaHUE MAPOIIS

=  popaepxkka 802.1X

*  OTJETbHBIC MPOIECCH AyTEHTU(UKAIIUN U aBTOPU3AIIUU
*  HCIOJb30BaHUE MPOTOKOJIOB TPAHCIIOPTHOT'O YPOBHSI

8. Kakoii BbIBOJ MOKHO C/1eJIaTh U3 BbIBOJa KoMaHbI show crypto map,
MOKA3aHHOI0 HA MapupyTu3zarope R1?

Site 1 Site 2
10.0.1.0/24 172.30.2.1 172.30.2.2 192.168.1.0/24

so/o/o

I-4
192.168.1.3

10.0.13

R1f show crypto map
Interfaces using crypto map NiStTeStl:

Crypto Map IPv4 "R1-R2 MAR" 10 ipsec—isakmp
Peer = 172.30.2.2
Extended IP access list 101
access-list 101 permit ip 10.0.1.0 0.0.0.255 152.1€8.1.0 0.0.0.25%5
Current peer: 172.30.2.2
Security association lifetime: 4€08000 kilobytes/S00 seconds
Responder-Only (Y/N): N
DPFS (Y/N): Y
DH group: group24
Mixed-mode : Disabled
Transform sets={
R1-RZ2: { esp-aes esp-sha-hmac |} ,
}
Interfaces using crypto map R1-RZ MAP:
R1#

= Kpunrokapra emie He TpUMEHEHa K HHTepQeicy.

» Tekymuii [P-anpec ogHopanrosoro y3na foykeH Obith 172.30.2.1.

» CymecTByeT HECOOTBETCTBUE MEX/1y HaOOpaMu peoOpa3oBaHUsL.

» Kondurypanus TyHHENs YCTAaHOBJICHA U MOXKET OBITh TPOTECTUPOBAHA C TIOMOIIHIO
pacCUIMPEHHBIX IX0-3aMPOCOB.

JIK3aMEHALMOHHAS OLICHKA BBICTABJISIETCH M0 MTOraM TecTa M0 NPaBUJIAM:
B ciyuyae HeBbIOIHEHUS IPAKTUUECKOI paboThI (4acTh | 3K3aMeHa) CTyJIEHTY
BBICTABIISIETCS OLIEHKA «HEYJOBJIETBOPUTEIBLHO.

Hroru MPOXOKACHUA TCCTA OUCHHUBAKOTCA CICAYIOIUM o6pa30M:

- 3a1anue ¢ 1 BapuanTom otBeta — 1 Gam;

- 3aJlaHUE C MHOKECTBEHHBIM BBIOOpOM — 2 Oayuia, 1 6asut - eciiv TOJIBKO OJIUH OTBET
BepHbIH, 0 OANJIOB — €ClTU HEeT MPaBUIIBHBIX OTBETOB WJIH BHIOPAaHO OOJIbIIIE BAPUAHTOB, YEM
HEOOXO0INMO;

- 33JIaHKE C COMOCTaBJICHHEM — 2 Oajia.

[ToyTHOCTBIO HETPAaBUIIHLHO BHITIOJTHEHHOE 3aaHue — () OaJIIoB.

B cpenneM, MmakcuManbHOE KOJIMYECTBO OAIIOB 10 utoram (punamsHOro Tecta — 100

HabOpanHoe kou4ecTBO 0a/UI0B HHTEPIIPETHPYETCS B TIPOIIEHTHOE COOTHOIICHUE H
oneruBaercsa. OT 90-100% cooTBeTCTBYeT o1eHKe «0TIUIHO», 80-90% — oreHke «xopomioy, 70-
80% — oreHKe «YAOBIETBOPUTETHHO», MeHee 70% — OlleHKa «HEeYA0BIETBOPUTEILHO» (3HAHUS
¥ YMEHUS Ha JIAHHOM 3Talle OCBOSHUS JIUCIIUTUIHHBI He C(DOPMHUPOBAHBI).



IIpunoxkenne Ne 2 k paGoueii mporpaMme M CUMIIIMHBI
«be30macHOCTh KOMIIBIOTEPHBIX CeTei»

MeToauuecKkue YKa3aHusd NJId CTYACHTOB 110 OCBOCHHUIO TUCIUIIJINHBI

OcHoBHOW (opMOlt M3NOKEHHST Y4eOHOTO MaTepuana 1o aucuuiuimae «OCHOBBI
MOCTPOCHHUS 3aLIUIIEHHBIX KOMIBIOTEPHBIX CETEW» SBIIAIOTCS JEKIUU U MPAKTHUYECKHE PadOThI,
IpUYeM B JIOCTATOYHO OOJBIIIOM O0OBEMe. JTO CBS3aHO C TE€M, YTO B OCHOBE Kypca «OCHOBBI
MOCTPOCHHUS 3AIUIICHHBIX KOMIIBIOTEPHBIX CETEil» JieKaT caMble COBPEMEHHbBIE TEOPETUUYECKUE
U TIPAKTUYECKHUE 3HAHKS U HaBBIKU. [10 BceM TeMaM MpeayCMOTPEHBI MPAKTUICCKUE 3aHATHS, Ha
KOTOPBIX MPOUCXOAMUT 3aKpeIJICHUE JIEKIIMOHHOTO MaTepualia MyTeM IPUMEHEHHs] ero K
KOHKPETHBIM 33/1a4aM U OTPa0OTKa HABBIKOB PaOOTHI C CETEBBIM 000PYIOBAHUEM.

Jljis ycrenHoro OCBOSHUS AUCHUIIMHBI OUYEHb BAXKHO PELIEHUE JTOCTATOYHO OOJIBIIOro
KOJINYECTBA TEOPETUYECKUX U MPAKTUYECKUX PadoT, KaK B ayJJUTOPUHU, TAK U CAMOCTOSTEIILHO B
KauecTBe JoMalIHUX 3afanuil. Ilpumepsl pemieHus paboT pazOuparoTcss Ha JIEKUUAX U
MPAKTUYECKUX 3aHATUSX, NPH HEOOXOTUMOCTH 1O HamOoIee TPYAHBIM TeMaM IPOBOJISTCS
JOTIOTHUTENIbHBIE KOHCYNbTalud. OCHOBHAS LI€Jb PEIICHUS TEOPETUYECKUX M MPAKTUYECKHX
paboT — MOMOYb YCBOUTH (PYHIAMCHTAIBLHBIC TOHITHS M OCHOBBI KOMIIBIOTEPHBIX CETEH.

3amaHus A CaMOCTOSITENIBHOTO pelieHUs] POPMYTUPYIOTCS HA JIGKIHSIX U IPAKTHUECKUX
3aHATUSAX. B KadecTBe 3amaHUil U1 CaMOCTOSTENILHONW PadOThI AOMa CTyJEHTaM IpeaIaraloTcs
3a[]a4uM, aHAJIOTMYHbIE Pa300paHHBIM Ha JICKIUSIX U MPAKTHUECKUX 3aHATUSAX WU HEMHOTO Oolee
CJIO’KHBIC, KOTOPBIE SIBJISIIOTCS PE3YIbTaTOM OOBEAMHEHHS HECKOIBKIX 0a30BbIX 3a1ad. [TomHbrit
CIIUCOK 3aJJaHuil AJI1 CaMOCTOSATENbHON paboThI 10 TeMaM (pa3zenaMm) IUCHUTUTMHBI IPUBEICH B
OVYK B LMS Moodle «OcHOBBI MOCTpOCHUSI 3allIMIICHHBIX KOMIBIOTEPHBIX cetei» u DYK B
LMS NetAcad. Bompocsl, BO3HHKAIOIIME B MPOLECCE WM [0 UTOraM PELICHHs JTHUX 3a/1ad,
MOYKHO 3a71aTh Ha KOHCYJIbTalusAX win B popyme (dare) B DYK B LMS Moodle.

Jliia camoCTOSITENBbHOM PadoThI, B TOM YHKCJE U MOBTOpPa, pa300paHHOrO Ha JIEKIUAX U
IPAKTUYECKUX 3aHITUAX MaTepuaja NepBOro CEMECTpa U3YUYEHUsl TUCLHUILUINHBI, PEKOMEHAYETCS
UCIIOJIb30BaTh yueOHO-MeToauueckoe mocobue B LMS NetAcad. Marepuan kaxaoro pasuena
BKJIIOUAET B ce0s M3JI0KEHHE TEOPETHYECKOro MaTrepualia Mo 3aJaHHON TeMe, KOTOpBIM 3aTeM
WLTIOCTPUPYETCS MOAPOOHBIM pelleHHeM TUIUYHBIX 3a7ad. B 3akitoueHue Kaxaoro paszaena
IPUBOJATCS 3aJaHUS JJIl CAMOCTOSITENIbHOTO PELICHUS], OTBETHI K 3TUM 3a/IaHUsIM U yKa3aHUs 110
UX PEIICHUIO MMOKA3bIBAIOTCS MOCIE X BHITTOTHEHHUS.

B xoHI1e N3ydeHHs] NUCIUIUIMHBI CTYIEHTHI CIAI0T YK3aMeEH.

DK3aMeH MPUHUMAETCS B BHJIE TECTa U MPAaKTHIeCKoi paboThl B mporpamme Cisco Packet
Tracer. IIpoBepsroTcsi 3HaHUS, MOJTYYEHHbIE B XO0J/l€ IMPOXOXACHUS Kypca, HaBbIKU M YMEHUS,
NpPUMEHSIeMbIE Il TOCTPOCHHsS CeTH M O0ECleueHUs JOCTaTOYHO BBICOKOTO YpPOBHS
0e30MmacHOCTH €€ padoTHI.



