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1. I{esiu OCBOECHUSA TMCHUTNIUHBI

]_IGJIBIO HU3YUCHUSA JUCHUIIIIMHBI ABJIACTCA OBJIAJACHUC 0a30BBIMH IOHSATHUSIMHU U METOOAaMU B
obnactu KpHHTOFpa(queCKOﬁ 3alIUThI I/IH(bOpMaI_[I/II/I, OBJIaZICHUC COBPEMEHHBIM MATEMATHYCCKUM
arraparom, MCI10JIb3YCMbIM B KpI/IHTOI‘pa(bI/II/I JJIA HaHBHef/’IH_IeI‘O HCIIOJIb30BAHUS B ITPUITOKCHUAX.

2. MecTo TMCHUIIMHBI B CTPYKTYpe 00pa30BaTe/ibHOI MPOrpaMMbl

Jucuumnuza «MeToJIbl U cpeACcTBa KpUNTOrpaduueckon 3auThl HHPOPMALIMM OTHOCUTCS
K 00513aTeIbHOM YacTH 00pa30BaTeIbHOM MPOrPaMMBbI.

JlucuumiauHa urpaeT BaXHYIO poJib Uil NpOo(eCCHOHATBHOM MOATOTOBKH CHEIHAUCTA.
[Ipy ee wW3y4eHMM UCHOJIb3YIOTCS 3HAHMS, IOJIYYEHHbIE IPU H3YYEHHMM MaTEMaTUYECKUX
TUCIUIIINH  «Anrebpa», "Teopus wyumcen", "/luckpernas wmaremaruka", "WMudbopmaruka" wu
"Matemaruueckasl JJOTUKa U TEOpHUsl alropuTMoB". 3HAHUS, YMEHUS U HaBBIKH, MOJIYYEHHbIE IIPU
W3YYCHUU ITUCHUIUIMHBL " Mertoabpl U cpeiacTBa KpunTorpaduueckoil zammTsl uHbopManuu',
UCTIONIB3YIOTCS 00y4aeMbIMU TIPY U3yYSHUU POPECCHOHATBHBIX U CIICIUATBHBIX JUCIUTUINH.

3. IlllanupyemMble pe3yabTaThbl 00y4eHHs 1O JUCHMILJIMHE, COOTHECEHHbIE ¢ IMJIAHHPYEeMbIMH
pe3y/IbTaTaMH 0CBOCHHS 00pa30BaTEJbHON MPOrpaMMBbI

[Iponecc n3ydeHus AUCIUILIMHBI HANIPaBJIeH Ha (POPMHUPOBAHUE CICAYIONTUX KOMITCTCHITHIA
B cootBeTcTBUU ¢ ®I'OC BO, OOII BO u npuobpetenus cieayonmx 3HaHul, yMEHUH, HABBIKOB U
(unm) onbITa AESITENBHOCTHU:

®opmupyemas
KOMIIeTeH LM
(ko 1 GpopMyJIMPOBKA)

Nuaukarop nocTuskeHust
KOMIEeTeHLHH
(koa u opMyaHpoOBKa)

Ilepeyennb
IJIAHUPYEMBbIX Pe3y/IbTaTOB 00y4eHus

Oo6menpodgeccuoHaIbHbIE KOMNETEHIIUN

OIIK-9

Crioco0eH MPUMEHSITh
cpencTBa
KpHUnrorpadguiecKkoi u
TEXHUYECKON 3aIHUTHI
uHGOPMAITUH IS
peleHus 3a1a4
npodecCHOHANTEHON
JIEATENLHOCTH

H-OIIK-9.1 3HaTh:
[ToHrMaeT KOPPEeKTHOCTh | - OCHOBHBIE 33/1a4H, pelIacMble
KpUNTOrpaduaecKux KpUNTOrpadUueCKUMHA METOIaMH;
ITOPUTMOB B - MaTeMaTHYeCKHe MOJIeNTH U (POB, TOAXOIBI K
COBPEMEHHBIX OLICHKE MX CTOHKOCTH;
MPOTPaMMHBIX - OCHOBHBIE THITBI KPUIITOIIPOTOKOJIOB H
KOMILIEKCax NPUHIIMIIOB WX OCTPOCHUS C UCTIOIb30BaHHEM
P PCUCTEM;
- OCHOBHBIE IPOTOKOJIBI HACHTH()UKAIIMN 1
ayTeHTU(UKaIMI aDOHEHTOB CETH;
- 3aIUTHBIC MEXaHU3MBI M CPE/ICTBA
oOecrnieyeHus ceTeBol 0€30IacHOCTH.
Ymern:
- KOPPEKTHO HCIOJIB30BaTh KPUNITOTpadhuiIecKue
ITOPUTMBI Ha PAKTHUKE [IPU PELICHUH 3a1a4
KpUNTOrpahUIecKUMHI METOIaMHU
H-OIIK-9.2 YmeTh:

Crioco0eH ycTaHaBIUBaTh
MPUYMHBI, UEIU U YCIIOBHS
H3MEHEHMS CBOMCTB
aJrOPUTMOB U POTOKOJIOB
MIPUMEHUTEIBHO

K KOHKPETHBIM YCJIOBHSIM

- IPUMEHSTh MATEMATHYECKUE METOJIbI IPU
WCCIIeIOBAaHUY KPUNTOTPaAhUISCKUX
AJITOPUTMOB.

Baaners:

- HaBBIKaMU HCIIOJIb30BaHUS THITOBBIX
KpUNTOrpah)MIECKUX aNrOpUTMOB;

- MOX0JIaMH K pa3paboTKe U aHAIHU3Y
0€301MacHOCTH KPUNTOTPaPUIECKUX MMPOTOKOJIOB.




IIpodeccnonanbHble KOMIIETEHINH

IHK-1 H-1IK-1.1 3uaer:
Crioco0eH MPUMEHSITh 3HaeT OCHOBHBIE METOIBI OCHOBHBIE METOIBI PEIICHHS 33129
MaTEeMaTHYCCKUE METOMIbI | PeIICHUs 3a1a4 npoeccuoHaIbHON 00JIACTH ¢ TPUMEHEHUEM
IUISL pa3pabOTKH PO eCCHOHATTEHOM KpHUNTOTpapIIECKUX MTPOTOKOJIOB
TpeOOBaHMIA K 00J1aCTH C MPUMEHECHUEM
aNropuTMaM, KpUNTOrpaUIecKux
peaU3yIONIHM MTPOTOKOJIOB
COBpPEMEHHBIE METO/IbI HU-TIK-1.2 Biageer HaBbIKaAMM:
obecreyeHus Brnaneet HaBbIkamMu BBIOOPA, YCTAHOBKHU M HACTPOUKH
WH(POPMAITUOHHOM BBIOOPA, YCTAHOBKH U KpUNTOrpadMueCcKuX CPEJCTB 3aIUTHI
Oe3omacHoCTH HACTPONKHU nHbOpMaLUH

KpHINTOTpaQUIECKUX

CPEJICTB 3aIIUTHI

nHpOpMaLIUH

4. O0bem, CTPYKTYpa U cofepsKaHHue TUCHUIIINHBI

OO6m1ast Tpy10€MKOCTh JUCIUIUIMHBI COCTABIISIET 4 3aueTHbIe eAuHUIbI, 144 akan. yaca.

Ne Tembl (pa3nenl) Buabl yueOHbIX 3aHATHIH, DopMbI TEKYLIET0
n/n JTUCIHUTLINHBI, BKJIIOYASl CAMOCTOSITEILHYIO KOHTPOJIsl YCIIEBAEMOCTH
HX coJep:KaHue padoTy CTy1eHTOB,
U UX TPYA0eMKOCTh ®opma NpoOMeKYTOUHOM
(B akaieMUYECKHX Yacax) aTrrecTallu
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SagaHus It
1 |BBoagnas nekuus 7 1 2 CaMOCTOSTEIbHOMN
paboThI
SagaHus s
2 |Kompna u mons 7 2 6 1 CaMOCTOATEIBHON
paboThI
SagaHus It
3 |CpaBHeHus 7 1 4 1 CaMOCTOSITeTHHON
paboThI
3agaHus s
DOneMeHTHl ITUPPOBAHUS. A g N
4 7 1 4 CaMOCTOSTEITLHOM
DOneMeHThI KpUIITOaHAIHN3a
paboThI
Mojenu cucrem 3amanust st
5 |mmdposanus. [Ipocreiimme 7 1 4 CaMOCTOSTEIbHOMI
i dpsl paboThI
SagaHus It
6 |[pynms 7 2 6 1 CaMOCTOSTEITLHOM
paboThI
SagaHus LIt
7 |KoHeuHble moJis 7 2 4 1 CaMOCTOATENbHOU
paboThI




Kontponbnas pabora Nel
SamaHns Wi
8 |duckperHblii Jorapudm 7 1 4 1 4 |caMOCTOSTEITHHOM
paboThI
3amaHus I
[Iudposanue ¢ OTKPHITHIM .
9 bp P 7 1 4 1 2  |caMOCTOSITENbHOM
KITI0YOM
paboThI
I'enepanus 3ananus ans
10 |mceBmocCTyYaHBIX 7 1 4 2  |caMOCTOSITEIbHOM
TTOCJIeTOBATEIHLHOCTEH paboTHI
3amaHus It
11 |I[ToTouHBIE KPUIITOCUCTEMBI 7 1 2 1 2  |caMOCTOSTEIbHOM
paboTHI
SamaHus i
Nnentudukanus u CaMOCTOSITEIbHOM
12 7 1 2 2
ayTEeHTU(PHUKAIUSL paboThI
KontponbHas padora Ne2
DJIeKTpOHHAs NOJUCH 3ananus it
13 P A ) 7 1 2 1 2  |caMOCTOSTEIbHOM
DJIEKTPOHHBIE TUIATEKU
paboTHI
2 | 05| 335 [9k3amen
HUTOI'O 16 | 48 10 | 05 ] 69,5

Conep:kaHue pa3aesoB TUCHUILUIHHBI:

1. BBoaHas jiekuus

OcHoBHBIE 3amaud B oOjactu oOecneueHus: HHPOPMALMOHHOM O€30IaCHOCTH, pellaeMble
Kkpunrorpadguueckumu mMerogamu. KpaTkuii mcropudeckuid 0030p KpUNTOrpaduyecKux METOIOB
3anmThl MHpopMmauuu. Mcropuueckue npumepsl mmdpos: mmpp Leszaps, kBagpar Ilonubwus,
umdp [Ineideiipa, pemerka Kapnano, KHWKHBIH mmdp.

2. Koabua u moJs

Koneio nensix uncen. Kombiio BeraeroB. [loctpoenue. [lone. CoiicTBa moms. XapakTepuCTHKA
nojs. Kosbio BBIYETOB MO MPOCTOMY M COCTaBHOMY Monyito. ['pymma oOpaTHMBIX 3J1€MEHTOB
kombla Zn. Oynkmnus Diinepa. Teopema Diinepa u Manas teopema @epma. Haxoxnenrne oo6paTHoro
sneMenta B Koublie Zn. Kombro mHorowrenoB P[x], rme P — mome. OGmacte LEIOCTHOCTH,
eBKINI0BO KOJbl0. HOJI KOHEYHOW COBOKYIMHOCTH IIEIIBIX YMCE U MHOTOWICHOB M3 Koibla P[X].
Anroput™m EBknnpa. Jluneiinoe Beipaxxenne HO/JI 1ByX LEbIX YUCEN U MHOTOYJIEHOB.

3. CpaBHeHus

CpaBneHnus. Pemenne cpaBuenuii. Kutaiickas Teopema 06 octatkax. Pernenue cucreM cpaBHEHUH.
4. JnemeHnThbl UG pPoBaHUs. DJIeMEeHTbl KPUNITOAHAJIN3A

Andasur. Otudposka. [Inardpopmer mmmdposanus. Xom-pynkuuu. Oynkuus mmmdposanus. Hludp
3ameHbl. brnounbrii  mmdp. Mudpp mnepecranoBku. @Dyaxmus XOR. Illudp Bepnama.
["ammupoBanue. Pexxumbl ucnonb3oBanust 071049HbIX mHdpoB. CTaHAapThl OJI0YHOTO MH(PPOBAHUS
DES u AES. Tlonstue kpunroaHaimsa. Ataku, Taibl atak. [TomHb nepedop. YacToTHBIN aHATH3.
5. Moaeau cucrem mudppoBanus. [pocreiimme mmpps

Bepostnocthas wmopens K.Illennona. CoBepiiieHHasi CEKpEeTHOCTb. Mepa TEOpeTHYeCKOu
cekperHocTH. Addunnbiii mmdp. [Hupp Xwwra. [udp Bmwxkenepa. Ux kpunrocroiikocts. Tect
Kasucckoro onpenenenus JUIMHbI Ki1roda B mudpe Buxenepa.

6. I'pynnsl

['pynmna. [Tpumepsl rpynm: 4MCIOBBIE TPYIIIBI, CUMMETpUYECKasi TpyMma CTerneHu N, MaTpUyHbIe
IpYMIIbI, TPYINa KOPHEH CTeMmeHW N W3 €AMHHUIBI, Tpynmna oOpaTHMBIX 3JEMEHTOB Koibla Zn.
[{uknoBass crtpykrypa mnepectaHoBku. Iloarpymmsel. Ilopspok rpynmsl. Teopema Jlarpamka.
[Topsimoxk »nemMeHTa TpyHmbl, €ro HaxokJAeHue. Llukimuueckue Trpymnmbl, HUX KiIacCH(pUKaLUs.
[Toarpynms! nukaInyeckoi rpymnmnsl. Haxoxaenue obpasyromieit nukinnyeckoil rpymnmsl. [Ipumepsr.




Haxoxnenne Bcex oOpa3yromMX IHMKJINYECKOH Tpynnbl. Beskas rpymnma mpocToro mopsiaka —
LUKIINYECKas.

7. KoneuHble noJist

Koneunoe nose. KonnuectBo 3neMeHTOB KOHeyHOro noss. IIpocroe none. Koneunsle mpocteie
IIOJIsI, UX XapakTepucTuka. Miaean KOMMYTaTHBHOIO acCCOLMATHBHOIO KOJIbLA. ['JIaBHBIA upiealn.
Kosb110 Ti1aBHBIX HaeanoB. Zp[X] — KOJbI0 raBHbIX HaeanoB. Anroput™ Epkinaa B Zp[X]. Kiaccer
cMexHoctd 1o upeany. Dakropkonbuo. Ilpumep. CymiectBoBaHne B Zp[X] HENPHBOAUMBIX
MHOI'OWJIEHOB KaK yroJHO BbICOKOH crenenu. [locTpoeHne KOHEYHOro moist Kak (hakTopkosibLa
Zp[X] no wmzaeany, MOPOKACHHOMY HENPUBOAMMBIM Haja Zp MHOrowieHoM. [IpuMmepsl onepanuii B
KOHEYHOM I10JIe, HE SIBJIAIOLIMMCS MPOCThIM (CIIOKEHUE, YMHOXEHHE, BO3BEIECHUE B CTEIEHb,
HaXOXXJeHue oOpaTHOro). MyNbTUIUIMKATUBHAS TPYyNIa KOHEYHOTO IO, HAXOXXICHUE ee
00pasyromie.

8. /luckpeTHbIii Jorapudpm

[Tpobnema nauckperHoro Jsorapudma. IIpoTOKoOIBI, OCHOBaHHBIE Ha TPYIHOCTH HAXOXKAECHUS
JTUCKpEeTHOTO Jiorapudma: nporokonsl Juddu - Xemnmana, Maccu — Omypsi, Ob ['amans. Ataku
Ha TUCKPETHBIN JIorapum.

9. llln¢dpoBanue ¢ OTKPHITHIM KJIHUYOM

[Tonsatne mmdpoBanus ¢ OTKpbITHIM KitodoM. Kpunrocucrema RSA. CioxHble 3anaud,
obecrieunBaromue Kpuntoctokocts RSA. IlpaBuibHbI BEIOOp mapaMeTpoB. butoBas cToiikocTh
RSA. TlorpebHocts B mpocThix umciax. [IpoBepka Ha mpocTtoTy, TecT Musuiepa — PaGuna.
[ToctpoeHne OONBIIMX MPOCTHIX 4YMCEN. Pa3moXKMMOCTh II€NIBIX YMCEl Ha MHOXUTeIu. Meton
daktop-6a3 depma.

10. I'enepanus nceBAOCAy4alHBIX MOC/I€10BATEILHOCTEH

PaBHOMEpHO pacrpeneneHHas cilydaiHas I10CJIe€NOBaTeabHOCTh. [loHATHE TmICcEeBROCITYy4aliHON
MOCJIEA0BATENbHOCTH. ['€Hepauus TICEeBAOCIYYalHbIX IMOCIEA0BAaTEIbHOCTEN. JIMHEWHBI U

MYJIbTUILUIMKATUBHBIN KOHI'PY3HTHBIN TE€HEPaTOPBI. I'eneparop MICEBIOCITYYatHBIX
MOCJIEIOBAaTEIbHOCTEH, OCHOBaHHBIM Ha cucreMe RSA. T'eHeparop mceBmOCTydYaiHBIX
nociuenoBarenbHocteit  Mukaiu  —  IIInoppa.  I'emeparop  BBS  nceBmociyuaiiHbix
IIOCJIEI0BATEIbHOCTEN.

11. IoTo4yHbIe KPUIITOCHCTEMBI

CHUHXpOHHBIE M CaMOCHHXPOHHU3UPYIOIIMECS TOTOYHbIE KPUOTOCHUCTEMBI. JIMHEHHBIH peructp
c/BUra ¢ o0OpaTHOM CBs3b10. [lepnoIMUHOCTD €ro BBITYCKHBIX OCIIEA0BATENLHOCTEH.

12. UnenTudukanus 1 ayreHTHPUKATHNSA

[Tonsatus wuaeHtuduKanuu W ayreHTHQHUKanMu. Jloka3aTeiabcTBO € HYJEBBIM pa3IrIIalleHHUEM.
IIporokon @uara — [lamupa.

13. DuilekTpOHHAsI MOANKCH. DJIEKTPOHHbIE IIATEKH

OcHoBHBIE TpeOOBaHUS K EKTPOHHOU moanucH. [logmucek Ha 6a3e RSA. DiekTpoHHAs MOANHCH
Onp Tamansa. CnabGoctu anroputMoB. CTaHIapThl 3JIEKTPOHHOW moAmMCcH. TpebGoBaHUS K
AIIEKTPOHHBIM JI€HbraM. TEeXHOJOTHS DSJIEKTPOHHOrO IuiaTexa. VICTOpuueKku MepBblii npumep
IaHHOU TexHosoruu — Master Card.

5. Oopa3oBaTe/ibHbIEe TEXHOJIOTHH, B TOM 4YHCJE TEXHOJOTHMH 3JIEKTPOHHOIO OOyYeHUs H
JAUCTAHIHOHHBbIE 00pa3oBaTejbHbIE TEXHOJOTHMHU, HCIOJb3yeMble NPH OCYIIeCTBJIEHHH
00pa3oBaTeILHOrO NpoIecca Mo AUCIUIINHE

B npouiecce o0yueHust HCMOMB3YIOTCS ClleAyrone o0pa3oBaTelbHble TEXHOIOTHH:

BBoaHas jexnust — 1a€T EpBOE LEINOCTHOE NPEACTABIEHUE O TUCLHUIUIMHE U OPUEHTUPYET
CTyJEHTa B CHUCTEME HM3y4yeHUs NaHHOW MUCHUIUIMHBI. CTYIEHTHl 3HAKOMATCA C Ha3HauY€HUEM U
3aJauaMi Kypca, ero poJjibl0 U MECTOM B CUCTEME YUYE€OHBIX JAUCIHILIMH U B CHCTEME MOATOTOBKU B
nenoM. Jlaetcs kpaTtkuii 0630p Kypca, UCTOpUs Pa3BUTUS HAYKU U MPAKTHKH, TOCTHKEHHUS B 3TOM
cdepe, IMEHA U3BECTHBIX YUEHBIX, M3JIaraloTcs MepcleKTUBHBIE HalpaBieHus uccienoBaHuii. Ha



ATOM JIEKIIMU BBICKA3BIBAIOTCS METOJINYECKUE U OPTaHU3AIUOHHBIE OCOOEHHOCTH PabdOThI B paMKax
JAHHOW JUCIUIUIMHBI, a TaKXKe JaeTCcs aHajdu3 PEKOMEHAYeMOH y4eOHO-METOIUYEeCKOM
JUTEPATYPHL.

AKajieMHYecKasi JIEKIHs ¢ JJIeMEeHTaAaMH JIeKUHMHU-0eceabl — [0CIeI0BaTeIbHOE  U3JI0-
JKEHHWE MaTepualia, OCYIIECTBIISIEMOE MPEUMYIIECTBEHHO B BHJIE MOHOJOTra MpernojaBaTes.
DneMeHTHI JIeKIIMU-0ecelbl 00eCTIeYrBaOT KOHTAKT IPENoAaBaress ¢ ayIMTOpUeH, YTo MO3BOJISET
MPHUBJICKATh BHUMAHKUE CTYACHTOB K HanOoJliee BaXHBIM T€MaM IUCIUIUIMHBI, aKTHBHO BOBJICKATh
UX B Y4eOHBII MTPOLIeCC, KOHTPOJIUPOBATH TEMIT U3JI0KEHHS Y4eOHOTr0 MaTepuaia B 3aBUCUMOCTH OT
YPOBHSI €r0 BOCIIPUSITHSI.

IIpakTnyeckoe 3aHATHE —3aHSATUE, IOCBSIICHHOE OCBOCHHMIO KOHKPETHBIX YMEHHH U
HABBIKOB I10 3aKPETUICHUIO TIOJYYCHHBIX Ha JICKIIUU 3HAHUMN.

KoncyabTauum — BuJ Y4eOHBIX 3aHITHH, SBISIIONMHACS OJHOW W3 (POpM KOHTPOJIS
CaMOCTOSITENILHOM  paboThl  cTysaeHTOB. Ha  KoHCymbTamusx 1o Mmpockde  CTYACHTOB
paccMaTpuBaIOTCS HauOoJiee CIIOKHBIE MOMEHTBI IPU OCBOCHMHM MarepHaia JUCLUILTUHBL,
MpenoiaBaTesib OTBEYAET Ha BOMPOCHI CTYACHTOB, KOTOpPbIE BO3HUKAIOT Y HHUX B IIpolecce
CaMOCTOSITENIbHOM pabOThI.

6. [lepeueHb JIMIEH3MOHHOT0 W (WJIHM) CBOOOJHO PACHPOCTPAHSAEMOI0 MPOrPaAMMHOIO
ol0ecrieyeHusi, HCIOJB3YeMOr0 IPH OCYHIECTBJICHHH 00pa30BaTeIbHOrO Ipomecca I0
AUCHHILIMHE

B nporecce ocytiecTBiaeHus 00pa30BaTeNIbHOTO MPOIIEcca MO JUCHUTIITNHE UCTIOJIb3YIOTCS:

s GOPMUPOBAHUS MATEPUANIOB JJSl TEKYIIETO KOHTPOJISI yCIIEBAEMOCTH W TMPOBEACHUS
POMEKYTOYHON aTTeCTallH, sl POPMUPOBAHUS METOJUICCKUX MAaTEPUAIIOB 110 TUCIUILTIHE:

- mporpammbl Microsoft Office;

- u3zareabckasa cucrteMa LaTex;

- Adobe Acrobat Reader.

7. IlepeyeHb coBpeMeHHBIX TNPodecCHOHANBHBIX ©0a3 [JaHHBIX H HH(OPMAUMOHHBIX
CIIPABOYHBIX CHCTEM, HCHOJb3yeMbIX IPH OCYLIECTBJEHUN 00Pa30BaTeIbLHOI0 Mpoluecca mo
AUCHUIINHE (MPU HEO0X0IUMOCTH)

B npornecce ocyiecTBiaeHust 00pa3oBaTeNbHOTO MpoLecca M0 AUCHUILUINHE HCIOIb3YIOTCS:
- ABTOMaTu3upoBaHHas 6noInoTeyHo-uHpopmannonsas cucrema «kbYKNU-NEXT»
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

- DnexTpoHHas GubnmoTevHas cucrema «Jlanby https://e.lanbook.com

- DnektpoHHas OubroTevyHas cucrema «fOpaiir» https://urait.ru

- DnekTpoHHas 6ubnuoTeyHas cucreMa «KOHCYIbTaHT CTyIeHTa»
https://www.studentlibrary.ru

8. [lepeyeHb  OCHOBHOII W  JOMOJHHUTEJNbHOW  Yy4yeOHOIl  JHUTepaTypbl, PpPecypcoB
HH(POPMANMOHHO-TEIEKOMMYHUKAIIMOHHOH ceTH «MHTepHer» (IpH HEOOXOAMMOCTH),
PEKOMEHyeMBbIX /ISl 0CBOCHHS IHCUHUILIHHbI

a) OCHOBHasI JIUTEpPaTypa
1. Jlocs, A. b. Kpunrorpadpudeckue Meroasl 3aniuThl HHGOPMAIUU IS W3y4aIOIIAX
KOMIIBIOTEpHYIO Oe30macHOCTh : yuyeOHuK ais By30B / A. b. Jlock, A. FO. Hecrepenko, M.
N. PoxkoB. — 2-¢ m3i., ucnp. — Mocksa : W3nmarenbcrBo FOpaiit, 2023. — 473 ¢. —


http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php
%22
%22

(Beicmiee oOpazoBanme). — ISBN 978-5-534-12474-3. — Tekct : 31EKTpOHHBIA //
OopasosarenbHas iatdopma KOpaiir [caiit]. — URL: https://urait.ru/bcode/511138
2. M. M. I'nyxos, 1. A. Kpyrnos, A. b. Iluuxkyp, A. B. UepemymkuH. Beenenue B
TEOPETUKO-UYUCIIOBbIE MeTONbl Kpuntorpaduu: ydebnoe mnocobue — Cankrt-IlerepOypr:
Jlans, 2021. https://reader.lanbook.com/book/167921

0) 10MOJTHUTEJIbHAS JIUTEepaTypa
1. C. B. 3aneunukos, O. B. Kazapun, A. A. TapacoB Kpunrorpaguueckue METOABI 3aLUTHI
nHpopmanuu:  yuyeOHWK a1 By3oB —  M.: MsmarensctBo  IOpaiit, 2022.
https://urait.ru/viewer/kriptograficheskie-metody-zaschity-informacii-489487
2. ABepuenkos, B. 1. Kpunrorpadudeckne MmeTobl 3anuThl nHGOpManuu / ABEPUCHKOB
B. U. - Mocksa : ®JIMHTA, 2017. - 215 c. - ISBN 978-5-9765-2947-2. - Tekcr :
anektponueid  //  OBbC  "KoncynmeranT  crymentra" @ [caiit]. - URL
https://www.studentlibrary.ru/book/ISBN9785976529472.html
3. MacnennukoB M. E. IIpaktuueckas kpunrorpadus. / M. E.Macnennnkos - CI16.: BXB-
[etepOypr, 2003. - 456¢.
4. Psa6ko, b. . Kpunrorpadpudeckue metonpl 3amuTel nHGopManuu : ydeOHOE mocooue
st By3oB / Psioko b. 5. , ®uonoB A. H. - 2-e uznanme, crepeorun. - Mocksa : ['opsiuas
muHus - Tenexom, 2012. - 229 c. - ISBN 978-5-9912-0286-2. - TekcT : anektponnslii // 3bC
"KoncymnbpTant cTynenra" : [caiT]. - URL
https://www.studentlibrary. ru/book/ISBN9785991202862 html

9. MaTepuajbHO-TeXHHYecKas 0a3a, He0OX0AMMasl IS OCYIIECTBJIEHUsI 00Pa30BaTeIHLHOI0
npoiecca no JUCHUIINHE

MarepuanbHo-TeXHHUECKass 0a3a, HeoOXoquMmas JUIsl OCYLIECTBIEHHS 00pa3oBaTeIbHOIO
Ipolecca 1o AUCHUIUIMHE BKJIIOYAeT B CBOW COCTaB ClieLUalbHbIE TIOMELICHMUS:

- yueOHble ayTUTOPUHU ISl IPOBEICHUS 3aHATUH JICKIIUOHHOTO THIIA;

- yueOHbIe ayTUTOPHUH IJIsl TIPOBEICHHSI TPAKTHYECKHUX 3aHATHI (CEMUHAPOB);

- yueOHble ayTUTOPUHU ISl IPOBEJICHHSI TPYNIIOBBIX U MHANBUIYAIbHBIX KOHCYJIbTAaIUA;

- yueOHbIE ayJAUTOPUU JUI TIPOBENEHUS TEKYIIEro KOHTPOJS M TMPOMEXKYTOUHOM
aTTecTaluu;

- IOMEIIEHHUS Il CAaMOCTOSTENbHON paboThI;

- IOMEUICHUS [l XpaHEHHUs M MPO(PUIAKTHUECKOT0 0OCTY)KMBAHUS TEXHUYECKUX CPEICTB
00y4eHwusI.

ITomemienuss A CaMOCTOSATENBHOW pPabOThl OOYYAIOLIMXCS OCHAIEHbl KOMIBbIOTEPHOMH
TEXHUKOW C BO3MOXHOCTBIO MOAKIIOUeHUs K cetu «MHTepHeT» M obecnedeHueM J0cTyna K
3NIEKTPOHHOM MH(pOpMaIoHHO-00pa3oBaTensHOU cpese SAplY.

ABTOp(BI):

JoueHT xadenps! anredpsl
U MaTeMaTU4eCcKOH JIOTUKH, K. (.-M. H. M. E. CopokuHa


https://urait.ru/bcode/511138
https://reader.lanbook.com/book/167921
https://urait.ru/viewer/kriptograficheskie-metody-zaschity-informacii-489487
https://www.studentlibrary.ru/book/ISBN9785976529472.html
https://www.studentlibrary.ru/book/ISBN9785991202862.html

IIpunoxkenne Ne 1 k paGoueii mporpaMme M CUMIIIMHBI

«MeToab! 1 cpeacTBa Kpunrorpaguyeckoii 3ammMThl HHPoOpMALHID)

MoH/1 OLIEHOYHBIX CPEJACTB
AJIsl IPOBe/IeHUS TEKYIIero KOHTPOJIS yCIeBaeMOCTH
U NIPOMEKYTOYHOM aTTeCTAIMHN CTYAE€HTOB

Mo ITMCIHMIIJIMHE

1. Tunosbie KOHTPOJIbHBIC 3a/I1aHUA U UHBIC MaTCPHAJIbI,
HCIIOJBb3YEMbIE B IIPOLIECCE TEKYIIET0 KOHTPOJIA YCIIEBACEMOCTH

3apaHus 1Sl CAMOCTOSITE/IbHOI padoThI
(naHHBI€ 3a/1aHUs BBIMOJIHIIOTCS CTYACHTOM CAMOCTOSITENIEHO
Y TIpEno/iaBaTesieM B 0053aTeIbHOM MOPSIIKE HE TPOBEPSIOTCS)

3ananus no teme Ne 1 «BBogHasi JieKuusi»:
amudpoBars (pacmudpoBars) coobmenus mudppom lLlesaps, mudbpom kBagpar I[lonubus,
mmdpom Ineiideiipa, ¢ nomomsio pemerku Kapnano.

3aganus no Teme Ne 2 «KoJiba u moJis»:

Boraucnuts B Z13: (5+8*6)14, 1171,

Haiitu Bce oOpaTrMble 31€MEHTHI KoibIa Z22.

Haiiti octaTok ot neinenus 3746576 wa 31.

C nomorueto anroput™a EBkiina vaittu HOJI nensix yncen a=278354 u b=95634 u ero
JIMHEIHOE BhIpAXKCHHUE Yepe3 a u b.

C nomormisio anroputma EBknuaa naiitu HOJl MmHOTOWIEHOB

1)
2)
3)
4)

5)

6)

3ananus no teme Ne 3 «CpaBHeHHN»:

1)

2)

Bt =3 —dx—lnx’ + ¥ —x— 1 y3 konbua R[X] u ero nuHeliHOE BhIpaKEHUE Yepe3

O3TH MHOI'OYJICHBI.

C nomorpto anroputma EBkiuna vaiitu HOJl MHOTOWIEHOB M3 Koubiia Zp[X] 1 ero
JMHENHOE BBIPAKEHUE YEPE3 3TU MHOTOUJIEHBI!
W=t x—1lux—x2+x—1,p=3,

Pewits cpaBHEHMA:
15x = 21 (mod18).
18x = 12 (mod 30).
75x = 54 (mod 21).
39x = 5 (mod 11).
183x = 93 (mod 111).
11x = 15 (mod 24).
45x = 21 (mod 132).

Pemmnts cuctembl CpaBHEHUI !

3x =5 (mod 14),
5x = 1 (mod 9),
7x = 2 (mod 25).

9x =5 (mod 21),
5x = 22 (mod 31),
4x = 5 (mod 29).
x = 8 (mod 15),

x=9 (mod 13),
x =5 (mod 14).




3aganus nmo teme Ne 4 «JeMeHTHI IIH(PPOBAHUSA. JJIeMEHTbl KPUIITOAHAJIN3Aa»:

1)

2)
3)
4)

5)

Andasut pycckuit. TekcT pa3out Ha 6moku amuHbl N=10. BykBeI BHYTpH Kaka0T0 OJ0Ka
nepectaBisoress nepecranoBkoin S=(1 5 10)(2 8 3 7 6)(4 9). 3ammdpoBarh TEKCT,
pacm@poBaTh TEKCT.

[IpencraBuTh TEKCT B BUAE OMHApPHOM IOCIEAOBATEIBHOCTH M 3amM(poBaTh €ro ¢
noMotneto muppa Beprama, npumaymaB cBOM KITHOY.

PacimdpoBates ngaHHBIA TekcT, 3amudpoBaHHB mmdpom Bepnama, 3Has K04
muGpoBaHUSL.

3amudpoBars (pacmudpoBarh) TEKCT C TOMOIIBI TaMMHUPOBAaHHS, al(aBUT PYCCKHIMA
(aHTIUMHCKMIT), oIM(POBKA CTaHIAPTHASI.

CamocrosTenbHO pa3o0paTh B MPEACTABICHHON auTeparype crannaptel mudposanus DES
u AES.

3ananus no teme Ne 5 «Mogeau cucrem mmdpoBanus. Ilpocreiimme mmdpon):

1)

2)

BriOparts 51361k (andasut) 1 MaTpuity mudposanus muppom Xusuia nopsaka 3 u
samudposath Gpazy «Mos bhaMumus. . .».
PacmmdpoBats ciexyronmii TekcT, 3amudpoBaHHbii mmppom Xumia (anpaBUT PyCCKHA —
33 OykBbl). 3BecTHBI MaTpulia mudpoBaHus nopsjaka 3

1 20

A= 01 4

1 2 2

U HYJIEBOM BEKTOp, HCIIOJIb3yeMble [T MM (poBaHus. 3amn(poBaHHbIN TEKCT:
FTHTHBAJIHBIIBMEI['D

3) Ilycte E1 - mudposanme mudppom Bukenepa ¢ anunoii kiroua 12 u E2 — mmdpoBanue

mudpom Buxenepa ¢ niuuHoi kiroya 22. YTo MOXKHO cKa3aTh O ABYKpaTHOM LIM(POBaHUU

E.1E2?

4) IMoctpouts mmdp Brkenepa ¢ MHOM KiTt04a He MeHee 5, BEIOpaTh (pasy JAJIMHBI HE MEHEe

50 3HaKO0B, ouM(ppoBaTh ee 1 3amudpoBaTh, UCMONIB3Ys NOCTPOCHHBIH mudp. [IpuBecTu
BBIYMCIICHHS JUTMHBI KJTI0Ya, UCTIOJIb3YIoIIHe TecT Ka3ucckoro, BEIMMCIUT 3HAYCHUS

¢ynkunn Kasucckoro a1 npopeXeHHbIX TeKcToB. COOTBETCTBYIOT JIM BBIYUCIICHUS TEOPUN?
5) U3BecTHO, yTO mMdporpamma nonydena mudppom Buxenepa. Haittu juny ximroua. Haittu

kito4. PacmmdpoBats coobiieHue.

3aganus mo teme Ne 6 «'pynnbi»:
1) HaiiTi Bce IOATPYIIIBI TPYIITBI a) KOPHE 8-if cTerneny n3 equHuIE, 0) (Z14,+).

2) HaiiTi mOpsIOK dJIeMeHTa (éll g 130 All g g g g 2 160

3) Haiitu B rpymme S4 Bce 2JIeMEHTHI HOpsiaKa 3.

) rpynmsl Sio.

4) BeImucats rpyminy o0paTUMBIX 3JIEMEHTOB KoJibla Z17. SIBIsiCTCs JTM OHA IMKINYecKoi? B

CIIydae MOJIOKUTEIFHOTO OTBETa HATH BCe ee 00pasyromiue.
5) To e 3a7aHne BBITOJHUTD IS KOJIbIA Z15.

3aganus no teme Ne 7 «KoneuHble mois»:
1) Tloctpouts mone u3 27 37€MEHTOB.
2) B mocTpoeHHOM T0JIe BO3BECTH JIFOOBIC 5 HEHYJIEBBIX HESTMHIYHBIX 3JIeMEHTOB B 10-10
CTEIEHb.
3) Haiitu oOpaTHbIe K JH0OBIM 5 HEEAMHUYHBIM JIEMEHTAM.
4) Haiitu Bce 00pa3yromiye MyJIbTHIUTMKATHBHOM TPYIIIBI IOCTPOSHHOTO TTOJIS.

3ananus nmo teme Ne 8 «/luckpeTHblii Jorapupm»:

1) Bseruucauts MetogoM CunbBepa - [Tosura - Xemimana TUCKPETHBIN JTorapudm sj1eMeHTa

25 B nosne Fa1 OTHOCUTENBHO MOPOKIAIOLIETO 3JIeMeHTa g = 7.



2) Tloctpouts noie Fr3. HaiiTi moposkaaromiuii 3IeMEHT g ero MyJIbTUIUIMKaTHBHOW
rpyrmsl. Beraucants guckperHsit norapudm 10gqf 1o ocHOBaHMIO g SmeMenTa f=5X%+2X+6
MmeTosioM CunbBepa - [lonura — Xennimana.

3) IMoctpouth KOHKpETHBIN poToKoa Juddu - Xemimana ¢ miardopmoii For.

3ananus no teme Ne 9 «llIndpoBanue ¢ OTKPHITHIM KJIIOYOM)):

1) Ilycrts nana cucrema RSA ¢ moaynem n = 77. CKOJBKO BCEro HMEETCs KIII04ei
nmdpoBanus €? CKOJIBKO U3 HUX COBIAAAET CO CBOMMU Kitodamu Jermudpoanus d?

2) Ilycts nana cuctema RSA ¢ moaysem n = 18857 u xitouom mmdpoBanus ¢ = 18421.
AndaBut anrnuiickuii (26 OyKB) B CTaHIapTHON HyMepalnuu. EAMHUITEI HICXOAHOTO TEKCTa
— 3-rpadbl. LIudposanusiii Texer: 1975, 2416, 5531, 9161, 17705, 280, 10645, 11810,
17908, 15682, 12955, 1775. Haiitu xirou nemudpoanus d. PacimdpoBars.

3) IIpoBeputsh, Oyaet iau mpocThiM uuciio 8563496351.

4) Pa3znoxuth Ha MHOXKHTEH yuciio 384628056762.

3ananus no teme Ne 10 «['eHepanusi nmceBI0CTYyYAHHBIX MOCIEI0BATEILHOCTEH:

1) BeiBectu ¢dopmyiny s 0oOIIEro dWieHa IOCIeI0BaTeIbHOCTH, mmopoxaaemoin JIKT
Xe+1=axeth (mod n).

2) Bwiicauth, korma JIK[T w3 mpeapiaymiedl 3amadd  MOPOXKIACT IOCICIOBATEILHOCTh
MaKCHMaJIbHOTO MEePHOA.

3) IpowmmmocTpupoBaTh pabOTy TeHepaTopa IICEBIOCAYYalHBIX IOCIEI0BATCIbHOCTEH,
OCcHOBaHHOTO Ha cucteme RSA, nns moayns N=51 u kiroda mmdpoBanus e=4.

4) TlpowmmocTprpoBaTh paboTy reHepatopa BBS mnceBnociyuaifHbIX mocienoBaTeIbHOCTEH
IUTSE MOIYIst N=243.

3ananus mo teme Ne 11 «IloTouHble KPUNITOCHCTEMBI»:

1) Tokasate, uro wmHorouneH f(X)=x*+x3+1€Z;[x] wmenpuBomum. bBymzer au oH
npUMHTUBHBIM? YeMy paBeH Nepuoj BBITYCKHOM mocnemoBarenbHocTH LFSR ¢ Takum
CBSA3YIOLIUM MHOI'OYIEHOM?

2) IlpoBepuTh, YTO HENPUBOAUMEI  MHOTOWIEH  f(X)=x"+X’+1€Zy[X]  saBnsercs
NPUMHUTUBHBIM. YOEAWTbCA, YTO B KaueCTBE CBS3YIOIIET0O MHOTOWIEHA OH JaeT
BBIMTYCKHYIO ITOCIIEJIOBATEIILHOCTh MAaKCHMallbHOTO Tmepuona 31, BeIOpaB BEKTOPOM
HavyalbHbIX conepxkanui [1, 1,1, 1, 1].

3) Tocrpouts LFSR MakcumaibsHOTO Mepro/ia ¢ JUTMHOW peructpa 6.

3aganus mo reme Ne 12 «aeHTHUKANUA U ayTeHTUPUKAMS):
[TponemoncTpupoBath padboTy nporokona duata — [llamupa Ha npumepe p=5, q=11.

3ananus no teme Ne 13 «JIeKTPOHHASI OANKCH. DJIEKTPOHHbIE MIATEKU»:

1) TIpoaeMOHCTPHPOBAThH BBHIMOJHEHUE AITOPUTMA IJIEKTPOHHOM moanucu Ha Oaze RSA. B
kauectBe M, Ms u S B3aTh Zn, pyHKIHsI R — cIBUT Ha OJHY MO3UIUIO, Pa=61, ga=17,
ea=101 — xirrou mudpoBaHus, JOKyMeHT M=247.

2) TIponeMOHCTPHPOBAThH BBIMOJIHEHUE AITOPUTMA AIICKTPOHHOW moAnucu Db ['amans amst
p=17, a=9 — nonrocpounsrii kimod. JJokymentr m=10110.

3) IIponemMoHCTpUpPOBATh TEXHOJIOTHIO AIEKTPOHHOTO TiaTexa Ha npumepe Master Card s
p=7, g=11, e=19 — oTkpHITHI KITt0Y mH(poBanus, KiueHT A BbiOnpaet X=10.

KourtpoJubsHnas padora Ne 1
IIpumeps! 3aganuii:
1. Haiitu 371 (mod 91).
2. Haiitu Bce oOpa3yronue MyJIbTUIUIMKAaTUBHON TPYIIIBI KOHEYHOTo 1o Fs.



3. HM3BecTHBI MCXOAHBIM TEKCT M TEKCT, MOJYYEHHBIH M3 Hero mmdpom Xwina. AndaBut
aHTJIMUCKUKA — 26 OykB, 3aHymepoBaHHBIX OoT 0 mo 25. M3BecTHOo, 4YTO MaTpuia
mudpoBaHus UMEET MOPAIoK 2. BekTop, ncnonb3yemsiii npu mudpoBaHUH, HEM3BECTEH.
BoccTanoBuTh KIII0Y MG POBAHUS.

cryptography <-> 2,17, 24, 15, 19, 14, 6, 17, 0, 15, 7, 24.

KonTtpouabnas padora Ne 2
IIpumepsbl 3a1aHuMii:
1. Tlycrs F16=Z2[X]/(x*+x+1). Haiitu B F16 06paTHEIl dMeMeHT Kk a>+a’+1, rae a - o6pas x
pu romoMopdusme Zz[X] -> Zo[X]/(x*+x+1).
2. Haiitu Bce oOpa3yromue MyJIbTUIUIMKATUBHON TPYIIIBI KOHEYHOTO TOst F11.
3. IIpomemoHcTpupoBath padoty nporokoia ®uara — [llamupa na mpumepe p=11, q=13.

IIpaBuiia BbICTaBJIeHNSI OLIEHKH T10 Pe3yJbTATaM KOHTPOJIbHOMH PadoThl

Ornenka mo pe3ysibTaTaM KOHTPOJIBHON pa0OThI cuuTaeTcs B Oamiax mo KaxaoMy 3a/IaHUIo
1O CIeAYIOUIeMY IPUHIINITY:

- IPaBUJIbHO BBIMOJIHEHHOE 3a7aHue — 1 6a;

- TpU BBINOJHEHUH 3aJaHHs MPaBWIBHO MPUMEHEHBI TeOpeTUdYecKue (PaKkThl, MOHATUS U
QITOPUTMBI TUCITUTUIMHBI, HO HIMEIOTCSI OIIMOKH B YMCIIEHHBIX pacdyerax — 0,8 Oamna;

- TP BBINOJHEHUH 3aJaHUs MPaBWIbHO MPUMEHEHBbI TeOpeTHYecKrue (PaKThl, MOHATUS U
QITOPUTMBI TUCIUTUTHHBI, yYKa3aH TUTAH JTATbHEHINEro PeIleHus, HO 3aJaHKe BBINOJIHCHO HE JIO0
kxonna — 0,6 6amna;

- TIpY BBITIOJTHEHUM 3aJIaHUsl CTYACHT OOHApYXWBAeT OMIMOKH B 3HAHUU TEOPETUYCCKUX
(bakTOB WM MOHITUN JUCIUILTUHBL, IPUMEHSET HeNPaBUIbHBINA alropuT™ aerctBuil — 0 Oasios.

HabpanHoe kommuecTBO 0aIOB 3 COOTBETCTBYET OIEHKE «OTIUYHO», 2,4 — 2,8 GamioB —
OIICHKE «Xoporioy, 1,8 - 2,2 Ganna — OlleHKE «yJO0BJIETBOPUTEILHOY», MeHee 1,8 GaiioB — OlleHKe
«HEYIOBIICTBOPUTEIIPHO» (YMEHUS W HABBIKM Ha JIaHHOM JTale OCBOCHHUS IUCIMIUIUHBI HE
c(hopMHUpPOBaHBHI).

2. Cnucok BOIIPOCOB U 3aJaHui 1Jas NMpPpOBECACHUSA ﬂpOMe)KyTO‘IHOﬁ aTreCcTalumn
Cnucox BOIIPOCOB K 3K3aMEHY

1. Ucrtopuueckne npumeps mudpon: mudp lLlesaps, kBaapat Ilommbus, pemerka Kappawo,
KHIKHBIN mmdp.

2. Kompro menbix uwncen. OOmacTh IEIOCTHOCTH, €BKJIMIOBO Kojbilo. HOJl koHewHOI
COBOKYITHOCTH 1IeNbIX uncen. Anroput™ EBknuna. JIuneitnoe Boipaxkenue HOJI nByx 1enbix yuces.
3. Kombo Berueros. [loctpoenne. ITome. CBoiicTBa mosnsi. XapakrepucTuka mosst. Koipio BeYeToB
10 IPOCTOMY M COCTAaBHOMY MOAYIIIO.

4. I'pynma oOpaTUMBIX 3J€MEHTOB Kojiblia Zn. Dynkuus Ditnepa. Teopema Ditnepa u Manas
teopema @epma. HaxoxxaeHre oOpaTHOTO 3JieMeHTa B KOJIbIe Zn.

5. Konbmo P[X], rme P — mone. HOJI koHEe4YHO# COBOKYITHOCTH MHOTOWIECHOB U3 Kojbla P[X], ero
JUHEWHOE BhIpa’KEHHE.

6. CpaBHenus. Pemenue cpaBHeHmit. Kwurtaiickas Teopema 00 ocTaTkax. Pemenue cucrem
CpaBHEHUU.

7. Mudp 3amensl. Hudp nepectaHoBKH.

8. llludp Bepunama. 'ammupoBanue.

9. Kpunrroananms. [onabrii mepedop. YacTOTHBIN aHAH3.

10. Teopernueckas croiikocts muppos 1o K. IllenHony.

11. Apdunnsit mmdp, mudpp Xumia.
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12. HIundp Buxenepa. Tect Kazucckoro u omnpenesneHue ¢ ero NOMOIIBIO JIMHBI KIto4ya B mupe
Buxenepa. PoTopHbie MalliuHBbI.

13. I'pynma. [IpumMepsl TpyII: YUCIOBBIC TPYIIBI, CAMMETPUYECKAs TPYIIa CTEIeHU N, MaTPUYHBIE
TpyNIbl, TPYINa KOpPHEH cTerneHu N U3 €AMHHULBI, Ipylna OOpaTUMBIX AJIEMEHTOB Koiyiblia Zp.
[{uknoBasi CTpYKTypa MepecTaHOBKH.

14. Tloarpymmel. Ilopsimox rpymmbel. Teopema Jlarpamka. Ilopsmok siemMeHTa TpPYNIbI, €ro
HaXO0XK/ICHHUE.

15. Huxnuueckue rpynmsbl, ux kiaaccudukanus. [loarpynnsl nukiudyeckor rpynmnsl. Haxoxaenue
oOpa3yroliel HukiIndeckon rpynmnsl. [Ipumepsr.

16. HaxoxxneHnue Bcex o0pa3yroIIMX MUKIMYECKON rpynmbl. Beskas rpymnma mpocToro mopsijaka —
UKIMYECKasl.

17. Koneunoe nosue. KonnyectBo 31eMeHTOB koHeuHoro nodjs. IIpoctoe none. Koneunsie nmpocteie
HOJISl, UX XapaKTEPUCTHKA.

18. Mnean koMMyTaTUBHOT'O aCCOLIMATUBHOTO KoJblla. [ maBHbIN uaean. Koabio riaaBHBIX Heanos.
Zp[X] — xounbIo TIaBHBIX uaeanoB. AnroputM EBkimaa B Zp[X].

19. Knaccel cMexxHOCTH 10 Baeany. akTopkoisiio. [Ipumep.

20. CymectBoBanue B Zp[X] HENPUBOAUMBIX MHOTOWICHOB KaK YIrOJHO BBICOKOH CTCICHH.
[TocTpoeHre KoOHeYHOro Mo Kak (aktopkombia Zp[X] 1o wumeany, TOPOXKICHHOMY
HETMPUBOJIUMBIM HaJl Zp MHOTOUJICHOM.

21. [Ipumepsl omnepaiuii B KOHEYHOM TOJIE, HE SIBISIFOIIMMCS MPOCTHIM (CIOKEHUE, YMHOXKEHUE,
BO3BE/ICHUE B CTETECHb, HAXOXKICHHE 00paTHOro). MyIbTUIUIMKATUBHAS TPYIAa KOHEYHOTO IO,
HaXO0XJICHHE ee 00pa3yroleil.

22. TIpobnema muckperHoro jorapudma. [Tpumepsr.

23. IIporokon Juddu - Xemnmmana.

24. TIporokon Maccu — Omypsl. [Iporokon Dab [Namas.

25. Ataku Ha qUCKpeTHbI norapudm. Anroputm Cunbbepa — [lonura — Xennmana.

26. Kpunrocucrema RSA.

27. CnoxHbIe 3a/1a4¥, 00ECIICYMBAIOIINE KPUITOCTORKOCTh RSA.

28. IIpoBepka HaTYpaJIbHBIX YKced Ha pocToty. Tect Mumiepa — Pabuna.

29. IloctpoeHne 6OMBIINX MTPOCTHIX YHUCEIL.

30. Pa3moxuMocCTh IETBIX Yrce Ha MHOKHTEH. MeTtos gakTop-6a3 depma.

31. T'enepamus mceBIOCTYYalHBIX MOCHeN0BaTeIbHOCTEH. JIMHENHbIE W MYJIbTHILUTUKATHBHbBIE
KOHTPY?HTHBIE T€HEPATOPHI.

32. I'eneparop mnceBiocaydaifHbIX OCIE0BATEIbHOCTEH, OCHOBaHHBIN Ha cucteme RSA.

33. I'ereparop 1iceBocay4yaifHbIX TOcenoBaTenbHocTelt Mukamu — [1IHoppa, reneparop BBS.

34. [loTouHble KPUNTOCHCTEMBI: CHHXPOHHBIE, CAMOCHHXPOHU3UPYIOIIHECS.

35. JluneitHblit peructp casura ¢ ooOpatHoil cBsizpio (LFSR). IlepmogmyHOCTh WM cTaTHCTHKA
BBIMMYCKHBIX MocnenoBarenbHocTeit LFSR.

36. Unentudukanus u ayreHTuduranus. [lapons, THH, OJHOpa30BBIE MApOJM, MHOTOKpAaTHAs
uAeHTU(DUKAITHS.

37. JlokazarenbcTBa C HyJIeBbIM pasriamenneM. [Iporokon @uata — [llamupa.

38. Dnexrponnas noanuck. [loanucek Ha 6a3e RSA.

39. DnekTpoHHas moAMKCH Db ["amars.

40. CrangapTsl 2JIEKTPOHHOM MOAUCH.

41. DeKTpOHHBIE TUTATEXKH.

42. Crangapt mmdponanus DES.

43. Crangapt mudpoBanus AES.

Cnmcok 3a1a4 K 9K3aMeHy

1. Haxoxnenune HOJI nByx 1enbIx 9uces ¢ TOMOIIbI0 anroputMma EBkimaa.
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2. Haxoxnenue nuneitHoro BoipaxkeHus HOJ| nByx mensix 4ucena ¢ MOMOUIbIO 0OOOIICHHOTO
anroputma EBknnpa.

Pemenue cucrem cpaBHenuit npu nomomu Kuraiickoit Teopembl 00 OCTaTKax.

JlelicTBus ¢ BblueTaMU B Kouiblie Zn (BO3BEJICHHUE B CTEIICHb, HAX0XKJEHUE OOPAaTHOIO0).
[TocTpoeHre KOHEYHOTO OIS U BBIIIOJIHEHUE allreOpanyecKrx olepalyii B HEM.

HaxoxxneHue o0pa3yroIux 371€MEHTOB MYJIbTUIIIIMKATUBHOM Pyl KOHEYHOT'O MOJIS.
Haxoxnenue nopsiaka ajneMeHTa WIM BCEX JIEMEHTOB JaHHOTO NOPsAIKA MYJIbTUIIIMKATUBHOU
IPYIIIBI KOHEYHOTO NOJIS (MIIM MYJTbTHIUTMKATUBHOM IPYIITBI KOJIbLIA BEIYETOB 110 MOYIIIO N).

No ko

3. HpaBnna BbICTABJICHHUA OLICHKH HA 3K3aMCHEC

B sk3aMeHanMOHHBIE OMJIET BKJIIOYAETCS JBa TEOPETHYECKMX BoIpoca M 3anada. Ha
IIOArOTOBKY K OTBETY JlaeTcsl He MeHee | yaca.

Ilo wroram »SK3aMeHa BBICTABJIETCS OJHA M3 OLEHOK: «OTIMYHO», «XOpPOLIOY,
«YAOBIIETBOPUTEIIBHO» UJIU «HEYIOBIETBOPUTEILHOY.

Onenka «OTJMYHO» BBICTABISETCS CTYIEHTY, KOTOPBIM JEMOHCTpUpYET INIyOOKOe U
IIOJIHOE BJIQJICHUE COJEP)KaHMEM MaTepuajlla ¥ IOHATUHHBIM annaparoM JUCLUIUIMHBI, yMEET
CBA3BIBATh TEOPHUIO C MpakTUKOH. CTyneHT AaeT pa3BEepHYThbIE, MOJHbIE M YETKHE OTBEThI Ha
BOINPOCHl 3K3aMEHALMOHHOIO0 OWJeTa M JIONOJIHUTENbHBIE BOIPOCHI, COOJIOJAECT JIOTHYECKYIO
IIOCJIEA0BATENBHOCTD IIPU U3JI0KEHUU MaTepUala, TpaMOTHO MCIIONb3yEeT TEPMUHOJIOTHIO.

Onenka «Xopomo» BBICTABIAETCS CTYACHTY, OTBET KOTOPOrO Ha DJK3aMEHE B LEIOM
COOTBETCTBYIOT YKa3aHHBIM BBILIE KPUTEPUSM, HO OTJIMYAETCS MEHBIIEH OOCTOATENbHOCTHIO,
rJ1yOMHON, OOOCHOBAaHHOCTBIO M MOJHOTOH. B oTBeTe MMEIOT MECTO OTHeNbHble HETOYHOCTU
(HecyleCTBEHHbIE OIINOKH), KOTOPbIE UCIPABISIOTCS CAMUM CTYAEHTOM IOCJE TOMOIHUTEIbHBIX U
(MM) YTOUHSIOIIMX BOIIPOCOB K3aMEHATOpA.

Ouenka «YA0BJIE€TBOPHUTEIbHO» BBICTABIACTCSA CTYACHTY, KOTOPBIA J1a€T HEJOCTATOYHO
HOJIHBIE U MOCJIEeI0BATEIbHbIE OTBETH HAa BOIPOCHI IK3aMEHALIMOHHOTO OUJIeTa U JIOTIOJIHUTEIbHbIE
BOIIPOCHI, HO IIPU 3TOM JAEMOHCTPUPYET YMEHHUE BBIIEIUTH CYLIECTBEHHBIC M HECYIECTBEHHBIC
IPU3HAKA W YCTAHOBUTb IPUYMHHO-CJIEICTBEHHbIE CBs3u. OTBETHl H3JIaraercd B TEPMHUHAX
JUCIUIUIMHBI, HO MpPHU 3TOM JONYCKAIOTCS OIIMOKM B OIpPENEIeHUM M PACKPBITUH HEKOTOPBIX
OCHOBHBIX HOHSATHH, (OPMYIHPOBKE NOJOKEHUH, KOTOpBIE CTYIEHT 3aTpPyAHSETCS MCIPAaBUTh
camocrosTenbHo. [Ipu aprymeHTanuu oTBeTa CTyA€HT He 000CHOBBIBAET CBOM CyxaeHus. Ha yactb
JIOTIOJIHUTEIILHBIX BOIIPOCOB CTYACHT 3aTPYAHSAETCA JaTh OTBET WM J1a€T HEBEPHBIE OTBETHI.

Ouenka «HeyaoBJIETBOPUTEJIBHO» BBICTABISCTCA CTYAEHTY, KOTOPBIM JIEMOHCTPUPYET
pa3po3HEHHbIe, OecCHCTEeMHbIE 3HaHUS; OECIOpSJOYHO M HEYBEpEHHO M3JlaraeT MaTepuall; He
yMEET BBIJCNATH IJIaBHOE W BTOPOCTEIIEHHOE, HE YMEET COCAUHATH TEOPETUUYECKHUE IOJIOKEHUS C
NpPaKTUKOM, OMycKaeT rpyOble OMMOKM MpPU ONpPENEIeHUH CYIIHOCTU PACKPBIBAEMBIX MOHSITHH,
SIBJICHHM, BCJIEICTBHE HETIOHMMAHMS UX CYLIECTBEHHBIX M HECYLIECTBEHHBIX IPU3HAKOB U CBS3EH;
Jla€T HEIOJHBIE OTBETHI, JIOTMKA W IOCIEAOBATEIBHOCTh M3JI0KEHHUS KOTOPBIX HMEIOT
CYIIECTBEHHbIE W IPUHLUIHAIBHBIE HApyLWIEHUs, B OTBETAaX OTCYTCTBYIOT  BBIBOJBI.
JIOTIOJTHUTEBHBIE U YTOYHSIOIIKME BOIPOCHI DK3aMEHATOpPA HE MIPUBOAAT K KOPPEKLUUU OTBETOB
cryneHTa. Ha OCHOBHYIO 4acTh JONOIHUTENBHBIX BOIIPOCOB CTYAEHT 3aTPYAHIETCS JaTh OTBET WU
JlaeT HEBEPHBIEC OTBETHI.

Onenka «HeynoBIETBOPUTENBHO» BBICTABISIETCS TAaKXKe CTYIEHTY, KOTOPBIA  B3sI
9K3aMEHAIlMOHHBIN OMIIEeT, HO OTBEYaTh OTKAa3aJICs.
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IIpuniaoxenne Ne 2 k paGoyeii nporpamMme JMCIHIIJIMHbBI
«MeToabl U cpeacTBa KpUNTorpaguyeckoii 3amuThl HHPOPMAITHUI

MeToauuyecKue YKa3aHuA IJI CTYACHTOB 110 OCBOCHHUIO JTHCIUIIJINHBI

OcHoBHOU (opMOI H3IOKEHHSI Y4eOHOTO MaTepuana o JAUCHUILINHE «MeToasl u
cpencTBa KpunTorpaguyeckoi 3amuThl WHGOpMAIUWY SBISIOTCSA JICKIMH; IO BCEM TeMaMm
IPEyCMOTPEHBI NMPAKTUYECKUE 3aHATHUS, Ha KOTOPBIX IMPOUCXOIUT 3aKPEIUICHUE JIEKIIUOHHOTO
Marepuasia MmyTeM MPUMEHEHHs ero K KOHKPETHBIM 3ajauaM U OTpabOTKa HAaBBIKOB pabOThHI C
MaTEeMaTUYCCKUM aIIapaToM.

JIst yCTenHOro OCBOCHUS TUCIUILIHHBI OUYeHb BAKHO PEIICHHE AOCTATOYHO OOJIBIIOrO
KOJIMYECTBA 33/1a4, KaK B ayJUTOPHUHU, TAK U CAMOCTOSITEIILHO B KaYeCTBE JIOMAIIHUX 3aJaHuil.
[lpumepsl pelieHUsT 3amad  pa30OMPAlOTCSl Ha JICKIUAX M PAKTHYSCKHX 3aHATHAX, TPH
HEOOXOIMMOCTH MO HauOoJiee TPYIHBIM TEMaM IPOBOJISATCS JOMOJHHUTEIbHBIC KOHCYIbTALUU.
OcCHOBHas LIeJIb PEIICHUS 3aa4 — IMOMOYb YCBOUTH (DYHIAMEHTAIbHBIC MOHSATHS W OCHOBHBIC
METOJIbI AUCIUILIIHHBIL.

3agaHus Ui CAMOCTOSITEIILHOTO PEeIIeHHs (OPMYITUPYIOTCS HA JICKIHUAX M MIPAKTHYCSCKIX
3aHATHAX. B KauecTBe 3aaHuii JJIsl CAMOCTOSITEIHOW paboThI JloMa CTYACHTaM IPeIaratoTcsl
3a/1a4M, aHAJIOTHYHBIC Pa300PaHHBIM Ha JICKIMAX U MPAKTHYECKUX 3aHATHIX WA HEMHOTO OoJiee
CIIOYKHBIC, KOTOPBIC SBJISIIOTCS Pe3yJIbTaTOM 00bEAMHEHHSI HECKOIBKUX 0a30BbIX 331a4. [1omHbIi
CIHMCOK 3aIaHHi I CAMOCTOSTENILHON PabOThI 10 TeMaM (pasesiaM) JUCIUILTHHBI IPUBEICH B
OVYK B LMS Moodle «<KM3W». Borpocel, BO3HUKAOIIHE B MPOLECCE WK 110 UTOTAM PEIICHHSI
9THX 33124, MOYKHO 3a/1aTh Ha KOHCYJIbTAIIUSIX M MPAKTHUECKUX 3aHATHIX WK B popyme (date) B
OVYK B LMS Moodle.

JInst caMoCTOSITeNbHOW pabOThl, B TOM YKCJE W MOBTOpPA Pa300paHHOrO Ha JCKIHAX U
NPaKTHYECKHUX 3aHATUSIX MaTepualia, PeKOMEHYeTCs UCIOJIb30BaTh MaTePUAIIbl, BBIIIO)KCHHBIC B
OVK B LMS Moodle «KM3W».

B koHIle U3y4eHUs MUCIHUIUIMHBI CTYJICHTBI CIAAIOT IK3aMEH. DK3aMEH MPUHUMACTCS 110
9K3aMEHAIIMOHHBIM OWJIeTaM, KaXKAbli M3 KOTOPHIX BKJIIOYAeT B ceOS JBa TEOPETHUYECKUX
BOIpOCca M 3a1ady. Ha caMOCTOsITeNnbHYIO MOATOTOBKY K 9K3aMEHY BBIJICNSACTCS 3 JHS, B 3TO
BpeMs IPEyCMOTPEHA M TPYNIIOBasi KOHCYJIbTALHUS.
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