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1. I{esiu OCBOECHUSA TMCHUTNIUHBI

enpto qucuuiuinabl «be3onacHOCTh cucteM 0a3 JIaHHBIX» SABJSETCS 00yueHHE CTYJICHTOB
NpUHLIKIIAM oOecrieueHus: 6€30MacHOCTH MH(OPMAalK B aBTOMAaTU3UPOBAHHBIX HH(DOPMAIIMOHHBIX
cucremMax (AHNC), ocHOBY KOTOpBIX cocTaBisaoT 0a3pl gaHHbIX (BJl), HaBelkam paboOTHI €O
BCTPOEHHBIMU B CUCTEMBI yrpaBieHus 0azamu naHHbix (CYB/l) cpenctBamu 3amuThl.

3ana4uu JUCUUIUIMHBIL

- MPUOOPETEHHE CUCTEMHOTO MOX0/a K mpobieme 3amuThl nHpopmanmu B CYB/;

- U3y4yeHue Mozeneil 1 Mmexanu3MoB 3auTsl B CYB/];

- IpUOOpeTeHNEe MPAKTHUECKUX HABBIKOB OpraHu3anuu 3amutel b1

JlaHHBINA Kypc, MO3BOJSET IyTEM H3YYEHHUS YSI3BUMOCTEH HH(OPMALMOHHBIX CHCTEM U
oco0eHHOoCTel obecrieueHnst 0€30MacHOCTH 0a3 TaHHBIX, BHIPA0OTATh Y CTYJIEHTOB YOEKIEHHOCTh B
HEOOXO/MMOCTH TIPUHATHA aJCKBAaTHBIX yrpo3aM O€30MacHOCTH Mep 3allUThl POCCHHCKHX
00BeKTOB MH(pOpMATU3ALKU, MPEIOCTABIsAET JOCTATOYHBIC 3HAHUS M HaBBIKH, TpeOyemble s
3TOrO.

2. MecTo IMCUMILIMHBI B CTPYKTYpe 00pa30BaTe/IbHOI MPOrpaMMbl

JlaHHas TUCIMITIIMHA OTHOCUTCS K 00s13aTeIbHON YacTH 00pa30BaTeIbHOM POrpaMMBl.

JUis yCHEIIHOIro YCBOEHHMs JIaHHOM JMCUUIUIMHBI HEO0OXOAUMO, 4YTOOBI CTYAEHT BIAfEN
3HAaHUSMM, YMEHUSMH U HaBbIKaMH, COPMHUPOBAHHBIMU B IIPOLIECCE U3YUEHUS AUCLHUIUINH:

«Mupopmarukay - paboTta ¢ MpOrpaMMHBIMH CPEJCTBAMHU OOIIIEro Ha3HAYCHHUS,

«SI3BIKM POrpPaMMHUPOBAHMS» - 3HAHHE OJHOIO U3 SI3BIKOB NPOI'PAMMHPOBAHUS BBICOKOTO
YPOBHS;

«OcHOBBI HMH(OPMAIIMOHHON 0€30MacHOCTU» - 3HAaHWE OCHOBHBIX YIpo3 0€30MacHOCTH
MH(pOpPMaLMU U MOJEJIN HApYIIUTENS B KOMIIBIOTEPHOHN CHCTEME;

«AJMMHUCTPUPOBAHUE CPEACTB 3aLUThl MHPOPMALMU B KOMIIBIOTEPHBIX CHUCTEMax H
CeTAx» - 3HaHue (POPMATBHBIX MOJIeNei Oe30MaCHOCTH; MOJUTHUK O€30MaCHOCTH; 3HAHUE KPUTEPUi
M KJIACCOB 3aIlMIIEHHOCTU CPEACTB BBIYMCIUTEIBHON TEXHUKM M aBTOMATU3MPOBAaHHBIX
MH(OPMALIMOHHBIX CHCTEM; 3HAHHE CTAHJApPTOB I10 OLIEHKE 3allMIIEHHBIX CHCTEM; YMEHHUE
UCCIICIOBAaHUSI KOPPEKTHOCTUM CHCTEM 3alllUThl;, BJAJAECTh METOJOJOrMed o0cieqoBaHus U
MIPOEKTUPOBAHHUS 3aILIUTHI;

«Kpunrorpadguueckue MeToAbl 3alIUThl HHMOPMAIIUM» - 3HAHWE MPHUHLUIIOB IMOCTPOEHUS
KpUNTOrpaUueckux alropuTMOB C CHMMETPUYHBIMM M HECUMMETPHUYHBIMH  KIIOYaMU;
IIPOrpaMMHBIE peanu3anuu 1 dpos; 3HAHHE KpUNTOrpapuyecKux IIPOTOKOJIOB;
KpunTtorpaguueckux Xewm-QyHKIUN, 3JIEKTPOHHON 1U(POBON MOANUCH; KPUITOrpapuuecKUX
CTaH/apTOB;

«be30omacHOCTh KOMIIBIOTEPHBIX —CeTel» - 3HAHME MPUHLUUIOB U  OcCOoOEHHOCTEH
OpraHu3alUK 3alUThl HHOOPMAIIMOHHBIX CUCTEM CPEACTBAMHU CETEBOW 0€301acHOCTH;
«be30nacHOCTh  ONEPAlOHHBIX CHUCTEM)» - 3HAaHME MPUHLUUIOB U OCOOEHHOCTEH

OpTraHU3aINH 3aIlIUTH HHOOPMAIIMOHHBIX CHCTEM CPEJICTBAMH 3aIIUTHI ONEPAIIMOHHBIX CHCTEM;
«CucreMbl ympaBieHus: 0a3aMu JTaHHBIX» - 3HAHUE OOIIMX MPUHIIMIIOB MOCTpOeHUs 0a3
JAaHHBIX; 3HAHWE OCOOEHHOCTEH CPENICTB ypaBleHus B peanu3anusx pensuuoHHsix CYB/], 3Hanue
mpoOJIeM ONTUMHU3AINH JTOCTYTIa K 0a3aM JTaHHBIX;
HucuumnuHa «be3onacHocTh cucTeM 0a3 JaHHBIX» HCIONB3YIOTCS CTYASHTAMH TIpH
pa3pabOoTKe KypCOBBIX M IUIIOMHBIX PadoT.

3. Illnanupyemble pe3yabTaThbl 00y4eHHs 1O JUCHMILJIMHE, COOTHECEHHbIe ¢ IUIAHMPYEeMbIMH
pe3yJbTaTaMU OCBOEHHs 00pPa30BaTeIbHOI NPOrpaMMbl



[Tpouiecc n3ydeHus: TUCIUILIMHBI HAIIPaBlieH Ha (OPMUPOBAHUE CICAYIONINX KOMIIETCHIIUN
B cooTtBeTcTBUM ¢ PI'OC BO, OOII BO u npuobpeTreHne Cleayronux 3HaHni, YMEHUH, HABBIKOB U
(unm) onbITa AESITENILHOCTHU:

®opmupyemas
KOMIIETCHIUS
(ko u popMyaMpoBKa)

Nuaukarop 10CTHKECHUS
KOMIIeTeHIMH
(ko u popMyaMpoBKa)

Ilepeuenn
IJIAHUPYEMBIX Pe3yJIbTATOB 00y4eHusl

Oo6umenpodgeccuoHabHbIE KOMNIETEHIIUN

OIIK-1.3

CnocobeH obecrieunBaTh
3aMUTy HHGOPMAIHK TIPU
pabote ¢ 6azamMu JaHHBIX,
IIpH [Iepeaaie mo
KOMIIBIOTEPHBIM CETAM

H-OIIK-1.3.1.

3HAET METOBI 3AIIUTHI
nHGOPMAIUHU B CUCTEMAaX
yrpaBieHus 0a3aMu JIaHHBIX, a
TaK)Ke METO/BI M CPEJICTBA
3aIMATH HKHPOPMAIIUHA OT
YTCUKH IO TEXHUICCKUM
KaHajlaM, CeTeH M CHCTEM
repeaadn HHGOpPMAITIH

3HATB.

- IepeYeHb YTUIIUT, HEOOXOTUMBIN ISt
nposeaeHus ananuza AVC Ha npenmMer
BBISIBIICHUS YSI3BUMOCTEH.

- TEOPETUICCKUE OCHOBBI IIOCTPOCHUS
3amumEéRHbIX B/,

YMeTh:

- TIOATAITHO MTPOBOIUTH TECTUPOBAHUE
AMNC nHa mpeaMeT BEIIBICHUS
YSI3BUMOCTEH.

- IOJIL30BAThCS CPEACTBAMH SI3LIKOB
MIPOTPaMMHUPOBAHUS JIJISl peaTN3alin
COXpAaHEHUS LIEIOCTHOCTU AaHHBIX B B/I.
BuageTrh HABBLIKAMM:

pacno3HaBaHUA ySI3BUMOCTEHN U CI1a0bIX
mecT B AVIC 1o uroram npoBeaEHHOr0

TECTUPOBAHMSI.
H-OIIK-1.3.2. 3HATE:

YmMeer periath 3ama4n - THPOPMALIMOHHBIE PECYPCHI, HA
npodecCHOHANTEHON KOTOPBIX MYOJIHKYIOTCS aKTyalbHbIC

JESTETBHOCTH C YUETOM
TEKYIETr0o COCTOSHUS U
TEHJCHIMI Pa3BUTHUS METOJIOB
3alIUTHl UHPOPMAIIH B
CUCTEeMax yIpaBlieHus 0a3aMu
JAHHBIX, @ TAKXKE METOJIOB U
CpPEeJCTB 3alUTHl HHQOpMAIIUU
OT YTEUKH TI0 TEXHHYECKUM
KaHaJlaM, CeTeil U cucTeM
nepenaun nHGopmanuu
CHCTEM Tepesadd HHPOpMaIuH

CBEICHHS 00 U3BECTHBIX YSA3BUMOCTSIX
paznuunbix CYB/I.

YMeTh:

- nmpoBoauTh ananu3z AUC Ha nmpeamer
BBISIBJICHUS YSI3BUMOCTEH.

- noab3oBatbed cpeactamu CYB/] ans
peanu3anuyi MeXaHu3Ma pa3rpaHudeHus
JIOCTYIIa K JaHHBIM, a TAKXKe 00eCcreueHus
BBICOKO# cTeneHn 60e30TKa3HocTH B/I.
Baaaers HaBbIKAMM:

- pa3pabOTKH MPOEKTOB HOPMATHBHBIX
IIPABOBBIX aKTOB H METOTUIECKHUX
MaTepHasoB, PerIaAMEHTHPYIOINX paboTy
1o obecrevyeHuto HHPOPMaIMOHHON
0€30M1aCHOCTH KOMIIBIOTEPHBIX CHCTEM.

IIpodeccnonanbHble KOMIIETEHIMH

MNK-3

CriocobeH obecnieunBaTth
KOHTPOJIb HaJ[
co0mogeHneM TpeOoBaHui
1o 3amuTe HHHOpMaITUN

HU-TIIK-3.1

3HaeT ¥ TOHUMAaET
HOpMaTHBHbBIE TPEOOBAHUS 110
3anuTe nHHOpMaIUN

3Haer:
HOpPMAaTUBHBIE TPEOOBAHMS O 3AIIUTE
nHpOpPMAITUH

H-MK-3.2

YMeeT oCyIECTBIATh OLIEHKY U
KOHTPOJIb UCTIOJHEHHUS
TpeOOBaHMIA MO 3aIIUTe
UHPOpMAIIH

Ymeer:

OCYIIECTBIISTH OIIEHKY U KOHTPOIh
WCTIOJHEHUsI TPeOOBaHMH 110 3aIUTe
nHpOpMaLUH

N-MK-3.3
Brnaneer HaBbIKaMu

Bianeer HaBBIKAMU:
OCYILIECTBJICHUS] KOHTPOJISI HAJl




OCYILIECTBIICHUSI KOHTPOJIS HaZl | COOJIIOJCHUEM TPeOOBaHMIA IO 3aIIUTE
cobiroieHreM TPeOOBaHMIA TTO rHpOpMaIIUU
3ammTe HHPOPMaLUU

4. O0beM, CTPYKTYPA U co/iepKaHue THCHUTITHHbI

OO01mmas Tpy10eMKOCTh TUCIUIUINHBI COCTaBIseT 3 3a4eTHble enunuiibl, 108 akaa. gacos.

Ne Tembl (pa3aeibl) Bunsbl yueOHbIX 3aHATHI, DopMBbI TEKYLIEr0
n/n AUCIUILIMHBI, BKJIIOYASl CAMOCTOATETbHYIO KOHTPOJISI yCIIEBA€MOCTH
HX CcO/Iep:KaHue paboTy CTY/IeHTOB,
U MX TPYA0EMKOCTh DopMa NPOMeKYTOYHOM
(B akaieMUYECKHX Yacax) aTrecTalumn
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Conep:xanue pa3ies10B M CUUILTHHBI.

Tema 1. Teopernueckue ocHoBbI Oe3onacHocT B CYB/]

1.1. Yrpossl 6e3onacHoctu B/I: o6mme u cnenuduynsie. [lonstue 6e3onacuoctu bJl. Tpeboanus
6e3omacuoctu bJI. Llenoctrocts b1, Aynur.

1.2. CpenctBa obecnieyenust 3amutbl nHGopmanuu B CYBJl u MHOroypoBHeBasi 3ammurta. TwIbl
KOHTpOJIeH 0€30MacHOCTH: MOTOKOBBIN, KOHTPOIb BBIBOJIA, KOHTPOIb AOCTYIIA.

1.3. Ionutuka 6e3onmacHocty B CYB/I. Tlonstue nonutuku 6e3onacHocTH. CylIHOCTh MOJUTHKU
O0esomacHoctn. llemn ¢dopmanuzanuu MOMUTUKH  Oe30macHOCTH. [IpUHIMIBI  MOCTpOEHUS
3aluIIeHHbIX cucteM. Monenn OezonmacHoctu B CYBJI. Jluckpenmonnas (u3buparenbHasi) U
MaHAaTHas (MOJIHOMOYHAs) Mojenu Oe3omacHocTu. Kiaccubpukamus wmojeneid.  AcCHeKThI
ucciaenoBanus mojnenei O6ezomacHocTH. OCOOCHHOCTH TPUMEHEHHUs MOjene O0e30MacHOCTH B
CYBJ. Monenu RBAC. Mannatusie mozaenu: BellLaPadula, Biba. CYBJ] ¢ mHOroypoBHeBoi
cekpeTHOCThIO (MLS).

1.4. Ponp monokeHWN HAalMOHAIBHBIX CTaHAAPTOB ceMelicTBa «OO0ImMe KPUTEPUU JOBEpUS U
oe3omacHocTr wWHpopMmamuoHHBIX cucrem» (TOCT P MCO/MDBK 15408-2012-1, TOCT P
NCO/MDBK 15408-2013-2, TOCT P NCO/MDBK 15408-2013-3) u OCTa P MCO/M3BK 18045-




2012 «Merogonorusi OIEHKH O€30MacHOCTH HMH()OPMALMOHHBIX TEXHOJOTHI» Uil aHajau3a
MIPOCKTHBIX PEIICHUH MOACUCTEM WH(OpPMAIMOHHON Oe30macHOCTH 0a3 JaHHBIX M 00eCTeueHUs
3alMIIEHHOCTH KOMITBIOTEPHBIX CUCTEM B LIETIOM.

Tema 2. Mexauusmbl ooecniedeHust neaoctnoctu CYb /]

2.1. VYrpo3et nenoctHoctu CVYBJ/[. OcHoOBHBIE BUABI M NPUYMHBI BO3HUKHOBEHHUS YIpo3
nesnoctHoctd. Crioco0bl NPOTUBOAEHCTBHSL.

2.2. Tlonstue tpanzakuuu. Dukcanus tpanzakuuu. [Ipoxpytku Brnepen u Hazaa. KoHTposibHas
touka. Otkar. TpaH3akuuu Kak CpeICTBO M30JIMPOBAHHOCTU Mouib3oBaTeneil. Cepuanuszauus
TpaH3akuid. MeTonbl cepuanu3auy Tpan3akuuid. biokuposku. Pexxumer 6okupoBanus. [Ipasuna
COIJIaCOBaHUs OJOKUPOBOK. J[ByX(ha3Hbli IPOTOKOJ CHHXPOHU3ALIMOHHBIX OJOKHPOBOK.

2.3. TynuxoBble cUTyallud, HUX pacllo3HaBaHWe U paspyuieHue. CcpUiouHas LEIOCTHOCTb.
JlexnapatuBHas ¥ IpoOLEIypHas CCbUIOYHBbIE LEJIOCTHOCTH. BHemHunit kmod. CnocoOsl
NOAJEPKAHUS CChUIOYHOM wenocTHOCTU. llpaBuna (tpurrepsl). Llenu wucnonb3oBaHusl IpaBHIL
Crioco0b! 3a1aHus, MOMEHTHI BblnosiHeHHsI. CoObITHIHAS peanu3anus npaBui 0€301aCHOCTH.

Tema 3. Mexanusmsbl o0ecnieueHusi KOHpuIeHUAIbHOCTH B CYB /]

3.1. Knaccudukanus yrpo3 koHpuaennuanibnoctd CYB/I. [IpuuuHbl, BUABI, OCHOBHBIC METOJIBI
HapylmeHuss KOH(pUuIeHIHANbHOCTA. THmbl yreukn KoH(uaeHnuanbHoi mHpopmanuu u3z CYB/],
yacTUyHOe pasriamieHue. COOTHOIIEHHE 3allUINEHHOCTH M JOCTYIHOCTH JaHHbIX. IlomydeHue
HECAaHKIIMOHMPOBAHHOTO JOCTYNa K KOH(QUACHIUAIGHOW WHPOPMAIMU IIyTEM JIOTUYECKUX
BBIBOZIOB. MeTO/1bl IPOTUBOIEHCTBUS.

3.2. Ponp monoxenwit HanmoHambHBIX cTanmaptroB [OCT P MCO/MDK 56545-2015 «3amura
uHpopManuu. Ys3BUMOCTh HHPOPMALMOHHBIX cucTeM. IIpaBuna onucanus yszsumocrtei», [OCT
P UCO/M3K 56546-2015 «3amuta wuHbpopManuu. YS3BUMOCTh HH(OPMAIIMOHHBIX CHCTEM.
Knaccugukanus yszsuMocteil HHQOPMAIIMOHHBIX CUCTEM» U (eiepabHOr0 OaHKa JaHHBIX YTPO3
OesomacHocTH, Bemyuierocss Ha caiite @CTOK Poccum B pasmene «TexHuyeckas 3amiura
unpopmanum» (https://bdu.fstec.ru) B unentudukanuu yrpo3 0e30MacHOCTH HH(POPMAIIMOHHBIX
CHUCTEM.

3.3. CpencrBa uaeHTuGUKaMU U ayreHTU(GuKanuu. O6mue cBefeHus. MeTopl ayTeHTU(UKALIH
nons3oBareneid CYB/l. CoBMecTHOe MpUMEHEHHE CPEACTB HISCHTH()HUKAIUU M ayTeHTH(HUKAIWH,
BctpoeHHBIXx B CYBJI m B OC. IlpeumymiectBa M HENOCTaTKM BCTPOECHHBIX CPEICTB
ayTeHTH(QUKanuK. BHemHss U ckBo3Hast ayTeHTUHKanus. TexHonorus Single-Sign-On (SSO).

3.4. CpexncrBa ympaBieHus:t J0CTynoM. OCHOBHBIE MOHSTHA: CYOBEKTBl U OOBEKTBI, TPYIIIBI
M0JIb30BaTENeH, NPHUBWIETMM, POJIM U NpEJICTaBICHHUS. Buasl npUBWIErHil: TNPUBUIIETUU
6e3omacHOCTH U jaoctyna. Mcmnonb3oBanue pojeil u mpuBmiIeruil nons3oBareneid. CooTHOIIEHHE
npaB joctrymna, omnpegenseMbix OC u CVYBJl. Merku 6e3omacHoctu. Mcnonbs3oBaHue
npejcTaBieHui Juist obecriedeHus KoHpuaeHuuanbHoctd HHpopmanuu B CYBJl. MexaHu3mbl
THIATEILHOTO KOHTPOJIS I0CTYyIA.

3.5. AyauT ¥ noaoT4eTHOCTh. I10mOTYETHOCTH AEMCTBHI IMOJIB30BATENS M AyIUT CBSI3aHHBIX C
0e30macHOCTbI0  cOObITHM. Peructpanus nedcTBUI mosib30Barenis. YTpaBieHHe HaOopom
PETUCTPUPYEMBIX COOBITHH. AHAN3 PErUCTPAlMOHHON HH(pOPMAIIHH.

3.6. Kpunrorpadpuueckue MeToapl 3ammThl 0a3  gaHHbIX. OCOOEHHOCTH TPUMEHEHUS
Kpunrorpaguueckux MetonoB. IIpo3paunHoe mmdpoBanue u mHdpoBaHue MO TPeOOBAHUIO.
OcoOenHoCTH XpaHeHus KiIro4eBor nHpopmaiuu B b/1.

3.7. Ponp mnonoxenuit HaumoHanmbHbIX craHgaptoB ['OCT P HMCO/M3OK  53113-1-2008
«MHpopMalOHHbIE TEXHOJIOTUH. 3alIiuTa UH(YOPMALIMOHHBIX TEXHOJIOTUN U aBTOMATU3HUPOBAHHBIX
CHCTEM OT YIpo3 MH(OpMAIIMOHHON 0€30MacCHOCTH, peau3yeMbIX C MOMOIIBIO CKPBITHIX KaHAJIOB.
Yacte 1. OO6Omme mnonoxenusi», [OCT P HMCO/MDBK 53113-2-2009 «MuapopmaimoHHbIe
TEXHOJIOTUH. 3amuTa UHOOPMAIIMOHHBIX TEXHOJIOTUH M aBTOMATH3MPOBAHHBIX CHCTEM OT Yrpo3
MH(OPMallMOHHON 0€30laCHOCTH, peau3yeMbIX C IOMOILIBIO CKPBITHIX KaHaioB. Yacte 2.
Pexomennaruu no 3amure nHGopManuu, HHHOPMAIIMOHHBIX TEXHOJIOTHNA M aBTOMATH3UPOBAHHBIX
CUCTEM OT yrpo3 UHGOPMAIMOHHON 0€30MacHOCTH, PeaIn3yeMbIX C TTOMOIIBIO CKPBITHIX KaHAJIOB»
u PykoBonsamero noxkymenra @CTOK Poccum «3ammra OT HECAaHKLIMOHMPOBAHHOTO JOCTYNA K



unpopmanuun  Yacte 1. IIporpammuoe obecrieueHHe CpEeACTB  3allUThl  WH(OPMAIHH.
Knaccudukanus no ypoBHIO KOHTPOJISI OTCYTCTBUS HE JEKJIApUPOBAHHBIX BO3MOXKHOCTEM» IS
oOecrieyeHHs  3alUIIEHHOCTH  KOMITBPIOTEPHBIX  CHCTeM ¢ 0a3aMuM  JaHHBIX  OT
HECAaHKI[MOHUPOBAHHOI'O JOCTYIIA.

Tema 4. MexaHu3Mbl, N0/1/IePKUBAIOIINE BHICOKYIO TOTOBHOCTh

4.1. CpencrBa, NOAIEPKUBAIOLIME BBICOKYIO TOTOBHOCTh. AINapaTHas M MpOrpaMMHas
noguepxku. Knacrepnas opranmsanusi cepBepoB 0a3 nanHbiX. [lapamerpwsr Hactpoiiku CYB/L.
Coxpanenne u BoccraHoBieHue bJl. OmneparnBHOE agMUHHUCTpUpPOBAHUE. 3ajlayd, CPEACTBA U
PEKUMBI AIMUHUCTPUPOBAHUS.

4.2. Monutopudr cepepoB CYBJl. ®ynkumonanpHas HacelllleHHOCTh CYBJ[. ®opmbl
U30BITOYHOCTH.  AmmapaTHas  W30BITOYHOCTh.  M30BITOUHOCT,  AaHHBIX.  [Iporpammnoe
3epKaJIupoBaHue. TUpa)KupoBaHUE JaHHBIX.

Tema S. 3amuTa 1aHHBIX B pacnpeaejeHHbIX CUCTeMax

5.1. Pacnipenenennblie BRIYMCIUTENIbHBIE cpeibl. Pactipenenennas o6paboTka nHdopmanuu B cpeae
KIMeHT-cepBep. Pacnpenenennbie 0a3pl  gaHHBIX B ceTsix OBM. VYrposel 0e3zomacHoctu
pacupeneneHHsix CYBJl. Yrpo3sl AOCTYNMHOCTH, LEIOCTHOCTH UM KOH(PHUACHIHUAILHOCTU JAHHBIX.
MexaHnu3Mbl IPOTUBOAECHCTBUS.

5.2. Pacnpenenennas o0pabotka maHHbIX. [loHATHE pacmpeneaeHHON TpaH3akIuu. Mozenb
00paboTku TpaH3akuuidi. MOHUTOPEI 00pabOTKK TpaH3akIUK. [IpOTOKONBI (PUKCAIMH TPAH3AKIIHH.
TupaxupoBanue aaHHbX. O030p CpeACTB TUPAKUPOBAHUS (PEIUTUKALWMK) NaHHBIX. D (hEeKTUBHBIE
IrOpUTMBbI TUpakupoBaHusl. CpaBHEHUE MOJX0A0B K THpakupoBaHuio b/I.

5.3. [Nonoxenus HarmonansHoro cranaapra [[OCT P MCO/MDK 51583-2014 «Ilopsaok co3maHus
ABTOMATHU3UPOBAHHBIX CHUCTEM B 3aIIMIIEHHOM HCIIOJIHEHUN», PErJIaMEHTHPYIOIIETr0 MOCTPOEHUE
3alUIICHHBIX HH(OPMALMOHHBIX CHUCTEM Ha OCHOBE 3aIUIICHHBIX 0a3 JaHHBIX.

5. 06p330BaTeJ'[bele TEXHOJOI'MH, B TOM YHMCJI€ TEXHOJOIMM 3JIECKTPOHHOI'O 06yqe}mﬂ Hu
AUCTAHIHUOHHbIC 06p330BaTeJII>HI>Ie TEXHOJOI'MH, HCHOJb3yEeMbI€ IIPH OCYIICCTBJICHUH
06p330BaTeJ'[bHOFO nmpouecca mo TMCUIIJInNHE

B npornecce 00y4eHUs1 UCTIONB3YIOTCS CIEYIOINE 00pa30BaTEIbHbIE TEXHOIOTUU:

AxageMuyeckasi JeKuMsl (WK JIEKIUs OOLIEro Kypca) — MOCJIEA0BaTeIbHOE U3JI0KEHUE
MaTepHala, OCyLECTBIsIEMOe IPEUMYILIECTBEHHO B BUJIE MOHOJIOra npenojasarens. TpeOoBaHus k
aKaJeMUYECKON JIEKIIMU: COBPEMEHHBIM HayuyHbBIH YpOBEHb M HACBIIICHHAs WH(POPMATUBHOCTH,
yOenuTenbHas apryMeHTalus, JOCTyIIHasl U MOHATHAs pedb, YeTKasl CTPYKTypa U JIOTHKa, HaJludne
SAPKUX MPUMEPOB, HAYYHBIX JI0Ka3aTeIbCTB, 000CHOBAHUH, (DaKTOB.

IIpakTHYeckoe 3aHsAITHE — 3aHATHE, IOCBSIICHHOE OCBOCHHMIO KOHKPETHBIX YMEHHMU W
HAaBBIKOB U 3aKPEIJICHUIO MTOJIYYCHHBIX Ha JICKIUHA 3HAaHUU.

KoncynbTauum — BHJ Y4eOHBIX 3aHATUN, SBJSIOMIMICS OAHOM M3 (GOpPM KOHTPOJIA
CaMOCTOSITENIbHOW ~ pa®oThl  cTyaeHToB. Ha  KoHCymbTamusx 1o mOpoch0e  CTYAECHTOB
paccmaTtpuBaloTcs HauOoJsiee CIIOXKHBIE MOMEHTBI IPU OCBOCHHMHM MaTepuana IUCLUILIMHBI,
[IPENOJaBaTelIb OTBEYACT HA BOIPOCH CTYACHTOB, KOTOPBIE BO3HHUKAIOT y HUX B IIPOLECCE
CaMOCTOSITENIbHOM pabOThI.

6. IlepeyeHb JIMIEH3MOHHOT0 MW (WJIHM) CBOOOJHO PACHPOCTPAHAEMOI0 TPOrPaAMMHOIO
o0ecrnieyeHusl, MCIOJIL3YeMOI0 INPH OCYLIECTBJIEHUM 00pa30BaTEIbHOIO Ipouecca Mo
AUCHHUIINHE

B mponecce OCYICCTBIICHUA 06pa3OBaTCJIBHOT0 mnmponecca o JUCHUIIMHE UCTIOJIBb3YHOTCA:
HJI (I)OpMI/IpOBaHI/ISI MaTepruajIOB AJId TCKYHICT'O KOHTPOJIA YCIICBACMOCTU W IIPOBCIACHHUA
HpOMC)KyTO‘-IHOfI arrecranuu, ajad (I)OpMI/IpOBaHI/ISI METOANYCCKUX MAaTCPHUAJIOB IO JUCHUIIIINHE!



- mporpammbl Microsoft Office;

- u3marenbckas cucreMma LaTex;

- Virtual Box (cBo6oano pacnpoctpansemoe 110);

- Ubuntu (cBo6oaHO pacmpoctpansiemoe [10);

- Oracle Express 11g (cBo6oaH0 pacnipoctpansemoe [10);
- Kali Linux (cBo6oaHO pacnpoctpansemoe [10);

- Adobe Acrobat Reader.

7. IlepeyeHb CcOBpeMeHHBIX MNPO(PecCHOHATBHBIX 0a3 JaHHBIX M HHPOPMANMOHHBIX
CIIPABOYHBIX CHCTEM, HCHOJb3yeMbIX MPH OCYLIECTBJEHUN 00Pa30BaTeIbLHOI0 Mpolecca mo
AUCUUIJIMHE (TPH HEOOXOAMMOCTH)

B npouiecce ocymiecTBiaeHUs: 00pa30BaTEIbLHOrO MpoLEcca 0 AUCUUIIIIMHE UCIIOJIb3YETCS:

- ABromatusWpoBaHHasg OubmuoTeuHo-uHdopmarmonHas cucreMa «BYKU-NEXT»
http://www.lib.uniyar.ac.ru/opac/bk_cat_find.php

- DrnekTpoHHas OubaroTeyHas cucteMa «Jlaub» https://e.lanbook.com

- DnekrpoHHas OubnroTevnas cucrema «fOpaiir» https://urait.ru

- DnekTpoHHast OubnmoTeyHas cucreMa «KOHCYynbTaHT CTyIEeHTa»

https://www.studentlibrary.ru

8. IlepeueHb  OCHOBHOII M  JONOJHHUTEJLHOH  Yy4yeOHOWl  JHUTepaTypbl, pecypcoB
HHG(pOPMANIMOHHO-TEJIEKOMMYHUKAUMOHHOI ceTu «UHTepHeT» (IpHM HEOOXOAUMOCTH),
PeKOMeH/IyeMbIX /IS 0CBOEHUSI I CHMIIIMHbI

a) OCHOBHAasl JIMTepaTrypa
1. ITonsikoB, A. M. be3omacnocts Oracle rmazamu aynurtopa : HanajeHue u 3amura / A. M.
[TonsikoB. - Mocksa : JIMK Ilpecc, 2017. - 336 c. - ISBN 978-5-97060-469-4. - Tekcr :
anektpoHusit  //  ObC  "Koncymprant  crtymenta' @ [caiit]. - URL
https://www.studentlibrary.ru/book/ISBN9785970604694.html
2. CkpemaukoB A. B.,, Pomun C. B., IlepmunoB I. B., UYepusmmosa E.
B. bezonacHocTh cucteM 0a3 gaHHBIX: yueb. mocobue - Boponex: BI'YUT, 2015.
https://www.studentlibrary.ru/ru/doc/ISBN9785000321225-SCN0000/000.html
3. bapanunkoB A. W., bapanumkor II. A., Ilbuibkun A. H. Anroputmsl U MoJenu
orpaHuueHust nocryna k 3amucaMm bJl - MockBa : l'opsiuas snmnug - Tenekom, 2011.
https://www.studentlibrary.ru/ru/doc/ISBN9785991202039-SCN0000/000.html
4. TOCT P UCO/MO3K 51583 - 2014 rona, «Ilopsaok co3maHus aBTOMaTU3UPOBAHHBIX
CUCTEM B 3alMIIEHHOM MWCIOJIHEHUW», dDenepanbHOEe areHTCTBO IO TEXHUYECKOMY
peryaupoBaHUIO u METPOJIOTUH («Poccrannmapty), M.: 2014.
https://ohranatruda.ru/upload/iblock/44b/4293772843.pdf

0) 10MOJIHUTEIbHAS JIUTepaTypa
I. TOCT P HMCO/M3K 15408 «OOmue Kputepud J0BepUs U 0OE30MaCHOCTH
nH(pOpMaLMOHHBIX cucTteM», Poccrannapt Poccun.
Yacts 1 - 2012r:
https://ohranatruda.ru/upload/iblock/857/4293781374.pdf?ysclid=1j48m4r0xz335393767
Yacts 2 — 2013r: http://data.1000gost.ru/catalog/Data/554/55439. pdf
Yacrs 3 - 2013r: http://gost.gtsever.ru/Data/554/55440.pdf?ysclid=1j48qz60cw360426998
2. Ilpockypun B. T'. Bamura nporpaMM M AaHHBIX: ydeOHOe mocobue s By30B. - M.:
Axanemus, 2012.
3. BrmacoBa O.B. Cucremsl ynpaBieHusi 0a3aMu JaHHBIX: JTAOOPATOPHBIN MPAKTHUKYM —
Spocnasne: SIpl'Y, 2010. http://www.lib.uniyar.ac.ru/edocs/iuni/20100201.pdf
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4. Bnacoa O.B. SQL: VYuebnoe mnocobue — Spocmane: Spl'y, 2011.
http://www.lib.uniyar.ac.ru/edocs/iuni/20110206.pdf
5. Tpxwusnkosckuit B. B. Beemenue B Oracle SQL - M: HanwuonansHbiii  OTKPBITHIN
Yuusepcurer  "MHTYUT",  2016.  https://www.studentlibrary.ru/ru/doc/intuit_047-
SCNO0000/000.html
6. [essanun I1. H. Monenu 6€30macHOCTH KOMITBIOTEPHBIX CHCTEM. YTIIpaBJeHHUE AOCTYIIOM
1 MH()OPMAITMOHHBIMU TIOTOKaMHU: ydeOHOe mocobue Uit By30B - M: lopsiuas jauHHA -
Tenexom, 2012. https://www.studentlibrary.ru/ru/doc/ISBN9785991201476-
SCNO0000/000.html
7. PykoBomsmmii mokymeHT ®CTOK Poccum (OwbiBm. ['ocrexkomuccus) <«3ammra OT
HECAaHKIIMOHUPOBAaHHOTO JocTyna K uHpopmamuu Yacts 1. IIporpammnoe obecrieueHue
cpencTB 3amuThl MHpopmanuu. Kraccudukamus mo ypoBHIO KOHTPOJS OTCYTCTBHS HE
JEKJIapUPOBAHHBIX BO3MOYKHOCTEN». (YTB. pelieHueM ['ocynapCTBEHHOW TEXHUYECKOU
komuccuu npu [pesuaenre PO or 4 wmrons 1999 r., Ne 114). https://fstec.ru/dokumenty/vse-
dokumenty/spetsialnye-normativnye-dokumenty/rukovodyashchij-dokument-ot-4-iyunya-
1999-g-n-114?ysclid=1j48ywrh6a506906471

B) pecypchl cetu «HTEepHeT» (MpPH HEOOXO0AUMOCTH)
1. HoBoctu B cdepe yrpo3 0€30MaCHOCTH U 3alIUThl KOMIBIOTEPHON HUHGOpMaIUu
poccuiickux xypHana «Xaxep»: https://xakep.ru/tag/news u xypHana «HMHpopmannonHas
Oe3omacHOCThY: http://itsec.ru/main.php.
2. Hogeiimue ganneie 00 yrpo3ax paboOThI ¢ TOAKIIOUYEHUEM K ceT VHTepHeT poccuiicKoi
kommnanuu «Jlabopatopus Kacrepckoroy: http://www.kaspersky.ru/internet-security-center.
3. Marepuainsl exxerogaoro (¢ 27 mo 30 nexaOpsi) BCeMHUPHOTO KOHrpecca xakepoB «Chaos
Communication Congress» (CCC) B 'amOypre, r11e paccKka3blBaeTCsi O HOBBIX BBISBICHHBIX
VS3BHUMOCTSIX B aNlapaTHBIX PEHICHHUSIX W IMPOTPAMMHOM OOCcIieueHUH (Ha aHTIUHCKOM
a3bike):  https://events.ccc.de/congress/2015/wiki/Static:Main_Page, Buaeomarepuansl ¢
cyorurpamu kourpecca CCC: https://www.youtube.com/user/CCCen/videos.
4. NnrepaktuBHble yueOHuku o SQL: http://www.sql-tutorial.ru/, http://www.sql.ru/.
5. IMopran pa3pabOTYMKOB KIIMEHT-CEpBEPHBIX MpuiioxeHnit Microsoft Developer Network
(MSDN) https://msdn.microsoft.com/ru-ru/.
6. ®enepanbHbIA OaHK JTaHHBIX YIpo3 0€30MMacHOCTH, BeAyIIHiicsa B pazjaene «TexHudeckas
3aruTa nHpopMarmm» oduimansaoro caira ®CTOK Poccun: https://bdu.fstec.ru.

9. MaTepHaﬂbHO-TeXHH‘leCKaﬂ 6338, HeoOXoauMMan IJis OCYHIECTBJICHUSA 06pa30BaTeJ’lLHOF0
nmpouoecca nmo 1TMCumMIInHe

MarepuanbHo-TeXHHUECKass 0a3a, HeoOXoJquMas JUIsl OCYLIECTBIEHHS 00pa3oBaTeIbHOIo
npoIriecca 1Mo JUCIUILTHHE BKII0YAeT B CBOM COCTAB CIEIHAIbHBIE TIOMEIIECHUS:

- yueOHble ayIUTOPUM I TPOBEIEHHs 3aHATUH JEKIHMOHHOIO THIA, O00O0pYHOBaHHAS

MEPCOHATHHON KOMITBIOTEPHOW TEXHUKOH C YCTAaHOBJICHHBIMH CPEIICTBAMH BH3YallU3alluU

tekcToB B popmare DOC/DOCX, PDF, F2B, ¢aiinoB nuzo0paxeHuii, mpe3eHTaluii, BUaeo u

IPYTUX MYJITbTUMEAMUHBIX (DaiiiioB, a TaKkKe - BUACOMPOCKTOPOM U JKATIO3U HA OKHAX, WU

KOMITBIOTEPHOU TEXHUKOW U MHTEPAKTUBHOU KOMIIBIOTEPHOU TOCKOM;

- yueOHbIE ayaUTOPUH IS TPOBENCHHS NPAKTUYSCKUX 3aHATHH: J1TabOpaTOpHH

MH(POPMALIMOHHBIX TEXHOJOTMH W NpOrpaMMHO-allapaTHBIX CPEACTB oOecredeHus

uHpopmarmonnoir  6esonmacuoctu  (Virtual BoX, omeparmonnsie cuctemsl  Microsoft

Windows u Kali Linux, CYBJl Microsoft SQL Server e aike Bepcuun 2010, CYB/] Oracle

Bepcuu He Huxke 11g);

- yueOHbIe ayTUTOPHUHU ISl TPOBEICHHsI TPYIIIOBBIX U MHAWBUIYAIBHBIX KOHCYJIbTALIUH,

- yueOHbIEe ayaUTOPHHM IS TIPOBEIACHHS TEKYINIET0 KOHTPOJS ¥ IMPOMEKYTOUHOM

aTTecTalllu;
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- IOMCIICHUA OJIA CaMOCTOSITCIILHOU paGOTBI;

- MOMEIIEHHS Il XPaHEHHs U MPODUIAKTHYSCKOTO OOCITY)KUBAHUS TEXHHUYCCKHX CPEICTB

o0OydeHusl.

[ToMmerennss AJsi CaMOCTOSITETIBHOW Pa0OOThl OOYYAIOIIUXCS OCHAIIEHBI KOMITBIOTEPHOM
TEXHUKOM C BO3MOXKHOCTBIO TMOAKIIOUCHHS K ceTH «MHTepHeT» M oOecrneueHHeM [0CTyma B
3JIEKTPOHHYIO HH()OPMAIIMOHHO-00PA30BATEIILHYIO CPEly OpPTraHU3aIUH.

ABTOp(BI):

Houent kadhenpst Kb 1 MMOU Ko3seipes U.



IIpunoxkenne Ne 1 k paGoueii mporpaMme M CUMIIIMHBI
«be3onacHocTh cucTeM 0a3 JaHHBIX)»

MoH/1 OLIEHOYHBIX CPEACTB
AJIsl IPOBe/IeHUS TEKYIIero KOHTPOJIS yCIeBaeMOCTH
U IPOMEKYTOYHOM aTTeCTAllMU CTYAE€HTOB
N0 TUCHUILIUHE

1. TunoBble KOHTPOJIbHBIE 32IaHUSI M HHbIE MaTEePHAJIbI,
HCNOJIb3yeMble B Mpollecce TeKYIero KOHTPOJIs YCIeBaeMOCTH

Ilepeyennb 3agaHmil 1J151 CAMOCTOSITEJIbHOM PA0OTHI CTYIEHTOB:

1. Ha ocHOBe cONOCTaBICHUs IIOJIOKEHUH MEXIYHAPOAHBIX M POCCUHCKUX CTaHJIapTOB
0€30MacHOCTH U3 MEpPeYHs OCHOBHOM M JIOMOJIHUTEIBHOW JIUTEpaTyphl pabouell MporpaMmbl
JUCLUIUIMHBL cHOpMYyIUpyHTEe YeM OTIMYAIOTCS 3apyOekHble M POCCUICKHE ONpeAeieHUus u
HNOHSTUS yrpo3 Oe3onacHocTU? OOOCHYNWTE OTBET.

2. Ha ocHoOBe 3HaKOMCTBa C HaIlMOHAJIbHBIMU cTangapTamu 1o ys3sumocTsMm (COCT P UCO/MBK
56545-2015 «3ammra nHbOopManuu. YSI3BUMOCTh HHPOPMALMOHHBIX cHcTeM. [IpaBuia onucaHus
ysazeumocteity u ['OCT P HCO/MOBK 56546-2015 «3ammurta unHbopManuu. Ys3BUMOCTb
uHpopMannoHHbIX cucteM. Knaccupukanus ys3BuMocTeld HHPOPMAITMOHHBIX CUCTEM») U OaHKa
TaHHBIX yrpo3 Oe3omacHocTH, Beaymerocs Ha caiite @PCTOK Poccun (https:/fstec.ru) B pazmene
«Texundeckas 3amura uHpopMmarum» (https://bdu.fstec.ru) oTéepute yrpossl, MpeacTaBISIONTNE
HauOOJIBIIYI0 ONACHOCTD Il MH(POPMALMOHHBIX CUCTEM Ha OCHOBE 0a3 naHHbIX. OOOCHYMHTE OTBET.
3. B uem 3axmouaercs cytb u HasHaueHue makera DBMS CRYPTO nmns mmdposanust B B/1.
Ob6ocHyiiTe OTBET.

4. Ha ocHoBe yueOHOIl JsMTEepaTypbl BBIICHUTE IpEUMYLIECTBA U HEJOCTaTKU CpPEICTB
ayreHTH(uKanuu, BcrpoeHHbIX B CYBJ] Oracle. O6ocHyiite oTBeT.

5. Ha ocHoBe yueOGHON JIUTEpaTypbl BBIICHUTE CXOACTBO M PA3IWYHUS B POJIAX U NPUBUIIETUAX
nosas3oBarenei CYB/] u onepannonssix cucreM. O60CHYHTE OTBET.

6. Ha ocHOBe y4eOHOI1 IuTepaTyphl BBIICHUTE M OXapaKTePU3YHTE CHCTEMHBIE U OOBEKTHBIE BHJIOB
npuBuieruit g noas3osareneit CYBJl. O6ocHyiiTe OTBeT.

7. Ha ocHOBe yueOHOM JIUTEepaTyphl BHIICHUTE U OXapaKTEPU3yWTE UCII0JIb30BAHHUE MPEACTAaBICHUI
s Ynpasienue goctynoM K B/l n obecneuenus koHduaeHunanbHoctu nHpopma-uuu B CYB/I.
O0GocHyliTe OTBET.

8. Ha ocHoBe yueOHOI nuTepaTypbl BBUICHUTE M OXapakTepU3yHTe MeETOIbl MOAJEp>KaHHs
JeKJIapaTUBHOM U mipouieaypHoit rienoctHoctd B CYBJl. OGocHyiiTe OTBET.

9. Ha ocHoBe yuyeOHOH JuTepaTypbl BBIICHUTE B YE€M COCTOAT OCOOEHHOCTH CCBHIJIOYHOM
nenoctHocty B CYB/] u ee nonnepxanus. OOOCHYHTE OTBET.

10. Ha ocHoBe yueOHOH JuTepaTypbl BBIACHUTE B UeM 3aKJIIOYAIOTCS II€JTU HCIIOJIb30BaHMS
TPUTTEPOB M YEM OHU OTIUYAIOTCS OT XpaHUMBIX npouenyp? OO6ocHyHTe OTBET.

11. Ha ocHoBe yueOHOI muUTEpaTyphl BBIICHUTE U OOOCHYHTEe (yHIaMEHTaIbHBIN JUIs
6e3omacHocT B/l cMbIcT MOHATHSA TpaH3aKUIUN U KOHTPOJIbHBIX ToYeK. OOOCHYITE OTBET.

12. KakoBbl poib ¥ BO3MOXHOCTH METOAbl CEpUAIM3ALMU TPaH3aKIMH Kak CpeJcTBa
M30JUpPOBaHHOCTH TTok30Bateseit bJl. O6ocHyiiTe OTBET.

13. Ha ocHoBe y4eOHOW nuTepaTyphl BBISICHUTE W OOOCHYWTe 3HaueHue s Oe3omacHocTH b/l
pexxuMoB Os10KkupoBaHusa. OO0CHYHTE OTBET.

14. Ha ocHoBe y4eOHOW aMTEpaTyphl BBIACHUTE M OXapaKTepU3yHTe IpaBHUia COTIACOBAHMS
6510kMpoBOK. OOOCHYIHTE OTBET.



15. B 4eM COCTOMT METO0JIOTMUYECKasl pOJib IMOJIOKEHNH HAllMOHAIBHBIX CTaHAAapTOB CeMeEMcTBa
«Oobmue xkputepuu noBepus u O6ezonacHoctr mHpopmarmoHHbex cuctem» (TOCT P MCO/MBK
15408-2012-1, TOCT P HMCO/MBK 15408-2013-2, TOCT P HMCO/M3K 15408-2013-3) B
pa3paboTke moacucTeMbl HWHGOPMAIMOHHON 0e30macHOCTH 0a3 JaHHBIX W paMKax CO3JaHUA
0e30macHOi HHPOPMAITMOHHON CUCTEMBI HA X OCHOBE?

16. B uem cocTOUT poJib MOJOKEHUH ceMeicTBa HarmoHaIbHBIX cTanaapToB ['OCT P MCO/MBK
53113-1-2008, TOCT P MUCO/MDBK 53113-2-2009 u pyxoBogsmiero nokymenta ®CTOK Poccun
«3ammra OT HEeCaHKIMOHUpOBaHHOro joctyna Kk wuHpopmauuu Yacte 1. IIporpammuoe
oOecrieyeHne cpeacTB 3ammThl HHGopManunu. Knaccudukanys mo ypoBHIO KOHTPOJSI OTCYTCTBHS
HE JIEKJIApUPOBAHHBIX BO3MOKHOCTEW» JIJIs1 0OecTieueHus 3alUIIIEHHOCTH KOMITbIOTEPHBIX CHCTEM C
0a3aMu JaHHBIX OT HECAHKIIMOHUPOBAHHOTO ocTyna? OO0CHYyTE OTBET.

17. Ha ocHoBe yueOHOIi TUTepaTyphl BHIICHUTE PAa3HUILY U OOIIME YEpThl ayAuTa B 0a3ax JaHHBIX U
orepanroHHbIX cucreMax. OOOCHYMTE OTBET.

18. Ha ocHoBe y4eOHON nuTepaTyphl HAIMOHAIbHBIX CTaHAApPTOB OE30MAaCHOCTU BBISICHUTE U
chopMynupyiTe TpaBWJia PE3EPBHUPOBAHMS W BOCCTAHOBJIECHHUS 0a3 JaHHBIX IMocie cOoes,
HEIITaTHBIX PEKUMOB pabOThI U APYTUX UHIUJEHTOB Oe3onacHOCTH. OOOCHYITE OTBET.

19. Ha ocHoBe y4eOHOI TUTEepaTypbl HAIMOHAJIBHBIX CTAHAAPTOB 0E30MACHOCTH cPopMyIupyiiTe
collepskaHue M dTanbl (opMHpOBaHUS 3alaHusl MO O€30MaCHOCTH U MPOGUIS 3alUTHl MPU
npoektupoBanuu b/l

20. Ha ocHoBe yueOHOW mnuTepaTyphl M TMOJOXKEHU HanuoHanbHOro cranmapra ['OCT P
NCO/M3BK 51583-2014 «Ilopsimok co3maHus aBTOMATH3MPOBAHHBIX CHUCTEM B 3alIHIICHHOM
UCIIONTHEHUM», 00001mmuTe M CHOPMYIUPYHTE MOPSIOK W STambl MOCTPOCHHS 3alUIIEHHBIX
MH(OPMAaLIMOHHBIX CUCTEM Ha OCHOBE 3alllMIIEHHBIX 0a3 JaHHbIX.

Hepeqeﬂb BOITPOCOB IUIA OIIPOCA HA MPAKTUYCCKUX 3AHATUAX:

1. Chopmynupyiite u 000CHY#ITE MOHATHS Yyrpo3 Oe3omacHocT B/l - o0mmme u crienupuaHbIe.

2. Ha ocHoBe y4eOHOW JMTepaTypbl BBIICHUTE B 4YE€M COCTOMT IOHSTHE, CYUIHOCTb U LEJIH
nosmtuku 6e3onacHoct bJI. O6ocHyliTe OTBET.

3. Ha ocHoBe yueOHOI tuTepaTypsl HallMOHAJIBHBIX CTaHAapToB Oe3onacHocTH cemeiictBa ['OCT P
NCO/M3K 15408-2012-2013 06006muTe ¢ GOpMyIUpyiTe TMPUHIHITEI TTOCTPOCHUS 3alUIIIEHHBIX
UH(POPMALIMOHHBIX cucTeM Ha ocHoBe B/I.

4. Ha ocHoBe yueOHOH mauTEepaTypbl BBIICHUTE B UYEM 3aKJIIOYACTCS pasHUIA MEeXay
JUCKPELMOHHBIMU M MaHAaTHBIMU MozesiMu 6e3onacHocT CYB/I. OGocHyiiTe OTBeT.

5. Ha ocHoBe yueOHOI nuTepaTypbl BBIICHUTE B UYEM 3aKJIIOUAETCSl pa3HMIIA MEXAY METKaMu
MOJIb30BaTeNs, CIEUUAIbHBIMA NpUBMWIErHsIMU JocTyna B BbJl u Mmapkepamu Oe30macHOCTH M
npaBamu U npusmierusmu pgocryna B OC. O0ocHyHTe OTBET.

6. Ha ocHOBe yueOHOI muTepaTyphl BHISICHUTE Ha3Hau€HHE U COCTaB CJIOBAaps AAHHBIX JJIS Leel
obecneuenus 6ezonacHocT B BJ[. O6ocHyiiTe OTBET.

7. Ha ocHOBe y4eOHOM JITepaTyphl BBIICHUTE 3HAUEHHUE NPEICTaBIEHUH caoBaps Ui o0ecreueH s
1IEJI0CTH JIAHHBIX U paszrpanuuenus noctymna B bJI. O6ocHyiiTe oTBET.

8. Ha ocHoBe yueOHOIl nMTepaTyphl BBISICHHTE 3Hau€HHE TpaH3aKLUH i Leieid obecredeHus
6e3omacHoctH B BJ[. O60cHyliTe OTBET.

9. Ha ocHoBe yueOHOIl nuTepaTyphl BBUICHUTE 3HaueHHE A oOecrieueHus OezomacHocTu B/l
PEXKUMOB OJIOKMPOBAaHUS M MPaBUJ COTJIACOBAHUSA OJIOKMPOBOK, a TaK)K€ B3aUMOOJIOKHMPOBOK, MX
pacro3HaBaHUsI U Pa3pyLICHHUS.

10. B 4eM cocTOMT IIeHHOCTh JyIs Mejieii oOecrneueHus Oe3omacHocTH B bJI Oracle yTrimThI
WRAP? OGocHyliTe OTBET.

11. B 4em coOCTOMT IIEHHOCTHh s Iiene obecnedeHus: Oe3omacHoct B bBJl mpumenenws
texHoiorun FLASHBACK nmns nonyuenus perpocnektuBHbIX coctostHuil B/l (Query, Version
Query, Transaction Query, Table, Drop, Database). O6ocHyiiTe OTBeT.
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12. KakoBbl poiib M BO3MOXKHOCTH HAIlMOHAJIBHBIX cTaHaapToB cemeiictea 'OCT P MCO/M3K
53113-1-2008, TOCT P UCO/MDK 53113-2-2009 u pykopomsmero nokymenra ®CTIOK Poccun
«3amuTa OT HECAaHKIMOHMPOBAaHHOTO Joctyna kK wuHpopmamuun Yacte 1. IIporpammnoe
obecrnieueHue cpeAcTB 3amuThl nHGopmanmu. Knaccudukanus nmo ypoBHIO KOHTPOJS OTCYTCTBHS
HE JICKIapUPOBAHHBIX BO3MOKHOCTEW» Il 00ECTICUYCHHS 3alIUIICHHOCTH KOMITBIOTEPHBIX CUCTEM C
0a3aMu JaHHBIX OT HECAaHKLIMOHUPOBAHHOTO JIOCTyMa?

13. B yem coctouT poib nonoxenuit HanronaiabHoro crangapta 'OCTa P MCO/MOK 18045-2012
«Merononorusi OIleHKH 0€30MacHOCTH MH(OPMALMOHHBIX TEXHOJIOTHI» AJIs aHadu3a MPOEKTHBIX
pemieHnii  moacucteM  WH(MOPMANMOHHOW  Oe30omacHOCTH 0a3  JaHHBIX M OOecredeHus
3aIUIIEHHOCTH KOMITBIOTEPHBIX CUCTEM B LIETIOM.

14. Ha ocHoBe HaumoHanbHbIX cTangaptoB cemeiictBa ['OCT P MCO/M3K 15408-2012-2013
«O0me Kputepuu JaoBepuss W 0€30MacHOCTH HMH(POPMALMOHHBIX CHUCTEM» CHOPMYIUPYHTE
colepKaHue W OTanbl (HOPMUPOBAHHS 33aHUS MO OE30HAaCHOCTH M MPO(UIS 3alIUTHl MPU
npoexktupoBanuu b1,

15. Ha ocnoBe HammoHanpHBIX cTaHgaproB cemeiictea ['OCT P MCO/MDBK 53113-1-2008
«MHopMalioHHbIe TEXHOJIOTUH. 3alIiTa UH(POPMALIMOHHBIX TEXHOJIOTUN U aBTOMATU3UPOBAHHBIX
CHCTEM OT YIrpo3 MH(OPMAIIMOHHON 0€30IMacCHOCTH, PeaTM3yeMbIX C MOMOIIBIO CKPBITHIX KaHAJIOB.
Yacte 1. O6mme mnonoxkenuss» u ['OCT P MCO/MBK 53113-2-2009 «HuHpopManimoHHbIE
TEXHOJIOTUH. 3amuTa MHOOPMAIIMOHHBIX TEXHOJIIOTUH M aBTOMATHU3MPOBAHHBIX CHCTEM OT yrpo3
nH(GOPMALIMOHHONW 0€30MacHOCTH, peau3yeMbIX C IOMOINBIO CKPBITHIX KaHaoB. Yacte 2.
Pexomennanuu 1o 3amure nHGoOpManuy, HHHOPMAIIMOHHBIX TEXHOJIOTHIA M aBTOMAaTH3UPOBAHHBIX
CUCTEM OT yrpo3 UHGOPMAIMOHHON 0€30MacHOCTH, PEaIu3yeMbIX C TIOMOIIBIO CKPBITHIX KaHATIOB)»
0000mEeHHO  CHOPMYITUPYHTE TPHHIMIBI  Pa3pabOTKU  IMOJCHUCTEMBI  OE30MaCHOCTH  OT
HecaHKIMoHupoBaHHoro nocryna k MIC na ocnose b/1.

16. Ha ocHOBe mTONOXKEHWH HAIMOHAIBHBIX cTaHAapToB Oe3omacHocT MC BbIACHUTE W
chopMynupyiTe MpaBWiia pPE3ECPBUPOBAHUS U BOCCTAHOBJICHHMS 0a3 JaHHBIX TIocle cOoeB,
HEIITAaTHBIX PEKUMOB paOOThI U IPYTHX WHIMJECHTOB 0€30MacCHOCTH, MX MECTO U POJb B TOJIUTUKE
0e30MmacHOCTH UH()OPMALIMOHHOW CUCTEMBI.

IIpumepsl 3agaHui 1JIs1 CAMOCTOATEIBLHOM NPAKTHYECKON PAa00ThI CTYICHTOB

1. CocTaBUTH M IPE3EHTOBATH JOKJIA/l O HEIABHO 3aKPHITOM ysI3BUMOCTH B 110001 B/I.

Kpurtepru BBITOIHEHNS 33 JaHHS:

— TEOPETUYECKOE OIMMCaHME YSI3BUMOCTH C yKa3zaHHMeM KOHKpeTHbIX Bepcuil CYBJI, ans KoTopbIX
OHa BOCITPOU3BOIUTCS;

— ONMCAaHUE PeaIn30BaHHBIX METOOB 3aIIUTHI OT ATOH YSI3BUMOCTH;

— TPaKTUYECKOE TPEACTABICHWE MEXaHU3MOB aTakd W 3alIUTHl (BO3MOXKHOCTH JI€MOHCTPAIHU
OHJIAMH Iperno1aBaTeio).

2. Harmucatp nporpammy st 3amutel CYB/I.

[TporpamMa 1OKHa YMEThb CIEAMTH 3@ TEKYUIMM COCTOSHHEM 3alMIIEHHOCTH CHCTEMBbI
(HampuMmep, € TMOMOIIBI0 JKypHAJIOB JIOTUPOBAaHMA U ayaurta). B ciayuae oOHapyxeHHs
BBINOJIHEHHOHN aTaki He00X0AUMO BHEAPUTH MEPHI, 00€CIIEUNBAIOIIME 3aLIUTY OT MOJ00HBIX aTaK B
OyaylieM U TocTapaThcs HEHTPAIU30BaTh HAHECEHHBIHN yIIepO, IPH 3TOM 00s3aTeIHHO OMTOBECTUTH
aJIMUHUCTpATOpa O MpUMEHEHHBIX Mepax. Hampumep, eciau MOSBUIOCH MPEANOIOKEHUE O KpaXKe
napoJisi, He0OXO0MMO IPUMEHHUTh HACTPOUKY JUTSI 3aIIUTHl OT KOHKPETHOW aTaKH, TOMEHSTh TapoJib
U COOOIIUTH 00 3TUX ACUCTBUIX MOJIH30BATEINIO.

Kputepru BBITOTHEHNS 3 TaHHS:

— peain30BaHa 3alIUTa KAk MUHUMYM OT TPEX pa3IMyHbIX aTak;

— IporpaMma JI0JKHa yMETh paclio3HaBaTh MMEHHO aTaKH, a He BHEAPSATH MPEBEHTUBHBIC MEPHI IS
yCTpaHEHUs! BO3MOXKHBIX YIpO3;

— MPOBEJICHA JIEMOHCTPAIHS aTaK (MOKHO BPYYHYIO, @ MOXKHO aBTOMATH3UPOBATh U 3TY YacTh);

— MpOBEJCHA JeMOHCTpalus paboThl TPOrpaMMBbl;
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— MpOBeJIcHa JEMOHCTpaIHs KOja mporpaMMbl (MoHO Ha github.com).
2. Cnmcok BONPOCOB U (WJIH) 3aJaHUI I POBEIEHUsT MPOMEKYTOYHOIM aTTeCTallun
CnuCcOK BONIPOCOB K 3a4eTy:

1. Yrpo3sl 6e3omacHoct B/1, 06mue u cneunduyneie.

2. [Tapagurma 6e3omacuoctu b/l (MC) B cootBercTBHM ¢ TOCT P MCO/MO3K 15408-2012-2013.
3. 3amuTa OT HecaHKIMOHUpoBaHHOTO noctyna. Kimaccudukanus AC (b1) u TpeboBanus 1o
3amuTe nHPOpPMAIUK B COOTBETCTBUU C ACHCTBYIOIMMHU PyKOBOIAIUMH JToKyMeHTaMu DCTOK
Poccun.

4. TunoBble MOJIETN OTPAaHUYECHHSI TOCTYTIA.

5. CnocoObl OpraHu3anuy pa3rpaHUYCHHs JOCTYIIA.

6. Orpanu4eHue 10CTyma K 3anucsm tadmaui b/I.

7. I3meHeHue 1ocryna K 3aucu.

8. OrpanuueHue A0CTyIa IPU UCIOJIb30BaHUHU KJIACTEPU3ALMOHHON MOJICIH.

9. Orpanu4enue TOCTyIA MPU UCIOJIH30BAHUU MAaHJATHON MOJIEIH.

10. Vi3meHeHus B 1OYEPHUX OTHOLICHHSIX JOCTYIIA.

11. Orpanuuenue 10CcTyIa Ipyu UCIOJIb30BaHUU AUCKPELIMOHHO-POJIEBON MOJIEIH JIOCTYIIA.

12. XpaneHue NpuBUIIETHi B 3alIMIIIAEMOM OTHOIIICHUH.

13. XpaneHnue npuBUIETUNA B OTJAEIHHOM OTHOIIICHUH.

14. Orpanuuenue 10cTymna npu QyHKIIMOHATHEHOM MOJIETH I0CTyIa

15. MackupoBka aTpuOyTOB U OpraHHU3AIMS HX XPAHCHHSI.

16. Peanuzanus npenukara onpesesieHus U UCIOIb30BaHUe TOOUTHOM KapThI.

17. HazHaueHue, CTpyKTypa U COCTaB clioBaps JaHHBIX B/I.

18. Tpanzakuuu TpeboBanus Kk HuUM. Oukcanus Tpanzakiuuu B b/l. KouTponbHble TOUKH.

19. Tpurreps!.

20. IToHATHE ENIOCTHOCTH IaHHBIX, A€KJIapaTHUBHAs U MPOLIEypHAas CCbUIOYHbIE 1IeTOCTHOCTH B /1.
21. CcputouHble onepanuy 00ecneueHns CChIJIOYHOM 1IETOCTHOCTH.

22. TpurrepHble MpoLeaypbl B 00€CTIEYeHUN CChbUIOYHOM 1IE€IIOCTHOCTH.

23. OGecnieyeHue 1EIOCTHOCTH 0a3bl TaHHBIX Ha puMepe Oracle.

24. CcputouHBIE OTPAaHUYEHUS U PEISUUOHHBIE orpaHndeHus DB2

25. Opranmsanus B3aumozeiicteus CYB/] (na nmpumepe Oracle) u 6a3oBoit OC.

26. CootHotenue npas goctyna, onpeaensembix OC u CYB/I (na npumepe Oracle), coBMecTHOE
UCIIOJIb30BaHue (ailyioB ¢ IpYyrUMH YCTaHOBKaMH, HacTpoiika Macku (umask).

27. Mogenb nonHoMounit Ha (aiinsl ot Oracle.

28. AnpTepHaTUBHBIE MOJIENIN [TOJIHOMOYUH Ha (paiiiibl, 6€30MaCHOCTh HCXOJHBIX YCTPOMCTB,
Hcnonb3oBanue Ge3omacHoro BpeMeHHoro karanora. ®aitnel Oracle ¢ ycTaHOBIEHHBIM OUTOM
SUID.

29. CyObeKThl U 0OOBEKTHI, TPYIIBI OJIb30BaTeeH, IPUBUIIETHH, POJIU U ITPECTABICHHUS.

30. Buab! npuBuieruii: npuBuieruu 0e3onacHocty u pocryna. Konuenuus u peanuzanus
MEXaHHU3Ma pOoJIen.

31. Pacnio3HaBaHue u pa3pyllieHue TYNUKOBbIX cuTyauuid B B/ myrem 010KupOBOK,
KJaccuQuKaius 6JIOKUPOBOK.

32. BIOKHMPOBKH U PEXUMBI JOCTYIA K TaHHBIM B B/[.

33. Yposuu m3omnsuu B SQL.

34. bnokuposku B Oracle.

35. biokuposku B MySQL

36. YS3BUMOCTH, KaK YCJIOBHSI CYIIECTBEHHO 00JIErdaroIne HapymmeHus: KOHQUISHITNaTLHOCTH B
B

37. ®a3wl npoexktupoBanus 0e3onacHbix bJl. [IpenBapuTenpHbIi aHAIN3.

38. Ponb oGecnieuenust BbICOKOM roToBHOCTH B/l B cTpykType oOecnieueHust UX 0€301MacHOCTH.
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39. INony4yeHne HECAaHKIIMOHUPOBAHHOTO JOCTYNA K KOH(pUAeHInanbsHON nH(popmarun B B/ myrem
JIOTUYECKHUX BBIBOJIOB.

40. MeTopI IPOTUBOACHUCTBHUS HECAHKIIMOHUPOBAHHOMY ocTyrry. MeTku 6e3onacnoctu B B/I.
Hcnonp3oBanue npeacTaBiaeHui a1 ooecnedeHus KoHpuaeHuuaasaocTy nHdopmanu B CYB/I.
41. ITogoT4eTHOCTH JICHCTBUI MOIB30BATEINS U aAYAUT CBSI3aHHBIX ¢ 6€30macHOCThI0 coOBITHI B B/]
Oracle (onuuu aynuTa, BKJIOYEHHE U BBIKIIOUYEHUE ONLIUN, paboTa C )KypHAJIOM ayluTa, ayJauT ¢
MOMOIIIBbIO TPUTTEPOB U 3AILUTA KYpPHATIA).

42. Metoas! ayreHTH(UKAIMU TIoJib3oBaTenei B Oracle.

43. Mopaenu 6e3onacaoct bJ1 (11emm 6€30macHOCTH, PO MOJIEH O€30MAaCHOCTH B ITOJIUTUKE
0e30MacHOCTH, MPOCTeiIas Moieb 6e30MacHOCTH 0a3 JaHHBIX, IPOBEPKa MOJTHOMOYUMN, TPOBEPKa
MOJIMHHOCTH).

44. TuckpennoHHble (M30MpaTenbHbie) Moenu O6e3omacHoctu b/, quckpennonHas moJMTHKa.

45. Mannarabie (MOJTHOMOYHBIE) Mojienu 6e3omnacHoctu b/I.

46. MHoroypoBHeBbIe Mojienu O6e3omacHoctu bJI. Moaens benna-Jlananymna.

47. UcnionpzoBanne SQL-UHBEKIMIA A1 HEIITATHOTO MCTIOIB30BAHUS MPOLEAYD U (PYHKIIUH.

48. MetananHble U coBapb JaHHbIX BJI.

49. TynukoBble CUTyallUM, UX pAaClIO3HABAHUE U Pa3pylLICHUE.

50. ITonstue bnokupoku. Pexxumpl 6510krpoBOK. [IpaBuia corimacoBaHust OJIOKHPOBOK.
JIByx(a3Hblil IPOTOKOJ CHHXPOHU3ALUOHHBIX OJOKHPOBOK.

51. Ponb nosoeHuil HallMOHANIBHBIX CTaHAApTOB ceMeiicTBa «O0Iue KpuTepuu J0Bepust U
oe3omacHocTr nHpopManuoHHBIX cuctem» (TOCT P MCO/MOK 15408-2012-1, TOCT P
NCO/MDBK 15408-2013-2, TOCT P UICO/MDBK 15408-2013-3) u 'OCTa P MCO/M3K 18045-
2012 «Mertonmonorusi OLeHKH 0€30macHOCTH HH(POPMAITMOHHBIX TEXHOJIOTHI» ISl aHATIN3a
MIPOEKTHBIX pPelIeHul mojcucTeM HHGOPMalMOHHON O6e30macHoCTH 0a3 JaHHBIX U 00ecreYeHUs
3aIUIIEHHOCTH KOMITBIOTEPHBIX CUCTEM B IIEJIOM.

52. Ponb monoxxennii HanmoHaabHbIX ctanaapToB [[OCT P MCO/MOK 56545-2015 «3amura
uH(popManuu. Ys3BUMOCTb UH(pOpMalMOHHBIX cucTeM. [IpaBuiia onucanus ysssumocrein», 'OCT
P UCO/MDBK 56546-2015 «3amura uapopmaium. Y a3BUMOCTb HHOPMAITMOHHBIX CUCTEM.
Knaccudukanus ys3BuMocteid HHOOPMAIIMOHHBIX CUCTEM» U (efiepaTbHOro OaHKa JaHHBIX YTPO3
6e3omacHocTH, Beaymerocs Ha caiite ®CTOK Poccun B paznene «TexHuuyeckas 3ammura
undopmarumy (https://bdu.fstec.ru) B ugenTudukanuum yrpo3 6e3omacHocT HHPOPMAITMOHHBIX
CHUCTEM.

53. Posb nmonosxenunii HanmoHanbHbIX ctangaptoB ['OCT P MCO/M3K 53113-1-2008, 'OCT P
NCO/M3K 53113-2-2009 u pykoBozsiero nokymenta ®CTIK Poccun «3amuta ot
HECaHKIIMOHUPOBAHHOTO focTymna K nHopmanuu Yacts 1. [IporpaMMmHoe obecrieueHue cpeacTs
3amuThl nHGopManuu. Kinaccuduxaus mo ypoBHIO KOHTPOIISE OTCYTCTBHS HE JEKJIapHUPOBAHHBIX
BO3MOYKHOCTEI» 7151 00ecTrieueHns 3alUIIEeHHOCTH KOMITBIOTEPHBIX CUCTEM C 0a3aMH JTaHHBIX OT
HECAaHKI[MOHUPOBAHHOIO JJOCTYIIA.

54. Tlonoxenust HannoHanbHOTO cTanaapra [OCT P UCO/MOK 51583-2014 «Ilopsimok co3gaHust
ABTOMAaTU3UPOBAHHBIX CUCTEM B 3aLUIIIEHHOM MCIOJIHEHUNY, PETJIAMEHTUPYIOILLETO MOCTPOCHUE
3alIUIIEHHBIX HH(OPMAIIMOHHBIX CHCTEM Ha OCHOBE 3aIIUIIIEHHBIX 0a3 TaHHBIX.

3adeT BHICTABISAETCS [0 UTOraM YCTHOTI'O OIIpOCa U OTUCTAM I10 IMMPAKTUUCCKHUM pa60TaM.
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IIpuniaoxenne Ne 2 k paGoyeii nporpamMme JMCIHIIJIMHbBI
«be3onmacHocTh cucTeM 0a3 JTaHHBIX»

MeTozmquKne YKa3aHUuA AJIA CTYACHTOB 110 OCBOCHHIO JTUCHUIIJINHBI

OcHoBHOW (opMOIl M3NMOKEHHST Y4eOHOTO Marepuana Mo AuciuIuinHe «OCHOBBI
NOCTPOCHHS 3AIMIIEHHBIX 0a3 JAAHHBIX» SBIAIOTCSA JIGKIWH, YTO CBS3aHO, MPEXIE BCETO, C
HOBM3HOH Marepuana i oOydatommxcs. [1o O0NbIIMHCTBY TEM MPETyCMOTPEHBI TPAKTUIECKHE
3aHATHS, TENIBI0 KOTOPBIX SIBJISICTCS 3aKPEIICHHWE JICKIIMOHHOTO MaTepualia IyTeM peHICHUs
CHelHaIbHBIM 00pa30M NOJO0OPaHHBIX MPAKTHUECKUX 3a7ad.

JUis  ycremHoro OCBOCHHSA JMCLMILIMHBI  Ba)XXKHO  CAMOCTOATEIBHOE HW3YYEHHE
TEOPETHYECKOr0 MaTepHajla W PEIICHHE IPAKTHYECKUX 3aJad, KaK B ayJUTOpPUM, TaK H
CaMOCTOSITENIFHO B KAYECTBE CaMOCTOATENbHOM paboThl. [Ipumeps! pemenus 3a1au pa3ouparoTcs
Ha JIEKIUAX M TPAKTHYECKUX 3aHATUSAX, MPHU HEOOXOAMMOCTH IO Hauboiee TPYAHBIM TeMaMm
IPOBOASTCS JOTIOJIHUTENbHBIE KOHCYJIbTaui. OCHOBHAS 1I€JIb PELICHUs IPAKTUYECKUX 3a]ad —
BbIpa0OTaTh HABBIKM [OCTPOEHMSI 3alIMINEHHBIX 0a3 JaHHBIX, a TaKXkKe aHaiusa
MH(OPMALIMOHHBIX CUCTEM Ha IPEAMET CIa0bIX MECT U YS3BHUMOCTEH, CBSI3aHHBIX C CUCTEMAMHU
ymnpaBieHus: 0azamMu gaHHBIX. st pemeHust 3amad HEOOXOAMMO HE TOJBKO 3HATh, HO H
NOHMMATh JIEKUMOHHbIH Martepuan. [loaTomMmy B mporecce HU3Y4eHMsS] JIUCLUILIMHBI
peKOMeHIyeTcs peryisipHas paboTa ¢ KOHCIIEKTaMU JIEKIIMH U pEeKOMEHJ0BaHHOW JIUTEpaTypo.

bonplioe BHUMaHUE JOJKHO OBITE YACICHO CaMOCTOSITEIIbHOM pa60Te. B kauectBe
3aJJaHUM JIJIS CaMOCTOSATEIIbHOM pa6OTBI AOMa CTyACHTaM HpcCJrararoTcda 3aJaqdn, aHaJIOTHUYHBIC
pa306paHHI)IM Ha JICKIUAX U MMPAKTHYCCKUX 3aHATHUAX UJIN CXOKHNEC C HUMU.

JUis mpoBEepKH M KOHTPOJS YCBOEHHSI TEOPETUYECKOrO0 MaTepuasa, MPUOOPETEeHHBIX
IIPAKTUYECKUX HABBIKOB paOOThl ¢ OCHOBHBIMHM MOHSATUSMU B TE€YEHHE OOYyUEHHUs MPOBOJAATCS
MEPONPUITHS TEKyILleH aTTecTalMy B BUJE TECTUPOBaHUU. Takike MPOBOJATCS KOHCYJbTALUU
(mpu HEoOXOJUMOCTH) MO JIEKIMOHHOMY MarepHally M pa300py HEKOTOPBIX 3adaHUM IS
CaMOCTOSITENIbHON PaOOTHI.

B koHIIe M3y4yeHMS AMCLUILIMHBI CTYJEHTBI CAAIOT dK3aMEH. DK3aMEH IPUHUMAETCS IO
HK3aMEHAllMOHHBIM OWileTaM, KaXJbli M3 KOTOPHIX BKIIOYAaeT B ce0s /IBa TEOPETUUYECKHUX
BOIIPOCA M OJHY IIPpaKTHUYECKyr 3amady. Ha camMocCTOATEnbHYyH0 NOATOTOBKY K DJK3aMEHY
BbIIETSIETCS 3 IHS, B 9TO BpeMsl MPEyCMOTPEHA U TPYIIOBas KOHCYIbTAIINS.
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